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The ETSI ("European Telecommunications Standards Institute”) standards define a
mobile station (MS, mobile station) composed of a mobile equipment (ME, mobile

30  equipment) and a subscriber module (SIM, Subscriber Identity Module). This
subscriber moduie is usually removable, that is to say that it can be withdrawn or
transferred from one mobile equipment to another.
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These applications executed in the mobile equipment use resources available in the
subscriber module. Resources are understood to mean different functions and data
necessary for the correct function of an application. Certain resources can be
common to several applications, in particular the functions linked to security. The
30  subscribed module can in this way block or alter the working of certain applications
for which the security conditions established by the operator and/or application
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The aim of the present invention is to propose an authentication method of an
application(s) in @ mobile equipment during downloading as well as during execution.
It relates to limiting the risks linked to the fact that a subscriber module may be used
unwisely or used by applications that fail to fulfill certain pre-established security

30 criteria.
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20  said method is characterized in that, during the initialization and/or activation of the
application, the security module carries out the instructions extracted from the
cryptogram and releases, respectively blocks access to certain resources of said
security module according to the result of the verification suited to this application
carried out previously,

25  The resources of the security module are blocked or released in a targeted way, with
the aim of rendering certain applications usabile or unusable. Applications of the
mobile equipment are not directly blocked or released: one act in an indirect way on
the applications, that is to say the locking or liberation effect will only appear when
the mobile equipment attempts to execute these applications.
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25  Unlike the process described in the document FR2831362, the partial or entire
encryption of the application, before downloading into the mobile equipment, is not
necessary. In fact, according to the method of the invention, the connection between
the server and the security module (or subscriber module) serves to control in an
optimal way its resources and to decide their implementation or not in relation to the

30 applications carried out in the mobile equipment. The command received from the
server, in the process of the cited document, allows controlling the use of the
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25  blocking or to limitation of the execution of the application.

30

The control server thus plays an essential role in managing the trust or security
elements linked to the mobile equipment / subscriber module assembly. It interprets
the data that is transmitted to it by the mobile equipment in order to control or limit
the use of applications thanks to the resources (data or functions) stored in the
subscriber module.
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control server. In other words, by means of this cryptogram, the control server
implicitly ensures the subscriber module that the type and the software version of the

25 mobile equipment has been taken into account, that the loading of the application
has been controlled and that the application is authentic. According to instructions
received previously, the subscriber module will decide whether to authorize or refuse
the requests or commands coming from the application.

The mobile equipment plays a relay role in this verification step by establishing an
30  almost direct dialogue between the subscriber module and the control server.
Therefore, the security of the exchanged messages is assured from end to end
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- Figure 1b shows the verification process of the cryptogram according to the

method of Figure 1a.

- Figure 1c shows the process of the execution of the application using the
resources of the subscriber module according to the method of Figure 1a.

25 - Figure 2a shows a block schematic showing the installation process of an

application according to a second method wherein only the application is

downloaded.

- Figure 2b shows the verification process wherein the application requests a
cryptogram from the control server according to the method of Figure 2a.




that refers to the annexed figures given as a
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application according to a first enbodi nment in which

the cryptogramis delivered via 20 the application

execution environnent. Figure I_d.shows the

verification process of the cryptogram according to
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verification process wherein the application requests
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Figure 3c shows the process of the execution of the

appl e Blockh seEnmes inndgunee sleurlbedc,oa, t2he 26uB3,c8h, i show a mobile
t b QMI - Fi
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SerfM%thhﬁngR '@eéicte‘é‘& idnCerfAEnREn SRR rheRPAdpiitoRE originate, either

suppl1ers™(FA
from an application supplier (FA) associated to the control server (CSE) of the
operator, or they can be programmed originally by the mobile equipment
manufacturer. In the latter case, it is sometimes necessary to download updates that

20  are also verified by the subscriber module (SIM),

According to the first embodiment illustrated by figures 1a, 1b, 1c, the cryptogram
(CRY) of an application (APP) is delivered to the subscriber module (SIM) via the
application execution environment (AEE) during the installation process of the

application (APP).

25  Figure 1a shows the installation process wherein the mobile equipment (CB) first
transmits data serving as the identification (ID) of the subscriber module (SiM) that is
verified by the control server (CSE). This identification (ID) is carried out from the
identifier (IMSI) of the subscriber module (SIM) and the unique identifier (IMEISV) of
the mobile equipment (CB). An application (APP) is then downloaded from the server
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suppalme@S(IBAYX éts. caortsl ubeded spplidatios sumporthy by t he

operator, 5 that is to say that the applications
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o RHRMARR A, A AU e S AR v o
t eltbp lhpplatiomard temdst it tnthei sbsabebynodalea Sty Theadrymogram (CRY)
th ' ' V| .
b i SRS o B Satl 5D JRSTR i o o
f oldggipmeyt (eB)cwittpthieappiisatioa$ABP pior soparetefd stodd id aveasubscriber

app,d [ . Se, e nvironnents, o
205PRUE8 (985, ol OIS ek WS AR B bcogprpny ot
OS,alipwing xdegiding dfait mestusspoad tappei requésts o ugmtrots. (CMD) of the
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during the loading of the application (APP), allows the control of the functioning of
the application (APP). In the case of the absence of these rights, the application
25 (APP) will not be able to use the resources (RES) (data or functions) of the

subscriber module (SIM).

In the case that these rights are present, the subscriber module (SIM) verifies the
digest (FIN1) issued by the cryptogram (CRY) stored by comparing it with the digest
(FIN2) associated to the application (APP) and supplied by the application
30  environment (AEE). This cryptogram (CRY) can be made in the form of a block
encrypted by a private key of the type RSA (Rivest, Shamir, Adelman). This block
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particular it controls the application identifiers (ID_APP) and the application digests

25 (FIN1) that are authorized or prohibited to use its resources (RES) (data or

30

functions).

In one variant, the cryptogram (CRY) can include a counter serving to prevent the
double use of the same cryptogram intended for the subscriber module (SIM) (replay
attack). In fact two applications of the same type can carry the same identifier and
have the same digest (FIN1). In this case, the subscriber module (SIM) will also
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Therefore, the cryptogram (CRY) allows the subscriber module (SIM) to know the

25 resource(s) (RES) that can be released or blocked in the subscriber module (SiM) for

30

the corresponding mobile equipment (CB).

The two digests used (FIN1, respectively FIN2) are determining elements since they
constitute the cryptographic control means of the application (APP) by means of the
mobile equipment (CB) and the subscriber module of (SIM). This type of control is
necessary in order to prevent a third application from carrying out authentication with
a given cryptogram (CRY). In fact, if the cryptogram A authenticates the application
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25 (VM) the digest (FIN2) associated to the application (APP) in question that it will
have necessarily calculated previously. The application digest is transmitted by the
mobile equipment (CB) to the subscriber module (SIM). This digest does not come

from the control server, it is calculated by the application execution environment
(AEE) of the mobile equipment (CB) after the downloading of the application (APP).

30  On the other hand, the mobile equipment (CB) transmits the cryptogram (CRY)
loaded previously in addition with the application from the control server to the
subscriber module. Therefore, the latter can verify the digest received by making a

comparison. The mobile equipment (CB) cannot cheat as it does not know the digest




1 pp%%f'%%ﬂwmnm&ﬂ%% )N s Hhe

1

2

10 application (APP) cal cul ated by the execution
environnent (AEE) remain identical but depend on the
identity of the nobile equipnment (CB). This type of
nmeasure is necessary if the situation is to be
prevented in which a third application is
authenticated with an digest giygn in another
application execution environnent (AEE) whose

i nt e b@(?@céMer‘bﬁ th@ s%b&ﬁi@éi ﬁﬁ@ﬂul@‘?@lﬂ#)eﬁ (t? Me &Rel # % be necessary
conpr om se fact, if the digest A aut henti cat es

£ he T BHIRE e bction o1 itsh AUt MBEAIY: o batfLUAG Ay, reversble or fo

nDbifihe aReHEDITEE! ghving the isBmMBRARKRIM (ERYRWAICH |§élﬁfoBﬂh1p035|ble
appl ication B fromunduly authenti cat| ng with t

digest, A fromthe subscriber nodule B in .
oIS T bdw et THatoh peacaE @) e apPlasram SarR) tk%at can be carried

appbut:attm@nre@d@wg tormaam;ﬁe aAsETErRPaAIHe e Rist Wpthe?@ppilcatlon (APP)

cry ransg: ramlntendedfo th
o1 Y BB for e B R ok B IA Coren befotedi gt use. If the
for ctybmgﬁalbsfcRW% vmitdtth@ suSddviber FHE)@EJ% (o) @Jaﬁ@rh@é}%ﬂ@ceptance

rise t hers the sane a catl on dig
(hemessags (0o b Sxguten PRVCRENT GER hE'G gaRItgHon, (EP) can then
Javad@ps it aédueRts dhesreiands (oMentd ir Q}Hééﬁtférhﬁédule SIIVI) via the

dul fy th t
ul e erify the Crég?l?rgé?am mpl%e %g)scnber module

( Vlvpsmmermb I@ﬁ@ﬁachthZhe @&ﬁn@u@hd’d @IMI?PO;I tPéhsﬁﬂﬂﬂhg ﬂﬁetﬁeg;sbnses (RSP)

(Al I n quest.i have 'necessa
caI af ae eﬁ\‘%*@ut%dbq @PP"W@”%BF’P E'atth%ﬁx%uﬁj@%?"‘{'@"me"f (AEE), see
tr apigoiettced by the nobile equi pnment (CB) to the
subscriber nmodul e (SIM. This digest does not cone

he control server, it al cul ate

app e Er AR D Rhe tthe(SAEEar%SF oAU S nsmits 2

SequicpaninesSigle aioK) td bR dawtisndhinaient [@ﬁEE In such a case the
e. nmob

appl | catl on (AP t he ot her hand
’@%')0 F?eﬁhzﬁéﬁc%fh@“’&r Yy F‘&n‘?‘RR’l‘Rﬂ{t)On qngtgﬁsg@n process

pr G(WP@l)lsblythbnapiyﬂdéttoho(lAW t@ :rtskhﬂeamﬂbl ifsokdq08sth P Bohitfands (CMD)
cont rt su r. npdul e. Theref ore,
Cnedeireai e Hie sprieronmetin (UL viPdBe PYBRMBY SRAKkSTTRENA (AEE) wil
correﬁmsmthouTh@spasabe | RSPHHN@R%%S&L@E&S RS04 tﬁ@%@bs@&er module

g&? Bot knothle di gest -14- to be received by the
sukf Yl rotRsayalapleifhusei f it is the case, it may be

necessary to render the function of digest
callg Wo#t cases afsambbmnee aas heflisd QOKOANd NOIKO!tBE @;Eh@'tioﬁ @xecution

find anoth es i ving the sane cryptogr
iR (R B Jelk e BRgSRE 16 e G0 (GSE). The
\t/)ersubscmta:j mgﬂlbctiaﬁ&ﬁltjsﬁfndtré@lyﬁeﬁ@ﬁ)@lﬁ ?@o(‘nﬁiﬂ@tloh her) 6@mception of
e.carrie ei.ther regul a or exa
o evaBarm ERLE oy Soniie” S (CSE) 6RO Ellpife src-to-end control of

(=1

25  the operation, see Figure 1b. The confirmation (CF) includes at ieast one success or

error code of the operation as well as a counter serving to protect against a repetition
attack. This message also allows the control server (CSE) to maintain updated the

counter associated with the subscriber module (SIM).

According fo the second embodiment illustrated by Figures 2a, 2b, 2¢, the

30  application (APP) is only downloaded, after the identification (ID) of the mobile

equipment (CB), without cryptogram (CRY), see Figure 2a.




concerned, or preferably, once before its installation
or before its first use. If the cryptogram (CRY) is
valid, the subscriber nodule (SIM transmts an
acceptance nessage (OK) to the execution environnent
(AEE). The application (APP) can then address its
requests or commands (CMD) to tReg _subscriber nodul e
(SIM via the 10 execution environment (AEE) and use
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t h&he application execution process (APP) after verification of the cryptogram (CRY),

see Figure 3c, takes place in the same way as in the two previous methods
25  illustrated in Figures 1¢ and 2c.

This third embodiment may be preferred as its advantage lies in the fact that it does
not require any modification of the execution environment (AEE) as it is presently
defined for Java applications installed in the mobile telephones, that is to say that a
modification of the existing standards is unnecessary.




control server (CSE), directly by the application

(APP) that transmts it to the 5 subscriber nodul e

(SIM via the execution environnent (AEE). The

subscriber nodule (SIM transmts a confirmation (CF)

of the reception of the cryptogram (CRY) to the

server (CSE), by neans of the appl.ication (APP) and

not by neans of the execution environnent (AEE) as is
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(AEE) as it is presently defined for Java
applications installed in the nobile tel ephones, that
is to say that a nodification of the existing
standards is unnecessary. -16- Furthernore, the
constraint of the first variant that requires two
cryptograns using the sane digest di sappears given
that the verification processes of the cryptogram
(CRY) and that of the installation of the application
are totally independent.




In order to personalize the digests calculated on the
applications, a possibility 5 consists in adding to

the application code, before being | oaded into the

nobi |l e equi prent, a different data for each item of

nobi | e equi pnent. Therefore, when the digest is

cal cul ated by the application environnent of the

nobi |l e equi prent, this digest is unique and cannot be

used for another nobile equi prent. The cryptogram of
course, will be cal cul ated b@LAMS control server on

the basis of the original data of 10 the application
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said method is characterized in that, during the initialization and/or the activation of
the app!ication. (APP), the security module (SIM) executes the instructions
(INS_RES) extracted from the cryptogram (CRY) and releases, respectively blocks

the access to certain resources (RES) of said security module (SIM) according to the
result of the verification suited to this application (APP) carried out previously.

2. Method according to claim 1 characterized in that the equipment is a mobile

equipment (CB) of mobile telephony.

3. Method according to claim 1 characterized in that the network (NET) is a
mobile network of the type GSM or GPRS or UMTS.




equi pnent (CB), to the security nodule (SIM,

verification of the application (APP) by conparing the
digest (FINI) extracted fromthe cryptogram (CRY)

received with a digest (FIN2) determ ned by the

security nodule (SIM, said nethod is characterized

in that, during the initializaggon and/or the

activation of the application (APP), the security

nodul e (SIM executes the instructions (INS RES)

extdr act tetiiacbacaoiiing toy pitioy f am2, CRXfactenized &l that e, security module
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reiﬁlmlthoof/ of the Sikrdafd tyaeJ on suited to this application
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subscri ber nmodule (SIM suited to a subscriber to the

neg wor ky1&hEJ) cc&ﬁm%‘”%@%rr@ﬁ%'é@c‘f@nz%@ iff 1R h Sijteria defining the

characteri ze e Instructions inclu
tHm@r?fpﬁfgpémn(Wamc@r%damrdmttsélmmmsksy aamﬂﬂtm with the

( Sobvarosrdidid QPplIcQﬁoﬁjﬁlﬁ:’ " acgt\:{;ﬁhthgq%lré\ﬁﬁg'owﬁe %@&3 ;F%»ent CB) that

according to cliteria es previousl
opee awatoaﬁﬁ@res to fakedptplaceedniton suppl i er (FA) and/or
the user of the equipnent. 7. Method according to

clgai m @udhad %E&Hinﬁeﬁ £8ind h!thérQ@ceﬁféot K{:}E%t qﬁé '\fé dﬂ%tlon of the

the limts of use of an a i cation
t GPelication é&PPhﬁ’ﬁbdh%uCé@tQﬂWﬁ (ERY) is Gﬁrtrmdrcwt @n t@atnme of the first
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eqU|pnent e operator S|res
account . 8. I\/let hod according to claim1 characterized
i §- thaNe(tfH@ BE¢qreing 4o @aimofl ghesacterized in that the verification of the

application (APP) with the cryptogram (CRY) is periodically carried out at a given
rate according to instructions originating from the control server (CSE).

10. Method according to claim 1 characterized in that the verification of the
application (APP) with the cryptogram (CRY) is carried out at the time of each
initialization of said application (APP) on the equipment (CB).

11. Method according to claim 1 characterized in that the cryptogram (CRY) is
generated with the aid of an asymmetrical or symmetrical encryption key from a data
set containing, among other data, the identifier (IMEISV) of the equipment (CB), the
identifier (IMS) of the security module (SIM), an identifier of the application (APP),
the digest (FIN1) of the application (APP) calculated with an unidirectional hash
function and identifiers (RES_ID) of the resources of the security module (SIM) and




application (APP) with the cryptogram (CRY) is carried

out at the time of the first initialization or at the

time of the first use of said application (APP). 9.

Met hod according to claim 1l characterized in that the

verification of the application (APP) with the

cryptogram (CRY) is periodicalhy carried out at a

given rate according to instructions originating from

the control server (CSE). 10. Method according to

cl &strudticokafidS tRES ) &l loekindi@teasing oferdsburced iodnhefsetinity module
Ii,vﬁati on (APP) with the cryptogram (CRY) is carried
at'the tine of each initialization of said

application (APP) on the equipnment (CB). 11. Method

acddr di Mgthad adcardingl ta blainacitiecharedetizedt ihahatt the cryptogram (CRY)

2o EHREE MLae ok i, BRREIE DR el dnuds, (3 sapoising the
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h f [ 1 f I f.the .

roE G Bl e 8y Slches eyt e gty moauie (s
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t KBEEpcurity nmodule (SIM transnmits to the control

server (CSE), via the equipnent (CB) and the network

(NET) l\?éhﬁé‘% of {oo&almeﬁéﬁé}gctg&@dr tt?ea%#bllégt%w Aﬂb once

nodul e fed or ‘refuse
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y the security module (SIM) to the server via the application (APP).

16. Method according to claim 1, characterized in that the equipment is a Pay-TV
decoder or a computer to which the security module is connected.

17. Security module comprising resources (RES) intended to be accessed locally
by at least one application (APP) installed in an equipment (CB) connected to a
network (NET), said equipment (CB) comprising means for reading and transmission
data comprising at least the identifier (IMEISV) of the equipment (CB) and the
identifier (IMSI) of the security module (SIM), said module is characterized in that it
includes means for reception, storage and analysis of a cryptogram (CRY) containing
among other data, a digest (FIN1) of said application (APP) and instructions




15. Method according to claim1 characterized in that

the application (APP), once |oaded into the equi pnent

(CB) fromthe control server (CSE) via the network

(NET), requests a cryptogram (CRY) fromthe server

(CSE) at the tinme of its initialization and transmts

said cryptogram (CRY) to the sggurity nodule (SIM,

the confirmati on nmessage (CF) of acceptance or

refusal of the cryptogram (CRY) being transmitted by

t h6N§eEES) ),tas weltas ene@Bs Kr vevifitdtion e rseiir applieatiohg APP), and means

a | APP hod cor.di n
Pl R A s ool Bt 108 BRERISHL L5, Banes i e
decrydiegraon (GRYp ngedsiig bo blmbkmgl cetteinsresourcésy (RESubeording to the
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application (APP) installed in an equi pment (CB)
cohhect Beciyity anoduiet accokdiGNEd ) claisaild, eltragianzed (nC&)at it is of the

» T O, L ng ,and Ssi on .
congPtaloRs mERARS: of P PR Y i RPREP <t SBmee to 2 moblle
eqedypreent. (CB) and the identifier (IMSlI) of the
security nmodule (SIM, said nodule is characterized in
that it includes neans for reception, storage and
anal ysis of a cryptogram (CRY) containing anong other
data, a digest (FINl) of said application (APP) and
instructions 20 (INS_RES), as well as neans for
verification of said application (APP), and neans for
extraction and execution of the instructions (INS_RES)
contained in the cryptogram (CRY) rel easing or
bl ocking certain resources (RES) according to the
result of the verification of the application (APP).

18. Security nodule according to claim17,
characterized in that it is of the "subscriber nodule
or " SIMcard" type intended to be connected to a

nobi |l e equi prent.




