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AMPLIFYING, GENERATING, ORCERTIFYING RANDOMNIESS

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims the benefit of prionity to US provisional patent
application number US 62/007,719, filed on December 19, 2017, entitled “Systems
and Methods for Amplifving, Generating, or Certifving Randomness,” which 15

hereby incorporated by reference herein in its enturely.

BACKGROUND

Encryption and authentication used 1m computer security use random bit
generators since random numbers are important 1 the generation of symmetric keys
and nonces that make up part of encryption and authentication processes. Ways of
generating random bit sequences are typically grouped into three ditterent types
including: determimistic random bit generators which generate pseudo random bit
sequences using software, non-deterministic random number generators based on
classical physics; and non-deterministic random number generators based on quantum
Sy stems.

e

SUMMARY

The tollowing presents a high-level overview of the disclosure, simplified in
some respects, as a prelude to the more detatled descrniption presentied later. This
summary 18 not 1ntended to 1dentify key teatures or essential features of the claimed
subject matter; nor 18 it intended to be used to limut the scope of the claimed subject

matier.

In one embodiment, a security test logic system has a non-transitory memory
configured to store measurements from a measurement apparatus, the measurement
outputs comprising indications of presence or absence of coincidences where particles
are detected at more than one detector at substantially the same time, the detectors
being at the end of difterent channels from a particle source and having substantially
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the same length. The system includes a processor contigured to compute a test statistic
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from the stored measuremenis. The test statistic may express a Bell tnequality, and
the system can compare the test statistic with a threshold. The processor can be
configured to generate and output a certificate certifving that the measurements are
from a guantum system 1if the value of the computed test statistic 1s, for example,
below the threshold. A Bell inequality can comprise any inequality used to determine
whether a set of measurements 1s consistent with quantum mechanics or consistent
with classical physics. A Bell inequality includes any of Bell's original inegualities, a
CHSH mequality (Clauser Horme Shimony Holt inequality), or any other such
inequality. Violation of a Bell mequality demonstrates that the measurement 1s
consistent with the rules of quantum mechanics and inconsistent with the rules of

classical physics.

Many of the attendant features will be more readily appreciated as the same
becomes better understood by reference to the following detatled description

considered in connection with the accompanying drawings.

DESCRIPTION OF THE DRAWINGS

The present description will be better understood from the following detailed

description read in licht of the accompanvinge drawings.
_ o gl i

F1G. 115 a schematic diagram of an exampie of an apparatus for certifying that
a number has been produced by a guantum apparatus and of an example of a
randomuness extractor configured {0 generate a random number {or use tn a variety of

downstream applications.

FIG. 2A 15 a schematic diagram of an example of a four-device quantum
apparatus that may be used 1a the apparatus of Fi{y. 1.
Fi(z. 2B 1s another schematic diagram of the four-device quantum apparatus of

FiG Z2A

FIG 2C 15 a flow diagram of an example method of operation of a four-device
guantum apparatus such as shown in FIG. 2A or FIG. 2B;
FIG. 3A 1s a schematic diagram of an example of a two-device quantum

apparatus that may be used 1a the apparatus of Fi{y. 1.
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Fi{z. 3B 1s another schematic ditagram of an example of a two-device quanium

apparatus that may be used in the apparatus of FIG. 1.

FIG. 3C 15 a tlow diagram of an example method of operation of a two-device

quantum apparatus such as shown in FiG. 3A or FI(G. 3B.

FIG. 415 a flow diagram of an example security test A in the four-device case.

FIG. 518 a flow diagram of an example security fest B,

FIG. 615 a flow diagram of an example security test A in the two-device case.

FIG. 7 1s a flow diagram of an example method of operation of a randomness
extractor such as in the arrangement of FIG. 1

FIG. B 15 g perspective view of an example of a waveguide of an opiical state
expander.

FIG. 9 15 a perspective view of the waveguide of FIG. 8 installed 1n a housing

and with a cover omitted.

FI(;. 10 15 a schematic longitudinal cross-section through the waveguide of
FiG 8§
FIG. 11A 15 a schematic diagram to explam operation of the waveguide of

FiGG. 8
FIG. 11B 1s the same as FIG. 8 but with reference numerals to indicate air gaps.

FIG. 12 15 a schematic diagram of an exampie pair of measurning devices that

may be used in the apparatus of FIG ZA

Like reference numerals are used to designate like parts in the accompanying
drawings. The drawings provided are not necessarily to scale and are provided to
illustrate example embodiments described herein and are not 1atended to limit the

scope of the disclosure.

DETAILED DENCRIPTION

The detailed description provided below in connection with the appended
drawings is mtended as a description of the present examples and 1s not intended to
represent the only forms in which the present examples are constructed or utilized.

The description sets forth the functions of the examples and the sequence of operations
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for constructing and operating the examples. However, the same or equivalent

tunctions and sequences may be accomplished by different examples.

Random bits have too many applications to enumerate, ranging f{rom
cryptography to gambling and scientific computing. However, traditional random
number generators are based on classical physics, which 1s deterministic. Therefore,
the output randommness cannot be trusted without further assumptions, since the
apparent randomness 15 based on ignorance that may not be shared by an adversary.
Random-seeming numbers generated by any sort of determunistic software are 1o
principie vulnerabie to hacking for this reason. Quantum mechanics 15 intrinsically
probabiiistic and therefore might be used to generate randomness. Leveraging
guantum mechanics to generate a random number might allow for a type of security
based on the uncertainty principle; for example, under the right conditions, an
adversary might not be able to observe a quantum bit (qubit) without the qubit being

immediately destroyed.

When considering a device that purportedly generates random ocutput based on
guantum mechanics, one might be able to trust that the output 1s random only if one
trusts or assumes the guantum device 1s operating correctly. Once a random number
has been generated by a system there 1s typically no easy way to certify that the
random number has been generated by a quantum system. To determine whether a
purportedly quantum system in fact leverages quantum phenomena to produce its
output, a human operator typically would not only need to be an expert 1n the field but
also need to visually inspect the internal structure, including mechanical apparatus, of

the purportedly quantum system and perhaps even independently test the system.

The embodiments described below are not limited to implementations which
solve any or all of the disadvantages of known technology for amplifying, generating
or certifving randomness. For example, different embodiments may address different
disadvantages or challenges relating to amplifying, generating, or certifying

randomness.

Whale there exist commercialized guantum systems that produce purportedly
random bits, to verify that such a device 1s working as intended would be a ditticult
task even for an expert with access to the device’s internal workings. It would be

preferable, then, if the device's output could be vernitied as genuine merely by
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coustderntng the output, without any knowledge of the 1nner workings of the device,
This property 1s known as device independence.

in the following detailed description, vanous non-limifing examples of a
randomness amplitying process and varnous embodiments of real-world systems that
implement exampies of the process are described. These examples and embodiments

are intended to iliustrate, but not to limit, the scope of the disciosure.

FI(5. 115 a schematic diagram of an exampie of an apparatus 100 for certifying

that a number has been produced by a quantum apparatus 102 in an mdependent

manner, and of an example randomness extractor 110 configured to generate a random
number 116 for use 1n a vanety of downstream apphcations 120, 122, 124, 128 The
randomness extractor recetves tnput {rom a weak source of randomness 114 {(denoted
here and 1n the figure as WSR-2), which can be a classical apparatus for computing a
pseudo-random number. In addition, the apparatus 100 also has a weak source of
randomness 104 {denoted here and 1n the figure as WSR-1), which can be a classical

apparatus for computing a pseudo-random number.

A weak source of randomness refers 1o a source of randomness where the
randomness 18 not certifiable as the result of, or being based on the presence of,
quantum eilfects. The term “weak” does not itselt connote that the source of
randomness i1s somehow unsuitable or insutficient to meet industry standards of
randomness. In some implementations, a weak source of randomuess can be at least
partly nondeterministic or even fully nondeterministic. Weak sources of randomness
thus include sources that output noncertifiable nondetermimistic random numbers.
Weak sources of randomness are sometimes reterred to simply as sources of

randomness.

The guantum apparatus 102 comprises apparatus for generating a plurality of
qubits and preparing the qubits in a particular quantum state, as well as apparatus for
measuring the gubits in at least two different bases. The apparatus 100 has security
test logics 106 for automatically certifying that a @ven plurality of qubit
measurements 108 has violated a Bell inequality.

As used herein, a Bell inequality refers generally to any imnequality associated
with measurements of quantum or classical systems, where violation of the inequality

means that the measurements are consistent with the rules of quantum mechanics (e.g.,



WO 2019/125733 PCT/US2018/063481

entangiement or non-locality) and 1ncousistent with the rules of classical physics (e.g..
local realism or hidden variables). A Bell inequality includes an inequality that 1s
always satistied by any local probability distribution for the measurement resulis of
two parfies, which 1s one that can be realized when each party’s device has its own
internal state. A Bell inequality mncludes any of the oniginal inequalities dernved by
John Stewart Bell as well as ineqgualities derived by others such as, for example, a
CHSH mequality (Clauser Horne Shimony Holt inequality), a Leggett inequality, a
{eggett-Garg inequality, and so forth. As further described herein, the violation of a
Bell mequality guarantees that the output of the quantum apparatus 102 15 from
quantum effects, and therefore 1s independent of other sources including, g, a

classical weak source of randomness.

[0035] Certifying that the qubit measurements 108 violate a Bell inequality indicates
that the qubit measurements have been produced due to quantum effects, rather than
classical effects, and 1t also indicates that the qubit measurements 108 are independent
of any other classical weak source of randomness, such as WSR-2 114 1n FIG. 1 and
WSR-1 104, In this sense, certitying that qubit measurements 108 have been produced
due to quantum etfects certifies that the qubit measurements 108 are truly random.
The certificate allows a user to trust the randomness of the output without access 1o
the internals of the quantum apparatus 102 {(and thus, e.g., without arranging for an

expert to inspect the internal structure of the guantum apparatus 102 and test it).

[0036] The security test logics 106 can be implemented using any combination of one
or more of: software, firmware, or hardware logic components. For example, and
without imitation, tlustrative types of hardware logic components that are optionally
used include Field-programmable Gate Arrays (FPGAs), Application-specific
Integrated Circuits (ASICs), Application-specific Standard Products {(ASSPs),
System-on-a-chip systems (SOCs}), Complex Programmable Logic Devices (CPLIDs),
Graphics Processing Units {(GPUs), Central Processing Units (CPUs), or any other

type of hardware processor,

60371 In the embodiment shown in FIG. 1, the set of qubit measurements 108 1s of a
fixed size that may not be appropriate for use in downstream applications 120, 122,
124, 128. Therefore, a randomness exiractor 15 used in some embodimenis o compute
a number of appropnate size/length. Once a plurality of qubit measurements 108 has

been obtained and certified as produced by quantum effects, the measurements 108
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are input to a randomness extractor 110. Classical randomness extractors such as, €.g..
Trevisan’s extractor may be used. In some such embodiments, the randomness
extractor 110 takes as imput a pseudo-random number 112 from a weak source of
randomness 114 as well as the certified gubit measurements 108, The randomness
extractor computes a number as output which may be of any specified length. The
number produced by the randomness extractor 110 has amplified randomness as
compared with the pseudo random number 112 and 1s truly random because the inputs
to the randomness extractor are certified as betng independent of one another as

explained in more detail below.

In some embodiments, the number with amplified randomness 110 1s 1nput to
one oOr more downstream applications. A non-exhaustive list of examples of
downstream applications includes: computer security 120, where random numbers are
often used as one-time pads (OTPs} that are pre-shared between entities and used for
encryption; meteorological forecasting 122, where random numbers are sometimes
generated and used to mnitialize values of parameters of weather system models; a
telecommunication system 124, where random numbers are sometimes generated and
used for resource allocation schemes; and a manufactuning control system 128, where
random numbers are sometimes generated and used to model noise present in sensor

readings.

In light of results such as those developed by bdantha and Vazirant 1986

g

“Generating quast-random sequences from shightly-random sources” in Journal of
Computer and System Sciences, 33, I{1}: 75-87, classical methods of random number
generation typically assume access to two independent sources of randomness and use
a randomness extractor to compute nearly 1deal random bits. However, an assertion
that two sources of randomness are independent generally must rely on further
assumptions. This 1S one of the main drawbacks ot such classical methods; it ts

cenerally not possible to guarantee the two weak sources of randomness are

independent, so such classical methods are not device-1ndependent.

In contrast, the present technology is able to guarantee independence of the
quantum apparatus 102 and WSR-2, the classical weak source of randomness 114
The violation of a Bell inequality guarantees that the output of the quantum apparatus
102 1s from quantum effects, and therefore 1s independent of other sources including

WHR-2, the classical weak source of randomness 1 14. Thus the randomness extracior
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110 takes nput from two sources which are certified as being uncorrelated sources.

In this sense, the output signal 116 of the randomness extractor is truly random.

Commercialized quantum randomness generators have hitherio not displayed
certifiable device independence since a human operator needs to inspect the
randomness generator and confirm that it 15 using quantum mechanics. Such devices
use a quantum prepare-and-measure scenario 1o exploit the operationally probabilistic
nature of guantum mechanics to create strings of random numbers that are preferable
in a number of ways to classical pseudo-random number generation methods
Commercialized quantum randomness generators perform measurements in a single
guantum context 1n a way that makes them unsuttable for a device-independent
realization. Existing quantum randommness generators are without any guarantees of
security, and to verify that the devices are working as specitied can be difficult, even
for an expert. For example, in certain previously developed photonics-based systems,
it 1s hard to venily that the reported measurement outcomes are genuine, given that
measurement of the photon system destroys the photon as it 1s incident on the detector:
in the absence of a guarantee that reported measurement outcomes are due to quantum
ettects, the device could be yielding a pre-generated, yet apparently random, string of

bits that 1s known to an adversary.

Many existing quantum-based randomness generators offer a security guarantee
where the guarantee 1s valid only if the device i1s discarded after each round of
measurement, or only if a very large number of devices are used 1 paraliel (growing
with the number of random bits produced). These approaches are not good candidates

for a commercial device.

Many existing guantum randomness generators are not tolerant to realistic noise
levels trom feasibie quantum devices, and therefore are not a good candidate for

practical uses.

An advantageous aspect of the apparatus 100 s tis robustness to notse: the
security test logic works correctly (and does not abort) provided merely that the
guantum state and the quantum measurements that compose the quantum device have
a low level of noise. In particular, the apparatus 100 1s able to operate and certify its

output even if the different quantumn sysiems of quantum apparatus 102 are only
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approximately non-signahing and not strictly non-signaling. Implementing strictly

non-signaling quantum systems withun a single device 1s unlikely to be practical.

Various embodiments of a four-device and two-device quanturn apparatus 102
described in this document are unique in their design and application. They use
guantum systems to achieve results not feasible using classical resources. The
embodiments descrnibed herein are realistically implementable for practical day-to-day
use. The embodiments use a smali, fixed number of quantum devices and are tolerant
to realistic fevels of noise tn the quantum devices. In addition, the guantum states are

produced by quantum circuits requiring only a few gates and with low circuit depth.

An apparatus 100 that 1s able to both generate true randomness and also certity
i1 a device independent way that 1t 1s working as intended and producing random bits
offers distinct advantages over a weak source of randomness in any environment in
which an attack on random bits by an adversary 15 even a remotfe possibiiity. In
addition, the ability to certity random numbers is expected to be important for
legisiative reasons tn the financial industry. When Monte Caslo simulation models are
used to calculate forecasts, currently the mitial pseudorandom seeds used typically
must be submitted to a regulator, but previously there has been no effective way to
prove that these seeds were indeed chosen at random and were not, for example,
chosen to influence the results in a particular way. The present apparatus 100 produces
the requuired random bits alongside a certificate 108 of the presence of quantum effects
and, 1n this sense, a certificate of true randomness. We describe various non-limiting
examples of a process to amplify any weak source of randomness into a nearly ideal
source of randomness using quantum-mechanical systems. The process has the

tollowing key distinguishing features.

The apparatus 102 gives the benetit of being device independent, meaning that
the user does not have to trust the mner working of the device. This 15 because the
security test logics, which perform statistical tests on the input/output of the device,
aive the user a certification that the output bits 108, 116 are indeed random. Apart
from ottering a ceriificate of randomness, the apparatus 102 is additionally secure in
the sense that the output bits 108, 116 are unknown to anvone else apart from the user.
The secunty or correctness given by the apparatus 100 does not rely on any
computational complexity assumptions and, in at least this sense, 15 unconditional.

The only assumption used for proving the correctness and security of certain
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embodiments of the apparatus 100 15 that there cannoi be any signaling from the
device to non-trusted parties (such as an Eavesdropper). This is guaranteed, where
appropriate, by shielding the device. The apparatus 100 avoids the need for a non-
signaling assumption between the different parties of the device, in stark contrast with
carly work on device-independent randomness generation. This 1s achieved by
introducing a new test (secunty test B) which passes even when the individual
quantum systems are only approximately non-signaling. The apparatus 1s optionally
used with classical random number generators, or classical pseudo-random
generators. Because the output bits are completely independent of any other source of
randomness in the universe, they are optionally used as a seed to a classical
randomness extractor to generate a much larger sequence of random bits. This allows

for substantially higher bit rates.

The apparatus 100 operates with around linear runtime on the length of the final
bit string. In various examples, the apparatus uses 2 or 4 separated (approximately

non-signaling} quantum devices 1o produce any number of random bits.

FIG. 2A 1s a schematic diagram of an example four-device quantum apparatus
for use as the quantum apparatus 102 of FIG. 1. It is also possible to use a two-~device
quantuim apparatus {(see, e.g., FIG. 3A} as the quantum apparatus 102 of FIG. 1. A
benehit of the four-device quantum apparatus in this emnbodiment 1s that it 15 secure
against attacks by an adversary using a convex mixture of a Popescu-Rohrlich (PR}
box and a local distribution, whereas the two-device quantum apparatus 1s not. In at
least some embodiments, the tour-device gquantum apparatus uses a simpler security
test that the two-device quantum apparatus. Also, in at least some two-device
embodiments, the two-device guantum apparatus prepares the qubits into a difterent
gquantum state than in the four-device quantum apparatus of at least some four-device
emabodiments. In at least some two-device embodiments, the two-device guantum
apparatus gives sensor measurements that are certifiable as being from guantum
etfects, where the correctness of quantum mechanics 1s assumed as an axiom of the
process tor computing the certification. In at least some four-device embodiments, the
validity of the certificate does not rely on the correctness of quantum mechanics as an

axiom.

With reference to the example embodiments iliustrated in FIG. ZA, there 1s an

energy source 200 for emithing qubits and there are four quantum systems 202, 204,

10
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206, 208 which receive input tfrom the energy source 200, Each quantum system
comprises a state expander 210 that prepares a qubit into a specified quantum state.
<ach quantum system comprises a measuring device 212 that detects qubits in one or
more measurement bases. The measurement bases of the measuning devices 212 are
configurable by a dniver 216 according to pseudo-random values of measuring device
settings generated by a weak source of randomness 218, The measuring devices 212

detect qubits received from the source 200 via the respective state expander 210,

The source 200 produces pairs of qubits each sent along a different channel. A
channel can comprise a path from the source 200 through a state expander 210 to a
detector in a measuring device 212, The paths are of substantially the same length so

that the tume taken for a qubit to travel along each path 15 substantially the same.

Emerging signals from each path are detected at detectors in the measuning
device 212, and coincidences are sdentified. A coincidence can inciude detection of a
qubit at more than one of the detectors at substantially the same time. For example, a
cotncidence can include detection of a qubit at two or more detectors in a specified
time pentod. The specified time period can depend, at least partly, on flux of the pairs
of qubits produced by the source 200. The specified time period may tend to be
inversely related to the tiux, e g, the specified time period may be shorter when the
tlux of pairs of qubits 1s large (¢.g., where there may be many detections per umit
time}, and the specified time period may tend to be longer when the flux of pairs of
qubits 18 small {e.g., where there may be tewer detections per unit time). In some
embodiments, the specified time period 1s in a range from about I nsto 1 us, 1 ysto
I ms, 1 ms to 0.1 s, or some other range. For example, the time pernod can be 1n a

range of Sto 15 ns, e.g., about 10 ns.

In some embodiments, an event where a qubit 1s detected is represented by a |
{one) and an event where a qubit 18 not detected 15 represented by a 0 (zero). In this
way the measuring devices 212 generate output signals 214 comprising a bit string.
However, 1t 1s not essential to use a binary representation, and other representations

are used for the output signals 214 in some embodiments.

The output signals 214 are checked using security test A 220 and optionally

security test B. Security tests A and B are implemented using hardware 1n a preferred

11
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embodiment since hardware 1s typicatly more secure than software or hirmware,

However, 1t 15 not essential to implement security tests A and B using hardware only.

securtty test A checks whether the output signals 214 are from quantum etfects
or from classical effects by testing for violation of a Beil inequality. If security test A
15 passed there1s certification 226 that the output signals 214 are from quantum eftfects
and 10 this sense truly random. If secunty test A is tfailed 224 then there i1s no
certification and the output signals 214 are discarded. Because the source 200 and the
quantum systems 202, 204, 206, 208 may be subject to noise, particles prepared in the
guantum systems might not always be qubits and might sometimes be classical
particles. Therefore secunty test A 158 particularly beneficial because 1t gives
robustness to noise {since it 15 a statistical test over many observations of detections
of particles at detectors of the measuring devices) in addition to giving the ability to
certify the output signals 214 as being quantum or not, without the need to inspect the

innards of the quantum systems 202, 204, 206, 208

Security test A involves momtoring emerging signals trom each channel. For
each detector, there 1s a unique path or channel that qgubits may follow from the source
200 to the detector and the paths are arranged to be substantially the same length so
that an entangied qubit in a superposition of states will reach multiple specified ones
of the detectors at substantially the same tume. The paths are configured to accept only
qubtts in particular polarizations and/or modes. By comparing times at which particles
are detected at the detectors, it 1s possible to infer whether the particles are qubits with
entanglement and superposttion, or whether the particies are classical. More formally,
in at least some embodiments, the security test A comprises measuring violation of a
Bell inequality through the observations of the times at which particles are detected at

different ones of the detectors.

Some four-device embodiments will now be described over the next several
paragraphs without repeating at each step phrases such as “in some embodiments.”
The four quantum systems 202, 204, 206, 208 are tour spatially separated parties with
measurement settings {1y, U, U, Uyt and respective outcomes {x,, X, X3, X4 ). Each
of the four quantum systems has a specitied two-dimensional Hilbert subspace that is
amenable to quantum control; each system 1s capable of storing one qubit. The
physical realization of the gubit and 1is measurement apparatus follows one of many

possible designs, including linear optics, 10n traps, and superconducting qubits.

12
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A Bell inequality includes an 1neguality that 15 always satisfied by any local
probability distribution for the measurement results of two parties, which 1s one that
can be realized when each party’s device has 1ts own tnternal state. This state may be
correlated with the state held by the other party, but each of the systems they hold has
its own separate descrniption without the need to describe the pair of ensembles
holistically. This means that in principle the apparent randoniness found by measuring
one of the subsystems can be thought of as sternming from 1ignorance about what state
the subsystem is really in. However, entangled states in quantum mechanics give rise
to probability distributions that are nonlocal. Since such distrnibutions cannot be
thought of as being caused by ignorance of what state each subsystem is i1n, since the
subsystem cannot really be said to be in any state at all: the state must be described
holistically. This 1s what opens the door to the possibility of true randomness, and
hence the present technology seeks to measure the violation of a Bell inequality in
order {0 be able to certify random bits are output as the measurements from the
measurement devices. While 1t 1s impossible to violate a Bell inequality classically,
pure entangled quantum states, tor specially selected measurements, can be found to

violate one without any loopholes.

Security test B 1s optional and it checks whether the quantum systems are non-
signaling {that is, the quantum systems 202, 204, 206, 208 do not imfluence one
another). Secunty test B 1s performed after security test A since security test B 1s
concerned with non-signaling nature of the quantum systems when they operate as
guantum systems and not with regard to any classical particles travelling through the
guanturn systerms as a result of noise. Security test B involves making repeated
measurements with the measuring devices 212 and testing to see if the measurement
results are correlated between the quantum systems, even where the measurement

bases are set in 3 way which 1s partly correlated between the measurement devices.

FIG. 2B 15 another schematic diagram of the four-device quantum apparatus of
FI(. ZA. The four state expanders are depicied as boxes 210 and these receive as inpul
quantum particles represented by circles inside squares. Each state expander 210 18

attached to a measurement device 212,

A method of operation at the four-device quantum apparatus of FIG. 2B
comprises, in an operation A, making the state expanders attached to each

measurement apparatus interact with one another by preparing the state of the

13
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guantum particles 1n the state expanders. This 1s represented in FIG. 2B by the dotted
line around the boxes 210. This may be a probabilistic interaction rather than a
determnistic interaction, 1n which case the process of preparing the state does not

have fixed length.

In an operation B, once the correct entangled quantum state 1s prepared, the
inputs {; are given to the four measurement apparatuses, and the guantum sysiems
are measured. The inputs U; are measurement settings which are selecied using a weak
source of randomness and which are used to set measurement bases at the
measurement devices 212, The measurement results are output {(operation C) by the

measurement device 212 as indicated by the symbols X; 10 FIG. 2B,

Operations A to C shown in FIG. 2B are repeated. There 15 no interaction
between the boxes between the U; being input, and the X; being output. Note that
between operations A and B, the system 15 in a state that cannot be descrnibed as made
up of individual states for its subsystems: the system 15 therefore described holistically

between operations A and B.

FIG. 2C 1s a flow diagram of a method of operation of the tour-device guantum
apparatus of FIG. 2A and FIG. 2B, Qubits are generated 230 in a plurality of guantum
systemis such as four quantum systems. The qubits are prepared 232 1n specific
entangled quantum states, for example, as indicated 1n equation 3 below. This can be
done using the state expanders. The four qubits are prepared so they interact, in order
to produce the specified quantum state for the device, which 1s of a type called an
entangled state. This ufilizes both two-gubit and single-qubit interactions. Settings of
the measurement devices are configured 234 using input from a weak source of
randomness. The weak source of randomness is used to configure settings
independently for each measurement device 212, These settings are dernived from the
measurement bases used 1n the method of operation. For example, the weak source of
randomness can be used to select a measurement setting from two measurement bases
{e.g., the computational basis and Hadamard basis, which mav each have two basis
states or basis vectors) for each of four measurement devices 212, The measurement
settings are used to 234 contigure settings of the measurement devices. Each of the
four qubits s measured according {0 s measurement sefting. This may 1tnvolve a
change being made to the setting of detectors or transformation being applied to a

gubit on a channel of a measurement device, depending on the precise implementation
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of the quantum device. Then, the qubit 1s measured. It 15 of note that this effectively
destroys the quantum state. The detector then outputs a bit that contains the result of
the measurement, x;, and the next round of measurement begins. In an example, the
settings include two possible orthogonal polanizations (such as horizontal and vertical)
and two possible qubit modes. Once the settings have been configured, detectors in
the measurement devices begin 10 sense detected particies received on the paths from
the source to each detector. The measurement process 236 produces measurement
results which are stored 238 together with the associated values of the settings of the
measurement devices at the time of the measurement. A check 1s made 240 as to
whether to repeat to obtain more measurements. The check involves checking critena
such as whether a specified time has elapsed, whether a specified number of
measurement iterations has passed or whether 2 memory storing the measurements 18

full. Once the check at operation 240 indicates that no further repetitions are needed

the stored measurements are output 242,

Further details of at least some four guantum device embodiments are now

given.
Consider two strings of measurement setfings given by:

Ug = {{0001}, {0010}, {0100}, {1000}} and
Uy = {{0111}, {1011}, {1101}, {1110}},

where Uy 15 a set of four possible measurement settings and Uy 15 a different set of

four possible measurement settings.

A Bell inequality used in the embodiment 1s the foliowing:

B {Px

w)} = Z B(x, w) P(x|w) = 2. (1)

where B 1s an indicator vector for the Bell inequality and P{x|u) is the conditional
probability distribution of the outcomes or measured values X given inputs or
measurement setting values u.

in some embodiments, B is an indicator vector with 2% x 2% entries:

B(xp u} — ﬂ@4- 1]1 uEU{} + ﬂ@4

1. Zﬁ,
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where the indicator function 1p equals 1 1t the expression £ is true and equals O

otherwise.

In some embodiments, the Bell inequality indicator function B s implemented
with a 10-by-16 array or matrix whose entries are each zero or one. The columns of
the array represent possible configurations of the detectors and the rows of the array
represent possible observations at the detectors. In some embodiments, there are 16
possible configurations of the detectors since there are tour measuring devices, each
having four detectors. Instead of an array or matrix, many other data structures can be
used, such as bitmaps, hash tables, lookup tables, or search trees. Data structures that
permit fast searching or lock-up are preferable 1n some embodiments, as in some
embodiments the array or data structure 1s used as a lookup mechanism in which the
combination of the four imput biis and four ocutput bits are effectively used as a key {0

look up a value for the Bell inequality indicator function.

An example of the array 15 given as follows: Let the four imput bits of the device

be V4, ...,V and the four ocutputs S4,..., 5. Then the function 5{¥V, 8} 1s detined as

follows, where 3 denotes an XOR (exclusive or) operation:

LA

itV el,andS S, G585, =0
iV elU,andS, 5. 5. PSS, =1

BV.S) =4 0ifVel, and5, S, PS:PS, =1
1ifVvel, andS 5, 8585, =0
0 otherwise

r

where Uy and Uy are defined above. Although there are 16 possible combinations of
values of the detector settings, only 8 are used 1n this example for clanty. I, {or
exampie, the tunction 8(¥V, 8} is implemented as an array or matnx, the remaining 8

values of the detector settings may be padded with zeros.

Let V' and §* be the vectors of inputs/outputs of the i-th round of the protocol

The secunty test i1s to compute:

It
B’ = --ZB"V‘, 5
PRILED
} ==

The use of the Bell inequality indicator vector provides an efficient and accurate
way of assessing comcidences observed at the detectors. It a coincidence 15 observed
at detectors on ditterent channels tn the same measuring device then the comncidence

is classical noise. It a coincidence i1s observed at detectors in different measuring
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devices of a pair of measuning devices, then the coincidence 15 from guantum effecis.
The secunity fogic performs a coincidence assessment using the array (or similar data
struciure) and the observed comcidences to see whether the outcome 15 less than 2 for
cach possible configuration setting. Since there are 16 possible configuration settings,
the security logic looks for a comcidence assessment outcome of less than one-eighth

(which is 2 divided by 16).

160373] The quantum state used in the protocol 1s:
| 1 - . ,_
W) = —=(lgNds) + [ dly-)) (3)
VZ
wihere

1
$_) = —=({0}{0) — 1)1}
\ 2

1

AWML — 16}
V2

L) =

y 1 N
P ) ----7-;-2(50>a b+ 1 =)

. 1 _
) = == (10} =) = [1)]+)
v 2
where, in at least some embodiments, {{0}, | 1)} 1s the computational basis (sometimes

called standard basis) and, in at least some embodiments, {|+), |—)}} ts the Hadamard

L . | 63 +11) 05— {1)
or Fourter basis given by {+) = ,,.; and |—) = ,..i, .
[0074] The quantum state |¥)Y in this example 15 a4 unitorm linear combination of two

quantum states (E(fﬁ_)lé‘;_:,_) and |zp+'}i*;;§__}‘) that are maximally entangled states of two
gubits. There are several ways of generating the state |W). For example, one
possibtlity 1s to umplement the quantum unitary that maps the product state
00O to |W). To implement this exampie unitary, one can decompose it into

sitmpler one-qubit and two-qubit unitaries using the Solovay-Kitaev construction.

163751 The mput y; = U corresponds to measurement in the X basis {or Hadamard or
Fourier basis), while input ¢; = 1 corresponds to measurements in the Z basis (or

computational basis) (for each of'theinputs 1 € {1, 2,3, 4}). To measure in the Z basis,

17
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one might, for example, first apply the single qubit unttary that rotates {0 the
Hadamard or Fourier basis and then measure in the computational basis. Under 1deal
conditions, the implementation of the Bell test above with such an entangled state and

guantum measurements gives B - {P{xju)} = 0

The security test A for the tour-guantum device embodiment 1S now described

tormally with reterence to FIG. 4.

The string from the weak random source w, 15 used to choose the inputs of the
measurements 1n the Bell experiment described above, e.g., tor each of the n
realizations of the experiment, 4 bits from w, may be used to choose (u;};, with j
ranging from 1 to n. Then collect the outputs (x;) ;, which concatenated together form
the string w. A test statistic 1s computed 400 on the values of the outputs in the stning

w,. The statistical test includes computing the function:

7
i |
L, = ;Z B{x;, u) (4)
j:::j_

which may be expressed 1n words as, a test statistic 15 computed as the reciprocal of
the number of measurements, fimes the sum over the number of measurements of, the
appropriate entry from the array of 16 by 16 values {or sumilar data structure) which
1s the Bell mnequality indicator vector. The appropriate array entries are looked up
using the observed measurement values and the settings of the detectors which were

used to observe the measurement values.

it the computed value of the test statistic L., is less than a threshold & (see check
402 i FI(. 4) then the process proceeds 404. Otherwise the process fails 406 and

returns to operation 408 of FIG. 2C.

In summary, the process aborts unless L,, < b, with b a free parameter that 13
chosen depending on the guality of the mitial weak random source 218; the smailer
the delta, the less noise the protocol can tolerate, but on the other hand 1t can amplity
the randomness of weaker sources. For practical realization one might choose, e.g.,
o = 0.01, which gives output random bits which deviate from truly random bits (in
vanational distance) by at most 0.0001 {(which is negligible for most applications). At
the same time the value of » = 0.01 means that even with the accuracy current

achieved in hnear optics, 1on traps, and superconducting systems {(measured 1n terms
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of fidelity of around 992 percent}, i1t 1s possible to run the protocol successtully. In
another embodiment, b = 0.125 and the Bell inequality being tested for is that of
equation 1 above. However, other values of the threshold b are used 1in some cases

with the Bell inequality of equation 1 above, or with other Bell inequalities.

(Juantum mechanics displays a property known as no-signaling, which means
that although entangled states exist which produce nonlocal probability distributions,
this noniocality cannot be harnessed 1n order to provide instantaneous communication
between the parties possessing the guantum systems. Many Bell mequalities have the
property that there exist other physical theories that lead to a larger Bell violation than
quantum mechanics, even though they still obey the no-signahing principle. A famous
example of this is the CHSH inequality, which admits a quantum maximum of 2v/2
compared to a classical value of 2; however, no signaling theories that admit an
implementation of the Popescu-Rohrlich (PR) box achieve a value of 4. It the
correctness of quantum mechanics 1s not taken as an additional axiom ftor the present
techuology, then, seeing a CHSH valuation of 2v2 cannot be seen as entirely safe,
since there 15 a possibiitty that the quantum systems have been replaced by a convex
mixture of a PR box and a local distribution. In theory, this could lead to 29% of the
random bits being known to an adversary. While such attacks are perhaps unlikely,
the four-device procedure is secure against them. This 1s because the Bell mequality
used, 1n some embodiments, has the property that there do not exist any no-signaling
theories that admit a larger violation than does quantum mechanics, and s0 attacks
based on alternative physical theories are not viable. This 1s an example of quantumly
accessible maximal nonlocality; 1t 1s a quantumly accessibie example of logical
nonlocality. It 1s of note that the no signaling principle 1s guaranteed by Einstein’s
theory of special and ot general relativity. The method used in the tour quantum
device apparatus is theretore secured by general physical principles, rather than

having to rely on the absolute correctness of guantum mechanics,

in the four-quantum device embodiment {and the two-guantum device

embodiment) an example of the security test B is formally described as tollows:

The security test B includes checking that the 4 different quantum systems are

approxumately non-signaling among themselves. To explain in a precise way what
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approximately non-signaling among themseives means, consider the probability

distnibution of outputs x4,..., x, conditioned on the inputs Uy, ..., Uy

pAxy, X2, X3, Xafly, Uy, Us, Uy )

The approxumate non-signaling condition says that,

Z p (X1, Xg, X3, X4 {Ug, U, Ug, Uy )

X, X2,X4

| f 4 /
= E p (x‘l; XZ; :’C3; x,; ,u‘*j_; uz;?’z%ﬁz’f'f})

X5,X3,%4

for any pair of measurement devices using measurement settings 4, ..., U, at a first
time and ©, , U , U, at another time, and likewise for the three other combinations of
pairs of measurement devices. That 15, the marginal distribution of any measurement
device 1s almost unattected by the choice of measurements in the other measurement
devices (technically 1t 15 assumed that the variational distance of all the marginals are
the same up to some small error g, which 1s a parameter of the test and 1s taken to be
¢.g. £ =0.02 in the implementations discussed above). A weak random source 1s used
to generate (u;) ;, which is input into the measurement device to configure the detector
settings. The measured output is {x;};. Then the apparatus computes the empirical
distribution g{xq, X5, X3, X411, U2, U3, Uy ) based on the frequencies obtained. The

process aborts unless

| Z 0 (X1, Ko, X5, Xa | Uy, Us, Uy, Uy ) —

X X3.Xg

e 1
2 DX, Xo, X, X | U, 1o, Us, Uy ) < 8, )

Xn,X3,X4

"

for any uy,..., 4y and us , U5, uy, and likewise for the other quantum systerns 2, 3,

and 4.

In summary, with reference to FIG. 5, the security test B comprises using a weak
source of randomness 104 such as WSR-1 to configure measurement settings of all
the measurning devices of the apparatus {(block 500). For 502 each measuring device
the secunty test B process repeatedly measures 504, for each possible configuration

of settings of the measurement devices. A baseline histogram is stored 500 for each
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measuring device showing the frequency of detection of particies for each

configuration of measurement settings.

For each combination of measurerment settings SO8 the process tampers with one
of the settings to make 1t match a setting from another one of the measurement devices.

Measurements are repeatedly taken and the results stored 512 1n test histograms.

A check 15 made 514 to see if any test histogram of a measuring device 18
signtficantly different from the baseline histogram of that measuring device. H there
is a sigruficant ditference then an alert or abort step 516 is taken since there 1s some
degree of interaction between the measuring devices which indicates they are not non-
signaling. Utherwise, the process proceeds S18 o certify the measunng devices as

approximately non-signaling.

FIG. 3A shows an example two-device quantum apparatus that 15 used as the
quantum apparatus 102 of FIG. 1 1in some embodiments. In the two-device guantum
apparatus there are two quantum systems 302, 304 each comprising a state expander
310 and a measuring device 312, A source of qubiis 1s connected to each of the state
expanders 310 and generates qubits. The qubits travel into the state expanders 310 and
the state of the qubits 1s prepared 1nto a specified state as the qubits travel through the
state expanders 310. The prepared state of the qubits 1s set out formally below. The
measuring devices 312 each contain a plurality of detectors which detect qubits and
which are configurable 1nto one or more configurations according to values of settings
generated by a weak source of randomness 318, The weak source of randomness 318
generates a random bit string {or other random numbers) and inputs those to dnver
316. DPriver 310 drives the configuration of the detectors in the measuring devices 312

such as {0 change a value of a polanization and/or a value of a mode of the detectors.

The prepared qubits travel from the state expanders 310 into the measuring
devices 312, Each measurning device has a plurality of possible paths that particles are
able to follow. Each path 15 from a state expander to a detector. The paths are
substantially the same length so that the time taken for a qubit to travel along each
path 1s approximately the same. Measurements are taken at each of the detectors at
substanttally the same time, and output signals 314 result which are, in some
examples, 1n the form of bit strings with one bit per detector and where the bitis 1 to

represent a detected particie and O to represent no detected particlie. The output signals
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314 are imnput {0 a component 320 which carries out the secunity test A, The component
320 receives information from the weak source of randomness 318 so that the
component 320 knows the configuration settings of the measurnng devices 312 which

were used to obtain the output signals 314,

in some embodiments, the security test A implemented by component 320 15
different from security test A of the four-device quantum apparatus because ii

implements an additional test denoted secunty test C.

It secunity test A 1s passed then securnity test B 15 optionally carmed out using
component 322. In some embodiments, security test B 1s the same as described above
tor the four-device quantum apparatus. The output signal 326 comprises the output
signals 314 and iformation that the security test A {(and optionally the secunty fest
B) has been passed. Thus downstream systems have information certifying that the
output signal 326 was generated by a quantum sysiem and therefore has true

randoimness.

FIG. 3B 1s another schematic diagram of the example two-device quantum
apparatus for use in the apparatus of FIG. 1. FIG. 3B shows state expanders 310 and
measurement devices 312, Qubits (represented by circles inside squares) are input to
the state expanders 310 and the state expanders interaci so that the gubits become
entangled and placed in superposition (the state of the qubits prepared by the state
expanders 310 1n the two-~device apparatus 15 given below). Detector settings u, and
U, are mput to the measurement devices 312 to set the configuration of detectors in
the measurement devices according to the 1aput from the weak source of randomness.
The measurement devices measure particles which reach the detectors and output

signals Xy, X5

In the case of the example two-device quantum system, the method of operation
1S very stmtiar to that of the example four-device quantum system described above.
However, 1n at least some embodiments, the state formed in operation A 1s ditterent
and the detector settings are different both in number and definition. Some two-device
embodiments will now be further described over the next several paragraphs without

repeating at each siep phrases such as “in some embodiments.”

The two-device quantum apparatus of FIGs 3A and 3B involves measuring four

gqubits: two located at each of two physical devices (in contrast to an example four-
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device quantum apparatus with tour physical devices) With reference to FIG. 3C, the
procedure at the two-device quantum apparatus is as follows: Qubits are generated
330 1n a plurality of guantum systems within two quantum devices 310, The two
guantum devices 310 are interacted in order to torm an entangled quantum state. The

entangled quantum state 1s prepared 332 as defined in equation 10 below.

The weak source of randomness is used to configure settings independently for
cach measurement device 312. These settings are derived trom the measurement bases
available in the method of operation. For example, the weak source of randomness
can be used to select a measurement setting from nine measurement bases tor each of
two measurement devices 312, The measurement settings are used to 334 configure

settings of the measurement devices.

Measurements 336 are performed at the two measurement devices and the
measurement results are stored 338 together with the values of the measurement bases
{the settings). The procedure checks at operation 340 whether to repeat and 1f so, the

-~y
n.

process repeats from operation 330, It the check at operation 340 indicates not 1o
repeat the stored measurements and associated settings are cutput 342, The decision
whether to repeat or not at operation 340 1s made using criteria such as one or more
of: a time interval, a number of repetitions, a number of stored measurements, an

amount of available memory for stoning the measurements.

The output measurements are checked against a Bell inequality. If the Bell
inequality 15 violated the cutput measurements are known to be from guanium ellects
and are input to a randomness extractor as explained with reference to FIG. 1. If the
Bell inequality s satistied, the ouiput measurements are known to be from classical
ettects and are rejected. Optionally, a turther check (security test B} is completed, as

explained below.

The Bell ineguality to be tested may be expressed as:

B - {P(x|u)} = Z B(x,u) P(x|u) = 4 (6)
X, U
where B ts an indicator vector, comprising an tndicator function for a set Sy, The

indicator function is defined as:

( 1if(x, u) € 55

Blx u) =
( ) {Oatherwise

(7)
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which may be expressed in words as, the value of an indicator function 5 given
measurement value X and associated measurement setting value u 15 equal to 1 1 the
measurement value and measurement setting value are in the set Sp; and otherwise

the value of the indicator function 18 zero.

The set 5 comprises the following set of 18 quantum states, presented here as
un~-normalised quantum states, which are collected nto mine different bases denoted
as My to M, below. In this example, each channel is a path that a qubit may follow

from the source to a detector and the channels are substantially the same length.

vy = |0) ) = 1)

uz) = {2) +{3) vy} = |2} —|3)

us) = {0) —{1) ve) =0+ 1) —{2) —|3)

vy = {0+ + {3+ 14 fug) =101 +1{2)—3)

Ug) = [0} — {2) vyg) = |1 —|3)

vy) = {0) + 12) U2 = {0) + 1) — {2} +{3)
Uiz) = {0+ 1) {2y +13) () = 10) H D)+ {2) — |3)

Uys) = [0} + |3) Vi) = (1) — {2)

U7 = {1} +{2) Uig) = |3) (8)

My = {{v), [va), [va) [va )]
M, = {ug), [vs), lve), 1050}
My = {{v.), (vs) [va), [Vi0))
My = {uied 1w10h 1i2) 1vaadd
Mg = {{viz), 1v1a) [V1s), (160}
Mg = {vied [v17) (Vi) ()}
My = {{v2), (wo), 11 [V1a)s
Mg = {{vs), 1vs), lvi2) [viadd
Mo = {{ve), [vgh Vi) (V17 )} (9}
Thus, when a measurement device is configured for measurement base My it 1s
able to receive on channels 1, 2, 3, and 4 only. When a measurement device 18

configured for measurement base M, it 1s able to receive on channels 4, S, 6, and 7

only; and so on for the other measurement bases.

A noncontextual hidden wvariable assignment to each of the possible
measurements would mean an assignment of the values O and 1 to each of the vectors
such that in each measurement basis there is exactly one vector with a value of 1
assigned to it. There are nine measurement bases, so there are an odd number of |
assignments overall. However, note that each of the vectors appears 1n exactly two

measurements, and so any assignment of O and 1 to the vectors must result in there
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bewng an even number of 1s contained within the measurement bases. Hence, such a

noncontextual assignment i1s impossible: this 18 known as a proof of contextuality.
Note that 1t was not necessary to consider the actual probabilities of getiing any
measurement outconie, or even their possibilities: this 18 an example of maximal

contextuality which manifests itself in a state-independent fashion.

Both measurement devices 312 have all of the nine measurement bases M;
available to them, and these are seiected between at random. There are, then, eighty-
one different possibiiities tor the valuation of ¥, which denotes the measurement
device settings. Define the pair (X, #) to be 1in 55 it outcome X5 1n U4 18 orthogonal {o

the outcome X, in u,. Choosing the entangled state

i .
W) == 1) ® i) (10)

i=0)
(which may be expressed in words as one haltf of the following sum: the tensor product
of {8} with ttsell plus the tensor product of |1} with itself plus the tensor product of
|2} with ttself plus the tensor product of |3) with itself; {1} may represent a qubit on
channel i} resulis 1n each of these measurement ouicomes in the set Sy being
impossibie, yielding a left-hand side of O for the Bell mequality {e.g., equation 6
above). Therefore there 15 a maximal amount of nonlocality with respect to the set of

non-stgnaling physical devices.

The security tests for the two-device quantum apparatus embodiments are now
described with reference to FIG. 6. Security test A 18 completed by computing test
statistic £, at operation 600, Security test A is the same as descnibed above with
reference to the four-device quantum apparatus embodiments. It the test statistic £, 1
lower than the threshold at check 602 the process proceeds to security test © whereby
test statistic S, (x, u) i1s computed 610. Using mathematical notation to describe

security test A, the apparatus computes a test statistic defined by

Tl
1
=1

The apparatus aborts (see fail box 606 of FIG. 6) the process unless L, < b,
where O 1s a free parameter chosen with regard to the quality of the mmitial weak

random source 318, In an example b = 0.125.
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If the test statistic L, 18 less than the threshold b, the process proceeds to carry
out an additional security test, reterred (o as securnity test €. Security test { comprises
defining, for any fixed measurement setting #°, the random vanable D({x;, 1) to be:

(Lif{x; =x" Au; =u")

D}t (x) =D (x_f’ui) N { 0 otherwise

(12)

where X" 15 a measurement result and #° s a prior-chosen measurement setting.
‘xpressed 1n words, the random variable D for an observed measurement and the
corresponding detector setting, 1s equal to 1 it the observed measurement is equal 1o
a specttied measurement result and the measurement setting 15 the fixed measurement
setting; otherwise I 1s zero. The values of the random variable D may be looked up
trom an array of zeros and ones where the array has one column for each combination
of measurement sethings and one row tor each measurement value combination. The
array is populated using the same principles as for the array described earlier in this
document for the four quantum system apparatus embodiment. As betore, other data

structures such as hash tables may be used as well.

A test statistic for security test { is defined as:

n
S.{(x,u) = EZ D{x;, u; )
=

which may be expressed in words as a test statistic for security test C 15 equal to the
reciprocal of the number of measurements taken, multiplied by the sum, over the
number of measurements taken, of the value of the random varnable ) corresponding
to the observed measurement value and the corresponding value of the measurement
setting. In some embodiments, the value of the random vanable D is looked up in an

array or other data structure providing a look-up mechanism, as described above.

A parameter g 1s fixed at a value greater than zero (¢ > ), and a check 612 15
made whether the test statistic for securnity test € 1s greater than or equal to the value
of parameter ¢, which 1s expressed mathematically as 5, (x, 1) = u. When the test
accepts (e.g., the test statistic for security test C 15 greater than the value of parameter
(), this acts as a guarantee that the measurement devices 312 are correctly producing
randomness for the mput setting ¥ and the process proceeds 614 If, however, the

test 15 not passed (e.g., the test statistic tor security test C 1s less than the value of
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parameter [}, the process 15 aborted and returns to operation 230 of FIG. 20 as

indicated at box 608 of FIG. 6

in summary, the security tests A and €, in the two-device embodiments, act as
a test for a Bell mequality. It these tests are passed the measurement result from the

detectors is certified as being generated {from qubits and not from classical particles.

in another embodiment, the quantum apparatus 102 of FIG. | comprises a
guantum system of only two qubits with four modes of freedom and has measurement
devices which take only two different guantum measurements for each quantum
system. In this case the secunty test A can mmplement a CHSH test. A CHSH

inequaiity 1s useable in a proot of Bell's theorem.

More detail about the randomness extractor 110 of FIG. 1 15 now given. In
general, a randomness extractor 110 15 a determunistic function that takes as 1aput one
or more strings of random bits and produces as its output signal 116 a completely
random sequence of bits. The one or more input strings of random bits may be a string
or strings of weakly random bits (for example, a string of weakly random bits may
have a bias towards O rather than being uniformly random). A nonceriifiable
nondeterministic random number 1S an example of a weakly random number. In
general, randomness extraction i1s impossible unless there are two or more sources,
which, while they may not be perfectly random in their own right, are independent
from each other. Classically, this 1s impossibie to achieve 1n a device-independent
way, however, the preseni technology cerfifies that the ocutput string 108 given by the
measurement results 1s independent from the weakly random number 112 (provided
by WSR-Z, a weak source of randomuess 114} that 15 also sent to the randomness
extractor 110. The assumption that WSR-2 can be thought of as a Santha-Vazirani
source 1S enough to prove that the measurement outcomes 108 from the quantum
apparatus 102 are completely independent of the weakly random number 112 that is
sent directly from WSR-2 to the classical randomness extractor 110, The presence of
quantum noise does not weaken this fact to an extent that it ceases to be applicablie:
even when accounting for noise the measurement results form a random source of

very 1ow min-entropy.

This means that the randomuness extractor 110 only has to operate 1n a classical

setfing for which there exist known ways of extracting a truly random string. The
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guarantee of independence of the two wputs 108, 112 to the randomness extracior
{10, while impossible to guarantee classically, has been made possible by harnessing
the nonlocal measurement properties of the entangled quantum system o guantum
apparatus 102, There are many such classical randomness extractors 110 including
but not limited to: Von Neumann exiractors, chaos machines, cryptographic hash
tunctions. An example 1s the randomness extractor of L1 (“Improved constructions of
two-source extractors” Xin Li, 3 August 2013 arXav:1508.01113), which gives a
practical choice tor the protocol. Other example randomness extractors which are
suitable mnclude the implementations of Trevisian’s randomness extractor and/or the
Toeplitz-hashing extractor as described in Ma, et al “Postprocessing for quantum
random-number generators:  entropy  evaluation and randomness extraction”

arxXiv: 1207 1473v2 22 June 2013,

FI(. 7 1s a flow diagram of an example method of operation of a randomness
extractor 110 such as 1n the arrangement of FIG. 10 At 700, if the measurements
performed by the quantum apparatus pass the security tests, then a measurement string
output by the quantum apparatus i1s certifiably produced by guantum effects. The
measurement string can comprise the output string 108 described with reference to
FI( 1. As described herein, the securnity tests can include one or more of security test
A, optional secunty test B, or secunty test  {(e.g, tor a two-device quantum
apparatus). See, for example, the description of the security tests with reference to
FIGS. ZA and 3A. At 702, the measurement string 1s passed to a two-source extractor,
At 704, the two-source extractor receives an input from a second weak source of
randomness (¢.g., WSR-2 114). Because the security tests were passed at 700, 1t 13
certifiably known that the measurement string and the second weak source of
randomness are independent. The two-source extractor combines these mputs, and at
706 outputs a random number. The random number can comprise a completely and
certifiably random sequence of bits as described with reference to the output signal

116 of FIG. 1, the output signal 2206 of FIG. 2A, or the output signal 326 of FI(G. 3A.

The technology has been described so far in this document using general
language, explaining the technology in terms of qubits, measurements, channels,
quantum states and so forth. This 1s to highlight that the technology is implementable
in a variety of different physical plattorms. Three particular platforms which are

suitable tor umplementing the technology are now given. The following three
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platforms are tntended to illustrate, and not o limit, example implementations of the

technology.
Optics:

in optical systems for quantum intormation processing, the umit of light 1 a
agiven mode, referred to as a photon, 1s used to represent a qubit. Operations via optical
clements {(beam splitters, mirrors and phase shifters) are used o implement quantum
gates on the gubits. To prepare a state of many photonic qubits, the well-established
procedure of optical parametric down-~-conversion 15 used. In optical parametric down-
conversion, a beam of light 18 sent through a non-linear crystal, which then outputs
twin photons whose polarization {or momentum) are entangled. Another approach 13
to generate single photons 1n a well-defined quantum siate. Again this can be done
using optical elements. Another element that can be used for implementing a general
quanium circutl are quantum gates (transformations of the quantum staie of one or
more photons). The basic principle 1s that using beam splitters and/or phase shifters
one can construct any arbitrary 1-gubit unitary operation. For two-qubit gates, it 13
possible to use an optical device (e.g., with a Kerr non-linearnity) or use measurements
to simulate the non-linearity, as in the Kerr non-linearity scheme. Measurements of
the photons may be performed with industrial-made photodetectors comprising a p-n

junction that converts light photons into current.

In an example using optics, four individual photons are created, by producing
tour pairs with parametric downconversion, and detecting one photon from each pair
in order to heraid the other. Then, the photons are made o 1nteract using the scheme
of Knili, Latlamme and Miiburn “A scheme for efficient quantum computation with
linear optics” Nature, 409(6816): 46-52. Alternatively the photons are made to interact
via a nonlinear optical medium with a very large third-order nonlinear suscepiibility
xt3) value as described in Pritchard, Weatherill and Adams, “Non-linear optics using
cold Rydberg atoms,” in Annual review of cold atoms and molecules, 1 (301}, 2013
This 15 repeated, if necessary, until the outcome of the interaction 1s the desired state.
Each of the four measurement devices receives an input bit u,;, 1 € {1, 2, 3, 4}, which
selects a specific measurement sething. When each detector has received its 1aput
signal, it etther adds a halt-wave plate to the path of the incoming photon, or does

nothing. Then, measurement takes place using an avalanche photodiode, and the

29



WO 2019/125733 PCT/US2018/063481

101161

10117]

10118]

10119]

10120

outcome {(having seen a photon, or having not} 1s output as the measurement result,

x;. These steps are repeated 1n the next rounds.
fon iraps:

The set-up mav be a hinear array of trapped atoms {e.g., by standing
electromagnetic waves). Lach i1on stores one qubit 1n two ground state hyperfine
levels. Hyperfine gubits are exiremely long-lived {e.g., decay time of the order of
thousands to mullions ot vears) and siabie 1n phase and f{requency (being thus
traditionally used for atomic frequency standards). lonic qubit states are prepared in a

specific qubit state using the well-known process of optical pumping

Measurements can be done as follows. A laser 1s applied to the 1on that couples
only one of the gubit states. When the i1on collapses into this state during the
measurement process, the laser will excite tf, resulting in a photon being released
when the 1on decays from the excited state. After decay, the 1on 1s continually excited
by the laser and repeatedly emits photons. These photons can be collected by a
photomuitiplier tube (PMT) or a charge-coupled device (CCD) camera. If the ton
coliapses nto the other qubit state, then it does not interact with the laser and no
photon 1s emitted. By counting the number of collected photons, the state of the ion

may be determined with a very high accuracy {(e.g., greater than about 99.9 percent).

Quantum gates can be implemented as follows. Single qubit gates can be
implemented using magnetic dipole transttions or stimulated Raman transitions for
hyperfine qubits and electric quadrupole transitions tor optical qubits. Two qubit gates
can be implemented by coupling the electronic state of the ions to the coliective mol.
Using the scheme of Cirac-Zoller, four entangled i1ons can be generated. The Cirac-
Zoller scheme 15 set out i Cirac, I L. Zoller, P, (1995-05-13). "uantum
Computations with Cold Trapped Ions". Physical Review Letters. 74 (20} 4091-
4494,

in an example using ion traps, four entangled ions are generated, each of the
four measurement devices of the quantum apparatus of FIG. 2A receives an input bit
u;, i €41, 72, 3,4} which selects a specific measurement setting. To measure each of
the four gubits stored 1n the 1ons the apparatus either detects it using a CCD camera
(it u; = 0 and one wishes to measure 1in the computational basis) or first the apparatus

applies a laser {o rotate the qubit to the Fourier basis and then measures the 1on with
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the CCD camera (in case u; = 1). The detector then outputs a bit that contains the

result of the measurement, x;. These steps are repeated in the next rounds.
[0121] Superconducting Circuits:

[0122] The randomness generation protocol can  also be wmplemented in

superconducting Circuts,
(3123 Example of Cuantum Avparatus Using Ontical Svstems
_—

(31241 A detailed embodiment 1s now described with reference to FIGs. & to 12 1o
which the quantum apparatus 102 1s implemented using optical systems. The
following detailed descniption 1s intended to illustrate the embodiment described with

reference to FIGs. 8 to 12 but not to limit the scope or the design of the apparatus.

10125} A conventional laser can be used to produce photons, some of which are
classical and some of which are entangled quantum photons. The photons from the
laser are input to one or two pairs of parametric downconversion waveguides so that
the entangled quantum photons have more than one path to follow 1n the waveguides
and so that the quantum photons interact. The parametric downconversion waveguides
make at least some of the photons mteract because the scheme of Knull, Latlamme
and Milburn “A scheme tor efficient quantum computation with linear optics” Nature,
409(6816). 46-52 15 used 1n this embodiment. As a result, the output from the
waveguides comprises a stream of photons, some of which are classical photons and
some of which are entangled and interacting in quantum states according to the Knill

Latiamme Milburn scheme.

[0126] The stream of photons enters a plurality of measurement devices. Each
measurement device has multiple possible paths that a photon may follow, each path
ending in an avalanche photediode or other photon detector. The paths are the same
length. Thus a quantum photon in superposition will travel along all paths available
to 1t and reach each of the photon detectors at the end of those paths at the same time.
By looking tor coincidences at the detectors (where multiple detectors detect a photon
at the same time) 1t 15 possible to find evidence of guantum photons 1n superposition.
Classical photons are also able to travel down the paths in the measurement devices
but are not 1 superposttion. Therefore by looking at the patterns of cutputs at the
detectors evidence of classical photons 15 also found. Measurement settings of the

detectors are changed n order {0 increase security and avoid any risk of malicious
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parties knowing the measurement settings and fampering with the results. Many
millions of measurements mayv be taken in some implementations, and evidence for
and against the presence of guantum photons can be aggregated before making a
decision as to whether the outputs of the measurement devices are from a guantum

system or not.

in this example, the state expander 210 of FI{G. 2A has two optical waveguides
810, and FI(. 8 15 a perspective view of one such optical waveguide. The waveguide

&10 15 suitable for use in other types of quanium apparatus as well as that of FIG 2ZA

The state expander 210, in the optical case, can exploit the quantum
superposition of an entangled photon. The state expander 210 can have at least ong
patr of waveguides, each waveguide 810 comprising a plurality of blocks 800 of light
displacing material mnterspersed with a plurality of polanzation modifiers 802, The
waveguide 810 bas an input 804 to recetve a pair of entangled photons from a source,
such as a laser. The photons are transmitted through the waveguide and deflected by
the blocks 800 and polarized by the polanzation moditfiers 802, There are two outputs

806, 803 of the waveguide, one for each of two mutually orthogonal polanizations.

Each member of the pair of entangled photons has a polanzation which 1s
mutually orthogonal with respect to the other member of the pair. The mput 804 s
connected to the pair of waveguides (although only one waveguide 15 shown in FIG.
8} such that each waveguide receives one of the pair of entangled photons and guides
the entangled photon within the waveguide through the blocks 800 of light displacing
matenal and the polarization modiliers 802 to create a quantum superposition of the
photon whereby there are a plurality of possibie paths the photon follows within the
waveguide along which polarization 15 changed. The plurality of possible paths are

shown in more detail in FIG. 10

Each waveguide 810 15 sized and shaped such that, {or each entangled photon a
length of a path travelled by the photon through the waveguide 18 subsiantiaily the
same irrespective of the mutually orthogonal polanzations of the entangled photons.

Each waveguide 810 has a pair of output optical fibres 806, 808, each output
optical fibre 806, 808 of a pawr being configured {o accept light which 1s polarized in
one of the mutually orthogonal polarizations and to discard light which 1s polarized in

the other mutually orthogonal polanzation.
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FIG. 9 shows the waveguide 810 1 a housing (also reterred {0 as a casing) 900
which has a longitudinal channel 902 sized and shaped to hold the waveguide such
that the blocks 800 of light displacing maiterial fit against the sides of the channel 8902
The housing 900 has a removable cover which closes over the channel 902 once the
waveguide 1s inside the channel. The housing 900 and cover act {o protect the
waveguide from environmental condifions such as humidity, dust, motion,
ternperature changes and other environmental changes. The casing can be formed
from material which reduces the influence of atmospheric pressure, vibration,

humidity on the waveguide.

Fi{3. 10 1s a schematic longitudinal cross section through the waveguide 810 of
Fi(3. 8. In this example there are six blocks 800 of light displacing material although
other numbers of blocks are used 1n other examples. In this example there are six
polarization modtfiers 802 although other numbers of polanzation modifiers are used
in other exampies. In this example there 1s one polarization moditier at the output end
of the waveguide 802 and the other five polarization modifiers are each between two
different ones of the blocks 800, Homzontally polarized photons (denoted by H)
entering the waveguide are deflected so as to have two possible paths 1000, 1006
through the waveguide. Vertically polarized photons (denoted by V) enterning the
waveguide are deflected so as to have two possible paths 1002, 1004 through the
waveguide. Note that the plurality of paths through the waveguide are substantially
the same length since all the paths pass through the waveguide which 1s of a fixed

length.

As shown in FIG. 11A the of blocks 800 of light displacing material comprise
at least one block 1100 formed of a material which displaces hight in a first direction
(as indicated by the up arrow 1 blocks 1100 of FIG. 11A), and at least one block 1102
formed from matertal which displaces light in a second direction different from the
first direction {as indicated by the down arrow in blocks 1102 of FIG. 11A). FIG. 11A
shows the waveguide as duplicated 1n order to aid understanding of the technology.
The upper one of the waveguides in FIG. 11 A shows a horizontally polarized photon
entening the waveguide on path 1000 and being detlected/displaced by the blocks such
that the photon, where 1t 1s an entangied photon cutput from the laser, is able to follow
two possible paths 1000 and 1006 through the waveguide simultaneously. The iower

one of the waveguides tn FI(G. 118 shows the same stiuation for a vertically polarized
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photon entering the waveguide, Note that in reality the upper and lower waveguides
of FIG. 11B are the same waveguide and the paths 1000, 1002, 10604, 1006 pass

through a single waveguide as indicated mn FI(. 10,

At {east one block 1100 which displaces light 1n a first direction 1s made from
an up-air crystal, and the at least one block 1102 which displaces light 1in the second
direction is made from a down-air crystal. In this way displacement of the photons is
tacilitated which leads to creation of multiple possible paths for entangled photons
from the laser to tollow. An up-air crystal displaces hight in g {irst direction away from
a longitudinal axis of the waveguide. A down-air crystal displaces light in a second
direction away trom the longitudinal axis of the waveguide and substantially opposite

to the first direction.

Preterably the plurality of biocks 800 of light displacing material are made of
the same matesial since this facilitates manufacture. However, using the same matenal
1s not essential. A non-exhaustive {i1st of examples of materials the biocks 800 are
made from is one or more of: calcite or lithium niobate. In a preferred example the
waveguide 810 comprises six blocks of hight displacing maternial, as this gives a
practical working solution that 1s relatively easy to manufacture. However, other

numbers of blocks 800 are used 1n other examples.

In FIG. 11A the waveguide 810 1s shown with six blocks of hight displacing
material made from up-awr crystal and down-air crystal arranged in the foliowing
sequence from an output end of the waveguide to an mnput end of the waveguide:
down-air crystal, up-air crystal, up-air crystal, down-air crystal, down-air crystal, up-
air crystal. This arrangement 1s found to be particularly eftective tor providing
multiple optical paths for qubits with quantum state suitable for the embodiments of

Fi(G. 2A, and/or as defined in equation 3 above.

In the example of FI{;. 11A and 118 the polanzation modifiers are placed in the
sequence of blocks of light displacing matenal in the following order from an output
end of the waveguide to an wnput end of the waveguide and with or without the
following air gaps: polarization modifier 1124, air gap 1122, down-air crystal,
polarization modifier 1120, up-air crystal, air gap 1118, polanzation modifier 1116,

air gap 1114, up-air crystal, polanzation modifier 1112, down-air crystal, air gap
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1110, polarization modifier 1108, air gap 1106, down-air crystal, polarization

modifier 1104, up-air crystal.

The polanzation modifiers can be halt wave plates some of which are separated
from adjacent ones of the blocks of light dispiacing material by air gaps. Others of the
polarization modifiers may be in contact with adjacent ones of the blocks of light
displacing material. By selecting the location or size of the air gaps the ability of the

ability of the photons to diffract or be displaced within the waveguide 1s facilitated.

At least one of the polarization moditiers comprises a region 1126 through
which hight passes without moditfication of polanization. The region 1s configured such
that light 13 transmitted with no polarization change. In the example of FIG. 118 the
regton 1126 15 1n the third polanzation modihier 1116 from the output end of the

waveguide,

In some examples there 1s a cooling chamber holding the waveguides and
configured to reduce the temperature of the waveguides to around minus twenty
degrees Celsius during operation, since this reduces noise in the generated qubiis (that
15 the waveguide 810 generates a higher proportion of gubits in the desired state as

opposed to classical photons).

The state expander, 1 the optical embodiment just described, recetves from a
generator such as a iaser, a pair of entangled photons each member of the pair having
a polarization which 15 mutually orthogonal with respect to the other member of the
pair. The state expander inputs the entangled photons to a pair of waveguides, such
that each waveguide 810 recetves one of the pair of entangled photons and guides the
entangled photon within the waveguide along its length to create a quantum
superposition of the photon whereby there are a plurality of possible paths the photon
tollows within the waveguide along which polarnization 1s changed. Each waveguide
is sized and shaped such that, for each entangled photon a length of a path travelled
by the photon through the waveguide 1s substantially the same irrespective of the

mutually orthogonal polanizations of the entangled photons.

FIG. 12 1s a schematic diagram of an example of a pair of measuring devices
1200 and 1202 for measuring particles received from state expanders 810, In this
2 Ty 4 2 =17 " AT OO oXh 17y . ‘ - ' )4 e te> o -
example the measuning devices 1200 and 1202 are optical and the qubits are formed

using photons as described with reference to FIGs. 8 to 11B. Note that FI{. 12 shows
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only one pair of measunng devices 1200 and 1202 although 1n practice, 1n the
apparatus of FIG. ZA there can be four such measuring devices. Having said that, in

the example of FIG. 3A there are ounly two such measuring devices.

[6144] Each measuring device 1200, 1202 has multiple possible paths that a photon
may follow, each path ending in an avalanche photodiode or other photon detector.
The paths are substantially the same length. Thus a quantum photon in superpostiion
will travel along all paths available to 1t and reach each of the photon detectors at the
end of those paths at substantially the same time. By looking for patterns of
coincidences at the detectors {(where multiple detectors detect a photon at the same
tume} it 1s possible to find evidence of guantum photons tn superposition which gives
evidence of vioiation of a Bell inequality. Classical photons are also able to travel
down the paths in the measuring devices but are not 1n superposition and give different
patterns at the detectors than do quantum photons. Measurement settings of the
detectors can be changed in order to mcrease security. Many millions of
measurements may be taken and evidence for and against the presence of guantum

photons can be aggregated o decide whether a Bell inequality 15 violated or not

[0145] The pair of measuring devices 1200 and 1202 in FIG. 12 are part of an apparatus
for detecting entangled photon pairs which are in superposition in a stream of photons
compnsing both entangled photon pairs and classical photons. Each measuring device
1200, 1202 has a plurality of detectors (1204, 1206, 1208, and1210 for measuring
device 1200 and 1212, 1214, 1216, and1218 for measuring device 1202), each
detector arranged to detect single photons. Each measuring device 1200, 1202 has
detector configuration apparatus, to automatically configure, according to values of
control parameters, for cach detector, a measurement basis of the detector. In the
example of FIG. 12 the detector configuration apparatus in measuring device 1200
comprises polarization modifiers 1240, 1244 and optical mode setter 1232, The
detector configuration apparatus in measuring device 1202 comprises polarization

moditiers 1242, 1246 and optical mode setier 1234,

[0146] ‘ach measuring device 1200, 1202 bas a photon 1nput from a corresponding
state expander 810. Each photon mput has two photon paths: one tor each of two
possible mutually orthogonal photon polarizations (e.g., horizontal (H) and vertical
{V}), each photon path travelling to a different one of the detectors and wherein the

photon paths within a single measuring device are substantially the same length. In
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Fi(z. 12, the photon mnput to the measunng device 1200 1s denoted by A, and the
photon 1nput to the measuring device 1202 1s denoted by A'. The polanzation state of
a photon 15 1ndicated using a vertical bar; {or example, A | H represents a hortzontal
polarization state for the photon A, and A" | V represents a vertical polanzation state

tor the photon A",

in addition the photon paths of the measuring devices in the pair are substantially
the same length. That 1s, the distance from the source to the detectors in measuring
device 1200 1s substantially the same as the distance from the source to the detectors
in measurnng device 1202 and also for the other two measuning devices which are not

shown wn FIG. 12 for clanity.

‘ach measuring device comprises two polanzing beam spiitters (PBS) 1228,
1224, 1230, 1226 as well as one or more murrors 1236, 1238 When photon A, which
is vertically polanzed (photon A | V in FI{. 12), enters the measuning device 1200 it
15 transmitted to beam splitter (BS) 1220, passes through that beam splitter, reflects
oft a muror and through the optical mode modifier 1232 which potentially changes
the optical mode of the photon (depending on what the setting of the optical mode
setter 1232 15), reflects oft another murror 1236 back into the beam spiitter 1220 and
reflects off a turther mirror into polanzation modifier 1244, As the photon 1s already
vertically polanized, if polanzation modifier 1244 does nothing, the vertically
polarized photon passes into polanizing beam splitter 1224 before being detected by
detector 1210 and not detected by detector 1208 If the polanzation fiiter 1244 is
configured to change polanzation of photons which pass through it, then the photon
becomes horizontally polarized and 1s detected by detector 1208, The input from the
state expander 810 that gives a horizontally polanzed photon (A | H) follows a path
with configurable polanzation modifier 1240 and through configurable optical mode
setter 1232 to detectors 1204, 1200, The measuring device 1202 functions generally
similarly as descnibed tor the device 1200 when acting on the photon A’ in the

polarization states A" | Hor A" | V.

The measuring devices detect coincidences which are qubtis detecied at the
detectors at the substantially the same time. The coincidences are assessed as
described 1n more detad earlier 1o this document to see if a Bell inequality 1s violated.
it a detector 1n a first one of a pair of the measuring devices detects a photon at a first

time and a detector in the other one of the pawr of the measunng devices detects a
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photon within a specified time of the first time (a comncidence), there 1s a itkelthood
that the detected photon 15 an entangled photon 1n superposition. For exampile, the

specified time period can bemarange of Sto 15 ns, eg., about 10 ns.

However, if a detector in the single measuring device detects a photon at a first
time and another detector in the single measuring device detects a photon within a
specified time of the first tume {a coincidence), there 1s a likelihood that the detected
photon 1s a classical photon. Again, for example, the specified time period can be in

arange of Sto 15 6s, e.g., about 10 us.

in each of the measuring devices 1200, 1202, there are four detectors comprising
a first pair of detectors (1204, 1206 1n measuring device 1200; 1212, 1214 in
measuring device 1202) for each of two mutually orthogonal polarizations, and a
second pair of detectors (1208, 1210 1n measuring device 1200; 1216, 1218 1n
measuring device 1202} tor each of two mutually orthogonal polarizations, where the
first pair of detectors operates for a first optical mode and the second pair of detectors
operates for a second oplical mode. As described with reference to FI(G. 12, the two

mutually orthogonal polarizations can be horizontal (H) and vertical (V) polarnizations.

The detector configuration apparatus comprises an apparatus to change a
number of radians ot a phase shift (also referred to as an optical mode} between two
specified values {such as n radians and n/Z radians or another pair of phase shifts
which are orthogonal}, and to change a number of degrees of polarization between
two specified values {such as horizontal and vertical, or zero degrees and 22.5 degrees,
or another patr of polarization values), tor use by individual ones of the detectors. The
detector configuration apparatus recetves the vaiues of the control parameters from a

first weak source of randomness 104 via a device dniver 1250

In an example the detector configuration apparatus receives the vaiues of the
control parameters as four bits since this 1s particularly efficient. However, other

numbers of bits are used 1n other examples.

in an example an output of the measurning devices comprises, for each
measurement device, two bits, each bit representing whether a photon was detected or
not in a given measurement bas:s. In an example there are four measurement devices
and the resulting 8 bit output of the measurement devices 15 converted into a 4 bit

output using a look-up table.
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In some embodiments there 1S a two-device phoionics tmplementation of the

exampies of FIGs. 3A and 3C. In this case the source 300 of FIG. 3A can be a laser

which emits photons, some of which are classical and some of which are entangled

guantum photons. There are two quantum physical apparatuses 302, 304 as illustrated
in FIG. 3A, and each quantum apparatus 1s able to store two qubits 1n contrast to the

embodiment of FIG. 2ZA. Apparatus 302 comprises a state expander 310 comprising

two waveguides so that 1t 1s able to store two qubits. Apparatus 304 also comprises a

state expander 310 comprising two waveguides so that it 1s able to store two qubits,
The waveguides can be implemented as described with reference to FiGs. 8 to FIG
t1A and FIG. 11B. The guantum state of at ieast some of the photons stored in the

state expanders 310 in the two-device photonics embodiment s different from that of

the four-device photonics embodiment as described above in the examples which are

not limited to any particular type of qubit implementation.

In the two-device photonics embodiment there are two measuring devices 312
as tliustrated in FIG. 3A. The measuring devices are generally as tllustrated in FIG.
12 although modified to enable mne different measurement bases for each detector.

This can be done by using nine different polarization and/or optical mode setlings.

Using the same principles as for the four-device photonics embodiment, patterns
of detection events at the photon detectors of the measuring devices are recorded over
many measurements at the photon detectors. The patterns of detection events are used
as evidence for or against presence of qubits and violation of a Bell mequality.
Uptionally, a further check (security test B} 1s completed, as explained above.

Alternatively or in addition to the other examples described herein, examples

include any combination of the following:

Clause 1. A method of generating a random bit string, the method

comprising: providing a weak source of randomness;

providing a quantum device configured to entangle a plurality of quanturn particles in

a quanium state;
measuring each of the plurality of particies in two different bases;

determiming a level of violation of a Bell inequality;
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determining whether to accept or abort based at teast partly on the determined level

of violation;

extracting the random bit string via a two-source extractor. By determining the level
of violation of a Bell inequality 1t 1s possible to determine whether the output of the
guantum device, comprising the measured particles, 1s from classical effects or from
guantum effects. The process may abort if the output is from classical effects. If the
process accepts then the output of the quantum device 1s known to be from quantum
ettects without the need for a human to visually or manually 1aspect the quantum
device itself. When the process accepts the output comprises measurements of
guantum eftects and this non-deterministic output 1s used by a two-source extractor {0
generate random bit strings on demand, as required by a downstream process such as
an encryption or authentication process or other downstream process which uses
random bit strings. Since the input to the two-source extractor i1s a random bit string

known to be from a quantum source the output of the two-source extractor 18 random.

Clause 2. The method of clause 1, wherein the Bell inequality comprises
the CHSH (Clauser Horne Shimony Holt) inequality. Where the CHSH 1nequality 1s
used there 1s an accurate and ethicient way of determuning that the output of the

measuring is from guantum effects or from classical etffects.

Clause 3. The method of clause 1 or clause 2, wherein the plurality of
guantum particles ts 2 or 4. By using pairs of quantum particles the Bell iequality

may be assessed in a particularly effective manner.

Clause 4. The method of any one of clauses 1-3, wherein determining
whether to accept or abort comprises determining whether guantum device safisfies a
non-signaling criterion. By determining whether the gquantum device satisfied a non-
signaling criterion accuracy and quality are umproved. This 15 because sttuations
where guantum systems within the quantum device influence one another are detected

and the process aborts 1n such situations.

Clause 3. The method of clause 4, wherein the non-signaling criterion
comprises a criterion for approximate non-signaling. Using an approximate non-
signaling criterion 1s found to give accurate working results tn a praciical efficient
manner. Where quantum devices need only be approximately non-signaling,

manufacturing a system that implements the method 1s more praciical
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Clause 6. A system for generating a random bit string, the system

COMPrising:

a weak source of randomness configured o repeatedly generate a first bit siring and a

second bit string;

a quantum device configured to receive the second bit strings and output associated

third bit strings,

a securnty test device configured to compute a {esi statistic by comparing, {or gach
second bit string and associated third bit string, the second bit string and the third bit
string; the securnity test device configured to determine whether to accept or reiect the

output of the guantum device on the basis of the computed test statistic; and

a two-source extractor configured to receive, if the securnity test device accepts the
output of the quantum device, the first bit string and the third bit string and to generate
the random bit string. The system has the benefit of being able to generate truly
random bit strings since only cutputs of the quantum device which pass the security

test and so are known to be from quantum effects are used.

Clause 7. The system of clause 6, wherein the quantum device comprises
a photonics device, an 1on trap, or a superconduciing circuit, In this way vartous

different types of technology are usable to implement the system.

Clause 8, The system of clause 6 or clause 7, wherein the quantum device
comprises 2 or 4 quantum systems, each quantum system comprising a qubit. By using

patrs of guantum systems 1t 15 possible to accurately assess the Bell inequality.

Clause 9. The system of clause 8, wherein the guantum system comprises
a measurement apparatus configured to perform a measurement on the qubit and to
output a bit that comprises a result of the measurement. The measurement apparatus

outputs bits that form random bit strings.

Clause 10. The system of any one of clauses 69, wherein the security test

COMPrises:
a first test in which a violation of a Bell inequality 1s measured; and

a second test to determine whether the quantum device satisiies a non-signaling
criterion. By using two tests the quality of the output from the quantum device is

determined to be from quantum effects and also from quantum systems which are not
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influencing one another within the quantum device. The Bell mnequality can comprise

a Clauser Horme Shimony Holt (CHSH) inequality.

Clause 11 The system of clause 10, wherein the non-signaling criterion
comprises a criterion for approximate non-signaling. Using an approximate non-

signaling crniterion 1s efficient and eftective.

Clause 12 A system configured {0 output a random bit, the system

COMpPrising:
a quantum generator configured to generate an entangled pair of particies, a and a’;

a first state expansion device configured to generate an entangled state comprising a

and b

a second state expansion device configured {o generate an entangled state comprising

a and b’

a first measurement device configured to perform a coincidence measurement relating

to a two-told coincidence of abora’borab’ ora’d’;

a second measurement device configured to measure violation of a Bell inequality and

to determine whether the entangled states are non-signaling; and

a two-source extractor configured to receive input from the second measurement
device and to output a random bit. The system is a practical apparatus which outputs
rancdom bits which are known to be generated from a guantum system without the

need to manually 1nspect the inner workings of the system itself
Clause 13, A securtty test logic having:

a memory storing measurements from a measurement apparatus, the measurement
outputs comprising indications of presence or absence of coincidences where particles
are detected at more than one detector at substantially the same time, the detectors
being at the end of difterent channels from a particle source and having substantially

the same fength;

a processor configured to compute a test statistic from the stored measurements the
test statistic expressing a Bell inequality, and to compare the test statistic with a

threshold:
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the processor configured to generate and output a certificate certitying that the
measurements are from a quantum system if the value of the computed test statistic 18
below the threshold. The security test logic 1s a practical and etticient apparatus which
automatically certifies measurements as being from a quantum system, without the

need for manual nspection of the workings of the quantum system.

Clause 14 The securnity test logic of clause 13 wherein the processor is
configured to compute the test statistic by computing the reciprocal of the number of
measurements, times the sum over the number of measurements, of appropnale entries
in an array holding binary values, the appropriate entries being looked up in the array
according to values of measurement setfings of detectors used in the quantum
measurement apparatus when individual ones of the measurements were made. The
security test logic 1s able to compuie the test statistic 1n an etlicient, accurate manner

sinnce the array 18 €asy {o operate.

Clause 13, The security test logic of clause 14 wherein the array acts 1o
assess the coinctdences as being evidence for or agaimnst guanium effecis having
generated individual ones of the measurements. The array 1s straightforward 1o use

and store and enables the secunty test logic to be etficient.

{Clause 10, The security test logic of any of clauses 13 to 15 wherein the
channels carry qubits which are in either of the following guantum states: a quantum
state equal {o the reciprocal of the square root of two times the sum of the quantum
states of two pairs of qubits, where the quantum states of the pairs of qubits are
entangled and 1o superposition; or a quantum state equal {0 one halt ot the sum, over
¢ from O {o 3, of the tensor product of a qubit on channel ¢ with the same qubit. By
using these quantum states the Bell inequality may be assessed in an effective manner.

The Bell inequality can comprise a Clauser Home Shimony Holt (CHSH) inequality.

Clause 17, The security test togic of any of clauses 13 to 16 wherein the
processor 18 further configured to test for interaction between the individual
measurement devices within the measurement apparatus, by creaiing a baseline
histogram from the measurements and comparing the baseline histogram with one or
more test histograms of measurements obiained from the measurement apparatus. In
this way, interaction between the measurement devices 1s detected 1n an efficient and

effective manner.

43



WO 2019/125733 PCT/US2018/063481

10176

101771

10175]

10179]

Clause 15. The securtly test togic of any of clauses 13 to 17 wherein the

processor 1s further configured to compute a second test statistic and take the second

test statistic into account before deciding whether to generate the certificate. The

second test statistic enables accurate and high quality results to be obtained.

Clause 19, An apparatus for creating a guantum superposition of a photon

COMpPrising:

at least one pair of waveguides, each waveguide comprising a plurality of blocks of

hight displacing matenial interspersed with a plurality of polarization modifiers;

an input to receive a pair of entangled photons each member of the pair having a
polarization which 1s mutually orthogonal with respect to the other member of the
pair, the input connected to the pair of waveguides such that each waveguide receives
one of the pair of entangled photons and guides the entangled photon within the
waveguide through the blocks of hight displacing material and the polanzation
modifiers to create a guantum superposition of the photon whereby there are a
plurality of possible paths the photon follows within the waveguide along which

polarization 1s changed; and

wherein each waveguide 18 sized and shaped such that, for each entangled photon a
length of a path travelled by the photon through the waveguide 15 substantially the
same irrespective of the mutually orthogonal polarizations of the entangled photons.
The apparatus 1s practical to deploy and enables guantum superposttion of a photon

t0 be created in a robust and accurate manner.

Clause 20. The apparatus of clause 19 comprising, for each waveguide, a
pair of output optical fibres, each output optical fibre of 4 pair being configured to
accept hight which 1s polarized 1n one of the mutually orthogonal polarizations and to
discard light which 1s polarized in the other mutually orthogonal polanzation. In this
way the cutput optical fibres provide an output suitable for input to a guantum

measurerment device for use in assessing a Bell ineqguality.

{Clause 21 The apparatus of clause 19 or clause 20 wherein the plurality
of blocks of hight displacing material comprise at least one block formed of a material
which displaces light in a first direction, and at least one block formed from maternial

which displaces light in a second direction different from the first direction. In this
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way tight 1s displaced 1 difterent directions in order 10 create quanium superpostiion

of a photon.

Clause 22 The apparatus of clause 21 wherein the at least one block which
displaces fight 1n a first direction is made from an up-air crystal, and the at least one
block which displaces light in the second direction 1s made from a down-air ¢rystal.

Using crystals in this manner facilitates creating quantum superposition of a photon.

Clause 23, The apparatus of any of clauses 19 to 22 wherein the plurality
of blocks of hight displacing matenal are made of the same matenal. Using the same
matenal reduces manufacturing costs and facilitates ease of manufacture and/or repair

of the apparatus.

Clause 24, The apparatus of any of clauses 19 to 22 wherein the blocks of
light displacing material are made from one or more of: calcite, hithium nmiobate. Using
these matenals facilitates manufacture since these matenals are suttable for cutting or

forming to a specified size and shape within a specified tolerance.

Clause 23, The apparatus of anv of clauses 19 to 24 comprising six blocks
of hight displacing material. Using six blocks of hight displacing material 15 found to
give particilarly good results in terms of generating quantum superposition of

photons.

{lause 20. The apparatus ot clause 25 wherein the six blocks of light
displacing material are made from up-air crystal and down-air crystal arranged 1n the
following sequence from an output end of the waveguide to an wnput end of the
waveguide: down-air crystal, up-air crystal, up-air crystal, down-air crystal, down-air
crystal, up~air crystal. This arrangement 1s found o give particularly good results in

termis of generating quantum superposition of photons.

Clause 27 The apparatus of clause 26 wherein the polarization modifiers
are piaced in the sequence of blocks of light displacing matenial in the following order
trom an output end of the waveguide to an input end of the waveguide and with or
without the tollowing air gaps: polanzation modifier, air gap, down-awr crystal,
polarization modifier, up-air crystal, air gap, polarnzation modifier, air gap, up-atr
crystal, polarzation modifier, down-air crystal, air gap, polanization modifier, air gap,

down-air crystal, polarization modifier, up-air crystal. This arrangement 1s found to
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give particularly good results in terms of generating quantum superposition of

photons.

Clause 28 The apparatus of any of clauses 19 to 27 wherein the
polarization modifiers are half wave plates. Using half wave plates gives good results

and at the same time sumplifies manufacture of the apparatus.

Clause 29. The apparatus of any of clauses 19 to 28 wherein a plurality of
the polanzation modifiers are separated from adjacent ones of the biocks of light

displacing matenial by air gaps. Using air gaps 15 a light weight, low cost solution.

{Clause 30, The apparatus of any of clauses 19 to 29 wherein a second
plurality of the polarization modifiers are 1n contact with adjacent ones of the blocks
of hght displacing matenal. Using an “in contact” arrangement 1s simple {o

manufacture and gives a compact arrangement.

Clause 31. The apparatus of any of clauses 19 to 30 wherein at least one
of the polanzation modifiers comprises a region through which light passes without
modification of polanzation. Using a region n this way is an efficient means of

enabling the hight to pass without modification.

Clause 32. The apparatus of any of clauses 19 to 31 turther comprising a
casing holding the apparatus, the casing being formed from material which reduces
the influence of atmospheric pressure, vibration, bumidity on the waveguides. Using

a casing facilitates practical deployment of the apparatus.

Clause 33. The apparatus of any of clauses 19 to 32 turther comprising a
coohing chamber holding the waveguides and contigured to reduce the temperature of
the waveguides to around minus twenty degrees Celsius. Using a cooling chamber

helps to reduce classical noise.
Clause 34 A method for creating superposition of states comprising:

receiving from a generator, a pair of entangled photons each member of the pair
having a polarization which 1s mutually orthogonal with respect to the other member

of the pair,

inputting the entangled photons to a pair of waveguides, such that each waveguide
receives one of the pair of entangled photons and guides the entangled photon within

the waveguide along its length to create a guantum superposition of the photon
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whereby there are a plurality of possible paths the photon follows within the

waveguide along which polanzation 1s changed; and

wherein each waveguide 1s sized and shaped such that, for each entangled photon a
length of a path travelled by the photon through the waveguide 1s substantially the
same irrespective of the mutually orthogonal polarizations of the entangled photons.
The methods 1s a practical and effective way of creating superposttion of states. The
method 1s suitable for use with an apparatus for detecting entangled photon pairs in

order to assess presence or absence of a Bell mequality,

Clause 33. An apparatus for detecting entangled photon pairs which are
10 superposition 1 a stream of photons comprising both entangled photon pairs and

classical photouns, the apparatus comprising:
at least one pair of measunng devices, each measuring device comprising:

a piurality of detectors, each detector arranged to detect single photons;

L

detector configuration apparatus, to automatically configure according to

values of controi parameters, {or each detector, a measurement basis of the detector;

a photon input having two photon paths one for each of two possible mutually
orthogonal photon polanizations, each photon path travelling to a ditferent one of the
detectors and wherein the photon paths within a single measuring device are

substantially the same length;

L

and wherein the photon paths of the measuring devices in the paiwr are substanttally
the same length. The apparatus 1s a practical apparatus for detecting photon pairs

which are entangied.

Clause 36. The apparatus of clause 35 comprising a security test togic for
assessing coincidences detected at the detectors, coincidences being photons detected
at more than one of the detectors within a specified time interval, and where the
security test logic checks if a detector 1n a first one of a pair of the measuring devices
detects a photon at a first time and a detector in the other one of the pair of the
measuring devices detects a photon within a specified time of the first time, such that
there 1s a likelithood that the detected photon 15 an entangled photon 1n superposttion.
in this way the apparatus is able to coliect evidence as to whether particies detected at

the measuring devices are from guantum etfects or from classical effects.
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Clause 37. The apparatus of clause 36 wheretn the secunty fest logic
checks coincidences at which photons are detected at the detectors within a single
measuring device, such that if a detector the single measuring device detects a photon
at a first time and another detector 1n the single measuring device detects a photon
within a specitied time of the first time, there 15 a hikelihood that the detected photon
is a classical photon. In this way the apparatus is able to collect evidence as to whether
particles detected at the measuring devices are from guantum effects or from classical

ettects.

{Clause 38. The apparatus of any of clauses 35 to 37 wherein, in each of
the measuning devices, there are four detectors comprising a {irst pair of detectors tor
each of two mutually orthogonal polarizations, and a second pair of detectors tor each
of two mutually orthogonal polarizations, where the first pair of detectors operates for
a first optical mode and the second pair of detectors operates for a second optical
mode. In this way the detectors are able to detect quantum particles which are in a

superposition of states.

Clause 39. The apparatus of any of clauses 35 to 38 wherein the detector
configuration apparatus comprises an apparatus to change a number of radians of a
phase shift between two specitied values, and to change a number of degrees of
polarization between two specified values, for use by individual ones of the detectors.
The configuration apparatus gives the benefit of being able to easily change what

individual ones of the detectors detect.

{Clause 40, The apparatus of any of clauses 35 {0 39 wherein the detector
configuration apparatus receives the values of the control parameters from a first weak
source of randomness. This gives a simple and effective way of configuning the

detectors.

Clause 41 The apparatus of any of clauses 35 to 39 wherein the detector
configuration apparatus recerves the values of the control parameters as tour bits. This

cives a compact signal for configuring the detectors.

Clause 42 The apparatus of any of clauses 35 to 39 wherein an output of
the monitoring apparatus comprises, tor each measurement device, two bits, each b

representing whether a photon was detected or not in a given measurement basis. This
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gives a digital measurement output, as opposed to an analog output. A digiial output

is convenient for use with downstream digital processes.

Clause 43 An apparatus for providing a random number, the apparatus

COMPrisSing:
an energy source configured to output gubits;

a plurality of quantum systems in communication with the energy source, each of the

plurality of quantum systems comprising;

a state expander configured to produce a qubtt in an entangled quantum state;

and

a measuring device configured to detect the qubit 1o af least one measurement

basis:

a driver configured to accept a first input from a source of randomness and to adjust
the at least one measurement basis of each of the measuring devices based at least

partly on the first input;
a hardware processor configured to:
analyze qubit detections by the measuring devices,
determine that a violation of a Bell inequality occurs;
determine that the plurality of quantum systems satisfy a no-signaling condition;
output, based on the analyzed qubit detections, a guantum-certifiable string; and

extract, based on the guantum-certifiable siring and a second 1oput from the

source of randomness, a random number.

Clause 44 The apparatus of clause 43, wherein the energy source

comprises a laser

Clause 45. The apparatus of clause 43 or 44, wherein the state expander

comprises a pair of waveguides.

Clause 46. The apparatus of any of clauses 43 10 45, wherein the plurality

of quantum systems comprise two guantum systems.

Clause 47 The apparatus of clause 46, where the at least one measurement

basis comprises two measurement bases.
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Clause 48 The apparatus of any of clauses 43 10 45, wherein the plurality

of quantum systems comprise four guantum systems.

Clause 49, The apparatus of clause 48, where the at least one measurement

basis comprises nine measurement bases.

Clause 50. The apparatus of any of clauses 43 to 49, wherein the source of
randomness comprises a weak source of randomness or a source of noncertifiable

nondeterministic random numbers.

Clause 51 The apparatus of any of clauses 43 to 50, wherein to determune
that a violation ot a Bell meguality occurs, the hardware processor 1s configured to
determune that a test statistic 1s below a threshold, wherein the test statistic comprises

a Bell mdicator vector applied to coincidences detected by the measuring devices.

Clause 52. The apparatus of any of clauses 43 t¢ 51, wherein to determune
that the plurality of quantum systems satisfy a no-signaling condition, the hardware
processor 18 configured to compare a first probability distribution of outputs of the
reasuring devices conditioned on measurement settings of the measuning devices at
a first time with a second probability distribution of outputs of the measunng devices

conditioned on measurement settings of the measuring devices at a second time.

Clause 53 The apparatus of any of clauses 43 to 52, wherein to determine
that a violation ot a Bell meguality occurs, the hardware processor 1s configured to
evaluate a value of a random vanable corresponding to an observed measurement
value of a measuring device and a corresponding value of a2 measurement setting for

the measuring device.

Clause 54. The apparatus of any of clauses 43 to 53, wherein the hardware
processor ts configured to output a certificate that the random number 1§ a product of

guantum effects.

Clause 33, The apparatus of clauses 43 to 54, tfurther comprising an
application configured to receive the random number, the appiication comprising a
computer secunity application, a meteorological forecasting application, a

telecommunications application, or a manutacturing control application.

The term “computer’ or “computing-based device” 1s used herein o refer to

any device with processing capability such that it executes instructions. Those skilled
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in the art will realize that such processing capabiltiies are incorporated into many
different devices and therefore the terms “computer” and “computing-based device”
each mnclude personal computers (P(Cs), servers, mobile telephones (including smart
phones), tablet computers, set-top boxes, media players, games consoles, personal

digital assistants, wearable computers, and many other devices.

The methods described herein are performed, in some examples, by software in
machine readable torm on a tangible, non-transitory storage medium, e.¢., in the form
of a compulier program comprising computer program code adapted to perform the
operations of one or more of the methods described herein when the program 1s run
on a compuier and where the compuier program may be embodied on a non-transitory
computer readable medium. The software is suitable for execution on a paraliel
processor or a serial processor such that the method operations may be carried out in

any suitable order, or simultaneously.

This acknowledges that software 1s a valuable, separately tradable commodity.
[t 1s intended to encompass software, which runs on or conirols “dumb” or standard
hardware, to carry out the desired functions. It 1s also intended to encompass software
which “describes” or defines the configuration of hardware, such as HDL (hardware
description language) software, as 1s used for designing silicon chips, or for

configunng umversal programmable chips, to carry out desired functions.

Those skiiled tn the art will realize that storage devices utilized 1o store program
instructions are optionally distributed across a network., For example, a remote
computer 1s able {o store an example of the process described as software. A local or
terminal computer is able to access the remote computer and download a part or ali of
the software to run the program. Alternatively, the local computer may download
pieces of the software as needed, or execute some software instructions at the local
terminal and some at the remote computer {(or computer network). Those skilled 1n
the art will also realize that by utilizing conventional techniques known to those
skilled in the art that all, or a portion of the software instructions may be carried out
by a dedicated circuit, such as a digital signal processor (I3SP), programmable logtc

array, or the like.

Any range or device value given herein may be extended or altered without

losing the etfect sought, as will be apparent to the skilled person.
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Although the subject matter has been described 1 language spectiic {o structural
teatures and/or methodological acts, 1t 15 to be understood that the subject matter
defined 1n the appended claims 15 not necessary lumited to the specific features or
acts described above. Rather, the specific features and acts described above are

disclosed as exarnple forms of implementing the claims.

it will be understood that the benetits and advantages described above may relate
to one embodiment or may relate to several embodiments. The embodiments are not
limitted to those that solve any or all of the stated problems or those that have any or
all of the stated benefits and advantages. No single feature or group of features 1s
necessary or indispensable to every embodiment.

b 2%

Conditional language used herein, such as, among others, “can,” “could,”

23 Ld

“might,” “may,” “e.g..” and the like, unless specifically stated otherwise, or otherwise
understood within the context as used, i1s generally 1ntended to convey that ceriain
embodiments include, while other embodiments do not include, certain features,
clements and/or steps. Thus, such conditional language 1S not generally tntended to
imply that features, elements, and/or steps are in any way required for one or more
embodiments or that one or more embodiments necessardy include logic for deciding,
with or without author input or prompting, whether these features, elements, and/or
steps are included or are to be performed in any particular embodiment. The terms
“comprising,” “including,” “having,” and the like are synonymous and are used
inclusively, in an open-ended fashion, and do not exclude additional elements,
features, acts, operations, blocks, and so forth. Also, the termy “or” 1s used in its
inclusive sense (and not 1n its exclusive sense) so that when used, for example, to
connect a list of elements, the term “or” means one, some, or all of the elements in the
l1st. In addition, the articles “a,” “an,” and “the” as used in this application and the

appended claims are to be construed to mean “one or more” or “at least one” unless

specified otherwise.

As used herein, a phrase referring to “at feast one of” a list of items refers to any
combination of those ttems, wncluding single members., As an example, “at least one
of' A, B, or C” ismntended to cover: A; B: C: Aand B; Aand C; B and C; and A, B,
and C. Conjunctive language such as the phrase “at least one of X, Y, and 4,7 unless
specifically stated otherwise, 1s otherwise understood with the context as used in

general to convey that an item, term, etc. may be atleast one of X, Y, or Z. Thus, such
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conjunclive language 1s not generally intended to imply that certain embodiments

require at least one of X, at least one of Y, and at least one of Z to each be present.

[0223] The operations of the methods described herein may be carned out 1 any
suttable order, or simultaneously where appropriate. Additionally, individual blocks
may be deleted from, combined with other blocks, or rearranged in any of the methods
without departing from the scope of the subject matter described herein. Aspects of
any of the examples described above may be combined with aspects of any of the

other examples described to form further examples without fosing the effect sought.

[0224) it will be understood that the above description 1s given by way of exampie only
and that various modifications may be made by those skilled in the art. The above
specification, examples, and data provide a complete description of the structure and
use of exemplary embodiments. Although various embodiments have been described
above with a certain degree of particulanty, or with reference {0 one or more
individual embodiments, those skilled in the art could make numerous alterations to

the disclosed embodiments without departing from the scope of this spectfication.
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CLAIMS

1. A system for generating a random bit string, the system comprising:

a weak source of randomness configured to repeatedly generate a first bit string and
a second bit string, the first bit string and the second bit string generated in one instance
not necessarily having the same values as the first bit string and the second bit string
generated in another instance;

a quantum apparatus configured to receive one or more of the second bit strings
and, for each of one or more of the second bit strings the quantum apparatus receives, to
output an associated third bit string, wherein the quantum apparatus comprises a plurality
of quantum systems;

a security test logic system configured to compute a test statistic, for each of such
one or more of the second bit strings the quantum apparatus receives, using the second bit
string and the associated third bit string;

the security test logic system configured to determine whether to accept or reject
the associated third bit string based at least in part on the computed test statistic, and to
determine whether the plurality of quantum systems are approximately non-signaling; and

a two-source extractor configured to receive, if the security test logic system
accepts the associated third bit string, a bit string based on one or more of the first bit
strings and a bit string based on one or more of the third bit strings and to generate the
random bit string.

2. The system of claim 1, wherein the quantum apparatus comprise a photonics device.

3. The system of claim 1, wherein the plurality of quantum systems comprise 2 or 4 quantum
systems, each of the 2 or 4 quantum systems comprising a qubit.

4. The system of claim 3, wherein each of the plurality of quantum systems comprises a
measurement device configured to perform a measurement on the qubit and to output a bit
that comprises a result of the measurement.

5. The system of claim 1, wherein the security test logic system is further configured to:

compute a first test in which a violation of a Bell inequality is measured;

compute a second test to determine whether the plurality of quantum systems are

approximately non-signaling; and
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accept the associated third bit string in response to the violation of the Bell
inequality and determining that the plurality of quantum systems are approximately non-
signaling.
The system of claim 1, wherein the weak source of randomness comprises at least a first
weak source of randomness to generate the first bit string and a second weak source of
randomness to generate the second bit string.
The system of claim 1, wherein the associated third bit string is generated based at least in
part on a plurality of measurement settings selected using the one or more of the second bit
strings.
The system of claim 4, wherein the plurality of quantum systems comprises a detection
system comprising the measurement device in each of the plurality of quantum systems,
wherein the detection system comprises a plurality of detectors, wherein each measurement
device comprises at least one of the plurality of detectors, and wherein the test statistic is
computed based at least in part on indications of presence or absence of coincidences
associated with particles being detected by the plurality of detectors in the detection system
at substantially the same time.
The system of claim 1, wherein the security test logic system is further configured to:

select a plurality of measurement settings;

perform a first plurality of measurements using the plurality of selected
measurement settings;

generate baseline histograms from the first plurality of measurements;

perform a second plurality of measurements using the plurality of selected
measurement settings;

generate test histograms from the second plurality of measurements; and

determine that the plurality of quantum systems are approximately non-signaling
based at least in part on a comparison between the baseline histograms and the test
histograms.
The system of claim 1, wherein the security test logic system is further configured to
compute a second test statistic and determine whether to accept or reject the associated

third bit string based at least in part on the computed second test statistic.
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11.

12.

13.

The system of claim 1, wherein each of the plurality of quantum systems comprises a state
expander configured to produce a qubit.
The system of claim 4, wherein the security test logic system comprises:

a non-transitory memory configured to store the result of the measurement, and

a processor configured to compute the test statistic based at least in part on the
stored result.
A system for generating a random bit string, the system comprising:

a weak source of randomness configured to repeatedly generate a first bit string and
a second bit string, the first bit string and the second bit string generated in one instance
not necessarily having the same values as the first bit string and the second bit string
generated in another instance;

a quantum apparatus configured to receive one or more of the second bit strings
and to output an associated third bit string, wherein the quantum apparatus comprises a
plurality of quantum systems;

a security test logic system configured to perform:

a first security test configured to compute a test statistic, for each of such
one or more of the second bit strings the quantum apparatus receives, using the
second bit string and the associated third bit string; and

a second security test configured to:

select a plurality of measurement settings;

perform a first plurality of measurements using the plurality of
selected measurement settings;

generate baseline histograms from the first plurality of
measurements;

perform a second plurality of measurements using the plurality of
selected measurement settings;

generate test histograms from the second plurality of measurements;
and

determine that the plurality of quantum systems are approximately
non-signaling based at least in part on a comparison between the baseline

histograms and the test histograms;
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wherein the security test logic system is further configured to determine whether to
accept or reject the associated third bit string based at least in part on the first security test
and the second security test; and
a two-source extractor configured:
to receive, if the security test logic system accepts the associated third bit
string, a bit string based on one or more of the first bit strings and a bit string based
on one or more of the third bit strings; and
to generate the random bit string.

14. The system of claim 13, wherein the quantum apparatus comprises a photonics device.

15. The system of claim 13, wherein the plurality of quantum systems comprise 2 or 4 quantum
systems, wherein each quantum system generates a qubit.

16. The system of claim 15 wherein each of the plurality of quantum systems comprises a
measurement device configured to perform a measurement on the qubit and to output a bit
that comprises a result of the measurement.

17. The system of claim 13, wherein the weak source of randomness comprises at least a first
weak source of randomness to generate the first bit string and a second weak source of
randomness to generate the second bit string.

18. The system of claim 13, wherein the associated third bit string is generated based at least
in part on a second plurality of measurement settings selected using the one or more of the
second bit strings.

19. The system of claim 16, wherein the plurality of quantum systems comprises a detection
system comprising the measurement device in each of the plurality of quantum systems,
wherein the detection system comprises a plurality of detectors, wherein each measurement
device comprises at least one of the plurality of detectors, and wherein the test statistic is
computed based at least in part on indications of presence or absence of coincidences
associated with particles being detected by the plurality of detectors in the detection system
at substantially the same time.

20. The system of claim 16, wherein the security test logic system comprises:

a non-transitory memory configured to store the result of the measurement, and
a processor configured to compute the test statistic based at least in part on the

stored result.
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21.

22.

23.

24,

The system of claim 13, wherein the test statistic comprises determining a level of violation
of a Bell inequality.

The system of claim 21, wherein the Bell inequality comprises a CHSH (Clauser Horne
Shimony Holt) inequality.

The system of claim 13, wherein each of the plurality of quantum systems comprises a state
expander configured to produce a qubit.

The system of claim 13, wherein the security test logic system is further configured to
compute a second test statistic and determine whether to accept or reject the associated

third bit string based at least in part on the computed second test statistic.
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