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Description 

Title of the Invention 

INFORMATION PROCESSING APPARATUS AND UPDATE PROCESS 

5 SUPPORT SYSTEM 

Technical Field 

The present invention relates to an 

information processing apparatus and an update 

10 process support system, and more particularly to an 

information processing apparatus and an update 

process support system for supporting an update 

process of a program. 

15 Background Art 

In recent years, image forming apparatuses 

such as printers, copiers, scanners, fax machines, 

and multifunction peripherals that implement these 

functions in a single casing, have a CPU similar to 

20 that of general-purpose computers, and various 

functions are implemented by controlling applications, 

although the restrictions on memories are rigid (see, 

for example, patent document 1). 

There are some examples of image forming 

25 apparatuses that are provided with a platform for 
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implementing and executing applications. After 

shipment, applications that are appropriate for the 

user's usage environment may be created and installed, 

to enhance the functions. 

5 Meanwhile, applications are generally 

upgraded for the purpose of correcting bugs and 

expanding functions. When upgrading an application, 

the image forming apparatus in which the application 

is installed executes a process of updating the 

10 application. After executing the update process, the 

image forming apparatus is rebooted to activate the 

updated contents. 

However, in practical situations, the image 

forming apparatus may not always need to be rebooted 

15 for all update processes. If the update only 

involves a slight change, the image forming apparatus 

may not need to be rebooted. 

In particular, an image forming apparatus in 

which applications can be installed is typically 

20 shared by plural users in an office. If such an 

image forming apparatus is rebooted, the business 

operations of the users may be significantly affected. 

Thus, the frequency of rebooting an image forming 

apparatus is preferably minimized. 

25 Patent Document 1: Japanese Laid-Open Patent 
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Application No. 2008-084304 

Disclosure of Invention 

The present invention has been made in view 

5 of the above-described problems, and it is an object 

of at least one embodiment of the present invention 

to provide an information processing apparatus and an 

update process support system capable of enhancing 

the efficiency of processes of updating programs. 

10 An aspect of the present invention provides 

an information processing apparatus including a 

reboot necessity information storage unit configured 

to store reboot necessity information for respective 

versions of at least one program that is an install 

15 target of an electronic device, the reboot necessity 

information indicating whether the electronic device 

needs to be rebooted when a first program 

corresponding to a first version installed in the 

electronic device is updated to a second program 

2 0 corresponding to a second version; a difference 

extracting unit configured to extract difference 

information of the second program indicating a 

difference between the first program and the second 

program in response to a request to acquire the 

25 second program, the request specifying the first 
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version of the first program installed in the 

electronic device; a determining unit configured to 

determine whether the electronic device needs to be 

rebooted when the second program is installed, based 

5 on the difference between the first version of the 

first program and the second version of the second 

program indicated in the difference information and 

also based on the reboot necessity information; and a 

responding unit configured to return a determination 

10 result obtained by the determining unit. 

An aspect of the present invention provides 

a non-transitory computer-readable storage medium 

with an executable program stored therein, wherein 

the program instructs a processor of a computer to 

15 execute a method including extracting difference 

information indicating a difference between a first 

program corresponding to a first version installed in 

an electronic device and a second program 

corresponding to a second version in response to a 

20 request to acquire the second program, the request 

specifying the first version of the first program; 

determining whether the electronic device needs to be 

rebooted when the second program is installed, based 

on the difference between the first version of the 

25 first program and the second version of the second 
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program indicated in the difference information and 

also based on reboot necessity information stored in 

a reboot necessity information storage unit for 

respective versions of at least one program that is 

5 an install target of the electronic device, the 

reboot necessity information indicating whether the 

electronic device needs to be rebooted when the first 

program corresponding to the first version installed 

in the electronic device is updated to the second 

0 program corresponding to the second version; and 

returning a determination result obtained at the 

determining. 

An aspect of the present invention provides 

an update process support system including an 

5 information processing apparatus including a reboot 

necessity information storage unit configured to 

store reboot necessity information for respective 

versions of at least one program that is an install 

target of an electronic device, the reboot necessity 

0 information indicating whether the electronic device 

needs to be rebooted when a first program 

corresponding to a first version installed in the 

electronic device is updated to a second program 

corresponding to a second version, a difference 

5 extracting unit configured to extract difference 
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information of the second program indicating a 

difference between the first program and the second 

program in response to a request to acquire the 

second program, the request specifying the first 

5 version of the first program installed in the 

electronic device, a determining unit configured to 

determine whether the electronic device needs to be 

rebooted when the second program is installed, based 

on the difference between the first version of the 

10 first program and the second version of the second 

program indicated in the difference information and 

also based on the reboot necessity information, and a 

responding unit configured to return a determination 

result obtained by the determining unit, the update 

15 process support system further including an update 

control unit configured not to reboot the electronic 

device after the first program is updated to the 

second program, when the determination result 

returned from the information processing apparatus 

20 does not request the electronic device to be rebooted. 

Brief Description of Drawings 

FIG. 1 illustrates an example of a system 

according to a first embodiment of the present 

25 invention; 
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FIG. 2 illustrates an example of a hardware 

configuration of a program management server 

according to an embodiment of the present invention; 

FIG. 3 illustrates an example of a hardware 

5 configuration of an image forming apparatus according 

to an embodiment of the present invention; 

FIG. 4 illustrates an example of a 

functional block diagram of the image forming 

apparatus and the program management server according 

10 to the first embodiment of the present invention; 

FIG. 5 is a sequence diagram for describing 

the processing procedures of a process for updating 

an application in the image forming apparatus 

according to the first embodiment of the present 

15 invention; 

FIG. 6 illustrates an example of install 

information; 

FIG. 7 illustrates an example of a 

determination result of whether reboot is necessary; 

20 FIG. 8 is a flowchart for describing the 

processing procedures of the process of determining 

whether reboot is necessary, performed by the program 

management server; 

FIG. 9 illustrates an example of a 

25 configuration of an application that is an 
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acquisition target; 

FIG. 10 illustrates an example of difference 

information; 

FIG. 11 illustrates an example of a 

5 configuration of a reboot necessity information 

storage unit; 

FIG. 12 illustrates an example of difference 

component information; 

FIG. 13 illustrates an example of a system 

10 configuration according to a second embodiment of the 

present invention; and 

FIG. 14 is a sequence diagram for describing 

the processing procedures of a process for updating 

an application in the image forming apparatus 

15 according to the second embodiment of the present 

invention. 

Best Mode for Carrying out the Invention 

Embodiments of the present invention are 

20 described below with reference to the accompanying 

drawings. 

FIG. 1 illustrates an example of a system 

according to a first embodiment of the present 

invention. As illustrated in FIG. 1, one or more 

25 image forming apparatuses 20 and a program management 
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server 10 are connected to each other via a network 

50 (wired or wireless) such as LAN (Local Area 

Network) or the Internet, in a manner that 

communications can be performed. 

5 The image forming apparatus 20 is an example 

of an electronic device, such as a multifunction 

peripheral, a copier, a printer, or a fax machine. 

The image forming apparatus 20 may be any other 

electronic device as long as programs can be 

10 installed and updated in the image forming apparatus 

20 . 

The program management server 10 is a 

computer (information processing apparatus) for 

managing programs installed in the image forming 

15 apparatus 20. For example, in response to a program 

acquisition request from the image forming apparatus 

20, the program management server 10 returns a 

response including the requested program to the image 

forming apparatus 20. 

20 FIG. 2 illustrates an example of a hardware 

configuration of the program management server 10 

according to an embodiment of the present invention. 

The program management server 10 illustrated in FIG. 

2 includes a drive device 100, a secondary storage 

25 device 102, a memory device 103, a CPU 104, and an 



WO 2012/023528 PCT/JP2011/068485 

-10-

interface device 105, which are interconnected by a 

bus B. 

Programs for implementing processes at the 

program management server 10 are provided by a 

5 recording medium 101 such as a CD-ROM. When the 

recording medium 101 having a program recorded 

therein is set in the drive device 100, the program 

is installed in the secondary storage device 102 from 

the recording medium 101 via the drive device 100. 

10 However, programs may not necessarily be installed 

from the recording medium 101; programs may be 

downloaded from other computers via a network. The 

secondary storage device 102 stores the installed 

programs as well as necessary files and data. 

15 The memory device 103 reads a program from 

the secondary storage device 102 and stores the read 

program, in response to an instruction to activate 

the program. The CPU 104 executes functions relevant 

to the program management server 10 according to 

20 programs stored in the memory device 103. The 

interface device 105 is used for connecting to a 

network. 

FIG. 3 illustrates an example of a hardware 

configuration of the image forming apparatus 20 

25 according to an embodiment of the present invention. 



WO 2012/023528 PCT/JP2011/068485 

-11-

As illustrated in FIG. 3, the image forming apparatus 

20 includes hardware elements such as a controller 21, 

a scanner 22, a printer 23, a modem 24, an operations 

panel 25, a network interface 26, and an SD card slot 

5 27. 

The controller 21 includes a CPU 211, a RAM 

212, a ROM 213, and a HDD 214. The ROM 213 records 

various programs and data used by the programs. The 

RAM 212 is used as a storage area for loading 

10 programs and a work area for the loaded programs. 

The CPU 211 processes the programs loaded in the RAM 

212 to implement various functions. The HDD 214 

records programs and various data items used by the 

programs. 

15 The scanner 22 is a hardware element for 

scanning an original document to obtain image data. 

The printer 23 is a hardware element for printing 

data onto a sheet. The modem 24 is a hardware 

element for connecting the image forming apparatus 20 

20 to a telephone line to transmit and receive image 

data by fax communications. The operations panel 25 

is a hardware element including an input unit such as 

a pointer for receiving input from a user, and a 

display unit such as a liquid crystal panel. The 

25 network interface 26 is a hardware element for 



WO 2012/023528 PCT/JP2011/068485 

-12-

connecting the image forming apparatus 20 to a 

network (wired or wireless) such as LAN. The SD card 

slot 27 is used for reading programs recorded in an 

SD card 80. In the image forming apparatus 20, in 

5 addition to programs recorded in the ROM 213, 

programs recorded in the SD card 80 may also be 

loaded and executed in the RAM 212. Other recording 

media (for example, a CD-ROM and a USB (Universal 

Serial Bus) memory) may be used instead of the SD 

10 card 80. That is to say, the type of recording 

medium corresponding to the SD card 80 is not 

particularly limited. The SD card slot 27 may be 

replaced by a hardware element according to the type 

of recording medium. 

15 FIG. 4 illustrates an example of a 

functional block diagram of the image forming 

apparatus 20 and the program management server 10 

according to the first embodiment of the present 

invention. 

20 As illustrated in FIG. 4, the image forming 

apparatus 20 includes one or more applications 221, 

one or more firmware items 222, an update control 

unit 223, an install information storage unit 224, 

and an update file temporary storage unit 225. The 

25 applications 221 are programs for causing the image 
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forming apparatus 20 to execute jobs according to 

instructions input via the operations panel 25. The 

firmware items 222 are programs for causing the image 

forming apparatus 20 to execute functions that are 

5 more primitive or of lower levels than the 

applications 221. Each application 221 or each 

firmware item 222 may be an assembly (program 

assembly) of programs (program components) including 

one more program components (program files). A 

10 program component is a software element that is 

typically referred to as a program module. However, 

a program (for example, an EXE file) that is 

executable as a single body is also included in the 

concept of a program component according to the 

15 present embodiment. Examples of program components 

are JAR (Java (trademark registered) Archive) files 

and attribute files in which attribute information 

relevant to the application 221 and the firmware item 

222 is described. However, the implementation of a 

20 program component is not particularly limited. A 

program component may be a relative concept. For 

example, JAR includes one or more class files. 

Accordingly, from the viewpoint of a JAR file, a 

class file is a program component. Thus, a program 

25 component is not necessarily a unit that cannot be 
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further segmentalized; a program component may have a 

hierarchical structure. That is to say, a program 

component may include a program component of a lower 

level. 

5 In the present embodiment, a program 

assembly is a distribution unit. Specifically, 

programs may be installed, uninstalled, or updated 

(upgraded) in units of the applications 221 and 

firmware items 222. However, the program components 

10 included in the program assembly may be separately 

modified (upgraded). Therefore, the program 

components belonging to the same application 221 or 

firmware item 222 may be of different versions 

(version numbers). The version numbers of the 

15 program components may be of different systems 

(expressions). As a program component is upgraded, 

the version of the program assembly including the 

upgraded program component is also updated (upgraded). 

The update control unit 223 controls the 

20 update process (or replacement process) of the 

applications 221 or firmware items 222 in the image 

forming apparatus 20. An update process is to 

replace an old version with a new version (however, 

an update in the opposite direction may be performed). 

25 In the present embodiment, it is assumed that the 
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update process is an embodiment of an installing 

process. That is to say, an update process is 

included in the concept of an installing process. 

The update control unit 223 is a virtual 

5 unit implemented as a program installed in the image 

forming apparatus 20 that causes the CPU 211 of the 

image forming apparatus 20 to execute a process. 

The install information storage unit 224 

stores attribute information of program components 

10 installed in the image forming apparatus 20, by using 

the HDD 214. That is to say, the attribute 

information is not managed in units of program 

assemblies such as the applications 221 and firmware 

items 222, but in units of program components. The 

15 same program component may be shared by the 

application 221 and the firmware item 222. This is 

to avoid a case of redundantly managing attribute 

information relevant to the same program component. 

However, there may be separate attribute information 

20 items for the respective applications 221 and 

firmware items 222, and separate attribute 

information items for the program components 

belonging to the respective applications 221 and 

firmware items 222, stored by the install information 

25 storage unit 224. The attribute information includes 
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a product ID and a version of the application 221, 

the firmware item 222, or the program component 

(hereinafter, these items may be collectively 

referred to as a "program" when these items are not 

5 particularly distinguished from one another). A 

product ID is identification information for 

indicating the type of program. That is to say, the 

product ID is not different for each program entity; 

the same product ID is applied to programs if the 

10 programs are of the same type. 

The update file temporary storage unit 225 

temporarily stores an update file downloaded from the 

program management server 10, by using the HDD 214. 

An update file is a file (for example, an archive 

15 file) including a program component of the 

application 221 or firmware item 222 that is an 

update target. However, an update file may not be 

formed as a single file. An update file may be an 

assembly of files corresponding to plural program 

20 components. 

The program management server 10 includes a 

request receiving unit 11, a difference extracting 

unit 12, a determining unit 13, a responding unit 14, 

a reboot necessity information storage unit 15, and a 

25 program storage unit 16. 
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The request receiving unit 11 receives, from 

the image forming apparatus 20, a request to acquire 

the application 221 or firmware item 222 that is an 

update target. The acquisition request includes the 

5 product ID and the version of the application 221 or 

firmware item 222 that is the acquisition target, and 

a list of attribute information items of program 

components installed in the image forming apparatus 

20 . 

10 The difference extracting unit 12 extracts 

difference information of a program component 

included in the program assembly that is the 

acquisition target, with respect to a program 

component installed in the image forming apparatus 20. 

15 The difference information includes, for example, the 

program ID and version of a program component 

included in a program assembly that is an acquisition 

target, but that is not installed in the image 

forming apparatus 20. Furthermore, if the version of 

20 a program component already installed in the image 

forming apparatus 20 is different from that of the 

program component included in the program assembly 

that is the acquisition target, the program ID and 

the two different versions of the corresponding 

25 program component are also included in the difference 
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information. The two different versions means the 

version installed in the image forming apparatus 20 

and the version included in the program assembly that 

is the acquisition target. 

5 The determining unit 13 determines whether 

it is necessary to reboot the image forming apparatus 

20 after the update process (after the installing 

process) of the program assembly that is the 

acquisition target, based on the difference 

10 information and the reboot necessity information 

storage unit 15. 

The determining unit 13 returns the 

determination result of the determining unit 13 and 

the program assembly that is the acquisition target, 

15 to the image forming apparatus 20. 

The reboot necessity information storage 

unit 15 stores, by using the secondary storage device 

102, information indicating whether it is necessary 

to reboot the image forming apparatus 20 when 

20 updating the version from a past version, for the 

respective versions of program components. 

The program storage unit 16 stores, by using 

the secondary storage device 102, the entity (file) 

of the application 221 or firmware item 222 that has 

25 been packaged (for example, archived). However, the 



WO 2012/023528 PCT/JP2011/068485 

-19-

entity may be managed in a state where the entity is 

broken down into separate program components. In 

this case, a package (program assembly) of the 

application 221 or firmware item 222 is to be 

5 dynamically created according to the application 221 

or firmware item 222 that is the download target. 

The following describes processing 

procedures of the image forming apparatus 20 and the 

program management server 10. In the following, the 

10 program assembly that is an update target is 

described as the application 221, as a matter of 

convenience. However, the same processing procedures 

are basically applicable to a case where the firmware 

item 222 is the update target. 

15 FIG. 5 is a sequence diagram for describing 

the processing procedures of a process for updating 

an application 221 in the image forming apparatus 20 

according to the first embodiment of the present 

invention. In executing the processing procedures of 

20 FIG. 5, it is assumed that the user has selected the 

application 221 that is an update target, via the 

operations panel 25. 

In step Sll, the update control unit 223 of 

the image forming apparatus 20 specifies the product 

25 ID and version of the application 221 selected as the 
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update target, and transmits a request to acquire the 

application 221 to the program management server 10. 

When a version is not specified, it may be assumed 

that a predetermined version is specified, such as 

5 the latest version. Furthermore, the acquisition 

request also includes a list of attribute information 

items (hereinafter, "install information") of program 

components that have been installed in the image 

forming apparatus 20, which is recorded in the 

10 install information storage unit 224. 

FIG. 6 illustrates an example of the install 

information. As illustrated in FIG. 6, the install 

information includes attribute information such as a 

product ID, the version, and a file name, stored for 

15 each program component installed in the image forming 

apparatus 20. The file name is not mandatory, 

because each program component can be identified by 

the product ID. However, when the program components 

are to be identified by file names, product IDs are 

20 not mandatory. 

When the application 221 that is the 

acquisition target includes plural program components, 

the acquisition request corresponds to an acquisition 

request for plural programs (plural program 

25 components). 
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The acquisition request is received by the 

request receiving unit 11 of the program management 

server 10. The program management server 10 

determines whether the image forming apparatus 20 is 

5 to be rebooted, when the application 221 specified as 

an acquisition target in the acquisition request is 

updated (installed) in the image forming apparatus 20 

(step S12). Next, the determining unit 13 of the 

program management server 10 returns, to the update 

10 control unit 223, an update file including the 

application 221 specified as the acquisition target 

and the determination result of whether reboot is 

necessary (step S13). The application 221 is 

acquired from the program storage unit 16, based on 

15 the program ID and version specified in the 

acquisition request. That is to say, in the program 

storage unit 16, the applications 221 and firmware 

items 222 are recorded in association with product 

IDs and versions. 

20 When a response is received from the program 

management server 10, the update control unit 223 

saves the update file included in the response in the 

update file temporary storage unit 225 (step S14). 

Next, the update control unit 223 determines 

25 whether to reboot the image forming apparatus 20 
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based on the determination result of whether reboot 

is necessary included in the response from the 

program management server 10. 

FIG. 7 illustrates an example of a 

5 determination result of whether reboot is necessary. 

FIG. 7 illustrates an example in which the 

determination result is expressed in an XML 

(extensible Markup Language). That is to say, the 

determination result is indicated as a value of a 

10 reboot element. In the determination result, "true" 

means that reboot is necessary, and "false" means 

reboot is unnecessary. The determination result may 

be expressed in a format other than XML. 

When the determination result included in 

15 the response from the program management server 10 

indicates that reboot is necessary (when reboot is 

requested), the update control unit 223 causes the 

operations panel 25 to display a screen image for 

inquiring whether reboot is allowed (hereinafter, 

20 "reboot confirmation screen image"). In the reboot 

confirmation screen image, when rejection of reboot 

is selected, the update control unit 223 ends the 

process of FIG. 5. In this case the reboot and the 

process of updating the application 221 are not 

25 executed. Therefore, the user continues using the 
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not-updated version of the application 221 

corresponding to the update target. That is to say, 

the user can reject the reboot when the timing is not 

appropriate for the reboot, based on the usage status 

5 of the image forming apparatus 20. Accordingly, the 

user can continue business operations using the image 

forming apparatus 20 without being forced to 

discontinue the usage of the image forming apparatus 

20. 

10 When the user selects to allow reboot in the 

reboot confirmation screen image, the update control 

unit 223 reboots the image forming apparatus 20 (step 

S15) . 

In the process of rebooting the image 

15 forming apparatus 20, the update control unit 223 

confirms whether an update file is saved in the 

update file temporary storage unit 225. When an 

update file is saved, the update control unit 223 

executes an update process on the application 221 

20 included in the update file (step S16). When the 

update process is successful, the update control unit 

223 deletes the update file from the update file 

temporary storage unit 225. That is to say, an 

update file being saved in the update file temporary 

25 storage unit 225 means that the application 221 needs 
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to be updated based on the saved update file, when 

rebooting the image forming apparatus 20. Thus, even 

when the user has selected to reject reboot in the 

reboot confirmation screen image, the next time the 

5 image forming apparatus 20 is rebooted, the update 

control unit 223 executes an update process on the 

application 221 according to the update file saved in 

the update file temporary storage unit 225. 

Meanwhile, when the determination result 

10 included in the response from the program management 

server 10 indicates that reboot is unnecessary (when 

reboot is not requested), the update control unit 223 

executes an update process without displaying the 

reboot confirmation screen image (step S16). However, 

15 a screen image for inquiring whether to immediately 

start the update process (hereinafter, "update 

confirmation screen image") may be displayed on the 

operations panel 25. When the user selects to allow 

the start of the update process in the update 

20 confirmation screen image, the update control unit 

223 immediately executes the update process. When 

the user selects to reject the start of the update 

process in the update confirmation screen image, the 

update control unit 223 does not start the update 

25 process and ends the process of FIG. 5. Thus, the 
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user continues using the not-updated version of the 

application 221 corresponding to the update target. 

Even when the user has selected to reject the start 

of the update process, the next time the image 

5 forming apparatus 20 is rebooted, the update control 

unit 223 automatically executes the update process. 

Next, a detailed description is given of the 

process executed by the program management server 10 

in step S12. 

10 FIG. 8 is a flowchart for describing the 

processing procedures of the process of determining 

whether reboot is necessary, performed by the program 

management server 10. 

In step S121, the difference extracting unit 

15 12 acquires, from the program storage unit 16, the 

application 221 corresponding to the product ID and 

version specified in the acquisition request. In the 

present embodiment, it is assumed that an application 

221a as illustrated in FIG. 9 is the acquisition 

20 target. 

FIG. 9 illustrates an example of a 

configuration of an application that is an 

acquisition target. As illustrated in FIG. 9, the 

application 221a includes program components such as 

25 aaa.jar, bbb.jar, ccc.jar, and ddd.jar. The numbers 
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in parenthesis indicate the corresponding versions. 

The versions may be described in attribute files 

accompanying the respective program components, or 

may be included as a part of each file name. Product 

5 IDs are assigned to the application 221a and the 

program components, but are not illustrated in FIG. 9 

as a matter of convenience. 

It may be confirmed that the application 

221a has a configuration as illustrated in FIG. 9 by 

10 opening an archive file of the application 221a, or 

by referring to configuration information as 

illustrated in FIG. 9 that is recorded in the 

secondary storage device 102 for each application 

221a. 

15 Next, the difference extracting unit 12 

extracts difference information indicating the 

difference between the install information and the 

program components included in the application 221a 

(step S122). 

20 FIG. 10 illustrates an example of difference 

information. As illustrated in FIG. 10, the 

difference information includes the program IDs, the 

present versions, the new versions, and the file 

names for program components included in the 

25 application 221a, for indicating the differences 
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between the application 221a and the program 

components already installed in the image forming 

apparatus 20. 

The present version is the version already 

5 installed in the image forming apparatus 20 (i.e., 

the version included in the install information). As 

to the program components not installed in the image 

forming apparatus 20, the value of the present 

version is not shown (indicated by "-" in FIG. 10). 

10 The new version is the version included in the 

application 221a. 

The difference information illustrated in 

FIG. 10 is relevant to the application 221a (FIG. 9) 

corresponding to install information of FIG. 6. 

15 Comparing FIG. 9 with FIG. 6, the versions of 

"aaa.jar" and "ccc.jar" are the same and there are no 

differences. Meanwhile, as for "bbb.jar", the 

versions in FIGS. 9 and 6 are different. 

Specifically, the version in the install information 

20 is "1.2", whereas the version included in the 

application 221a is "1.5". Furthermore, "ddd.jar" is 

not included in the install information (i.e., not 

installed in the image forming apparatus 20). 

Therefore, the differences regarding "bbb.jar" and 

25 "ddd.jar" are extracted as program components having 
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differences ("difference components"), and 

information relevant to the difference components are 

extracted as difference information as illustrated in 

FIG. 10. 

5 Next, the determining unit 13 uses the 

extracted difference information and the reboot 

necessity information storage unit 15 to determine 

the necessity of rebooting the image forming 

apparatus 20 due to an update process, for each 

10 difference component (step S123). 

FIG. 11 illustrates an example of a 

configuration of the reboot necessity information 

storage unit 15. As illustrated in FIG. 11, the 

reboot necessity information storage unit 15 stores 

15 values of "1" or "0" indicating whether reboot of the 

image forming apparatus 20 is necessary when updating 

from an immediately preceding version, for the 

respective versions of all program components 

(product IDs) managed by the program management 

20 server 10. "1" indicates that reboot is necessary, 

while "0" indicates that reboot is unnecessary. 

Hereinafter, the value of "1" or "0" indicating 

whether reboot is necessary is referred to as a 

"reboot necessity value". 

25 For example, as to "aaa.jar", 
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"0" is recorded for version 1.1, and "1" is recorded 

for version 1.2. This means that reboot is 

unnecessary when updating from version 1.0 to version 

1.1, but reboot is necessary when updating from 

5 version 1.1 to version 1.2. 

The value of "1" or "0" for the initial 

version ("1.0" in FIG. 11) indicates the necessity of 

reboot when the program component is initially 

installed. 

0 The determining unit 13 determines the 

necessity of reboot by applying the difference 

information (FIG. 10) to the information (reboot 

necessity information) recorded in the reboot 

necessity information storage unit 15, for each 

5 difference component. Specifically, as for "bbb.jar" 

the version is updated from 1.2 to 1.5. Therefore, 

the determining unit 13 calculates the logical sum of 

the reboot necessity values relevant to the 

difference between version 1.2 and version 1.5. 

0 Specifically, "1" is obtained as the logical sum of 

the reboot necessity values "1", "1", and "0" of 

version 1.2, version 1.4, and version 1.5, 

respectively. Furthermore, as for the reboot 

necessity information of "ddd.jar", the determining 

5 unit 13 calculates the logical sum of the reboot 



WO 2012/023528 PCT/JP2011/068485 

-30-

necessity values up to version 1.2. Specifically, 

"1" is obtained as the logical sum of the reboot 

necessity values "1", "0", and "0" of version 1.0, 

version 1.1, and version 1.2, respectively. 

5 The logical sum calculated for each 

difference component is information indicating 

whether it is necessary to reboot the image forming 

apparatus 20 according to the update of the 

corresponding difference component. That is to say, 

10 with the reboot necessity information (FIG. 11) 

according to the present embodiment, it is possible 

to determine whether reboot is necessary not only 

when updating from the immediately preceding version, 

but also when updating across plural versions. 

15 In FIG. 11, the information relevant to all 

program components are managed in a single table; 

however, in another example, separate tables may be 

formed for the respective program components (i.e., 

for the respective rows indicated FIG. 11). 

20 Particularly, when the program components have 

different version systems, the reboot necessity 

information is preferably managed in units of program 

components. 

Furthermore, the program management server 

25 10 may manage whether reboot is necessary when 
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updating from a past version, for the respective 

versions of the program components. For example, the 

program management server 10 may manage whether 

reboot is necessary when a program component is to be 

5 updated (upgraded) to version 1.4 from the respective 

versions of 1.2, 1.1, and 1.0. However, in this case, 

a large amount of information may be required. 

Furthermore, the update contents according to upgrade 

processes tend to be accumulative. Therefore, 

10 assuming that the program management server 10 

manages the necessity of reboot when updating from an 

immediately preceding version as illustrated in FIG. 

11, and a program module is to be updated over a 

plurality of versions, the necessity of reboot can be 

15 efficiently determined by calculating the logic sum 

of reboot necessity values of versions lying between 

the original version and the new version to which the 

program module is to be updated. 

Next, the determining unit 13 calculates the 

20 logic sum of all logic sums calculated for the 

difference components, to determine whether reboot is 

necessary when updating the application 221a (step 

S124). Specifically, "1" is calculated as the logic 

sum of "1" for bbb.jar and "1" for ddd.jar. When the 

25 logic sum is "1", the determining unit 13 determines 
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•s 
that the image forming apparatus 20 needs to be 

rebooted. When the logic sum is "0", the determining 

unit 13 determines that the image forming apparatus 

20 does not need to be rebooted. That is to say, if 

5 at least one difference component needs to be 

rebooted, the determining unit 13 determines that the 

image forming apparatus 20 needs to be rebooted. 

Next, the responding unit 14 returns, to the 

update control unit 223, a response including the 

10 determination result of the determining unit 13 (see 

FIG. 7) and the application 221a (step S125). The 

response may also include information indicating 

difference components (difference component 

information), as illustrated in FIG. 12. 

15 FIG. 12 illustrates an example of difference 

component information. FIG. 12 illustrates an 

example where the difference component information is 

expressed in the XML format. 

An element el located in a <modify> tag 

20 indicates information relevant to the difference 

component that is the update target. That is to say, 

this information is relevant to a difference 

component that is already installed in the image 

forming apparatus 20 but is subject to version update. 

25 In the present embodiment, "bbb.jar" corresponds to 
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such a difference component. 

Meanwhile, an element e2 located between an 

<add> tag indicates information relevant to a program 

component that is to be newly added. That is to say, 

5 this information is relevant to a difference 

component that is not installed in the image forming 

apparatus 20. In the present embodiment, "ddd.jar" 

corresponds to such a difference component. 

When the process performed by the image 

10 forming apparatus 20 is the same in both cases of 

updating a program and newly adding a program, the 

updating process and the adding process do not need 

to be distinguished from one another, and may be 

collectively referred to as an update process (a 

15 program that is to be updated and a program that is 

to be installed may be collectively referred to as an 

"install target"). 

The application 221 of the new version may 

have less program components than the application 221 

20 of the old version. In this case, the difference 

components to be deleted are extracted by the 

difference extracting unit 12. The difference 

component to be deleted is reported as being a 

program component to be deleted to the image forming 

25 apparatus 20, by including information of the 
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corresponding difference component in the element 

located in a <delete> tag. 

When the update control unit 223 of the 

image forming apparatus 20 receives the difference 

5 component information indicated in FIG. 12 together 

with the application 221a, the update target is 

limited to the difference components when updating 

the application 221a. That is to say, the update 

control unit 223 does not execute the update process 

10 (install process) for all program components included 

in the application 221a. Rather, the update control 

unit 223 executes the update process only for the 

differences between the application 221a and the 

components presently installed in the image forming 

15 apparatus 20. Therefore, the efficiency of the 

update process is enhanced. 

The responding unit 14 of the program 

management server 10 may extract difference 

components from the application 221a, and return only 

20 the difference components to the update control unit 

223, instead of returning the application 221a 

without modification. When only the difference 

components are returned, the difference component 

information of FIG. 12 is not mandatory. This is 

25 because the contents returned to the update control 
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unit 223 are already limited to the differences, and 

therefore, the image forming apparatus 20 does not 

need to determine what the differences are. 

As described above, according to the first 

5 embodiment, when updating the program, the program 

management server 10 dynamically determines whether 

it is necessary to reboot the image forming apparatus 

20, based on the difference between the present 

status of the image forming apparatus 20 and the 

10 status of the image forming apparatus 20 after the 

update. Accordingly, the frequency of rebooting the 

image forming apparatus 20 can be reduced compared to 

the case of rebooting the image forming apparatus 20 

every time an application 221 is updated. 

15 Consequently, the availability factor of the image 

forming apparatus 20 can be increased, thereby 

enhancing convenience for the user. 

Next, a description is given of a second 

embodiment of the present invention. Only the points 

20 that are different between the first and second 

embodiments are described below. 

FIG. 13 illustrates an example of a system 

configuration according to the second embodiment. In 

FIG. 13, elements corresponding to those of FIG. 1 

25 are denoted by the same reference numerals, and are 
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not further described. 

In FIG. 13, a device management apparatus 30 

is connected to one or more image forming apparatuses 

20 via a network 40 (wired or wireless) such as LAN. 

5 The device management apparatus 30 is connected to 

the program management server 10 via the network 50, 

in a manner that communications can be performed. 

Meanwhile, the image forming apparatus 20 may be 

hidden from the network 50. Therefore, the second 

10 embodiment is appropriate for a case where a user 

desires not to directly expose the image forming 

apparatus 20 to the Internet, etc. 

The device management apparatus 30 is a 

computer for mediating the image forming apparatus 20 

15 and the program management server 10, regarding the 

process of updating the application 221 in the image 

forming apparatus 20. Furthermore, the device 

management apparatus 30 is operated by the user for 

the update process according to the second embodiment. 

20 The following describes processing 

procedures according to the second embodiment. FIG. 

14 is a sequence diagram for describing the 

processing procedures of a process for updating an 

application 221 in the image forming apparatus 20 

25 according to the second embodiment of the present 
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invention. 

When the image forming apparatus 20 to be 

updated is selected according to an operation 

instruction input to the device management apparatus 

5 30, the device management apparatus 30 requests the 

selected image forming apparatus 20 to transmit 

install information (step S201). The update control 

unit 223 of the image forming apparatus 20 acquires 

install information from the install information 

10 storage unit 224, and returns the install information 

to the device management apparatus 30 (step S202) . 

Next, the device management apparatus 30 

specifies the product ID and version information of 

the application 221 that is input by the user, and 

15 the install information acquired from the image 

forming apparatus 20, and transmits a request to 

acquire the application 221 to the program management 

server 10 (step S203). 

The acquisition request is received by the 

20 request receiving unit 11 of the program management 

server 10. The program management server 10 

determines whether the image forming apparatus 20 

needs to be rebooted, when the application 221 

specified as an acquisition target in the acquisition 

25 request is updated (installed) in the image forming 
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apparatus 20 (step S204). The process contents of 

step S204 may the same as those described with 

reference to FIG. 8. Next, the responding unit 14 of 

the program management server 10 returns, to the 

5 device management apparatus 30, the update file 

including the application 221 specified as the 

acquisition target and the determination result of 

whether reboot is necessary (step S205) . 

Next, the device management apparatus 30 

10 transmits the update file to the image forming 

apparatus 20 (step S206). The update control unit 

223 of the image forming apparatus 20 saves the 

received update file in the update file temporary 

storage unit 225 (step S207) . 

15 Next, the device management apparatus 30 

determines whether to update the image forming 

apparatus 20 based on the determination result 

indicating whether reboot is necessary included in 

the response from the program management server 10. 

20 When the determination result indicates that reboot 

is necessary, the device management apparatus 30 

causes a display unit of the device management 

apparatus 30 to display a reboot confirmation screen 

image. When the user selects to reject reboot in the 

25 reboot confirmation screen image, the device 
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management apparatus 30 ends the process of FIG. 14. 

That is to say, in this case, neither the process of 

rebooting the image forming apparatus 20 nor the 

process of updating the application 221 is executed. 

5 Therefore, the user continues using the not-updated 

version of the application 221 corresponding to the 

update target. 

When the user selects to allow reboot in the 

reboot confirmation screen page, the device 

10 management apparatus 30 requests the image forming 

apparatus 20 to execute reboot (step S208). In 

response to a request to execute reboot, the update 

control unit 223 causes the image forming apparatus 

20 to reboot (step S209). In the process of 

15 rebooting the image forming apparatus 20, the update 

control unit 223 confirms whether an update file is 

saved in the update file temporary storage unit 225. 

When an update file is saved, the update control unit 

223 executes an update process on the application 221 

20 included in the update file (step S211). 

Meanwhile, when the determination result 

included in the response from the program management 

server 10 indicates that reboot is unnecessary, the 

device management apparatus 30 transmits an update 

25 request to the image forming apparatus 20 instead of 
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a reboot request, without displaying a reboot 

confirmation screen image (step S210) . However, a 

reboot confirmation screen image may be displayed on 

the display unit of the device management apparatus 

5 30. In the reboot confirmation screen image, when 

the user selects to allow the start of an update 

process, the device management apparatus 30 

immediately transmits an update request. In the 

reboot confirmation screen image, when the user 

10 selects to reject the start of an update process, the 

device management apparatus 30 ends the process of 

FIG. 14 without transmitting an update request. 

When a predetermined amount of time passes 

after transmitting a reboot request or an update 

15 request, the device management apparatus 30 inquires 

the image forming apparatus 20 of the result of the 

update process (step S212). The update control unit 

223 of the image forming apparatus 20 returns the 

result of the update process (information indicating 

20 whether the update process is successful) to the 

device management apparatus 30 (step S213). The 

device management apparatus 30 causes the display 

unit to display the result of the update process. 

As described above, even when the image 

25 forming apparatus 20 does not directly perform 
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communications with the program management server 10, 

the same effects as those of the first embodiment can 

be achieved. That is to say, the target with which 

the program management server 10 communicates does 

5 not necessarily need to be the image forming 

apparatus 20 in which the application 221 is to be 

updated. 

According to an embodiment of the present 

invention, the efficiency of processes for updating 

10 programs can be enhanced. 

The present invention is not limited to the 

specific embodiments described herein, and variations 

and modifications may be made without departing from 

the scope of the present invention. 

15 The present application is based on Japanese 

Priority Application No. 2010-182850 filed on August 

18, 2010 with the Japan Patent Office, the entire 

contents of which are hereby incorporated by 

reference. 
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Claims 

Claim 1. An information processing apparatus comprising: 
a reboot necessity information storage unit configured to store reboot 

necessity information for each of multiple versions of at least one program that is an 
install target of an electronic device, the reboot necessity information for a version of 
the program indicating whether the electronic device needs to be rebooted when the 
program is updated to the version from an immediately-preceding version; 

a difference extracting unit configured to extract difference 
information indicating a difference between a first version of the program installed in 
the electronic device and a second version of the program in response to a request to 
acquire the second version of the program; 

a determining unit configured to determine whether the electronic 
device needs to be rebooted to update the first version of the program to the second 
version of the program based on the difference information and the reboot necessity 
information; and 

a responding unit configured to return a determination result obtained 
by the determining unit. 

Claim 2. The information processing apparatus according to claim 1, 
wherein 

each of the first version of the program and the second version of the 
program includes a plurality of program components; 

the reboot necessity information storage unit stores the reboot 
necessity information for each of multiple versions of each of the program 
components, the reboot necessity information for a version of a program component 
indicating whether the electronic device needs to be rebooted when the program 
component is updated to the version from an immediately-preceding version; 

the difference extracting unit extracts the difference information 
indicating differences between the program components of the first version of the 
program and the program components of the second version of the program; and 

the determining unit determines that the electronic device needs to be 
rebooted to update the first version of the program to the second version of the 
program when it is determined, based on the difference information and the reboot_ 
necessity information, that at least one of the program components of the second 
version of the program requires the electronic device to be rebooted. 
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Claim 3. The information processing apparatus according to claim 1 
or 2, wherein 

the responding unit returns the determination result and information 
relevant to the second version of the program indicated in the difference information. 

Claim 4. A non-transitory computer-readable storage medium with 
an executable program stored therein, wherein the program instructs a processor of a 
computer to execute a method comprising: 

extracting difference information indicating a difference between a 
first version of a program installed in an electronic device and a second version of the 
program in response to a request to acquire the second version of the program; 

determining whether the electronic device needs to be rebooted to 
update the first version of the program to the second version of the program based on 
the difference information and reboot necessity information stored in a reboot 
necessity information storage unit for each of multiple versions of the program, the 
reboot necessity information for a version of the program indicating whether the 
electronic device needs to be rebooted when the program is updated to the version 
from an immediately-preceding version; and 

returning a determination result obtained at the determining. 

Claim 5. The non-transitory computer-readable storage medium 
according to claim 4, wherein 

each of the first version of the program and the second version of the 
program includes a plurality of program components; 

the reboot necessity information is stored in the reboot necessity 
information storage unit for each of multiple versions of each of the program 
components, the reboot necessity information for a version of a program component 
indicating whether the electronic device needs to be rebooted when the program 
component is updated to the version from an immediately-preceding version; 

the extracting includes extracting the difference information 
indicating differences between the program components of the first version of the 
program and the program components of the second version of the program; and 

the determining includes determining that the electronic device needs 
to be rebooted to update the first version of the program to the second version of the 
program when it is determined, based on the difference information and the reboot 
necessity information, that at least one of the program components of the second 
version of the program requires the electronic device to be rebooted. 
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Claim 6. The non-transitory computer-readable storage medium 
according to claim 4 or 5, wherein 

the returning includes returning the determination result and 
information relevant to the second version of the program indicated in the difference 
information. 

Claim 7. Ail update process support system comprising: 
an information processing apparatus including 

a reboot necessity information storage unit configured to store 
reboot necessity information for each of multiple versions of at least one program that 
is an install target of an electronic device, the reboot necessity information for a 
version of the program indicating whether the electronic device needs to be rebooted 
when the program is updated to the version from an immediately-preceding version, 

a difference extracting unit configured to extract difference 
information indicating a difference between a first version of the program installed in 
the electronic device and a second version of the program in response to a request to 
acquire the second version of the program, 

a determining unit configured to determine whether the 
electronic device needs to be rebooted to update the first version of the program to the 
second version of the program based on the difference information and the reboot 
necessity information, and 

a responding unit configured to return a determination result 
obtained by the determining unit, 

the update process support system further comprising an update 
control unit configured not to reboot the electronic device after the first version of the 
program is updated to the second version of the program, when the determination 
result returned from the information processing apparatus does not request the 
electronic device to be rebooted. 

Claim 8. The update process support system according to claim 7, 
wherein 

each of the first version of the program and the second version of the 
program includes a plurality of program components; 

the reboot necessity information storage unit stores the reboot 
necessity information for each of multiple versions of each of the program 
components, the reboot necessity information for a version of a program component 
indicating whether the electronic device needs to be rebooted when the program 
component is updated to the version from an immediately-preceding version; 

the difference extracting unit extracts the difference information 
indicating differences between the program components of the first version of the 
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program and the program components of the second version of the program; and 
the determining unit determines that the electronic device needs to be 

rebooted to update the first version of the program to the second version of the 
program when it is determined, based on the difference information and the reboot 
necessity information, that at least one of the program components of the second 
version of the program requires the electronic device to be rebooted. 


