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BLOCKCHAIN-BASED SMART CONTRACT POOLS

TECHNICAL FIELD
{0001} This specification relates to smart contract and blockchain data storage.
BACKGROUND
{8002} Distributed ledger systems (BLSs), which can also be referred to as consensus

networks, and/or blockchain networks, enable participating entities to securely, and
immutably store data. DLSs are commonly referred to as blockchain networks without
referencing any particular user case. Examples of types of blockchain networks can include
public blockchain networks, private blockchain networks, and consortium blockchain
networks. A consortium blockchain network 1s provided for a select group of entities, which
control the consensus process, and includes an access control layer.

{6003} Digital networks have enabled people around the world to find information and
interact with each other conveniently and efficiently. For example, social media platforms
allow people to easily share messages, photos, and videos with friends and colleagues.
Online shopping web sites allow consumers to easily find mformation on a variety of
products and send paymenis electronically to purchase products from businesses all over the
world. Various kinds of payment and delivery services allow e-business providers and
consumers to perform online and international transactions and shipments more easily. As
more people are connected to the Internet and more transactions are conducted digitally and
mternationally, the volume of custom clearance claims for international orders increases,
together with fraudulent claims that are difficult to be detected and handied by the customs
authorities.

{0004] The current custom clearance solutions can result in high regulatory cost, due to
randomness of the data supplied from different sources for custom clearance. Loopholes in
the systems may allow some dishonest merchants, consumers, and custom clearance service
providers to separately or jointly tamper the data for tax evasion. Moreover, the logistics data
associated with international shipments can be manipulated by some dishonest shipment data
providers, and 13 hard for consumers to detect. In some cases, some dishonest merchants can

create fake international shipping data to sell locally made knock-offs as wmported goods.
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Lastly, the data supplied from different sources can be inconsistent, hence hard to process or
review by the customs authorities when the volume of the data is high.

{0005} It would be desirable to have a unified platform that can provide transparent,
immutable, consistent, and verifiable custom clearance data to facilitate the custom clearance

process, while ensuring data privacy and integrity of the users involved.

SUMMARY

{6006] Described embodiments of the subject matter can include one or more features,
alone or in combination.

{60671 For example, in one embodiment, a computer-implemented method performed by
a computing system associated with custom clearance services comprises: at a service
platform, receiving first information related to an order, wherein the first information is
provided, or to be provided, to a service authority for requesting clearance for merchandize
included m the order; at the service platform, encrypting at least a portion of the first
wformation to generate encrypted first data; and sending the encrypted first data to g
blockchain network to store the encrypted first data on a blockchain managed by the
blockchain network, wheren the encrypied first data are stored on the blockchain through
counsensus of blockchain nodes of the blockchain network.

{B008] As another example, in one embodiment, a system for processing custom
clearance data comprises a service platform. The service platform comprises: a plurality of
service modules and an application programming interface (AP layer comprising a plurality
of APlIs to enable users to invoke the service modules to process data related to orders
associated with importation of merchandise, i which the data include mformation provided,
or 1o be provided, to service authorities for requesting clearance of the merchandize for the
order, and a rules database that includes information about rules for processing data for
mudtiple countries; wherein at the service platform, upon receiving first data for a first order
associated with importation of merchandise nto a first country, the service modules process
the first custom clearance data based on information in the rules database in compliance with
rules of the first country, and wherein at the service platform, upon recetving second custom
clearance data for a second order associated with importation of merchandise into a second

country that is different from the first country, the service modules process the second custom
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clearance data based on information in the rules database in compliance with rules of the
second country.

{0009} As another example, in one embodiment, a system for processing clearance data
comprises a clearance platform, the service platform comprising: a plurality of service
modules and an AP layer comprising a plurality of APIs to enable users to nvoke the
service modules to process clearance data related to orders associated with purchase of
merchandise, and a rules database that includes information about rules for processing
clearance data, including a rule specifying an amount of fee or donation to be imposed on a
specified category of merchandise; wheremn at the clearance platform, upon receiving
clearance data associated with an order, the service modules are configured to store at least a
portion of the clearance data i a blockchain or a smart contract data cache, and process the
clearance data based on information in the rules database to determine an amount of fee or
donation to impose on the order.

{6016} As another example, in one embodiment, a computer-implemented method
performed by a compuiing system associated with custom clearance services comprises: at a
service platform, receiving a first request to authorize a first member to access information
related to a first order, wherein the information s provided to a service authority for
requesting clearance for the first order, and the first request 1s sent from an admimstrator;
nvoking a smart contract executing on a blockchain to request that the first member be
added to a list of authorized members who are authorized to access the information related to
the first order, in which the smart contract 15 configured to maintain a data structure that
stores information about the authorized members, wherein the blockchain stores the
information related to the first import order or a processed version of the mformation related
to the first order; receiving a confirmation from the smart contract that the first member has
been added to the list of authorized members; and sending a confirmation to the administrator
that the first member has been added to the ist of authorized members.

{6011} As another example, in one embodiment, a computer-implemented method
performed by a computing svstem associated with custom clearance services comprises: at a
service platform, receiving a first request from a first user to record or update information
related to a first order, wherein the information i1s provided, or to be provided, to a service

authority for requesting clearance for merchandize included in the first order; determining
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whether the first user is one of authorized members who are authorized to record or update
the information related to the first order; and upon confirming that the first user is an
authorized member, recording or updating the information related to the first order according
to the first request.

{0012} As another example, in one embodiment, a computer-implemented method
performed by a computing system for processing data, the system comprises: a service
platform comprising a plurality of service modules and an AP layer comprising a plurality of
APIls to enable users to invoke the service modules 1o process information related to an order
associated with importation of a merchandise, wherein the information is provided, or to be
provided, to a service authority for requesting clearance for the merchandize associated with
the order, wherein a first AP of the plurality of APIs enables a user of the service platform to
invoke a smart contract on a blockchain managed by a blockchain network, in which the
smart contract performs at least one of processing of the information or processing of
information related to another user of the service platform.

{0013] As another example, 1o one embodiment, a systern for processing data comprises:
a service platform comprising a plurality of service modules and an API layer comprising a
plurality of APIs to enable users to invoke the service modules to process mformation related
to an order associated with importation of a merchandise, wherein the information is
provided, or to be provided, to a service authority for requesting clearance of the
merchandize associated with the order, wherein a first AP] of the plurality of APIs enables a
user of the service platform to invoke a smart contract on a blockchain managed by a
blockchain network, mm which the smart contract performs at least one of processing of the
nformation or processing of mformation related to another user of the service platform.
{0614} As another example, in one embodiment, a system for processing data comprises:
a service platform comprising a phurality of service modules and an AP layer comprising a
plurality of APIs to enable users to invoke the service modules {o generate smart contracts
configured to process information related to an order associated with mmportation of a
merchandise, wherein the information is provided, or to be provided, to a service authority
for requesting clearance of the merchandize associated with the order, wherein a first API of

the plurality of APis enables a user of the service platform to invoke a smart contract
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generator that includes customizable smart contract templates, i which the smart contract
generator enables the user to generate a smart contract configured to process the information.
{0015} As another example, in one embodiment, a system for processing data comprises:
a service platform comprising a plurality of service modules and an API layer comprising a
plurality of APIs to enable users to invoke the service modules to process information related
to an order associated with importation of a merchandise, wherein the is information
provided, or to be provided, to a service authority for requesting clearance of the
merchandize associated with the order, wherem a first AP in the plurality of APIs enables a
user of the service platform to deploy a smart contract to a blockchain managed by a
blockchain network, and the smart contract 15 configured to process the information n
association with the blockchamn,

{0616] As another example, i one embodiment, a computer-implemented method
comprises: at a service platform, providing a first APl configured to register a specified smart
contract at a blockchain managed by a specified blockcham network; receiving a first call
from a first user to the first APl to request registration of a first smart contract at a first
blockchain managed by a first blockchain network; from the service platform, sending a
request to the first blockchain network o register the first smart contract; receiving at the
service platform a confirmation message from the first blockchain network that the first
smart contract has been successtully registered at the first blockchain, and sending from the
service platform a confirmation message to the first user that the first smart contract has been
successtully registered at the first blockcham.

{6017} As another example, m one embodiment, a computer-implemented method
blockchain-based data storage comprises: receiving data for storage from a service platform,
wherein the data includes mutable data, immutable data, and index data identified by the
service platform; storing the mutable data in a cache storage, wherein the mutable data 15 o
be executed by a smart contract, imitating, a consensus algorithm to record the immutable
data on a blockchain, in response to successfully performing the consensus algorithm,
recording, based on invoking the smart contract, the immutable data on the blockchain,
wherein the blockchain is stored in a database that has lower storage cost than the cache
storage; and linking, based on invoking the smart contract, the mutable data and the

immutable data based on the index data.
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{0018} As another example, in one embodiment, a computer-implemented method for
processing import custom clearance data with different levels of data privacy based on
blockchain technologies comprises: at a service platform, receiving, from a computing device
associated with a user, an encryption key and data for custom clearance for storage on a
blockchain, wherein the data includes public data and private data, and the encryption key
encrypts the private data; storing the encryption key and an identifier (ID) of the data in a
cache storage dedicated to storing smart contract data for executing a smart contract; and
invoking an API to enable a blockchain node to mitiate a consensus algorithm to record the
data and the ID of the data on a blockchain.

{0019} As another example, i one embodiment, a computer-implemented method for
data storage on a blockchamm performed by a computing device comprises: determining that
data stored in a cache storage satisfies a predetermuned condition; adding a blockcham
address of a second smart contract to a configuration file, wherein the configuration file
includes a plurality of addresses corresponding to a plurality of smart contracts stored on a
blockchain; and mvoking a virtual machine to execute the configuration file, wherem
execution of the configuration file initiates a consensus algorithm fo generate the second
smart contract at the blockchain address and a corresponding smart contract pool for storing
at least a portion of the data on the blockchain, and wherein the smart contract pool 15 a data
structure to be stored on the blockchain.

{6020} It 1s appreciated that methods in accordance with this specification may include
any combination of the aspects and features described herem. That 15, methods 1n accordance
with this specification are not limited to the combinations of aspects and features specifically
described herein, but also include any combination of the aspects and features provided.
{6021} The detatls of one or more embodiments of this specification are set forth in the
accompanying drawings and the description below. Other features and advantages of this

specification will be apparent from the description and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

{0022 FIG. 1 15 a diagram illustrating an example of an environment that can be used to

execute embodiments of this specification.
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{0623} FIG. 2 15 a diagram illustrating an example of an architecture in accordance with
embodiments of this specification.

{0024} FIG 3 s a diagram illustrating an example of services provided by a custom
clearance service platform in accordance with embodiments of this specification.

{0025} FIG 4 1s a tlow diagram tlustrating an example of an internal system of the
custom clearance service platform in accordance with embodiments of this specification.
{8026} FIG 5 1s swim-lane diagram dlustrating an example of a process of handling
custom clearance data m accordance with embodiments of this specification.

{8627} FIG 6 13 a relational diagram illustrating an example of relationships between
sub-models of a computer-implemented model in accordance with embodiments of this
specification.

[0023] FIG. 7 13 a graph illustrating an example of a progression of states i accordance
with embodiments of this specification.

{6029} FIG. 8 is a diagram iliustrating an example of storing custom clearance data in
smart contract pools m accordance with embodiments of this specification.

{6036} FIG. 9 shows an example of a system for implementing a blockchaimn-based
custom clearance service platform for enabling secure and efficient processing of cuastom
clearance documents in accordance with embodiments of this specification.

{8031} FIG 16 13 a flowchart of an example of a process mm accordance with
embodiments of this specification.

[p032] FIG 11 1s a diagram of an example of modules of an apparatus m accordance
with embodiments of this specification.

{0033 FIG. 12 18 a flowchart of another example of a process in accordance with
embodiments of this specification.

{0034 FIG 13 is a diagram of ancther example of modules of an apparatus in
accordance with embodiments of this specification.

{B035] FIG. 14 15 a flowchart of yet another example of a process in accordance to
embodiments of this specification.

{0036] FIG 15 s a diagram of yet another example of modules of an apparatus in

accordance with embodiments of this specification.
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{0637} FIG. 16 15 a flowchart of yet another example of a process in accordance with
embodiments of this specification.

{0038} FIG 17 1s a diagram of vet another example of modules of an apparatus in
accordance with embodiments of this specification.

{0039} FIG. 18 1s a flowchart of yet another example of a process in accordance with
embodiments of this specification.

{0040} FIG 19 1s a diagram of yet another example of modules of an apparatus in
accordance with embodiments of this specification.

{0041} FIG 20 s a flowchart of yet another example of a process in accordance with
embodiments of this specification

[0042] FIG 21 1s a diagram of vet another example of modules of an apparatus mn
accordance with embodiments of this specification.

{0043} FIG 22 is a diagram illustrating an example of a custom clearance service
platform 2200, in accordance with embodiments of this specification.

{0044] FIG 23 1s a diagram illustrating an example of a clearance platform,
accordance with embodiments of this specification.

{B045] Like reference numbers and designations in the various drawings indicate like

elerments.

DETAILED BDESCRIPTION

{08046] This specification describes technologies related to blockchain-based document
registrations for custom clearance services. These technologies generally involve, for
example, at a service platform, recetving first information related to an order, wherein the
first information 15 provided, or o be provided, to a service authority for requesting clearance
for merchandize included in the order; at the service platform, encrypting at least a portion of
the first information to generate encrypted first data; and sending the encrypted fust data to a
blockchain network to store the encrypted first data on a blockchain managed by the
blockchain network, wherein the encrypted first data are stored on the blockchamn through
consensus of blockchain nodes of the blockchamn network.

{0847} This specification also describes technologies for managing authorized member

for accessing custom clearance data. These technologies generally involve, for example, at a
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service platform, receiving a first request to authorize a first member to access information
related to a first order, wherein the information is provided to a service authority for
requesting clearance for the first order, and the first request is sent from an administrator;
invoking a smart contract executing on a blockchain to request that the first member be
added to a hist of authorized members who are authorized to access the information related to
the first order, in which the smart contract is configured to maintain a data structure that
stores information aboui the authorized members, wherein the blockchain stores the
information related to the first import order or a processed version of the information related
to the first order; recetving a confirmation from the smart contract that the first member has
been added to the list of authorized members; and sending a confirmation to the administrator
that the first member has been added to the list of authorized members.

{00438] This specification also describes technologies for processing data. These
technologies generally involve | a service platform comprising a plurality of service modules
and an API layer compnsing a phwality of APIs to enable users to mvoke the service
modules to process information related to an order associated with importation of a
merchandise, wherein the mformation 15 provided, or to be provided, to a service authority
for requesting clearance for the merchandize associated with the order, wherein a first API of
the plurality of APIs enables a user of the service platform to mvoke a smart contract on a
blockchain managed by a blockcham network, in which the smart contract performs at least
one of processing of the information or processing of information related to another user of
the service platform.

{0049} This specification also describes technologies for blockchain-based data storage
performed by a blockchain node. These technologies generally involve receiving data for
storage from a service platform, wherein the data includes mutable data, immutable data, and
index data identified by the service platform; storing the mutable data in a cache storage,
wherein the muiable data is 10 be executed by a smart contract; intfiating, a consensus
algorithm to record the immutable data on a blockchain; in response to successfully
performing the consensus algorithm, recording, based on invoking the smart contract, the
immutable data on the blockchain, wherein the blockchain is stored in a database that has
lower storage cost than the cache storage; and linking, based on invoking the smart contract,

the mutable data and the immutable data based on the index data.
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{0650] This specification also describes technologies for processing import custom
clearance data with different levels of data privacy. These technologies generally involve at a
service platform, receiving, from a computing device associated with a user, an encryption
key and data for custom clearance for storage on a blockchain, wherein the data includes
public data and private data, and the encryption key encrypts the private data; storing the
encryption key and an identifier ({D) of the data in a cache storage dedicated to storing smart
contract data for executing a smart contract; and invoking an AP to enable a blockchain
node to mitiate a consensus algorithm to record the data and the ID of the data on a
blockchain.

{0051 This specification also describes technologies for data storage on a blockchain
performed by a computing device. These technologies generally mnwvolve | deternmining that
data stored in a cache storage satisfies a predetermuned condition; adding a blockchain
address of a second smart contract to a configuration file, wherein the configuration file
includes a plurality of addresses corresponding to a plurality of smart contracts stored on a
blockchain; and mvoking a virtual machime to execute the configuration file, wherein
execution of the configuration file initiates a consensus algorithm fo generate the second
smart contract at the blockchain address and a corresponding smart contract pool for storing
at least a portion of the data on the blockchain, and wherein the smart contract pool 15 a data
structure to be stored on the blockchain.

{6052} This document describes a system that can be used by the customs authorities to
process wmport custom clearance data related to imports made by individuals. In the

following, the system will be referred to as the “custom clearance system,” “custom

clearance service platform,” or simply “service platform.” Below 1s a brief description of the
import custom clearance process. Different countries have different statutes and regulations
that govern the import custom clearance process. The examples described in this
specification are based on the general import custom clearance procedures that are common
o many countries. It 13 understood that the technology described in this specification can be
applied to the import custom clearance process of any of several countries in the world with
modifications based on the specific custom clearance requirements of each individual

country.

{0053] In general, the import custom clearance process may nvolve submitting tmport
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documentation, e.g., one or more of purchase order from buyer, sales invoice of supphier, il
of entry, bill of lading or air way bili, packing list, certificate of origin, and any other specific
documentation required by the buyer, or financial institution or the importing country
regulation. The import custom clearance process also involves customs examination,
assessment of goods to be imported, pavment of duty, and taking delivery of goods from
customs after the goods have been cleared by the customs agency or authority. The examples
described 1n this document primarily mnvolve processing of import custom clearance data
related to importation of goods by individuals. The technology described in thus specification
can also be applied to processing of import custom clearance data related to importation of
goods by business entities with modifications based on the relevant regulations.

HUESEY When a buver residing n a country purchases products from a seller located
outside of the country, the buyer {or an agent of the buyer) needs to submit identity
documentation for custom clearance purposes. A custom clearance service platform can act
as a hub to gather the import documentations needed for custom clearance. After the
documentations are gathered and submitted to a custom, the customs officer can first look at
the shipment document. International shipments need to have a commercial imvoice. The
shipping document can list both the shipper and the buyer’s contact mformation, in addition
to shipment details such as export date and airway bill number. Moreover, the invoice can
include a description of the item and s total value.

HIRES The customs officer can then see if any taxes and duties should apply to the
shipment. This will depend on the type of goods, their value, and the laws of the importing
country. If it is determined that the value of the goods is above the tax threshold, then the
officer will check whether these taxes and duties have been paid for. The customs will
request payment of taxes and duties, if they haven’t been paid by the buyer when the order is
placed. After it 1s confirmed that outstanding taxes and duties have been paid, the shipment
can be released and continues on to its final destination.

{6056} The techniques described in this specification produce several technical effects. In
some embodiments, the entire lifecycle of custom clearance data such as the order data,
logistics data, and payment data, can be recorded on a blockchain. For example, the
blockchain can store an immutable and transparent chain-of-record of that links order data,

logistics data, and payment data associated with the same order. Because the records on the
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blockchain are recorded through consensus of the blockchain nodes, they can be easily
verified and trusted by parties that have access to the blockchain. As compared to peer to
peer communications, the use of blockchain technology improves efficiency of data
processing when the custom clearance data are generated by different parties.

{8057} In some embodiments, the custom clearance data can be fime sensitive. For
example, disputes may arise on timing of order placement, shipment, or payment, especially
when international transactions involve pariies or service providers located in different time
zones. The disclosed technology is especially suistable for providing trusted fimes of order
data, logistics data, and payment data that may not be synchronized, such that potential
disputes that arise due to time differences can be avoided.

HHECRT In some countries, the customs laws and regulations aliow individuals to import
products tax-free if certan criteria are met, such as if the quantity and value of the products
for a given order are less than certain thresholds. A dishonest individual may attempt to avoid
import taxes by splitting an order (whose quantity and/or value of the products would not
qualify for tax exemption} into multiple smaller orders for multiple fictitious individuals so
that the quantity and/or value of the product{s) for each smaller order are reduced to below
the thresholds and meet the criteria for tax exemption. The technology described n this
specification provides a solution to prevent mndividuals from avoiding import taxes through
this loophole.

EHERS In some embodiments, custom clearance data recorded on the blockchain can be
embedded with a unique H associated with a taxpayer. As such, the identity of the taxpayer
can be verified and trusted. The unique D can also be used to trace all custom clearance data
associated with the taxpayer to ensure that an order is not fraudulently split among multiple
buyers for the purpose of tax evasion

{3060} In some embodiments, the custom clearance data to be recorded on the blockchain
can be encrypted. The encryption keys can be generated and shared among the participants
involved in the custom clearance process. The service platform can also provide zero
knowledge proofs (ZKPs) to consensus nodes of the blockchain network. The ZKPs can be
used by the consensus nodes to verify whether the data belongs to valid orders (e.g., whether

the order values are within certain reasonable range) without knowing the actual data. The
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consensus nodes perform consensus only after the ZKPs are successfully verified. As such,
privacy and security of the data recorded on the blockchain can be ensured.

{0061} In some embodiments, data privacy of the data can further be protected based on
using the trusted execution environment (TEE) technology. The TEE serves as an isolated
and trusted computing environment that can be integrated in the blockchain nodes of the
blockchain network. The TEE processes plaintext of the custom clearance data and outputs
cyphertext of the data. Using the TEE technology, the data can be easily updated inside the
TEE without revealing the actual updates. Moreover, the output of the TEE is encrypted and
trusted by all blockchain nodes of the blockcham network, hence can be efficiently stored to
the blockchain after the blockchain nodes reach consensus.

[0062] This document describes a scalable system for processing custom clearance data
handled by one or more customs authorities, which can be responsible for processing data
related to the importation of goods through, e g., a shipping port, a city, a state or a provingce,
an entire nation, or a region encompassing multiple nations. As the custom clearance data
accumulates, the data volume can be high, which raises the storage cost. In some
embodiments, the custom clearance data on the blockchamn can be stored either i a smart
contract data cache or a blockchain database. The smart contract data cache can be a storage
medium with faster read and write speed but higher storage cost. The blockchain database
can be a storage medim with slower read and write speed but lower storage cost. The smart
contract data cache can be used to store mutable data in the form of smart contract data,
while the blockchamn database can be used to store mncremental, immutable, permanent
blockchain data. As such, a better balance between processing efficiency and storage cost of
the blockchain data can be reached.

{86063} As the smart contract data accumulates, it may be cost prohibitive to store all of
them in high cost storage media such as cache. In some embodiments, the smart contract data
can be stored in a so-called smart contract pool on the blockchain. A smart contract pool is a
data structure {(e.g., a Merkle Patricia Tree) stored as a transaction on the blockchain. Each
smart contract can correspond to a dedicated smart contract pool. The smart contract data
cache can store frequently used, muiable custom clearance data to be executed by the smart
contract, while the smart contract pool can be created on the blockchain to store immutable

data and prograraming instructions corresponding to the smart contract. A blockchain node
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can invoke a virtual machine to retrieve the programming instructions and/or other
immutable data from the blockchain to execute the smart contract and store the output, event
logs, and updates back to the smart contract pool. A plurality of smart contracts can be
created to store data to a plurality of smart contract pools. The smart contract poois can be
easily expanded by adding new smart contracts i order to afford more flexible custom
clearance data storage and reduce storage cost by shifting data from cache to database storage.
{8064} In some embodiments, the blockchain can store only hash values of some
infrequently used custom clearance data to further save storage space. When the data need to
be verified by a customs authority, the custom clearance system or service platform (e g, 504)
can use the hash value to retrieve the corresponding custom clearance data from the data
source. For example, if order data associated with an order needs to be retrieved by the
customs authority, the custom clearance service platform 504 can send the corresponding
hash value to an e-business platform (EBP) that possesses the order data. Based on the hash
value, the EBP can send the order data back to the custom clearance service platform S04 to
be delivered to the customs authority,

{6065} To provide further context for embodiments of this specification, and as
ntroduced above, distributed ledger systems (BL8s), which can also be referred to as
consensus networks {(e.g., made ap of peer-to-peer nodes), and blockcham networks, enable
participating entities to securely, and immutably conduct transactions, and store data.
Although the term blockchain 1s generally associated with particular networks, and/or use
cases, blockchain s used herein to generally refer to a DLS without reference to any
particular use case.

{0066} A blockchain s a data structure that stores transactions m a way that the
transactions are immutable. Thus, transactions recorded on a blockchain are reliable and
trustworthy. A blockchain includes one or more blocks. Each block in the chain is linked to a
previous block mmmediately before 1t in the chain by including a cryptographic hash of the
previous biock. Fach block also includes a timestamp, iis own cryptographic hash, and one or
more transactions. The transactions, which have already been verified by the nodes of the
blockchain network, are hashed and encoded into a Merkle tree. A Merkle iree 1s a data
structure in which data at the leaf nodes of the tree i1s hashed, and all hashes in each branch of

the tree are concatenated at the root of the branch. This process continues up the tree to the
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root of the entire tree, which stores a hash that is representative of all data in the tree. A hash
purporting to be of a transaction stored in the tree can be quickly verified by determining
whether it is consistent with the structure of the tree.

{6067} Whereas a blockchain is a decentralized or at least partially decentralized data
structure for storing transactions, a blockchain network is a network of computing nodes that
manage, update, and maintain one or more blockchains by broadcasting, verifying and
validating transactions, etc. As introduced above, a blockchain network can be provided as a
public blockchain network, a private blockchain network, or a consortium blockchain
network. Hmbodiments of this specification are described in further detail herein with
reference 1o a consortium  blockchain network, It 158 contemplated, however, that
embodiments of this specification can be realized in any appropriate type of blockchain
network.

[B068] In general, a consortium blockchain network is private among the participating
entities. In a consortiurn blockchamn network, the consensus process is controlled by an
authorized set of nodes, which can be referred {6 as consensus nodes, one or MOre CONSESNSUS
nodes being operated by a respective entity (e.g., a financial institution, insurance company}.
For example, a consortium of ten {10} entities {e.g, financial mstitutions, insurance
companies} can operate a consortium blockchain network, each of which operates at least one
node 1o the consortium blockchain network.

{0669] In some examples, within a consortium blockehain network, a global blockchain
18 provided as a blockchain that 1s replicated across all nodes. That s, all consensus nodes are

s

in perfect state consensus with respect to the global blockchain, To achieve consensus {e.g.

agreement to the addition of a block to a blockchain), a consensus protocol 15 implemented
within the consortium blockchain network. For example, the consortium blockchain network
can implement a practical Byzantine fault tolerance (PBFT) consensus, described in further
detail below.

{0670 FIG. 1 1s a diagram iHustrating an example of an environment 100 that can be
used to execute embodiments of this specification. In some examples, the environment 100
enables entities to participate in a consortium blockchain network 102, The environment 100

includes computing systems 106, 108, and a network 110 1n some examples, the network

110 mcludes a local area network (LAN)}, wide area network (WADRMN), the Iniernet, or a
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combination thereof, and connects web sites, user devices {e.g, computing devices), and
back-end systems. In some examples, the network 110 can be accessed over a wired and/or a
wireless communications link. In some examples, the network 110 enables communication
with, and within the consortium blockchain network 102, In general, the network 110
represents one or more communication networks. In some cases, the computing systems 106,
108 can be nodes of a cloud computing system {not shown}, or each of the computing
systems 106, 108 can be a separate cloud computing system including a number of
computers mnierconnected by a network and functioning as a distributed processing system.
{8671} In the depicted example, the computing systems 106, 108 can each include any
appropriate computing device that enables participation as a node n the consortium
blockchain network 102, Examples of computing devices include, without limitation, a server,
a desktop computer, a laptop computer, a tablet computing device, and a smartphone. In
some examples, the computing systems 106, 108 host one or more computer-implemented
services for interacting with the consortium blockchain network 102 For example, the
computing system 106 can host computer-implemented services of a first entity {e.g., user A},
such as a transaction management system that the first entity uses to manage its transactions
with one or more other entities (e.g., other users). The computing system 108 can host
computer-implemented services of a second entity {e.g, user B}, such as a transaction
management system that the second entity uses to manage its transactions with one or more
other entities (e.g., other users). In the example of FIG. 1, the consortium blockchain network
102 13 represented as a pesr-to-peer network of nodes, and the computing systems 106, 108
provide nodes of the first entity, and second entity respectively, which participate in the
consortium blockchain network 102,

{6072} FIG. 2 depicts an example of an architecture 200 in accordance with embodiments
of this specification. The example conceptual architecture 200 includes participant systems
202, 204, 206 that correspond to Participant A, Participant B, and Participant C, respeciively.
Each participant (e.g., user, enterprise) participates in a blockchain network 212 provided as
a peer-to-peer network including a plurality of nodes 214, at least some of which immutabiy
record information in a blockchain 216, Although a single blockchain 216 is schematically

depicted within the blockchain network 212, multiple copies of the blockchain 216 are
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provided, and are maintained across the blockchain network 212, as described i further
detail herein.

{0073} In the depicted example, each participant system 202, 204, 206 is provided by, or
on behalf of Participant A, Participant B, and Participant C, respectively, and functions as a
respective node 214 within the blockchain network. As used herein, a node generally refers
to an individual system (e g., computer, server) that 1s connected to the blockchain network
212, and enables a respective participant to participate in the blockchain network. In the
example of FIG. 2, a participant corresponds 1o each node 214, It 13 contemplated, however,
that a participant can operate multiple nodes 214 within the blockchain network 212, and/or
multiple pariicipants can share a node 214. In some examples, the participant systems 202,
204, 206 communicate with, or through, the blockchain network 212 using a protocol {e.g.,
hypertext transfer protocol secure (HTTPS)), and/or using remote procedure calls (RPCs).
{0074} Nodes 214 can have varying degrees of participation within the blockchain
network 212, For example, some nodes 214 can participate in the consensus process {e.g., as
miner nodes that add blocks to the blockchain 216}, while other nodes 214 do not participate
in the consensus process. As another example, some nodes 214 store a complete copy of the
blockchain 216, while other nodes 214 only store copies of portions of the blockchan 216
For example, data access privileges can Hmit the blockcham data that a respective participant
stores within its respective system. In the example of FIG. 2, the participant systems 202, 204,
and 206 store respective, complete copies 2167, 2167, and 216" of the blockchain 216.

[p07 5] A blockchain (e.g., the blockchain 216 of FIG. 2) 13 made up of a chain of blocks,
each block storing data. Examples of daia include transaction data representative of a
fransaction between two or more participants. While transactions are used herein by way of
non-limiting example, it s contemplated that any appropriate data can be stored in a
blockchain (e g, documents, images, videos, audic). Examples of a transaction can include,
without limitation, exchanges of something of value (eg, assets, products, services,
currency). The transaction data is immutably stored within the blockchain. That is, the
transaction data cannot be changed.

{B076] Before storing in a block, the transaction data is hashed. Hashing is a process of
transforming the transaction data (provided as string data) mnto a fixed-length hash value

{also provided as string data). It 15 not possible to un-hash the hash value to obtain the
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transaction data. Hashing ensures that even a slight change in the transaction data results ina
completely different hash value Further, and as noted above, the hash value is of fixed length.
That 1s, no matter the size of the transaction data the length of the hash value 1s fixed
Hashing includes processing the transaction data through a hash function to generate the hash
value. An example of a hash function includes, without limitation, the secure hash algorithm
{SHA)-256, which outputs 256-bit hash values.

{8877} Transaction data of multiple transactions are hashed and stored in a block. For
example, hash values of two transactions are provided, and are themselves hashed to provide
another hash. This process is repeated unul, for all transactions to be stored in a block, a
single hash value 15 provided. This hash value is referred to as a Merkle root hash, and s
stored in a header of the block. A change in any of the transactions will result in change in its
hash value, and ultimately, a change in the Merkle root hash.

[B078] Blocks are added to the blockchain through a consensus protocol. Multiple nodes
within the blockchain network participate in the consensus protocol, and perform work to
have a block added to the blockchain. Such nodes are referred 1o as consensus nodes. PBFT,
introduced above, 15 used as a non-hmiting example of a consensus protocol. The consensus
nodes execute the consensus protocol to add transactions to the blockcham, and update the
overall state of the blockchain network,

{6079} In further detail, the consensus node generates a block header, hashes all of the
transactions in the block, and combines the hash value in pairs to generate further hash values
until a single hash value is provided for all transactions n the block (the Merkle root hash).
This hash is added to the block header. The consensus node also determines the hash value of
the most recent block in the blockchain (ie, the last block added to the blockchain). The
consensus node also adds a nonce value, and a timestamp to the block header.

{080] In general, PBFT provides a practical Byzantine state machine replication that
tolerates Byzantine faulis (e.g., malfunctioning nodes, malicious nodes}. This is achieved in
PBFT by assuming that faults will occur {e.g., assuming the existence of independent node
failures, and/or manipulated messages sent by consensus nodes). In PBFT, the consensus
nodes are provided in a sequence that includes a primary consensus node, and backup
consensus nodes. The primary consensus node is periodically changed. Transactions are

added to the blockchain by all consensus nodes within the blockchain network reachung an
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agreement as to the world state of the blockchain network. In this process, messages are
transmitted between consensus nodes, and each of the consensus nodes proves that a message
is received from a specified peer node, and verifies that the message was not medified during
transmission.

{0081} In PBFT, the consensus protocol is provided in multiple phases with all consensus
nodes beginning in the same siate. To begin, a client sends a request to the primary consensus
node to invoke a service operation (e.¢., execute a transaction within the blockchain network),
In response to receiving the request, the primary consensus node multicasts the request to the
backup consensus nodes. The backup consensus nodes execute the request, and each sends a
reply to the client. The client waits until a threshold number of replies are received. In some
examples, the client waits for £+1 replies o be received, where { is the maximum number of
faulty consensus nodes that can be tolerated within the blockchain network. The final result
15 that a sufficient number of consensus nodes come to an agreement on the order of the
record that is to be added to the blockchain, and the record 1s either accepted, or rgjected.
{6082} In some blockchain networks, cryptography is implemented to maintain privacy
of transactions. For example, if two nodes want to keep a transaction private, such that other
nodes in the blockchain network cannot discern details of the transaction, the nodes can
encrypt the transaction data. An example of cryptography wncludes, without bruitation,
symmetric encryption, and asymmetric encryption. Symmetric encryption refers to an
encrypiion process that uses a single key for both encryption (generating cyphertext from
plaintext), and decryption {generating plaintext from cyphertext). In symmetric encryption,
the same key is available to multiple nodes, so each node can en-/de-crypt transaction data.
{0083 Asymmetric encryption uses keys pairs that each include a private key and a
public key, the private key being known only to a respective node, and the public key being
known to any or all other nodes in the blockchain network. A node can use the public key of
another node to encrypt data, and the encrypted data can be decrypted using other node’s
private key. For example, and referring again to FIG. 2, Participant A can use Participant B’s
public key to encrvpt data, and send the encrypted data to Participant B. Participant B can use
its private key to decrypt the encrypted data {cyphertext) and extract the original data
{plaintext). Messages encrypted with a node’s public key can only be decrypted using the

node’s private key.
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{0084} Asymmetric encryption is used to provide digital signatures, which enables
participants in a transaction to confirm other participants in the transaction, as well as the
validity of the transaction. For example, a node can digitally sign a message, and another
node can confirm that the message was sent by the node based on the digital signature of
Participant A, Digital signatures can also be used to ensure that messages are not tampered
with in transit. For example, and again referencing FIG. 2, Participant A is to send a message
to Participant B. Participant A generates a hash of the message, and then, using s private
key, encrypts the hash to provide a digital signature as the encrypted hash. Participant A
appends the digital signature to the message, and sends the message with digital signature to
Participant B. Participant B decrypts the digital signature using the public key of Participant
A, and exiracts the bash. Participant B hashes the message and compares the hashes. If the
hashes are same, Participant B can confirm that the message was indeed from Participant A,
and was not tampered with.

{6085} In some embodiments, nodes of the blockcham network, and/or nodes that
commumnicate with the blockcham network can operate using trusted execution environments
(TEEs). At a high-level, a TEE 1s a3 trusted environment within hardware {(one or more
processors, memory} that i3 isolated from the hardware’s operating environment {eg.,
operating systermn {8}, basic inpuwt/output system (BIOS)) In further detail, a TEE 15 a
separate, secure area of a processor that ensures the confidentiality, and integrity of code
executing, and data loaded within the main processor. Within a processor, the TEE runs in
parallel with the 0S. At least portions of so-called trusted apphications {TAs) execute within
the TEE, and have access to the processor and memory. Through the TEE, the TAs are
protected from other applications running in the main OS. Further, the TEE cryptographically
isolates TAs from one another inside the TEE.

{06086} An example of a TEE includes Software Guard Extensions (SGX) provided by
intel Corporation of Santa Clara, California, United States. Although SGX 15 discussed
herein by way of example, it is contemplated that embodiments of this specification can be
realized using any appropriate TEE.

{6087 SGX provides a hardware-based TEE. In SGX| the trusted hardware is the die of
the central processing unitl (CPU), and a portion of physical memory is isolated to protect

select code and data. The isolated portions of memory are referred to as enclaves. More
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particularly, an enclave is provided as an enclave page cache (EPC) in memory and is
mapped to an application address space. The memory (e g.. DRAM) includes a preserved
random memory (PRM) for SGX. The PRM is a continuous memory space in the lowest
BIOS level and cannot be accessed by any software. Each EPC is a memory set {e.g., 4 KB)
that is allocated by an OS to load application daia and code in the PRM. EPC metadata
{EPCM) 1s the eniry address for respective EPCs and ensures that each EPC can only be
shared by one enclave. That is, a single enclave can use multiple EPCs, while an EPC 15
dedicated to a single enclave.

{00RE] Durning execution of a TA, the processor operates in a so-called enclave mode
when accessing data stored n an enclave. Operation in the enclave mode enforces an exira
hardware check to each memory access. In SGX, a TA 15 compiled to a trusted portion, and
an untrusted portion. The trusted portion is inaccessible by, for example, 08, BIOS,
privileged system code, virtual machine manager (VMM), system management mode {SMM),
and the like. In operation, the TA runs and creates an enclave within the PRM of the memory.
A trusted function executed by the trusted portion within the enclave 1s called by the
untrusted portion, and code executing within the enclave sees the data as plaintext data
{unencrypted), and external access to the data 15 denied. The trusted portion provides an
encrypted response to the call, and the TA continues to execute.

[B08Y] An attestation process can be performed to verify that expected code {e.g., the
trusted portion of the TA) is securely executing within the SGX-provided TEE. In general,
the attestation process includes a TA receiving an attestation request from a challenger (e.g.,
another node in the blockchain network, a key management system {(KMRE) of the blockchain
network). In response, the TA requests that its enclave produce a remote-attestation, alse
referred to as a quote. Producing the remote-attestation includes a local-attestation being sent
from the enclave to a so-called quoting enclave, which verifies the local-attestation, and
converis the local-attestation into the remote-atiestation by signing the local-atiestation using
an asymmetric attestation key. The remote-attestation {quote} is provided to the challenger
{e.g., KMS of the blockchain network}.

{6090 The challenger uses an attestation verification service to venify the remote-
attestation. For SGX| Intel provides the Intel Attestation Service {EAS), which receives the

remote-attestation from the challenger, and verifies the remote-attestation. More particularly,
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the 1AS processes the remote-attestation, and provides a report {e.g., attestation verification
report {AVR}), which indicates whether the remote-attestation s verified. If not verified, an
error can be indicated. If verified (the expected code is securely executing in the TEE), the
chailenger can start, or continue mteractions with the TA. For example, in response to the
verification, the KMS (as challenger} can issue asymmetric encryption kevs {e.g., a public-
key and private-key pair) to the node executing the TEE (e g, through a key exchange
process, such as elliptical curve Diffie-Hellman (ECDH)) to enable the node to securely
communicate with other nodes, and/or clients. Additional details of the TEE technology are
described in, e.g., PCT application PCT/CN2019/081180, filed on April 3, 2019, the contents
of which are incorporated by reference.

{0091} FIG. 3 1s a diagram illustrating an example of services 300 provided by a custom
clearance service platform 332 in accordance with embodiments of this specification. The
purpose of the service platform is to provide application program interfaces {(APIs) of data
services to various participants in the custom clearance process. The data services are based
on blockchain technology implemented on a consortium blockchain network. The consortium
blockchain network can include nodes owned by one or more of the service platform 332,
business users 314 (e.g., e-business platform {EBP)), data provider 316 {(custom clearance
agent platform}, customs 313, payment services providers, delivery services companies,
and/or individual users. Efficiency and transparency of the custom clearance process can be
ensured by using the custom clearance service platform to interface with data from the
blockchain of the consortium blockchain network.

{6092} In this specification, the term “custom clearance agent platform” refers to the
platform (which can include a combination of hardware and software) provided or managed
by custom clearance agents or brokers who represent buyers in preparing and submitting
documents for obtaining custom clearance from the customs authorities. The term “custom
clearance service platform” (332 in FIG. 3) refers to the platform {which can include a
combination of hardware and software} using the inventive technologies described in this
specification.

{0093 The functions 302 of the custom clearance service platform 332 can be invoked
by a system administrator through an administrator portal 304. The functions invoked by the

system adminustrator can include one or more of adding new users 306 with permissions to
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ase the custom clearance service platform 332, removing users 308, seiting permussion levels
310 based on different user types, or updating the list of users 312

{0094} The users can be owners of blockchain nodes of a consortium blockchain network
associated with a blockchain 362 or parties mvolved in transactions that produce or are
associated with the custom clearance data. The user types can inciude one or more of custom
clearance service platform users, business owners, the custom clearance agent platform,
delivery services companies, payment services companies, customs, and custom clearance
service platform system adomurnustrators. The following table, Table 1, lists some example

properties under a user sub-model modeled by the custom clearance service platform 332

Table |

userid string, unique User [D
userfype enum User type
publicKey baset4d encoded string Public key

Adias of private key
used by the custom
clearance service
privateKeyAlias string platform to invoke the
private key kept in
secured digital key

vault
, Account ID on the
beAccountld string :
blockchain
{6095} The functions 302 of the custom clearance service platform 332 can aiso be

invoked by participants of the custom clearance process mncluding business users 314, data
providers 316, and customs authority 318 Those participants can perform functions
including one or more of adding new documents 320, querying documents 322, verifying

documents 324, updating documents 326, or linking documents 328. In some examples, the
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documents that are mvolved in the custom clearance process can include one or more of
order documents, logistics documents, shipment tracking documents, or payment documents.
{0096} Part or all of the documents can be encrypted by encryption keys to protect
privacy of the document owners. The document owners can determine which users can be
allowed to access the plaintext version of the documents and request the system administrator
1o set access permissions 310 of the documents. In some embodiments, the document owners
can provide a list of users that are permitted to access the plaintext version of the documents
besides the document owners themselves.

{8897} In some examples, the encryption key used to encrypt the documents can be a
syminetric key. To set access permission 310 for a user, the system administrator can encrypt
the symmetric key by using the public key of the user. The encrypted version of the
symmetric key can be stored in a smart contract. The users that have access of the document
can retrieve the encrypted version of the symmetric key from the smart contract and use ifs
corresponding private key to decrypt the encrypted version of the symmetric key. After the
symmetric key 1s decrypted, the user can use it to decrypt the encrypted document.

{0098] The custom clearance service platform 332 mchludes an AP layer 334 that
comprises multiple APls available to be called by the users to provide services associated
with custom clearance. Those APls can be accessed through a software application {APP)
from a computing device. The APls can nterface with services mcluding one or more of
custom clearance services 336, user contrel services 338, privacy and encryption
services 340, distributed information storage (DIS) services 342, document lifecycle
management services 344, or smart contract services 346.

{0099 The custom clearance services 336, user control services 338, and privacy and
encryption services 340 are user-oriented, meaning that those services are provided mainly
for the users or system admimistrator of the custom clearance service platform. The DIS
services 342, document lifecycle management services 344, and smart contract services 346
are blockchain-oriented, meaning that those services are provided mainly for the blockchain
nodes of the consortium blockchain network.

{0100 The custom clearance services 336 can be provided for the users for handling
different types of documents. The user control services 338 can be provided to the system

adminstrator for access control of users of the custom clearance service platform 332 The
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privacy and encryption services 340 can be provided to the system administrator and users
for providing encryption services to allow different levels of document privacy controls.
{0101} The DIS services 342 can be provided to selectively store custom clearance data
in either the smart contract data cache 364 or the permanent blockchain database 366. The
document lifecycle management 344 can be used to manage or update events associated with
different types of documenis, such as an order recetved event, a payment refunded event, etc.
The smart contract services 346 can be provided to perform smart contract related functions
such as creating and executing a smart contract, creating smart contract pools, etc.

{0102} In some embodiments, notification services 348 can be provided for one or more
blockchain nodes of the consortium blockchain network, so that the blockcham nodes can
notify the custom clearance service platform 332 and/or the users for updates on document
evenis 350 (e g., new document added, document status change) and user events 352 {e.g,
new user added, user permission level changed).

{6163} The storage of data on the blockchain 362 can include smart contract data
cache 364 storage and blockchain database 366 storage. In general, a document can include
both data that can be modified or updated, and data that are unmodifiable or does not need to
be modified. The modifiable data can be referred to as mutable data, or dynamic data, which
can be stored m the smart contract data cache 364, The unmodifiable data can be referred to
as immutable data, which can be permanently stored on the blockchain in the blockchain
database 366. In some embodiments, the custom clearance service platform 332 can
determine mutable data and immutable data in a document. More details on custorn clearance
data storage are discussed in the description of FIG. 8

§0104] FIG. 4 15 a flow diagram iHusirating an example of an internal system 400 of the
custom clearance service platform 332 in accordance with embodiments of this specification.
At a high-level, the custom clearance service platform’s internal system 400 can include an
application program, or APP, 402, a database 404, a key management system (KMS} 406,
and a computing and connectivity component 408 In some embodiments, the iniernal
system 400 can include fewer or more components. The internal system 400 is connected to a
blockchain network 409 that includes a plurality of blockchain nodes (only blockchain node
410 and blockchain node 412 are depicted in FIG. 4 for illustration purposes, it is understood

that the blockchain network 409 can include many additional blockchain nodes).
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{0165} The APP 402 can be a software program for carrying the APIs of the service
platform for providing data services associated with custom clearance. The APP 402 can be
an interface between users of the service platform 332 and the internal system 400 of the
service platform 332 For example, the APP 402 can be used to receive mput including user
profile information, login information, custom clearance data, etc. In some embodiments,
data related to custom clearance can be stored in a database 404, The database 404 can
include any memory or database module and can take the form of volatile or non-volatile
memory, including, without limaation, magnetic media, optical media, random access
memory (RAM), read-only memory (ROM), removable media, or any other suitable local or
remote memory component. The database 404 can store various objects or data, mcluding
classes, frameworks, applications, backup data, business objects, jobs, web pages, web page
templates, database tables, repositories storing busmess or mutable data, and any other
appropriate information including any parameters, variables, algorithrns, instructions, rules,
constraints, or references thereto assoctated with the purposes of the APP 402 or the internal
system 400.

{6106} Example data can include order data, fogistics data, tracking data, payment data,
ternplates, and encrypiion keys, etc. Additionally, the database 404 can include any other
appropriate data, such as VPN applications, firmware logs and policies, firewall policies, a
security or access log, print or other reporting files, as well as others. In some examples, the
APP 402 can retrieve data from the database 404 through a database APL

{0107] The APP 402 can communicate information related to custom clearance with a
compuiing and connectivity component 408 In some embodiments, the computing and
connectivity component 408 can inchide a trusted computing module 420, a trusted timing
module 422, and a trusted identity module 424. The trusted computing module 420 can
include one or more processors 1o execute mstructions provided by a software development
kit (SDK}. Example instructions can include performing encryption, generating digital
signatures and/or ZKPs, or other applicable proofs. In some embodiments, the one or more
data processors can have a TEE that is isolated from the one or more processors’ operating
system and configured to provide enhanced confidentiality and integrity of code executing,

and data loaded within, the one or more data processors.
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{0108} In some embodiments, the trusted computing module 420 can be configured to
record data associated with custom clearance in compliance with privacy laws. For example,
the trusted computing module 420 can generate a hash value of the record (1.e., a transaction
hash), and add a block that includes the record and the hash value to the blockchain
assoctated with the blockchain network 409, As discussed earlier, a document can include
mutable data and immutable blockchain data that are separately stored in a smart contract
data cache and a blockchain database. In some embodiments, for a same document or smart
contract transaction, the transaction hash of the mutable data can be stored with the
corresponding immutable data under the same data structure on the blockcham, so that the
mutable data and the mmmutable data can be linked. Alternatively or additionally, the
transaction hash of the immutable data can be stored with the corresponding mutable data in
the smart contract data cache so that the immutable data and the mutable data can be linked.
{0109} In some embodiments, the service platform 332 can add index data to the
document to link the mutable and immutable data. The mdex data can be stored in both the
smart contract data cache and the blockchaim database to associate the mutable data with the
immutable data.

{8116 In some examples, the index data can include a document ID. The document 1D
can be stored with mutable data of a document in the smart contract data cache The
document ID can also be stored with immutable data of the document on the blockchain m
the blockchain database. In some examples, a document can be associated with multiple
transactions. The mndex data can include transaction hashes of the transactions. A transaction
hash can be stored with mutable data associated with a transaction in the smart contract cache.
The transaction hash can also be stored with immutable data associated with the transaction
on the blockchain. As such, both mutable data and immutable data can be identified from two
storage locations when a document or a transaction associated with the document is queried.
{0111} In some embodiments, the trusted computing module 420 can be configured to
provide a verified record of the steps/operations performed by the APP 402 in response to a
request for the verified record associated with a document for custom clearance. The trusted
computing module 420 can also provide a verified time stamp generated by a trusted timing

module 422, a verified identity generated by a trusted identity module 424, and/or the
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compuiation result associated with each step/operation of the steps/operations performed by
the APP 402

{0112} In some embodiments, the encryption keys used to perform encryption, and
generate digital signatures and proofs can be provided by the KMS 406 to the trusted
computing module 420, In some embodiments, the KMS 406 can generate, store, and
manage encryption keys. In some embodiments, the KMS 406 includes a secure application
environment implemented using the TEE technology {e.g., Intel SGX). One or more software
programs or hbraries can be executed by the TEE.

{0113} In some embodiments, the trusted timing module 422 can be configured to
generate time stamps based on national standard timing information {e.g., Greenwich Mean
Time (GMT), UTC), or timing mformation obtained from a global positioning system. In
some ernbodiments, the trusted timing module 422 can synchronize the time 1t mamntains with
the global time adopted by the blockchain nodes of the blockchain network 409 to ensure
accuracy of the time stamps stored on the blockchain,

{8114} In some embodiments, the tfrusted timung module 422 can be configured to
generate tume stamps associated with different users using different standard times in
different regions. For example, the trusted timing module 422 can generate time stamps
associated with an e-business platformn (EBP) using a first standard time recognized by an
nternational delivery services provider, and to generate time stamps associated with a
customer using a second standard time recognized by a domestic services provider associated
with the customer, 1n which the EBP and the customer reside in different regions having
different logistics systems.

{0115 The trusted identity module 424 can be configured to verify an identity of a
service platform user based on one or more of unique 1Ds associated with the user. In some
embodiments, the unique IDs can include at least one of the following: (i} a mobile phone
number, (i1} a credit card number, (i1} a user 1D associated with an online payment system,
{1v} a wser 1D associated with an online shopping account, (v} a user ID associated with a
music streaming or downloading account, (vi} a user I associated with a movie streaming or
downloading account, (vii} a user 1D associated with a messaging or chat account, (viii) a
user 1D associated with an online banking account, (ix) a user 1D associated with a ride

hatling service, {(x} a user 1D} associated with an online food ordering service, {x1} a social
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security number, (xit) a driver’s license number, (xiii} a passport number, {xiv) a user 1D
associated with an online gaming service, (xv) an ID issued by a government entity, (xvi) one
or more fingerprints, (xvii} one or more voice prints, or {xvii) iris information.

{6116} In some embodiments, the unique 1Ds can also include a decentralized identifier
of the user. The decentralized identifier can include a universal resource locator (URL)
scheme identifier, an identifier for a deceniralized identifier method, and a decentralized
identifier method-specific identifier. The decentralized identifier can point to a corresponding
decentralized identifier document, which can mclude descriptive text in a preset format (e.g,
JSON-LD} about the decentralized identifier and the owner of the decentralized 1dentifier.
The decentralized identifier can serve as a umform resource wdentifier (URI) for locating the
decentralized wdentifier document. The decentralized identifier document can include various
properties such as contexts, deceniralized identifier subject, public keys, authentication,
authorization and delegation, service endpomts, creation, updates, proof, and extensibility.
The decentralized identifier document can define or point to resources defining a plurality of
operations that can be performed with respect to the decentralized identifier. In the examples
described n this specification, the decentralized identifiers comply with the standards
specified by the World Wide Web Consortium {(W3C). However, other decentralized

identifiers can also be used.

{0117} In some embodiments, the unique ID can be used to uniquely identify a taxpayer
associated with an order. The unigue ID can be embedded by the custom clearance agent
platform or the custom clearance service platform into the custom clearance data associated
with the taxpayer or the order, before the data 1s recorded on the biockchain. The custom or
other law enforcement agency can trace custom clearance data associated with the taxpayer
or the order based on recovering the embedded unique ID. As such, it can be ensured that an
order is not fraudulently split among muliiple buyers to cause the value of the order to be
under a taxable threshold for the purpose of tax evasion. Additional information about unique
s can be found in applications PCT/CN2019/095299, filed on July 9, 2019,
POT/CN2019/103780, filed on August 30, 2019, and CN201910963431.0, filed on October

11, 2019. The above applications are hereby incorporated by reference.
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{0118} In some embodiments, the trusted identity module 424 can be configured to verify
different users residing in different regions having different tax systems by using different
ilentifiers. For example, the trusted identity module 424 can be configured to verify the
identity of a first user using at least one of a first set of identifiers recognized by a first tax
system associated with the first user, and to verify the identity of a second user using at least
one of a second set of ideniifiers recognized by a second tax system associated with the
second user, in which the first and second users reside in different regions having different
fax systerss.

{0119} In some examples, the computing and connectivity component 408 can also
include a router 426 that can route information processed by the one or more processors to a
blockcehain node 410 i the blockehain network 409 communicably coupled to the imnternal
systern 400. As discussed earhier, the blockchain node 410 can be a cloud node that can sign
and/or verify messages, and coromunicate with other blockchain nodes. The blockchain node
410 can also be a consensus node that participates in a consensus procedure in the blockchain
network 409, In some embodiments, the communications inside and betwsen the internal
system 400 and blockchain network 409 can be performed based on a secure communication
protocol such as the hypertext transfer protocol secure (HTTPR) or transport layer security
{TLS). For example, the functions performed by the blockchain node 410 can be defined n a
smart contract, in which mining nodes of the blockchain network execute the functions m the
smart contract and consensus nodes of the blockchain network venify the transactions.

{0128 Transactions added on a blockchain can be vernified and agreed upon by
blockchain nodes in the blockchain network 409 through consensus based on a consensus
protocol. Example consensus protocols can inchude proof of work (PoW}, proof of stake
(PoS), and PBFT, etc. The blockchain nodes can be associated with customers, online or
retail sales platforms, cusiom clearance data providers, international and domestic delivery
service providers, customs, service platforms, etc. Once added, the data become immutable
and can be trusted by the participants of the custom clearance processes.

{8121} The time, 1dentity, and content carried by the custom clearance data recorded on
the blockchain can be trusted. The blockchain enables the APP 402 that provides the custom
clearance services to preserve verified records of information {e.g, who, what, and when)

about events that occur during each of multiple steps or critical time points of the services.
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The records of information are preserved in ways that comply {or are more comphant
compared to previous systems) with predetermined rules. For example, when the custom
clearance is at a Chinese custom, the predetermined rule can be the Customs Law of the
People’s Republic of China.

{8122} FIG. 5§ is swim-lane diagram illustrating an example of a process 500 of handling
custom clearance data in accordance with embodiments of this specification. At a high-level,
the participants of the process 500 include a local system of a custom clearance agent
platform 502, a custorn clearance service platform 504, and one or more blockchain nodes of
a consortium blockchain network 506, The process 500 can be performed to record and
update data and statuses related to custom clearance to a blockchain corresponding to the
consortium blockcham network 506. As discussed 1n the description of FIG. 3, the custom
clearance agent platform 302 can act as an agency for collecting and providing data related to
custom clearance. The custom clearance service platform 504 can be a service platform as
discussed m the description of FIG. 4. The custom clearance service platform 504 can
provide APIs to the custom clearance agent plaiform 502 for accessing various blockcham-
based services.

{8123} At 508, the custom clearance agent platform S02 can make an API call to invoke a
service supported by the custom clearance service platform 504 to record order data
associated with an order o the blockchain, The custom clearance agent platform 502 can
receive order information from various resources, such as EBPs, online retailers, or brick and
mortar (B&M) stores. In some embodiments, to ensure counsistency of data to faciliate
efficient computational processing, the order information can be converted by the custom
clearance agent platform 502 to standard order parameters and coded into computer codes {o
be processed by the custom clearance service platform 504 In some examples, order
parameters can generally include order subject parameters and merchandise parameters.
{6124} The following table, Table 2, lisis some example codes of order subject
parameters and their corresponding properties. More or fewer order subject parameters can
be included i the order parameters than the parameters listed in the table below, in

accordance with embodiments of this specification.
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Table 2

orderNo Order number String 64
Total actual
payment (including
actualPaid payment of BigDecima | (8,3
merchandise,
shipping, tax, etc.)
orderCommitTime | Time of the order String 32
ebpCode EBP code String 64
ebpName EBP name String 128
~ E" Y >S8 ~,
ebcCode bu%mh% . String 64
corporation code
E-business .
ebcNanie ) business String 128
cofporation name §
serviceType Service type String ]
Actual payment in
actualpaidForeign local currency of BigDecima 1 (8,3)
merchandise
allCargoTotalPrice Total price of BigDecima | (8,3)
merchandise o
Total tax of BigBecima 1 o
allCargoTotalTax . N {8,3)
merchandise
buyerldNumber | Buyer’s ID number String 32
buyerldType Buver’s ID type String 2
buyerName Buyer’s name String 64
Buyer’s ID on the o
buyerReglNo Y ERP String 64
) Buyer’s phone i n
buyerTelephone String 32
number
cargoDescript h/ierchgngiase String 256
description
currency Currency type Siring 8
freight Shipping cost Bighecima | {8,3)
goodsNurmber Number of iterns Int 4
purchased
. Electronic order .
derTvpe PRI
orderType type String 2
merchantName Merchant name String 128




WO 2020/169123 PCT/CN2020/094948

16125}

and their corresponding properties. More or fewer merchandise parameters can be included

The following table, Table 3, hists some example codes of merchant parameters

in the order parameters than the parameters listed in the table below, in accordance with

embodiments of this specification.

Table 3
Merchandise .
barCode String 32
barcode
cargoTotalTax Total tax BigBecima 1 (12,5)
Country of oy
country merchag dise String 8
currency Currency type String &
gnum Merchandise number String 4
itemDescript Diescription of item String 128
ttenName Name of item String 256
hscode hscode String 16
codeTs Tax code String 16
price Merchandise price BigDecima | (8.3)
foreignPayPrice Payigﬁm pme o BigDecima 1 (8,3)
= foreign currency N ‘
weight weight double (5,3}
qty Quantity of items BigDecima | (5,0)
iotalPrice 1 oigi price of BigDecima 1 (8,3}
merchandise
sptOl Reserved fields String 128

{6126} In some embodiments, data used for custom clearance can also include standard
header parameters when provided to the custom clearance service platform 504 for
processing. For example, the custom clearance agent platform 502 can also include header
parameters when providing order parameters to the custom clearance service platform 504
for recording on the blockchain. The following table, Table 4, lists some example codes of
header parameters and their properties. More or fewer header parameters can be provided to

the custom clearance service platform 504 in accordance with embodiments of this

specification.
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Table 4
Custom clearance
type {e.g., personal : X
patternType itz;i, E»ngrégas direct String 8
mail, bonded goods)
Port code {e.g., the
port port code for String 3
Shanghai is 2200)
custCode Custom code String 8
coName Company name String 128
coCode Company code String 654

{8127} In some embodiments, the custom clearance agent platform 502 can further
generate a document 1D associated with the order to be stored to the blockchain. The
document I can be used to locate the header parameters and order parameters associated
with the order. Accordingly, the order data is sent by the custom clearance agent
platform 502 as computer codes that nclude the document 1D, the header parameters, and the
order parameters.

{0128] The header parameters are often considered not confidential and can be stored
with the document ID to the blockchain without encryption. The order parameters contain
nformation that can be considered private to the buyer and seller and can be encrypted
before sending to the consortium blockchain network 506 for storage. After recetving the
parameters, the custom clearance service platform 504 can encrypt the order parameters at
510, In some examples, the encryption of the order parameters can be performed by the
computing and connectivity component 408 as discussed m the description of FIG. 4.

{0129} In some embodiments, the encryption keys can be derived based on a linear secret
sharing scheme (L858} through negotiations among the participants of the custom clearance
process. For example, the participants, such as the custom clearance agent platform 502, the
custom clearance service platform 504, and the customs authority can be the participants
involved in the encryption key negotiations. Additional details of the encryption key
negotiations are described in, eg, Chinese Application No. 201911187078.8, filed on

November 27, 2019, the content of which 18 incorporated herein by reference. Such
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encryption key derivation technologies enhance security of the encrypiion keys and reduce
the possibilities of deciphering by a third party.

{0130} In some embodiments, the custom clearance service platform 504 can also
generate ZKPs associated with the parameters. The ZKPs can be provided to the blockchain
nodes of the consortium blockchain network 506 together with the encrypted parameters,
such that the blockchain nodes can verify the legitimacy of the order data without knowing
its content. After verifying that the order data is legitimate, the blockchain nodes of the
consortium blockchain network 506 can perform consensus to record the parameters on the
blockchain.

{0131} In some embodiments, the ZKPs can include proof under a homomorphic
encryption scheme, range proof, and/or zero test. The homomorphic encryption scheme can
be used to separately encrypt the total actual payment (e.g., “actualPaid” in Table 2), the total
merchandise price {e.g, “aliCargoTotalPrice”), the total tax (e.g., “allCargoTotalTax™), and
the shipping cost (e.g., “freight”}. After performing the homomorphic encryption scheme, the
encrypted parameters cannot be revealed without decryption. However, based on the
homomorphic nature of the encryption scheme, it can be verified that the total actual
payment eguals the summation of the total merchandise price, the total tax, and the shipping
cost, if this 15 true for their encrypted counterparts. Additional details of the homomorphic
encryption are described in, eg, PCT/ON2013/114344, PCT/ON2018/114421, and
PCT/CN2018/114420 filed on April 22, 2019, the contents of which are mcorporated by
reference.

{6132} In some embodiments, a range proof can be used o prove that an amount 1S
within a range without revealing the actual amount. In some examples, a range proof can be
provided by the custom clearance service platform 504 to show that the actual payment price
or other parameters are within a reasonable range. For example, a reasonable range can be sat
as 0 to 2" for the actual payment price. As another example, a range proof can be set for the
total merchandise price to verify that the value of the order meets a taxable amount. In some
examples, the range proof can be provided to show that the total merchandise price is less
than or equal to the total actual payment. The zero test can be used to prove that an amount is
zero. For example, a zero test can be used to determine that the total actual pavment 1s non-

zero such that custom clearance is warranted.
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{0133} At 512, the custom clearance service platform 504 can add its digital signature to
the order data. The digital signature can be generated by the custom clearance service
platform’s S04 private key for the blockchain nodes in the consortium blockchain
network 506 to verify the identity of the sender.

{0134] At 514, the custom clearance service platform 504 can send the digially signed
order data to the consortium blockchain network S06, e g, by calling a smart contract on the
blockchain associated with the consortium blockchain network 306. At 516, the blockchain
nodes of the consortium blockchain network 506 can perform consensus to record the order
data on the blockchain In some embodiments, the consensus is performed after the
blockchain nodes pre-verify the legitimacy of the order data based on the ZKPs.

{0135} As discussed in the description of FIG. 3, as the custom clearance data
accumuiates, the volume of the data can be high, which can significantly raise the storage
cost. In some embodiments, the custom clearance data can be stored either in g smart contract
data cache or a blockchain database. The smart contract data cache can be a storage medium
with faster read and write speeds but higher storage cost, such as hardware caches, random
access memory {RAM), or 3 solid state drive. The blockchain database can be a storage
medium with slower read and write speeds and a lower storage cost, such as a hard disc drive.
The smart contract data cache can be used to store mutable data used for executing a smart
contract, while the blockchain database can be used to store incremental, permanent
blockchain data. As such, a better balance between processing efficiency and storage cost of
the blockchamn data can be achieved.

{0136} In some embodiments, types of data io be stored in the smart contract data cache
can include data that can be updated, such as the document type, document ID, document
status, mapping data, encryption kevs, or other data that are modifiable. For example,
parameters such as order number (e.g., “orderNo” in Table 2}, owner ID {e. g, “ownerlD”),
port code {e.g., “port” in Table 4}, custom code (e.g., “custCode™}, custom clearance type
{e.g., “patternType”} can be stored in the smart contract data cache.

{8137} The types of data to be stored in the blockchain database can include, e g, order
i, encrypted data and their corresponding storage location in the smart contract, or other

immutable data. For example, the order subject parameters and merchandise parameters can
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be stored in the blockchain database. The smart coniract codes, input, output, and execution
logs can also be stored on the blockchain in the blockchain database.

{0138} Moreover, data stored in the blockchain database can be encrypted to protect
privacy of the data owners. As discussed in the description of FIG. 3, the encryption key used
to encrypt the documenis can be a symmetric key. A data owner can provide access
permission of the plaintext data to a user by issuing an encrypted version of the symmetric
key using the user’s public key. Assuming that encrypted data is stored in the blockchain
database, a hash value of the encrypted data can be generated and stored with the encrypted
version of the symmetric key to the smart contract data cache.

{0139] To query the data, an authorized user can search the smart contract data cache to
obtain the hash value and the encrypted version of the symmetric key. The user can use iis
private key to decrypt the encrypted version of the symmetric key. If the symmetric key 15
successfully decrvpted, the user can determine that she has access permission to the plamtext
data. The user can then use the hash value to locate the encrypted data from the blockchain
storage, and use the symmeiric key to decrypt the encrypted data.

{6148} In some embodiments, one or more blockchain nodes of the consortium
blockchain network 506 can notify the custom clearance service platform 504 that the order
data has been recorded on the blockchain, The custom clearance service platform 504 can
then forward the notification to the custom clearance agent platform 502 at 518, In some
examples, the custom clearance service platform 504 can also forward the notification to the
customs authority to notify that the order data 1s ready to be retrieved from the blockchamn
when needed.

{0141} At 520, the custom clearance agent platform 502 can make an AP call to update
the order data. The API call can be in the form of a request, which includes the document ID
of the data to be updated. The custom clearance service platform 304 can invoke a smart
contract on the blockchain to perform the update operations. Generally, the document to be
updated can be located based on its document 1D The update operations can include
updating states of the document, adding additional parameters to the document, associating
multiple documents with the same document 1D, and associating multiple transactions
associated with the same document, etc. In some embodiments, document states, such as

order states and logistics states, can be accumulated and updated in batch to improve
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efficiency. Examples of order states and logistics states are described in the description of
FIG. 7.

0142} After the update operations are performed, the custom clearance service
platform 504 can add its digital signature at 522 to prove tts authenticity and provide it to the
consortium blockchain network 506 for storage at 524, At 526, the blockchain nodes of the
consortium blockchain network 506 perform consensus to record the updates to the
blockchain. Because the updates are performed on data that are modifiable, they can be
stored in the smart contract on the blockchain.

{0143} In some embodiments, one or more blockchain nodes of the consortium
blockchain network 306 can notify the custom clearance service platform 504 that the
updates have been recorded on the blockchamn. The custom clearance service platform 504
can then forward the notification to the custom clearance agent platform 502 at 528, In some
examples, the custom clearance service platform 504 can also forward the notification to the
customs authority to notify that new updates associated with the order are recorded and are
ready to be retrieved from the blockchain for review when needed.

{6144} At 530, the custom clearance agent platform 502 can make an API call to invoke a
service from the custom c¢learance service platform 504 to record logistics data associated
with shipment of the order to the blockchain. The custom clearance agent platform 502 can
receive logistics information from delivery services providers or freight services providers.
Similar to the order information, the logistics information can be converted to standard
logistics parameters to ensure data consistency and faciiitate computational processing,
{0145} The following table, Table 5, lists some example codes of logistics parameters
and their corresponding properties. More or fewer logistics parameters can be provided to the

custom clearance service platform 504 in accordance with embodiments of this specification.
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Table 5

PCT/CN2020/094948

Overseas segment

logisticsNo o String 64
= tracking number =
Overseas segment
fogisticsName delivery services String 128
company name
domesticTrackNo Dome§t;,c segment String 64
tracking number
Domestic segment
domesticTrackName|  delivery services String 128
COMmpany name
customBeclCo Company for‘ String 128
custom declaration
waybillNo Waybill Number String 64
packageWeight Package Weight BigDecima 1 (5,3
rectip Delivery zip code String 32
receiverAddress Delivery address String 256
recever{ ity Delivery city String 64
receiverCountry Delivery country String 64
receiverCounty Delivery county Niring 64
receiveridNumber Recipient 1D String 32
recetverldType Type of ID String 2
receiverName Recipient name Niring 64
receiverTel Recipient phone String 32
number <
recerverProvince | Recipient province String 64
sender C:;rzpany;\la Sendern Zi;(;mpany String 128
senderAddr Sender address String 256
sender(ity Nender city String 64
senderCountry Sender couniry String 64
senderProvince Sender province String 64
senderZip Sender zip code String 32
senderTel Sender phone String 32
number ©
senderName Sender name Niring 64
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{0146} Similar to the order data, the logistics data used for custom clearance can also
include standard header parameters and a document [D when provided to the custom
clearance service platform 504 for processing. For example, the custom clearance agent
platform 502 can also include header parameters when providing logistics parameters to the
custom clearance service platform 504 for recording on the blockchain. Accordingly, the
logistics data is sent by the custom clearance agent platform 502 as computer codes that
include the document 1D, the header parameters, and the logistics parameters.

{0147} The logistics parameters contain information that can be considered private to the
buyer and seller. The parameters can be encrypted before sending to the consortium
blockchain network 506 for storage. After receiving the parameters, the custom clearance
service platform 504 can encrypt the logistics parameters at 532, In some examples, the
encryption of the logistics parameters can be performed by the computing and connectivity
component 408b as discussed in the description of FIG. 4.

[01438] At 534, the custom clearance service platform 504 can add its digital signature to
the logistics data. The digital signature can be generated by the custom clearance service
platform’s 504 private key, in which the digital signature can be used by the blockchain
nodes in the consortium blockchain network 506 to verify the identity of the sender.

{0149] At 536, the custom clearance service platform 504 can send the digitally signed
logistics data to the consortium blockchain network 506, e.g., by calling a smart contract on
the blockchain associated with the consortium blockchain network 506 At 538, the
blockchain nodes of the consortium blockchain network 506 can perform consensus to record
the logistics data on the blockchain.

{0150 Simular to the order data, in some examples, header parameters such as port code
{e.g., “port”y, custom code {e.g., “custCode™}, custom clearance type {e.g., “patternType”)
can be stored in the smart contract data cache part of the blockchain. In some examples,
logistics parameters that are encrypted can be siored in the blockchain database.

{0151} In some embodiments, one or more blockchain nodes of the consortium
blockchain network 506 can notify the custom clearance service platform 504 that the
logistics data has been recorded on the blockchain. The custom clearance service
platform 504 can then forward the notification to the custom clearance agent platform 502 at

540. In some examples, the custom clearance service platform 504 can also forward the
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notification to the customs authority to notfy that the logistics data is ready to be retrieved
from the blockchain for review when needed.

{0152} At 542, the custom clearance agent platform 502 can make an API call to update
the logistics data. The API call can be in the form of a request, which includes the document
1D of the data to be updated. The custom clearance service platform 504 can invoke a smart
contract on the blockchain to perform the update operations. After the update operations are
performed, the custom clearance service platform 504 can add its digital signature at 544 to
prove the authenticity of the updated logistics data and provide the updated logistics data to
the consortium blockchain network 506 for storage at 546, At 548, the blockchain nodes of
the consortium blockchain network 306 perform consensus to record the updated logistics
data to the smart contract on the blockchain,

{0153] In some embodiments, one or more blockchain nodes of the consortium
blockchain network 506 can noufy the custom clearance service platform 504 that the
updated logistics data have been recorded on the blockchain. The custom clearance service
platform 504 can then forward the notification to the custom clearance agent platform 502 at
550. In some examples, the custom clearance service platform 504 can alse forward the
notification to the customs authority to notify that new updates associated with the logistics
data are recorded and are ready to be retrieved from the blockchain for review when needed.
{0154] At 552, the custom clearance agent platform 502 can make an API call to hink the
logistics data with the order data. In some embodiments, the request for hinking logistics data
and order data can be mitiated by a user of the custom clearance service platform 504, such
as an EBP, a logistics company, the custom clearance agent platform 502, or a customer. For
example, an order can include a plurality of items corresponding to a plurality of logistics
transactions {&.g., shipments) and payment transactions {e.g., separate payments for different
shipments}. The user can send the request to link the order document to all the related
logistics transactions associated with the order.

{0155] In some examples, the request can include an order ID {e.g., order number) of an
order document and one or more logistics transaction {Ds of one or more logistics documenis
associated with the order. In response to receiving the request, the custom clearance service
platform 504 can invoke a smart contract to store the order {1 and the one or more logistics

transaction IDs under a data structure corresponding to the order in the smart contract data
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cache. In some embodiments, a list of logistics transaction 1Ds associated with the order can
be stored under the data structure for storing the order data. In some embodiments, for each
logistics transaction, the smart contract can also be mvoked to store the order 1D in the
logistics data corresponding to the logistics transaction stored in the smart contract data
cache. Examples of a data structure of order data and logistics data stored in the smart
contract data cache are provided in the description of FIG. 6. As such, when the order
document or logistics transactions are searched through its corresponding document ) later
on, the order ID and its corresponding logistics transaction 1D{s) can be found under the
same data structure. The document 1Ds can then be used to locate the corresponding
documents from the blockchain stored in the blockchain database.

{0156} In some examples, the order 1D and its corresponding logistics transaction 1D(s)
can be referred to as “linkage information” that hinks the corresponding order document and
logistics document(s). The linkage information can be information used for linking other
document types m accordance with this specification.

{81587} In some examples, the request can include the document B of the order and one
or more logistics documents associated with the order. In response to receiving the request
for hnking logistics data and order data, the custorn clearance service platform S04 can
invoke the smart contract to store the hash values of the logistics documents under the data
structure corresponding to the order in the smart contract data cache. As such, when the order
document 1s searched through its document ID later on, the hash values of the logistics
documents associated with the order can be found under the same data structure. The hash
values of the logistics documenis can then be used to locate the corresponding logistics
documents from the blockchain stored in the blockchain database.

{6158} After the documents are linked, the custom clearance service platform 504 can
add its digital signature at 554 to the updated order data and/or logistics data, and provide 1t
to the consortium blockchain network 506 for storage at 556. At 558, the blockchain nodes of
the consortium blockchain network 5006 perform consensus o record the updates to the smart
contract on the blockchain.

{0159] In some embodimenis, one or more blockchain nodes of the consortium
blockchain network 506 can notify the custom clearance service platform 504 that the

logistics data and the order data recorded on the blockchain are linked. The custom clearance
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service platform 504 can then forward the notification to the custom clearance agent
platform 502 at 560.

{0160} At 562, the custom clearance agent platform 502 can make an AP call to invoke a
service from the custom clearance service platform S04 to record payment data associated
with payment of the order to the blockchain. The custom clearance agent platform 502 can
receive payment information from the EBP, the customer, or a bank where the payment is
made from. Similar to the order mformation and logistics information, the payment
information can be converted to standard payment parameters {o ensure data consistency and
facilitate processing by the computing systems.

{0161] The following table, Table 6, lists some example codes of payment parameters
and their corresponding properties. More or fewer logistics parameters can be provided to the

custom clearance service platform 504 i accordance with embodiments of this specification.

Table 6
payTransactoniD | Pavment transaction 1D String 64
merchantOrderNo Order number String 64
businessid Business 1D String 64
fotalPavment Total actual payment BigDecima 1 (3.3}
payMethod Payment method String 16
payMerchantName Pavec name String 128
pavMerchantCode Pavee business code String 64
pavTime Time of payment String 32
Currency Pavment curtency String 7
pavBuyerName Payor name String 64
payBuyerfdNu Payor’s ID String 32
payBuyerTel Payor’s phone number String 32

{0162} Similar to the order data and the logistics data, the payment data used for custom
clearance can also include standard header parameters and a document 1D when provided to
the custom clearance service platform 504 for processing. For example, the custom clearance
agent platform 502 can also include header parameters when providing payment parameters
to the custom clearance service platform 504 for recording on the blockchain, Accordingly,
the pavment data is sent by the custom clearance agent platform 502 as computer codes that

include the document I3, the header parameters, and the payment parameters.
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{0163} The payment parameters contain information that can be considered private to the
buyver and seller and can be encrypted before the payment parameters are sent to the
consortium blockchain network 506 for storage. After receiving the payment parameters, the
custom clearance service platform 504 can encrypt the pavment parameters at 564, In some
examples, the encryption of the pavment parameters can be performed by the computing and
connectivity component 408 as discussed in the description of FIG. 4.

{8164} In some embodiments, the custom clearance service platform 504 can also
generate ZKPs associated with the payment parameters. The ZKPs can be provided to the
blockchain nodes of the consortium blockchain network 506 together with the encrypted
payment parameters, such that the blockchain nodes can verify the legitimacy of the payment
data without knowing its conient. After verifying that the pavment data is legitimate, the
blockchain nodes of the consortium blockchain network 506 can perform consensus to record
the payment parameters on the blockchain,

{0168} At 566, the custom clearance service platform 504 can add its digital signature to
the payment data. The digital signature can be generated by the custom clearance service
platformy’s 504 private key to enable the blockchain nodes in the consortium blockcham
network 506 to verify the identity of the sender.

{0166} At 568, the custom clearance service platform 504 can send the digitally signed
payment data to the consortium blockchain network 506, e.g., by calling a smart contract on
the blockchain associated with the consortium blockchain network 506, At 570, the
blockchain nodes of the consortium blockchain network 506 can perform consensus to record
the payment data on the blockchain,

{0167} Similar to the order data and the logistics data, in some examples, header

13

parameters such as port code (“port”), custom code {(“custCode™), custom clearance type
{“patternType”} can be stored in the smart contract data cache part of the blockchain. In some
examples, payment parameters that are encrypted can be stored in the blockchain database.

{0168] In some embodiments, one or more blockchain nodes of the consortium
blockchain network 506 can notify the custom clearance service platform 504 that the
payment data has been recorded on the blockchain. The custom clearance service

platform 504 can then forward the notification to the custom clearance agent platform 502 at

$72. In some examples, the custom clearance service platform 504 can also forward the
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notification to the customs authority to notify that the payment data is ready to be retrieved
from the blockchain for review when needed.

{0169} At 574, the custom clearance agent platform 502 can make an AP call to link
the payment data with the order data and/or the logistics data. In some embodiments, the
request for linking payment data and order data can be mnitiated by a user of the service
platform 506, such as an EBP, a logistics company, the custom clearance agent platform 502
or a customer. For example, an order can include a plurality of iems corresponding to a
plurality of payment transactions and a plurality of logistics transactions. The user can send
the request to link the order document to the related payment transactions associated with the
order,

{0170] In some examples, the request for linking payment data and order data can include
an order ID (e.g., order number) of an order document and one or more payment transaction
1Ds of one or more payment documents associated with the order. In respounse to receiving
the request, the custom clearance service platform 504 can invoke a smart contract to store
the order ID and the one or more payment iransaction IDs under a data siructure
corresponding to the order i the smart contract data cache. In some embodiments, for each
payment transaction, the smart contract can also be mvoked to store the order ID mn the
payment data corresponding to the payment transaction stored i the smart contract data
cache. Examples of a data structure of order data and payment data stored in the smart
contract data cache are provided in the description of FI{ 6. As such, when the order
document or a payment transaction 1s searched through its corresponding document ID later
on, the order ID and its corresponding payment transaction ID{s} can be found under the
same data structure. The document 1Ds can then be used to locate the corresponding
documents from the blockchain stored in the blockchain database.

{6171 In some exampies, the request for linking payment data and order data can include
the document I of the order and one or more payment documents associated with the order.
In response to receiving the request, the custom clearance service platform 504 can invoke
the smart contract to store the hash values of the payment documents under the data structure
corresponding to the order in the smart contract data cache As such, when the order
document is searched through its document 1D later on, the hash values of the payment

documents associated with the order can be found under the same data structure. The hash
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values of the pavment documents can then be used to locate the corresponding pavment
documents from the blockchain stored in the blockchain database.

{6172} After the documents are linked, the custom clearance service platform 504 can
add its digital signature at 376 to the updated order data and/or payment data, and provide
them to the consortium blockchain network 506 for storage at 578, At 580, the blockchain
nodes of the consortium blockchain network 306 can perform consensus to record the
updated order data and/or payment data to the smart contract on the blockchain,

{0173] In some embodiments, one or more blockchain nodes of the consortium
blockchain network 506 can notify the custom clearance service platform 504 that the
logstics data and the order data recorded on the blockchain are hinked. The custom clearance
service platform 504 can then forward the notification to the custom clearance agent platform
502 at 582.

{8174} In sormne embodiments, in the process 300 of FIG. 3, before the custom clearance
agent platform 502 can make an API call to request recordimg or updating order data,
logistics data, or payment data, or to request lmking of two or more types of custom
clearance related data, the custom clearance service platform 504 determines whether the
custom clearance agent platform 502 1s a member who i3 authorized to perform those actions,
For example, 3 smart contract on the blockchain can maintain a data structure (e g, database}
that stores mformation about authorized members, and the actions that each member 1s
authorized to perform. For example, the data structure can include a first list of members who
are authorized to record import custom clearance data for a new import order. For each
existing mmport order, the data structure includes a second list of members who are
authorized to perform actions on documents associated with the mmport order, and
information about what types of actions the members are authorized to perform.

{0175 The custom clearance service platform 504 provides an identifier of the custom
clearance agent platform 502 to the smart contract and requesis the smart contract to
determine whether the custom clearance agent platform 502 is authorized to perform the
requested actions. If the smart coniract confirms that the custom clearance agent platform
S02 15 authorized to perform the requested actions, the custom clearance service platform 504
performs the steps in the process 500 If the smart contract determines that the custom

clearance agent platform 502 15 not authorized to perform the requested actions, the custom
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clearance service platform 504 denies the request from the custom clearance agent platform
502

{8176} In some embodiments, the custom clearance agent platform 502 collects
information from parties that are involved in the custom clearance process, in which the
parties may include, e.g., the importer who wishes to import the merchandise specified in the
import order, the payee bank, the payor bank, the delivery service company for the overseas
segment, and the delivery service company for the domestic segment. The custom clearance
agent platform S02 interacts with the custom clearance service platform 504 and sends
requests for recording and/or updating order data, logistics data, and/or payment data, and/or
linking two or more types of data. In this example, the importer, the banks, and the delivery
service companies do not mieract with the custom clearance service platform 504

{61771 In some embodiments, the custom clearance agent platform 502 collects
mformation from parties that are involved in the custom clearance process, interacts with the
custom clearance service platform 504, and sends requests for recording and/or updating
order data, logistics data, and/or payment data, and/or inking two or more types of data. The
importer, the banks, and the delivery service companies can also interact with the custom
clearance service platform 304 directly and send requests for recording and/or updating order
data, logistics data, and/or payment data, and/or linking two or more types of data. In this
example, each of the parties (other than the custom clearance agent platform 502) may have
authorization to perform himited actions, such as modifying certain parameters but not other
pararmeters.

{6178} For example, the delivery service company for the domestic segment is authorized
o record or update information related to the delivery for the domestic segment, and is not
authorized to record or update information related to the delivery for the overseas segment.
The delivery service companies are not authorized to record or update payment data. The
banks are authorized to record or update parameters related to financial information, and are
not authorized to record or update parameters related to delivery of merchandise.

{8179} In some embodiments, a designated party, such as an administrator of the custom
clearance service platform 504, is responsible for adding a member to the list of members
authorized to perform actions on data related to the import order. For example, the

adminmistrator can send a request to the custom clearance service platform 504 to request that
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a new member be added o the hist of authorized members. The administrator can provide
information about the new member, such as an identifier of the member, a type of the
member, and a name of the member, to the custom clearance service platform 504,

{6180} The custom clearance service platform 504 invokes a smart contract on the
blockchain (that stores the data related to the import order) to request that a new member be
added to the listed of authorized members, and indicate the types of actions that the new
member 15 authorized to perform. The custom clearance service platform 504 provides
information about the new member, such as an identifier of the member, a type of the
member, and a name of the member, to the smart contract. The smart contract updates the
data structure to add the new member to the hist of members who are authorized to perform
actions on the data related to the import order. The smart contract sends a message to the
custom clearance service platform 504 to indicate that the new member has been added to the
list of authorized members. The custom clearance service platform 504 then sends a message
to the admumstrator to confirm that the new member hags been added to the list of authorized
members. The custom clearance service platform 504 can provide an APl {e.g., AddMember}
to enable the administrator to add a new member,

{0181} The custom clearance service platform 504 can enable the designated party to
update mformation about an existing member, imcluding, e.g., updating contact information
of the member, updating the actions that the member 15 authorized to perform, or removing
the member from the list of authorized members. For example, the custom clearance service
platform 504 can provides an API {(eg, UpdateMember<memberlD>) to enable the
administrator to update information about a member that can be identified by the member’s
identifier {e.g, memberiD). Upon receiving the request from the administrator about
apdating information of a member, the custom clearance service platform 504 mvokes the
smart contract on the blockchain o request that information about the member be updated.
The smart contract updates the data structure to update the information about the member.
The smart contract sends a message to the custom clearance service platform 504 to indicate
that the information about the member has been updated. The custom clearance service
platform 504 then sends a message to the administrator to confirm that the information about

the member has been updated.
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{0182} The custom clearance service platform 504 can provide an APl {eg,
QuervMember<memberfD>} to enable the administrator to query or look up the import
order{s} for which a specified member is an authorized member that can access data
associated with the import order(s).

{0183} The custom clearance service platform 504 can provide an APl {eg,
QuervMember<orderii>>) to enable the administrator to query or look up members who are
authorized members that are authorized to perform actions on documents associated with a
specified import order,

{0184} FIG 6 13 a relational diagram illustrating an example of relationships between
sub-models of a computer-implemented model 600 in accordance with embodiments of this
specification. The computer-implemented model 600 can be used by one or more software
applications of the service platform, such as the custom clearance service platform 5304
discussed in the description of FIGS. 3-5, for processing custom clearance data. The
processed custom clearance data is to be recorded on the blockchain to facilitate the custom
clearance process. At a high-level, the model 600 can have sub-models including a user sub-
model 602, a document sub-model 604, an order data sub-model 606, a payment data sub-
model 608, a logistics data sub-model 610, and a tracking data sub-model 612,

{6185} The user sub-model 602 can be used to model properties of users allowable to
access the services provided by the service platform as discussed m the description of FIG. 3.
Each user can correspond to one or more order documents modeled under the order sub-
model 606. Each order document can mclude a unique order number {e.g., “orderNo*”}, one
or more references to link the order document to one or more payment documents {e.g.,
“refPaymentTrxNo”}, one or more references to link the order document to one or more
logistics documents {e.g., “reflogisticsNe™}, and an order state (e g., “status”}. For example,
the refPaymentTrxNo reference can include a list of payment transaction IDs of payment
transactions associated with the order document. The reflLogisticsNo reference can include a
list of logistics documents associated with the order document As such, all payment and
logistics transactions can be found when the order is searched for.

{0186] FEach payment document can be modeled under the payment sub-model 608, The

payment document can include a pavment document number {eg., “pavmentTrxNo™”), a
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reference to hink back the payment document to the order document {e.g., “refOrderNo™), and
a payment state {e.g., “status”}.

{0187} Each logistics document can be modeled under the logistics sub-model 610. The
logistics document can include a logistics document number {e.g., “logisticsNo™”}), a
reference to link back the logistics document to the order document {e.g., “refOrderNo™), and
a logistics state {e.g., “status”). In some examples, the logistics document can also be linked
to one or more tracking records modeled under the tracking sub-model 612 Fach tracking
record can include a tracking number (e.g., “trackNo™”) of one or more iterms in the order, a
reference that links the tracking record back to the logistics document, tracking content {e. g,
“content”), and a tracking status {e.g., “status”). In some examples, the references such as
refPavmentTrsNo, refLogisticsNo, and refOrderNo, can be referred 1o as linkage information
that links the corresponding documents,

{0188] In some embodiments, the order document, logistics document, and payrent
document can be child documents generated based on a parent document modeled under the
document sub-model 604 In some embodiments, the document sub-model 604 can be
imvoked to generate data to Hnk the order document, logistics document, and payment
document together. Properties of the document sub-model 604 can include document ID {e.g,
“documentid®”), document type (e g, “docuomentType”) and document states (e g., “status”},

[¢189] In FIG. 6, the user sub-model 602 i3 used to model properties of users who are
given access the services provided by the service platform as discussed in the description of
FIG. 3. For example, the smart contract can be configured to determine whether a user 13 an
authorized member based on a comparison of the characteristics of the user and the
properties included in the model For example, the user model 602 may indicate that the
authorized members have the member type “financial institution.” In this example, a user that
has the member type other than “financual institution,” such as “delivery services company,”
is not an authorized member,

{6190 There can be more than one custom clearance agent platform. For example, a first
custom clearance agent platform processes documents associated with a first import order,
and a second custom clearance agent platform processes documents associated with a second
import order. The first custom clearance agent platform can be an authorized member for the

first import order, and 1s not an authorized member for the second 1import order. The second
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custom clearance agent platform can be an authorized member for the second mmport order,
and 1s not an authorized member for the first import order,

{8191} The custom clearance service platform 504 confirms whether the user sending a
request to record or update order data, logistics data, and/or payment data, or o link multiple
pieces of data, 1s an authorized user. This reduces the likelthood of tampering of the data
associated with the mmport order, enhancing the integrity of the data associated with the
import order and stored on the blockchain.

{0192] FIG. 7 1s a graph illustrating an example of a progression of states 700 m
accordance with embodiments of thus specification. As discussed earlier, the states of the
order data, logistics data, and payment data associated with a hfecycle of an order can
progress over iime. The state information is recorded on the blockchain and 1s available to be
retrieved by the customs authority to review for custom clearance. To ensure consistency of
the state data recorded on the blockchain, the custom clearance service platform 504 can
generate the state data according to a state machine. The state machine can be shown as a
graph depicted in FIG. 7. The state machine is configured to progress from one state to the
next state in response to an event.

{8193} The progression of states 700 can be at 3 start state at 702, At 704, in response o
an order pick-up event, the state of the order data and/or logistics data progresses to a pick-up
pending state. At 706, in response 1o an event that a delivery services provider recetves a
shipment order, the state of the order data and/or logistics data progresses from the pick-up
pending state to a shipment pending state. At 708, in response to an order shipped event, the
state of the order data and/or logistics data progresses to an order shipped state. At 710, in
response to an event that the order document, logistics document, or the payment document
is received at the custom clearance agent platform 502, the custom clearance service platform
504, or the customs authority, the state of the data progresses to a document received state.
{6194} At 711, a decision can be made regarding whether the document received satisfies
the requirements for clearing customs. If the document received satisfies the requirements for
clearing customs, a custom cleared state can be assigned at 712, The state of the order data,
the logistics data, and/or the payment data can be updated to a delivered state at 714 in
response to an event that the order is delivered to the customer. Afterwards, the progression

of states 700 can end at 716. Otherwise, an anomaly state can be assigned to the order data,
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the logistics data, and/or the pavment data at 718, At 719, it can be determined whether the
anomaly can be resolved. If anomaly can be resolved, the data can be resubmitted, and the
state can be updated to a received state again awaiting to be decided whether the resubmitted
data satisfies the requirements for clearing customs. Otherwise, the order can be returned 720,
canceled 722, or refunded 724, and the progression of states 700 ends at 716.

{0195] FIG. 8 15 a diagram illustrating an example 800 of storing custom clearance data
in smart contract pools in accordance with embodiments of this specification. At a high-level,
storage of the custom clearance data can be shared by a smart contract data cache 806
included 1n a blockchain node 802 and a blockchain database 812 The blockchain node 802
can be any node of a blockchain network 409 as discussed in the description of FIG. 4, such
as a blockchain node owned by the custom clearance service platform 504

{0196] The blockchain node 802 can mvoke a virtual machine 808 to execute smart
contracts. Tn some embodiments, the virtual machine 808 can be deployed in a trusted
computing environment such as a2 TEE. In some embodiments, the virtual machine 808 can
be configured to perform smart contract operations by executing instructions of a smart
contract programming language. In some examples, the virtual machine 808 can access
resources external of the TEE during execution of the operation, such as, for example,
external servers, a blockchain, a database, or other resources indicated by the operation. In
some embodiments, accessing external resources can be restricted or dented, such that the
entirety of the execotion of the operations depends only on data stored in the TEE {such as
the smart contract states). This type of restriction can further reduce the possibility of
tampering with the execution of the operations.

{0197 The smart coniract operations can include an execution state for the smart contract
associated with the request contract operation {e.g., add document, update document states,
etc.y. During execution of a smart contract, multiple blockchain nodes of a blockchain
network can execute each instruction of the smart contract individually, and produce a result
indicating an execution state of the smart contract after the completion of executing the
instructions. The execution state can include data associated with the smart contract. Each
executed instruction of the contract can change the conients of the data (e g., to store a value

to be used by a later mstruction in the smart contract).
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{0198} After execution of an instruction of the smart contract, the nodes of the
blockchain network can reach a consensus on the new execution state after execution of the
instruction. This consensus process is performed for each instruction executed in a smart
contract, leading to a consensus as to the execution path of the smart contract. The execution
path can be recorded as a corresponding smart contract execution event log recorded on a
blockchain 814 in the blockchain database 812, Finally, the final result (1.e., output) of the
execution is also recorded on the blockchain 814

{0199] The smart contract data cache 806 can be used to store mutable data managed by
the smart contracts. In general, the nmmtable data can nclude document type, document 1D,
document state, modifiable data of the document content, transaction hash that associates
document data stored in the smart contract data cache 806 and the blockchain database 812,
linkage information provided for linking different documents associated with the same order,
encryption keys, and lists of authorized users to the documents, etc. In some embodiments,
the smart contract data cache can also store mndex data for associating mutable data and
wnmutable data associated with the same document or transaction. As discussed earlier, the
index data can mnclude document [Ds associated with documents and transaction hashes
associated with the transactions. The docurment IDs can be stored i both the smart contract
data cache 806 and the blockchain database 812 to link mutable and immutable data
associated with the same document. The transaction hashes can be stored in both the smart
contract data cache 806 and the blockchain database 812 to link mutable and immutable data
assoctated with the same transactions. As such, both mutable data and immutable data can be
identified from two storage locations when a document or a transaction associated with the
document is queried.

{6200} The document type and document 1D can respectively indicate a type and an
identifier of the document. The document state can indicate a state of the document as
discussed in the description of FIG. 7. The modifiable data of the document content can be
certain content such as overhead inserted into the document by the custom clearance agent
platform {e. g., 502) for data processing.

{0201] The transaction hash can be the hash value of the immutable blockchain data
stored in the blockchain database 812, The encryption keys can include a symmetric key for

encrypting the document data before storing on the blockchain in the blockchain
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database 812 The encryption keys can also include encryption keys associated with users of
the custom clearance service platform 504. As discussed earlier, data stored in the blockchain
database can be encrypted to protect privacy of the document owners. In some examples, the
encryption keys can be supplied by a KMS 406 under a TEE as discussed in the description
of FIG. 4.

{0202] A document owner can provide access permission of the document in plaintext to
another user of the service platform by issuing an encrypted version of the symmetric key
using the other user’s public key. The encrypied data 13 immutable and 15 stored n the
blockchain database 812, a hash value of the encrypted data (1.2, a transaction hash) can be
generated and stored with the encrypted version of the symmetric key to the smart contract
data cache 806 under the same data structure. Generally, the transaction hash can be used to
link the mutable data stored in the smart contract data cache 806 with immutable blockcham
data associated with the same order stored in the blockchain database 812, For example, an
order document and one or more logistics documents associated with an order can include
mutable data stored in the smart contract data cache 806 and encrypted documents stored in
the blockchain database 812, The transaction hashes of the encrypted documents stored in the
blockchain database 812 can be stored with the mutable data under the same data structure in
the smart contract data cache 806. As such, data stored in different locations can be linked
when queried.

{0203} To query the data, a permitted user can search the smart contract data cache 806
to obtain the hash value and the encrypted version of the symmetric key. The user can use her
private key to decrypt the encrypted version of the symmetric key. If the symmetric key 1s
successfully decrypted, the user can determine that she has access permission to the plamtext
data. The user can then use the hash value to locate the encrypied data from the blockchain
storage, and use the symmetric key to decrypt the encrypted data.

{6204} The blockchain database 812 can be used to store the blockchain 814, The
blockchain 814 can include incremenial, mmmutable blockchain data, such as the smart
contract codes, input, output, and execution logs of the smart contracts, and parameters
included in the custom clearance data.

{8205} In some embodiments, mutable data in the smart contract data cache 806 are

stored as key value pairs {KV¥s). The cache storage can be a relatively high-speed, high-cost,
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and low capacity storage medium, as compared to other storage media such as hard disk
drives. When the volume of the KVPs exceeds a certain threshold {e. g., SGB), a cache-miss
state may incur. The cache miss 1s a state where the data requested for processing by a
component or application is not found in the cache memory. Cache miss can cause execution
delays by requiring the program or application to feich the data from other cache levels or the
Main memory.

{8206} In some embodiments, a plurality of smart contract pools 816 can be created in
the blockchain database 812 to store af least a portion of the muiable data managed by the
smart contracts in the smart contract data cache 806, The at least a portion of the mutable
data can then be moved from the high-cost cache storage to the blockchain database 812 to
lower the overall storage cost and alleviate the cache-miss state.

{0207 In some embodiments, a new smart contract address can be added by the
blockchain node 802 to the configuration file 804 to create a corresponding smart contract.
The virtual machine 808 can create a smart contract based on the smart contract address
when the configuration file 304 is executed. A smart contract pool corresponding to the smart
contract can be automatically created in the blockchain database 812 when the corresponding
smart contract 1 created.

{6208] In some embodiments, data stored in the smart contract pools are also recorded on
the blockchain 814 through consensus. In some embodiments, data stored in the smart
contract pool can be exclusively managed by the corresponding smart contract. A contract 1D
of the smart contract can be added to data stored in the corresponding smart contract pool, so
that the data in the pool can be easily queried, retrieved, or otherwise managed by the smart
contract.

{6209} In some embodiments, a document can be stored in one of the smart contract
pools 816 based on a hash value of one or more of the document 1D or document type. A
hash value range can be predetermined and assigned to each of the smart contract pools 816.
For example, for a document with document ID 000001, its md3 hash wvalue is
T69924EADBBFOFT2C6581377419FCB77. Assume that 16 smart contract pools exist, the
document can be stored in the seventh smart contract pool based on the first hexadecimal

aumber of the hash value. Similarly, a document with document ID 000003 has a md3 hash
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value 4DETFOFODASO3FCAABA3OUDCASEOR4FG. The document can be stored in the
fourth smart contract pool based on the first hexadecimal number of the hash value.

{0210} In some embodiments, the order document, logistics documents, and payment
documents associated with the same order can be assigned to a same document ID or tag As
such, they can be easily located when queried from the smart contract data cache 806, the
smart contract pools 816, and the blockcham 814, To link documents associated with the
same order stored in different smart contract pools 816, the contract 1Ds of the corresponding
smart contracts can be added with the corresponding document ID to each document. As
such, the documents can be retrieved from different smart contract pools 816 according to the
contract IDs. In some embodiments, the document 1D can be a transaction hash of the
corresponding document. The transaction hash can be used to locate the corresponding
immutable data stored on the blockchain 814,

{8211} In some embodiments, new smart contract pools can be created periodically. For
example, if a new smart contract pool i3 created every month, the smart contract can be
associated with the time of creation expressed as MMYYYY, where MM represents the
mounth of creation and YYYY represents the year of creation. As such, mutable data created
during a particular month can be stored in the smart contract pool created in that month,
{0212] In some embodiments, the document can be stored in each of the smart contract
pools 816 in a round-robin manner. In some examples, after a smart contract pool reaches its
storage capacity, mutable data of a new document can be stored in the next smart contract
pool. In some examples, after a smart contract pool stores mutable data of a predetermined
amount of documents, mutable data of a new document can be stored in the next smart
contract pool.

{0213} The following describes technology for managing access to custom clearance
information, including information related to import orders, such as information related to
order data, logistics data, and payment data. The custom clearance service platform 504 15
configured o prevent tampering of the custom clearance documents that are submitted to the
customs authority to request custom clearance for an import order. This enables the customs
authority to determine whether to approve the import order to clear customs based on

accurate data. The custom clearance service platform 504 is configured to protect private
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information by allowing only authorized users {0 access the custom clearance documents,
which may include private information of the importers.

{0214} FIG 9 shows an example of a system for implementing a blockchain-based
custom clearance service platform 900 for enabling secure and efficient processing of custom
clearance documents in accordance with embodiments of this specification. For example, the
custom clearance documents can be import custom clearance documents that are used for
clearing customs for import merchandise. The platform 900 provides an integrated interface
that allows users to manage information used in various stages of the custom clearance
process. The custom clearance service platform 900 provides services related to various
stages of processing of custom clearance documents. In some embodiments, the custom
clearance service platform 900 provides services to a cusiom clearance agent platform 906 so
that the custom clearance information processed by the custom clearance agent platform 906
cant be recorded in a secure manner, such as stored in a blockchain database and smarnt
contract data caches. In some embodiments, the custom clearance service platform 900 can
also provide services to other entities associated with an import order, such as one or more
customs authorities 902, one or more customs brokers 904, one or more custom clearance
agent platforms 906, one or more banks or payment companies 908, one or more delivery
service companies 910, one or more merchants 912, one or more importers 914, and one or

more adminstrators 916 through a network 918, such as the Internet.

§0215] For example, the customs authority 902 can be a government agency that 1s
responsible for processing custom clearance, such as reviewing information about import
merchandise, and assessing and collecting the duties, taxes, and fees associated with the
importation of the merchandise. The customs authority 902 is also responsible for detecting

fraudufent activities meant to avoid the payment of the duties, taxes, and fees.

{8216} A feature of the custom clearance service platform 900 13 that the platform
enables linking of multiple types of documents associated with an import order, or multiple
import orders, aliowing the customs authority 902 to more easily review the information
recorded across multiple documents associated with the mmport order, and thus more eastly
detect inconsistencies or anomalies in the documents indicating potential fraudulent activities.

Another feature of the custom clearance service platform 900 is that the platform provides
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encryption services for encrypting private information to protect privacy of the users. .
Another feature of the custom clearance service platform 900 is that the custom clearance
information is recorded in a blockchain database through consensus of the blockchain nodes,
the custom clearance information can be easily verified and trusted by parties that have
access to the blockchain database. A further feature of the custom clearance service platform
900 15 that the platform is scalable through the use of smart contract pools so that the
platform 900 can process large amounts of import clearance data.

{0217] The customs broker 904 can be, e g, a professional who prepares and subnuts
documents to obtain custom clearance from the customs authority 902, The custom clearance
agent platform 906 can be, e.g., an on-line or web-based system maintained by one or more
custom brokers for collecting and processing custom clearance mformation. In some
examples, the custom clearance agent platform 906 collects the custom clearance information
from multiple parties, such as the banks or payment companies 908, the delivery service
companies 910, the merchants 912, and the mporters 914, and provides the collected
nformation to the customs broker 904, who then submits the custom clearance documents to
the customs authority 902, The customn clearance agent platform 906 sends copies of the
custom clearance documents to the custom clearance service platform 900 for record keeping,
e.g., by storing the custom clearance documents in a blockchain database and/or a smart
contract data cache.

{6218} In some embodiments, the custom clearance agent platform 906 submits the
custom clearance documents to the custom clearance service platform 900, and the custom
clearance servige platform 900 notifies the customs authority 902 that the custom clearance
information have been recorded. The customs authority 902 then accesses the custom
clearance information recorded by the custom clearance service platform 900 to assess and
collect the duties, taxes, and fees associated with the import merchandise, and to detect
frauchifent activities.

{6219] The bank or payment company 908 sends payment to the merchant 912. The bank
or payment company 908 provides pavment information associated with the import orders to
the custom clearance agent platform 906. The bank or payment company 908 generates
payment documents that include pavment information related to the import orders, and sends

the payment documents to the custom clearance agent platformm 906. The bank or payment
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company 908 also interacis with the custom clearance service platform 900 to provide, e.g,,

payment information related to the import orders.

{6228} The delivery service company 910 receives the packages including the
merchandise from the merchant 912, generates delivery documents that include shipment
tracking information associated with the maport orders. The delivery service company 910
provides the delivery documents related to the import orders to the merchant 912 and the
custom clearance agent platform 906. The delivery service company 910 transports and
delivers the packages of merchandise to the mmporters 914 The delivery service
company 910 provides updated delivery information, such as updated shipment tracking
information, to the custom service agent platform 906. The delivery service company 910
also interacts with the custom clearance service platform 900 to provide, e.g., shipment

tracking information related to the import orders.

{8221} The merchant 912 provides information about the import order, such as order data,
invoice information, and shipment tracking number to the custom clearance agent platform
906.

{62221 The mmporter 914 places orders for the merchandise, pays for the merchandise,
and mmtiates delivery of the merchandise. The importer 914 can provide relevant information
to the custom clearance agent platform 906, The mmporter 914 can also interact with the
custom clearance service platform 900, e.g., to provide mnformation regarding the import
order, or to obtain information regarding the progress of the custom clearance for the import
order.

{6223} The administrator 916 is responsible for controlling which members or parties
have access to what information, and control authorization levels of the users of the custom
clearance service platform 900 to ensure that privacy of the users are protected.

{8224} In some examples, the custom clearance service platform 900 collects information
from the parties mentioned above (e.g., merchants 912, banks or payment companies 908,
delivery companies 910, and importers 914) and compiles the information into a format that
can be easily reviewed by the customs authority 902, The custom clearance service
platform 900 can link multiple documents obtained from multiple parties to make it easier for

the customs authortty 902 to review the documents together.
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{0225} In some examples, the custom clearance service platform 900 receives custom
clearance mformation about all of the import orders for a region or country, and enables the
customs authority 902 to analyze custom clearance data in novel ways. For example, the
customs authority 902 can query the custom clearance service platform 900 for all import
merchandise that are shipped to a particular address within a specified period of time. If an
importer splits an order into multiple smaller orders that are all shipped to the same address,
it may be difficult to detect the fraudulent activity by examining the individual smaller orders.
By examining all import orders in which the merchandises are shipped to a particular address
within a short period of time, the customs authority 902 may determine that the transactions

have a pattern that indicates a likelihood of fraudulent activity.

{0226} The custom clearance service platform 900 interacts with a blockchain
network 932 that includes a plurality of blockchain nodes 934 to securely record custom
clearance imformation in the blockchain database 366 and the smart contract data cache 364,
As discussed above, the smart contract data cache 364 can store mutable data in the form of
smart contract data, and the blockchain database 366 can store moeremental, mmmutable,
permanent blockchain data. This provides a good balance between processing efficiency and

storage cost of the blockchain data.

{0227} The custom clearance service platform 900 15 configured to provide tools (eg,
web based portals and interfaces, APls, and smart contracts) that enable the customs
authority 902, the custorns broker 904, the custom clearance agent platform 906, the bank or
payment company 908, the delivery service company 910, the merchant 912, the mmporter
914, and the adminstrator 916 to conveniently and securely access and process the custom
clearance mformation and documents associated with the import orders. For example, the
custom clearance service platform 900 can provide interfaces that facilitate the recording,
updating, and reviewing of order data, logistics data, and payment data associated with the
import orders, and facilitate recording of the custom clearance information related to the

import orders in one or more blockchain databases and smart contract data caches.

{6228} For example, the custom clearance service platform 900 can provide tools to
implement the process 500 of FI(G. 5 for handling custom clearance data. In some examples,

the custom clearance service platform 900 includes a custom clearance service module 920, a
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user conirol module 922, a privacy and encryption module 924, a DIS service module 926, a
document lifecycle management module 928, and a smart contract service module 930, The
APl laver 334 (described above in connection with FIG. 3) includes APIs {e.g., 336, 338, 340,
342, 344, and 346) that can be called by the users to invoke the services of the modules 920,
922, 924, 926, 928, and 930, respectively.

{0229] The custom clearance service module 900 includes the notification service 348
(described above in connection with FIG. 3) that enables the blockchain nodes of the
blockchain network to notify the custom clearance service platform 900 and/or the users for
updates on document events and user events.

{0230] Many of the functions provided by the custom clearance service platform 900
related to recording or access information stored in the blockchain database 366 and the
smart contract data cache 364 involve the use of smart contracts. In some embodiments, a
smart contract 1s developed by software programamers and/or people familiar with the custom
clearance process, and the administrator 916 registers the smart contract with the blockchain
network through the custom clearance service platform 900

{6231} For example, the custom clearance service platform 900 can provide an APl {e.g,,
CreateContract<contractld, body>) that can be used fo register a smart contract with the
blockchain network. The administrator 916 invokes the API provided by the custom
clearance service platform 900 to establish a new smart contract with the blockchain network.
The custom clearance service platform 900 sends the request to establish a new smart
contract to the blockchain network. After the blockchain network registers the smart contract
on the blockchain, the blockchain network sends a message to the custom clearance service
platform 900 indicating that the new smart contract has been registered at the blockchain.
The custom clearance service platform 900 then sends a message to the administrator 916
indicating that the new smart contract has been registered at the blockchain.

{6232} Using the process described above, the admunistrator 916 can deploy smart
contracts on the blockchain without interacting with the blockchain network. Ditferent
blockchain networks may have different protocols for deploying smart condracts, and the
protocols may not be intuitive to people who are not familiar with those blockchain networks.
The custom clearance service platform 900 provides an easy-to-use and consistent

application programming interface to enable the admimstrator 216 to deploy the smart
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contracts without having to learn the protocols of each blockchain network for deploying
smart contracts.

{0233} In some examples, the custom clearance service platform 900 includes a smart
contract generator 936 that imcludes customizable smart contract templates that allow a
person familiar with the custom clearance process but is not an expert in computer
programming to be able to generate smart contracts suitable for processing custom clearance
data. The person can invoke the functions of the smart contract generator 936 by calling an
APl in the API layer 334 to generate a smart contract for processing a particular type of
import custom clearance document for a certain stage of the import custom clearance process.
The person can invoke the functions of a smart coniract deployment module 938 by calling
an API in the API layer 334 to deploy the new smart contract on the blockchain, The smart
contract deployment module 938 can include information about protocols for deploving
smart contracts at veracious blockchain networks.

{6234} FIG. 10 13 a flowchart of an example of a process 1000 in accordance with
embodiments of this specification. For conventence, the process 1000 will be described as
being performed by a system of one or more computers, located in one or more locations, and
programmed appropriately in accordance with this specification. For example, an internal
computer system, e.g., the internal systern 400 of FIG. 4, appropriately programmed, can
perform the process 1600,

{6235} At 1002, the computer system receives first information related to an order,
wherein the fust mformation 1s provided, or to be provided, to a service authority for
requesting clearance for merchandize included in the order.

{0236} In some cases, the first data comprises order data, the order data comprises an
order identifier of an order document associated with the import order, the second data
comprises logistics data, the logistics data comprises a logistics transaciion identifier of a
logistics document associated with the import order, and hinking the first data with the second
data comprises invoking a smart contract on the blockchain to store the order identifier and
the logistics transaction identifier in a data structure corresponding to the import order, and
linking the order identifier with the logistics transaction identifier.

18237} In some cases, the first data comprises order data, the order data comprises an

order ideniifier of an order document associated with the import order, the second data
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comprises logistics data, in which the logistics data comprises at least one logistics document,
wherein the process 1000 further comprising: generating a hash value of the at least one
logistics document, and wherein linking the first data with the second data comprises
invoking a smart contract on the blockchain to store the order identifier and the hash value of
the at least one logistics document in a data structure corresponding to the import order, and
linking the order identifier with the hash value of the at least one logistics document.

{0238} At 1004, the computer system encrypts at least a portion of the first information to
generate encrypited first data. In some cases, encrypting at least a portion of the first
nformation comprises encrypting at least a portion of the first information using an
encryption key that is derived based on a linear secret sharing scheme,

[0239] In some cases, the encryption key is derived based on the linear secret sharing
scheme through negotiations among at least two of (1} a custom clearance agent platform
managed by at least one custom clearance agent or broker who represents importers in
preparing and subnmutting information related to custom clearance to the customs authonty, (1)
the service platform, or (111} the custorns authority,

{6248} At 1006, the computer systemn sends the encrypted first data to a blockchain
network to store the encrypted fust data on a blockcham managed by the blockchamn
network, wherein the encrypted first data are stored on the blockchain through consensus of
blockchain nodes of the blockchain network.

{0241} In some cases, the process 1000 further comprising: at the service platform,
receving second information related to the order, wherein the second information g provided,
or to be provided, to the service authority for requesting clearance for the merchandize
included in the order; at the service platform, encrypting at least a portion of the second
information to generate encrypted second data; sending the encrypted second data to the
blockchain network to store the encrypted second data on the blockchain, wherein the
encrypted second data are stored on the blockchain through consensus of blockchain nodes of
the blockchain network; and linking the first data with the second data.

{0242} In some cases, linking the first data with the second data comprises enabling a
user to search for the logistics document by searching for the order identifier in the data
structure corresponding to the order, and searching for the logistics transaction identifier

linked to the order identifier.
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{0243} In some cases, the process 1000 further comprising: at the service platform,
providing an APY to enable the service authority to search for the order identifier, and search
for the logistics transaction identifier linked to the order identifier.

[6244] In some cases, the first data comprises order data, the process 1000 further
comprising: at the service platform, receiving payment data related to the order, wherein the
payment data are provided to the service authority for requesting clearance of the
merchandize associated with the order; at the service platform, encrypting at least a portion
of the payment data to generate encrypted payment data; sending the encrypted payment data
to the blockchain network to store the encrypted payment data on the blockchain, wherein the
encrypted payment data are stored on the blockchain through consensus of blockchain nodes
of the blockchain network; wherein the payment data comprises a pavment transaction
identifier of a payment document associated with the order, and linking the order data with
the payment data, including invoking the smart contract on the blockchain to store the order
identifier and the payment fransaction identifier in the data structure corresponding to the
order, and linking the order identifier with the payment transaction identifier.

{6245} In some cases, the first data comprises order data, the process 1000 further
comprising: at the service platform, receiving payment data related to the order, wherein the
payment data are provided to the service authority for requesting clearance of the
merchandize assocuated with the order; wherein the payment data comprises a payment
transaction 1dentifier of a payment document associated with the order; at the service
platform, encrypting at least a portion of the payment data to generate encrypted payment
data; sending the encrypted payment data to the blockchain network to store the encrypted
payment data on the blockchain, wherein the encrypted payment data are stored on the
blockchain through consensus of blockchain nodes of the blockchain network, wherein the
method comprises generating a hash value of the at least one logistics document, and linking
the order data with the payment data, inclhuding invoking the smart contract on the blockchain
to store the order identifier and the payment transaction identifier in the data siructure
corresponding to the order, and linking the order identifier with the paymeni transaction
identifier.

{0246} In some cases, linking the order data with the payment data comprises enabling

the user to search for the payment document by searching for the order wdentifier m the data
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structure corresponding to the order, and searching for the payment identifier linked to the
order identifier.

{0247} In some cases, the process 1000 further comprising: at the service platform,
providing an APY to enable the service authority to search for the order identifier, and search
for the logistics transaction identifier and the payment identifier linked to the order identifier.
{02438] In some cases, the first data comprises order data, the order data comprises an
order identifier of an order document associated with the order, the second data comprises
payment data, the payment data comprises a payment transaction identifier of a payment
document associated with the order, and linking the first data with the second data comprises
mvoking a smart contract on the blockchain to store the order identifier and the payment
transaction identifier in a data structure corresponding to the order, and linking the order
identifier with the payment transaction identifier,

82497 In some cases, hinking the first data with the second data comprises enabling a
user to search for the payment document by searching for the order identifier in the data
structure corresponding to the order, and searching for the payment transaction identifier
linked to the order identifier.

{8256 In some cases, the process 1000 further comprising: at the service platform,
providing an API to enable the service authority to search for the order identifier, and search
for the payment identifier linked to the order identifier

{0251} In some cases, the process 1000 further comprising: at the service platform,
providing an API to enable the service authority to search for the first data, and search for the
second data linked to the first data.

{0252] In some cases, the first information comprises order data, and the order data
include information about at least one of {1} an identifier of an mmporter associated with the
order, {ii) a name of the importer, (i1i} contact information of the importer, (1v) merchandise
to be imported according to the order, (v} number of items ordered, {vi) price of the
merchandise to be imported, (vii) currency type, or (viii} merchant that sells the merchandise.
{0253} In some cases, the first information comprises logistics data including information
about at least one of (i) an overseas segment delivery tracking number, (it} an overseas
segment delivery service company name, (ii1) a domestic segment delivery tracking number,

{iv} a domestic segment delivery service company name, (v} company name for custom
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declaration, (vi} a waybill number, (vii} package weight, {viii) delivery address, (ix} identifier
of recipient, (x) company name of sender, or (x1} address of sender.

{0254} In some cases, the first information comprises payment data including
information about at least one of (1} payment transaction identifier, (1) order number, (111}
identifier of payee, (iv) name of pavee, {v) total actual payment, (vi} payment method, (vu}
time of payment, {vii1} payment currency, {ix) wdentifier of payor, (x) name of payor, or {xi)
contact information of payor.

[0255] In some cases, the information is provided by a custom clearance agent platform
managed by at least one custom clearance agent or broker who represents importers in
preparing and submitting information related to custom clearance to the service authority,
{0256} In some cases, the process 1000 further comprising: generating one or more zero-
knowledge proofs (ZKPs) related to one or more values associated with the order. In some
cases, the first data comprises at least one of order data or payment data, and generating one
or more ZKPs comprises generating one or more zero-knowledge proofs related to one or
more values associated with at least one of the order data or the payment data.

{6287} In some cases, at least one of the one or more ZKPs 15 generated based on
homomorphic encryption. In some cases, the one or more ZKPs include at least one of a
range proof or a zero test. In some cases, the process 1000 further comprising: at a
blockchain node of the blockchain network, verifving the one or more ZKPs and performing
consensus based on the encrypted information after the one or more ZKPs are verified, and
storing the encrypted imformation 1o the blockchain after the consensus s successfully
performed.

{0258] In some cases, the process 1000 further comprising at the service platform,
receiving updated first information related to the order, encrypting the updated first
information to generate encrypted updated first information, and sending the encrypted
apdated first information to the blockchain network to siore the encrypted updated first
information on the blockchain.

{0259} In some cases, the updated first information includes updated order data. In some
cases, the process 1000 further comprising: at the service platform, receiving updated second
information related to the order, encrypting the updated second information to generate

encrypted updated second information, and sending the encrypted updated second
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information to the blockchain network to store the encrypted updated second information on
the blockchain, wherein the updated second information includes at least one of (1) updated
logistics data, or (i) updated payment data.

{0260} In some cases, encrypting at least a portion of the first information comprises
encrypiing at least a portion of the first information using an encryption key, the process
1000 further comprising: sharing the encryption key with the service authority, and after the
encrypted first data is stored on the blockchain, notifying the service authority that the
encrypted first data are stored on the blockcham.

{0261} In some cases, the process 1000 further comprising: at the service platform,
providing an AP to enable a user of the service platform to request that the first information
be recorded on the blockchain.

{0262] In some cases, providing an AP comprises providing an AP to enable the user of
the service platform to request that at least one of (i} order data, (i) logistics data, or (i11)
payment data be recorded on the blockcham.

[{0263] In some cases, providing an API comprises providing an AP to enable the user of
the service platform to request that at least one of (1) updated order data, (11} updated logistics
data, or (111} updated payment data be recorded on the blockchain,

[0264] In some cases, providing an API comprises providing an API to enable the service
authority to search for data that are associated with the order and stored on the blockchain,
{0265} In some cases, the process 1000 further comprising: generating a digital signature
of the service platform, and adding the digital signature of the service platform to the
encrypted first data to generate digitally signed encrypted first data, wherein sending the
encrypted first data to the blockchain network comprises sending the digitally signed
encrypied first data to the blockchain network to store the digitally signed encrypted first data
on the blockchain,

{6266} In some cases, a service platform comprises: a plurality of service modules and an
API layer comprising a plorality of APIs to enable users to invoke the service modules to
process data related to orders associated with importation of merchandise, in which the data
include information provided, or to be provided, to customs authorities for requesting custom
clearance for the order, and a rules database that includes information about rules for

processing custom clearance data for multiple countries; wherein at the service platform,
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upon receiving first custom clearance data for a first order associated with importation of
merchandise into a first country, the service modules process the first custom clearance data
based on information in the rules database in compliance with rules of the first country, and
wherein at the service platform, upon receiving second custom clearance data for a second
order associated with importation of merchandise into a second country that is different from
the first country, the service modules process the second custom clearance data based on
information i the rules database in compliance with rules of the second country.

{0267} In some cases, a first API of the plurality of APIs enables a first user located in the
first country fo invoke a first smart contract to store first custom clearance data on at least
one of a first blockchain database or a smart contract data cache in comphance with rules of
the first country, wherein the first APl also enables a second user located in the second
country to invoke a second smart contract to store second custom clearance data on at least
one of a second blockchain database or a second smart contract data cache in compliance
with rules of the second country.

{0268] In some cases, the first smart contract is configured to store an immutable portion
of the first cusiom clearance data on the first blockchain database and a mutable portion of
the first custom clearance data on the first smart contract data cache in compliance with the
rules of the first country, and the second smart contract 15 configured to store an ummutable
portion of the second custom clearance data on the second blockchain database and a mutable
portion of the second custom clearance data on the second smart contract data cache in
compliance with the rules of the second country.

{0269} In some cases, a second AP of the plurality of APIs enables a third user located
in the first country to invoke a third smart contract executing on the first blockchain to
request that a first member be added to or removed from a list of authorized members who
are authorized to access the first data based on information in the rules database in
compliance with rules of the first country, and the second API enables a fourth user located
in the first couniry to invoke a third smart contract executing on the first blockchain to
request that a second member be added to or removed from a list of authorized members who
are authorized to access the second data based on information in the rules database in

compliance with rules of the second country.
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10276} In some cases, a clearance platform comprises: a plurality of service modules and
an APl layer comprising a plurality of APIs to enable users to invoke the service modules to
process clearance data related to purchase orders associated with purchase of merchandise,
and a rules database that includes information about rules for processing clearance data,
including a rule specifying an amount of fee or donation to be wmposed on a specified
category of merchandise; wherein at the clearance platform, upon receiving clearance data
associated with a purchase order, the service modules are configured to store at least a
portion of the clearance data 1 a blockchain and/or a smart contract data cache, and process
the clearance data based on information in the rules database to determme an amount of fee
or donation to impose on the purchase order.

{0271} In some cases, a first AP of the plurality of APIs enables an adounistrator to
establish new rules for the rules database or revise existing rules i the rules database. In
some cases, the clearance platform is configured to nvoke a smart contract to store an
immutable portion of the clearance data on the blockchain database and a mutable portion of
the clearance data on the smart contract data cache.

{6272} In some cases, the order i3 an wnport order, the first information is first import
custom clearance mformation, the encrypted first import custom clearance data 13 encrypted
first import custom clearance data, and the service authority is a customs authority for
custom clearance of the merchandize included in the order.

{0273} FIGG. 11 18 a diagram of an example of modules of an apparatus 1100 in
accordance with embodiments of this specification. The apparatus 1100 can be an example of
an embodiment of a computer system configured to register documents for custom clearance
based on blockchain technologies. The apparatus 1100 can correspond to the embodiments
described above, and the apparatus 1100 includes the following: a receiving module 1102
that receives first information related to an order, wherein the first information mcludes first
information provided, or to be provided, to a service authority for requesting clearance for
merchandize included in the order; an encrypling module 1104 that encrypts at least a portion
of the first information to generate encrypted first data; and a sending module 1106 that
sends the encrypted first data to a blockchain network to store the encrypted first data on a
blockchain managed by the blockchain network, wherein the encrypted first data are stored

on the blockchain through consensus of blockchain nodes of the blockchain network.
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10274} In an optional embodiment, the apparatus 1100 further comprising: at the service
platform, receiving second information related to the order, wherein the second information
includes second information provided, or to be provided, to the service authority for
requesting clearance for merchandize imcluded in the order; at the service platform,
encrypting at least a portion of the second information to generate encrypted second data;
sending the encrypted second data to the blockchain network to store the encrypted second
data on the blockchain, wherein the encrvpted second data are stored on the blockchain
through consensus of blockchain nodes of the blockchain network; and linking the first data
with the second data.

[0275] In an optional embodiment, the first data comprises order data, the order data
comprises an order wdentifier of an order document associated with the order, the second data
comprises logistics data, the logistics data comprises a logistics transaction wdentifier of a
logistics document associated with the order, and linking the first data with the second data
comprises nvoking a smart contract on the blockchain to store the order identifier and the
logistics transaction identifier in a data structure corresponding to the order, and linking the
order identifier with the logistics transaction identifier.

{8276} In an optional embodiment, the first data comprises order data, the order data
comprises an order identifier of an order document associated with the order, the second data
comprises logistics data, m which the logistics data comprises at least one logistics document,
wherein the apparatus 1100 further comprising: generating 3 hash value of the at least one
logistics document, and wherein linking the first data with the second data comprises
invoking a smart contract on the blockchain to store the order identifier and the hash value of
the at least one logistics document in a data structure corresponding to the order, and linking
the order identifier with the hash value of the at least one logistics document.

{0277} In an optional embodiment, linking the first data with the second data comprises
enabling a user to search for the logistics document by searching for the order identifier in
the data structure corresponding to the order, and searching for the logistics transaction
identifier linked to the order identifier.

{0278] In an optional embodiment, the apparatus 1100 further comprising: at the service
platform, providing an AP to enable the service authority to search for the order identifier,

and search for the logistics transaction identifier linked to the order identifier.
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{0279} In an optional embodiment, the first data comprises order data, the apparatus 1100
further comprising: at the service platform, receiving payment data related to the order,
wherein the payment data are provided to the service authority for requesting custom
clearance for the order; at the service platform, encrypting at least a portion of the payment
data to generate encrypied payment data; sending the encrypted payment data to the
blockchain network to siore the encrypted payment data on the blockchain, wherein the
encrypted payment data are stored on the blockchain through consensus of blockchain nodes
of the blockchain network; wherein the payment data comprises a payment transaction
wlentifier of a payment document associated with the order, and linking the order data with
the payment data, including invoking the smart contract on the blockchain to store the order
dentifier and the payment transaction wdeniifier in the data structure corresponding to the
order, and linking the order identifier with the payment transaction identifier.

{0280} In an optional emnbodiment, the first data comprises order data, the apparatus 1100
further comprising: at the service platform, receiving payment data related to the order,
wherein the payment data are provided to the service authority for requesting custom
clearance for the order; wherein the payment data comprises a payment transaction identifier
of a payment document associated with the order; at the service platform, encrypting at least
a portion of the payment data to generate encrypted payvment data; sending the encrypted
payment data to the blockchain network to store the encrypted payment data on the
blockchain, wherein the encrypted payment data are stored on the blockchamn through
consensus of blockchain nodes of the blockchain network; wherein the method comprises
generating a hash value of the at least one logistics document, and linking the order data with
the payment data, including invoking the smart contract on the blockchain to store the order
identifier and the payment transaction identifier in the data structure corresponding to the
order, and linking the order identifier with the payment transaction identifier.

{6281} In an optional embodiment, linking the order date with the payment data
comprises enabling the user to search for the payment document by searching for the order
identifier in the data struciure corresponding to the order, and searching for the payment
identifier inked to the order identifier.

{0282} In an optional embodiment, the apparatus 1100 further comprising: at the service

platform, providing an API to enable the service authority to search for the order identifier,
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and search for the logistics transaction identifier and the payment identifier linked to the
order identifier.

{0283} In an optional embodiment, the first data comprises order data, the order data
comprises an order identifier of an order document associated with the order, the second data
comprises payment data, the payment data comprises a payment transaction identifier of a
payment document associated with the order, and linking the first data with the second data
comprises invoking a smart contract on the blockchain to store the order identifier and the
payment transaction identifier in a data structure corresponding to the order, and linking the
order identitier with the payment transaction identifier.

{0284] In an optional embodiment, hinking the first data with the second data comprises
enabling a user to search for the payment document by searching for the order identifier in
the data structure corresponding to the order, and searching for the payment transaction
dentifier hinked to the order identifier,

{6285} In an optional embodiment, the apparatus 1100 further comprising: at the service
platform, providing an AP to enable the service authority to search for the order dentifier,
and search for the payment identifier hinked to the order 1dentifier,

[0286] In an optional embodiment, the apparatus 1100 further comprising: at the service
platform, providing an API to enable the service authority to search for the first data, and
search for the second data linked to the first data.

{6287} In an optional embodiment, the first mformation comprises order data, and the
order data include mformation about at least one of (1) an dentifier of an importer associated
with the order, (i1} a name of the importer, (it} contact information of the importer, (iv)
merchandise to be imported according to the order, (v) number of items ordered, (vi} price of
the merchandise to be imported, {vii} currency type, or {viit} merchant that sells the
merchandise.

{6288} In an optional embodiment, the first information comprises logistics data
including information about at least one of (i} an overseas segment delivery tracking number,
{11) an overseas segment delivery service company name, {11} a domestic segment delivery
tracking number, (iv) a domestic segment delivery service company name, (v} company
name for custom declaration, {(vi) a wavbhill number, (vit) package weight, (viii} delivery

address, {1x) identifier of recipient, (x} company name of sender, or (31} address of sender.
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{0289} In an optional embodiment the first imformation comprises payment data
mcluding mformation about at least one of (i) pavment transaction identifier, (i) order
number, (11t} identifier of payee, (iv) name of payee, (v} total actual payment, (vi) payment
method, (vi1) time of payment, {viil} payment currency, {ix) identifier of pavor, (x} name of
pavor, or (xi} contact information of payor.

{0260 In an optional embodiment, the information is provided by a custom clearance
agent platform managed by at least one custom clearance agent or broker who represenis
importers in preparing and submitting information related to custom clearance to the service
authority.

{0201} In an optional embodiment, encrypting at least a portion of the first information
comprises encrypting at least a portion of the first mformation using an encryption key that is
derived based on a linear secret sharing scheme.

{0292} In an optional embodiment, the encryption key 15 derived based on the linear
secret sharing scheme through negotiations among at least two of (i) a custom clearance
agent platform managed by at least one custom clearance agent or broker who represents
importers in preparing and submitting information related to custom clearance to the service
authority, (1) the service platform, or (111} the service authority.

{6293] In an optional embodiment, the apparatus 1100 further comprising: generating
one or more ZKPs related to one or more values associated with the order.

{6294} In an optional embodiment, the first data comprises at least one of order data or
payment data, and generating one or more ZKPs comprises gengraling one or more zero-
knowledge proofs related to one or more vahies associated with at least one of the order data
or the payment data.

{6295} In an optional embodiment, at least one of the one or more ZKPs is generated
based on homomorphic encryption. In an optional embodiment, the one or more ZKPs
include at least one of a range proof or a zero test. In an optional embodiment, the apparatus
1100 further comprising: at a blockchain node of the blockchain network, verifving the one
or more ZKPs and performing consensus based on the encrypted information after the one or
more ZKPs are verified, and storing the encrypted information to the blockchain after the

consensus s successfuily performed.
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{0296} In an optional embodiment, the apparatus 1100 further comprising: at the service
platform, receiving updated first information related to the order, encrypting the updated first
information to generate encrypted updated first information, and sending the encrypted
updated first information to the blockchain network to store the encrypted updated first
information on the blockchain.

{0297 In an optional embodiment, the updated first information includes updated order
data. In an optional embodiment, the apparatus 1100 further comprising: at the service
platform, recewving updated second information related to the order, encrypting the updated
second information to generate encrypted updated second information, and sending the
encrypted updated second information to the blockchain network to store the encrypted
updated second wformation on the blockchain, wherein the updated second mformation
includes at least one of (i) updated logistics data, or (11) updated payment data.

{0298] In an optional embodiment, encrypting at least a portion of the first information
comprises encrypting at least a portion of the first information using an encryption key, the
apparatus 1100 further comprising: sharing the encryption key with the service authority,
and after the encrypted first data 1s stored on the blockcham, notifying the service authority
that the encrypted first data are stored on the blockchain,

{0299] In an optional embodiment, the apparatus 1100 forther comprising: at the service
platform, providing an API to enable a user of the service platform to request that the first
mformation be recorded on the blockchain,

{0308 In an optional embodiment, providing an API comprises providing an API to
enable the user of the service platform to request that at least one of (i} order data, (i)
logistics data, or (i1} payment data be recorded on the blockchain,

{0301} In an optional embodiment, providing an APL comprises providing an APL to
enable the user of the service platform to request that at least one of (i} updated order data,
(i1) updated logistics data, or (i1} updated payment data be recorded on the blockchain.

{0302] In an optional embodiment, providing an API comprises providing an API to
enable the service authority to search for data that are associated with the order and stored on
the blockchaimn.

{8303} In an optional embodiment, the apparatus 1100 further comprising: generating a

digital signature of the service platform, and adding the digital signature of the service
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platform to the encrypted first data to generate digitally signed encrypted first data, wherein
sending the encrypted first data to the blockchain network comprises sending the digitally
signed encrypted first data to the blockchain network to store the digitally signed encrypted
first data on the blockchain.

8304} In an optional embodiment, the order 1s an import order, the first information is
first import custom clearance information, the encrypted first import custom clearance data is
encrypted first import custom clearance data, and the service authority 15 a customs authority
for custom clearance of the merchandize included n the order.

{8305} FIG 12 1s a flowchart of another example of a process 1200 in accordance with
embodiments of this specification. For convenience, the process 1200 will be described as
being performed by a systermn, which can include a system of one or more computers, located
in one or more locations, and programmed appropriately in accordance with this specification.
For example, a computer system, eg., the internal computer systemn 400 of FIG 4,
appropriately programmed, can perform the process 1200

{0306} At 1202, the computer system receives a first request to authorize a first member
to access information related to a first order, wherein the mformation is provided to a service
authority for requesting clearance for the first order, and the first request 15 sent from an
administrator, In some cases, the mformation comprises at least one of order data, logistics
data, or payment data associated with the first order,

{6367} At 1204, the computer system invokes a smart contract executing on a blockchain
to request that the first member be added to a hist of authorized members who are authorized
to access the mformation related to the first order, in which the smart contract 1s configured
10 maintain a data structure that stores information about the authorized members, wherein
the blockchain stores the information related to the first order or 3 processed version of the
information related to the first order.

{6308} At 1206, the computer system receives a confirmation from the smart contract
that the first member has been added o the list of authorized members.

{0309} At 1208, the computer system sends a confirmation to the administrator that the
first member has been added to the list of authorized members.

{6310} In some cases, the process 1200 further comprising: at the service platform,

receiving a third request from the first member to record or update information related to the
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first order, determining whether the first member is one of the authorized members who are
authorized to access information related to the first order; upon confirming that the first
member 15 an authorized member, record or update the information related to the first order
according to the third request.

{8311} In some cases, determining whether the first member is one of the authorized
members comprises invoking the smart contract executing on the blockchain to determine
whether the first member is one of the authorized members based on the mformation stored
in the data structure,

{8312} In some cases, the process 1200 further comprising: at the service platform,
receiving a third request from a second member {0 record or update imformation related to the
first order, determining whether the second member is one of the authorized members who
are authorized to access mformation related to the first order; upon confirming that the
second member s not an authorized member, denying the third request from the second
member,

{0313} In some cases, the process 1200 further comprising: providing a first API to
enable an administrator to add a new member to a list of authorized members who are
authorized to access mformation related to an order.

{6314} In some cases, the process 1200 further comprising: providing an API to enable an
administrator to remove a member from a hist of authorized members who are authorized to
access information related to an order,

{0315} In some cases, the process 1200 further comprising: providing an API to enable an
administrator to set permission level for a member who is authorized to access information
related to an order, and storing information about the permission level in a data structure that
stores information about a list of members who are authorized to access the information
related to the order

{0316} In some cases, the process 1200 further comprising: providing an API to enable an
admimstrator to update information for a member who 1s authorized to access nformation
related to an order, and storing the updated information for the member in a data structure
that stores information about a list of members who are authorized to access the information

related to the order.
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§6317] In some cases, the process 1200 further comprising: at a service platform,
receiving a first request from a first user to record or update information related to a first
order, wherein the mformation includes information provided, or to be provided, to a service
authority for requesting custom clearance for the first order; determining whether the first
user is one of authorized members who are authorized to record or update information related
to the first order; and upon confirming that the first user is an authorized member, recording
or updating the information related to the first order according to the first request.

{03138] In some cases, deternuning whether the fust member 15 one of the authorized
members comprises nvoking a smart contract executing on a blockchain to determine
whether the first user 15 one of the authorized members based on the mformation stored in a
data structure mainiained by the smart contract.

[6319] In some cases, the process 1200 further comprisimg at the service platform,
recetving a second reguest from the first user to record or update information related to a
second order, wherein the mformation mcludes information provided, or to be provided, to
the service authority for requesting custom clearance for the second order, determining
whether the first user 13 one of authorized members who are authorized to access information
related to the second order; upon determining that the first user 1s not authorized to access
information related to the second order, denying the second request from the first user.

{0320] In some cases, the order is an mmport order, the first information 1s first mport
custom clearance mformation, the encrypted first import custom clearance data is encrypted
first wmport custom clearance data, and the service authority 1s a customs authority for
custom clearance of the merchandize included in the order.

{0321} FIG. 13 13 a diagram of another example of modules of an apparatus 1300 in
accordance with embodiments of this specification. The apparatus 1300 can be an example of
an embodiment of a computer system. The apparatus 1300 can correspond to the
embodiments described above, and the apparatus 1300 includes the following: a receiving
module 1302 that receives a first request to authorize a first member to access information
related to a first order, wherein the information includes information provided to a service
authority for requesting custom clearance for the first order, and the first request is sent from
an administrator; an invoking module 1304 that invokes a smart contract executing on a

blockchain to request that the first member be added to a list of authorized members who are

77



WO 2020/169123 PCT/CN2020/094948

authorized to access the information related to the first order, in which the smart contract 1s
configured to maintain a data structure that stores information about the authorized members,
wherein the blockchain stores the information related to the first order or a processed version
of the information related to the first order; the receiving module 1302 that receives a
confirmation from the smart contract that the first member has been added to the list of
authorized members; and a sending module 1306 that sends a confirmation to the
administrator that the first member has been added to the list of authorized members.

{0322] In an optional embodiment, the apparatus 1300 further comprising: at the service
platform, receiving a third request from the first member to record or update information
related to the first order, determining whether the first member is one of the authorized
members who are authorized to access information related to the first order; upon confirming
that the first member is an authorized member, record or update the mformation related to the
first order according to the third request.

{6323] In an optional embodiment, determining whether the first member is one of the
authorized members comprises invoking the smart contract executing on the blockchan to
determine whether the first member 15 one of the authorized members based on the
nformation stored in the data structure,

{6324} In an optional embodiment, the apparatus 1300 further comprising: at the service
platform, receiving a third request from a second member to record or update nformation
related to the first order, determining whether the second member is one of the authorized
members who are authorized to access imformation related to the first order; upon confirming
that the second member is not an authorized member, denying the third request from the
second member.

{8325} In an optional embodiment, the apparatus 1300 further comprising: providing a
first API to enable an administrator to add a new member to a hist of authorized members
who are authorized to access mformation related to an order.

{0326] In an optional embodiment, the apparatus 1300 further comprising: providing an
API to enable an administrator to remove a member from a list of authorized members who
are authorized to access information related to an order.

18327} In an optional embodiment, the apparatus 1300 further comprising: providing an

API to enable an administrator to set permission level for a member who 1s authorized to
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access information related to an order, and storing information about the permission level ma
data structure that stores information about a list of members who are authorized to access
the information related to the order.

[6328] In an optional embodiment, the apparatus 1300 further comprising: providing an
APl to enable an administrator to update information for a member who s authorized to
access information related to an order, and storing the updated information for the member in
a data structure that stores information about a list of members who are authorized to access
the information related to the order.

{8329} In an optional embodiment, the information comprises at least one of order data,
logistics data, or payment data associated with the first order. In an optional embodiment, the
apparatus 1300 further comprising: at a service platform, recetving a first request from a first
user to record or update information related to a first order, wherem the information mcludes
mformation provided, or to be provided, to a service authority for requesting custom
clearance for the first order; determining whether the first user is one of authorized members
who are authorized to record or update information related to the first order; and upon
confirnuing that the first user 1s an authorized member, recording or updating the information
related to the first order according to the first request.

{0330} In an optional embodiment, determining whether the first member s one of the
authorized members comprises mvoking a smart contract executing on a blockchain to
determine whether the first user is one of the authorized members based on the information
stored 1n a data structure maintained by the smart contract.

{8331} In an optional embodiment, the apparatus 1300 further comprising: at the service
platform, receiving a second request from the first user to record or update nformation
related to a second order, wherein the information mncludes information provided, or to be
provided, to the service authority for requesting custom clearance for the second order,
determining whether the first user is one of authorized members who are authorized to access
information related to the second order; upon determining that the first user 15 not authorized
to access information related to the second order, denying the second request from the first
user.

{8332} In an optional embodiment, the order is an import order, the first information 1is

first import custom clearance information, the encrypted first import custom clearance data is
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encrypted first import custom clearance data, and the service authority is a customs authority
for custom clearance of the merchandize included in the order.

{8333} FIG. 14 1s a flowchart of vet another example of a process 1400 m accordance to
embodiments of this specification. For convenience, the process 1400 will be described as
being performed by a computer system that includes a system of one or more computers,
located in one or more locations, and programmed appropriately in accordance with this
specification. For example, a computer system, e.g., the internal computer system 400 of FIG.
4, appropriately programmed, can perform the process 1400,

{8334} At 1402, the computer system provides a first AP configured to register a
specified smart contract at a blockchain managed by a specified blockchain network.

{0335] At 1404, the computer system receives a first call from a first user to the first APL
to request registration of a first smart contract at a first blockchain managed by a first
blockchain network. In some cases, the first smart contract 1s configured to record at least
one of order data, logistics data, or payment data on the first blockchain, in which the order
data, logistics data, or payment data are associated with an order for wmporting a
merchandise,

{08336} In some cases, the first smart contract 15 configured to record at least one of
updated order data, logistics data, or payment data on the first blockchain, i which the
updated order data, logistics data, or payment data are associated with an order for importing
a merchandise.

{0337} At 1406, the computer system sends a request to the first blockchain network to
register the first smart contract.

{0338] At 1408, the computer system receives at the service platform a confirmation
message from the first blockchain network that the first smart contract has been successfully
registered at the first blockchain.

{8339} At 1410, the computer system sends from the service platform a confirmation
message 1o the first user that the first smart contract has been successfully registered at the
first blockchain.

{0340 In some cases, the order is an import order, the first information is first import

custom clearance mformation, the encrypted first import custom clearance data is encrypted
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first mmport custom clearance data, and the service authority is a customs authority for
custom clearance of the merchandize included in the order.

{0341} FIG 15 1s a diagram of vet another example of modules of an apparatus 1500 in
accordance with embodiments of this specification. The apparatus 1500 can be an example of
an embodiment of a blockchain. The apparatus 1500 can correspond to the embodiments
described above, and the apparatus 1500 includes the following: a service platform 1502
comprising a plurality of service modules 1504 and an APY laver comprising a plurality of
APIs 1506 to enable users to invoke the service modules to process information related to an
order associated with importation of a merchandise, wherein the information includes
mformation provided, or to be provided, to a service authority for requesting custom
clearance for the order, wherein a first AP of the plurality of APIs enables a user of the
service platform to invoke a smart contract on a blockchain managed by a blockchain
network, in which the smart contract performs at least one of processing of the information or
processing of information related to another user of the service platform.

{8342} In an optional embodiment, the first AP enables the user to invoke the smart
contract to store data on the first blockchain through consensus of blockchain nodes of the
blockchain network, mn which the data are assoctated with the order,

{0343} In an optional embodiment, the first API enables the user to invoke the smart
contract to store data on a smart contract data cache, mn which the data are associated with the
order.

{0344] In an optional embodiment, the first API enables the user to mvoke the smart
contract 1o store an immutable portion of custom clearance data on the first blockchain
through consensus of blockchain nodes of the blockchain network, and store a mutable
portion of the custom clearance data on a smart contract data cache, in which the custom
clearance data are associated with the order.

{8345} In an optional embodiment, the custom clearance data comprises at least one of
order data, logistics data, payment data, updated order data, updated logistics data, or updated
payment data.

{0346] In an optional embodiment, the custom clearance data comprises at least one of
encrypted order data, encrypted logistics data, encrypted payment data, encrypied updated

order data, encrypted updated logistics data, or encrypted updated payment data.
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{8347} In an optional embodiment, the first AP enables an administrator to invoke the
smart contract to record information about a user of the service platform on the first
blockchain through consensus of blockchain nodes of the blockchain network.

[6348] In an optional embodiment, the first API enables an administrator to invoke the
smart contract to record information about a user of the service platform on a smart contract
data cache.

{8349} In an optional embodiment, the first APl enables an administrator to invoke the
smart contract to record an mmmutable portion of information about a user of the service
platform on the first blockchain through consensus of blockchain nodes of the blockchamn
network, and record a mutable portion of the information about a user of the service platform
on a smart contract data cache,

{0350] In an optional embodiment, the mformation about the user of the service platform
comprises at least one of (1) mformation indicating that the user has been added to a list of
members authorized to use the service platform, (it} information indicating that the user has
been removed from a list of members authorized to use the service platform, (1) information
indicating that the user has been added to 3 list of members authonized to use a particular
function of the service platformy, or {iv} mformation indicating that the user has been
removed from a list of members authorized to use a particular function of the service
platform,

{8351} In an optional embodiment, the information about the user of the service platform
comprises at least one of (1) mformation indicating that the user has been added to a list of
members authorized to access custom clearance data associated with a particular order, or (i1)
information indicating that the user has been removed from a list of members authorized {o
access custom clearance data associated with a particular order.

{63582] In an optional embodiment, the information about the user of the service platform
comprises at least one of (1) information indicating that the user has been added to a list of
members authorized to access order data associated with a particular order, (11} information
indicating that the user has been removed from a list of members authorized to access order
data associated with a particular order, (111} information indicating that the user has been
added to a list of members authorized to access logistics data associated with a particular

order, (v} information indicating that the user has been removed from a list of members
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authorized to access logistics data associated with a particular order, {v) information
indicating that the user has been added to a list of members authorized {0 access payment
data associated with a particular order, or (vi) mformation indicating that the user has been
removed from a hist of members authorized to access payment data associated with a
particular order.

{0353 In an optional embodiment, a service platform comprising a plurality of service
modules and an APY layer comprising a plurality of APlIs to enable users to invoke the
service modules to generate smart contracts configured to process mformation related to an
order associated with importation of a merchandise, wherein the information includes
mformation provided, or to be provided, to a service authority for requesting custom
clearance for the order, wherein a first API of the plurality of APIs enables a user of the
service platform to mvoke a smart contract generator that includes customizable smart
coniract terplates, in which the smart contract generator enables the user to generate a smart
contract configured to process information,

[8354] In an optional embodiment, the smart contract generator includes customizable
smart contract ternplates that enable the user to generate a smart contract configured to store
nformation on a blockchain managed by a blockchan network.

{0355] In an optional embodiment, the smart contract generator includes customizable
stmart contract templates that enable the user to generate a smart contract configured to store
mformation on a smart contract data cache.

{0336] In an optional embodiment, the smart contract generator includes customizable
smart contract templates that enable the user to generate a smart contract configured to store
an immutable portion of mformation on a blockchain managed by a blockchain network, and
store a mutable portion of the information on a smart contract data cache.

{6387} In an optional embodiment, the information comprises at least one of order data,
logistics data, payment data, updated order data, updated logistics data, updated payment
data, encrypted order data, encrypied logistics data, encrypted payment data, encrypted
updated order data, encrypted updated logistics data, or encrypted updated payment data.
{0358] In an optional embodiment, the plurality of APIs comprises an APl for handling

different types of documents related to import custom clearance. In an optional embodiment,
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the plerality of APIs comprises an API for managing authorization levels given to users of
the service platform for accessing information.

{8359} In an optional embodiment, the plurality of APIs comprises an API for managing
encryption of at least a portion of the information. In an optional embodiment, the plurality
of APls comprises an API for managing DIS services to selectively store custom clearance
data in either a smart contract data cache or a blockchain database.

{8360} In an optional embodiment, the plurality of AP¥s comprises an API for managing
lifecycles of documents associated with import custom clearance.

{0361} In an optional embodiment, the plurality of APIs comprises an API for managing
smart contract services inchuding at least one of (1) generating a smart contract configured to
process information, (11} executing a smart contract for processing information, or (i1}
generating a smart contract pool.

{08362} In an optional embodiment, the service platform is configured to provide a
notification service to enable one or more blockchain nodes of a consortium blockchain
network 1o send a notice or 3 message to at least one of (1) the service platform, or {11} users
of the service platform.

{0363} In an optional embodiment, the notice or the message comprises at least one of (i}
an apdate on document events, or (11} an update on user events. In an optional embodiment, a
service platform comprising a plurality of service modules and an AP laver comprising a
plurality of APis to enable users to invoke the service modules to process information related
to an order associated with timportation of a merchandise, wherem the mformation includes
information provided, or to be provided, to a service authority for requesting custom
clearance for the order, wherein a first API in the plurality of APIs enables a user of the
service platform to deploy a smart contract to a blockchain managed by a blockchain network,
and the smart coniract i1s configured to process mformation in association with the blockchain.
{8364} In an optional embodiment, the service plaiform comprising a smart contract
generafor that includes customizable smart contract templates that can be used to generate
smart contracts configured to process information in connection with the blockchain,

{0365] In an optional embodiment, the first APl enables the user to deploy a smart

contract to the blockchain in which the smart contract is configured to record at least one of
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order data, logistics data, or payment data on the blockchain, and the order data, logistics
data, or payment data are associated with an order for importing a merchandise.

{0366} In an optional embodiment, the first API enables the user to deploy a smart
contract to the blockchain in which the smart contract is configured to record at least one of
updated order data, logistics data, or payment data on the blockchain, and the updated order
data, logistics data, or payment data are associated with an order for importing a
merchandise.

{0367} In an optional embodiment, the order is an import order, the first mformation 1s
first import custom clearance information, the encrypted first import custom clearance data is
encrypted first import custom clearance data, and the service authority is a customs authority
for custom clearance of the merchandize included m the order.

[0368] FIG. 16 15 a flowchart of yet another example of a process 1600 in accordance
with embodiments of this specification. For convenience, the process 1600 will be described
as being performed by a blockchain node that includes a computer system of one or more
computers, located in one or more locations, and programmed appropriately in accordance
with this specification. For example, a computer system, e.g., the computer system 100 of
FIG. 1, appropriately programmed, can perform the process 1600,

{0369} At 1602, the blockchain node receives data for custom clearance for storage,
wherein the data includes mutable data, immutable data, and index data identified by the
service platform.

{0370} In some cases, the mutable data 13 associated with a document for custom
clearance, and the mutable data includes one or more of a document type of the document, a
document status of the document, association information of the document with one or more
other documents for custom clearance.

{0371} In some cases, the immutable data is associated with the document and includes
an encrypted version of at least a portion of content of the document encrypted by an
encryption key associated with an owner of the docament.

0372} In some cases, the encryption key is derived based on a linear secret sharing
scheme through negotiations among at least two of (1) a custom clearance agent platform

managed by at least one custom clearance ageni or broker who represents importers in
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preparing and submitting information related to custom c¢learance to the customs authority,
{i1) the service platform, or (i) the customs authority.

{8373} In some cases, the index data is associated with the document and includes one or
more of an ID of the document and hash values of a plurality of blockchain transactions
associated with the document.

{0374] In some cases, the data is associated with a purchase order and includes one or
more of order data, logistics data, and pavment data. In some cases, an address of the smart
contract 15 stored on the blockchain 1o the database storage. In some cases, the immuiable
data is stored in a data structure of a state Merkle tree.

{0375] At 1604, the blockchain node stores the mutable data mn a cache storage, wherein
the mutable data is to be executed by a smart contract.

[6376] At 1606, the blockchain node mitiates a consensus algorithm to record the
mmmutable data on a blockchain. In some cases, the consensus algorithm is one of PoW, PoS,
or PBFT.

{8377} At 1608, the blockcham node records based on nvoking the smart contract, the
immutable data on the blockchain, wherein the blockchain 15 stored in a database that has
lower storage cost than the cache storage.

{6378} At 1610, the blockchain node links based on invoking the smart contract, the
mutable data and the immutable data based on the index data. In some cases, hinking the
mutable data and the immutable data based on the index data includes storing the mdex data
and the mutable data under a first data structure mn the cache storage and recording the index
data and the immutable data under a second data structure on the blockchamn

{6379} In some cases, hinking the mutable data and the immutable data based on the
index data comprises enabling a user to obtain the mutable data and the immutable data by
searching for the index data in the first data structure and the second data structure.

{0380} In some cases, the process 1600 further comprising: at the service platform,
providing an APl to enable the customs authority to search for the index data to retrieve the
mutable data and the immutable data linked based on the index data.

{0381} FIG. 17 1s a diagram of yet another example of modules of an apparatus 1700 in
accordance with embodiments of this specification. The apparatus 1700 can be an example of

an embodiment of a blockcham node The apparatus 1700 can correspond to the
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embodiments described above, and the apparatus 1700 includes the following: a receiving
module 1702 that receives data for custom clearance for storage, wherein the data includes
mutable data, immutable data, and index data identified by the service platform; a storing
module 1704 that stores the mutable data in a cache storage, wherein the mutable data is to
be executed by a smart contract; an initiating module 1706 that initiates a consensus
algorithm to record the immutable data on a blockchain; a recording module 1708 that
records based on invoking the smart contract, the immutable data on the blockchain, wherein
the blockchain 15 stored 10 g database that has lower storage cost than the cache storage; and
a linking module 1710 that links based on invoking the smart contract, the mutable data and
the immutable data based on the index data.

{0382] In an optional embodiment, the data 15 associated with a purchase order and
mcludes one or more of order data, logistics data, and payment data. In an optional
embodiment, the mutable data 1s associated with a document for custom clearance, and the
mutable data includes one or more of a document type of the document, a document status of
the docuoment, association information of the document with one or more other documents for
custom clearance.

{3383} In an optional embodiment, the rmmutable data 15 associated with the document
and includes an encrypted version of at least a portion of content of the document encrypted
by an encryption key associated with an owner of the document.

{6384} In an optional embodiment, the index data is associated with the document and
meludes one or more of an ID of the document and hash values of a plurality of blockchamn
transactions associated with the document.

{0385] In an optional embodiment, the encryption key 15 derived based on a linear secret
sharing scheme through negotiations among at least two of (1) a custom clearance agent
platform managed by at least one custom clearance agent or broker who represents importers
in preparing and submitting information related to custom clearance to the customs authority,
{11} the service platform, or (111} the customs authority.

{0386} In an optional embodiment, the consensus algorithm is one of PoW, PoS, or PBFT.
in an optional embodiment, linking the mutable data and the immutable data based on the

index data includes storing the index data and the mutable data under a first data structure 1n
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the cache storage and recording the index data and the immutable data under a second data
structure on the blockchain.

{0387} In an optional embodiment, linking the mutable data and the immutable data
based on the index data comprises enabling a user to obtain the mutable data and the
immutable data by searching for the mdex data in the first data structure and the second data
structure. In an optional embodiment, the apparatus 1700 further comprising: at the service
platform, providing an AP to enable the customs authority to search for the index data to
retrieve the mutable data and the immutable data linked based on the index data. In an
optional embodiment, an address of the smart contract is stored on the blockchain in the
database storage. In an optional embodiment, the immutable data 15 stored in a data structure
of a state Merkle tree.

[0383] FIG. 18 15 a flowchart of yvet another example of a process 1800 in accordance
with embodiments of this specification. For convenience, the process 1800 will be described
as being performed by a computer systern that includes a system of one or more computers,
located n one or more locations, and programmed appropriately in accordance with this
specification. For example, a computer system, e.g., the internal computer system 400 of FIG.
4, appropriately programmed, can perform the process 1800,

{0389} At 1802, the blockchain node receives, from a computing device associated with a
user, an encryption key and data for custom clearance for storage on a blockchain, wherein
the data includes public data and private data, and the encryption key encrypts the private
data. In some cases, the encryption key is a symmetric key and the private data 13
cyphertext encrypied using the symmetric key.

{0396] In some cases, the private data is in plaintext and the encryption key is a
symmetric key, and the process 1800 further comprising: encrypting the private date using
the symmetric key before invoking the APL In some cases, the user is a first user, the
encryption key is a symmetric key encrypted by a public key of a second user, and the private
data is encrypted by the symmetric key. In some cases, the data is associated with a purchase
order and includes one or more of order data, logistics data, and payment data.

{0391} At 1804, the blockchain node stores the encryption key and an [D of the data in a

cache storage dedicated to storing smart coniract data for executing a smart contract.
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{8392} At 1806, the blockchain node invokes an API to enable a blockchain node to
mitiate a consensus algorithm to record the data and the 1D of the data on a blockchain.
{6393} In some cases, the ID of the data is a hash value of the data or an 1D of a
document associated with the data.

18394} In some cases, the process 1800 further comprising: receiving, from the
computing device associated with the user, a list of one or more other users permitied to
access plaintext of the private data; encrypting the encryption key by using each of public
kevs of the one or more other users to generate encrypted encryption keys; and storing the
encrypted encryption keys in the cache storage.

{3385] In some cases, the process 1800 further comprising: providing an AP to enable
the first user or the second user to: retrieve the encryption key from the cache storage and the
private data from the blockchain; retrieve the symmetric key by decrypting the encryption
key by using a private key corresponding to the public key; and decrypt the private data by
using the symmetric key.

{08396} In some cases, the process 1800 further comprising: providing an APl to enable
the first user or the second user to refrieve the public data from the blockchain and the private
data from the cache storage based on the 1D of the data to recover the data.

{6397} In some cases, the API further enables the first user 1o record an updated version
of the data associated with the ID of the data on the blockchain, and disables the second user
to record the updated version of the data associated with the ID of the data on the blockchain.
{0398] In some cases, the encryption key 13 derived based on a linear secret sharing
scheme through negotiations among at least two of {1} a custom clearance agent platform
managed by at least one cusiom clearance agent or broker who represents importers in
preparing and submitting information related to custom c¢learance to the customs authority,
{11} the service platform, or (111} the customs authority.

{8399} In some cases, the consensus algorithm is one of proof of work PoW, PoS, or
PBFT. In some cases, an address of the smart contract 15 stored on the blockchain in a
database storage.

{3400 In some cases, the process 1800 further comprising: generating one or more ZKPs
related to one or more values associated with the private data. In some cases, the data

includes at least one of order data or payment data, and the ZKPs are related to one or more
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values associated with at east one of the order data or the payment data. In some cases, at
least one of the one or more ZKPs is generated based on homomorphic encryption and is at
least one of a range proof or a zero test, and wherein the consensus algorithm is performed
atter the one or more ZKPs are verified.

{0401} FIG. 19 is a diagram of vet another example of modules of an apparatus 1900 in
accordance with embodiments of this specification. The apparatus 1900 can be an example of
an embodiment of a computer system. The apparatus 1900 can correspond to the
embodiments described above, and the apparatus 1900 mcludes the following: a receiving
module 1902 that receives from a computing device associated with a user, an encryption key
and data for custom clearance for storage on a blockchain, wherein the data includes public
data and private data, and the encryption key encrypis the private data; a storing module 1904
that stores the encryption key and an ID of the data i a cache storage dedicated to storing
smart contract data for executing a smart contract; and an invoking module 1906 that invokes
an API to enable a blockchain node to nitiate a consensus algorithm to record the data and
the ID of the data on a blockchain.

{6402} In an optional embodiment, the encryption key 15 a symmetric key and the private
data 1s in cyphertext encrypted using the symmetric key.

{0403} In an optional embodiment, the private data 13 in plaintext and the encryption key
i3 a symmetric key, and the apparatus 1900 further comprising: encrypting the private data
using the symmetric key before invoking the APL

{04041 In an optional embodiment, the apparatus 1900 further comprising: receiving,
from the computing device associated with the user, a list of one or more other users
permitted o access plaintext of the private data; encrypting the encryption key by using each
of public keys of the one or more other users to generate encrypted encryption keys, and
storing the encrypted encryption kevs in the cache storage.

{8405] In an optional embodiment, the user is a first user, the encryption key is a
symmetric key encrypted by a public key of a second user, and the private data is encrypted
by the symmetric key.

{3406] In an optional embodiment, the apparatus 1900 further comprising: providing an
API to enable the first user or the second user to: retrieve the encryption key from the cache

storage and the private data from the blockchain; retrieve the symmetric key by decrypting
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the encryption key by using a private key corresponding to the public key; and decrypt the
private data by using the symmetric kev.

{0407} In an optional embodiment, the apparatus 1900 further comprising: providing an
API to enable the first user or the second user to refrieve the public data from the blockchain
and the private data from the cache storage based on the ID of the data to recover the data.
[6408] In an optional embodiment, the ID of the data is a hash value of the data or an 1D
of a document associated with the data.

{0409] In an optional embodiment, the API further enables the first user to record an
updated version of the data associated with the 1D of the data on the blockchain, and disables
the second user to record the updated version of the data associated with the ID of the data on
the blockchain,

{0410} In an optional embodiment, the data 1s associated with a purchase order and
meludes one or more of order data, logistics data, and payment data.

{6411} In an optional embodiment, the encryption key is derived based on a linear secret
sharing scheme through negotiations among at least two of (1} a8 custom clearance agent
platform managed by at least one custom clearance agent or broker who represents nuporters
in preparing and submitting information related to custom clearance to the customs authority,
(11} the service platform, or (111} the customs authority.

{0412} In an optional embodiment, the consensus algorithm s one of PoW, PoS, or PBFT.
{0413} In an optional embodiment, an address of the smart contract is stored on the
blockchain in a database storage.

{0414} In an optional embodiment, the apparatus 1900 further comprising: generating
one or more ZKPs related to one or more values associated with the private data.

{6415} In an optional embodiment, the data includes at least one of order data or payment
data, and the ZKPs are related to one or more values associated with at least one of the order
data or the payment data.

{0416} In an optional embodiment, at least one of the one or more ZKPs is generated
based on homomorphic encryption and s at least one of a range proof or a zero test, and
wherein the consensus algorithm is performed after the one or more ZKPs are verified.

{0417} FIG. 20 15 a flowchart of vet another example of a process 2000 n accordance

with embodiments of this specification. For convenience, the process 2000 will be described
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as being performed by a computer system that includes a system of one or more computers,
located in one or more locations, and programmed appropriately in accordance with this
specification. For example, a computer system, e.g., the computer system 400 of FIG 4,
appropriately programmed, can pertorm the process 2000.

{0418} At 2002, the blockchain node determines that data stored in a cache storage
satisfies a predetermined condition. In some cases, the data is mutable data included in a
document for custom clearance, and the data includes one or more of a document type of the
document, a document status of the document, association information of the document with
one or more other documents for custom clearance.

{0419] In some cases, the document 1s one of an order document, a logistics document, or
a pavment document, and wherein the document includes the mutable data, immutable data
mcluding an encrypted version of at least a portion of content of the document encrypied by
an encryption key associated with an owner of the document, and index data including one or
more of an identifier of the document and hash values of a plurality of blockchan
transactions associated with the document.

{6428} In some cases, the predetermuned condition 1s satisfied 1if a volume of the data
stored 1o the cache storage exceeds a predetermined threshold. In some cases, the blockchain
includes a plurality of smart contract pools, and the process 2000 further comprising
nvoking an AP to enable a blockcham node to mibiate a consensus algorithm to record at
least a portion of the data exceeding the predetermined threshold to the plurality of smart
contract pools in a round-robin manner.

{0421} In some cases, the predetermined condition is satisfied if the at least a portion of
the data is received at a predetermined time period different from a remainder of the data
other than the at least a portion of the data.

{0422} In some cases, the blockchain includes a plurality of smart contract pools created
during the predetermuned time period, and the process 2000 further comprising invoking an
API to enable a blockchain node to initiate a consensus algorithm to record the at least a
portion of the data to the plurality of smart contract pools.

{0423 At 2004, the blockchain node adds a blockchain address of a second smart

contract to a configuration file, wherein the configuration file includes a plurality of
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addresses corresponding to a plurality of smart contracts stored on a blockchain. In some
cases, the configuration file is executed in response to restarting the computing device.

{0424} At 2006, the blockchain node invokes a virtual machine to execute the
configuration file, wherein execution of the configuration file initiates a consensus algorithm
to generate the second smart contract at the blockchain address and a corresponding smart
contract pool for storing at least a portion of the data on the blockchain, and wherein the
smart contract pool is a data structure to be stored on the blockchain.

{0425] In some cases, the blockchain mcludes a plurality of smart contract pools, and the
process 2000 further comprising invoking an API to enable a blockchain node to nitiate a
consensus algorithm to record at least a portion of the data exceeding the predetermined
threshold to the plurality of smart contract pools based on an ID of the data and IDs of the
plurality of the smart contract pools.

{0426} In some cases, the at least a portion of data is associated with a plurality of
documents for custom clearance, and the process 2000 further comprising associating a
document ID of each of the plurality of documents with corresponding data in the at least a
portion of data.

{04271 In some cases, the at least a portion of data is associated with a plurality of
transactions associated with a document, and the process 2000 further comprising associating
a hash value of each of the plurality of transactions with corresponding data in the at least a
portion of data.

{0428] In some cases, the data structure of the smart contact pool 1s 3 state Merkle tree
including a plurality of key-value pairs. In some cases, the second smart contract and the
corresponding smart contract pool are associated with a smart contract ID of the second
smart contract, wherein the smart contract 1D is stored in the second smart contract and the
smart contract pool to hink the second smart contract with the smart contract pool.

{0429} FIG. 21 is a diagram of yet another example of modules of an apparatus 2100 in
accordance with embodiments of this specification. The apparatus 2100 can be an example of
an embodiment of a computer system. The apparatus 2100 can correspond to the
embodiments described above, and the apparatus 2100 includes the following: a determining
module 2102 that determines that data stored in a cache storage satisfies a predetermined

condition; an adding module 2104 that adds a blockchain address of a second smart contract
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to a configuration file, wherein the configuration file includes a plurality of addresses
corresponding to a plurality of smart contracts stored on a blockchain; and an invoking
module 2106 that invokes a virtual machine to execute the configuration file, wherein
execution of the configuration file initiates a consensus algorithm to generate the second
smart contract at the blockchain address and a corresponding smart contract pool for storing
at least a portion of the data on the blockchain, and wherein the smart contract pool is a data
structure to be stored on the blockchain,

{0430} In an optional embodiment, the data is mutable data included 1w a document for
custom clearance, and the data includes one or more of a document type of the document, a
document status of the document, association information of the document with one or more
other documents for custom clearance.

{0431} In an optional embodiment, the document is one of an order document, a logistics
document, or a payment document, and wherein the document includes the mutable data,
immutable data including an encrypted version of at least a portion of content of the
document encrypted by an encryption key associated with an owner of the document, and
index data inchiding one or more of an identifier of the document and hash values of a
plurality of blockchain transactions associated with the document.

{0432} In an optional embodiment, the predetermined condition 1s satisfied if a volume of
the data stored in the cache storage exceeds a predetermined threshold In an optional
embodiment, the blockchain includes a plurality of smart contract pools, and the apparatus
2100 further comprising nvoking an API to enable a blockchain node to initiate a consensus
algorithm to record at least a portion of the data exceeding the predetermined threshold to the
plurality of smart contract pools 1n a round-robin manner,

{6433} In an optional embodiment, the blockchain includes a plurality of smart contract
pools, and the apparatus 2100 further comprising invoking an APl to enable a blockchain
node to mnitiate a consensus algorithm to record at least a portion of the data exceeding the
predetermined threshold to the plurality of smart contract pools based on an D of the data
and Ds of the plurality of the smart contract pools.

{0434] In an optional embodiment, the at least a portion of data is associated with a

plurality of documents for custom clearance, and the apparatus 2100 further comprising
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associating a document I of each of the plurality of documenis with corresponding data in
the at least a portion of data.

{0435} In an optional embodiment, the at least a portion of data is associated with a
plurality of transactions associated with a document, and the apparatus 2100 further
comprising associating a hash value of each of the plurality of transactions with
corresponding data in the at least a portion of data.

{8436} In an optional embodiment, the predetermined condition is satisfied if the at least
a poriion of the data 1s received at a predeternuned time peniod different from a remainder of
the data other than the at least a portion of the data.

{0437} In an optional embodiment, the blockchain includes a plurality of smart contract
pools created during the predetermined time period, and the apparatus 2100 further
comprising invoking an APE to enable a blockchain node to irutiate a consensus algorithm fo
record the at least a portion of the data to the plurahity of smart contract pools.

{6438} In an optional embodiment, the configuration file 13 executed in response to
restarting the computing device. In an optional embodiment, the data structure of the smart
contact pool 15 a state Merkle tree including a plurality of key-value pairs.

{0439} In an optional embodiment, the second smart contract and the corresponding
smart contract pool are associated with a smart contract ID of the second smart contract,
wherein the smart contract 1D s stored in the second smart contract and the smart contract
pool to link the second smart contract with the smart contract pool.

{0440] FIG. 22 15 a diagram illustrating an example of a custom clearance service
platform 2200, in accordance with embodiments of this specification. In some embodiments,
a custom clearance service platform 2200 can provide services to users in mulktiple countries
by adopting to the local customs clearance rules in respective countries. In this example, a
first buyer 2202 and a first merchant 2204 are located in a first country, a first custom
clearance agent platform 2206 is managed by one or more customs brokers in the first
country, and a first customs authority 2208 is responsible for approving requests for castom
clearance of merchandise imported into the first country. A second buyer 2210 and a second
merchant 2212 are located in a second country, a second custom clearance agent platform

2214 1s managed by one or more customs brokers in the second country, and a second
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customs authonty 2216 is responsible for approving requests for custom clearance of
merchandise imported into the second country.

{0441} For example, the first buyer 2202 located in the first country wishes to purchase a
first merchandise from the second merchant 2212 located in the second country and import
the first merchandise into the first country. The first custom clearance agent platform 2208
collects information related to a first import order for importing the first merchandise into the
first country according to the laws and regulations of the first country. The first custom
clearance agent platform 2208 mvokes the services of the custom clearance service platform
2200 to store first custom clearance mformation related to the first import order in a
blockchain. The laws and regulations of the first country may require that the custom
clearance data be stored i computer servers located m the first country, When the custom
clearance service platform 2200 detects that the first custom clearance information 1s related
to an import order submitted by the first buyer located in the first country, the custom
clearance service platform 2200 stores the first custom clearance information in a first
blockchain database 2218 managed by a first blockchain network and a first smart contract
data cache 2232 located in the first country.

{3442} In a sumilar manner, the second buyer 2210 located in the second country wishes
to purchase a second merchandise from the first merchant 2204 located in the first country
and import the second merchandise into the second couniry. The second custom clearance
agent platform 2216 collects information related to a second mport order for importing the
second merchandise mto the second country according to the laws and regulations of the
second country. For example, the documents and information required for custom clearance
in the second country can be different from those of the first country. The second custom
clearance agent platform 2216 invokes the services of the custom clearance service platform
2200 to store second custom clearance information related to the second import order in a
blockchain. The laws and regulations of the second country may require that the custom
clearance data be stored in computer servers located in the second couniry. When the custom
clearance service platform 2200 detects that the second custom clearance information is
related to an import order submitted by the second buver located in the second country, the

custom clearance service platform 2200 stores the second custom clearance information in a
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second blockchain 2220 managed by a second blockchain network and a second smart
contract data cache 2224 located m the second country.

{0443} The custom clearance service platform 2200 can treat the first custom clearance
information and the second custom clearance information differently. For example, each of
the first and second countries may have regulations governing the procedures for handling
the custom clearance information, and the privacy protections applied to the custom
clearance information. The regulations of the first country may be different from those of the
second country. In some embodiments, the custom clearance service platform 2200 provide
the same APIs to the first custom clearance service platform 2206 and the second custom
clearance service platform 2214, but the backend service modules 2226 for managing the
processing of the custom clearance data will process the custom clearance data differently
depending on the country that the import order is associated with.

{0444] For example, the custom clearance service platform 2200 includes a rules
database 2222 that includes information about the regulations of the various countries in
which the custom clearance service platform 2200 operates. Each of the service modules
2226 of the custom clearance service platform 2200, such as the custom clearance service
module 920, the user control module 922, the privacy and encryption module 924, the DIS
service module 926, the document lifecycle management module 928, and the smart contract
service module 930 can access the rules database 2222 and operate in comphance with the
regulations of each country.

[0445] For clanty of illustration, FIG. 22 omits several entities involved 1o the custom
clearance process, such as the banks or payment companies, the delivery companies, the
customs brokers, and the adminustrators. The custom clearance service platform 2200 handles
the information collected from the various entities in various countries in comphiance with
the data retention and privacy protection regulations of each respective country.

{8446} The technology described in this specification is not hmited to processing of
import custom clearance data. Referring to FIG. 23, FIG. 23 is 3 diagram illustrating an
example of a clearance platform 2300, in accordance with embodiments of this specification.
A clearance platform 2300 can be used to process an arbitrary type of clearance data based

on an arbitrary set of rules agreed upon by a group of people. For example, when a first
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group of people of a country agree to follow a set of rules regarding taxation on importation
of goods, the clearance platform 2300 can be used to process import custom clearance data.
{0447} For example, a second group of environmentally conscious members may decide
to buy products mostly from sustainable sources and to donate a ceriain percentage of the
purchase price of merchandise purchased from non-sustainable sources to environmental
causes. It may be difficult for individuals to keep track of what products are from sustainable
sources or non-sustainable sources. The clearance platform 2300 allows the second group of
members to easily set up rules to help achieve their goals. For example, the clearance
platform 2300 can include a rules database 2310 specifying which consumer products are
from sustamable sources, which farm products are produced using environmentally friendly
methods, and which seafood products are produced by harvesting marine wildlife n a
sustainable manner. An adminustrator can update the rules database 2310 from time to time.
Members of the second group (e.g., first buyer 2302, ..., N-th buyer 2304} can purchase
products from merchants (e.g., first merchant 2306, ..., M-th merchant 2308} through an on-
line commerce system 2314,

{0448} When a buver purchases a product through the on-line commerce system 2314
and mdicates that the buyer belongs to the second group of members, the on-line commerce
system 2314 sends purchase data to the clearance platform 2300, and indicates, e.g., with an
wdentifier associated with the second group, that the purchase data are associated with the
second group. The clearance platform 2300 records the purchase data on a blockchain
database 2222 and/or a smart contract data cache 2218 The clearance platform 2300 mcludes
a clearance approval module 2312 that analyzes the purchase data to determine, based on the
rules database 2310, whether the product being purchased is from a sustainable source. If the
product s not from a sustainable source, the clearance approval module 2312 determines the
amount of donation that the buyer should contribute {this is similar to the customs authority
determining the amount of import tax to be applied to import goods).

{0449] For example, the clearance approval modele 2312 can send a message to the
buyer indicating that the product is not from a sustainable source, and that the buyer should
give a donation of a certain amount based on the agreement among the second group of
members. The clearance platform 2300 can communicate with a bank of the buyer, request

payment from the bank, and send the pavment to, e g, an environmental non-profit
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organization as donation. The transactions performed by the clearance platform 2300 can be
recorded in the blockchain database 2222 that can be verified by the relevant parties. The
services provided by the clearance platform 2300 can be automated through the use of smart
contracts.

{0450} In some embodiments, the custom clearance service platforms 900 and 2200, and
the clearance platform 2300 can be used to process clearance data {eg., import custom
clearance data) in a virtual world, e.g., in a gaming platform. For example, a gaming platform
may allow players to establish virtual nations or kingdors, recruit other players to be citizens
or subjects of the virtual nations or kingdoms, and establish thetr own rules or laws for the
virtual nations or kangdoms. The citizens / subjects of a nation / kingdom may trade goods
with citizens / subjects of another nation /kingdom. The nation / kingdom may raise funds (in
virtual currency) by imposing a tax on trade. The operations of the custom clearance service
platforms 200 and 2200, and the clearance platform 2300 can be automated by use of smart
contracts, so the technology used for implementing the custom clearance service platforms
900 and 2200, and the clearance platform 2300, can also be applied to implement virtual
customs clearance and taxation in the virtaal world. This allows the players of the online
gsaming platform to establish their own rules for taxation on trade, making the online gaming
platform more realistic and interesting.

{04511 The system, apparatus, moduole, or unt lustrated in the previous embodiments
can be implemented by using a computer chip or an entity, or can be implemented by using a
product having a certamn function. A typical embodiment device 13 a computer, and the
computer can be a personal computer, a laptop computer, a cellular phone, a camera phone, a
smartphone, a personal digital assistant, a media player, a navigation device, an email
receiving and sending device, a game console, a tablet computer, a wearable device, or any
combination of these devices.

{6452} For an embodiment process of functions and roles of each module in the
apparatus, references can be made to an embodiment process of corresponding steps in the
previous method. Details are omitted here for simplicity.

{0453] Because an apparatus embodiment basically corresponds to a method embodiment,
for related parts, references can be made to related descriptions in the method embodiment.

The previously described apparatus embodiment 15 merely an example. The modules
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described as separate parts may or may not be physically separate, and parts displayed as
modules may or may not be physical modules, may be located mn one position, or may be
distributed on a number of network modules. Some or ali of the modules can be selected
based on actual demands to achieve the objectives of the solutions of the specification. A
person of ordinary skill in the art can understand and mmplement the embodiments of the
present application without creative efforts.

{0454} Referring again to FIGS. 11, 13, 15, 17, 19, and 21, it can be interpreted as
itlustrating an internal functional module and a structure of a computer system or a
blockchain node. An execution body in essence can be an electronic device, and the
electronic device includes the following: one or more processors; and one or more computer-
readable memories configured to store an executable instruction of the one or more
processors. In some embodiments, the one or more computer-readable memories are coupled
to the one or more processors and have programming instructions stored thereon that are
executable by the one or more processors to perform algorithms, methods, functions,
processes, flows, and procedures, as described n this specification. This specification also
provides one or more non-transitory computer-readable storage media coupled to one or
more processors and having mstructions stored thereon which, when executed by the one or
more processors, cause the one or more processors to perform operations m accordance with
embodiments of the methods provided herein,

{0455} This specification further provides a system for implementing the methods
provided herein. The system includes one ¢r more processors, and a computer-readable
storage medium coupled to the one or more processors having insiructions stored thereon
which, when executed by the one or more processors, cause the one or more processors to
perform operations in accordance with embodiments of the methods provided herein,

{0456} Embodiments of the subject matter and the actions and operations described in
this specification can be implemented in digital electronic circuitry, in tangibly-embodied
computer software or firmware, in computer hardware, mcluding the structures disclosed in
this specification and their structural equivalenis, or in combinations of one or more of them.
Embodiments of the subject matier described in this specification can be implemented as one
or more computer programs, e.g., one or more modules of computer program instructions,

encoded on a computer program carrier, for execution by, or to control the operation of, data
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processing apparatus. For example, a computer program casrier can include one or more
computer-readable storage media that have instructions encoded or stored thereon The
carrier may be a tangible non-transitory computer-readable medium, such as a magnetic,
magneto optical, or optical disk, a solid state drive, a random access memory (RAM), a read-
only memory (ROM}, or other types of media. Alternatively, or in addition, the carrier may
be an artificially generated propagated signal, e g, a machine-generated electrical, optical, or
electromagnetic signal that is generated to encode information for transmission to suitable
receiver apparatus for execution by a data processing apparatus. The computer storage
medium can be or be part of a machine-readable storage device, a machine-readable storage
substrate, a random or serial access memory device, or a combination of one or more of them.
A computer storage medium 1s not a propagated signal

{0457} A computer program, which may also be referred to or described as a program,
software, a software application, an app, a module, a software module, an engine, a script, or
code, can be written n any form of programming language, mcluding compiled or
interpreted languages, or declarative or procedural languages; and it can be deployed wn any
form, mclading as a stand-alone program or as a module, component, engine, subroutine, or
other unit suitable for executing n a computing environment, which environment may
include one or more computers interconnected by a data communication network in one or
more locations.

{0458} A computer program may, but need not, correspond to a file in a file system. A
computer program can be stored m a portion of a file that holds other programs or data, e g,
one or more scripts stored in a markup language document, n a single file dedicated to the
program in question, or in multiple coordinated files, e.g, files that store one or more
modules, sub programs, or portions of code.

{0459} Processors for execotion of a computer program inchude, by way of example, both
general- and special-purpose microprocessors, and any one or more processors of any kind of
digital computer. Generally, a processor will receive the instructions of the computer
program for execution as well as data from a non-transitory computer-readable medium
coupled to the processor.

{0460} The term “data processing apparatus” encompasses all kinds of apparatuses,

devices, and machines for processing data, including by way of example a programmable
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processor, a computer, or multiple processors or computers. Data processing apparatus can
include special-purpose logic circuitry, e g, an FPGA (field programmable gate array}, an
ASIC (application specific ntegrated circuit), or a GPU (graphics processing unit). The
apparatus can also include, in addition to hardware, code that creates an execution
environment for computer programs, e.g., code that constitutes processor firmware, a
protocol stack, a database management system, an operating system, or a combination of one
or more of them.

{0461 The processes and logic flows described m this specification can be performed by
one Of more COMPUIErs Of Processors executing one OF more computer programs to perform
operations by operating on input data and generating ouiput. The processes and logic flows
can also be performed by special-purpose logic circuttry, e.g., an FPGA, an ASIC, or a GPU,
or by a combination of special-purpose logic circuitry and one or more programmed
computers.

{0462} Computers suitable for the execution of a computer program can be based on
general or special-purpose microprocessors or both, or any other kind of central processing
unit. Generally, a central processing unit will receive mstructions and data from a read only
memory or a random access memory or both. Elements of a computer can include a central
processing unit for executing instructions and one or more memory devices for storing
mstructions and data. The central processing unit and the memory ¢an be supplemented by,
or incorporated in, special-purpose logic circuitry.

{0463] Generally, a computer will also include, or be operatively coupled to receive data
from or transfer data to one or more storage devices. The storage devices can be, for example,
magnetic, magneto optical, or optical disks, solid state drives, or any other type of non-
transitory, computer-readable media. However, a computer need not have such devices. Thus,
a computer may be coupled {0 one or more storage devices, such as, one or more memories,
that are local and/or remote. For example, a computer can include one or more local
memories that are integral components of the computer, or the computer ¢can be coupled o
one or more remote memories that are in a cloud neiwork. Moreover, a computer can be
embedded in another device, e.g., a mobile telephone, a personal digital assistant (PDA), a
mobtle audio or video player, a game console, a Global Positioning System {GPS) receiver,

or a portable storage device, e.g., a universal serial bus (USB) flash drive, to name just a few.
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{0464} Components can be “coupled t0” each other by being commutatively such as
electrically or optically connected to one another, either directly or via one or more
intermediate components. Components can also be “coupled 107 each other if one of the
components is integrated into the other. For example, a storage component that is infegrated
into a processor {e.g., an L2 cache component} is “coupled to” the processor.

{0465] To provide for interaction with a user, embodiments of the subject matter
described in this specification can be implemented on, or configured to communicate with, a
computer having a display device, e g, a LCD (liquid crystal display) momtor, for displaying
information to the user, and an input device by which the user can provide input to the
computer, e.g., a kevboard and a pownting device, e.g, a mouse, a trackball or touchpad.
Other kinds of devices can be used to provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory feedback, e.g., visual feedback,
auditory feedback, or tactile feedback; and nput from the user can be received in any form,
including acoustic, speech, or tactile input. In addition, a computer can interact with a user by
sending documents to and receiving documents from a device that 1s used by the user; for
example, by sending web pages to a web browser on a user’s device 1n response 10 requests
recetved from the web browser, or by mteracting with an app running on a user device, e.g., a
smartphone or electronic tablet. Also, a computer can interact with a user by sending text
messages or other forms of message to a personal device, e.g., a smariphone that 18 running a
messaging application, and receiving responsive messages from the user in return.

{0466} This specification uses the term “configured t07 in connection with systems,
apparatus, and computer program components. For a system of one or more computers to be
configured to perform particular operations or actions means that the system has installed on
it software, firmware, hardware, or a combination of them that in operation cause the system
io perform the operations or actions. For one or more computer programs to be configured to
perform particular operations or actions means that the one or more programs inchide
instructions that, when executed by data processing apparatus, cause the apparatus to perform
the operations or actions. For special-purpose logic circuitry to be configured to perform
particular operations or actions means that the circuitry has electronic logic that performs the

operations or actions.
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{0467} While this specification contains many specific embodiment details, these should
not be construed as limitations on the scope of what is being claimed, which is defined by the
claims themselves, but rather as descriptions of features that may be specific to particular
embodiments. Certain features that are described in this specification in the context of
separate embodiments can also be realized in combination in a single embodiment
Conversely, various features that are described in the context of a single embodimenis can
also be realized in multiple embodiments separately or in any suitable subcombination
Moreover, although features may be described above as acting in certain combinations and
even initially be claimed as such, one or more features from a claimed combination can in
some cases be excised from the combination, and the claim may be directed to a
subcombination or variation of a subcombination.

{04638] Sinularty, while operations are depicted in the drawings and recited 1 the claims
m a particular order, this should not be understood as requiring that such operations be
performed m the particular order shown or in sequential order, or that all illustrated
operations be performed, to achieve desirable results. In certain circumstances, multitasking
and parallel processing may be advantageous. Moreover, the separation of various system
modules and components m the embodiments described above should not be anderstood as
requiring such separation mn all embodiments, and it should be understood that the described
program components and systems can generally be integrated together in a single software
product or packaged into multiple software products.

{0469] Particular embodiments of the subject matter have been described. Other
embodiments are within the scope of the following claims. For example, the actions recited
in the claims can be performed in a different order and still achieve desirable results. As one
example, the processes depicted in the accompanying figures do not necessarily require the
particular order shown, or sequential order, to achieve desirable results. In some cases,

multitasking and parallel processing may be advantageous.
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CLAIMS

1. A computer-implemented method for data storage on a blockchain performed by a
computing device, the method comprising:
determining that data stored in a cache storage satisfies a predetermined condition;
adding a blockchain address of a second smart contract to a configuration file, wherein
the configuration file includes a plurality of addresses corresponding to a plurality of smart
contracts stored on a blockchain; and
invoking a virtual machine to execute the configuration file, wherein execution of the
configuration file initiates a consensus algorithm to:
generate the second smart contract at the blockchain address and a
corresponding smart contract pool for storing at least a portion of the data on the
blockchain, wherein the smart contract pool is a data structure exclusively managed by
the second smart contract;
generate a smart contract ID of the second smart contract;
store the smart contract ID in the second smart contract; and

store the smart contract ID in the corresponding smart contract pool.

2. The computer-implemented method of claim 1, wherein the data is mutable data
included in a document for custom clearance, and the data includes one or more of a document
type of the document, a document status of the document, association information of the

document with one or more other documents for custom clearance.

3. The computer-implemented method of claim 2, wherein the document is one of an
order document, a logistics document, or a payment document, and wherein the document
includes the mutable data, immutable data including an encrypted version of at least a portion
of content of the document encrypted by an encryption key associated with an owner of the
document, and index data including one or more of an identifier of the document and hash

values of a plurality of blockchain transactions associated with the document.
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4. The computer-implemented method of any previous claim, wherein the
predetermined condition is satisfied if a volume of the data stored in the cache storage exceeds

a predetermined threshold.

5. The computer-implemented method of claim 4, wherein the blockchain includes a
plurality of smart contract pools, and the method further comprising invoking an application
programming interface (API) to enable a blockchain node to initiate the consensus algorithm
to record at least a portion of the data exceeding the predetermined threshold to the plurality

of smart contract pools in a round-robin manner.

6. The computer-implemented method of claim 4, wherein the blockchain includes a
plurality of smart contract pools, and the method further comprising invoking an application
programming interface (API) to enable a blockchain node to initiate the consensus algorithm
to record at least a portion of the data exceeding the predetermined threshold to the plurality
of smart contract pools based on an ID of the data and IDs of the plurality of the smart contract

pools.

7. The computer-implemented method of any previous claim, wherein the at least a
portion of data is associated with a plurality of documents for custom clearance, and the method
further comprising associating a document ID of each of the plurality of documents with

corresponding data in the at least a portion of data.

8. The computer-implemented method of any of claims 1 to 7, wherein the at least a
portion of data is associated with a plurality of transactions associated with a document, and
the method further comprising associating a hash value of each of the plurality of transactions

with corresponding data in the at least a portion of data.

9. The computer-implemented method of any of claims 1 to 3, wherein the
predetermined condition is satisfied if the at least a portion of the data is received at a
predetermined time period different from a remainder of the data other than the at least a

portion of the data.
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10. The computer-implemented method of claim 9, wherein the blockchain includes a
plurality of smart contract pools created during the predetermined time period, and the method
further comprising invoking an API to enable a blockchain node to initiate the consensus

algorithm to record the at least a portion of the data to the plurality of smart contract pools.

11. The computer-implemented method of any previous claim, the configuration file is

executed in response to restarting the computing device.

12. The computer-implemented method of any previous claim, wherein the data

structure of the smart contact pool is a state Merkle tree including a plurality of key-value pairs.

13. A system for blockchain data storage, comprising:

one or more processors; and

one or more computer-readable memories coupled to the one or more processors and
having instructions stored thereon that are executable by the one or more processors to perform

the method of any of claims 1 to 12.

14. An apparatus for blockchain data storage, the apparatus comprising a plurality of

modules for performing the method of any of claims 1 to 12.
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