CLAIMS

What is claimed is:

1. A computer method for automated data storage and retrieval, including:

receiving a data object, the data object being intended for immutable access by one or
more keyholders;

obtaining a storage address corresponding to one or more data storage locations;

storing the data object at the one or more data storage locations;

generating a hash value corresponding to the storage address of the data object in the one
or more data storage locations;

generating an obscured hash value by encoding the hash value, the obscured hash value
being a data string comprising a plurality of data values wherein a subset of the data values are
empty or have a value of zero;

breaking the obscured hash value into constituent bytes of data, each constituent byte of
data being a data value of the plurality of data values;

transacting bytes of data having a data value that are not empty or not equal to zero and
metadata of the data object onto a blockchain data structure, the blockchain data structure being
separate from the one or more data storage locations; and

displaying a rendering of the data object on an electronic display of a user device.

2. The computer method of claim 1, further comprising producing a modified data object by

encrypting the data object.

3. The computer method of claim 2, wherein the storing the data object includes storing the

modified data object at the one or more data storage locations.

4. The computer method of claim 1, wherein encoding the hash value comprises encrypting
the hash value.

5. The computer method of claim 1, further comprising retrieving a rendering of the data

object.
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6. The computer method of claim 1, further comprising generating and distributing one or

more public keys for retrieval of the data object.

7. The computer method of claim 1, wherein the one or more data storage locations include

a distributed file system accessed by the storage address.

8. The computer method of claim 1, wherein the storage address includes a distributed file

system storage address.

9. The computer method of claim 1, wherein the storing the data object includes storing the
data object in a distributed file system storage address.

10.  The computer method of claim 1, further comprising:
retrieving the obscured hash value from the blockchain data structure;
retrieving the hash value from the obscured hash value; and
retrieving the data object from the distributed file system by using the hash value as the

storage address.

11.  The computer method of claim 10, wherein the retrieving the hash value from the

obscured hash value includes decrypting the hash value.

12. The computer method of claim 1, wherein the data object is a data file.

13.  The computer method of claim 12, wherein the data file is a video file.

14.  The computer method of claim 12, wherein the data file is an audio file.

15.  The computer method of claim 12, wherein the data file is an electronic document.

16. A computer system, comprising:
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a peer device capable of providing a graphical user interface to a user, the graphical user

interface including a data object display facility and a data object designation facility;

a computer server including a data receiving engine and a distributed file system spooler,

the data receiving engine being configured to:

receive a data object designated by the user via the graphical user interface and
the data object designation facility;

the distributed file system spooler operatively coupled to a distributed file system address

server, the distributed file system address server being configured to:

obtain a distributed file system address corresponding to one or more data storage

locations, and

store the data object at the one or more data storage locations, and

transmit the distributed file system address to a distributed file system encoder,
the distributed file system address encoder operatively coupled to a distributed file
system address server;
the distributed file system address encoder being configured to:

receive the distributed file system address from the distributed file system
address server,

generate a distributed file system address label by encrypting the distributed file
system address, the distributed file system address label being a hash value,

generating an obscured hash value by encoding the hash value, the obscured hash
value being a data string comprising a plurality of data values wherein a subset of the
data values are empty or have a value of zero,

breaking the obscured hash value into constituent bytes of data, each constituent
byte of data being a data value of the plurality of data values, and

transmit the constituent bytes of data to a distributed file system address label
engine; and

a second computer server, operatively coupled to the computer server, operatively

coupled to exchange data with the graphical user interface, and configured to:

receive a brief summarization data from the graphical user interface,
receive the constituent bytes of data from the distributed file system address label

engine, and
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transact the brief summarization data and the bytes of data having a data value
that are not empty or not equal to zero and metadata of the data object onto the

blockchain, the blockchain being separate from the one or more data storage locations.

17.  The computer system of claim 16, wherein the second computer server is further
configured to respond to a credentialed user of the peer device to designate an object for display
using the graphical user interface, operate a distributed file system address label query and
logger module to output a distributed file system query using the distributed file system address
label to a decoder, the decoder being configured to decode the distributed file system address

label to convert it into the distributed file system data address.

18.  The computer system of claim 17, wherein the computer server operates the decoder and
launches the distributed file system query with a distributed file system query engine using the
decoded distributed file system address to fetch the corresponding data and load the

corresponding data into a distributed file system query queue device.

19.  The computer system of claim 18, wherein the computer server or the second computer
server receives the data into a display engine, the received data corresponding to the distributed
file system data and causing the data to be displayed or played back in the graphical user
interface of the peer device.

20.  The computer system of claim 19, wherein the computer server further includes a
resolver and decryption apparatus configured to convert the distributed file system data into a
format suitable for the display engine.

21.  The computer system of claim 20, wherein the data corresponding to the distributed file
system data received into the display engine includes the distributed file system data converted
into the format suitable for the display engine.

22. A method, comprising,
receiving a data object from a user;
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storing the data object in a distributed file system;

generating a hash value corresponding to a storage address of the data object in the
distributed file system;

generating an obscured hash value by encoding the hash value, the obscured hash value
being a data string comprising a plurality of data values wherein a subset of the data values are
empty or have a value of zero;

breaking the obscured hash value into constituent bytes of data, each constituent byte of
data being a data value of the plurality of data values; and

writing bytes of data having a data value that are not empty or not equal to zero and
metadata of the data object onto a blockchain, the blockchain data structure being separate from

the distributed file system.

23.  The method of claim 22, further comprising:

receiving a request to access the data object from the distributed file system;
retrieving the encoded hash value from the blockchain;

decoding the encoded hash value from the blockchain; and

reading the data object from the distributed file system.

24.  The method of claim 23, further comprising outputting contents of the data object to the
user, wherein the request to access the data object was received from the user.

25.  The method of claim 24, further comprising authenticating the user prior to retrieving the

encoded hash value.

26.  The method of claim 25, wherein the authenticating the user includes determining

whether the user has permission to access the data object.

27.  The method of claim 24, wherein the outputting the contents of the data object includes

displaying the contents of the data object on a display of an electronic device of the user.
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28.  The method of claim 23, further comprising outputting the contents of the data object to a

second user, wherein the request to access the data object was received from the second user.

29.  The method of claim 28, further comprising authenticating the second user prior to

retrieving the obscured hash value.

30.  The method of claim 29, wherein the authenticating the second user includes determining
whether the second user has permission to access the data object.

31.  The method of claim 30, wherein the outputting the contents of the data object includes

displaying the contents of the data object on a display of an electronic device of the second user.

32.  The method of claim 22, further comprising:
receiving the request to access the data object from the distributed file system;
retrieving the hash value from the blockchain; and
reading the data object from the distributed file system.

33.  The method of claim 32, further comprising outputting the contents of the data object to

the user, wherein the request to access the data object was received from the user.

34.  The method of claim 33, further comprising authenticating the user prior to retrieving the

hash value.

35.  The method of claim 34, wherein the authenticating the user includes determining

whether the user has permission to access the data object.

36.  The method of claim 33, wherein the outputting the contents of the data object includes
displaying the contents of the data object on a display of an electronic device of the user.

37.  The method of claim 32, further comprising outputting the contents of the data object to a

second user, wherein the request to access the data object was received from the second user.

26



38. The method of claim 37, further comprising authenticating the second user prior to retrieving

the hash value.

39.  The method of claim 38, wherein the authenticating the second user includes determining

whether the second user has permission to access the data object.

40.  The method of claim 37, wherein the outputting the contents of the data object includes

displaying the contents of the data object on a display of an electronic device of the second user.

41.  The method of claim 23, wherein the distributed file system is a private distributed file

system.

42.  The method of claim 23, wherein the distributed file system is a public distributed file

system.

43.  The method of claim 23, wherein the blockchain is a public blockchain.

44, The method of claim 23, wherein the blockchain is a private blockchain.

45.  The method of claim 22, further comprising:

receiving a request to access the data object;

retrieving the hash value from the blockchain by reconstructing the hash value from the
individual bytes; and

retrieving the data object from the distributed file system by using the hash value as the

storage address.

46.  The method of claim 45, further comprising:
receiving a request to access the data object;
retrieving the obscured hash value from the blockchain by reconstructing the obscured

hash value from the individual bytes;
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extracting the hash value from the obscured hash value; and
retrieving the data object from the distributed file system by using the hash value as the

storage address.

47.  The method of claim 23, wherein the distributed file system is an Interplanetary File

System.

48. A method, comprising:

receiving a request from a user to store a data object;

storing the data object in a storage system at a storage location, the storage location
corresponding to a storage address;

generating a storage address pointer by encrypting the storage address, the storage
address pointer being a hash value;

generating an obscured hash value by encoding the hash value, the obscured hash value
being a data string comprising a plurality of data values wherein a subset of the data values are
empty or have a value of zero;

breaking the obscured hash value into constituent bytes of data, each constituent byte of
data being a data value of the plurality of data values;

writing bytes of data having a data value that are not empty or not equal to zero and
metadata of the data object onto a blockchain, the blockchain being separate from the storage
location;

receiving a request to access the data object from the storage system;

retrieving the storage address pointer from the blockchain; and

reading the data object from the storage location based on the storage address pointer.
49.  The method of claim 48, further comprising, after the retrieving the storage address
pointer from the blockchain, decrypting the storage address pointer and retrieving the data object

based on the storage address.

50.  The method of claim 48, wherein the storage system is a distributed file system.
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