18 JAN 2007 WD 2004/059513 1 SYSTEM FOR REG STRY- BASED AUTOVATI C

| NSTALLATI ON° AND COVPONENT HANDLI NG ON A DEVI CE CROSS- REFERENCE g g&ELATED
APPLI CATI ONS [ 0001] This Application clains the benefit of pri oril SA f20
pending U. S. Provisional Patent Application entitled "AUTO I NSTALL" havi ng
Appl i cation_No. .60_/_425,486 and filed on Decenber 20, 2002, the disclosure
of which iswi%?ﬁmﬁ?ﬁ] ted by reference herein inits entirety for all

pur poses. [0002] This Application also clginms the benefit of priority of a
pending U. S. Provisional Patent Application entitled "REGQ STRY-BASED AUTO

on Decenber 200 Yoggo FURREGISTH P A% SO i Tt INSEATTATIN, ence
herein in its entirety AN GEOMBONGNsHAAXBIENGNDN A DEVECE] 0003] The

present invention relates generally to the processing of conponents on a
device, and nore particylarl to a systemfor registry-based automatic
instal lati on and conpoms%mw T%R@%’E@ HPLI $TI ON OF THE
RELATED [;0004] t r ide.a.-way.for a lar nynbers .of users
t'o commun Cate wit rﬁg@;’gﬁ}@f e%gg)gﬁh'g&%&\c/%ﬁl%?’ﬁ %P?ﬁ‘i‘zrt%?\@-rs KONy

devi ces. For @amapApplicatiosentiled! SSD-INSORITIHaGial iAPRLSRIoNITK 60/233/884 kY Of
net wor k- enabl gﬂ é)or able tel gﬁ@ones_al | ow users  to communicate with each
ot her over gr é4%¢ 9 12ecsmdes2l, T, Hisrdivsiosus ehWbed iymeepagtedby refgenes harsiy
configured-w tjﬁit@eﬁ{ﬁéfy?&ﬁ/anﬁgnﬂdg&t‘ al | ed conponents that control how the
devi ce ?{perates, and ul timately, how well the overall network perforns.
[ 0005] | 0@t ai n dbischpmditativoedsoglames the bnedip of pi@ity whHaipehdinghé. St Provisgnaide,

install, del r .ot her wi.se. ghapnge the configurati of th o

net wor k- enabl 3%8%VP%I%C§E° (Wlﬁe%igmo‘ 5‘?”@25583%{118%?&%%%0 TM, t he
net {ork oper athavinp@pblhcaiiok 8ol 60/405VE28 RAWilRIQUMISREMbs: 400300, irdieRsat bf devi ces
in the network so that the network operates nore efficiently. For exanple,

the network op@HeYSincHEprateddy relsranpehereip mppentioely forallawrmoses: e, a binary
execut abl e, or other information on the devices to provide service
i nprovenents or upgrades. |In another situation, the network operator may

desire to BACKGROUND
I FIELD

[0003] The preseﬂt invention relates generally to the processing of components on a

device, and more particularly, to a system for registry-based automatic installation and

component handling on a device.

1L DESCRIPTION OF THE RELATED ART
[0004] Data networks provide a way for a large numbers of users to comununicate with
C i each other using a variety of network-enabled devices. For example, in a wireless
communication network, a variety of network-enabled portable telephones allow users
to communicate with each other over great distances. The network—enéblcd devices are
generally configured with a variety of installed components that control hov} the device
operates, and ultimately, how well the overall network performs.

00057 In certain circumstances a network operator would like to npgrade, install,
delete, or otherwise change the configuration of the network-enabled devices. For
example, as system software iskin}pr‘qvled, _the network operator would like to have new

| comﬁonents installed on all devices in the network so that the network operates more
efficiently. For example, the network operator may like to install application software,
a binary executable, or other information on the devices to provide service

improvements or upgrades. In another situation, the network operator may desire to



1 B JAN 2007 WO 2004/059513 2 install enterprise applications or other
devi ce upgrade applications based on the needs of a specific type

device. Furthernore, if it is deternmined that a problemexists with %NZWT
currently installed system conponent, the network operator would like to
install an raded conponent to repair the problem regardl ess of whether
the device™ 9§@% E1tven aware that the probl em exi sts. For exanple, if a
probl em exists with a current device conponent that allows a user to view
mul tinmedi a content, the network operator would like to upgrade all the

e o ISE Pl o SEbAER S RARRR e vlBrrRCRAREDE

del ete, or otdwpeddisypebbhdgytet mermWifenisslemﬁnmwiem £ probRui exisee@with hor t he
device user to reiurn he device to a repair center. Once at the repair

center, repai PTHENSBH Sé’?}ﬁmrc@@f?%‘?néﬁﬁ‘q’F?éwﬂ'@\ﬂpﬁ@t%é?oﬁlw&kettﬁémaﬂ@— devi ce
h th t
as the nos @gﬁg&;c‘é W@g@ﬁ?gﬁgrﬂ?ﬁ@%g? %Qﬂfe‘s'{'ﬁ{vﬁ{ er A RByREAGPRS 1S very

inefficient b o return the device if they are
unawar e of t.heen pnvmbItIIaMhecprohleEmBimetspFoﬂadxamplasﬁmqto’tdemlemaislvgithaa‘cﬁmhﬂ ng how
t hey used the, devi ce. tgg not ces W upgr aded, sone

hoe) cosui |1 RS bponeat bt Weut e e ol abGme i cSivaly bt ne ek R er |
oper at i on of }d A WAplaBA e cSBEGSAtl nhARAT 1 FREThRESTpHRAL vits aneeded

is a systemto autonatlcally process conponents on a device to allow
sel ect ed ver§ﬁ@ﬁ§mﬁpn@6ﬂﬁ@ﬁ@%ﬂgﬁh@mbhfmﬁ@ﬁ@lIed and activated. The system

shoul d_ bRgbbPx! bl RN, BIEM HHSaEOMENStS N2 ol a8g,nuTber o

devi ces rel ative tT e, FOVT di pgrades to all

devi ces operainipdgenisiona &&ﬁmg o wabiog Ehe\Meivice st fetirh tHehievice sd a denti ce
performance and increased network eff|C|enc% SUVVARY [0008% Iln opne or ( )
mor e embodi meffAET- QueaAt {heFepar Gontsl TeRAK REESORNR. SARTSPEogr Iy thydgiigs &0 Etothf)onent S

on a device. E&fce%@ﬁeh%stfe&n@e&nﬁémﬁme@&k UdiGundihye %?{%I'D@é@lsave gevice to
install, update, delete, activate, disable or otherw'se change the state of

a conponent wrffiicdthdcause dsvmguwma)sfad i@ceters theadevice s theware Iuaamra@e ointhg
doun oad servehucTe s FRTRMEN o B RSB TAT Tl 5 pad Y20
interface sethdtRYSf the@aioss Wiltha, upgradéd) Yoraé E@ﬁcestvém @o0fpetaid mrpif_@hdld)ﬂhe best
performance and the overall operation of the network may be degraded. |
{0007] Therefore, what is needed is a system to automatically pfoces:s"components ona
device to allow selected versions of components to be installed and ;;cfci\}éted. The
system should be flexible enough to process the components on a la:geipumber- of
devices in a relatively short time, thereby providing fast upgrades to all devices
operating o a network, which will result in the best device performance and increased
network efficiency. ( ﬂ)
SUMMARY
[0008} In one or more embodiments, a system is provided to automatically process
components on a device. For example, in one embodiment, the system allows a device
to install, update, delete, activate, disable or otherwise change the state of é component
on a device using a versioned action list available on 2 download server. The
components that can be processed may be of-any type, for example, an application,
executable, configuration information, user interface settings, random data, or any other
type of information.
[0009] During operation of the system, the device checks the version of the action list

on the download server against a stored version associated with the last action list



[ 0009] During operation of the system the device checks the version of the
action }tist--on the downl oad server agai nst a stored version associated with
the last action list 18 JAN 2007 WD 2004/059513 3 processed by iReAdeilice.
If the two versions are different, the device downl oads the new action |ist
fromthe server and parses each itemin the action list to process

conponent s Wh2004i&8lévi ce. | n one enbodi nent, each itemin the action |ist
conprises a conponentlaction pair that as?oci ates a conponent identifier
with an action identifier. The conmponent Tdentifier identifies a type of
conponent and its current version. The action identifier identifies an
action to be pEPfcssoeYy thydavige. dielie deo Wersiang we gdierent.dhe dhyiceiddwnticafls Gdnew
conmponent. [ 00 . i i .Se ach conmponent/action
pair in the ac %‘F\ilﬂlf&rsﬁ?tht%gp I&gl'ltge@ aﬁsgg %r%]é ]\érlgglr?pag{é%} I(%)Srtl%ongrgc:l%s ?%m%%len{s
performed for dérhike tdeldad ithiorel eabodimerntach itdhedn devicien Boopapesshhe version of
the conponent in the action |jst to a conponent version stored on the
device. |f theMBSNEHIHHITRAUT Walasiashdes deampprentidppiifiien pathgwareqn identifiees no
action withr ; Qs [ n@n . L.ons e

di fferent, tﬁg%%\%p%gcrgg%?gﬁﬁg&t he Eéét%ﬁ%r?pgbs ociélgtagglt\%vit %?Eliijslgg'rrpr[g%ent in
the action |i sactipwidehialrgedentifies @t atien &f bet refomospnba i viteredpoet wahe For
exanmple, if th tiion is tpo install the identified conponent, the device
downl oads t he lﬁgﬁﬁ%ﬂgﬂ?’}m@?ﬁg any other necessary information fromthe

downl oad f@nder, and ch&&hBdditehthe@OWBOPERs efih doliolEtiafn phlFYS the dfign devi ce
steps through the action list performng the designated actions only on new

conponent ver sisbisdetqrodneryhether ép agfianciesds ta e perframet £orthe idewifisd semppaant.i on
pair, the conpapet; i t i i i e new
con'pC:;—nent ver si oﬁd%lr%\%/f”@gﬁgﬁ %lé{vglrg%gco? Plc?ncla ﬁﬂp?@%ﬁi ﬁj&ﬁ%%c#ﬁgg{etﬁ%c%&)g%%ﬁpon I i st
has “heen pr ocesssah stored odéhel degice e tiahelsva dvenpores ivenions ekenhd faiey thofletitte acti on

list, so as to avoid re-processing.the current. actio ist in the,  future.
Thus, ¢ he devi BEARPPFAGTL PR e & SHORM LRI Ttra o YR SF oD QTS of
the action |igédews edbhs @B abiish AWM QBISBE ¥epbifentinfthes@ibh 1ikt't0 bhinbe

stored version on the device. [0012] In one enbodi nent, the device checks

the version ofthe fate thegomiposent ep dhedevicre Fonerampleyif the asbamisie tatelldhan t h t he
Gouel 020 20 Vi SN IS KGN SN otk 0o
information from the download server, and installs the component on the device. Thus,
the device steps through the action list performing the designated actions only on new
component versions.
[0011} After processing a particular component/action pair, the component version
stored on the device is updated with the new component version provided in the action
list. When the entire action list has been processed, the device records the version
C identifier of the action list, so as to avoid re-processing the current action list in the
future. Thus, the device will not process another action list until the version of the
action list available on the download server is different from the stored version on the
device.
[0012] In one embodiment, the device checks the version of the action list every time
the device communicates with the download server. For example, the device may
communicate with the download server after the device is powered on or at periodic
~ intervals. The system provides a mechanism to allow components to be processed on
the device with no user interaction or‘ limited user interaction. For example, in one
embodiment, components may be pushed to a device at power up to effectively provide

a “silent installation.” In another embodiment, a user interface is provided so that the



intervals. The system provides a nmechanismto allow conponents to be
processed on the device with no user interaction or limted user
interaction. For exanple, in one enbodinent, conponents may be pushed to a
device at power up to effectively provide a "silent installatiohB"iANmg;
anot her enbodi nent, a user interface is provided so that the 18 JAN 2007 WO
2004/ 05958040109 Eppnent processing may be at the option of the user. Thus,
the systemallows the conponent processing to be forced, pronpted,

required, or optional. [0013] The systeminmaybe used to process conponents on
a single device or on a |large nunber of devices. For exanple, in a data

net wor k \Aher@r@iso%ﬂ@ﬁ&essmgrﬂaﬁ,rb@im HERDL (FHraIRES oAl BHdBH kfeSt server,
a single action list can be delivered to all devices an each device can
det er m ne wheRmREaMYPRecassengto bp ferced profmpied, hegnired wr ogtionkh  anot her

enbodi t he ver, nmay Qprovi multiple action lists that can, be used
For di 1 Ftahe " et bef a Verihd G st Snteifts Bhe Sp§isdeVes Ouiid BEE 1y
access a_di f manbf askde@NFdr XbmpleQinkf RELTSwERWHRALAE farfHunitRabs diRRs Of
device. Thus, it is possible for the systemto providée global updates to a
| ar ge number CaFFACEREY PR pdion pleserver. e inglroaetion ligrean pedsliyereddo al devicespadi od of

hours or dayg, f%.GRCLndEH Q’\?ﬂ% &%@)ﬁ&ﬂg toagsréér:egp o gt g'eZve‘%’e\é 3{1 Elééjih%e) per f or med

Addi tional 'y, comuni cati on between € ser and a
usi ng any typebafimescte seregymaypredtle mmltiphcitfivn lgs Buch Rs@Nof Yiflarai or any

type of enc dlng, so_t hat tﬂfg&@ylces can.  be aut henticated and

[ . .any
transmi ssi on“Sf°q WS ﬁ&ﬁ‘?"@ﬂp Ge PR %if dexicEy B2y RIS Grflitiergn pation KStone
enbodi ment,  {JgosuSERIPoRERY fd @sut Lpe oaﬁéAJiéé. YrHu® ifid ‘ﬂg%ﬁ%%fog rtl%%?a%ttof or

conponents based on a conponent type. conponent s provided that
i s desi gnedprovidgigtnbekupdates tplergemumhenofinigvises pheicfihcupslomp arngetiotype (i . e.

a specific "Miltipu se | nternet il . Extensign” (M. type). The handl er
is an appli cg{}é:%g ’ eﬁ?& 8@1)? S SRY Seasteﬁ?l\i({aéwtielcogtﬁ?}éﬂ’ﬁr?&fg%rbl%l:#?v%he conponent (ﬂs(9
data. For exadpitienallyheonsyeiieMon Haveep tledbiet Sdhceash Bsbrionsit@hding

conponent handler that is designed to process conponents having a sel ected

M ME type. | APYONEe hiseis RRBmUnCAiondg s Me nuch arRIcBiption of anytEsiaft ered in t he
devi ce's ope i i : .Sl . the
PSS SR LBkt BIEFLID OSH G BT TS,, o

system may downl o a conponent
handl er wi | | issleonaot 4 seatredashimnpr ocess t he conponent. Thus, the conponent

PN o o o, R alen, WISy RS AR YA BPISice Mt ey ©f ore Y
components based on a component type. A component “handler” is provided that is
designed to process a component having a specific component type (i.e., a specific
“Multipurpose Internet Mail Extension” (MIME) type). The handler is an application or
executable that will save and cominit the component’s data. For example, the system
may operate to download and install a component handler that is designed to process
components having a selected MIME type. In one embodiment, the component handier ()
is registered in the device’s operating system registry. Once the handler is installed, the
systermn may download a component having the selected type, and the associated handler
will be activated to process the component. Thus, the component handlers are not
embedded in the operating system layers, and therefore may be provided by an OEM, or
provided by a third party and/or downloaded/upgraded dynamically. This allows not
only new component types to be processed on the device post-production, but also new
~mechanisms to handle the new component types as well.
[6015] In one embodiment, a method is provided for automatically processing a
component on a device, where the component has a selected component type. The

method comprises installing a component handler on the device, where the component

handler is operable to process components having the selected component type. The



provided by a third party and/or downl oaded/ upgraded dynam cally. This
~al-lows not only new conponent types to be processed on the devige

post - production, but also new nechanisnms to handle the neM/conﬁgn@NﬂBWypes
as well. [0015] In one enbodinment, a nethod is provided for automatically
processing a conponent on a device, where the conponent has a selected
conponent tWYAMW4HHE13 net hod conprises installing a conponent handl er on the
devi ce; where the conponent handler is ogerable to process conponents
havi ng the sel ected conmponent type. The 10 JAN 2007 WD 2004/059513 5

met hod al so conpri.ses parsing an action.list to obtain a,canponent/action
pair that id8ff OfiiagS CBWQH%‘?B ofede a‘ftbondg{ %roé’%:aé%gﬁ?}nﬁ‘gpef‘%ug&wﬁ@?t and
downl oadi ng t RnERERBEEHpontR th BEep@edskiny theevidt RRPIHIIRIGHTRE E38fonent
determ ning that the conponent has the selected conponent type, and using

the sel ected Ehpdnden Thpmeetiod dsorqomprisesiditerminingibitdhr comneaprihas depr ocess
the conmponent oo Q0 G1n0hoh ARE, &%Qﬁ'ﬁ%é 'stelecég B%@&Aéﬁmge R{a%}‘ibﬂgﬂlef or
automati cal |l y processi'ng a “"conponefit on a device, Fein the conponent has
*a sel ected conpoperht ltapfler to Pecessathpasiapansniconpri ses .l ogic to install a
conponent dl er on the_ device, where the. onent. handl er is operable to
process a8 gnent sf)nn%ﬁ?i'eﬁgfo RS0 éP@Eit'é%PSBWEg ta“tqn}aﬁég%’]ﬁgméﬁb%? atus al so
conpri ses | 0gc&mpheRPISLIAREFEraN h&é&oxﬁp@n&ﬁh@s’ J‘se?ec@d%@ﬁ@@ﬁ@l%/géci‘h@n_ palr
that identifies the conponent to be processed by the device, and logic to
downl oad t he oprepawresmprisestingic temital 2 coinporepplaandienisn tieslovica meiesbs | ogic to

determ ne that _the ¢ ent h he sel ected component tvpe, and logic to
use the  sel et BROTEBSBARRE opsiae spiadcts SapeoneE MU i skt kL aiismetls
process the cefpomaskppatfRhldo copfite 164D adiaiRHh ac@diPiat & st8aih g provi ded for
aut gprati cal ly processing a. conponent on a device, where the conponent has a
sel Bet ed conpEAEPRNCEYASEON REEthatideifies the compppent locherpragessed §y thereyisp Mg a
conponent han i G s b Sl 6 able to
P ocess compondnt S o e b e o B ES *2l <o
conpri ses neadsiefwne fhat e ngmponecatdias the selested tompiyeni typa andlgiponesttthact i on

pair that identifigs the nent tq be processe t he vice, and neans
Por downl ondt ACHERImG SRR Btivats T Grisne e dos i it YR e ionfilr i sos
neans f orfoglgy er m ninéhelehtodiotear, @ AeR prdvakdifhensehgieiBopreeszanent type,

and neans for using the selected conponent type to activate the conponent
handl er to pr6e@Beeahen a device, where the component has'a selected component type. The

apparatus comprises means for installing 2 component handler on the device, where the
component handler is operable to process components having the selected component
type. The apparatus also comprises means for parsing an action list to obtain a
component/action pair that identifies the component to be processed by the device, and
means for downloading the component to the device. The apparatus also comprises

(: means for determining that the component has the selected component type, and means

for using the selected component type to activate the component handler to pfocess the
component.
[0018] In one embodiment, a computer-readable media is provided that comprises
- imstructions, which when executed by processing logic in a device, operate to

automatically process a component on the device, where the component has a selected
component type. The compuier-readable media comprises instructions for installing a
component handler on the device, where the component handler is operable to process
components having the selected component typé,. The computer-readable media alsd
comprises instructions for parsing an action list to obtain 2 component/action pair that
identifies the component to be processed by the device, and instructions for

downloading the component to the device. The computer-readable media also



conponent. [0018] In one enbodi nent, a conputer-readabl e nedia is provided
that conprises instructions, which when executed by processing logic in a
device, operate to autonmatically process a conponent on the devicej wies
t he conponent has a selected conponent type. The conputer-readabl e nedia
conpri ses @@;&&E}g qi:pns for installing a conponent handl er on the. device,
where the Shant” handl er is operabl e to process conponents having the
sel ect ed conmponent type. The conputer-readabl e nedia also conprises
instructions for parsing an action list to obtain a conponent/action pair
that identif/ : t %gp t '

i nstructions d190 nééggnmﬁ@ %?%%eﬁ%g}%gﬁgﬁ% t c’tﬁﬁrét ]%g\t/hl% gg]{egﬁ%(%@rﬂgonem

conput er - r eadyiyl. endhiselntiesdor dsBnglBdis @80 colfPorR4 a0 adid/ak the capfdnsmts
instructions for determnjng that the conponent has the sel ected conponent
type, and instiaPQ}EIttPé’ﬁ%ceTS&#e%g’?H?ﬁe‘Fhe sel ect ed conmponent type to activate the
corponenpo1djandl eioh& aBiRE eaT akthses CRHMTORGERL of the ﬂe%émq\laﬁﬁoﬁﬂ%kam

advant ages, and features of the present invention w | econe apparent
after revi ew apparekaitheicsiewaf therhesanafteo set fordy B¢l Mssiptiqptaf the Dfawitgs, Dr awi ngs,”
Det ai | ed Des |%¥ 39 of o he {n\fentgon, ?@d (hhe Cl ai ms. BRI EF DESCRI PTI ON OF
THE DRAW NGSCI?ﬁ 8] efﬂg)lipgpgélgi W&n %‘bé‘& “ang™he attendant advant ages of

t he enbodi nents described herein will becone nore readily apparent by
reference to the following detailed description when taken in conjunction
wi th'the acconmpanyi ng dr awBRIEF DRREREFHONUVDGTHEDBAMINGE enbodi nent of a
systemto _aut omati_call rocess conponents an a devjice; FIG 2 shows a
functi on@f)Sl i agr ar#\ﬁffo‘ég@’ég/?sc%ai ?féﬁgi: ﬁ@néﬂéédﬁﬁ‘éagéﬁﬁf)fgf’ FERedigEnts 3 system to
aut omat i cal | yiREHe8 Bk YRER:Smofe! 1Eadil3 PRV 1R18rRIBOM fBRfoRingd Method
for operating a device to provide a syStemto automatically pr o€ess (
conponent s ordetdiled desgiipiéon Whe@ talen dih ogpgunstien snthdbl areompafying drewvingd for ~

operating a deVé ¢e to process conponent handl ers designed to operate on
specific corrp‘glrluénf" types; FIG 5 shows one enbodi nent of a method for

operating a devi CFIR 1Rh@EESER embodiment of a system to automatically process components

on a device;

FIG. 2 shows a functional diagram of a device that includes one embodiment of
a system to automatically process components; '

¥IG. 3 shows one embodiment of a method for operating a device to provide a
system to automatically process components on the device; '

FIG. 4 shows one embodiment of a method for operating a device to process
component handlers designed to operate on specific component types;

FIG. 5 shows one embodiment of a method for operating a device to process
component handlers designed to operate on specific component typesi ; :: (p)

FIG. 6 shows transactions that occur between a download server and a device
during operation of one embodiment of a system to automatically process components
on the device; and

FIG. 7 shows one embodiment of an action list for use in a system to

automatically process components on a device.

-DETAILED DESCRIPTION
{0021] The following detailed description describes embodiments of a system to
automatically process components on a device. The systemn is suitable for use in any
type of wired or wireless network, including but not limited to, communication

networks, public networks, such as the Internet, private networks, such as virtual private



conponent handl ers designed to operate on specific conmponent types; (- FIG
6- shows transactions-that occur between a downl oad server and a device
during operation of one enbodi ment of a systemto automatically pridc&8siil]
conponents on the device; and FIG 7 shows one enbodi nent of an action |ist
for use in a systemto automatically process conponents on a devi ce.

DETAI LED DEBSCTROPRSENS- [ 0021] The follow ng detail ed description describes
enbodi ments of a systemto automatically_process conponents on a devi ce.
The systemis suitable for use in any type of wired or wirel ess network,

i ncluding but not limted to, communication networks, public networks, such
as the | nter n@etWosksi (YEDS. Iaeal aisa eetwoslise Fidgsrepi netwigks, pmignauleneiwdk,ANagpn0o7 WO

2000/ 059513, 7 g OGS VPNl 963l RAISLIBOI el 0 BEASLOBLIGEES. T ono

haul net wor Kk, _ er type o a networ
sui tabl e for useiswapdblacidownendok adéiisaingtchmiponaht dpablampdd, tlbawstaddi ng and

of 1 ce. comput SREDIGE WisaBib EBRPLRIGNES FRTbRd I Eoghed fericciaeh
‘portabl e tel epbanedie t@@ﬁﬁone?,r}’]:gg% onHﬂr‘%ﬁheHS%r‘é oPhe AV ﬁ)]&@ﬂ@&k\ﬁﬂ?ﬁndr ecei ving

and installing conponents. [0 ] I'n one nore enbodi nents, The system
i nteracts w t hnstallingrompenenyi r onnent  executing on the device that is used

to sinpli peration of the device ch as .b rovidin eneralized calls
for devi c@bszgeci fi ?%3056?05%31?1% @egtﬁéﬁe Sf}ﬁ%fnl lﬁéracggnv\v/‘}i\’ %WH&W? RATPRENE; nary
Runtime Envir eremthg bwihe \Bvied 8ssis GRREYEing Ay vwrionldf defdetiae, destedsaged by
QUALCOW Inc., of San Diego, California. In the following description, it

will be assumPioviding gftq@’@lia%iﬁaéléqugﬂe‘éiﬁ%&?ﬁiiﬁﬁ@es&mfcﬁﬁt@We?“éhwnﬂwrrent , such as
the BREW soft i?onpﬂeﬂ & %@i&%ﬁ%ﬁh&a E?I'Jﬁ?ﬂﬁerﬁ?&ewﬁéﬁ@é%@“ gﬁiﬁﬁfm’)f stogtbvﬁres ystem

are/suitable Tor use wt er types of runtinme environnments
aut owat i cal | y platioos ssvelgedby QLM ECOND, nar offap RitgopOakfbmandnvhe ellesmg -

devi ces. [002 ~ FI G, 1 shows one enbodi nent of a system 100 to
St omati cal Iy Shiegelah T U SROHES Tk i St tesSiDe BYSHEM OGOUBeP s
server 102, a .d@feBRIeHWeltarkQdatformn Howvef@Vbretr Hitfe elib&iiflaitaongé Watdn 4@4 nMay

be any type of wired or wireless network that allows information to be
comuni cat ed tseitakisshor pifovideethentyne 2f amdmelss vigeypais tp@gomatically process

components on 2 variety of wired and wireless devices.

[0023] FIG. 1 shows one embodiment of a system 100 to automatically process
components on a device. The system 100 comprises a server 102, a data nétwork 104,
and a device 106. The data network 104 may be any type of wired or wireléss network
that allows information to be communicated between the server 102 and the dévice 106.
For example, the network 104 may be a communication network, wide ;area network,
virtual private network, or a public network, such as the Intemet. |

(: [0024] In one or more embodiments, the system operates to procéss components on the
device 106. For example, the server 102 includes components 112, an action Iist 110,
an action list version identifier 108, and component handlers 120. The version identifier
108 identifies the current version of the action list 110. The action list 110 comprises
component/action pairs where each pair comprises a component identifier and an action
identifier. The component identifier is a unique item ID that identifies a particular
component. A portion of the component identifier is used to identify a version of the
component. For example, the component identifier is a series of bits where a portion of
the bits is used to identify the version of the component. The action identifier identifies
a particular action, such as install, update, delete, recall, disable, or any other action that

the device 106 will perform with regards to the identified component.



For exanple, the network 104 may be a conmmunication network, w de area _
network, virtual private network, or a public network, such as trhej" .
Internet. [0024] In one or nore enbodi nents, the system operates % L}N@%ss
conponents on the device 106. For exanple, the server 102 incl udes
conponent s 1% _ ag: ction list 110, an action list version identifier 108,
and conpon 2 ?145% 2rs 120. The version identifier 108 identifies the
current version of the action list 110. The action list 110 conprises
conponent/action pairs where each pair conprises a conponent identifier and
an acti opoosdent i fiiRlcompbRnt LIRS0 -0801dntd & Ibéeséséa%&e%%mhbﬂm e{hat
identifies a particular conponent. A portion og the conponent 1dentifier is
used to i dentFdrgxamplersioonemnbodiment, e npopartt hdpdiersexadg!gmed tohmomsnponent
identifier is _a seri of hits a tion of he bits.is u to
dent! Tyt he SN e ek AR pPedrh e B Ppdhen b Be reiiER FPes o
particul ar acihk adviceSMBna Sedisisrbdin the BRGRE Lopefling bk Pstenh RGRkYy, ORLSAMaBed,Or any
other action that the device 106 will performwth regards to the

i dentified cotpeprepanentignglary apparti vatlpdyoRyoersHSYBIEeEs higeesireTadingnponent
handl ers 120 ALS t%%gned to process sel ected conponent types. For exanple,
in one enbodinen%, e conponent handl ers are designed to process
conmponen{@2bhvi ng Batmpaipechiibh, Vhe ieyyre 102 Fhenie tharasi listasdioaidenttior 108

installed on the devi 106 and registered in the device's operating system
registry. Owc@th%%etvéﬂellégf‘”a@?\%et@%iﬁﬂe Pr gxepmce the devige 406 mpyedpct Yepr ocess

conponent s, haWngos ek ,irnpse@gﬁdz%dméea%ri&%@m djtfiﬂsﬁﬁﬁégfh%on’ the

server 102 transmts theé action list version identifier 108 " to t evi ce
106 vi a the nstwolikt vef4on iBartifiex dplodhe ddvered86i beanbl®r embodimentabe sere  server

102 during a r up.sequence and the server .102 responds by.transmitting )
the action IP@gygFlgit%en ﬂf&ﬁ‘ﬁﬁ f"’lhg? 108 ‘t§or ﬁg%}ﬁéﬁ{‘%l?s?ﬁvm?- 1ea¢?6t her
enbodi ment, t BewEedd For edBD]€ A bRCerBbIdRBerl GMictR nkACacbeist BedbRis esiRbR) Of

the action list is available for downl ocad. For exanple, in one epbodi nent,

when a new actieserven WP sprdsgrmessagpde thawreice 196 hadprlydss thepptiseidyemioRessage to
the device 10Ghiiah 1bﬂc+ﬁed&%icte*lﬂﬁg&5’?£§k th % 196 e fifler 10350 diéid JQ§on The
devi ce 106 conpares the version rdentifier 1I W t a st OI‘e(il version

i dentifier 1léebiifayr 1i4épnespresenty the vemiosiobtheddst adtmnllastp bagptacessed bgthet o be

processed by the q]g'%v' 06.. If the.d | oaded. veysion 8 and.the stored
Dersion: 114" aPeiesdiby i Bn foviletied RsTIID ARL 08 e BT bl AEHbRGm any
instal | ati ons R tHehRMEAodsthot AR Y b&tdrHtmy installations or changes to the existing

components 116 on the device. However, if the downloaded version 108 is different

from the stored version 114, then the device 106 knows that additional cqmponent
processing is required. For example, there may be new components: locaie& at the
server 102 that need to be installed on the device 106.

[0027] Once the device 106 detects that a new version of the action list exists, it ()
transmits a request to the server 102 to obtain the new action list 110. The server 102
responds by transmitting the action list 110 to the device 106. The &evice 106 then
processes the action list 110 to install, update, delete or otherwise process components
identified in the action list 110.

(00283 The device 106 operates to process the action list 110 by stepping through each
component/action pair and determining whether or not to take action with regard to each
component. For example, if the action list specifies that a component needs to be

| .installed or updated, the device 106 downloads the component 112 and any other
required files from the server 102 and installs it on the device 106. X the action list 110

specifies that a component needs to be deleted, the device 106 deletes the component.

Thus, each component/action pair in the action list 110 is processed by the device 106 to



conponents 116 on the device. However, if the downl oaded version 108 is
different fromthe stored version 114, then the device 106 knows that
addi ti onal conponent processing is required. For exanple, there HQ% gﬁ!ﬂﬁw
conponents | ocated at the server 102 that need to be installed on'th
device 106. [0027] Once the device 106 detects that a new version of the
action list exists, it C} transmts a request to the server 102 to obtain
t he new act "Oh?®1€¥3210. The server 102 responds by transnitting the action
list 110 to the device 106. The device 10& then processes the action |ist
110 to install, update, delete or otherw se process conponents identified

in the action |ist 110.. 28], The devjce 106 aperates to process.the action
list 110 by st%]boﬁﬂqﬁ%%ﬁp%glgﬂlpgg&rf&e&%0%87“&@‘?&8?@5%‘?"’ ST ng
whet her or notpeld? ah@PleRgtBGhd Bfler\WrdddssiROMRE detiof 18R deCREMOOE Hates FRIstRxANDI €,

if the action |list specifies that a conponent needs to be installed or

updat ed, the dstiphst yesiogadentisanbidthetoschpusrainn of the mepsbresenyly ordvessed r equi r ed
files fromthecﬁgﬁﬂﬁ_r 102 and installs it on the device 106. If the action

list 110 speczl1 Ires that a conponent needs to be deleted, the device 106

del et es t [(82gjonpondnbne enfudimene bl deQenINogRtstabt cOMpRRhadtitn biis idGe on | i st
110 i s processed bg the device 106 to 18 JAN 2007 . WO 2004/ 059513 9
aut omat i cal | 'y 3°HeR Byt 10 [dpigranineguhethes or pataction lated de A paicWar OBWEBENt . The

action |ist eddB b@ftak@ﬁ‘.yF&grﬁglgn 1e2fhd dﬁi&@fﬂﬁ%@?ﬁﬁﬁb}gﬁg&r\{% ilﬂfzi BGk %Ersiejn%tf , the

: £
devi ce 106 updates the store tion [ist version i er 114 to store
t he versi on ofa tampones instaliedant yo privve ssedsarplr therdelvics ta refif®abhatl n one

enbodi nent, the device 106 r §es e conponent | acti.on pairs. i h action
st 110 to dePEPRIHE THOERBPOGr R (e ORPBNET MeaEittif Beqcpurist S dfined
conponent  neegfrh&idaqo Hakahine BRIveRiai k& coblpenéify FecexARBleMY vakiogady have
the@ewest version of a conponent installed, and so it is not necessary for

t he “devi ce to inforpaiangan be pprendecipplmariof therroppencatidsatifigsnithe davicecfponent
identifier in éoﬂgaa&%'séaﬂed' dﬁﬁaﬁ)oﬁénq vé@ﬁh‘ﬂﬁﬁ) thé @érﬂ%&@hﬂ \%Psiénodo%‘io%ga i‘ﬁ"tgé he
versi on of the conponent. For exanple, the version 1nformation can be
appended t o t hetiemiistdi(.t Hehasionpd ashdovwrdentd Eompanediherdensiacethd Sfne, teniar es a

T S kS P h HBE b fatd
sane, then theyqdBwheaddieethpdRint bakRnARY dafdrdr®thid thb AEBEATEDekOrmid 1A
conponent. However, if the stored

action associated with that component in the action list. Thus, the system is very

efficient, since the device 106 only processes new versions of the components.

[0030] In one embodiment, the action list comprises a component/action pair that
identifies a particular component handler 120 to be installed on the device 106. The
component handler 120 is a program that is designed to process components having a
specific component type. For example, the component type may be a MIME type that

C identifies the format of a file. In one embodiment, the component type may be provided
as a string of characters added to the beginning of the component file. In essence, the
component type defines the way the component’s data is to be handled.

{0031} In response to parsing the component/action pair, the device downloads the
component handler 120 from the server 102 and installs the component handler 120 as
part of the device’s installed component handlers 122. When the component handler
120 is installed in the device 106, it is registered in the device’s operating system |
registry so that it will be activated to process components having the corresponding
componenf type. For example, the operating system registry identifies what handler

will be used to handle certain component types, such as URLs, documents, images, or

other data files.



and downl oaded conponent versions are different, then the device 106
perfornms the action associated with that conponent in the action list. =
Thus, the systemis very efficient, since the device 106 only procegsgs MEw
versions of the conponents. [0030] In one enbodi nent, the action |ist
conprises\gog Qagnt/action pair that identifies a particular conponent
handl er 120 to be installed on the device 106. The conponent handler 120 is
a programthat is designed to process cagponents having a specific

conponent type. For exanple, the conponent type may be a MM type that C

id | f he f | j -h
e proviBEA as & errng B R R0 SRR APk s G o PR EOB o " ™

conponent f i handiek h2(espenesap prdeess ;09 opapaERhistyNdactethe Bascdd@nipaerd: Bge.
conponent's data i% &o be handl ed. [0031] In response tq parsing the
conponent act e FHOPAMERE heSystenm operpiss inigsiall g sompenepbhradier diwadler 120 from -

the server 10ZnaRdhtithsield: §ettiﬂ§alfé|9frﬁ9ﬂ§§%npi@ﬂ{y s?étﬁlﬁ%grf&?ns tﬂﬁoﬁlﬁgincl he

device's installed conponent handlers 122" Wen“the conponé and er 120
i s install edsteps to hetonhetidadly pi@@6ss domppeentsemyi sdeiced i n.t he device's operating
system regiitry q.@hat | t m{ll Pe a tivate? t 0 process. conponents havi ng
the correspohdi ng™S'edASSRRMEN Rapdier gy the dovigs [0Progdaa SREEHic COMPOREp @
registry ideptifipswiiba a fanebonekd th thelRvies ath hes thafibBiceohbiecnt @g\gponent
types, such as URLs, documents, imges, or other data files. 18 N 2007

WO 2004/ 059533 10Propesede]dalafcompondnb uurgiihe semponeanbiindler.120 is instal l ed on
the device 106, the conponent handler 120 operates to process any
conponefi$3f hat hEws, thheystash epracs loeipymenwtvetsyge of cémpaeats entrodi ment , t he

system operates ;to. i.nstall a c onent handl er t.o.h | e,a conmponent that
is not yet i %W]%%P?dgg?mﬁlgtbe %%?{%Iﬂg,an Wgce@%‘f‘g}ﬁ]ﬁgﬂlﬁer%‘ ﬁﬁﬁc?W? ng stdps
to automati calalyyoRpRResmpoip AR Sthebparatkei coess stlecled Sbabonedt @%%gponént -
handl er on the device to process a specific conponent type. 2. wnl oad a

data conponeff PISCHRAHSPIPEntH bipe 98 she drarics rorw Fmpesrgicredier is fipe- 3.
Process the %{a@e&am{%?&nﬁgmﬂ&n &%%g@g@m%@&ﬁé}%&wafeg-t%gl%ggsgﬁlﬂemvﬁ , the

system operates to a ersi conponent's oaded from
t he server 10@npmenipr ocessed on t he device 106. The conponents ( | "-J may
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embodiment of a system to automatically process components on the device 200, The
device comprises processing logic 208, compare logic 206, function logic 214, version
update logic 224, a stored action list version identifier (ALVI) 204 and corﬁponent
version identifiers (CVI) 212, installed component handlers 230, and installed
components 226. The described logic and functions provided by the devicé_ 200 may be
implemented in hardware, software, or a combination of hardware and software. For
example, in one or more embodiments, the functional elements shown in FIG 2 C)
comprises a CPU, processor, gate array, hardware logic, mémorjf elements, virtual
machine, software, and/or any combination of hardware aﬁd software. Thus, the
processing logic 208 generally comprises logic to execute machine-readable instructions
to perform the functions described herein. It should be noted that the device 200
illustrates just one embodiment and that changes, additions, or rearrangements of the
device elements may be made without deviating from the scope of the invention.
[0035] FIG. 3 shows one embodiment of a method 300 for operating a device, such as -
device 209, to provide a system to antomatically process componenfs on the device 200.
For the purposes of clarity, the method 300 will be described with reference to the
device 200 shown in FIG. 2. & will further be assumed that the device 200 is in secure

communication with a download server via a data network, as illustrated in FIG. 1.



To process a new conponent type on the device, a new conponent handler is
first installed in the operating systemregistry, and thereafter activated
to process the new conponent. [0034] FIG 2 shows a functional diagkaigfya
device 200 that includes one enbodinment of a systemto automatically
process conmponents on the device 200. The device conprises processing |ogic
208, conpar V¢ Y§HeOM36, function logic 214, version update |logic 224, a
stored action |ist version identifier (ALY&) 204 and conponent version
identifiers (CVI) 212, installed conponent handlers 230, and installed

conponents 226. The descriged |.ogi c_and functions provided by the device 200
may be i ¥WEP¥nent ed\itrckaPdias devicbiaeyam acpn st xermiop adpnfiBer 5 Hgr dwar e and
softvare. FOr gitfiMleved. FoPBfafifie, T fvRERGHIRRAS: with el dilfidaRak e ment s
shown in FIG 2 conprises a CPU, processor, gate array, hardware ?oglc,
menory el enentasdatamatyordtland feciowadnad sefvememenitathe Aatondisy vasiobideatificymo thi
har dware and software, Thu the processing logic 208 generally conprises
logic to exec SIS PV ?%’z%abl e instructions to performthe functions
descri bed[dogrrei n. 14t b3t@W0A, DBstIOpRfbrhbRio delemBe Vi 166 80 loadelilabgdd 1Rk es | ust
one enbodi nent and that changes, additions, or rearrangenments of the device
el enents may b&seridentilicnutiierentifam megored ypastonedengGpretheifis atseciptad withiten .
10035] FIG 3 ' t Q far rati devi ce,
such as deviJ%Qggﬁ?qgg“ﬁgﬁgﬁﬁggg%¥3%?%H¥?dﬁ§% %%é?i@g ﬁgﬁﬁg%gggglgonponents
on the devi ce idéffifier HiPranidhie porep oasion ddentfidar208 ywre ihpna toredibegle BRE: 206lthat be
described with reference té’ t,ge device 200 shown jn FIG 2. It wll further
be assumed t hafOTPAES e ddepgpers o daleraurg it they e rtivrlent ilohedive Kers®Bownl oad
server via a dabRifeRlap0&dbivas, ithd Mehb@tcafind 1B tidck302 to diftaid ANedWRkion¥Pihe
20041 09513 11 [0036] At bl ock 302, the device obtains an action |ist
ver sion i dent i4clien lift pbgnotiise imgoWrthotwd wevigneidentifisrs ax diffsrent (DB, themeded -
conmuni cates w Ech %sht% ocmhgad server via a data network and the downl oad
server transnif e FHe action 1ist version identifier to the device, as shown
at 202. [[@03%] At liatdck306, thadéestreirgvakd 2608 Ustiftont teloWnad sdrvérh&or
downl oaded action |ist version identifier is different froma st pr%
versi on i dent i PREPle igacian s 2l dpwaloggaddrombe serygrto g pregesting losic#V8e
processed by thgadeMaGRiwd®Rr exanple, the downl oaded version identifier 202
and the stored version identifier 204 are input to conpare |ogic 206 that
[0039] At block 308, the device begins processing the action list by parsing the first

component/action pair in the action list. For example, the processing logic 208 operates
to process the downloaded action list 210 to parse the component/action pairs.

[00407] At block 310, a test is performed to determine what action, if aﬁy,-is required for
the component/action pair that is currently being processed. In one eiﬁbo'di_ment, the
device operates to automatically perform the action by proceeding to Blbtk 312.

C However, this may result in existing components being re-installed on the device. In
another embodiment, the version of the component is checked to detcm:une if the action
is necessary. For example, if the action is to “install” the componeni, iﬁe version of the
component is checked to see if the device has that version of the component currently
installed. Thus, the method operates to avoid re-installing components that are already
installed on the device. For example, the processing logic 208 retrieves a stored
component version identifier 212 and compares ii to the version of the component
identified in thé action list. In one embodiment, the version of the component is
incorporated in the componenf identifier provided in the action list. If the two
component versions are the same, no further action is required with regards to that

component and the method proceeds to block 416. If the two component versions are



conpares the two identifiers to determne if they are equivalent. If the two
version identifiers are equivalent, the nethod returns to block 302 to
obtain a new version of the action |ist at another tine. If the two version
identifiers are different (Diff), the method proceeds to block 30674 [|093@h
At bl ock 306, the device retrieves the action list fromthe domnload server.
For exangkﬁzthQ_g tion list 210 is downl oaded fromthe server to the
processing l'ogic Y via the data network. [0039] At block 308, the device
begi ns processing the action list by parging the first conponent/action
pair in the action list. For exanple the processing logic 208 operates to

process the action. rse .t he conponent/action pairs.
P0040] At bl SIEataheng BopRok s 2 ety B BEi e SORESE ST any.
i's required mcontpbﬁex@@mﬂm}{o@c@mc@adsnabrockb@ﬁ is currently being

processed. |n one enmbodjnent, the device operates to automatically perform
t he actil®?tlby pr oééé@dnéu( gletﬂc@@kasgqczate@ﬂbmmponmt@ ayoretul t in -

exi sting Comﬁeﬁ&}eﬁﬂpc%bﬁ'g?ﬂ f&ﬁieﬁgltn?édl 6% n%et[l@gsnﬂg éf tﬁg den{g}fe? %ﬁpﬁgé}t anh e

enbodi nent Ver si on onent s

action is nezasgartie plocsssiay iughl 208 dpfsratelaeo acrittod theladtidndogic 1234 &) perfoiaahe
conponent, the_ version_of the conponent is checked to _see if the device has
that version %?qué“%%ﬁwlnélﬂ’a}e@ﬁ&l alivatings disgbang. raglling of leRsshod

operates 10 yaidthdific ft%%t?‘hlle'lé&tlﬁé) k. tﬁ&?%)bag{p‘?e alsh RN nl$kal | ed on

t he device. For "exanple he processing |ogic rétrieves a stored
conponent ve rpsrfomnaddrémta the esmpuhentam delcodamethe devicebut Iaﬂomemed ideta andi/ot he
conmponent |Sentlf|e t he ctlon enbhodi he version of

|
t he conponent “f¥Rg? B‘P Iﬂnéf"é TPHHOYHe IPE’BWB}P&Q&%@‘WPPF? t@rmsﬂj‘?l i WA n t he

action list. thdconfiRmémOhe SRBRBAE gy 20SdRATesAb Qo TRad MERomPohehttiN@F action
is required with regards to that conponent and the nethod proceeds to bl(oc)k

416. |f the tipdateldiqmehetiowpload sever vag e date pafwarigoThe dyyriergad oBogrentlis -
0 Lot | WIRESERTI LAErAOR TR B B SO Bl 00,
At bl ock 312,any bypeaf iristillatamsw apddieprocedulre toliastalbogupdetn thel dovtnleadedir r ent
Cp oot et Rl ol % Roh e PRGBS S Bl Dol o
action logic tﬁé—ﬁro&é%sxﬂgld(gﬂf 208LBRtro18 fHel RR1ObicP2h 8 61418 the YRGRTiLMGomplGlel | NI,
activating, disabling, recalling or otherw se
from the installed components 226. Although not shown in FIGS. 2 and 3, virtually any
type of action may be performed with regards to the component, such as installing,
updating, deleting, recalling, activating, deactivating, or otherwise changing the state of
the component on the device.
{0042] At block 314, a component version list is updated to reflect that a new version of
the component has been installed or updated, or that the component has been deleted.
For example, the processing logic 208 controls the version update Jogic 224 to updaie (\
the stored component version identifiers 212 with the new information about the
currently processed component.
[0043] At block 316, a test is performed to determine if all of the component/action
pairs in the action list have been processed. If all pairs have been processed, the method
proceeds to block 320. If all pairs have not been processed, the method proceeds to
block 318 where the next pair is accessed for processing at block 310. The action list
210 may be any length and so there may exist any number of component/action pairs 10
Ee processed. -
[0044] At block 320, the stored action list version identifier at the device is updated.
For example, the processing logic 208 controls the update version logic 224 to update

the stored action list version identifier 204 with the identifier associated with the most



changing the state of the identified conponent. For exanple, a soft recall
may be performed where the conponent is deleted fromthe device but

associ ated data and/or |icensing information is not renmoved. For exhnmi &y
if the actionis to install or update the conponent, the processing |logic
208 operates to downl oad the conponent 222 (or update) fromthe downl oad
server via te2EP85Het wor k. The downl oaded conponent is then installed as
an installed conponent 226. The processi ngj[logi c 208 may perform any type
of installation or update procedure to install or update the downl oaded
conponent 222 as an installed conponent 226. If the action is to delete a
conponent, t HEeHhoweEsicdGlIwyist » IS SYTSP &Vill et aperaistte Presgisanoder t o del et e
the identifie Tolal=t I i -al 1. ?Bﬂ}ﬂﬁ ents 226. Al though not
shown in FI GSgthzbgg}rgld 3,]ta\lllf\%tvggo}n&?éﬁne;h%{l%ggqso aCt%.!Oﬂ may be perfornmed with
regards te045he conhomermbodiueht, & syststdbt angmaticalpgipiotasging dehgdnenty on the

recal ling, activati na},. deactivat i ng. o o‘%[l]ervx,i se cha%gi nlg tE,e statfe of the
component on HRASHEVIPEESS TTORADTISKECHMS SIOTeghof 2 CoTURTREaRAEAPIE vierids BRIChi st i s

updated to refhesbxdhad b}ama%cé@ﬂrsghl@gic%s,ﬁrbﬁd@sqm'ﬂamns hagib&eRdinst al | ed
or updated, or that the conponent has been del eted. For exanple, the

processing | ofprexaugleciatrcsions mppbe badsdontotheldevice 208 ifonpedonpitarpesleble t he

current | v brofdia §RE LR abAE Nl RIS Relbl LI O TLASH ROLGY TRILORAILY, | 0°
determne if RIOM.afr ahhetheanposfandthastdetioe opainisitdrfeddhide artiadhut intsfachave been
processed. If all pairs hgl;/e beenwgrqcessed,, the nmethod proceeds to bl ock

320. If all pifihedpacr?ifodn pather gmbeducay theipdrugtions gy heslosalpadedntogheck 318

where the nexbeaal foolronis G896AelRcAhAGALFRA e BbAG0H M o diEndGbhon | 1St
210(may be any length and so there may exist any nunber of conponent/action
pairs to be phobekesidns, wWhedafecpied by dakpre@Bsing logicA08 prdvide picomw tharst  ver si on

identifier at the..devi i.S..u ted.. .Far exanple, the processing |ogic 208
control s the ﬁ’Bg‘g%'%]m\l/%r%g?s r?tefrg ?%&ﬁ?ﬁnﬁa@y§§%5%§1g qo%og@gsr%ﬁ%i ‘fl%nasl i st

versi on ident dédcebed@Rfeinvi th the identifier associated with the nost | a JAN
7007 WD 2004/0-59,13 13 recently processed action list. Thus, the system
will not [ ate t B shauid brrotedibetiae megodi 38 ljusates justione gmhedimgrtraad 81t of ¢ he
action 1ist 1 enyal hifhics, dQ08Rhed oSt FERRAbTERIvents By B HaBEWiRbur
automati cal ly processing conponents on the

deviating from the scope of the invention.

[0047] F1G. 4 shows one embodiment of a method 400 for operating a device to
process component handlers designed to operate on specific component types. For the
purposes of clarity, the method 400.will be described with reference to the device 200
shown in FIG. 2. It will be assumed that the method 300 is used to download an action
list and process components as described above. The method 400 further describes how

C the system operates to process components that are component handlers dest gned to
operate on specific component types. In one or more embodiments, the followin g
method steps are performed by the processing logic 208 during execution of pfo gram
instructions.

[0048] At block 402, the system parses a component/action pair obtained from a
downloaded action list. For example, the action list may have been obtained as
described with regards to block 306 of FIG. 3.

_[0049} At block 404, a test is performed to determine if any action need be taken with
regards to the compoﬁentl action pair. For example, the version of the component in the
component/action pair is compared to a stored component version, and if the two
versions are different, then the corresponding action will be taken with regards to the

identified component.



device conprises programinstructions stored on a conputer-readable nedia,
whi ch  when executed by the processing | ogic 208, provides the fun

descri bed herein. For exanple, instructions nmay be | oaded into the @gfg@7
200 froma conmputer-readable nedia, such as a floppy disk, CDROM nenory
card, FLA gﬁgﬁg%lgeV|ce RAM ROM or any other type of nenory device or
conputer-reg € nedia that interfaces to the device 200. In another
enbodi ment, the instructions may be downjgpaded into the device 200 froma
network resource that interfaces to the device 200 via a data network. The

| NSt T ucth g, ""“eﬂt%%b\?fggsrsﬁ%{ ?@%?chtﬁcﬁm 2Lk {041 %te%?%r;gg&&r?ﬁ“dqg one or nore

enbodi nents " of a system processi’’ng co onents on the
device as ddsemibei theideitified cOOEGEIent it as:hmpbﬁbnbﬁamlwreﬁ doh@bnéﬂﬂﬁaﬂﬂﬁrh@d 300
illustrates just on [ hat. changes, additions,

enbqdi nent and
r ear r angemen®STGFFAR ﬁ%’“ﬁﬂ?ﬁ %%Pe@t%ﬂ%ﬁﬁéewoﬂ@oﬁﬁﬁ&% %@Efom%\?malﬁl ng from
the scope of dEtQﬁmhéﬁ’%’He'a%m bt Kdnale: Ghe the®RAYR0R dfﬁ&@ﬁl >nt of a method

400 for operating a device to process conponent han esigned to
oper at e {60513 peC| f Acbbohﬂﬁﬁa dretidenyified corRpmenttendleuispioseladdd tolilardevice. t he

thd400 bed t t 200 FI G
20 Tt wi 11 Dok TE P oS REHEAZs 005 bs (Qubltcl T Attt SRR avt | on

list and prog&s@-mnponents as descri bed above The net hod 400 further
descri bes how C the system operates tocf)r ocess_conponents that are conponent
handl er J0@fEdi gned ¢ block At thecompongné birdles ivinatabebon the dpdes. Honexampler nore

enbpdl ment s, tﬁehc%IrI Lénq ﬁlﬂerl fé dSI’x%SdeQ & s% Elfaﬁngsgt?g‘}/rgflste Q{)ocesm ng

| ogi ¢ 208 dur ng xecu gram |ns ructrons ock 402,

t he system paplsl&suan marmﬁﬁmtohaompmnfsalawln@hts@mﬁdcdmmbﬁ tygounbaaded acti on
list. For exag@ & the actign |ist may have been obtained as _described v(n tih
regards to blcBERUSEE: e @F@‘n%sys[e%ﬁ@ﬁ‘sw 15pat@l theprocessing lagig 208y atiesr med to

determ ne if randr@6h BOCHGRHeR BadBESR8 Weldines éﬁﬂ%%lﬁﬁaﬁeﬁ%oﬁ gRapent /acti on
pair. For exanpl e, the version of the conmpon In the conponentaction pair

i's conpared thendiers 230 e thegioponZt version, and if the two versions are

e ebgshen, G pRREATIIRS R L R o ot BR 0> (O (e
updated in the stored component version identifier list located on the device. For
example, the update version logic 224 updates the stored component version identifiers
212 with the version of the recently installed component handler 228. The method 400
then proceeds to block 402 to parse the next component/action pair.

[0054] 1t will be assurmed for the following description that blocks 402 and 404 parse a
subsequent component/action pair that identifies a component to be processed on the
device.

{0055] At block 406, a test is performed to determine if the identified component is a (ﬁ)
component handler, If the component is not a component handler, the method proceeds
to block 414.

[0056] At block 414, the component is downloaded to the device. For example, the
processing logic 208 downloads the component from a server (shown generally at 222).

[0057] At block 416, the format type of the component is determined. For example, the
component may have a selected MIME type of other formatting that indicates the format

v of the information in the component and/or how that information should be processed.

[0058] At block 418, a component handler associated with the component type is

activated to process the component. For example, the operating system registry is used

to determine which component handler should be used to process the selected

component type. The handler identified by the registry is activated to process the



[ 0050] At bl ock 406, assum ng sone action is to be taken; a test is
perforned to determne if the identifi ed component is a conponent;ghandier -
A conponent handler is a programdesigned to operate on a sel ected
conponent type. If the conponent is determned to be a conponent handler,
the nethod proceeds to bl ock 408. [0051] At block 408, the identified
conponent h¥WAMe¥ISPY3 downl oaded to the device. For exanple, the conponent
handl er 228 rmay be downl oaded from a servr§, such as server- 102. [0052] At
bl ock 410, the component handler is instaiTed on the device. For exanple,

t he conponent handler is registered in the device's operating system
registry as afomapisnl-cricspladbe ppeisans e Sanviemns ohdiintiplisdspeci fi ¢

conmponent typ%omgﬁeﬁ%nd%gwg@%%ess ﬂ};eco%%&tt_i ng systenmis registry is part

of the processin ogi C - regrstration, the conmponent handl er
228 becorfe@9art ofAtblvek A tilad dcadhtabrmpyoeait haltadiresesse? 8@ compbit.dBsi ce 200.

[ 0053] At block 412, the version_identifier of the jnstalled conponent
handl er is ubtRIERE PHOqPROmERt eRdeaBRR LA to\)Eﬁt%q=61ﬁfefed fe pelivale; WereP ocat ed

‘on the devi cegah08r otlRRHIBLRangk BR sHRAGH R MRFneRt dnQBl Gevids updates the stored
conmponent version identifiers 212 with the version of the recently

i nst al | ed@@ponentit hloakiH22, Uxp@mpPhent Wersilon ddeatfer sigredhoptho deddsistupdisedbek 402

to parse the next.conponent/action ir, 054] 1t will he.a med fqgr the
ot Powt ng. desor ot SRR, B3+ gl R umthis ersop B R Rt e
conponent / act icomp®aint vdrdiad idefi@fivird 2120%0rad 69 HRABE0E. TiR: Bahed Geepeetdom t he

device. [0055] At block 406, a test is perforned to determne if the
i dentified comfrsRwsihe paxt gompanentiastiompaitt bigkd0dr . 1f the conponent is not a

conponentohpdl er, 1,5 q?%ﬂ%cﬁ X rated 1PN o s shd iLsQﬁ?ﬁlonﬁ‘onQﬁtoc k 414,

the(zonp nent is downl oade vice. For exanple, e ‘processing

| ogi~e 208 dowhbmddshithesubssypearibnsed oamr@ssedovariofdsth oompapenie Tk hyndler i222) .
[0057] At block.416, the format.type of the caonmponent .j§ .determ ned. . For
bxanpl .t he CEHEBHMA PR SARTES BRI B e R ptledr ! BURRReRa e | ng
that indi cat egetibes fpisipt Wikth alddopbfinOhaVBid BB speifich@pesio i Rates@Anake how
that information should be processed. [0058] At block 418, a conponent
handl er associdgYiee thi lepisEhis wserhigdabyate thy andley te perfaray theiredBirgt RIBESSNE Pie

oo on o A HIECHRFGE IR L GOl a8 oo o0 e
type. Thdofamdl er indamnthel embtlodiyetinthe cagpatenyhdndlcally aaitthelassocigedcess t he
component are downloaded to the device 200 using different action lists. For example,
a first action list is used to download and install the component handler, and a second
action list is used to process the component, where the previously installed coni_ponent
handler processes the component.
[0063] In another embodiment, the component handler 228 is mstalled on the device
C 200 using any other installation technique. For example, the component handlé_r may be
installed using a separate transmission from the download server, or the compdﬁent
handler may be installed from a local system or device. However, once the éomponent
handler is installed, it is registered in the operating system registry and used to process
the corresponding component.
{00641 FIG. 5 shows one embodiment of a method 500 for operating a device to
process component handlers desi gned to operate on specific component types. For the
_purposes of clarity, the method 500 will be described with reference to the device 200
shown in FIG. 2. Tt will be assumed that the methiod 300 is used to download an action

Hst and process components as described above. The method 500 further describes how

the system operates to process component handlers designed to operate on specific



1 8 JAN 2007 WO 2004/059513 15 conponent. For exanple, the processing

| ogi c 208 activates one of the installed conmponent handlers 230 to fnﬁfﬁﬁf}
t he conponent. [0059] At bl ock 420, the activated conponent handl er! U ¢
processes the conponent. For exanple, the conponent handl er nmay operate to
install, q!&,i&ﬁgate, activate, nerge data, or otherw se change the
state of the coﬁﬁo ent on the device. [0060] At bl ock 422, the conponent
version identifier stored on the device jgs updated with the new conponent
versi on. For exanple, the update version |ogic 224 updates the conponent

version identifiers 212 stored on t evice. The netho hen proceeds to
process the ﬁ%&ﬂonﬁlgﬁ%ﬁeﬁt - (o o ?)rﬁhg?d%&?mﬁlﬂb%ﬁ?ﬂﬁ‘ﬁﬂg T@g‘éiﬁtepﬁﬁg"r efore, the
net hod 400 op&fahesby hedayvebaadosodos a&&? éxe@utﬁﬂ@? iRandloas. that is

subsequent I}/ used to process a downl oaded conponen he handler is

desi gned®68] pr oc edtblackHEe pi iction bistie paka totoppin a eerdpauisatiactine paif tod, it is

regi stered i eviGge'.s. regh skl (0] e havi. the specific
type is to bgmg%g%de%’saeé!é ﬁgvﬁ&t’ h‘gt%l%tgviﬁg’emﬁEség‘?r%)é'?qgé)Poy&:t%mﬂ&eelgglyoacg?z? Fsv ate the

handl er to peghesdwiilneespegid the ilepifgiesmiptgenon]f atfish i¢ euaBe tf chaddgtahe€ onponent -
version identifier on the device is then updated. [0062] |In_anather
enbodi nent, FHE Oéﬁ??ﬁ%fi’i’é‘ﬁﬁdﬁ%%?tmﬁﬁ%%%%fﬁﬁﬁtOMéﬂ@m are

downl oa o the LiC ' j . ' ' anple, a
first ag%&?ﬁg; i stA?@%{:J}%gocfg t(a% Cﬁ%@ﬁ%@%%gﬁﬁﬁg %égé @%r‘%ﬁ%‘ﬁerﬂ‘ F}lﬁandl er, and
a second acti¢tenmihécs tFor sxamsdel 1 ongerclendgsert Hbhe conponatriticntifieemahd fweiopr evi ousl y

install ed conponen hand)] e rocesses.t he conponent. [ 00 | n anot her
embodi nent, gﬁé“ﬁ‘b‘#ﬁ&n@'ﬁ? ’r‘i{ﬁﬂtgflseéﬁmﬁfgm?ft S%’FFS&YB”?? ﬂlﬂ‘?ngrﬁquémoﬁﬁgsmé 200 °
using any ot iefc 1085ds& thatiyper iheehdl BWRten iRk aRYAPPIS hiifer INReARREdRaNd| er

may be installed using a separate transm ssion fromthe downl oad server,(" cbr
t he conponenProceid el @mpeasitbe i nstalled froma local systemor device.

Fovever 1o {NeACARBOSEY hRind:, bAShAN fthe ks JBALRLERSMAD the

oper at i stemre F 0OCESS carrespo conmponent .
[0064] FI G Dbursdudwexerenahddoidee For efanpleiichpoctetht) Togic 208ehaks thg a device to

M RN TR SO R o O T
reference t o dfiRe@RMIaRS i28QalRNRMneiddpkdeceds toblockishb. BandRguiRthahiat the
met hod 300 is used to downl oad an acti on
is not installed, the method proceeds to block 519.
[0068] At block 510, the required component handler is downloaded to the device. For
example, in one embodiment, the processing logic 208 downloads the component
handler 228 from a download server. Any technique may be used to download the
component handler to the device.
[0069] At block 512, the handler is installed on the device. For example, the handler is
registered in the operating system registry -so that it can be activated to process selected (ﬁ)
component types. At block 514, the stored version of the handler is updated. For
example, the update version logic 224 updates the stored component versions identifiers
212. The method then proceeds to block 516.
[0070] At block 5186, the identified component is downloaded to the device. For
example, the processing logic 208 downloads the identified component from a
download server.
[00717 At block 518, the newly installed handler is activated to process the downloaded
component. For example, the processing logic 208 uses the registry to determine which
of the installed component handlers 230 to activate to process the component. As a

result, the newly installed component handler will be activated to process the

corponent.



| ist and process conmponents as descri bed above. The method 500 further
describes how the system opéerates to process conponent handlers d si%ned to
operate on specific 1 B JAN 2007 WD 20041059513 16 conponent tybg§A'ﬂ%7one
or nore enbodi ments, the foll ow ng nmethod steps are perfornmed by the
processing | ogic 208 during execution of programinstructions. [0065] At

bl ock 502, 3P e#PPF3list is parse to obtain a conponent/action pair to be
processed on the device. At block 504, a test is perfornmed to determne if
any action is required with respect to t identified conmponent. If action
is required to change the state of the identified conponent on the device,

t he met hd80Poceedd\tblyck Pl hespepopen bajdlapriresrek (BE@6mpotvet cofipdmaat tohandl er

ired t t t] i ned. F e, |
emhod ment ¢ RAIES ol SEMERATR el o e RICE, TBF ot B RuPgh Bordlhe, | o

identifier thahay apente tbimslll fdete ypdatef actioapana@pd datd ve oPeRGESGHaRE: the agieC 208
uses the "type" indicator to determ ne a conponent handler that is required
to process tWEMESAPBARHE o0 hodEYire-At bl ock 508, a test is performed to

‘det er mi nggivizit he ragui - ' e devi ce.
e[log‘f?,] AGYikRY2E %}g@gggégﬁggﬁ%erﬁﬁéﬁ&%dﬁgﬁg 3208 £ Vi

For exanpl e, "the processing conponent
handl ers 226 tegamiplegheriprate viersidnelogie @24 ppdhtdydhalitencd cemparshintersioh idbstifiele

‘requi red handl is installed, th t ho roceeds to block 516, 1f the
requi r ed handZd¢ Them %PSF%GEP%‘%C?@SF‘;T@R&‘g%’motﬁd’&fsﬁf“a?fé“é&gmmmﬂ #8485, [ 0068]

At bl ock {Bdf) t he maEioie eheGRTRANSIN opaAnd i lietbSnifOWRRadGeLdiRdhSpsiRYI Ce.
For exanple, in one enbodi nent, the processing |ogic 208 downl oads the

conmponent  hardnder ip 2@ilable A RroeRsHA FeEPENSEE: \LEthe camponeatividisn i nehipseedised to
downl oad t he t £ i ce . 2, the
han@ier is ins gﬁ%&ﬁgﬁh?ﬁ%%fgﬁ %O&HE(Eg?g%ﬁ%r?pqoggn Q%ﬁgérﬁgg’\mgéﬁg%fg (}r egi stered
i n the oper at isoseqystiemeadegpotesy asowhlvaed dong@dnerhe TAchandkk @diekigngartocess
selected ( ) conponen%. types. At bl ock 514,éﬁhe, stored version of the
handl er is upd&ieEs 2 et I%Qéﬁaﬂnel}t% Whtnanyalled §is regigieredin e dsist &s t he

stored conpong, igtMe rWh(QﬁaScoing%ﬂéﬂtfhiaﬁﬁé the%%&:iﬁér Be [¥8b BQQ{&&E&H HBeasks, to

bl ock 516. [0070] "At bl ock 516, the identified conponent is downl oaded to

t he device. Fdke regigianisivsed tohetiyatoibe serirgng hanssr ¢o pOBTodhmicguitksl nrpasssinieent i f i ed
conponent fro %eacon%%%nlt.oﬁe éo?ﬁp‘ﬁ%ém version identifier on the device is then updated.

[0075] FI1G. 6 shows transactions 600 that occur between a download server and a
device during operation of one embodiment of a system to automatigélly process
components on the device. For example, the transaction 600 may oc;:ﬁr between the
device 106 and the server 102 shown in FI1G. 1. |

[0076] At the start of the automatic process, the device 106 requests the latest version
identifier of an action list from the server 102, as shown at 602. The action list

C: comprises component/action pairs that describe an action the devicé, should perform
with respect to each identified component. The action list may be Chan ged or updated
periodically and the action list version identifier identifies the current version of the
action list.

(6077 The server 102 responds to the request from the device 102 by transmitting the
version identifier of the current action list, as shown at 604. After receiving the action
list version identifier, the device compares that identifier with a stored action list version
identifier. If the two version identifiers are equivalent, then the device takes no further
actiﬁn. If the two version idéntiﬁers are differént, then the device 102 requests a new
action hist from the server 102, as shown at 606.

{0078} The server 102 responds to the request from the device 106 by transmitting the

new action list, as shown at 608. The device 106 processes each component/action pair



[0071] At block 518, the newy installed handler is activated to process the
downl oaded conponent. For exanple, the processing |ogic 208 uses the
registry to determne which of the installed conponent handl ers F@gﬁﬁ%MT'
activate to process the conponent. As a result, the newy installed -
conponent handler will be activated to process the conponent. 18 JAN 2007
WO 2004/ 059836440534 0072] At bl ock 520, the conponent handl er processes the
conponent on the device to change the state of the conponent on the device.
For exanpl e, the conmponent handler nmay i@perate to install, delete, update,
activate, nerge data, or otherw se change the state of the conponent on the

devi ce. [0073]héeiidh %&O%glt%ﬁnﬁlg %Q&BBI S%hoV @ikt g Skgﬁé}gisfe%géra@e& g conponent

i s updated. For exanple, e update version es the stored
conponent veclsngatbe dent difaiparteulapd@opohbe. dethbddvitdhH6 gramaedthat @ bl ock 502 to

parse anot her conponent/actiaon pair. [0Q74] .Ther re, the nmethod 500
operates to B8 'Cﬁ’@p\%eégﬂ $ eéﬁ?ﬁ#@%’ t@%r‘?ﬁ‘ﬂﬁ%ﬁ{&eﬂ%ﬁrﬁl COTPOBRILi9Tabl e to-
process a CogRRRshom the séhe 1028PARIeAtar gamdl er is not installed on the
device, the handler is downl oaded from a downl oad server, installed, and

subsequédi’®y usedThwseprend @ spondpiarihomgquest by rpowmaning thErequeated bempinendesi gned
to process ci-fi nent en installed, it |s registered
B @05 Gy PR QRET 0o BBt B pord Ao B el (1§

in the device s cofmponent

be processedaprqbifel. d@eicoRponehii@ay i Stcoypbhien $ESioh ddeRtfitr\hdt ghel de@ice O I ect
handl er to performthe required processing on the conponent. The conponent
versi on i denglpresdecallyy Thas CoRRIIER! Yessigmidrntifsy i updated plicrdhe device PEOOSHEHS
transact i ons 46Dt ORA DEHNRADE PaloVR: BRGte A6ItAs: AeBicvd! i duri N
operation of one odi ment of a systemto automatically process  conponents
on the devi ceeededcompamnpisdiont the sarval2 et narsBO0 thealgvise 206 nsletese dovalipne ,
device 106 and the.server 102.shown .in FIG . 1. .[[0076] At the start of th¢ ;
aut omatic pr seggdacuen, Stdaﬁoeédefggerr‘@ﬁh@gf" grsjop et tagg%n@iﬂgfgﬁs-’u?td_enti fi ef*--“tj)f
an action |i gfockdsedn THS, HEBMee T083vill a5t SOOWE addth@ Aetione froithOkrier 302
conprises conponentl action pairs that describe an action the device should

perform wi t MntildBpaciondist wawon idemdifier dewrloadseitmeihe serverds didferephirpmdhe nay be
changed or Uﬁg?éﬁﬁemﬂ%fi odically and the action list version identifier
i dentifies tRe current version of the action |ist.

[0080] FIG. 7 shows one embodiment of an action list 700 for use in a system to

automatically process components on a device. The action list 700 comprises an action
list version identifier 702 followed by component/action pairs (704, 706). For example,
component/action pair 704 comprises a component identifier and a corresponding
action. In one embodiment, the component identifier also includes a component version
identifier and a “type” identifier. The version identifier is used so that the version of the
component can be used to determine whether or not the component currently exists on
the device. The type identifier is used to indicate the type of component, and to ( )
determine what handler is required to process the component. The action may be one of
install, update, delete, or any other type of action to change the state of the component
on the device. The information in the action list may be encoded using any suitable
format for secure transmission and/or authentication, and the component and action
identifiers may be of any type. In one embodiment, the pair 704 identifies a component
handler to be installed on the device, and the pair 706 identifies a cormponent to be
processed by the component handler.

{00811 Accordingly, while one or more embodiments of a system to autofnatically
process components on a device have been illustrated and described herein, it will be
appreciated that various changes can be made to the embodiments without departing

from their spirit or essential characteristics. Therefore, the disclosures and descriptions



[0077] The server 102 responds to the request fromthe device 102 by
transmtting the version identifier of the current action |ist, as shown at
604. "After receiving the action Tlist version identifier, the devi%eA
conpares that identifier with a stored action list version i dent i'f &' 200
the two version identifiers are equivalent, then the device takes no further
action. If the two version identifiers are different, then the device 102
requests a NEWYEPPEn |ist fromthe server 102, as shown at 606. [0078] The
server 102 responds to the request fromthg device 106 by transnmitting the
new action |ist, as shown at 608. The device 106 processes each

conponent/actlon air 8 004/ 059513 int ctlon list to
det erm ne Meth‘?éql 8t IER ﬁfi(f)o %%@P%muve H’é‘?tglmﬁ%g’é’%g’e SEPe W@ “%change

the state of aypagisiEiiorh it @ERAISM e cldifnst he device 106 determines that a
particul ar conmponent needs to be processed t he device 106 requests the
conponent (or update) fromthe server 102 as shown at 610. [0079] The
server 102 responds to the request by transmtting the requested conponent
to the device LAME device 106 receives the conponent and processes the
conponent as required. The conponent may have a conponent version
identifier that the device stores locally. That conponent version
identifier is updated after the device processes the conponent. After the
‘device 106 parses the entire action list and retrieves all the needed
conponents fromthe server 102 as necessary, the device 106 updates a

|l ocally stored action list version identifier wwth the version of the
action list that was just processed. Thus, the device 106 will not process
anot her action list fromthe server 102 wuntil the action list version
identifier downl oaded fromthe server is different fromthe stored
ideggifier. [0080] FIG 7 shows one enbodi nent of an action |ist 700 for use
in asystemto autonmatically process conponents on a device. The action
list 700 conprises an action |list version identifier 702 followed by
conponent/action pairs (704, 706). For exanple, conponent/action pair 704
conpri ses a conponent identifier and a corresponding action. In one
enbodi ment, the conponent identifier also includes a conmponent version
identifier and a "type" identifier. The version identifier is used so that
the version of the conponent can be used to determ ne whether or not the
conponent currently exists on the device. The type identifier is used to

i ndicate the type of conponent, and to O



determ ne what handler is required to process the conponent. The action may
be one of install, update, delete, or any other type of action to change the
state of the conponent on the device. The information in the act§ pList
may be encoded using any suitable format for secure transmi ssi on gﬂ%ﬂ®j

aut henti cation, and the conponent and action identifiers may be of any
type. In one enbodinent, the pair 704 identifies a conponent handler to be
installed on the device, and the pair 206 identifies a conponent to be

processed by the conponent handler.. . [0081] Accordingly, while one or nore
enbodi nents of a systemto autonatical%é process conponents on a device
have been illustrated and described R&P&MS it will be appreci ated that

vari ous changes can be nade to the enbodi nents w thout departing fromtheir

spirit or esseniinlhofhAkachsidh ﬁr@&ssi%@i{o@l el ontalRvidd, SHLRBUAE SHnRBSEnt
descriptions I B JAN 2007 WD 2003/059513 19 herein are intended to be

i || ustrat i (A8 2 sglested sampanentitinentye method 40grediBhe of the invention, which is set
forth in the following clains. WE CLAIM C 18 JAN 2007 20 CLAIMS 1. A

met hod for aut ofRkeCAl difonPlsP REHHDS cinfoREHRRREN bai iyl Whshel R, the
conponent hasqgﬁggﬁggtéﬁ'gonponéntctﬁge, theﬁhgﬁﬂ%d gg%%fﬁgfng: %gﬁging an

action |i sberrereespd i the devi8nponent / action pair that identifies the conponent
to be processed by the device; identifying a conponent handl er which

correlates to tiﬁé‘nﬁ%@?&%ﬁ%&? Léﬁqﬁﬁr Qﬁ‘iic}E F]oﬁ’é/fé?elrs % fhe 8&00 n%%%ﬂ%@ﬁ,pm& er is

operabl e to process conponents having the selecte nponent 'type;
downl oadi nije etieponené handier s @perdiplo mensess barrdhents haping g speatsslonmpensntttive: devi ce;
downl oadi ng the conponent to the device; determ ning that the conmponent has

the sel ected cogpQ - i | nent type to
activate the corrpo%g‘gli gﬁgﬁdg?%ﬂr%g?%]ﬂ%f%ggésng%{ﬁgmt%g%%ggﬁg%?i?w . The met hod of
claim1, wherein the step of installing conprises registering the identified

downloading the component to the device;
determining that the component has the selected component type; and

using the selected component type to activate the component handler to process the

component,

2. The method of ¢claim 1, wherein the step of installing comprises registering the identified

component handler in a device registry.

3. The method of claim 1, wherein the step of using comprises using the identified

component handler to change the state of the component on the device.

4. The method of claim 1, wherein the step of using comprises installing the compenent on

the device using the component handler.

5. The method of claim 1, further comprising updating a stored component version

identifier with a version identifier associated with the component.
6. The method of claim 1, whereln the device is a wireless device.

7. Apparatus for automatically processing a component on a device, wherein the component

has a selected component type, the apparatus comprising:



conponent handler in. a device registry. 3. The nethod of claim1, wherein
the step of using conprises using the identified conponent handler to
change the state of the conponent on the device. 4. The nethod of claim1,
wherein the step of using conprises installing the conponent on t
usi ng the conmponent handler. 5. The nmethod of claim1, further coﬁ@r|5|ng
updating a stored conponent version identifier wwth a version identifier
associated with the conmponent. 6. The rdthod of claim1, wherein the device
is a wreless device. 7. Apparatus for autonatlcally processi ng a conmponent
on a device, wherein the conponent s.a selecte aqnent , the
appar at us conpr i°n{: paiseBa%ngﬁolft t‘?f% g Copgonsa a§'é°“a aip dhat da%ﬁﬁ‘g‘t 51?o
obt ai n a coopmnantdlzgiicenedinithe dehizé; | dentifies the conmponent to be
processed by the device; logic to identify a conponent handl er which
correlates to the, co onent/action p wherej n the conponent handler is
operabl e to prol8Es® %n%ﬁ@gmﬂﬁvl ﬁﬁ?ﬁﬂngbg@ﬁ @ﬂt%gﬁﬁﬁH@WF“&Fyﬂbpmﬁoglc to
downl oad t hﬂierbﬂ@]ﬁbtdoﬁlp@dnﬂﬁﬂmﬂﬁﬁéﬁerahlaIﬂ(d]l)recfessl dompeien® hes@ithe @lecleh Cofi@Mét €;
logic to d%’ wnl oad the conponent to the device; logic to determ ne that the
component W&E the sel ected conponent type; and logic to use the sel ected
conponent type to activate the conponent handler to process the conponent.
8. The appar at ugpgRfto 8dvaiida The iW¥ABH&I BmpdiRnd HagHl& it pragh@dnlthcdnie;i ses logic to
register the identified conponent handler in a device registry. 9. The
apparatus of claim7, wherein the logic to use conprises logic to use the
i dentified conﬁ@ﬁéﬁ@mﬁaﬁﬁﬂ@FOWQ“@Haﬁﬁé $f& state of the conponent on the
device. 10. The apparatus of claim 7, wherein the logic to use conprises
logic to install,, fcfa@det&a%%@mk caﬁbohaﬁhgi% ERcbBIAPoiREyFQIRPNENt handl er .
11. The apparatus of claim/, further conprising logic to update a stored
conponent version |dent|f|er wth a version identifier associated with the
conponent. 12. Tigis tappdecseigstedonpominhiyFe towkereithe domgonteiiiapderte pracesp thel ess
devi ce. 13cm§%9 .atus for automatically processing a conponent on a device,
wherei n the conponent has a sel ected conponent type, the apparatus
conpri si ng:

8 The apparatus of claim 7, wherein the logic to install comprises logic to register the

identified component handler in a device registry.

9. The apparatus of claim 7, wherein the logic to use comprises logic to use the identified

component handler to change the state of the component on the device.

10. The apparatus of claim 7, wherein the logic to use comprises logic to install the

component on the device using the component handler.

11. The apparatus of claim 7, further comprising logic to update a stored component version

identifier with a version identifier associated with the component.
12. The apparatus of claim 7, wherein the device is a wireless device.

13. Apparatus for automatically processing a component on a device, wherein the component

has a selected component type, the apparatus comprising:

means for parsing an action list to obtain a component/action pair that identifies the

component to be processed by the device;



means for parsing an action list to obtain a conponent/action pair that
identifies the conponent to be processed by the device; 18 JAM 2007 22
means for identifying a conponent handler which correlates to the 1§ JAN 2007
conponent/action pair, wherein the conponent handler is operable to process
conponents having the selected conponent type; neans for downl oadi ng the
identified conponent handler if not pregsent on the device; neans for

downl oadi ng the conponent to the device; nmeans for determ ning that the
conponent has the sel ected conponent type; and neans for using the sel ected
conponent type trgamdenidatifingneomponpoiriendlerhveindlcemrelites to precompenchitetiequponent .
14. The ap ' i I for. ipnstalling conprises
reans or reararar e FHEh e pBlegh bl Rth ffing BF Ay nEEoR
registry. ¢ The apparatus of claim 13, wherein the nmeans for using
conprises neans for using the identified conponent handler to change the
state of the co t vice 16, The apparatus of claim 13, wherein
t he means for ugs];{g %g%‘lé}é‘ﬁ%ﬁ"%‘g% tﬁ%‘é?}nﬁ% %?Onllpﬁ%etng]i‘ﬁ"]gl%glfmftlﬁ’ree ) %’ﬁg‘?ﬁw%n t he
devi ce using the conponent handler. 17. The apparatus of claim 13, further
conpri si ng neansefimwfordpadabadig the @hpoedt woperient version identifier with a
version identifier associated with the conponent. 18. The apparatus of claim
13, wherein the dev%ce is.a wreless device. 19. égfo ut er-readabl e nedi a
conprising i nst FEEEITIHEHRNE alife P mpQReotias deisle i seRBRAPE 8 ¢ in a
device, operate to automatically processing a conponent on the device,
wherein the compeRest uhAs iR SeLRELEEHPGRIPORERH adivRe thd ARt Uhilisadabl e
medi a conprising: instructions for parsing an action list to obtain a
conponent / RECFHACFAFPO"¥Hat i dentifies the conponent to be processed by the
device; instructions for identifying a conponent handl er which. correl ates

to the conponenhé agtdAR Hkikim 4 ekRidn HRemeRENEN aRLIRRNGNSE s SuaRekAbl e to
process conmponents havin t he sel ected conponent type; 18 JAN 2007 23

i nst ruct i ofiEiHPe the idsrisdicrrgranaie hpngles in 4 Jezige @eiHObnent handl er if not present
on the device;

15. The apparatus of claim 13, wherein the means for using comprises means for using the

identified component handler to change the state of the component on the device.

16. The apparatus of claim 13, wherein the means for using comprises means for installing

the component on the device using the component handler.

17. The apparatus of claim 13, further comprising means for updating a stored component

version identifier with a version identifier associated with the component.
18. The apparatus of claim 13, wherein the device is a wireless device.

19. A computer-readable media comprising instructions, which when executed by processing
logic in a device, operate to automatically processing a component on the device, wherein the

component has a selected component type, the computer-readable media comprising:

instructions for parsing an action list to obtain a component/action pair that identifies the

component to be processed by the device;

instructions for identifying a component handler which correlates to the
component/action pair, wherein the component handler is operable to process components having

the selected component type;



instructions for downl oadi ng the conponent to the device; instructions for
determ ning that the conponent has the sel ected conponent type; and
instructions for using the sel ected conponent type to activate thﬁ}g@ﬂgﬁpent
handl er to process the conponent. 20. The conputer-readable nmedia of claim
19, wherein the instructions for installing conprise instructions for

regi stering the sel ected conponent handt¥er in a device registry. 21. The
conput er -readabl e nmedi a of claim 19, wherein the instructions for using
conprise instructions for using the sel ected conponent handler to change
the state of th&stEylpenBhdosplordng theddanbied gumporgne hansias if est presgolatyl tenedi a
of claim 1Qeviherein the instructions for using conprise instructions for
installing the conmponent on the device using the conponent handler. 23. The
conput er -readabl e nedia of claim 19, further conprising instructions for
updating a st omstucerpforionnlopdnsthepenpdest ioftheetevigist h a version identifier
associ ated with the conponent. 24. The conputer-readable nedia of claim19,

wherein the dev i.in%@ttéti%nsqrome{e%iﬁﬁf@ tl%FtYlle So%nponent has the selected component type; and

instructions for using the selected component type to activate the component handler to

process the component.

20. The computer-readable media of claim 19, wherein the instructions for installing

comprise instructions for registering the selected component handler in a device registry.

21, The computer-readable media of claim 19, wherein the instructions for using comprise
instructions for using the selected component handler to change the state of the component on the

device.

22. The computer-readable media of claim 19, wherein the instructions for using comprise

instructions for installing the component on the device using the component handler.

23, The computer-readable media of claim 19, further comprising instructions for updating a

stoted component version identifier with a version identifier associated with the component.

24, The computer-readable media of claim 19, wherein the device is a wireless device.



