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(57) Abstract: The purpose of the present invention is to specify a user using a PK CS#11-based HSM. A key management
device according to an embodiment comprises: a first acquisition unit that acquires pre-authentication information includ-
ing a user ID, authentication information, and encrypted authentication information; a storage unit that securely stores a
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DB key; a first authentication unit that decrypts the encrypted authentication information using the DB key and performs
authentication using the decrypted authentication information and the authentication information; a generation unit that
generates a ticket associated with the user ID on the basis of an authentication result, and generates a pre-authentication
response including the ticket; a first output unit that outputs the pre-authentication response; a second acquisition unit that
acquires session information including the ticket; a second authentication unit that authenticates the session information
on the basis of the ticket included in the session information and generates a cipher key corresponding to the ticket; and
a second output unit that outputs an authentication result from the second authentication unit.
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