SYSTEM AND METHOD FOR NETWORK- BASED OBJECT
AUTHENTI CATI ON CROSS- REFERENCE TO RELATED APPLI CATI ONS
wOQOWBHP33BNi s application is a continuation-i n- parwsefos/029874
U S. Application No. 11/068, 350, filed February 28,
2005, which clainms priority to U S Provisional
AE i cation No. 60/565,300, filed April 26, 2004, both
SYS® Nih MEEHOR QR M’E&’QMGBASED @BJECME’HEHEN’EHIATION
entirety. The application is also related to U S. -
CROSSABEFEBENC&TQ&EIJ@TBDZAF&HZC(AEGNWpI ication) filed

ooon "5 00 00 U5, oL S A0LBT 043 4G03 1y

Februarly 2802005, 8hech AghRiph h 8 ST PRGRidAL iy lcea'ﬁbhﬁ\ﬁ)t ¥0/5
aﬂIXI ELD OF THE | NVEI%EI"IOGV\}II [ 0002] Thleni nvg?]tll on rel at /e65 300, filed

April 2Gy2Re4.dtotly of whicharer unmraomfeddmm by fefptengs inttheir extiretyarithe

T e Y ——

2004 anBACKGREBINAGR NOHE)/RDIVENT |« @\B hepRGkioPPEIARMy 18, 2004, each of which
falsification and product counterfeiting are

is incorpqrgisfl HFreEMbY QBRGNS itslsBlireHave been addressed in a

vari ety of ways. One of the nore successful approaches
FIELD BRSTIPE I of latent or hidden imges applied to
: jects to be protected. These inmages
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encoded i mage and conparing the decoded image to an

[0004] ©XRARtSHroakE REAL FGAlaliBR of IRUSK uﬁ % B?ﬁ@a'llﬁ%h& {he image so

I mage may include information sp
that, whie prigtedutht gnegecan bd vorwedrdndy ﬁMughrthc e$ead)ﬁ zrrg)rtespcmdgrgxiq@odmg
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that they cannot easily be dupl i cated. Further, hg '
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[0005] -~ Objects to which an encoded image is applied may be authenticated by decoding the

encoded image and comparing the decoded image to an expected authentication image. The
authentication image may include information specific to the object being éuthenticated or
information relating to a group of similar objects (e.g., products produced by a particular
manufacturer or facility). Production and application of encoded images may be controlled so
that they cannot easily be duplicated. Further, the encoded image may be configured so that.

tampering with the information on the document or label is readily apparent.



tanpering with the information on the docunent or
| abel is readily apparent.[0006] Authentication of
woaoemopa3s and ot her objects "in the field" ha®CT/US2005/029874
typically required the use of hardware decoders such
as lenticular or mcro-array |lenses that optically
decode the encoded i mages. These | enses nust have
[0006] optAuthéntthtemef drcustentssind bther cbjeete Sipghelfield” hhgtypically required

parameters used to encode and apply the a ent.i cat ik on
the use PR AGEVaRAERAES Bietigs GELPTYT B Poreay [ihafdbil liFaR 40ae me
encoded fB4ges OTHEL QR e &R sMRY ob iG] LhERReridiOthal coieGpbseid hey

can only be used for encoded i mages w th corresponding .
paramethavsad teei®de esd apply dweauthedtcsipanmagy and ahsitbie\pspgerly oriented in

in Iexibl$ tﬁols .Thﬁﬁe.are al so circunstances where v
order fqriihe pRep tyfecgic ypt Ve e lia88er to decode encoded i mages

is inmpractical or undesirable. For exanple, .
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ent1 cation | mge. I's requires that the ]
where thausd ¢feani apsipalateovdento dévedobpmded brages issimphrantichkertumdesirable. For

: must. be able to recognize differences hetween the .
exampIg GRS S PG EERAEE S O G ere igparison of the
decoded thSod 8 thdRiRGkic&@dn inthgb NThBRERSWARE thel JIESIR iBERATRBY the object
poss% ble variations in the expected authentication
being anthagécatddtmudt o ahkgyto becognide diffeagrices basweemtesigcadeddmage and the

expec RSt e SRS SR g T TGP Ry posi
variatidnAVYENE lehb b QOB enfibaridd iaRea! Ttialveandy iurdiesivatte for the on-site
systens and net hods for authenticating docunents and :
inspectot tedrave pjcsss to inferwaign halmay ke embedded dptheidepered imags.
can be scanned and decoded w thout the use of a ‘

IDQIE IRRAGERRger . [0009] An aspect of the
§yhi—rnﬁgﬁgigﬁgprUVTUES“a nmet hod for determ ni ng whet her an

object is an t hent i ' t '
oous1 o ke LBl o8 OG0 e EHPRA e goouments
and otHefBEECcth Bitbikh the ase clunsbddddhgedyiariaaddisoghn@d and decoded without
aut henti cation inage using a set of one or nore
ﬂmlmeéﬁ@éﬁﬁﬁﬁﬁﬁhﬁﬁﬁﬂﬁ@F%? The nethod conprises receiving a
digital imge of at least a portion of the test object
[00091i ncAudspegt of theinyentien prvidke p ancthins fox deteraigingrivleatlees an object is an
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image K4S BeR icBfkuiubR dVYnosdiip be aethemitatign pasgermimgy Ssedbflone or more

applying a digital decoding algorithmto the captured .
encoding paremeterspede mashed eqmprissh ageydodighal igage of atflgast a portion of the
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object Is@8Uthentidotedt! Tha nesth@hfaetiemnentysised détereninimgeh¢ dwnor more
encodirtl;? Sarameters and applying a digital decoding algorithm to the captured digital image to
establish a decoding result. The decoding result may then be compared to object authentication
criteria to establish an authentication result. In particular embodiments of the invention, the
actions of receiving, determining, applying and comparing are carried out by an authentication

server and the digital image is received from an inspection processor over a network.



actions of receiving, determning, applying and

conparing are carried out by an authentication server
wandetdass3di gi tal i mage is received from an i nSpeTUSOINS/029874

processor over a network. BRI EF DESCRI PTI ON OF THE

DRAW NGS [ 00010] The invention can be nore fully

under st ood by readl ng the follow ng detailed

(K p ) EEhio R [¥Gbhe acconpanyi ng dr awi ngs,

in mhlch I|ke reference i ndicators are used to
[00010]1 es’l“lgnm/entidnk:an bt amenfidly wddrsticodwyiredding e @dlldwihg gla‘lrafled
an illustration of the use of an tical decod

descrlptlen H@e@&’éwg SRS ICRUP NIRRT Wi R gl Wik 19’@8@62{16 qrpwledlzatpgs are used

q fd 19canini@fan@idFhitgd of authenticating an obj ect
o des e " A E iglﬁment of the invention; [00013] .

tratign
[00011£utgl%’1l 1gire %Clgtsém @%ﬁgrgt? rrﬁ tgl% E:l‘%)ér (!(Sf 01%1891adre8éd B%ﬁ%#gﬁ? a é)fmted encoded
image; t he inventi on; [00014] Fi gure 4 is a schematic
' illustration of a networ k- based obj ect authentication
[00012{3 y smgme@c@ QAFFHwRHark Of & hefHIAH ABRAtiQhink BR obja&ei&bﬂmg to an
‘%1 Figure 5 is a schematic representdtion of
. embodighegi ofthe dscotdomig system that may be used in
enbodi nents of the invention; [00016] Figure 6 is a

[00013F c H&igestei cis laedleammhmstxanombf an olgtotankhehdsation dymmilan@rdmg to an

stemthat pay be used in enbodi nents of the
embOdH‘%\‘?E SFPVGP%‘@%N] Figure 7 is a schematic ‘

epresentati on of a network-based decoding systemt hat

[00014haﬁ15@edsléa sehematis dlistaHen obp neterk-hgssA obiskt autprntication system
accordl[r}[g Pcﬂ&lpém@)cﬁfﬁ'éﬁt tljlesln@fn{t J@w di agram of a networ k- based

r'ovi an Tnteractive i mage decodi ng

[00015]s ﬁl\fé&ﬁr? &gf 661'5, thf% é&lé&lgﬁ?’?g' 513 I (glg)ldlﬁzg g&%:tlalglsthat may be used

in emb&digieRIBI &Rdnvetibeds for aut henti cati ng docunents,
conmer ci al products and ot her objects using opti cal | y
[00016P e Cragaiais @RERARC irEReRatatibh O f ARERAAR-baled!d3BodiRY STHAR Bhat may
provide for digitally capturing an encoded i nage
be useddipsibedimants ¢fdhaisverition; o be aut henticated. This may be
done using a scanner or other imaging device to
[00017pr deipare 7as aaphamaeid reprgicntation wi g ectworkidhgedpteooding system that may
ital (ecoder may then be used to-

be usedI g gﬂﬁ)f)g&}n%(]or} tl?e mnv ntlon an

[00018] Figure 8 is a flow diagram of a network-based method of providing an interactive

image decoding service to a user.

DETAILED DESCRIPTION OF THE INVENTION

[00019] The present invention provides systems and methods for authenticating documents,
commercial products and other objects using optically decodable encoded images. The methods
of the invention provide for digitally eapturing an encoded image applied to the object to be
authenticated. This may be done using a scanner or other imaging device to produce a captured
digital image. A data processor equipped with a digital decoder may then be used to identify and

decode the encoded image from the captured digital image and to extract indicia and/or



decode the encoded i mage fromthe captured digital
i mage and to extract indicia and/orinformation from
woOherothessded result. The extracted indicia andPor/Us2005/029874
informati on may then be used to authenticate the
obj ect or docunent to which the encoded i mage was
applied. In sone enbodi nents, the decoded i nage need
informatien dronp thevdeeoed rbgplta Tihqreﬁttacﬁeql inglicia anddeminfasmption majitlen be used

t he enco d tured an_on-site
o uengrERE RO Ttan P B GEY 0PoRR poetioPlle B Bppifa. 1msome
embodiSRAR! eRlefoRASHIALS ne(e@rneﬁﬁrbeaﬁie\@éd By £E@88Ob&Shg Midotnd he
i'mage i s decoded and, optionally, conmpared to an

embodlm@p@cthé@nmdeﬁem@gww bf Cipaigd by PRONSS umapgctﬁwhp frapsipigs the
captured zﬁig% A ngal 56863% é)rg& gr §eﬂ§£ gtgélg esgcgrs ‘%v ere é&ﬁq%@ t}’szc?ecoded and,

|nen varla

optlonaﬂp,t)@ih@%ﬁrecf O ekbﬁ:téchldtl@BMtlﬁglcdll iBig6 S ThO reshiBOBEP theADe returned to
previously discussed, the authentication nethods of

the on-$ifgdnspeGion Y eHeiaieorized PeFOmIFh oD FrRgdisnentrandaiegations will be
appareﬁt%%'nfﬁl' lféfllc?\ﬂ?g%js%?ﬁﬁdﬁ a background or source inmage -and

at may be subject to alteration,
Qr ¢

*wowﬁ o PR G e Bhbulcp i method 8 e 38 Snon bfe use of
: encodedfﬁﬂahgéti ki et t§pidaIny eibetided in\h bidkBrount 38 K@i ithdel aﬁh @nﬁfed on

wi thin another image in such a way that when ap

items that mayibaseljectth altapdon dysifigaiéen eraonpierfpiing s‘%éexswgberw the term
encod@?na@gme eé@ aﬂ‘ﬁrﬁ%s%ucflattipﬁx g@ﬁla?gd dﬁ)?%?ﬁ?ﬂ gmﬂﬁﬁ/ a%gckcgéound field

one “enco are

or withinSanditef irgagetin ts@chh wagihat wvhemupplizd ok priatedgihe renwdetr&tmyge cannot be
i mage. Ot her encoded inages are easjily visible but are

discerneghpR e dBIEmisa FDEU HE um\fgaede@eﬁmé rﬁiﬁwﬁas So@ggncoded images are
hidden F%gxggqj?fr' ‘fe%lelaé’e d1§ afeRehl & dr%ﬁferrpfrgﬁ'f RSEH& ?H& i glgf image. Other

ncoded i mages o partlc |gn|
encoded hmages eserasily m‘méﬂﬁ blumr@um‘eadabiaebetcm the enagerbhgor ed heen

be optica oded usin ens- based decodi ng
systemq}g@ﬁgécra@b%ﬁ E¥15¢ ZHABIP, gm%dnt age of the ability of
[00021] a@%ﬁ;%%ﬁ 8%@%}3?51%2%%@1@41@ ?@{h%%%gg%g{rerltﬁ)gsa)re those that are

conf1gu8é§e’t§%to‘f>ﬁb detod rmrg? yL Pased de%ﬁlh%g%\q%a's%gﬁon %’?]sgcﬁke

to sanpl e an I mage cont
advantdge nf ilewbditf of qereanc fypes of lheses éng., a Ténticilmatpas) tosechphrimage content

typi.cal | ncoded .by one of several hods t hat
besed iy GRACHL ARGy, Boheadple b ASICBET 1B an Died fpysample and
magmfl{" ﬁﬂég&g:oﬁteﬁf B4Hd@ B8R Yh&l@ﬁt‘iﬁ@ﬁ@dﬂieﬁgy bPthkhés. ‘Tfhetlﬁﬁges used are
enticular lens to be used aS a decoder,

typically eheasttd by oge @ff sevoral immstlzods fthat hevqbea Qsahhslulnata regulanzed perlodlc

responds to the cont h e beln

pattern SR ARG 0 G Rofehedfibad aber b TeiERAF IR0ty ERGEF & Gecoder,
then infrétRicingRBRoMiohs bEME pa®érn ithAR@SSdPoRdS @ tHe s6REM offrtmma@s being

requl ari zed pattern with the naked eye. Encoded images
encodedf These slitgrencmay be made so small as to render the image difficult or impossible
to discern from the regularized pattern with the naked eye. Encoded images of this type can be
produced in an analog fashion using specialized photographic equipment as disclosed in U.S.
Patent No. 3,937,565 or digitally as is disclosed in U.S. Patent 5,708,717 (“717 Patent), both of

which are incorporated herein by reference in their entirety.



produced in an anal og fashi on using specialized
phot ogr aphi ¢ equi pnent as disclosed in U S. Patent No.

w0 20809585 or digitally as is disclosed i n U SpCPalsents/ 029874
5,708,717 ('717 Patent), both of which are
i ncorporated herein by reference in their
entiretﬁ;[OOOZZ] Digitally encoded i mages can be

[00022]e rib¥gitlly ansodedaimpgek epnderrinbsadedinty abarkerdund geinte other images so

h ' f.the. ' [ .
o %l P BE BB B y ERP ISt B rnce i .
an enco@iiCigtled 10MgEbelditdbliyhddaisigtagitirhahed sélﬁb@ﬁn%?% dha%edndary

source |naa§ 20 and a secondary | nmage 40, ichis

image 4@n¥bigh dpembrdsled fnto gie primayy imegse2io stiph 8 wely thatwhe/secprdary image

SV : : [.ew tth a :
0 can 605 R0 L4540 02020 ) BB ey oy
image nfyl eRr HlankTpge oreyloted tackirend igiagy a®in tiel8ERId image 10 of Figure 1 .
background. i mage as in_the encoded i mage 10 of Fiqure
- or-may includg visphlg image qeaieny suchiss @ deviary ar phategraph ey fBergorm of indicia.
' fher. f.0r indicpa. The . -
The se,cgrggkﬁg%% r?{}g%lggﬁi%aﬁgrg%ggm%{}ﬁ #%41%%%18 Ifmréa@g&lglri@mdlma‘related
+ in someiwedi toitiee @rixdanyeynagecInutie examble bacoded ahagk 10) tissgeontiayy inthge 40 is
the primary. i e. In.the exa encoded | mage 10, .
 arepeatingpallern RagH 7 I aiuds ST eRL o eRTRTBR0R 2 Mt geRdaprimage
] t . no . .
can be sEPRatRf & odddEREE FHERRY o?fsmEE&HéﬁQﬁg? tgglglg\gra/ %E\ge or the Jrofess of

secondary inmage canm be separate n ner
embedding reapblesdatedmiphshedtihsugird way thaf ine gecomdatyhimage tomsedealfas it is

e ddi n . be .agconplished in such a way, that. the i
embedd§fl S5 ShAh et 1o HERERIAD At oy B8 bty DAGng s ooding
device J0bvel BldleBcddedli@e €0 ANHAENrdcRBAEN AR, OB tNd SVWREhIOYF Figure 1, the

pl aci ng the decodi ng device 30 over the encoded i mage
decoding device haser hasizoatel axip e andie verticallaxis Feanskiherphepded image 10 has a

. ' decodi Vi has hopi.zont al . axis, 32
horizonlg 8HE 22 Inq § I8 EERRK B0 RELiha R oRgb d00f BTk e Miatud®
horizontab#iAig 8Nbedhe At ®lidPdavict 30 ¥ efibnte@ht th¥idScotiing dddge a with respect to

.secondary image 40 is reveal ed when the _ horizontal_ :
the horizgatal axis 23rof threngadeshinage dBy iTbe degpding Higlenisan encoding parameter

e o ] . ) i I e oo

that is oSERALT A ol shd ETRGMIne e (APnBRTIERE D) o

B Ty R T -

image cdihige dividea Gisto By o \Wbhaahl dppeoasiR0mal ee)firsBPRodch, @fégﬁﬁﬁ%ﬁ periodic
e

~or nerged with the primary image can be divid into .
behaviog igdmgesed oa the pmgacinage UsiRS @ pecdeferBiinegdrayargy. Ehis is primarily

d : | | (
wceompFOLEISET0PEL BLEP R 20 P LIPASRD BONERS, e sgondary
image isthémmappey tacoopphuyhiecgbdyo thasthe reguilariyetl behpridmatle primary image
i mage at the predet gir m n&% fr etﬁuency. The secondary .
can be ajtpred at fogatiqns FOHETRFBHNE & theee By FsFapRARRYJ®ags thah icludp dmage
r : i : «
content. FEURERAL REAR ol ik hcP bl TRIACA Bl ye to discern.
Howeves,edenddeytidquiadensttasing ancdquelecyi eraugsponding to the predetermined

frequency is placed over the primary image, it will sample the primary image content in such a

way that the alterations are brought out to form the latent secondary image.



content. The alterations are small enough that they

are difficult for the human eye to di scern. However,
wohers/a3i3ent i cul ar | ens having a frequency PCT/US2005/029874

corresponding to the predeterm ned frequency is placed

over the primary image, it will sanple the prinary

i mage content in such a way that the alterations are

[00024}, Jidrs seserd anpreashnthe ﬁf@uﬂaa'@éﬁ% perieio pRhavier isvirsbimrnsedan the
secondzjég H’glg lsaﬁl‘épﬁ]g ﬁfépﬂrﬂﬁ&g gg@ Wi e?zftfoﬁggn t'ﬂgtrl%e‘?l%ﬁr occumng

or IS FIrst e secon
wherevéth&eris tdndent ilhe Béctdiﬁm)y imagele Thaseicbndary ﬁn@el ioitgenimapped to the
t hat behavi or occurring wherever t her e js content in
primary; iage aad Hggeptenhefghe PrRansigags disrpd PH‘&bJ% pixe} asgd on the content

'ofﬂweH&R@ﬁgmkﬁd&EQmQe%”ary i mge and the content of the
Imary | m tered pixel by pixel based on the

| [OOOZS]Z(n) 2/% orl!ltler r{%ﬁt%(%hgofgeﬁﬁbg %glgng (?IE g gealrsy ﬁgﬁ%g}%éuleg rﬁ]{éﬁ%]gxo&g élad checks.

" In this m&hb@rdqaehﬁelage@h &baek by changiip the ﬂﬁ‘édﬂ@d,of Rasterle®itents in the
image is created by changing the direction of raster

visible EnagaAtRositions FRTesPRdIRS (9 the gericritin Reshiddesigmage. For example,
‘ vertlcal‘}gsrtérqﬁﬁg %ﬂc gp; gée r&fﬁ% ceﬂgﬂ %]dqttglﬂlll%hggrﬁgl lﬁﬂ@%ﬁhe l(9crat10ns '

_ correspﬁf&yng)&) thé Bantgﬂednhgk Hidtel 1zent iadage Icaleglpm‘ally be sd:e(mdgt ﬂﬂﬁﬁg the banknote
CQrrespo g.to the latent jmage. The |atent i nmage
slightlyc Alpweyp: 319 4%%@%@&1%@ Bymary 1tn?ar$§ Ccphals iR KFRroded using an optical

decodesS! Tlﬂ?fsltiécad_@ﬂﬁ\f%ter 1128 of e &ﬁ‘frhaﬁ? ?fgé%é \gfe]fgrggre EJ@I%? lseggﬂleof the

can al so be decoded using an op
lentlculbIE]ﬂIfﬂﬂfehQ treodarstt ére fasitess ghetetherprns mahlyldcmugﬂenm bt willthave only

al ang the |length of the ] enticul ar he decoder
a cross SeBPRat BF ppffdhoviftre e 1 artaoded! Qltent o ithitghsh frakgs o hidden
image a?ﬁédr RYDrighleY tian BhOTiSibkEFhePiedbd ithSudhahé HbQagr. Wwhere
ere is a hidden content. This difference nakes the

(0002611 dﬂﬁ%ohﬁ?{%ﬁhﬁb@@ SfAI BPER C#BB{I@ gﬁaﬁﬁl[cﬁ%eo 1H§ﬁﬂé‘ﬂ§dd§ lafid their

when viewed through the coder 00026 e conmmbn .
resulting kenexaidd ohagelslis hht thhya ireobrealeyiatiphd Tarn r@mcbenu@dwdtehmﬂer (e.g.,

. their resultin 0 eS| t .the
spatal B3Ry EnG 66D GHEE PTED: g P AR A FioDis REnBUALYghe deviations
therefro(n?nﬁy be SRablishbd b2cabh s edcddgddiBddNogy REH Bhd APRdBkrmined set
he tegul ar peri odi ¢ behavi or and t he devi ati ons

of encochlng Ipefameiarsra hda‘éevezgmg pieshadt dppewat Groughdhenssodfiadgcoder having

“charac DAL PReHRE 20 o rRRCEHE HRRB e TP St one o

the encéddifg p&emefersamgeboghe rfrdqayﬂdyg)feli@fegﬁhﬁpérsddl@seﬂabaﬁ The decoder
correspond to one or_nore of the encodi ng paraneters.

(whether@mdésm witwgrrebased) mustdsconfiagep amﬁ@pe ﬁcsﬂl#bire@@npm efor

exampl(%f eng 9%/ vﬁge ehth&ll{]rq% %eelglgs{ fr ch.#eﬁ vag as it gsi 18 ﬁlatt tl'ga frequency of

the regLﬂﬂf];fengthk:eﬂhmmas diued td metlh&tfréquemyerrcayn evE® mudtkpslapt the lens
in the case of a lenticular |ens, the | ens f.reguency
frequency, B¢ lepiisudardensypay ﬂjgfl aghRs afqoggﬁgéﬁpgg,p lggmagnifier that emphasizes the

deviations from the regularized behavior and assembles them into the secondary image.’

[00027] A lenticular lens can be used to decode both visible encoded images whose content
- has been systematically scrambled and encoded images embedded into a primary image or -

background. As described in U.S. Patent Application No. 11/068,350, ("’350 Application)
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the regul ar periodic behavior is equal to the |Iens

frequency or an even nultiple of the |l ens frequency.
woheocloesssi cul ar | ens may then act as a cont ent PCT/US2005/029874

sanpl er/ magni fi er that enphasizes the deviations from

the regul ari zed behavi or and assenbles theminto the

secondaréal mage. [00027] A lenticular |ens can be used
however,gofimearrteaspd derogdprs |c@111 alse he vgesbito; dwy@@nmmemgm thatthave been

digitally %%%tgg g)g c%@rg& n?.%) cé/de%ﬁ%lggg% cﬁjals)ggiﬂa %Sfﬁg% anxél1g1&? Version of an
opticallflescded etlagdintluin laaglem tncdaBll ifiadeh @it Nove deVbP8RnIeiited and

' 350 Application)however, software-based decoders can
printed gnooged Enaaes that bavechesd scaaned gedansiergesd byiesher mesass bedigital form.

The d1ggél%n%8%ﬁld¥1m%r esn beg fﬁ‘§e%g%| em@g&fe%eﬂg olg@{oglbc[m %’}gpp@ry images

or may B@O@ﬂﬁﬁlmzfgﬁg that Reve @b gy stkirgiitically edteBRE ok FRERMIAER The primary
have never been rinted and printed encoded images
image mayzte hlgak @aCEémb%er@@éemb (2 Bipy GPKker mepbean actual

(o TN} m The digital encoded inmges may be
lmage‘*lglt‘ﬂs |Prfgegygg{eg{rbedded i nt o background or pri rrary

000281, 3B ol R By P RS odse B8 S Bepmaryea o
. virtuallyt mﬁg@tmc&eo@ Hor 8kpurpRg & Prickicing thé :ﬁﬁl@éﬂﬁb@tﬁcﬁl ﬁ@!hb&%f the

(e a gray box) or may be an actual inmm
present mvget&m st SefiarR BAY Usqayoiegpdiss meadelogyrin u@ng,dmt yot limited to,

the mettﬂ)%g Qigécﬁlﬁ)eg hﬂh& aﬁSOe&]gé\i%%goﬁ n?ﬂﬁ%nﬁl?&’eﬁg?) xlf'xﬁt‘flgdsp t:ﬁs t 5915?

Irtu a processor e pu

informafi6@ ok ﬂml cm)gtdnh&f thel pfiﬁiaty dgepthe BeddRAalS iofagé BEbGRA @%EPimary and
i nventi on, & Eiioftwar nay use any decodi ng
secondappimpagat) g y2) Hethods tH@t WAL TRt anriforelnewled g e spsingoimpge
d r
content CBSHPREL bkt pet SRRl SALARY AN Rob MR byea o
encode go1di avalveyl thermgendarhen@condar y image or both the primary
and secondary i mages; and (2) nethods that do not

[00029]r edusidescrivey i the eBFDMAbplttgeion apratel aigotemizea (f@@ ﬁia?rﬂe-scanned or
Bot h %these rrethodté pes r.equire know e of the
digitallygIp e IRERAiRASE AT BEn flevieh oy BSea TR Be PG image

acqulsltﬁg%{?féé“ Hleé&% de 00 912%] égﬁgge?ﬁgr e}?ﬁﬂ: drhrbdifte a%ﬁg ized image of a

pl'ication, inted e I mag e scann
documenki cgldb;rlct 9r tarppt pm‘adnam:mgf almagreaguisition |dsvﬁ:emchhda baeare not

used herein, the t e acquisition device"
limited (h3gHein @g&@kﬁa&s Tr ﬁgﬁ%@mﬂf@&w& HeqEapRiion Qfraninaleg camera and
a frame 8raBb&H. 1hé @ﬂagé‘ﬁﬁjﬁmﬁfonﬁe‘?%me flapRBIFELLa 91r1rfr%aif'rglgtzs using light

portions thereof. |nage ach|S|t|on devi ces
in the vigible camentyisible et BY ansl BOpontégns,of dhegglecitonpagmeti@spectmuh.
systens having a conbi nati on of an anal og canera and a
[00030]f r Anmpgrabdnendediinege Giegea mdnpad sn¢dded ideyd thet i bebescanned or

otherwise dal g?lta?lg Cfa[())tlrlre %Fs)ltn%rainQ%alggg q%?sitlilgrll Hé]w )%? ay be processed by a decoding
processor adapted to apply one or more software-based decoding algorithms to produce a
decoding result. Using such methods as optical character recognition (OCR), the decoding
processor may also be adapted to extract indicia and/or information from the decoded image and

to compare the extracted indicia and/or information to predetermined authentication criteria. As



in the visible or non-visible (e.g., W and IR
portions of the el ectromagnetic spectrum [00030] A
woapiciwedi encoded i mage (i.e., a printed encodedTiusaye/029874
that has been scanned or otherw se digitally captured
using an i mage acqui sition device) may be processed by
_ decodi ng_ processor adapted to apply one or nore
will be @é«fw%ﬁ dhedecading PERsEssey m&b’ &6af 2 }ﬂ%tl%remo&dﬁ@@ the image acqulsmon
decodi ng result. Using such nethods as optical -
character recognition (OCR), the decoding processor
lci.a an

000317 P 3o PR Rk 5 € B Rl ‘3@3\%9%%&% to the

present Sveh@6i BRkéd e G eherdbilit9 o m@ftmmdcb@@ats@pt@fea ‘éﬁé&feﬂhﬂﬁgia The
: authentication criteria. Aswill be discussed,

method déEXHmAY bp perdeig depesheyic @biset ta demfmnedﬁam em@dfenmded image

s 5 RBR 0 b 0 LBRR b oAl

objects.aA§ asat itgeih Otht e nidfaagentic thyieslly aicark @fat df 8bjett wikeproduced by
ability to digitally decode a captured encoded i nage. -

an authorized sEH1IEE QT N TOkGYIZ68 msaper. (lheienpgsird engodeskimag jissan encoded

© version to? a gﬁatdgfe fed tagth@{?tﬁcgaﬁgg %{el%é ?ﬁg%gg%:t%d%flﬁ% %@ ?rpay be the same

for cverp %ﬂcﬁb@hg msitetl@)r aldy h@uat \faﬁablle enckjeddinage hat ﬁﬁﬁ’@erblﬁrfet &hch object.
- the term"aut hentic" ggallylndlcatesthat an
Any objggf; nat campEias theopeead 590 é HRASS ARy sassned & Rsrindigatiye of non-

authenu@fﬂ;/ Bpfddﬁﬁvgﬁﬁ@ fHe: ob?&?oﬁ Qﬁféta%?h@@ﬁl%f& hASRABebbalfiied.

encoded version of preaet er ned aut hentication

[00032] rml?]% m%ﬂ 06 %Eg q§ gg@g%gfl aﬁ%ﬂﬁbﬁéﬂgﬁrﬁagg |o§ &1@%56 8fé]gct is

device.

be n varl

captured 0gifg at hﬁﬁgd & qolisftioardevice.f The mhe@ bjgixat ima¥e yntihelate all or a
not carrélng t he, expected encoded i mage may be assuned

portion phthg ©bjestrtlong gt é‘?ChH’c?ﬁ adrgeifrsacyhgre ébe t%paried encaded Hagge would
e pptf B Bk P 2@ IRl ABEaRPS: ARty oy e

target a184 l‘OC@tLd'ﬁ@ ot mhy beragrdiguied Joehatabe tapgst acta is mclm]ptl i @thrger view.

ng, an i.nmage ac |S|t|on i Ce. e ca t.ure
In elthea9a§P33? Cfmfgg g sy 31051%? %@Uélahgmea tigh n%aﬁle that allow the
identifi@BbR&hd Bfop Epékﬂerﬁﬁldntof IRt ?&eé‘pbﬁfoﬂ%tf tlﬁ!@a%tdi‘@@&i%ltﬁlhﬁlage At
expect ed encoded i mge wou be applied on an.

S120, thepapened dgiidljimege isThel teap @wtﬂle@tlmlgn pedcessongés mal} bbdiscussed,

some org oty LS b EEProfoshab e A HRhief e G BRt g e he

location Whee R @gital ¥ ofl the st tgéct q:s::ksa@tur&dmea;@hiéroe diliofage
may al so include identifiable orientation marks that

authentigpti QPrOPRSSTRRY lpff Tegets Bamdbriingpesyien siei Breither easeohet he
authenti%%%%xef}ro 566 IH Qétec% H)ethg‘ ﬁR%%é a¢ ugitﬂ)' tc%k/ic'e %@glea néo‘xtvork

e cap |m
ent rocessoar. dISCUS

ti d,
00333 THE R Ry 180 ﬁf%sm By ﬁo‘#r‘%if%‘g B G TRTY oot S5t some or
all of thé GerhAfiak 8pYot fhetnli@h(bdm 00t APB150,ttBe &ithénticati¥eprocessor determines

one or more of the encoding parameters that were used to encode the authentication image to
produce the expected encoded image. The number of parameters required may depend on the
specific digital decoding methodology used. The encoding parameters may be obtained from

data storage where they are placed at the time of encoding. This data storage may be a part of or



| ocati on where the digital image of the test object is
captured) and sone or all of the authentication
wWOROBASSBI nmay be renpte fromthe inspecti on SPCEUSEWS/029874
ei ther case, the authentication processor nmay be
connected to the image acquisition device over a
networ k. [00033] The authenticati on processor may be .
co-locatedritly theatitheatication pracessar Pymexn be dispesed 4o reemarata ditabdse processor

t he renai.ni eps_of the method M. OO S130, -the
or serveg AR B ron TR S Gt P BeE ofneibitRigtalf may also
take theeREAMFAMAAEATELBE,Jadeh Bird VARt EFEDrbcesSrCAHE niehory chip or bar
aut henti cati on i hnage to produce the expected encoded '

code, wibirhgean bepplitdhirattaghiedde papberrise assepitted oithean abigsé iiwhich an

: he s | L Lqital.. i t.hodol o sed. .The
encodel ip g Hbplch, M@ AR TR SRR, AeatPa a fPBp may be
object-sgﬂé@ilfi% or ey tarcength@deda pirtitller det BEoWECte NBOinRGmMBdiBents, some or
ata storage nmay be a part of orco-located with the
- all of thg ankeding PYHRMGIFIPAY. B 565F1VET Withyanisacelingpguest jop determined from the

contentscﬁ%?éﬁ%%edat abase processor or server accessible to
the authenticati on processor over a network. The data

: to al.so..t ake the form of magnetic ripe
000347  APSFi TR Bl DR arotGissp By Ge B MHS b origt the tareer
area of B capREke] dighidlGhag@foridecing. | BitbsOlandinhAGHRL) BePbAREd on the inherent
ot herw se associated with an object to which an ‘
geometghelohie abiepferfenaysbeaiperifieally aupbied Actbeiims thepraeded inagerig applied to
r .t. - ro . ..
authen o WAEAUE AL e bERAE: PR InPRLEES CAEE LI 8 i
authentfatien etided fiwilitte, unsleeodbyahdse @f otdigarg BRI art that if the digital
) paraneters my be received with an encodi ng request or .
image 13 sRREPRF! A i r0Hit 1hat 6 RPIERtis 8iwayR eripniag &1 fagtiy e same way
reative T il aBH B 10, SRl B R0 Dolbr WRfP Bl fidiop of the
capturediigigel Fareagepleoif thbatestaibiegts afé dsminientsthat dan begyedieely positioned
based on.the inherent geonetry of _the object or may be -
for scagi (16 TG 0B G0 ieciy a5t o Eiey Phgu TN SO g @tion of the
capture@RIitaBfnddR iduhleBsh§. Obj ects. In the latter case, the o
presence of such | andmarks coul d be used as an initial
ut (o i PH® r £ nts
(00035 GRTE AL B PF Rl qoplort] Sy REp I RIGHLAGE, I @8 aion
processos ajgaes adegital decedinlg nzethvadolagyad thdenpobpd digitakinsdgaay produce a
.orientedq,.i actly. the sane relative to the.image. .
decodingagalsteioN Gbontestingrend Fay Bl bh Gomeatears fulipgicelpt crtera t
determi;ﬁE a8 RhAEAIRALEOHR rdsh aCRI0U 188 InHRBE acdoMpIRKEHY Gisplalink Mk

est objects are docunents that can be precisely
decodingossuli ionsguilgomperismi taghe avikendichtéon imagon AdfernabizelyaOG®t or other

pcem SSRGS G Scason

image. QN Gmstdnlaes Widrg e AIRALOAtidnIMageBéntkias itdbhdtRIn thaFBEEbje&-specific,
oriented, the authentication
the information content of the decoding result may be compared to information derived directly

from the object rather than to the original authentication image.

[00036] At S170, an authentication determination is made based on the comparison of the
decoding result to the authentication criteria. This determination may be made by a human

reviewer of the decoding result or may be made automatically by the authentication processor.



processor applies a digital decodi ng nethodol ogy to

the captured digital inmage to produce a decoding
woesasiv3sst S150. The decoding result may then BeT/US2005/029874

conpared to authentication criteria to determ ne an

aut hentication result at S160. This may be

__acconplished by displaying the decoding result for
In eithefsjcasea thecyheaticdion resylicRey BristaweH rpd/ar regHnediggpeuser or other

. i Iy, . ogniti.on. .
oo B ST, By CMIEE PGS iy mpge o s
locatior Rénoddfro@nhé B8pdction ki@ ke adtientiosica e miiieioa nidiebe transmitted to

. authentication inmage contains information that is

the inspggfiieictites Jdgmgthod ft“%é at H& mati on content of the

decodi ng result nmay be conpared to information derived
[000371i rWeh rsferenemiotfigure 3} thetmethed¥ 100 and other mhthods agfondihg to the
. . .authentication inage. .[.0003 At ..S170, a . . . .
imvensidf{ gt bR B TR ity Pt i Ysat 1op eomsing o digital
image 26QPiGbh 96vicO1 10 hifl Aetditinfigati@Sitbéesid? 120 The object authentication

authentication criteria. This determ nation may be

system k{Yimal plsq cRTREFF desacedias informaongtaabasntp( thalunay be inekigded in or
. . A | | . . y
incom}r PBER A4 B3R b RS0 69K B e 100
. is configmyd ber isdpectish addiudientiedtiohrg dest objactbl &everly i fi€sence of an
authorj zed requestor(s). In enbodi nents where the

encodechgithiicrieeR e dereanmi I0aS Ol & thasrcodingparasesiers gad the
ouhnt S5} S O DS EARELANE Sy ) BAILEER i bncoain
informasioh eatafhiwe 150 b doht dreg swatccSk8e td thO@BHEntiatibn pafcessent20.

to Figure 3, the nethod M OO and ot her nethods
T00038Jac cihedinage dcuisittonl devisatlilomdyeye € dedict h@shiedifor lﬁéddiiﬁn?ﬁ digital
) obj ect authentjcation system 100 conprising a digital
image of Fhlgast APQEH AfitemicaleRhiecd cantainiies WFRECAREREhhick: peAuthentic
obiccs J35EREopboTER RLASHL BHEREDS LSO 1o YEERARS, gpcsor
120 may hatnyéata peocessot codiguiead for reicai vograndproessiogndigithhinidges. The

t henti cat i . 120. Th bj .
authent S HERPF e O 165/ 465 07 S Bt |7 miapiedfoe eelepive

commuAieaki A el igakd RuitiSreddvi@PI 18%ha 6:0e¥§link¥aptifed digital images
presence of an encoded authentication i nage thereon:

therefrogo nEhepimage kecoivingmodwle daz trgnyersdhetapngeddigitahignages to an image

aut henti catiQn inmage, used.to _encod he, aut henti cati on
processREG £ o OPRAT BRI BpE P Ao oR RFHLIS e fne
authentidati GHORSEesIFO ThE ihh@d plob&¥in@ rRodl€ minayrae b@ptéEfor performing any
aut henti cati on processor 120. [00038 he i nmage

preprocessing requifedpetnag theccaptigedhdigitaldmags canela disitalliagrceded. oFhis may
. : ' Qi tal i . i on..of. th
incide SRR A OH B AR OBl SR By ol

accordigglyhenti ¢ obj ects, an encoded authentication inmage:
wi || have been applied. The authenticati on processor

[00039]1 20rhemytheRiARYn BRIcAssBE P2EISS InchiRE b dBEREnd RbdAIBALE \Mha &n
and processing di (?I tal inmages. The

authentication module 128. The decoding module 126 may be programmed with digital

decoding software adapted for performing one or more decoding algorithms on the captured -

digital image to produce a decoding result. The decoding module 126 may obtain from the

encoding information database any information (e.g., the authentication image and encoding

10



aut henti cati on processor 120 includes an inmage
recei ving nodul e 122 adapted for selective
woaosmssat i on with the inage acqui sition devi eeTAs8005/029874
and for receiving captured digital inmages therefrom
The i mage receiving nodul e 122 transfers the captured
es _to an imge processing nodul e 124. The

digital .inn
parametggy fl@ﬁf{?& fon %a%ung itheergetusedcnspdes inaget Shededoding result may be
e tical o) Ol The | e '
pscd 2006 1981604 OEPAE PG TRyl G oo
authentiamyjorperétprinteassibiigh areauhentidathef eagt. tTHR ®adiHE edudi @kt al
dmage can he digitally decoded. This may include
authenticgfigty ﬁe?'ﬁF ?ngqﬂéﬁ‘&bfﬁ’ﬁ ROTGhingpRmeryy gfan adp@% opremate databasagpr
displayedT8y &AMt Bidh il BROfeALEPRr dingl y. [00039] The

aut henti’cat1 on processor so i ncludes a decodi ng

nodul aut hentj.cati on ule 128. The ) |
10004012 A e B o B S =i e gptestod via any
' suitable @6 inetdigd Wb achdaRt The hheRRARAS ﬁﬂoﬂ&s&nﬁz&ﬁ%}ngkg the form of
decoding algorithns on the captured digital inmde to

a portablsy praeRseing dgiics thah gray b graried bijen dedividnalgnsnsdior elohg Gvithe/hand-

: . tain i he encodi | nf or mat i.on _dat abase any: . :
i m 240 008 PP 8 ALARTSL P A" 0 mbocimens
. of the ineeastihi, tigpangent@isifiornesitednd aie deleaticAtn REcaRtHELually be
X encoded image. The decoding result may be passed to-
integratqehiato RGR OEa A GFRaHYRI BC TsBecioman catanprly esligitg acquisition
. i Iy ' i riteria
covie OSHAEI LoR AR O RS AULARTAAS LI EEbP 0.
For exampls1d scantig devigeirag eicoafigured teesend & captubdtithag®io the authentication
stor dtin.nenPU%, or in a local, qr rznote,databaseJ or
processqlbg STeCapierAL [Bampihecragipls frtirsls pBero P Amaging apability can
be used tdﬁc%?turé RPANe ahigorsnrP @@ﬂfe%uﬁfenﬁaﬁioﬂg}r&%%dr %@%ﬂ £n
system 100 may be interconnected via any suitable
telecommppnigatiqns @etyiirkg Aovaetical appligetida of Thie aspechisrt scemdriodn which a

potentia BRGNS AR Ko AT e s Do B2 o phpmgonc

phones ih A8 peheMicatibo Aguedttid aRalBadichebsl plobBA6r. APk Hudnti®ftion result
a portable scanner or digital canera).

device (e.g., p )
could beyrpfugsdo difysdnarionoyeiohe phene neveprkiinor examplezafext message.
acquisition device and the authentication processor
[00041] rra}?hfa@ttmtﬂcyu@esymne%s extlliadapted fai usg liautheértticating a large

wamter SIS oy A0Sk RERL O BBt SRELY, SO B QLR

of similak ouniedi®t EleyautlR@at2MbnPiddeesri 108 [ NHePiiapR 8 38 thal Zormation
For exanpl e, a scanning device may be configured to

relating todpdj viduakgyentermay he geiered or derivas fiemitheeaptuwed gigitebimsge. This

. i i n. . | wi.r el .
o a7 Ptz A ATRLBE L AR Rl PHCT, 385 o
allows themetrieed) ©f abjdct spevificéncdditinforenatich Which @@ty W¥Tequired for decoding

processoy. over a . L
the captured encoded image or for determining an authentication result.

[00042] It will be understood that if the encoding information is not object-specific, a group of
test objects with the same expected encoded image can be authenticated by the authentication
processor 120 using a single set of encoding information. This set of encoding information can

be obtained from the encoding information database 130 once and stored in the memory of the

11



t el ecomuni cations network. A practical application of
this aspect is a scenario in which a potenti al

worowlasst of a product captures an inmage of tReT/US2005/029874
product using a canera phone and phones in an
authentication request to an authentication processor.

‘The authentication result ouI d}PFb‘f tur ng dul
authentigasigl @5QEFS05\} &9 WhgE lbﬁaﬁ%fSﬁ Grodia, ﬁ‘é‘&tﬁtt&a“%“ ocules
2612Stext nmessage. [00041] The authentlcatlon system 100 i s
mell adapted for use in authentlcatlng a Iarge nunber

[00043]I t Eﬁ% g‘}nﬁ? %%I tﬂgfgl%gauon Qrg%e%éo ﬁﬁé:@ érirf(]gﬁ%n a single

process1ﬂ§’ QTR Bhey ThSy, Méﬁﬁlﬁeldﬁ‘s@ﬁm@éﬂ PNOKES @Imltalft? Gf progedsers, which may
dapted so that information relating tao individua
be 1nter®bpectt¢dsomyl ngtvaskit ERdproihe geeadinginfQraiion e ipd iﬁfé’&COdmg the
capturedge({%{)%% 1&%%?% Fa%(g-rﬂoﬁl tgit 08 ‘ﬁ‘ apﬁ tl?esie?tgtlii? lag? a%eﬁtmtlon results may
" be stored i &ataiaRed bt are a&deﬁdiﬁe tdrearton nbeay averahe sdmcemta differcinf hetwork.
encodi ng information, which may be required for
With relgmaeeliaw Suitch SR AUHIPRIPERE B PARERTBRSCH Ghe BERBRRRRSRon
. an | .
processqQls gier Sa{ﬂeaﬂgi ?lﬁéd[tﬁﬂ fs&%ﬁtgﬂé)n% d O Aasd Ler¥ir 5088 selective

Ing rnformation IS not
commuibjtRetwistpend drother aiagmewp mufre hersoricl3Oc2E0,WB0N the same
‘ - expected encoded i mage can be authenticated by the

[00044]2U BN dspedtioR Provefoe 33015 id 20mufini@tien siithgine os etore fissociated

encodi ng informati on. This set of encodﬁgg i nf or mat.i on
image ae«ansm@n wieasi7dd aAaried for saniprpzIdieyal agFH ek 3t dFrstaporkaR of test

objects %)r e At Ce%tlegltg%sﬁdhqgsﬂe 15@&0&@%%0%%‘ HHeRidE Iﬂg %hﬁeakbé?i(hng

ocessor acces l'eto the decodin
module 2DY adapiidiEfol reaivigcapaaed ﬁgnﬂlﬂﬁtagdszsom[th)@@al@]acq'ﬁmtton dev1ce 210.

functions of the aut hen rocessor
The inspafipn BEPCRTOT 31 Ok FSGRE I Jdsa R ISUT ot R gl Atgplcd for
transrrull.tﬂgtaﬁ%gthgﬁtléytv\]%h rr%dﬁ%t‘?ﬁ’cl@d]ﬁ@ thetbaPludéPdliktt) iffage to the authentication”

cessors be | At erconnect éd over a
server Zneto\tmr &firsFoettvods 280 h@ltmatwdlm the t:ﬁrxsmmmnoqhdq miay sgnsmit the

e S SR SSRGS WG LR
process&eﬁ@ thiy PRYorltRufdddorehtyofdRtakesased Rath e ijaetcfﬁﬁﬁ iwiblich a

to various users over the sane or a different  network.
particulyy digitaléege hasebeen camtuighle Adternati velyit e ARSPEGHINGN 0SSP Ry be

oS RTR BL TE SR i SOES R e

informdtidn $6hRE té ¥R DRFIURIreahinplk, Wetchpm[’&l cagmzﬂhmlaga/may arroduder
nore networks 230, 270, 280. 0004# E%ch [ ni)pﬁ% g .
recogniprhde islicss SER@Ss Par spdesrREmPEER TNt hisheap Pe feraded to provide
[acqui sition devices 210 adapted for
informa 1§§$rglaf§‘ ééﬁi) dtl i %gf

i mges of at |east a portion of test

j t 0.be aut hentj-ca . Eagh.] tian: .
[00045@2 sqeﬁl&?rbargc%s&mi 09185}? cgﬂbztleolllfi\gﬁg bﬂcﬁ‘tf’d%qgs dv@rpmﬁgg i)?cct%?gmg, .
decoding and authentication modules similar to those previously described for the authentication

processor 120 of authentication system 100. Decoding and authentication results produced by
the inspection processor may be compared to results obtained from the authentication server or

may be stored for later use. To facilitate image decoding, the inspection processor 220 may be

12



nodul e 222 adapted for receiving captured digital

i mges fromthe data acquisition device 210. The
wonep®otizon processor 220 may al so include a dat&US2005/029874

transm ssi on nodul e 224 adapted for transmtting an

aut henti cation request including the captured digital

_image to the authentication serﬁer, 240 over a first
configyied (RFERieysancoffRehasReicis|apd/of auhenticAloR Wagess tioptile database

server @%Jgggg%? 61%\!37@0£g 8@(?,3{7@% ?fg? bk Me daRIS tﬁé_)filtspﬁeltﬁvgrk 280.

aut henti cati on.

i Nnspection.processqr e ' d.for entry. .
rooo4s}, “RECARBBIRIREGIE 22 Pl ol EERY LA tog Blbaication
requestivef theUlreimetil @k RD. Tiedtidie® theedpraaptigitalimage, the transmission

Alternatively, the inspection processor may be .
requestypay/ingde afdiHorad infappaiopassqsiasedwih Hy abjret %r@m whish the digital
- Cait . } ) £y Y f or !
image YaPLleflred. (AR ol AR drsXacRdlag P dHAE IR O produced by the
inspectibngprbédssdrzage Thayaptinet dilgtal #aapgrind abhy essocidiediiafosmation®ay be

a bar code or nunerical identifier which can be
transmified gireeilt (@ the BUherdicatLIeReT LGB OF BIEYOF IR esiBf e the database
server i&pcgr‘lagl)th-gp SrlQFREGE: 9B OF 3 30the tiB@)éeIQ/Qlt Zégf atilYauthentication

Incl'ude 1'ts own | mage processi ng, decodi ng an
- requestanihaesd inchide addinooal liformatinn sach koinféromtiop rewiing el the particular
. descri bed f t he authentication ﬁr QCﬁ)ssor. 1&% of
inspect INRFRSS Y APGR theyJRIPERICY BT USSEIFGPIY BiRgmatioh &g i 1SSt pyRe and
passwdr@S HellScaRbR dP aRAnP¥ctidifsileNs@ect i on processor may be

conpared to results obtained fromthe authent i cation

er mVv.: he r . . .
o007 Y60 AP 090l 36 IR0 contgue
for recdieimgniiié guptiee digitaldtmapewsd assodakied nfpanaivatfess tlenidsmction processor

aut henti cation _i s fromthe database server 250
220. Tgg éﬁtaae@éve%lamﬁw"%%S e SOHY el ORragiBend eesrEsued for
retrievitélg %uéﬂ infrmA86NBLk B80atabR0Q48E: F3tFovel ARIBESRI Ribw RIS r a

may be adapted for transmitting the authentication
differentemptreark. dhe datahrecefving modeleld? kn@ydeE. adapted diel iverifyrusencredemtials and

..captured digiital i the transm ssion request nay.
provid hEaltel akREFFAT PRkoP T mORHELBERATRE b foe Feciving module
242 mBPi1aFbe donfiBhedit€ fraksngt 8leHidlalf themRentiRsticiAel kst & thd Bcs
may i nclude any decodi ng or authentication result

credeniiglp gusesurityyinformationsprerided indiragr gkihe rempest dpge netapedir ed

di gi t.al i ny associ ated informati on may be
mﬁ¢#??§%§%PFP§%%§P§§@?fy to the authentication server 240

r enporari | tored on the dat.abase server L
ro0o04ss o Y el ARG 40 il BPedeBat SRR a0 468 authentication
modul@Wnemtd, 0a8 §iafilad & hese péPiousih estiibBe® firithdini tRéhticaddeplocessor 120

may al so include additional 1 nformation such as

of authemfcatipmsystam 1€0.atperyestablishiag plagt theantbanticaigreiegpesh was obtained
e R T
informhi@siPik la@4llable, tHeRlataeaE Ging Ofodbild assedttle captured digital image to the
image processing module 244 to initiate the decoding process. One or more of the authentication
server modules 242, 244, 246, 248 may be adapted for retrieving information stored in the
database server 250. The database server 250 may include an encoding information server 252,

on which may be stored some or all of the authentication image and encoding parameters used to
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[00047] The authentication server 240 may conprise a

data receiving nodul e 242 configured for receiving the
woapiciwedidi gital i mage and associ at ed i nf or maPCoOWSEG0SN2I874

the inspection processor 220. The data receiVing

nodul e 242 may alternatively or additionally be

configured for retrieving such information fromthe"

encode theraaggticationimpgoseodsted Withdheeljeriebeing thrutiatpde dt will be
' etvorke T j v 4
e 500 ARG SR DR i iR
authenticg%16 ©bjecB akd obleegoritt fobaekridty of blgent 0SPE CTheédiformation is retrieved
processor. The data receiving nodul e 242 may al so be

based op gy ehyent énformation paavided with dhe authestication raqreneondegiyed am the
capturef SERmek P HEGlehER bR fndhn PRONEL BY thq depgdine module
246 to producsrelecdieg edsalt ahdby tirtintiehtizaion modutd 248 fogprodude@4 8]
: The authentication server 240 includes inmge

authentisplaQibiesilhg,  decodi ng and aut hentication nodul es 244,

246, 248 simlar to those previously described for the
[00049]auit heruthentisatian geryeied¥lonay 2lgo epmplisefeivsy it Hensarssign medile 249
oot BT BT e D R B B0 ffpcaion
result. W donecdintsdlir@erits, fld reghiést Fespoiseahat #sb mowde itdlecoding result and/or

" information is_available, the data r.eceiving nodule )
other objeagelatedprfopnpian: ddedrgpioskicspapagBIay be fgasitgg o the inspection
processb Qﬁﬁ&%ﬁ%ﬁm&ds dae%ldgn @d'r&igib Via HeGird6RA0LRDS0. The
process. e or re of the authentication server
authentitaided ®sulf 42¢oddedresidlt ®r bah8napyitdoeatvdhpiraa afldition be transmitted over

retrievij i.nformation stored jn the d base server .
the sccopgeiviorls AL HRURESEAPABEHHIA ORI an FErCaHERton
databasg1 ?F@ B0 SEMY QhraBRe seRBr WD ST andBhér B8 val DnBELiSPIBhO hetwork

of “the authentication image and encodi ng
230. Tirapuimatieationukiabascotidonaebe medasaléntivelycacessibld toegpe or more

associated.with the jects ,bein u nt..cat.ed, | :
authentignon R RPessi T ARY STl aBsoRk 271 This AlISHs apdgrized users
to acceREhSHIRSRicANn ditdbAtOR HoMTRE indliduflrali @tflative authentication

aut henti cabl e obj ects and object groups for a variety

informagibn @pdl sigtistigser s. The information is retrieved based on.
the object information provided with the '
[00050hutlheilt beendesttoadeitiatabe neiwoder 230ed7¢ awh2d(hmay bptherseme or different

digital 1 e itsel.f. The retrieved.i,nformatio b
* networlfps Aty a8 Kok 80 5 MBI OARETLS DGR SO0 b Y g ll may.
for exafifeUbd orifeludy thehftefidt RENIIWE & lar @ nutbhi of wAd&picad RE&E UNBtwork
an authentication result. [00049] The authenticati-on

280 may else b aZalecarapueiraivns sapTars ever WeishiHigitel Wpreek sulydx transmitted
from mga'é? %cléqiltiﬁzltgcgl} c?edv‘ril efs %ﬁjcht 3 SRR o%e?..nﬂ VMJI %’lﬁg@ei%ggrstood that the

on request response 1nc

moduled bt MBRAEIHGRIIf @it AudiscntibatidnseS@NR4@ 2 BetiditiButed Afong multiple

) request response may al so i nclude the decoding result
intercongggied servers and processors.

[00051] The authentication systems of the invention are highly flexible and can be used in a
wide variety of authentication scenarios. In a typical scenario, an encoded authentication image
is applied to the packaging of a client manufacturer’s product that is subject to counterfeiting or -

tampering. An on-site inspector equipped with a portable inspection processor and an image
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ot her object-related information. The request response

may be transmitted to the inspection processor 220 or
wobtbhmroopa3evi ousl y desi gnated reci pi ent via t hepErmsk005/029874

networ k 280. The aut hentication result, decoding

result, or both may alternatively or in addition be

tr mtted ogier t second network 230 for storage in

. .trans h
acquisitigy dEdEaREY bex ﬂeﬁﬁcf@gf% alesush s arachoushwhere aearpumof packaged
. Ver o
poancfAARASA, 846, TR41G 518, o URASR Bk orvi
capture Bliégital imege ofctht {aoget dzh @b a sesp2&tdprodyct backapel eAdditional information
ﬁgl ectivel Y acceasi bl e tomg)ge or nore authentication,
such as (i HEP; 196RPoRIOSEG SETa) HMBGR 1Cs HN brieedy khegngpector. Some
ofis A Radbd 49 SIS Sl BERRESy b0 gy rocesor. It
inspection podcasiov & eguipped witbatsiovm decddingmnd anthemtibaddmsofevdre,she

. 00050], It. will be under,staod that, t net.wor ks . 230, .

inspects 7 ihestisele BePieh OO TG o ALSTIHAE R Kaddifgn, the

inspecti®h pAddessdk nlal®e @isdts sBEmAM ahMeMiCioh Q&gjestQB At te?ﬁﬁf@ntication
network. Any or all may, for exanple, be or include

- server. yiéhaniicelianaequestsandydwe sent err yeindividiel itoh baside gyitesmtively, captured

w350 B P oot B SRR s s
and subhdif@en Ay PR@CofAGHHIS hnith@icatet 1868 st UTHis fould AR ng@daﬁfple, the

i It will also be understood that the nodul es an
inspectippy REQCCEHAE tohte Yshe indgpendantly af 3 Beiwork cannectiym tawpllens authentication

[ ' ' ' ted,_sgervers and
data froff EbAkBi} BB, (UL KRS, LIRERERRPER € P BRERE PG Interne
website) forenbmitings einpledatcyt abthexiiditieonasghestan be used in a.
wi de variety of authentication scenarios. In a typical
[00052]S C &N#vhir8ceidfg ﬁm&%ﬁti@éﬂoh%t%demaﬂrdnﬁ Mhd BER1IbE pARBIsHE the
to the packaging of a client manufacturer's product
authenticpfign sesves yplidaies thereguestiieiricaps imgreaniredaimsae enepdingrinformation

from th(ggﬁc%h}n iSRG G Piar A R ox\é & ifle g%\rﬁuﬁeg ldﬁgégap ﬁ'zgz?gg‘ lT%g captured

ocessor ang an | mageacqul SIS%I on
image iddexpdéd ineitontpagedsth tretrisvedhnudisend camedierietowRer i @ oup
of packaged products, are stored. The_ inspector may use
authentighicy ﬁ%‘ag thenfieasiondeyilidle theg sira ingthe guihentigatien database. A

represerR AR Ureh&mdh Gl fter bﬂg%gr é?lft%cg%dtu@érqgihe BR Blac@ss the

suspect product pac Addit1onal ntormati on such
authentigatiaaesyltstbyropndotiog o the auheodertionsiatabade. Thstyne embbdiments, this

may be entered by.the inspector. So of thi -
may be PoDERTSETLN (g TR A S Gy Bt st oo frliting aytpguest for
authentieMid@silRTBLGE t@NoteQsessor .. | f the inspection

processor is equipped with its own decodi ng and

[OOOSS]ZH:LE Sothé Gﬁb&ﬂtﬂﬁ:ﬁ@f ﬁl@@ﬁtﬁenﬁﬁﬁgil Q&Q@Pﬁﬁ% })g?%x}fig.ured for access through

enticate e suspect product I me
a web sifd. t Authatizadaisyrs@an log adalihei voeh siteheplond geahédinageg as s@mediately
. e used to subpit an authenticati ?n request toa .
receive ?Ié%lg enticationyresultan {HBH browser. Results can also be stored in an authentication

database for future reviews.

[00054] In some embodiments, a web-based authentication service may be implemented using
standards for interface and data represéntation, such as SOAP and XML, to enable third parties

to connect their information services and software to the authentication service. This approach
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server. Authentication requests nmay be sent on an
i ndividual itembasis. Alternatively, captured
waundsmatidcat i on i mages and associ ated product PCT/US2005/029874
information may collected for nultiple test itens and
submtted as part of a single authentication request.
Thijs woul d al] ow, for exanple, the inspection ‘
would eﬂf“%@ég St Yrtslen earfsiesrpase Flowormengévanss Watforms and

softwar€ @pFIRGHDAN to collect authentication data froma
" plurality of test itens, then connect to the network

1000551, C8% ip el OB o A o HeTuEhtiiod s ke g the actions of the

authenticBMEIbAEhOOOf the dBieNticiOmbyIBe BaBE Bl Waid LAngIE QHﬁﬁntrocfeE&Wor may
e inspection processor, the authentication server

. Lthe | )
be dlstr\tbateri@amg HEPledefgreonnectesprpesysnss. aysomeciodiménts fer example,
‘ g ' i nf: td4.00: t.he encodi ipformation '
AP0 G IS BRSPS oo
decodingdpiatioesl thienBglees siagbe ogeigdd anchsaRangd ptaedt bt £¥RGlity of '
agt hentication criteria to determ ne an aut henticatl o¥1
networked PICESSOfthe aut hentication result is then stored in

: t he_aut hentjcati on database. A representative of the =
[00056]vp Rigizes: v éhusgatedypies! susiems fordedodisg redosding anthaivention. With

' ‘ [ | esults.b onnect.i to.the
referencB i R 3% SHLNEREALEAN deL8dhe B2 A biPRA Rt aved iy

standalone spstem tiplt intlyednipyisé 61§ iarehglddsodinggrsdesior 3¢09hd i [Sthe

..website d submtting a request for authentication g

acquisitiog dgyice 3? r The,decodipg popsieeser $ 10 [sowobighref o sagaive captured digital

. ' Lk [ LO, erver . be . .

s A0S RLSpk A%, ALY OSBRIt

result. Thealesoding prosgsson3 1 mhg bavednfipute, with tieadfiseaeggired for applying a

_— e ng . di ately receive an authentication
particulgs @%ﬁﬂ%ﬁgﬂﬂgp%ﬁ@we rSonpealk of thepnogring informpiensqiiined by
he deco@ihg@Ufthan) hme@bd i ' 0054]
e o A S0 SIS I BBt

user. service may be inplenented using standards for
interface and data representati on, such as SOAP and

[00057] _)(I\[he d@o_dimgbirmess_hir B0 pall typicallly anclodi e sdrednn&iprinter that allbws the
ftfénftor TRt i on sarw ces 3%8 software to the _ )
user of the heghdielpac decs RS SV OV PGS RESNSIOF eentigibil émmediately see
a decoded@adHllte STheabdultandy K:24tbR8 of ﬁqﬁ'zlfjﬁﬁe! IHS%FI ROBRLas A0, %g%%%t”
ware app !

. _diverse platforrs and soft I cat’i ons.

Inspectionssysfemdn yduch b aesslt cambe flispartedaerofiewing by the user/inspector.
aut hentication systens and the actions of the '

[00058] au hesher apatdaoh tanht doctsling sylsteen proveles E&ﬁh@g&th&ﬂlg‘:&ﬁﬁ&lﬁﬂle

out usi a singl e .data processor or may be
captured iags Bl At oLaiFgh o1 P HRAOP Y BICh SR diends Sehido adutsho

s SR ROy YR AR Wm0t
this type ghafyfcompnise procsemisspedipestitionsfeach having an image acquisition device
420 in communication with an inspection processor 410 having an image processing application
resident thereon. In a typical embodiment, the image acquisition device 420 may be a scanner
and the image processing application is configured for receiving scanned images from the

scanner. Scanned images may be transferred individually or collectively to a data gathering

16



decodi ng functions thensel ves may be carried out using
a single processor or a plurality of networked
wonRom@essI1s. [ 00056] . Figures 5-7 illustrate prygpiusai05/029874

systens for decoding according to the invention. Wth

reference to Figure 5, a system 3.00 for digital ,

decodi ng of a captured di gi qg al i ma[%e IS, a standal one . '
process@iAi0e hieiiata gaEiPring mErGessor 8A0 Jray be i slectiye commpgication with the
inspectigfl ?ﬁg:%&%f 470 v A e Ak MRISorAC AHbSHibAS, HE YispEetRAbrodkiSor 410

ecodi ng processor 310 is configured to receive .

may be capfiguretitodiagiet ahd subagies pluraity bhenmapas andaasyocisietliobject information

devi ce and ocess them required to provide a
at one t%%@&h%gﬁt? égtg?rﬂr.’g Rfﬁ%esa%rc% tng processor 310 nay be

configured with the software required for applying a .
[00059) arkhecatnned draegsgimay ke tgansterredalong Fuihuigformaging rejating to the object

‘ f caqqi [ mat | i k
or docufigp} i B0 Qe e PR B RERCP A B LB ablEd RFSEHLRs caprured
images afdlag3bcin®y obecpinftindgon hrymeanysembef O0ASpEctidh eradessoch 419. The
. processor 310 will typically include_ a screen or '

captureg) jpges and Asspciated Shise{ EoTstipn G12Y (R GALEHRnG hpitted at the same
time to {BERRIMIHPYSLE T 30 o STERF aBPAk NG, Bl PRAVIRPLpBRmon, the
- networls 440 B dheointdrhet amy tHealensdidg polcesspr 450 mractasped Nie-aspebpige. Decoding

i nspectio stem i n whi the result can be di scarded
results BipY e\ Qlly SR ODp eIt 30 gt ccres 108 B ARG Bipoessor 47
overasggﬁm%poﬂ&mbﬁﬁc}t%%itﬁg sENS LERE PiER MESRSTK 190, t he A

ering of nmultiple captured i nages and associ at ed ,
rtd. cl.e.:L.Af [ -nhi j
oooeo, 3 oL 6 S0 0ER o, SRR g il s
or docuhehsnaingehd mdgeguqsifon dedeesotliOrgd pystidarapi@0Opidte frifosnation (e.g.,
the IOC%%W%Wg I%ga{jlgg g@g ggléq%{;ngagtg é{}(? ﬁ%%:érlgg{l]ﬂssgggll n%rr]n elg,ae%ch) for each
captureg gxﬂ?%e;' L@ht 054 ¥ thd vRRk A8 mmdﬁﬁﬁg@ssmrcoﬁ%@p&ﬁmg&ma are

ge processing application resident thereon. I'n a
batched tppheddcodimg pddaseser 45 veharerthgs arecdpspdéd. i Bre drsoiling respls may be

e scanner and the_i r 0GeSSi ng..applicatiaon
sored {18 iRp g8 PRA- BF OF BACOM AR CRAoc IR TR bl s THace
‘ accessiﬁl‘é@@B&hoﬁz%ﬁ@ﬁblﬁ@rih??ﬁﬁ%sﬁﬁwm Th haagicRld@ehbodiment, the decoding
individually or collectively to a data

results ay he ricatyed orersBonigaet amitraayien Heyed AERE AgVPrisewsyowhich
display§4 %’18 E)cga‘él%{e&) nd Jébggédelﬁ{a'g%s‘; 6? QT4 'tf&ac}t%é\%gira@ [Srpﬁfdlség R‘g inspectors at the

'on processor over a ne
time of@6@@Etigrent s, the inspection processor 410 may be

configured to gather and submit a plurality of images

[00061RN dn%%%?&h@é@@k Aol Eheridd MdREODAS alabMR1iét BBl dnfblifation
dat a_gat heri ng gr ocessor 430. [00059] The scanned
gatheringyagé sentializesk web dasddedacedingl dhis akiorenablas eenielizemstorage of the

decodir{gerlegt}l{s%gd tfz%il‘itgt%s 21911031%{3(1 authentication. The results can be shared among

members of a specific user group (e. gA., a brand protection team) and may be reviewed. by their
management. Analysis of the cumulative results can help in the detection of global and local
counterfeiting trends. It can also provide an insight into the efficiency of the current deterrent
measures in the different markets. Another advantage of the separation and independehce of

data gathering and decoding operations is that customers can hire contractors for package
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or docunent scanned. The data gathering processor 430
may be adapted for receiving captured i nages and
wazemowased obj ect information from any nunber POT/US2005/029874
i nspection processors 410. The captured i mges and
associ ated obj ect informati on may be gathered and
submtted at the sanme tine to a decoding processor or
scanning at eeztainl BrketsewithoutaevaaliRg defailed infarmgtipn pleaut anti-counterfeiting .

enbodi nent h etwork 440 .is the.lnterne n he '
feaures i B oo BoorLors et o YR leliu bk hccess- ey
need onE)E@&QxEE\QO HRSAEch&inp pRIBEGOH odisibhaly @0 dit fie dd@E asedik day or work
50 nmay be accessed by a nonitoring processor 470 over

week). a second network 460 that may be the sane as the first
network 440. [00060] In a typical scenario for using a
[00062]dedndomg cayesirme4&0 an inspprtat nagneddn apthetimee 4 sibgle stepy: If

oo SSRGSl 4O oL 120 00 g
‘ gatherir%k%éﬁgﬁﬁh%eﬁ%%@%ﬁa%bvég?ocﬁg %&Pitfﬁﬂenti@@t‘i&. qﬂﬁ*th’éf,@lge distributed

t seria , etc.) for each captured inage.
approachtm4sheeqeinel thefpreshecesdedigaipd sefteatsdanerommodaiemuliipde file uploads

coj.respondi ng . data are batched to the decodi.n .
from the UL STVCKD 1 [ SPRTFREFSoE TBb EustEh FIER {1 Cb hipgta exchange.
An altefri@8W h®doBYr 88g18 H@é&l‘i’fﬁ%ﬁln&tﬁtﬁlaﬂgﬁi@ dinkEv ik QEFIS&EbN Bat bfovides for
- a separ at e dat abase. e decoding results are nade

uploading e emgidnicenned fiefdhsieroding arshintmedipiglygeed vias gpd displayingp

. partigcul ar . en I- . odi .
ot g, 5L A TER Dl IR LRk e i
which tHE thsPERNSBEs ool acdecadis P apsitcadsinge avb écbvaserl Usiagdedwebsite, the

i mages, as well as the other data prqvided hy - t )
inspectoraapaplasd @ sngle sRpirpdEnage a8d sefs Vgl snlanp dagodmgaesult on his

browse1(sj ?@?g %?éb&qg%tg&%@v@@élg ﬁ%dgtﬁﬂb & Q&0 28ineN8 Bl Snricate a single |

ormati o ng, and cenftrali zed,
packagateprobace dt aetibish usgd, fohexanglls byerptrmsacigemntial itz egthenticate a

st orage of the decoding results and facili e .
single G0 BHREEY 4 BENEHT TG VAT Sur S RE D Siapig pr D card.
The On%lr-%({l‘g IR nP i oRld R eCChider (’&Q{thé}riﬁlldgil ét ukitiorPdd¥icdN and a

Etion team) and may be reviewed by their ]
computeRcmnectebit to hadhtpgies Inffancher ethendommyricationg negvasks fhrough which a

.heIE :5)1 the detectio 8f gl obal and | ocal
decoding SeRYCUPFECTOR Y °REd®™ ¢ “can al so provide an insight

into the efficiency of the rrent deteryent asure
[00063] 1, Figareq Flptiadine N RbrRasohdBeAtE sy m o Reofing i an
embodigga(ﬁ}ggf?%le Hvefich. | T}Qae&%%ﬁg gfstéﬁl 588708108 bAKoPWBre inspection

g operations is that custoners can hire
processomsi 100 seleti iegompaiskicatios cdtirthe decodingserver $4 0 ke retwork 530.
. W thout reveal]j detai |l ed information about .
Each ingheqliop SIRTERSOT a1 TRy MoV o de S HRpdecip g devieg 520 for
capturifdldi Kt!aIQHlaﬁésnaﬁﬂ%h%ﬁir%Qh&ﬁtto RRsdspHRIBHE procefbes 016k wa ke
access- they need onk% connect to the decoding

understppd s therimegeapgnisiizn device 530 and ther inspestien procassap? 10 may be
combin%{i ir\{¥8 raKsingle processing unit. In a typical embodiment, the image acquisition device
520 is a scanner and the inspection processor 510 is configured for receiving a scanned image

from the scanner and selectively uploading it to the decoding server 540.
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week). [00062] In sonme cases, however, an inspector
may need to authenticate a single item |f network
weaceemae3izs avail able at the tinme the image i s eapusemd29874
the distributed approach to data gathering may
unnecessarily del ay decodi ng and authenti cati on. .
Further, the distributed approach may require the
[00064] pr Ebe netevods SHbuliy bt ey ensimppicdtians naetwknyadeasdhednterne; an

file oads. fromthe client’ roc : . o
ttsanet el Finp pesvbe o St R BBk B2 Bl e} Sfppment of he
decodin% &sBerf 50N aRIRetwOk (LS BRANteyRet ARE fle iheecBom@lotessor 510 is

ecoding functionality is a network application that =
equippeb withi adeeb Bromserip @stablrsé caMENYTGakion dWHNBE degqdeng ssrver S40 through a

o SSEBMER RO LA S5 BB, S S, e

web-baskfl BeSRIMENbe At idRhich heapatedingied isygd mploadedioche tdwding server
i nspector logs on to a decodlng websi te usin

) .a web
- 540 whele thigprocessed fogprevide adegading rese Thisdreetisg f%%}ﬁ i thep gefumped to
. single captured i recei ve/ di spl ay a decodi ng
the mSP‘FCélgglpthc?ﬁgoﬁ?ér ‘%ﬁ%ﬁ%&’r@ﬂ%s approach woul'd be widely .
: usagbl e by.indi vi | s needing.to authenti I Iu .
1000651, 305 detPRCIEIEF >0 et thene HiSe At tepcp L amgicle s in
which eRE PRk nahBiisi sBdted for b Hedpplyiad heappiopgae détoding methodology

package, or a forensic exam ner who wants to check a =
for a pasticnigr asdsaikisdnfermatiqnnaypeiprefssociried Wit guarpdigt line or even specific

productggrgx%ffgzg%tpgm}éé&ingogﬁn%ti&g DG ack s rOfeb Glay'ABIR stored so hgt the.

and a conputér connectable tot
decodinbk RESENSA0 canreteamie iDd patibelar eweninsticlad tolgomoh vethk system or to
hrough whi ch a decoding server/processor can be .
receive p patiselar dgaoddg3psul gure 7 illustrates a network- based
decodi ng system 500 according to _an enbodi nent of the N
[00066]i n\Vemeihod of Phyidieg e digigl syage darsbng saiyice Heiipierative gptwork-

nore.i ect i on-.proGe r i I | i . )
R T
transmifi&@t WWAhK imBp&tioEpedteds0s for clispluy i aGebinowst@r simyilah apslication. At -

associ ated i mage acqui sition device 520 Loip c(?a:‘gt uri ngﬁ
$220, adegyPr sqUPTaLEESCINPHITO ARG MEPISHRY PRORERIF0 TRALS HLGELGS BRY

i y ’ ' 4,99 9nfoRRbtiddIeAl SB@Ethe log-
include %&lg%i%%l%?ia%ﬁﬂ&gm {:deﬂgyf'(s 02%5 HE%h::ﬁj‘lgﬂei&ngpegt I on 1pr ocessor © O,g on
. informaBidR igmyiched coddemade ifholog-wi inyhkd pndeg dewiding sgesien shiopld be

a typical enhodi nent, the inage,acquisi.tion device 520
establishesl. T Secinman RTINS 5 ROSEATORC BB pog syt Br the

associafe® BBy ﬁﬁ(gflﬂioﬁ Q6&! Nt Rthtch BFANAAEN FORBE sfocITBdtkEr, the method
scanner” and sel ectively uploading it ‘to the decodi ng

proceeds éo $232 Ghere[a0hocks pFtiernmst tacielerS3® ifa pragteamined number of

co ni cat,j ons network,suych. as the Internet. .an . )
consecytye Qg ?mfb‘Fesi‘aE E?ﬁﬂlfF%ﬁheg-r 'ﬂfﬁoﬁ’eﬁ‘n %qrer%eosﬁ?ﬁ% (ha}s Yansmitted and
the meth&d MWRIKs td $218. ARk hidddtehinRATANiraBiRlit Rds Yeb® reached, the user account
is blocked at $234 and the method ends at S236. ‘

[00067] If a valid log-on is received, the method proceeds to S240 where encoding
information is obtained based on information associated with the user account and/or information
supplied by the user interactively. Usér—supplied information may, for example, include product

or document identification. The encoding information may be obtained from a database in which
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decodi ng system 500, the network 530 is the Internet
and the inspection processor 510 is equipped with a
worcmwssaser to establish communication wth tReT/US2005/029874
decodi ng server 540 through a website adm ni stered by
the decodi ng server 540. This provides the capability
for an interactive, web-based decodi ng process in
such infaxmiatipn i assqeiatedwith pegriaafl/or pragach lgf%wg% eldertain epeoding

) d di 540 R dt id
informat§iEBRY figo PEMT hLEHEESaPRI SuBIREEOE L oD Petlrned”
(000651 | QB BSPPRIE GIEga yIEEPs Getufs ity AR BErEi ot e provided
in responl?s%]‘i(g ?ﬁ)xﬁﬂs ﬁ’ﬁ'rfsrrﬁfted'@%rtge ?ﬁ’% bRpestidnprobissdt. e Qeliialar

mation Is store or usé in applying the
embodiragmpytbpdécatimgdenedinay haes $towdItaryginfosmay hase peassd tgrone or more

... user. This information may b re-associate i th
decoding,pgigRtatons WRLPR B e Brsontoq e MR IRT BeE B ftr Hak hese
decodingS&Fi gu A RIpRBIBPEOA thaCHEP Be tisddas de@yieabptarddtimages of

stored so that the decodi ng server 540 can determ ne

different froductsa do¢upudngs onagler obiectsntlindnelidetingghe oo eloa pasticular user,

ystem or tao r.ecei ' ' Sulqt.. . L
e e S50 L SO A B R e
. and tran§Rit MieQst tdthe nspBdthatbdedsor et displkpasibd usas Jhomsdrsnay then select

illustrated in Figure 8. The nethod begins at S200, At .
the decogpp@onfigwradeneprserieats o thephient that fat beefirapinfrslda dig ¢gital image
roce - » V. r :
o ve e PERR ki BBLEY Spcfob B BOURE st BB cvan e
encodiné idornidtion inesdedad decodp ticcepamed infdge. | 0og- on request may
I nclude a usernane and password and/or other required
[00069]US A paridudiriRtbdg cdfigBraddn ridyerel@ige Gt ihldigitmirhape besaptured in
reviewed to determne if the log-on is valid and a
a particulargoetingy Easexpmles KOMYPenecestRBIA e Mg jegppegipt
. .1 nfar | OR Q.S i i vali )
prico G RRROL Rk Lo, FER0, AP o e gy v s
to the inBctibRpridedsof for dizplagn Themsdrheaysthen sdanemt otfeewise chpture the digital
) ~met hod proceeds to S232 vyherﬁ 8 cgeck is perforned to
image inyibe SPRHOREAtE MARNE; WYL ThOd A B & Ehns ecut i ve
| og-on failures has been reached. If not, an error,
[00070]ve 26 $360.thg cansured digital imaga Filiis redrivadivom dbe wetlferoding requester.

S210, T ) ' il i -
eSO THIOR SAIHGR b oy sto
process WRtdAphredigitdtimaZB8amd ¢H06 decddingresalti At 5380,0me degoding result is

recelved, the nethaod pr ?ce ds to 5240 where e C(Pddl. ng, .
tfansnﬂ‘itﬂt@rﬂ?ﬁﬂﬁebwh?@ 1b‘Eﬁnaherfﬁ§P P2E Q4 PYRte nmyl{ﬁ‘ﬂb&ﬁo a .1t10n 1mages
may be g@%gﬁd@éﬁgy\ﬁ%ﬁﬁ it anﬁt&% Tar BRGAUVe RGO Al SH90), H‘Péga&@ request is

e user Interactively. User-supplie
received afdahenateitod emdyat $299. exanpl e, i ncl ude product

[00071] It will be readily understood by those persons skilled in the art that the present
invention is susceptible to broad utility and application. Many embodiments and adaptations of
the present invention other than those herein described, as well as many variations, modifications

and equivalent arrangements, will be apparent from or reasonably suggested by the present
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or document identification. The encoding information

may be obtai ned froma database in whichsuch
wonb@roesdsion i s associated with user and/ or preduais2005/029874

information. Certain encoding informati on nay al so be

included in the user-supplied information. [00068]

User -supplied informati on may be included in the
inventiqnppddaregeigg descriptiopdlierend, withaut gggprqnpg ﬁ@@ﬁbﬁ gubstagce or scope of the ,
onpts transmtted to the user's inspection S
ocessor. In a particular enbodi nent, the decodi ng

ored t her.ei n _or have ces

1000726 VBl Yol BB 30 R ies e o Y0 R0 o

1nventld?1r & 1@%9&‘3&1@%1%%0‘@ thit thdBVERBI i@ hotUiRfiedCoABS consRB8&Eon disclosed
décodi ng configurations represent options that may be

herein. (Fhednventice cudke eapediedin dtingperifd foging Mathent depadingdram its spirit
Ig?fé s or other objects. Upon validating the |og-on

or esse {ﬁkﬁﬁrcular user, the decoding server may retrieve
a list of the decodlng configurations associated with
the user and transmt the list to the inspection
processor for display to the user. The user nay then
sel ect the decoding configuration appropriate for the
obj ect that has been captured ih the digital inmage to
be decoded. Upon receiving the user's selection, the
decodi ng processor may then obtain the encoding
i nformati on needed to decode the captured i mage.
[ 00069] A particul ar decodi ng configuration may
require that the digital inmge be captured in a
particul ar manner. For exanple, it nmay be necessary
that the image nay be scanned at a particul ar
orientation. Accordingly, at S250, scanning
instructions may optionally be transmtted to the
i nspection processor for display. The user may then
scan or otherw se capture the digital imge in the
appropriate manner and upload it to the decoding
server. [00070] At S260, the captured digital inmge
file is received fromthe user/decodi ng requester. At
S270, the encoding informati on and the appropriate
decodi ng nmet hodol ogy are used to process the captured
digital inmage and obtain a decoding result. At S280,
the decoding result is transnmitted to the user where
it can be displayed or printed. Any nunber of
addi ti onal imges may be upl oaded and decoded in a
particular interactive session. At S290, a | og-off
request is received and the nethod ends at S299.
[00071] It will be readily understood by those persons
skilled in the art that the present invention is
susceptible to broad utility and application. Mny
enbodi ments and adaptati ons of the present invention
ot her than those herein described, as well as many
vari ations, nodifications

1nvent1031|,
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and equi val ent arrangenents, will be apparent from or
reasonabl y suggested by the presentinvention and
woaomyoesszyg description thereof, w thout departPaguSemsn29874
t he substance or scope of the invention. [00072] While
the foregoing illustrates and descri bes exenplary
enbodi nents of this invention, it is to be understood
CLAIMShat the invention is not limted to the construction
di scl osed herein. The invention can be enbodied in
her .specific forns wthout departing fromits spirit
VthnSS#”ggéghtlal attri butes. CLAI MS What |g cl ai ned |sp 1.
A net hod for determ ning whether an object is an
1. A m@ﬂ@&ﬂﬁﬁb@r@iﬁﬁ@c«/h&mr\mndbibcan @tpeehedopaad athidhagspected
has been applie the expected encoded | mage havi ng

encodedygrage diah enn@@plé@ﬂ Bip csneeied prpoder a%ﬁaeéﬁﬂng@@%ﬁpqs%@téd by
encodmge%b qgtéx@nﬁc.’&hof? Em%q]sﬁg 4% 5t GIEH M &g eﬁﬁﬁcﬁlﬁgggﬁlgl?tegg the method

celving a

- comprisigast a portion of the test obJect |ncluding a target
area, wher.e the expec%sd encqaded_ i ma woul . d be. appli ed
jeFeiv g ardigital dBpgscaf af ieaghp pRrtipR AL the 5 P@e&:t includiag mt%rpgﬁfgarea

the o I
(e: AP iR CIRRY IREASLE 1yl B Bl s o

i mageattlentistodjeci; sh a decoding result. 2. A nethod .

%%cordln 0 cla|m1v$ire|nthe a&&ions of receiving,
GEH A Toh i T PP SR BBSERT 888 out by a decodi ng

iﬁ)’l WBE a @NGtal H‘e%oging'algiqntﬁrﬁ@@ frel @apﬁ?&f‘dlgi%ﬂ b SMoARtablish a
spection processor over a network A net hod

accor décndingaessltai m 2 wherein the network is the
Internet. 4. A nethod according to claim2 wherein the

el Le LLE
2. AR5 T B RGP RIRL B TR MIRife Pyl fithgivins we
carried blitQJyuﬂ&%odhﬂg @d:r@&'ﬂ ad thd@igitakEinize IDfeei eATR6kin2@ inspection processor
paranmeters from an encodi ng i nformati on dat abase. 6. A
over a ng®¥9%bd according to claim1 further conprising:

conparing the decoding result to object authenti cati on

3. A m&hbd 88dofaih®tR3LiP WbBreBNR WehedHk i CRE iRBmeesul t.

4. A method according to claim 2 wherein the network is a telecommunications network.

5. A method according to claim 1 wherein the action of determining includes retrieving the one

or more encoding parameters from an encoding information database.

6. A method according to claim 1 further comprising:
comparing the decoding result to object authentication criteria to establish an

authentication result.

7. A method according to claim 6 wherein the actions of receiving, determining, applying and
comparing are carried out by an authentication server and the digital image is received from an

inspection processor over a network.
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7. A nmethod according to claim®6 wherein the actions
of receiving, determ ning, applying and conparing are
woaooeioess3out by an aut hentication server and tReT/US2005/029874
digital inmage is received froman inspection processor
over a network.8. A nethod according to claim?7
wherein the digital inmage is received with a request
8. A métbod acronding i@ elhinp i whiereih thealigitad imag, is recniyed odth a request for
accordkg %o claim 8 wherein the request for
mﬂhmﬁﬁﬁ?ﬂ%ﬂé'%&-ﬁB& i ncludes at | east one of the set
. consi sting of object information, inspection processor
9. A mbthb@bEaMdiaBb to E1BTYE Siefein tHeGEdREI R auti&RIcAAOEIndRMes at least one of
password information, and inspection_|ocation ' )
the set qonpigting el ehject iformatinst SpECHOB Prafiessgr nsomnagiom BqResiar hefiormation,

conprising.,.extracting, decoded.indicia fromthe
sernanfofB R egJFfEp AL, B SARNET 0B Gy a7 m 10
wherein the action of conparing the decoding result
10. A hésbdidedrdingto dleivi G Qurtheecatptigng:i cati on i mage from an
encodi n% i nformati on dat abase; and conparing the -
erarastieg degpdied indigip fram the degading s lf-nage indicia. 12. A
met hod according to claim 10 wherein the action of
. H r
L A R R h Do i RaMAfs LBong Rl
includec| ai m 12 wherein the object-specific information is

I, ith the digit [ . 4., t.h
ErEcyin s S tpeetichtnn 154 o hetio e Tug8 driapises and
b 84T thO Bedodled BdtdiNOM{nABARIn RS nde Of the set

consi sting of a database, a smart card, a nagnetic
stri.p, a bar code, a processor chip and a nenory chip.
12. A mghod\agperding taadeisy Kl waereh tbe aptinmal ogrwerng inchsles: :

g e U R s A

further conprising: storing in an authentication
13. A idahadbaserdihg teedsiin theheatirt the objett-gendicitfongatidn isheceived with the
.. .decoding result and the authentication result. 17. A
digital il€Rod according to claim 6 further conprising: '
receiving a result request for the authentication

14. A thE&RSd hedoFARE & AR 1 PHhELGiNE 68 QEpIRIcanfBrRhiich WhEHBELA from at
the result fequest is valid; and .
least one of the set consisting of a database, a smart card, a magnetic strip, a bar code, a

processor chip and a memoryféhip.

15. A method according to claim 12 wherein the object-specific information is extracted from

the digital image.

16. A method according to claim 6 further comprising:
storing in an authentication database at least one of the set consisting of the decoding

result and the authentication result.

17. A method according to claim 6 further comprising:

receiving a result request for the authentication result from a monitoring processor;
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in response to a determnation that the result request

is valid, transmtting the authentication result to
woOheoorosa3t or i ng processor . 18. A net hod accor BCmESkms/029874

claim17 wherein the result request is received from

the nonitoring processor and the authentication result

is transmitted to the nonitoring processor over a

ded¢rvomikg M@theAthm‘eMideqmtﬁsd'hh@; and cl aim 18 wherein

the network,is t I r.net A's
arePRIeD A B  Brossnf eindst BB Rl the
obj ecfyhhtidhti s veilt @%H@ﬁlbﬁi%x%{gcp}@lé‘é%séﬂmge has been
appl i ed, the expected encoded 1 nmage havi ng been
constructed by encodi ng an aut hentication |na?e usi ng
18. A metlewst acg@rdm&toaﬂalm}kwleerrmdhm@swammte&lsecewesé rgmsthemomtormg
nege. acqui,s ition device a
processgigrt i ions Galinfheft i PRGBS 1 o PE PG 3Rk G network
the test object; and a data processing system having
19. A ridthod@GErdiOLHi Aifgl Swkibia taclaqivetk i aie s aeétyi ng t he
digital i mge fromthe digital imge acquisition
- device, _an encoding informati gn dat abase confi gured
20. A svﬁmi%@eé@@nemgéﬁhe afeshpgedifis amanthentic st & Whighgn expected .

i
encoded B BSUBAE £RIL M IBRA:EALADE BRSO ReRLofcd by
encodingaplaythegticatioa nmagkeusingagm oflewoali moreangadin g hanatneters) ¢he system
.digital inmage to produce a decoding result; and an
COmpIisfig-hent i cati on nodul e adapted for conparing the

| |
{8508 g S el 0 A ko

accor portign b theltest wbjeot; wher ei n the data processing

stem co n.inspection data processor that
?ﬁ?:tlaé?ﬁ%cgs Sys%&b@ V% ei ving modul e. 22. A system

accor g fBage rééetifiy Molulwhabgbdfdriecei i el difital d@dhge from the
processor further includes at | east one of the set

consi st i ngdigitakimageeedidsivien ¢ayine e and the _
aut he ér?c%'d nfB?r%ﬂ deftatras ﬁﬂ%‘b?@@ o &8&%& r%? ﬁ{e l‘réas‘f bAL B the set

ereln |on ocessor

[ ncI udes ac@hﬁsang bﬁﬂﬁ%&ﬁh@@tﬂﬁ(ﬂmh@ ardl the k&aif iovie or more encoding
communi cation with a network, the data transni ssion ,
modul e bei RyaBE%pted for

a decoding module adapted for applying an encoded image decoding aigorithm to
the digital image to produce a decoding result; and
an authentication module adapted for comparing the decoding result to object

authentication criteria to determine an authentication result.

21. A system according to claim 20 wherein the data processing system comprises an inspection

data processor that includes the image receiving module.

22. A system according o claim 21 wherein the inspection data processor further includes at

least one of the set consisting of the decoding module and the authentication module.

23. A system according to claim 21 wherein
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transmtting the digital inmge over the network, and
wherein the data processing system further conprises
wano@wbksnt i cati on server including a data receCcyiusgoos/029874
nodul e in selective conmuni cation with the network and
bei ng adapted for receiving the digital imge fromthe

| nspectj on data processor.. 24. A systemaccording to
(5P HISRROB 191 TP STOT Uk asdides adeBrransiss on medulelissselqctive

| east aigu At a{onGrifel nGRRRE, $ ée&hgab@fms gsﬁgfl‘fﬁg%l@%eﬂg%ﬁgﬁéd for

and the aut hentication nodu ém accor
t o clteinsm2Bngiterdigiral ilnegedatea thereteaki agl wyatem f urt her

onpri ses a database_server  includjng, the encoding. .
tﬁﬁﬁ%ﬁﬂ?ﬁ%ﬁ%ﬁ%%%ﬁ%thef FRuRFises A SuheRicpidon $rEYFidnglpding a data

sel e%éé{ﬁng IR 'E%Elieet‘i‘vevl‘{o ! S DG RE W fhe gﬁgvorﬁ‘aﬁé’ BLififhdapted

according to claim20 fur r conprising

aut hefint ieceitvingrthe digithl inthgt filvas the ankppttenh datr poteasage of
the authentication result. 27. A systemfor

24. A sgspdm ncdonding tovtiein 3 wheieysthe @Rjheffication a&rvatinbRiakd & least one of the
' to whj.ch an expected encoded i nage has been

ohj ec . .
set consighpg Pé@? despdingpedile ane Heoudstipaige fg been
constructed by encodi ng an authentication inmage using
25. A systegppcoordipg éo ¢Jpinyd? wvhereiodic dgtamapcessing system ferthsy somprises a

C i Shng. I L.qital i e acquisition. .
suabas SRR 8 chERR L, B9 e g8 AR e eine
selectivd easmumcgivnt wietnihefnetdi@kt est obj ect; at | east one

i nspection data processor conprising an-imge

26. A syseSift adoR@ngRdihith 201 ARIHRE ciBpridifs 81 MithéhticBGortedhit Bhtabase adapted
I ma rom an associ ated one of the at | east one

e f
ﬁﬂNﬂﬁﬁﬁggﬁﬁwumwmé@ﬁanqwmkition devi ce, a data transnmission
nodul e in selective comunication with a first

. ] SSI e..hej na. adapted
21, A N A AL B0 ASLON, GGG PR cposc
encodedrigiapohds; bean appliddeticiex pédtaiermodatinage Wpving boeh eomdtéed by ‘
. receiving nodul e in selective communication with the

encoding pn YthFLCRIAK ITAER USBEAGChAfRItta TP CReadanapasgmetRes, the system
Conmﬂsg?gital imge fromthe at |east one inspection data

processor,a first decodi ng nodul e adapted for applying

ah teasimme diggital magge adquisiionglevice adapted for capturing a digital image of at

least a portion of the test object;
at least one inspection data processor comprising

an image receiving module adapted for receiving the digital image from an
associated one of the at least one digital‘image acquisition device,

a data transmission module in selective communication with a first network, the
data transmission module being adapted for transmitting the digital image
over the first network;

an authentication server comprising
- adata receiving module in selective communication with the first network and
being adapted for receiving the digital image from the at least one

inspection data processor,
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algorithmto the digital imge to produce a decoding
result, and a first authentication nodul e adapted for
woaopan3dy t he decoding result to object aut heRCTaaRi06/029874
criteria to determ ne an authentication result; and a
first database server conprising an encodi ng
i nfornmati on dat abase coné&ggre for storage of
iRy

t L
| cast MBteienmingBodel adan e sprracoitiaver foring
| mage and ,{ag3eto @ié gg&u ﬁﬁag'éﬁér?rdﬁ%@ﬁl HODJRAY RSRE, 8hé

28. A syst accor to clfaim27 further conprising
a seadirst altteaticesion seodnds adapted ébeminipacing drendacbdiagiresult to object

with the authenti.cati.on server,. the second.dat abase
server | nalAgRIHGR CHEEA LIS ERIPOR PUGTT Lo Hoibend

a‘ﬂ?&rﬁkd%a%tk%ﬁée???@ ridlat abase server may be the sane

server as t t database server. 29. A system ‘

ac comdiengpding infainatios databash eonfegymet fos istogagsrof at least one of the set
aut henti cati on. nonitoring .processor in.selective .
Communi caCPBRSHERH e SR uBHPcp ap Al 8 S U ong Py moge encoding
second netwlRkieters.ne aut hentication nonitoring-

processor “bei ng adapted for requesting and receiving

' L&A 1 2aih Pkt Epédﬁﬂﬂﬁﬁﬂ sob Q45258 85980 selective
28‘A&$§§%£%g%gﬁ@%fbe?} mhergin t he sé@gnd network nmay be the

~ commun$@iien methwhe kuthentichigorf seredr, the sevon#t database server including an

authentication result database, wherein the second database server may be the same sewcé; as the

first database server.

29. A system according to claim 28 further comprising an aﬁthent'ication monitoring processor
in selective communicaﬁon with the second database server over a sécond network, the
authentication monitoring processor being adapted for requesting and receiving authentication
result information from the second database server, wherein the second network may be the same

network as the first network.
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