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ME':BOD Oi' D~ISDRDlG ORIGINAL Im'~1'XON :FOR 

RUOHAlt mm!%~!' Alr.rBDTICM?IOH A'N1> 

PDSOD'L XD~I!'Y Amlmm:ICA~ION JlEVICE 

!rhis inventicm. :elates tc a method of :egista.T:.i.ng an 

original. information about a !Nbject used for personal 
identity authentica'tion such as a fi.ngexprint. 

On authenticating a_pe:sona.l idanti.ty, external 

maans i.s uaed such as a s@al impression,. a sign,. 0%' a 

pubiic certi£.i.eate. rurthe:mo~e, a f:in;e:p:int may Q9 used 

en authentication. 

on the pe:sonal identity,, a oompute: is employed to 
aut:henticating an int:~s.io f:eatu:r:e such as a £i.nge.i:p:r:1nt, 

a palm p:mt, a voice print, an iris, a z:etina, o• a f:aca. 
In order to authenticate the pe:sonal identity, a 

conventional fing$ZP:int aut:henticatioa device oompa:es a 
finge:z:p:int image with each o:f :egj,staJ:ad· finga:p:int data. 

Boweve:;,. it .is difficult tc authenticate the 

pe:sonal .identity at a hi;h'acc=acyin the conventiozial. 

£ing@:z:pz:o:i.nt authentication device, as Will be desCJ:ibed 
J.ate:. 

SWW!lil~ gf the Xnvpt..ign: 

It :i.s an object of this invention to provide a 

J:Dethod. of regista:ing ox~gi.nal 1n£o:cmation about a suJ:>ject 

for personal identity authentication in orde: to 
authenticate a pe:csonal i.den:tity at a Mgh accuracy. 
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:Ct i.s ~othez: ~:,;act of' thia: invention to p.z:ovide a 

pe%'sonal authentication davi.ce.ca~1e 0£ authenticating a 

pez:acmal i.dentit.y at a hi.gh acc:-.=acy. 

Othe: objects 0£ this .invention will become c1ea% as 

the desc:iptio: p:oceecls. 

Aoco:d:Lng to a first aspect cf' this invention, the.z:e 

is p:ovidad·a method 0£ :r:e;is;a:ing o:iginB:l info~tion 

:fo: pa:scmal identity a'l.lthentication. The o:r:iginal 

in£orma.ticn being used as a :efezence fo:·ve:ifioation of 

an authentication sul)ject. ':be me't:hod. .comp:i.ses (A) a 

fi.:at step cf extracting a. feature point in number o~ N 

f:r:om tbe authentication s..mject to produce fiz:et thz:ougb N­

th featllre point data, whe:e 1' represents a positive 

:i.ntege: which :Ls not leas than three, (B) a seccnd step of 

ccmpa:ing an n-th :feature data with each of .z:~ 

featu:e data to produce levels of simila:ities as 

coincidence deg':aes in eac::h of the £:1.:st th:'ough the X-th 

faatu:z:e poin't data, wbe2:e n ie·variable i,etvocm i and N, 

J:)oth of incl.usive, CC> a thll'd atep of calculating a. sum 

degree of the coincidence.deg:eee in each ~f the first 

th:oug-h the H-th featu:e point data to produce £~:st 

t:m:ough N-th sum data, and CD) a. fourth step of eelec~ing a 

:maximum. one o£ tbe first th:ough the N-th sum. data to 

register, as the·o:iginal. im!or.ma.ti.on, one 0£ the iirst 

th.rough the N-th fea.tu:e data that has tha maximum sum data. 

Acco:ding·to a second. aspect of this invention, 

the:e ia pzovided a pe:sonal identity authentication device 

authanti.cates an authent:i.cat:i.on sW,,ject. ~ pe.:sonal 

identity autbenticati.on device CODtpJ:ises (A) first means 
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for: ext:acting a fea\.tw:e point f:com the au~tication 

subject to p:oduce extracted featm:e point data on 

authantica~icn, the f'i.J:st means extracting a f'eatw:e po.int 

in number cf N f:cm the authen~cation subject to p:oduce 

fi:st through N-th feature point data .on registrat~on, 

where N :epresents a positive.intege; which is not less 

than th:ee, (D) second means ~o: z:egiste:~ a re£eJ:ence 

. featu:e point data the:ein, (Cl thJ.=:L means fo1: aompm:i:lg' 

the extcacted ~eatUJ:& point data with the .J:ef~ence £eatu:e 

po:i.n~ data to judge whethe: o: not the au~tication 

&ub:;jec:'t is t:ue on authenticat.icm., tbe thi:d means 

coznparing ·an n-th f'eatu:te data with each o: remaining 

featu.:e data t:o produce levels o:f s:Lm.larities as 

coin.cidance deg:ees in each of the £~rst 't;hz:cugh the N-~. 

feature point data on regist:ation, whe:a n is v;az.:Lal:l+e 

between 1 and N, both 0£ inclusive, and (J)) fourth means 

fo: selecting a maximum one of the !first; thl:ou.gh the H-tll 

swa data to ::egi.ster, as the .i:efarenca featu:e poj.nt data 

in the second means, one of the £i~st through. the N-th 

feat.u:e da1:a that has the :mazizmm sum dat~. 

Acco::ding to a W.:i:cl aspect of this inventio~, the:ce 

is p:ovided a :reco::ding medi'ml :memOzizing a. conuol p::og:am 

Which is £or reg~ata:ing o:ig:Lnal infoxmaticm !o: personal 

idanti.ty authentication.. The o:iginal infox:mation ])ei.ng 

used as a refe:enee fo: verification 0£ an authentication 

sul::»:}ect. !rhe ccnt%o1 p.rogziam c~ises (A) a fi:st 

procedl:ire c~'ex.t:acting a feature point i.n number of N f'z.-om 

the authenti.cation suhjaci: 'to p:cod.uce :fiz:st through N-th 

£eature point: data, whe:e :M :ep:esents a positive intege:. 
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which is not less than three, (B) a second procedµ.re of' 

compa:inq an n-th j!Y.tu:e data vith'each o! :~ing 

feature data to prodnc:e l:eve1s o:f si.¢.lari.~es as 

coincidence degrees in each of the fi:s:st·through the •-th 
f'eatw:e point data, where n .is vuiabla hetHen 1 and N, 

both 0£ inclusive, (C) a third procedu:e of calculating a 

&"WD. degree cf the coi.nc:idenee degrees 1n each Of the .first 

th:cugh the N-th fea.~e point data: to p:oduce ~i:st 

through N-th sum data, and (J:)) a fourth procedure o£ 

selecting a maxi.mDl one of the £.U:st tm:ough the H-th aum 

d&t& to ;i:egister, as the o:iginal. :i.nfoxma.tion, one of the 

fi:st through the N-th feature.~ta that has the maximum 

sum data. 

B:ief Description af tha p:a.w~gai 

Fig. 1 ia a block diagram 0£ a conventiona.l 

f'i.ngerprint authentication dev.i.ce; 

:&'i.g. a is a schema.tic cliag:am o:f a fi.nqerpri.nt 

camera portion o£ the ~inge:cprint authentication device 

shown in i'ig. 1; 

Fig. 3 is a schematia pe:speati:V- view of a 

:f:i.ngerprint 'identity authenticat.ion device for @xe!CUting a 

.method of .:egiste:ing f'ingei:prints in accOJ:dance with a · 

fi:s~ embodiment. ~ the invention; 

i':ig. 4 is a block diagram of a .fingup:int iclenti~ 

authentication device for executing the =et.hod. of 

~egiatering £ing9%prints ~n acco:danae with the fi:st 

cmbcidfment 0£ the invention: 

l'iq. 5 is a f1owchart illut:xating the mathod of 

reg~stcaring fil'lge:cp:ints in acco.rdamce with-the first 
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e=odiment of the invention; 

Fig. 6 is a schematic pei:spective view of a pe:aonal 

iciantity authentication device using £~z:p:ints for 

utilizing the :f.irst embodiment 0£ the inventi.on; 

Fig. '? is a schematic perspective view of a t.eminal 

inco::po:ating the pe:sonal .identity authentication device 

using finge:p:ints, the authentication dev.i.ce·be.ing l)uilt 

in accord.atlr.ce with the £i:st embodiment; 

Fig. a is a schematic pa~spect~ve view 0£ a paim 

p:int identity authenticati.on device £o:r: execut:i.ng a method 

o~ :eqiste:inq palmp:inta in acco:dance with a second 

embo~t of the invention; 

:rig. 9 is a e~·~at:ic pe:apective view o~ a pe.rsonal 

i.dentity autbenticaticn device f'or executing a method o:! 

reg-:i.ste=ing :eti.nas o: J.%'.ises :Ln. accoJ:dance with a thi:d . 

Fig. 10 :I.a a schematic perspective view 0£ a 

peJ:sonal identity authentication device £0: executing a 

method of :agiste:ing f'acial shapes·in acco:danca with a 

fourth embodiment of' the invention; and 

Fig. 11 1a a schema.tic perspective view 0£ a 

personal identity authentication device ~o: execu1:ing a 

method of' z:egiatering voice prints in acco::cdanca with a 

:aefe:c:cing to Pig, 1, a conventional. ~.ingerp.rin t 

authenticat~on device will be desCJ:i))ed at £i:st in o~ 

to £aaili tate an understanding o;f this invention. ~e . 
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illustrated finge:pl:'int- autbentication· .device compri.ses a 

f.inge:pJ:"int image input section 810, .an operation input 

section B4l. sucm as a keyboard, a display section 851., a 

recorcii.ng se_ction 852 such as a p:inter, and a. cent:a.l 

processing unit (CPU) 820. !he ~inqe:print image .input 

section 810 c021prises a light p%ojecting sect.ion 811, a 

prism 812, and an image senso:z:- 813. 

ae£ening to Fig. 2 in addi.tion to J'ig. 1, the li.g'ht 

p:oject.ion section 811 has a 1i.ght soU%ce which i.J::ad;ia.tes 

a White light. ~e pxism 812 hae a f:inge: suz:~ace en which 

a fingcu: &14 is located. 11\e prism 812 :e£.1ects the white 

light as a %eflected light so as to satisfy a total 

reflacti.an condition at the finger surface. '?he image. 

sensor 813 rec:e.ivas the reflected l.i.ght to obtain a 

f'.:L=~i.nt image. In case Where the finger 814 i.s n~t .in 

contact with the finge% surface of tha prism 812, the white 

light is totall.y :ceElectecl as the reflected light by the 

finger surface of the p::lam 812. As a zesul. t, the image -

sen.so: 813 produces the image which is totally b:ight. 

D2.e f inge: B14 is pressed on ~e f ingm: su:f ace of 

the px,ism 812 c~ obtaining a f :i.nge:cprint image of a two­

dimansional.. When the f'.i.nge.i: 814 is pressed on the f:inge:o 

suJ:face of the p.rism 812, the convex portions of tha finge: 

814 a:e in contact wi.t:h the f'inge.: surf'aae cf the prism 812. 

~he total :ef1ecti.on condi.tion is not ·satis~ied an the 

convex portions of' the £.inge= 814. The white l.:i.gh.1: i.s 

mos'l:ly @so.z:J)ed. into the convex po:tiona of' the finger 814 

and is partially ref'l.ected on the £.µige: sm::face. 
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on the other'"bancl, the concave po:tions cf the 

finge:c 814 a:e not.in co~tact with the :finge~ sm:face of 

the prtsm 812. .!rharefQ:e, tbe total :r:e£lection condition. 

ia aatisfiad en th@ concave po:tions of ~ finge: 814. 

~ white light is totally .i:eflected en ~e :£ingu surface 

of tbe p:isa 812 and is g~ven to the i.mage senso: 913. 

As :eadily understood from the above description, 

the image sensor 813 procluces the f inge:cpr:l.nt image which 

bas bright po:tions ~n coz:z:eapo:a.d.ence to the concava 

portions of the finger 814. ~e finge:p:r:int.image has dark 

portions in co::espondenc:e to the convez po:r:tione of the 

f:f.nge:r S14 • 

Agal.n xef:e::r:ing to l'ig. l, tbe finge:p:r::Lnt image is 

supplied from the image sensor 812 to. the CW 820. 1'he CPU 

820 comp:ises a control section 821. ~ CPU 820 furthez: 

comprises a storage section 822, an image procaasing . . 

section 831, a featu:e point extraction section 832, a 

nume:.ica1 value ~i.ving section 833, finge:p.i:i=.t reg.is~: 

section 834, a finga:print·comparison section 835, and a -

decision section 836, all of which·controls by the cont:ol 

seouon 82l.. 

On reqi.ste:ing the f'.inge:pz-int image, the ccmt:rol 

section 821 is supplied with a :egister command ~rom the 

operation input ·section 841. Besponsive to the registe: 

command, the contro1 section 821 puts each of the light 

projecUon section 811 and ~ sensor 813 into opa:a'tio:. . . 

'Iba abova-mentioned £.i.ngezprint .i.mage ia auppl:ied £rom the 

image sensor 813 to t:he .:S.mage.p:ocessinq section 831. ~ 

image p:ocessing section 831 p:ocaases the finge:print 



;_ -- . iliiiiU 
B 

iug& into a processed fj.nge:print .i.ioage·as a gray scale 

image. The ~eatu:e point ezb:act~~ section &32 aztracts 

featu:e points f::om the p:ocessed 'finge:p:int. image. ~e 

teatu:a pointe may be end points and branching points of 

the fingerprint. 'l'he nmnerical val~ de:c.iving section 833 

aea:ches coordinates of the :featm!e points. ~e nuaerical 

value deri.ving section 833 extracts ce:tain phenomena of 

the £eature points to d.$:ive n~rical values ~:com the 

ce:tain phenomena.. 'l!he :numerical values may be called 

featuz:e pcint. data,. !rhQ.:fingez:print .register section 834 

registers the feature paint da~ as =egista%ed ~eature 

point data the:r:ein. 

On ca::ying out a~thenticat:i.on, a finge~ is located 

an the finqe: sw:face of the p:ism .812, 1'he con~ol. · 

sec~ion 821 is supplied.with a ~utllentioation command ~•om 

the operation input section 841. ~sponsiva to the 

authentication comnand, t.he c:cnt.rol sect.ion 821 puts each 

of t:he light p:ojection section 811 and the 2ma.ge aenao: 

813 into opez:ai:ion. 'l'he %i~get"p:int image is supplied f:cm 

the imag-e sensor 813 to the image processing section 831. 

In .a similar manner described in ~gistzation, the feature 

point data is pz:oduced as an authentication a f ea't,~e point 

data by the numerical value del::i.ving seclion 833. 

':he f ~z:p:int compari.son section 835 compazee the 

authentication .featu:e point data with the registered 

feature point data to produce similarity between the 

authentication featu:e point data. and the :eg~ste:eG 

:feature point data. ~ decision section 836 judges the 

authenticity of the pe:son in acccn:danca with the 
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similarity. 

On the othe.J: hand, p&lm p::ints ue ve:ified by a 

si:m:i.la: mazmez: as used in 'tbe case. c.£ £~nge:rp:z:ints • :tn 

------------·-

case whes:e judgments a:a made basedt on patte:cn stxuctu:es 

of capillaJ:y vessels 01! retinas, pattax:ns ~f irises, facia1 

shapes, or the like, images a:e di2;ect:l.y entered·by a 
camera adapted f<>= the pu:pose. After image p:ocessing, 

ve:if~caticn ~s made l)y a procasaing procedure similar to 

that 1.tsed. for finqel:prints. In the case cf vo~ce p:.ints, 

voice inf oxma.tion anteracl ~:om a znicrophone is conves:ted 

into a frequency band dist::Lbution, cc111paz-ed aga:!.nst voice 

parameta:s 0£ the registered person hi:mselt o:r he:self, and. 

a dec.1.sion is made J:>ased on given standa.:'ds ~:~ the 

simila.ri. ty. 

At any :ate, the ente.:ed -:i.nf'o=nat:Lon is processed,· 

il:.:espectiv.e of' the ent:y manner. ~e featu%e points are 

extracted· f':om tha entezed info:cma.tion. Phanomena a:e 

extracted about ea.ch feature point.. !!!he numeri~ values 

a:a derived fzoom the faatu:e points. :tn the case cf the 

subject cf authenticat~on that :becomes a re~e:ence in 

:en 
the case of a subject tc be authenticated, it is cou;>a:ed 

with the registe:ed numerical values in o:der to produce 

its siJZl.i.1u.i ty. '!he pe:r:son u judged. 't:o J)e true .in 

acco:rc!ance w.i th the simila:i. ty. 

By the way, a subject to be authenticat:ad such as a 

finge%print o~ a dif'fe.:ent pe~son has di~farant features 

and so i.t. is selected as a subject to be authenUca'ted, 

sj,nce it is cons.:i.derad that the fea~es hardly vary with 
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the passage of time. For example, the contents of the 

image infoDl&ti.on. a::a sl:Lghtly va.riecl deperiding on the Ult 

of the finger_ or on the :force vi.th Which the f~e:r: is 

p%'assed, in the case of a £inge%print. Whan the person is 

not judged to be genuina, tha subjects may be :eentez:ed and 

ver:i.f'icaticn may be reattempted. When the :egiate:ed 

feature pcint data a.:r:e not typical data about the person, 

it is dilf'icu.l.t to authent~cate a person with a high 

a.ccw:acy. 

R.ef'err.ing 1:0 Figs. 3 and 4 1 description will proceed. 

to a £ingeJ:print authentication device according to a f i:st 

embodiment of this invention. !rhe illustrated fin;erprint 

authentication device ca:cries out registration of a 

fi.ngerpr.in~ image. ~e · ~inge:p:a:int authentication device 

comp~ises a £inge:p%'int image input aec~ion 110, e centr:al 

p:oceasing unit lCPU)° 121, an operation input section 141 

such as a keyboard, an IC card inf'ormation input section 

1'2 ~c: :eacling data as :ead data out o~ an IC card 143 to 
-

supply the :ead data to the CJ?U 121, a display section 151 

f'o: displaying the :z:eaults·of p:ocessing and so on, and a. 

recording secti.on 152 such as a p.:inter. 

'&e f inge:p:int image input section 110 has a l.i.ght 

pz:ojection section lll, a prism 112, and an image sensor 

ll.3. 'l'he f'ingm:pr:l.nt image input sect.ion 110 is cperabl.e 

.in a s.imi.1ar matme%' descr.ibed in conjunction w~th l'ig. 2. 

~e CJ?U 120 ooq,:isea a control. section 121. 'rhe 

CP.t1 120 further comprises a stoz:age section 122, an image 

processing section 13i, a ~eature point extraction section 

132, a n'Wl\~ical value deriving' section 133, :f:Lngezprint 
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registe: section 134, a ~~nge:p:int compazieon section 13S 1 

a· decis~on section 136, a coincidence calcml.atinq section 

137, and £inge:cprint selection sect:i.on 138, a~l o:f whieh 

a:e controlled hy the control. section 121. ·'l'he atozage 

section 122 is ~o:r storing necassa:r;y infoniation. ':he CPU 

120 is connact:ed'to a :eoozdin; •dium 129 which .recoJ:ds 

proceaaing pzooedu:es for finge::p:int. authenticaticn. 

1\efe:ring to Pig. S :i.n acldit:Lon to !'igs. 3 and 4, 

the fi.ngerp:in.t of the finger o:f the same person is picked 

up by the ~inge:cp%int image input section 110 B-th ti•a on 

ca:z:%'Ying out :egist:at.icm of finge:print image, Where N 

represents a positive int:ege: which .is not less than three. 

In the e~le being ~llustrated, tbe positive number N may 

be equal to th:r:ee. 

on regi.stl:ation of a J:ef'e:r:enc:e fingel:print j,mage, a 

registration command is supp1ied f~cm. the' operation input 

section 141 to tbe cont.:cl section 121 at a fi~st step S102. 

~e :eg~st::a:~on command is i:ep:eaentative of zegist:a.tion 

0£ the :ef'e.:ence finge:p%'int image. ~ :egis~t.icm 

command may have the pos~tive integeJ: N. Otherwise, the 

poa~'t:Lve int:eqer N may be preset.in the cont:ol section 121. 

Reeponsi.ve to the z:egist:ation command, the control. sect.i.on 

121 cont:ola the displ.ay section 151 to make the di.splay 

sect:.i.o:n 151 display the poaitive int.age: 1' at a second step 

Sl03. ~rthe:z:mo:e, tha numbe:c fingerp:r:i.nt acl!'J.isi.ti.on .is 

displayed as a nm'Aber X on tb.e clispl.ay section 151 at a 

thi:d .st@p S10•, where X is pQsitive number :between 1 and N, 

])oth o.f in.cl.us:l.ve. ~ examinee puts a :f:i.nger on the 

~~ngerpri.nt image input section 110 at a fou:th step s1os. 
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At a first time-, the fin;e:p:int image i.s supplied 

as a first 1!inge:p:int image fz:om :E:!..nge%p~int image input 

secuon llO to the CPtJ 120. ~a contz:ol section 121 

cont:rols the display section 151 to make the display 

section 151 display an end cf a first .acquisition at fifth 

step S106. ~ the and cf the :fi:r:st. acquisition 1s 

displayed an the.display section 1S1, the axaminee :eleases 

tlie finger. At. a sixth step 810'7, the· thi.T:d throu~ the 

.fi.fth steps S104 to S106 are :epeated ~til the numbe: X is 

•CiUal to the pasi ti ve intege: N. When the numbe: x .is 

equal to the positive :i.ntegez: N, an ond 0£ . .f'inge.:p:.:£.nt 

acquis:i.tion is displayed on the display section 151 a.t a 

seventh atep 8108. 

I:t will be assumed that £:i.:st th:oggb N-·tb 

finge:pri.nt images a:e supplied to the CW 120. Supplied 

with the £:5.rat·finge:print image, t:he CPU 120 processes the 

fi=st finge:print iDage into a fi:st·p:ocesaed £~nge:p:int 

imag"e a.~ a •1ghth s~p S109. 1'he CPU 120 extracts f'eatu:e 

points as ~irst feature po!i.nts f:om :the fil:st p=cessad 

:finge%p:int image at a ninth step Sl.10. !'he CW l.20 

de:ives n'Wl&:ical. valuee ~~senting the ~~rst'featu:e 

points to create .fi:'at .feature po.:i.Zit data at a tenth step 

Sll1. '?he tirst feature pOint data. a:e tempo:~ily 

registered in tbe £ingeJ:print registe: section 134 at a 

eleventh step S1l2. 

Mo:a paxticularly, the imaqe processing section 131 

is supplied with tha Eirat fingez:print imagg ~~oa tha 

finge:print image ~t section 110. 'l'ha i211aga p:r:ocessing 

section 131 processes the f~:st fingerpzin~ i.mage ~to the 
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£i:r:st pJ:ocessed £ingezpz:int image. ::he f'eatw:e point 

extraction section 132 extracts featuze points such as -end 

points and b:ca.n.ching points ~ the fi.J:st p:r:ocessed 

fingerprint image. ~e numerical value de:iving section 

133 aea:ches coordinates of tbe £eatu:e points to extract 

certain phenomena of each £eat:u:e point. l'l.i:thezmore, the 

numerical value de:iving sectian 133 derives n"Wlle~ical 

val.ues f'rom the phenomena to pzoduce the first feat~· 

point data. '?he finge:rprint register section 134 :registers 

the first feature point data the:ej,n. 

:tn a simil.a: manna: d.escz:ibed. above, n-th 

~ingerpr~nt images are procesee~ .into n-th featu:e point 

data which az:e tempo:r:uily :egiste:r:ed in the fingerprint 

:egiatex·sect:i.on 134, where n :Ls a positive number between 

2 and N, both o.f inclusive. 

A:fter t:he first thr~gh the N-th faatw:e point data 

a.J:e tempo:a:i1y regis~e:e4 in the finge:print register 

secti.on 134, twel£th step S113 :i.s ca:z-.ied out. In the 

twelfth step S113, the first th:ough the N-th feature poin: 
. . 

data ue supplied ;from the finga:p:int :egiate:r: section 134 

to the coincidence calculating section 137. !!?he 

cairicidence cal.culati.ng secu'on 137 compa:es every 

combination of the ~i:st th:ough the N-th feature pcint 

data to produce J.evela cf' simila:i1:ies as coincidence 

degJ:ees. ~ coiZ'cidence calc:1.1lating section 137 

oa.l.oul.ates first through N-t:b total sums of coinai.danoe 

degnes at f:i.:r:st through the 111-th t"eatu:e point data, 

:espect:i.valy, at a t::hi.rteenth step S114. The £ingez:pr.int 

selection section 138 se1ecte a selected one of the £i.rat 
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th:ougb the N-th total a"WDS· that has a highest to.tal sum. 

lfamely, the fingeq>rint selection section 138 sel.ecta a · 

se1ected ~eatu:e point data most typical 0£ the £aat~es 0£ 

the fingerprint of the person according to the accmmulateci 

dag:ees of coincidence at a f'ourteenth step Sl15. ~e 

seieoted feature point da~a a.re f o%mal.ly registe:ed as a 

reference or typ~cal Eaatu::e point data in the register 

seC:tion 134 at a fifteenth. step Sl16. ':ha reference 

featw:e point data are .recorded on the IC ca:d 143 af the 

person at an sixteenth step S117. At a seventeenth step 

S11B, the p:ocedure of %egist:ation ends. 

On authenticating the finge:p_x-int, an aut:henticaUon 

command is suppl~e~ £:om tbl!! opezation ~t section.141 to 

the cont:ol section 121. itasponaive ·to the autb~tication 

co•and, the cont:ol aection 121 cont:ola the image 

p~ccassing section 131, the ~eature point ext:action 

section 132, the n~.:i:oal value deriving section 133, tha 

f.inge?.p?:int registe:c section 134, t.he finge~:int 

compal:':i.son section 135, and tbe dec:ision aecilon 136. 

As described iii conjuncUon ·with reg:i.stl:'ation of 

finge:p:int image, the pe:son puts a finger on the 

finge:pri.nt image input section 110 .:Ui. order to obtain a 

fing~rint 1maga as an authentiaa.tion fingeJ:Print image 

which is suppl:i.ed-to the imaqe p.r:ocess:Lng section 131. !t'he 

image processing section 131 p:ocesses 'Che authentication 

£inge:p:int image into an ·authentication p.J:oaassed 

f:Lngcu:pr:Lnt imaga. '!he fea.tu:e point ext:action section 

132 extracts featur~ points such as ~d points and 

l:>:;mching points 0£ the authentication p:oceseed 
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f'.ing-eq>rint image. 'he n"mDerioal value cleJ:~yj.nq section 

133 searches coo:dinatas of ~ featu%e p9ints to exb:act 

ce:ta:i.n phenomena of ea.cb· fea.tu:e point. Pu.:thez=oro,· the. 

nimeri.oal value de:ivin; aecticn 133 derives nmne.rical 

Yalues from the phel\omena to produce an au:thcmtica.tion 

:featu:e point data. 

'.rhe f inge:p.:int coapa::ieon section 135 compares the 

authentication ~eatu.:e point data with the rafe:enc:e 

feature point data w~ch .is ::rag:5.ste:ed in the :fi.nge:prini:. 

z:eqiater section 134. ~he re.fe.:ance :Eeatu:'e point data may 

:be read cut o:f the IC caz:d 143 to :be supplied to the 

fingerprint .reg:i.st:.e% sect.ion 134. l'he £inga:p:int . 

comparison secUon 135 p:oduees a simila:l.i:ty bet.•ean the 

authentication featu:e point data and the z:efe:ence. £eatu%e 

point data. On the ha.sis of the s:imilulity, the decisi.on 

section 136 judges whether er net the pa:r:aon .is t+ue to 

prociuce a. judgement signal . . i.rhe judgezent signal i.a 

suppliad to the display oect:Lon l.51 th:z:ough the control 

secuon 121. In response to the judgement signal, the 

diap1ay sectic>n 151 c:lisplays wheth~ or not the pe%aon is 

true. 

Sy the way, data. about the attributes of' th.a p~scn 

are recorded on tha :cc ca.rd 143. ~ data aay l)e ente:ed. 

~~om the cpe:ation input section 141. 

%n the pe.rsonal identity authentication device, the 

ope~atJ.o~ ~put sect~on 141 and the IC ca:d ~nf~:=mation 

input section 142 a:ce co1lectively used as an input section. 

Altez:nati.vel.y, the IC cuel :i.n:fo=aa.t:i.on :i.npui:. sec-ti.on. 142 

may be omitted. Necessa:ty i~oz=ation may lie supplied f.::om 
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the operation input section 141. With .respect to the 

~e:ference feat:w:e point da~ about t:ha person, the data 

z:eference f'eatu.re point data is :ead out of the :f.inge:p:rint 

register section 134. i'a:th~re, the f~i.nt image 

input sect1on 110 and the IC card i.nput sect.ion 142 ""8-Y be 

inco%po%ated-into the operation input section 141 or into 

the CPU 120. 

A oont:ol p:ogl:am is recorded .in the recording 

mecli\ml. 129. ~ control J'Z'og.ram is read out Of' ZGCO:d.ing 

medi~ 129 to be supp1:1ed to the cw 120. ~ CPT:1 120 

ope:ates in ac:eo:i:::dance wi. th the cont:ol. progz:ea. More 

pa:ticula:ly ,· the CPU 120 c:a::ies out the regist:ation of 

the :finge:p:cint image and the auth~ntication of' tha 

finge:print image in a~cordance with the ccntro1 p~ogram as 

desc=ibed in con~uncticn with Fi.gs. 4 and 5 •. 

:Ref8%'r~ t.o Ji'i.g. 6, the pe:z:aonal .:i.dent.it.y 

authentication device.may be for use in managing ailt:y into 

a room.. ::tn the example being illust:a.tecl, the pe:sonal 
. . 
identity a.uthent.icati.on device is install.ad as a small-

si:&ed and wall-mounted personal .:i.deni:i.t:y a.ut:heni::i.cat.ion 

device 200 near a doo: 260 • on managing op'en and. cl~se of 

the door 260, t;he %C ca:d is inserted into the IC card 

insertion slot 242a in order to read IC card inf'o:mation 

out o! the :tC card. J'urthe~re, input infoz:mati.on is 

e~tezoed from. the ope:aticn input section 241. A 

fi.ngexpr:i.nt .image i.s ante.red. from the f'.ingaq1:int i=aga 

:S.nput sact::i.on 210. As descr.il>ed i.n conjunction w.ith F.ig-s. 

4 and s, the personal identity authent:l.cat:l.on deW.ce 200 . 

checks the .xc ca:d i~o%'mat:lon, the input i.~o:aaation, and 

---------
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tb8 £ing&:pJ:.intimage in o:cder to manage the open and the 
. . 

·close of the doo: ,260 • .When the pe:son is :]udged to :be 

t:J:ue, i:he pe:son is allowed. to en:te: ~ 

Refe:r::ing to i'ii•. 7,. the.pe:scnal identity 

authentication device may J)e·used in a te.:minal. In the 

example being i.llusuated, the fingup:r:int.·peraonal. 

identity authentic:;ation device is :i.noo:poz:ated in a 

tel:min~ 300 such as an A'l'M of a financial. institution. 

Requisite items are ent.e:ed f:o:m the ope::r:ati.cn input 

sect~n 3G1. :Instead of ent:y cf a code numbe:, the .:IC 

card 343 is ~nserted into the ~c car~ inse:~on s1ot.342a. 

A finger is placed on the :fingez;p:int image input section 

310 aceo:d.ing to inst:uations fz:om the display section 351.. 

'l'he identi.ty is ve.rif'~ed as described @ov.e-

Rafei:z~ng to Fig. a, deac:i.ption will procead to a 

palm print authentication device acco~d.ing to a saoond 

mmodiment of this invention. :rhe illust:ated pal.m pri.nt 

authentication device exaautes a p~ print ~egist:ation 

and. palm p:int a.uthentica:Uo:n:. In the palA p:int· 

authentication device, palm p::int image ie used :i.natea.cl 0£ 

a. f:i.ngez:p:cint. image on a~thenti.ca.ting an individual.. 'J:he 

palm ~int authentication device compl:ises a pal.m print 

image input section 410 wh:l.Ch ca::.ries a palm. 415 thereon. 

~e palm p;cint :Un:age input section 410 produces a palm 

print image. An IC ca::d. infomation input section (not 

shown) ~s for entering requisite i~o:ma.tion £z:om. an IC 

cai:d 443 ~nsez:ted ip. an :tC ca.rd. inse:tion s1ot 442a. ~ 

palm p::c~t aut:henti.cation device fw:tbe: comprises a 

clisplay seotio.n 451, an operation input sec.ti.cm 441 such as 
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.. 
ii. ke~ud., ed. a CPU 420. ~he palm image input section 

410 bas an input sm:face Which incz:eases witb tbe size' of 

the palm. ':he palm p:.r:int authentic;ition d.eVice operates in 

a similar manner described in conjunction with Figs. 4 and 

s. 
Refe:ring to Fig. 9, description will proceed. to a 

pe:c-sonal identify authentication device for .:z:e~as or 

i:ises according to a third embodiment of this invention. 

Xnstead 0£ a fin~i.nt image, the illust:z:ated personal 

idenia.fy authentication devi~e authenticates st:uctural. 

patte=ns o~ capilla:r:y vessels 0£ retinas or patterns cf 

iz:i.aas. An Individual is aut:hent:.1.cated f:om the struc~al 

patterns of capilla:y vessels cf retinas or ~eatu~es of 

patt.eJ:nD O:f uises. 

The persona1 identity authenti.calion d.evi.ce 

comprises a CPU 520, a ca=a:a 510, an IC card infoz:mation 

input saction (not shewn) , a display section 551, and. an 

operation input section 541 such as a keykloa:d. ~e cam.era 

510 takes a pictw:e of· a retina o: an iris to produce a 

patte.rn image. Mo:ee p~ticula:ly, the camera 510 directl.y 

takes a.n image of the :retina of an eye.Qall or the i.ris 

a:ou.nd a pupil and enters the st:cuctw:al. pattern o:e the 

capi11a.ry vessel of the xetina or an image of the pattern 

of the i.r!i.s. ~e IC card i.nf'oDDation input section reads 

:e~site inf'o:mation out cf an XC ca.rd 543 inserted into 

azi xc card :Lnsart.ion sl.ot 542a. 

The image input camera sio is used instead. cf the 

fingexprint .image i.npl.lt secti.on 110 descz:.:U>ed in 

conjunction with l'iqs . 4 and. S. ~ image input camera 510 

... 



---·--·--~ 

19 

supplies the patte:n image to the CPU 520. Except that the . 

pat.tern imag-e is used instead of the finge:print image, the 

pe:csonal i.~tity authenti.oation device ca:z::i.es o£ the 

regi.st:ation and authentication in a aim.ilea% manner 

d.eso:ibed i.n conjunction with Figs. 4 and S. 

:R.eferz-ing to i'j,g. 10, descripticm wi.ll p:oceed to a 

personal. .idantity authentication device Em: a faeial shape 

accc%ding to a. fourth embodiment of this invenUon. In Ji'ig. 

10, the facial shape is used £c: authenq.cation instead .of 

a :fiisg'e~:int .. An Individual is authenticated from 

featuz:as of st::uctu:al elements ext=acted f%om an.image of 

the f'ac.ial shape. ':he personal identity authentication 

device comp:ises a CPU 620, a camera 610, an IC card 

in£o.:rmation .input section (not shown), a display section 

651, and an operation input section 641 such as a keyboard. 

!rhe came:a 610 takes a pictl.tta c~ a_ fac~ to p:oduca 

a fac.i.al. shape image. Mo.re specifically, the cama:a 610 is 

disposed i.n f'%ont. of a face 617 to directly take an ~ge 

of t:he shape of tbe face 617 and to produce the facial . . 
shape image. . The IC card info:ma.tion input section ~ads 

requisite in:formation out of an IC ca.rd 643 inse:tad into 

a.n xc ~ ~nse:tion slot 642a. 

'l?he shape image input camera 610 is used instead o:f 

the f inge:tprint .image input section. 110 desc:il:>ed in 

conjunction. with Pigs. 4 and 5. 'rhe sha:pa image input 

camera 610 supplies the facial shape. image to the CPU 620. 

Except that the facial shape image i.s \lSed. .instead 0£ the 

fingez:print i.:mage, the pe:sonal icientity authentication 

devi.ce cax-~~es o~ ~e zegistration and authent~ca~on in a 

. .. 
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simila.: manne~ described in conjlinction with :rigs, 4 and 5-

Refe::ing :to Pig. 11, description-will p:oceed to a 

personal. identity authentioation. deVi.ce.:fo.r a. vo:i.ce p:int 

according to a fifth embodiment of this invention. In Fig. 

l.l, the voice print is used for authentication instead of a 

f inge%p:int. Pa:amete:s of a f.reqiiency distrilmtion are 

ext.:acted a.s an ex.t::aoted. voice print f:r:om ~ voice of 

pe:son. On ca.r:ying out the authentication, the ext:aated 

voice p=int is compared with a reference voice p:int. 

:::: The pe~sonal. i.dentity authe.."ltica.tion devi.ce 

co:p:ises .a c'u 720 1 a microphone ?10, an IC c.u;d 

info=ia.tion input. section(not shown), a d.ispl~ section 751, 

and. an operation. i.npu.t seaticn ?41 such as a. kayboa:d. ~ 

mic:ophC?ne 710 is di.sposed in f;r:ont o:f a :face. '.l!ha 

microphone 710 receives a to prcduce voice in~or.mation. 

'rhe XC ca.:d info:ma.ticn input section reads :equi.site 

in.fcrma.ticn o\li: of an J:C card ?43 inse:rtad·i.nt.o an l'C ca:d 

insa::ticn sl.ot 7 42a. The CPU 720 p:r:oduces '.Cha paramet.ars 

for=. the vo:i.ce information. 

~ .mic:r:ophone 710 is used inetead. of the 

tinge%pr~t i.ma.ge input section 110 desc~:Lbed in 

c:onjunotion w.it.h Fiqs. 4 and s. ".nte m.iCX"ophone 710 

supplies the voice information to the CPU 720. Excopt that 

the voice inf'on:mtion is used instead of the :f.i.nge:pJ:int 

image, the personal identity authentication device ca:ries 

of ~e registJ!ation and authentication in a similaz- manner 

deecri.bed in conjunction with Figs. 4 and 5. 

While this i.nvenUon has thus far bean described. .in 

conj'gl'.\ct~on w:i.th the prefe:::r:ed embodiments·:thel:'eo.f, i.t wi.11 



21 

readily be pcssibie £or those skill~d in the art to put 
this invention into practice in various o~er manners. 

._ 
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WU IS CUt.IMED :s: 

1. A meth:;)d. 0£ :egiate:~ o:iginal intoJ:mation £0: 
. . 

personal. icle~tity a1:~t:ication., sai.d or~:inal ~n£o:mation 

being used as a :efe=a:ic::e for verif.ication .. of an 

authentication ~..:.bject, ccap::i..si.ng: 

a :£iz:oet step of ext:acting' a fea~a point .in n.umbez: 

o~ N fzom said au~ti:a:t.io::i. su!:liject to p:oduce first 

through N-th feat'.=e ~t data, whe:e ·Ji :ep=-esents a 

posi~e integer which !s :ot :.ess than three; 

a seccnd step c£ c=cparing a.n n-th fe~tu:z:e.data with 

ea.ch o:f r~:i.ning fea=..-e data to p:oduce .levels o:t 

similarities.as coincide:ce de;::e.es in ea.ch 0£ said :first 

tlu:oi.igh sai.d N•th fea.tu..--e point delta, tlhe:re ·n is va:i.abl.e 

between l. and x, :!:)oth ~ il:M:J.usive; 

a thi:d step of cal.c:ulating a sum degree o~ said 

coincidence do~es in ea.ch Qf ·said ~i~st th:ough said N-th 

feature po~t data to ·p..-od.-.:.ce fizst th:e>ugh N•th sum data; 

and 
. -

a fou:r:tb step o£ ase1eci:ing a max:i~ one o~ said 

f:Ls:st tb:cugh said H-th su:. data t.c :cegiste:, a.$ said 

o.z:i~inal info=a.tio=, cme o~·said ~~.rat th:ougb said N-tb 

feature data that has sa!.d vaxim•m sum. data. 

2. A method as claimed in Claim l, whe::ein sud 

f~rst step comprises: 

a fifth step of ~..=acting a £eatu.re point in numbe:r 

of N .f:com aaid au-:hent.icatLon subject. to p:oduce .fi.:cst. 

through N•th ~eatu.~ ~ts; and 

---------········ ··•····· .... ----- - ----- ----·-- -

:. 
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. 
a s~ step. of converting said··fi:st: th:ough said 

N•th feature points into £i:at tlu:ough-H~th numer~cal 

values to produce said ~irst th:ough N-th nume:i.cal values 

aa said fi:cet tb.:ough aa.i.d W .. th :featw:e point data. . -
3 • A :method as claimed in CJ.aim 2 , wherein said 

second step comp:ises: 

& seventh step 0£ comparing said n-th .:fea~e dab. 

with each of said·remainin;.£aatu:e data to produce levels 

c~ sim.ilazities in eaoh o:E said :Ei~st throUg"h sai.d N-th 

featU!'e point data; and 

an eighth step o~ convm:ting said l.evels into . 

m.uz&e:-i.cal· l.evels in each o~ said f .i.:st: tbrougn said N-th 

feature p~int data to p:coduce ·said nwne:icai levels as said. 

ooincidsnce d~ees·. 

4. A method a.a claimed ~y one o~ Claims l to 3, 

whe:ein said authenti:cation subject is a fingerprint. 

5. 'A. method as c:laimad any one of Claims 1 t.o 3, 
' 

whe:ain said authenticati~n a~jact is a palmp•int.. 

6. A method as cl.aimed any one of Claims 1 to 3, . . 
wbe:r:ein said authentication sub:ject is a voice p~~t. 

7. A method as claimed any one of Claims 1 to 3, 

wher:ein aa.i.d a.-uth.enticati.on a\:lbjec:t :Ls a stz:uctw::a.l patten 

0£ capilla.xy vessels of retinas. 

B . A method. a& claimed any one of Claims l to 3, 

wherein said authentication subject is a pattern 0£ irises. 

9. A method as ciai.med any one of' Claims· 1 to 3 , 

wherei.n said au.thentica~on subj~ct is a facial shape. 

lO. A pel:sonal identi.ty aut:henticag_on elev.ice ~or 

authenticating an. authentication subject, comp:~sing: 
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first means fo: ext:acting a featu:e point f:om. said 

authentication subject to p:cduce extra.cted .featu2:e point 

data on aut.hent~cat:Lon, said·£~rst means. ext=acting a 

featute point in. number of N f:om said authentica.uon 

subject to p:od.uce fi:st tlu:ough N-th featu:e point data on 

:egoist.ration., whe:e N rap:esent.s a positive i.ntege::r: which 

~s not iess t:haA three~ 

second Jlleans fo= reg~stez:ing a refe:enc:e featUJ:e 

po.int data tbe:~in; 

:: th:i.z:ci means f0% co11pa:ing said extracted. ~ea. t\tte 

point data ~ith said ;rgel:ence feature point dab to judge 

whether or not said aui:benti.cati~n a'W:>ject is trua on 

au.thent:ic:ation, said th.:i.:r:d .means com.Paring an n .. th ~eature 

data with each of remaining featu:e.data to p:oduc:e leve1s 

of s~l.a:i ties as coin.cidence degre~s =ion each c~ aa.id 

fi:st throUgh said.N-th featul:e poi~t data .on %eg~sb:at.:i.on, 

whe:e n .is variable betwe~ l and N, both of incluaiva; and 

f'ou.r:th means fo: selecting a.maximum one of said 

:f.:i.:cst th:r:ough sai:d N-th sum data to :egi.ster, as said 

.xefe:ence :feature point data in said second D1.eans 1 one of 

said :='1z:st through said N-th feature data that has said 

maximum Sl:lm data. 

11. A pa:sonaJ. identity authentication device as 

claimed in C1aim 1.0, whuein sai.d second means is an :cc 
card. 

12. A recording .medium .memorizing a control pzog:am 

which is f o:r: :eg.isteri:ng o.r:i.gina.1 inf o:mation £or pe:sonal 

i.d.entity a.utbenticatio~, said ori.gi.na.l. info:mat.:i.on l:lei.ng 

used as a ref'erence fc:.verification of an aut.henticat~on 

--------·--···--

B ~ep~aced 
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subject, Wherein said cont:ol pl:og:z:am "coap:r:l:sea : 

a tirst p~ocedure of ex~cting a feature point in 

number o:E N f':om. sa!\.d authantication subject to produce 

f'irst through N-th featw:~ point data, where N J:ep.resants a 

positive intege: '1bich is not less than three; 

a sacond.p::ocedu.re of' compuing an n-th feature data 

with each of :emaining :feat\lre data to p:oduc:e l~vals of 

simi1aritiea as.coincidence de~rees in each cf said first· 

through said. N-th featu.ra point data, wbe:e n is va:iable 

betweft 1 ·an.d N, beth 0£ inclusive: 

a thi:d p:ocedu:e ·of c~ccJ.atj.ng a.~ degree of 

said coincidanoe degrees in ea~ of .said ~i~st th~ough said 

N•th :feature poj,nt data to produce first through N..:.t:.h sum 

data.; and. 

. a f ou:th p:oced.ure 0£ selecting a maximum one of 

sa:i..d fi:st t=cugh said N-th sum data to register., as said 

original i.n£o.rmation, one 0£ said first through said N-th 

feature data that has sai.d maxiiwm sum data. 

. .;::. 


