
MULTI-MODE HANDHELD WIRELESS DEVICE BACKGROUND As the wireless industry
grows, different types of handheld devices, with different capabilities,
are used for different purposes. Cell phones allow verbal communication and
texting, personal data assistants allow the user to organize his/her
schedule and access email, music players provide for portable music
enjoyment, netbook computers enable full internet access, etc. Although
some consolidation has occurred, the typical user must still carry around
multiple devices to satisfy his/her needs. Further, none of these devices
is context aware - that is, the device cannot adapt to the user's
environment because the device is not aware of that environment. In
addition, a user may wish to use the same device in different areas of
his/her life (i.e., work, personal, family, travel, etc.), with different
requirements in each for things such as security levels, available
functionality, contact information, etc. Again, current devices cannot
satisfy this demand because they cannot distinguish between the different
areas of the user's life. BRIEF DESCRIPTION OF THE DRAWINGS Some
embodiments of the invention may be understood by referring to the
following description and accompanying drawings that are used to illustrate
embodiments of the invention. In the drawings: Fig. 1 shows a
multi-function handheld user device, according to an embodiment of the
invention. Figs. 2A - 2D show how the different modes may have access to
different data, functionality, and features, according to various
embodiments of the invention. Fig. 3 shows a flow diagram of a method of
converting button presses into various operations, according to an
embodiment of the device. Fig. 4 shows a flow diagram of a method of
inputting data for multiple modes of operation, according to an embodiment
of the invention. Fig. 5 shows a flow diagram of a method of transferring
data between modes, according to an embodiment of the invention.Fig. 6
shows a flow diagram of a method of using both Context Awareness and 



Situational Awareness to trigger an action, according to an embodiment of
the invention. DETAILED DESCRIPTION In the following description, numerous
specific details are set forth. However, it is understood that embodiments
of the invention may be practiced without these specific details. In other
instances, well-known circuits, structures and techniques have not been
shown in detail in order not to obscure an understanding of this
description. References to "one embodiment", "an embodiment", "example
embodiment", "various embodiments", etc., indicate that the embodiment(s)
of the invention so described may include particular features, structures,
or characteristics, but not every embodiment necessarily includes the
particular features, structures, or characteristics. Further, some
embodiments may have some, all, or none of the features described for other
embodiments. In the following description and claims, the terms "coupled"
and "connected," along with their derivatives, may be used. It should be
understood that these terms are not intended as synonyms for each other.
Rather, in particular embodiments, "connected" is used to indicate that two
or more elements are in direct physical or electrical contact with each
other. "Coupled" is used to indicate that two or more elements co-operate
or interact with each other, but they may or may not be in direct physical
or electrical contact. As used in the claims, unless otherwise specified
the use of the ordinal adjectives "first", "second", "third", etc., to
describe a common element, merely indicate that different instances of like
elements are being referred to, and are not intended to imply that the
elements so described must be in a given sequence, either temporally,
spatially, in ranking, or in any other manner. Various embodiments of the
invention may be implemented in one or any combination of hardware,
firmware, and software. The invention may also be implemented as
instructions contained in or on a computer-readable medium, which may be
read and executed by one or more processors to enable performance of the
operations described herein. A computer-readable medium may include any
mechanism for storing 



information in a form readable by one or more computers. For example, a
computerreadable medium may include a tangible storage medium, such as but
not limited to readonly memory (ROM); random access memory (RAM); magnetic
disk storage media; optical storage media; a flash memory device, etc. Many
people engage in a variety of activities that tend to form into natural
clusters. For example, a professional's life may be clustered around work,
family, and personal activities. A teenager's life may be clustered around
school, family, and friends. A retiree's life may be clustered around
finance, family, and health. Each cluster of activities may have its own
rules, behaviors, constraints, and priorities that are somewhat different
than in the other clusters. People who use a single device in all areas of
their life typically discover that the different areas of their life
intrude into each other, with consequences that have the potential to be
socially embarrassing and even legally damaging. As technology becomes an
increasingly important tool in keeping up with our daily activities, it
becomes increasing desirable that this tool adapt itself to these different
areas of a person's life, so as to avoid or at least reduce these
consequences. For example, a device may operate in a different 'mode' for
each such area of a person's life. While a device may accommodate any
feasible number of such modes, coinciding with an equal number of areas of
the user's life, too few modes may provide insufficient flexibility, and
too many modes may be too much for the average person to keep up with.
Three modes is used here as an example of an optimal number of modes for
many people, but the inventive concepts may be applied to two, four, or
more modes without departing from the basic principles described. To
illustrate these clusters of activities, take a look at the three possible
areas of a professional's life: work, family, and personal. The work mode
encompasses time at the office or other places of work, and may revolve
around business email and phone calls, documents, expense reports,
meetings, business contacts, etc. Some of these activities may involve
sensitive business information and therefore require a level of security
that isn't needed in the other areas. The family mode may pertain to a
spouse, children, other relatives, neighbors, and the children's teachers.
It may involve emails and phone calls 



related to these people, and to school meetings, vacation schedules, social
networking sites, home maintenance, and related financial obligations. The
personal mode may pertain to individual interests such as hobbies and
entertainment, and may be clustered around circles of friends based on
common interest profiles. In each of these areas of life, people have
different desires and needs and face different constraints. For example,
people at work demand a different level of technicalsupport than people at
home, and the rules of good behavior constraining people at work are
significantly more restrictive than those constraining their play
activities. The consequences of error also differ; for example it might be
critical to apply filters preventing the inadvertent use of certain
expressions at school or work, but less critical when interacting with
friends. In a similar manner, the style of communicating in business may
need to be more formal than when communicating with friends. Similarly, it
may be important not to inadvertently send a family email to a business
contact, or send a confidential business email to a relative. By separating
the operation of the device into distinct modes, these types of problems
can be automatically prevented. The use of separate modes corresponding to
separate areas of the user's life may allow the device to better interpret
(and provide recommendations for) the user's actions, It may also permit
the device to apply different rules regarding access, authentication, and
content standards in each mode. Financial data may be kept separate between
the modes. The operations of the device may be different depending on which
mode it is in. This difference may be implemented by accessing different
databases, by running different applications, and by applying different
constraints to its operations. In various embodiments of the invention, the
user may be able to select which mode the handheld device is to operate in
(and therefore which area of his/her life it is directed to), and the
device will apply the appropriate restrictions and access the appropriate
databases and applications for that area. This characteristic is referred
to herein as "context awareness". Context awareness may begin by noting
which of the three modes the device is operating in, but may be expanded to
include other internal operational indicators as well. The handheld device
may also automatically adjust its operation based on the 



environment that it senses. For example, the device might automatically
trigger the work mode by sensing the wireless router used at work, by
inferring the user is at work from the time of day and day of the week, by
determining its location through a GPS sensor, or through other techniques
of location awareness. Of course, these modes could also be manually
overridden by the user as appropriate. In a similar manner, the device may
stay in the same mode, but perform differently based on sensing its
environment. For example, if it senses it is moving at typical automobile
speeds, it may provide traffic information, weather information, data on
nearby restaurants, etc. This characteristic of changing its operation
based on sensing the surrounding environment is referred to herein as
"situational awareness". Context awareness and situational awareness may
both be usedby the device to alter its operation, either separately or in
cooperation with each other. Various embodiments of the invention relate to
a multi-function handheld user device that may have multiple selectable
modes of operation for different areas of the user's life, each mode with
its own database, applications, preferences, operational restrictions, and
access limitations. Various mechanisms may be provided for switching
between modes. Fig. 1 shows a multi-function handheld user device,
according to an embodiment of the invention. The illustrated device 110 is
shown with various components, such as a touchscreen (a touch-sensitive
display screen) 120 and buttons A, B, and C. Another input/output function
130 is also shown which, depending on the embodiments, may provide various
types of functionality, such as but not limited to: 1) another button, 2) a
camera lens, 3) a microphone, 4) etc. Other buttons, sensors, output
devices, etc. may also be included but are not shown to avoid excessive
clutter in the drawing. The illustrated buttons are called 'hard' buttons
because they are physical buttons, located in specific areas. But in some
embodiments, 'soft' buttons may be used, each consisting of an image on the
touch-sensitive display screen. The soft button may be activated by
touching the image. In some situations, these soft buttons may also be used
for mode selection. Their graphic image and their position on the screen,
as well as whether they even show up on the screen, may be programmably
variable. Various soft 



buttons may have the same or different functionality as hard buttons.
Although the illustrated device 110 is depicted as having a particular
shape, proportion, and appearance, with buttons located in particular
locations, this is for example only and the embodiments of the invention
may not be limited to this particular physical configuration. For example,
in some embodiments the buttons may have different sizes and/or different
shapes than shown, be located elsewhere on the same side or on different
sides of the device, etc. They may also come in different colors. In some
embodiments the overall shape of the device 110 may be different than
shown. Device 110 may also include functionality for wireless
communication, for various visual, audio, and physical inputs, and for
various visual, audio, and physical outputs. In some embodiments, the
device may use this functionality in different ways depending on which mode
it is in, and/or depending on which situation and context it senses.
Multimode OperationThe various modes may be created in the same device
through various techniques that provide sufficient isolation and restricted
access to keep the modes operationally separate. As previously mentioned,
the device may operate somewhat differently depending on which mode it is
operating in. Figs. 2A - 2D show how the different modes may have access to
different data, functionality, and features, according to various
embodiments of the invention. The three modes are labeled as Work, Family,
and Personal, but these are just an example. Any other labels could be
used, and the usage of the different modes may be different than that
described. However, the basic concept should be evident from these
examples. For example, Fig. 2A shows an approach that implements each mode
as a separate virtual machine. In this technique, multiple virtual machines
may operate in isolation within a single physical machine. Each virtual
machine, implemented in software, does not know of the existence of any
other virtual machine in this device and therefore does not knowingly share
any resources (e.g., data, software, hardware, etc.) with another machine.
If the different virtual machines must communicate with each other, they do
so through virtual interfaces, much as separate physical machines would
communicate 



through a network connection, except that the interfaces may be tied to
each other through software within device 110 rather than through external
physical connections. Whether the different virtual machines actually share
portions of memory or other resources may be irrelevant, since they have no
capacity to know of this sharing. Figs. 2B - 2D show various approaches in
which the necessary information and data is separated in different ways
with or without the use of virtual machines. In some embodiments, each
block shown in Figs. 2B - 2D may be assumed to be a separately defined
portion of memory, (physical and/or virtual memory) that is dedicated to
that mode of operation, but other embodiments may use other techniques to
separate these entities. In some embodiments, a distinction is made between
operational memory (e.g., RAM memory in which the applications are
executed) and storage memory (e.g., flash memory in which the applications
and data are stored for future access), and each type of memory may be
treated separately for each type of content. Within this document, 'access
limitations' refers to limitations on which data, application programs,
devices, addresses, etc., may be accessed while in a particular mode.
Operational restrictions' refers to restrictions on what operations a
device may perform while in a particular mode. Obviously there are some
instances in which a particular resource may fall into eithercategory, (for
example, if a spreadsheet function cannot be performed in a particular
mode, it might be because the device cannot access the spreadsheet
application, or it might be because the device can access the spreadsheet
application but is not allowed to enter data into it). This possible
overlap does not detract from either definition, it merely recognizes that
some things may fall into either category depending on how they are
implemented. [0025] In Fig. 2B, each mode may be assumed to operate using a
different database, and run different sets of applications. Each mode may
also have its own operational restrictions, its own list of contacts, its
own access limitations, its own list of user preferences, and its own set
of other things not listed here. In the configuration shown in Fig. 2B, it
is implied that each database is separate from the other two databases,
even though they may contain duplicate copies of some of the same data.
Likewise, it is 



implied that each mode has is own copy of the applications software, even
though the same application might be used in multiple modes. The other
items listed for each mode are likewise shown as being separate and
isolated from similar items in the other modes. This may be implemented,
for example, by dedicating a portion of memory to each mode, and having all
the relevant data, applications software, limitations, restrictions, etc.,
for each mode contained only in the memory dedicated to that mode. While
this approach maintains strict separation, it may make inefficient use of
the available operational and storage memory. Although this approach may
encompass the virtual machine approach of Fig. 2A, it may also be
implemented without the use of virtual machines. Fig. 2C shows another
approach, in which all data is kept in a common set of databases, but each
mode's access limitations restrict which databases, or portions of a
database, the device may access while in that mode. There may therefore be
no need to keep separate copies of data that is common to multiple modes.
Similarly, a single copy of every application may be maintained in storage
memory, but each application may only be accessible to a particular mode if
that mode's access limitations permit it. This approach may be extended to
external access as well (e.g., contact information for a person or a
website may be kept in a single place, but the ability to contact that
person or website may be limited by each mode's access limitations).
Conversely, it may be preferable to maintain separate copies of some things
within each mode, such as user preferences or some operational restrictions
(e.g., permissible language in an email). Any of the listed items of Fig.
2C may either be maintained separately for each mode, ormaintained in a
common pool available to whichever modes are authorized to access it,
depending on which approach is deemed preferable in a given embodiment.
Fig. 2D shows an approach with a fourth mode (labeled as a shared mode)
that provides overall control for the other three modes. In this approach
the fourth mode, which may not be visible to the user, maintains control
over the data, applications, limitations, etc, for each of the other modes.
User preferences and/or operational restrictions for the first three modes
may be maintained by each of those modes (as shown), or may also be under
control of the fourth mode. In some embodiments the fourth 



mode also controls the transfer of data between the other modes. While the
modes of Figs. 2A - 2C may each maintain a list of some of the limitations
and restrictions they operate under, the fourth mode may keep such lists
for the other modes, may handle requests for those resources from the other
modes, and may grant or reject such requests. The fourth mode may also
change the flags, indicators, lists, etc. as necessary to modify which
modes have access to which resources. This approach may simplify the
maintenance of what each mode can do, by keeping all that information in
one place. Regardless of which approach is used, the pointers, indexes, and
other functional indicators that define access limitations and operational
restrictions for each mode may be stored in a secure and compartmentalized
manner, so that they can be accessed and/or changed only from the
appropriate mode. This information may be stored at the operating system
level, or in some embodiments in hardware (e.g., a SIM card or an embedded
flash memory). As long as a single user is controlling all modes, and
keeping the operations of each mode separate according to that user's
wishes, normal security protections may not be necessary to keep the access
privileges of one mode from intruding into another mode in an illicit
manner. However, if multiple users have access to the device, security
protections may be implemented as needed (e.g., entry into the Work mode
may be restricted with a password or other security feature). Mode
Selection Returning to Fig. 1, buttons A, B and C may be used to select the
different modes the device will operate in. For example, if the user
decides to assign these modes to his Work, Family, and Personal life, he
might assign button A to select Work mode, button B to select Family mode,
and button C to select Personal mode. Pressing a particular button may then
cause the assigned mode to become active. In some embodiments, text on
thedisplay under each button may indicate which mode is assigned to that
button, and thereby allow each user to customize those labels. Not only may
these buttons be used to simply select a mode, but various buttonpressing
conventions may allow the user to expand the functionality of these buttons
to indicate where within a given mode the operations will begin, and in
some cases whether a 



multi-mode operation will be enabled. This expanded functionality may be
based on such things as the duration of the press, the number of times a
button is pressed, the number of buttons pressed simultaneously, the
sequence of pressing buttons, etc. For example, the following conventions
might be used: 1) If the device is already in an operating state, a single
press of a single button may switch the device to the mode assigned to that
button. This function may be implemented through either hard or soft
buttons. 2) If the device is in a sleep state, a short press of a single
hard button may awake the device in the corresponding mode at the most
recently visited location within the menu structure. 3) If the device is in
a sleep state, a long press of a single hard button may awake the device at
the home page of the corresponding mode. 4) From either an operating or
sleep state, a rapid double press of the same button may place the device
in a split screen view within the corresponding mode. 5) From either an
operating or sleep state, concurrently pressing two of the hard buttons may
place the device in a dual mode, in which the user may interact with both
modes from the same screen. 6) A short press followed by a long press of
the same button may call up a more complex set of soft buttons for that
mode, allowing the user more choices than are feasible with only three hard
buttons. These are only a few of the possible button pressing conventions
that may be used to select a mode, a starting location within that mode,
and in some instances multi-mode operation. Other conventions may also be
used. Fig. 3 shows a flow diagram of a method of converting button presses
into various operations, according to an embodiment of the device. The
method of flow diagram 300 is general purpose in nature, describing only
how the button presses are used to determine what action to take. The
specific action that results from particular button inputs can vary widely
depending on the specific design constraints built into the device. In
someembodiments these design constraints are hard-wired into the device. In
some 



embodiments these constraints may be programmable. In some embodiments
these constraints may be changed by the user. In various embodiments, the
button press conventions may be based on one or more of the following: a)
which button is pressed, b) whether multiple buttons are pressed at the
same time, c) whether it is a single press or a sequence of multiple
presses, and d) the duration of each press. The process may begin at 310
when the device detects that a button has been pressed, and which button
was pressed is detected at 320. These operations may also detect if more
than one button is pressed simultaneously. In some embodiments, the
duration of the press (i.e., how long the button is pressed) is determined
at 330. In particular, a long or short press may be distinguished, with a
long press exceeding a predetermined length of time before the button is
released, and a short press not exceeding that predetermined length of
time. In some embodiments this button-press information may be recorded
using instructions performed by a microprocessor, but in other embodiments
a state machine or other hardware design may maintain the information until
the button pressing sequence is over. After the button is released, a timer
may be started to see if another button is to be pressed as a part of this
sequence. If another button is pressed before the timer expires at 340, the
operations of 310-320-330 may be repeated, and this information retained
along with the information from the previous button press. If the time
expires, it may be assumed that the button-press operation has been
completed, and the device may then determine which action is to be taken as
a result. In some embodiments, the device may refer to a table that
converts button-press operations into related actions, as described at 350.
Other embodiments may use other techniques. Once the indicated operation
has been determined, that operation may be performed by the device at 360.
Such operations may include, but are not limited to: a) going to the
top-level starting point of the indicated mode, b) going to a point of the
indicated mode that the device was at when that mode 



was last exited, c) going into a dual-mode operation, d) going into a
low-power operation to reduce battery consumption, e) etc. Cross-Mode
CommunicationsIn most cases, a separation of the available data, contacts,
security, etc. between the different modes is highly desirable, even if
some of the content of those things is duplicated between modes. But in
some instances, it may be desirable to enter the same data, limitations,
restrictions, etc. into more than one mode at the same time, or to move
such information from one mode to another. In one type of operation, the
user may make simultaneous entries into the two modes. In another type of
operation, the user may transfer information between the two modes using a
drag-and-drop or cut-and-paste operation. Permission checks may be used to
prohibit certain flows of information. For example, the user may be allowed
to cut-and-paste information from Work mode to Personal mode, but not from
Personal mode to Work mode. In another example, a document may be allowed
to be transferred from Personal mode to Work mode, but not allowed to be
used in Work mode until it has been screened for language inappropriate in
the workplace. In still another example, it may be possible to enter
contact information for a customer into the Work mode database, but the
same information may be prohibited from being simultaneously entered into
the Family mode database. In any transfer between modes, the transfer may
be logged for historical or security audit reasons. The actual mechanism
used to transfer the data or software internally may depend on the
structure used to keep the modes separate. For example, in the approach of
Fig. 2D, the fourth mode may simply modify the relevant restrictions for
the receiving mode concerning the now-shared information that was already
in the fourth mode's database. In the approach of Figs. 2A or 2B, the
receiving mode may store the received information and update its own list
of restrictions/permissions as needed. Other techniques may also be used as
appropriate. Fig. 4 shows a flow diagram of a method of inputting data for
multiple modes of operation, according to an embodiment of the invention.
In flow diagram 400, at 410 the 



device is placed into a multimode state for data entry, with the particular
modes selected at 420. This selection may occur through any feasible means,
such as the user pressing a certain combination and/or sequence of buttons,
or through some more automated technique. At 430, the selected modes may be
displayed on the screen to affirm to the user which modes are so selected.
At 440, the device may present a format on the screen that is suitable for
the type of data to be entered. For example, a scheduling format may be
displayed to entercalendar events, or a contact information format may be
displayed to enter the email address for a person. This may be new
information, or may be a change to existing information. When the data has
been entered at 450, the device may apply that data to the databases for
all of the selected modes at 460. The exact method of applying that
information may depend on the structure used to keep the modes separate.
Fig. 5 shows a flow diagram of a method of transferring data between modes,
according to an embodiment of the invention. In flow diagram 500, at 510
the user selects the two modes to be used in the data transfer, and the
device presents the split screen display format at 520. In some
embodiments, 510 and 520 may be handled simultaneously, for example by
using a particular button-press convention to select which modes will be
involved in the split screen data transfer operation. Different types of
display formats are better suited for different types of data. When the
user selects the type of data to be transferred, this may automatically
select the best format for presenting that type of data at 530.
Alternately, the user may select the type of display format at 530 (e.g., a
spreadsheet) and then call up the particular data into that format. In
either case, the selected format for one side of the split screen may be
duplicated in the other side of the split screen. At 540, when the user
selects the data to be transferred on one side of the screen, the data may
by copied onto the corresponding parts of the other side of the screen.
This transfer may be initiated through any feasible means, such as a
drag-and-drop, a cut-and-paste, or other technique. Once the data has been
transferred, the user may initiate a data save function at 560 to update
the database for the receiving mode. Depending on the mechanism used for 



accessing common data, this may involve storing a copy of the data in the
receiving mode, or may simply involve updating pointers to a database
shared with the originating mode. If there is more data to be transferred,
as determined at 570, the flow may return to 530 (if the new data transfer
requires a different presentation format), or to 540 (if the presentation
format will be the same). Once all data has been transferred between these
two modes, the process may exit at 580. In some embodiments, different data
may be transferred in opposite directions from the same split screen
format, simply by designating data on one side of the split screen as the
originating data, moving it to the other side, then doing the same thing in
the opposite direction for other data. Context AwarenessContext awareness
is based on user activity. As a starting point, context awareness may note
which of the three modes the user is operating in, and provide or prevent
various functionality based on that mode. Alternatively, if the user is
trying to perform activities that are only available in another mode, it
may inform the user of that conflict. But context awareness may also extend
well beyond these simple interpretations. The key to context awareness is
that the device notes what device activity (or activities, or sequence of
activities) the user is currently performing, determines what other
activities the user might want to perform based on past activity of the
user and/or based a database of typical human behavior, and then
automatically begins searching for, and providing information on, those
other activities. For example, if the user requests a listing of current
movies, the device may automatically begin searching for local movie
theaters, a list of movies and show times available in each theater for
that day, and a list of movie reviews for each of the available movies. If
the user inquires about the status of the device's battery, the device may
present not only current battery charge, but also an estimate of remaining
battery life for each of several different operations that the user
frequently performs. In another example, if the user requests an on-line
bank statement to determine his current account balance, the device may
also analyze previous account history to determine when the next pay check
is due for automatic deposit, which reoccurring bills will be due before
than date, how much money the user will have for 



discretionary spending based on that analysis, and a history of previous
discretionary spending. In each case, the device responds not only to what
the user requests, but also makes some assumptions about what other
information might be helpful to the user that was not specifically
requested, and automatically attempts to obtain that other information. The
device may then present this other information to the user and/or the
device may take a particular action, although the user did not specifically
request either the information or the action, and this other information
was not necessary for responding to the user's request. Situational
Awareness Situational awareness is based on the external environment
surrounding the device. The device may obtain information on its
environment through several mechanisms, suchas but not limited to: 1) a GPS
system to determine its physical location, 2) one or more radio systems to
determine what wireless networks or wireless devices are within
communication range, 3) an image recognition system that analyses camera
inputs, 4) an audio recognition system that recognizes microphone inputs,
5) sensors (e.g., accelerometers) to determine movement and/or orientation
of the device, 6) temperature sensors, 7) etc. One or more of these sensory
inputs may be used in connection with one or more databases (internal or
external) to derive even more information on the surrounding environment.
For example, from its GPS system and a digitized map, the device may
determine it is located at a particular point and moving down a road at
highway speeds. The device's accelerometers may then sense a sudden,
high-impact force, followed by a lack of movement and a static image from
the device's camera. From this information, the device may determine that
an automobile crash has occurred. After audibly prompting the user and
failing to receive a reply, the device may determine which cell phone tower
it is currently associated with, and call 911 with an automated distress
call that identifies where the vehicle is located. In another example, the
device may sense wireless traffic from a server at the 



user's place of employment and thereby determine that the user is at work.
The device may then automatically switch to work mode. In still another
example, a user may drive to a favorite coffee shop, only to learn that the
shop is closed. To learn the location of another coffee shop, the user may
use the device's camera to take a picture of the coffee shop's logo, and
request the location of the nearest alternative. The device may then: a)
Use image processing to determine the brand name of that chain of coffee
shops. b) Determine the user's location from the GPS system. c) Wirelessly
request and receive a list of the locations of other coffee shops in the
area, along with their scheduled hours of operation. d) Depending on the
user's desired level of automation, the device may select a coffee shop
from the list, or prompt the user to select a one. e) Provide travel
directions to get to the selected coffee shop. The directions may be
interactive, changing as the user travels to the desired destination. In
each case, the device monitors for environmental information. When the user
requests information, the device responds not only to what the user
requests, but alsomakes some assumptions about what other information might
be helpful to the user that was not specifically requested, and
automatically attempts to obtain that other information based on the
environmental monitoring. The device may then present this other
information to the user and/or the device may take a particular action,
although the user did not specifically request the information or the
action. Combined Context and Situational Awareness Fig. 6 shows a flow
diagram of a method of using both Context Awareness and Situational
Awareness to trigger an action, according to an embodiment of the
invention. In the illustrated flow diagram 600, the context of the device
is repeatedly monitored at 605 to keep track of the mode and the operations
that the user is performing within that mode. As the context is monitored,
the device determines at 615 whether there might be related information
that could be useful based on the current context. If so, the device seeks
that information at 625. This related information might be contained in the
devices' 



own database, or might have to be obtained from external sources. Once
obtained, this related information may be stored in the device's database
at 635. This stored information may or may not have current use, but can be
stored in case it becomes useful. Concurrently, the environmental sensors
may be used to repeatedly monitor the device's environment at 610. As the
environment is monitored, the device determines at 620 whether there might
be related information that could be useful based on the current
environment. If so, the device seeks that information at 630. This related
information might be contained in the devices' own database, or might have
to be obtained from external sources. Once obtained, this related
information may be stored in the device's database at 640. This stored
information may or may not have current use, but can be stored in case it
becomes useful. The process loops at 605-615-625-635 and 610-620-630-640
may continue until a triggering event occurs at 645 or 650. A triggering
event may be any of various types of events in which the user requests
information, the device initiates an action, an alarm is detected, etc.
Based on the triggering event, at 660 the device may combine and/or
correlate various context and situational information that has been
collected. Some of this information may have been collected as a result of
continual monitoring, and some of thisinformation may have been collected
in response to a user request or device action. After combining/correlating
the various information, the device may take an action at 670 based on this
information. A common action would be to present the information to the
user, but the device might initiate another operation not directly
involving the user. It is important to note that that the information
collected and presented to the user in this series of operations is not
limited to the specific information requested by the user, nor is it
limited to information that is necessary to fulfill the user's request for
information. It includes information that was not requested, but there is a
probability that the information will be useful based on the information
that was requested by the user and based on various implied, inferred, or
learned relationships between the requested and non-requested information.
These relationships may be based on the user's past history, on the user's
recorded preferences, on generally accepted behavioral norms, on common
human 



activities, or on other similar factors. In many instances, both context
awareness and situational awareness may be used together to trigger
automated operation in the device. By sensing the external environment, and
combining that information with the context of current operations in the
device, the device may initiate other operations that were not requested by
the user, but are based on assumptions derived from the environmental
inputs and the current context. [0056] The foregoing description is
intended to be illustrative and not limiting. Variations will occur to
those of skill in the art. Those variations are intended to be included in
the various embodiments of the invention, which are limited only by the
scope of the following claims.What is claimed is: 1. An apparatus,
comprising a handheld electronic device having a touchscreen and a radio,
the device to operate in any of three modes; wherein each mode has a
database and applications that are separate and different from the database
and applications of the other modes; wherein each mode pertains to a
different segment of a user's activities. 2. The apparatus of claim 1,
wherein each mode has separate restrictions on what external devices are
accessible to the device through wireless communications. 3. The apparatus
of claim 1, wherein each mode has separate restrictions on what terminology
is permissible in documents generated within the mode. 4. The apparatus of
claim 1, wherein each mode has a separate list of email contacts that are
accessible while operating in that mode. 5. The apparatus of claim 1,
wherein the modes are selectable by the user based on pressing at least one
of multiple soft buttons on the device. 6. The apparatus of claim 1,
wherein the modes are selectable by the user based on touching at least one
of multiple hard buttons on the device. 7. The apparatus of claim 6,
wherein the device is to interpret a button pressing sequence of the
multiple buttons, the interpretation to determine which button is pressed 



and at least one other factor selected from a list consisting of: a)
whether the duration of the press exceeds a particular time limit; b)
whether the button is pressed multiple times; and c) whether multiple
buttons are pressed simultaneously. 8. The apparatus of claim 1, wherein
the device is to use context awareness and situational awareness to operate
in each mode.9. The apparatus of claim 1, wherein the device has multiple
buttons to select which mode to enter and at what point within that mode to
begin. 10. A method, comprising: switching a handheld electronic device
from one operational mode to another operational mode; wherein each mode
has a database, access limitations, and operational restrictions that are
separate and different from the database, access limitations, and
operational restrictions of each of the other modes. 11. The method of
claim 10, wherein said switching is performed by pressing at least one of
multiple hard buttons on the device that are designated for mode switching.
12. The method of claim 11, wherein said switching comprises: detecting
that a first of the multiple buttons on the device is pressed; determining
that at least one criteria is met, the criteria selected from a list
consisting of: a) pressing a second button concurrently with the first
button; b) pressing the first button multiple times; and c) pressing the
first button for longer than a predetermined duration; and entering at
least one of the operational modes associated with the first button, based
on said detecting and said determining. 13. The method of claim 12, wherein
the operation of entering is selected from a list consisting of: a)
entering a mode associated with the first button at an initial page in the
mode; b) entering a mode associated with the first button at a same page
the device was at 



when the mode was last exited; and c) entering a multimode operation
permitting a user to access two of the modes from a same display on a
touchscreen. 14. An article comprisinga computer-readable storage medium
that contains instructions, which when executed by one or more processors
result in performing operations comprising: switching a handheld electronic
device from one operational mode to another of multiple operational modes;
wherein each mode has a database, access limitations, and operational
restrictions that are separate and different from the database, access
limitations, and operational restrictions of each of the other modes. 15.
The article of claim 14, wherein the operation of switching comprises
pressing at least one of multiple hard buttons on the device that are
designated for mode switching. 16. The article of claim 15, wherein the
operation of switching comprises: detecting that a first of the multiple
buttons on the device is pressed; determining that at least one criteria is
met, the criteria selected from a list consisting of: a) pressing a second
button concurrently with the first button; b) pressing the first button
multiple times; c) pressing the first button for longer than a
predetermined duration; and entering at least one of the operational modes,
based on said detecting and said determining. 17. The article of claim 16,
wherein the operation of entering is selected from a list consisting of: a)
entering a mode associated with the first button at an initial page in the
mode; b) entering a mode associated with the first button at a same page
the device was at when the mode was last exited; and c) entering a
multimode operation permitting concurrent access to two of the modes from a
same display on a touchscreen. 



18. The article of claim 14, wherein each mode has separate restrictions on
what external devices are accessible to the device through wireless
communications. 19. The article of 14, wherein each mode has separate
restrictions on what web sitesare accessible to the device. 20. The article
of claim 14, wherein each mode has a separate list of email contacts that
are accessible while operating in that mode. 21. An apparatus, comprising a
handheld electronic device having a touchscreen and a radio for wireless
communications, the device to: receive a request by a user to perform a
first operation; access information not requested by the user and not
necessary to perform the first operation; and provide at least part of the
accessed information to the user in response to the request. 22. The
apparatus of 21, wherein said access is based at least partly on a context
of the first operation and a mode in which the device is operating at a
time of the request. 23. The apparatus of claim 21, wherein said
information not requested by the user comprises environmental information
sensed by the device. 24. The apparatus of claim 21, wherein a selection of
the provided information is based at least partly on a past history of
requests by the user. 25. The apparatus of claim 21, wherein the provided
information excludes information not accessible to the user in a current
operational mode. 26. A method, comprising: performing a first operation in
a handheld electronic device, based on a request by a user to perform the
first operation; accessing, based on the request, information not requested
by the user and not necessary to perform the first operation; and providing
at least part of the accessed information to the user in response to the
request.27. The method of claim 26, further comprising operating in each of
multiple modes at 



different times, wherein each mode has a separate set of operational
restrictions, each of said sets comprising: a restriction on accessible
internet sites; a restriction on available email contacts; a restriction on
data available for viewing. 28. The method of claim 26, wherein said
accessing is based at least partly on a context of the first operation and
a mode in which the device is operating at a time of the request. 29. The
method of claim 26, wherein said information not requested by the user
comprises environmental information sensed by the device. 30. An article
comprising a computer-readable storage medium that contains instructions,
which when executed by one or more processors result in performing
operations comprising: performing a first operation in a handheld
electronic device, based on a request by a user to perform the first
operation; accessing, based on the request, information not requested by
the user and not necessary to perform the first operation; and providing at
least part of the accessed information to the user in response to the
request. 31. The article of claim 30, further comprising operating, at
different times, in each of multiple modes, wherein each mode has a
separate set of operational restrictions, each of said sets consisting of:
a restriction on accessible internet sites; a restriction on available
email contacts; a restriction on data available for viewing.32. The article
of claim 30, wherein said accessing is based at least partly on a context
of the first operation and a mode in which the device is operating at a
time of the request. 33. The article of claim 30, wherein said information
not requested by the user comprises environmental information sensed by the
device. 


