MULTI - MODE HANDHELD W RELESS DEVI CE BACKGROUND As the wirel ess industry
grows, different types of handhel d devices, with different capabilities,
are used wonodvifsf@nent purposes. Cell phones all ow ver bacTaseomnswat i on and
texting, personal data assistants allow the user to organize his/her
schedul e and access email, nusic players provide for portable nusic

enj oynent, netbook conputers enable full internet access, etc. Although
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cannot distinguish between the different areas of the user’s life.

BRIEF DESCRIPTION OF THE DRAWINGS
20
Some embodiments of the invention may be understood by referring to the
following description and accompanying drawings that are used to illustrate embodiments
of the invention. In the drawings:
Fig. 1 shows a multi-function handheld user device, according to an embodiment
25  of the invention.
Figs. 2A — 2D show how the different modes may have access to different data,
functionality, and features, according to various embodiments of the invention.
Fig. 3 shows a flow diagram of a method of converting button presses into various
operations, according to an embodiment of the device.
30 Fig. 4 shows a flow diagram of a method of inputting data for multiple modes of
operation, according to an embodiment of the invention.
Fig. 5 shows a flow diagram of a method of transferring data between modes,

according to an embodiment of the invention.



Situational Awareness to trigger an action, according to an enbodi nent of
the invention. DETAILED DESCRI PTION In the foll ow ng description, nunerous
speci fi c wetaid7@ne set forth. However, it is understo®dTiusatwdmndsedi nent s
of the invention may be practiced without these specific details. In other
i nstances, well-known circuits, structures and techni ques have not been
shown in detail in order not to obscure an understanding of this
description. References to "one enbodi nent”, "an enbodi nent”, "exanple
enbodi ment ", " i ¢ ghesvsaflspcdipgspin of a methed of iy hodlt Eonteid A wapacsitBddi nent (s)

of the i n\Sﬁﬁéﬂoﬂ!ﬂ Nar%ﬁo'tﬁggér Wcti'oﬁl%ké@@n@%r dnl eﬁﬂ)loairmeilfeﬁithg Bventigh.r uctures,
or characteristics, but not every enbodi nent necessarily i1 ncludes the
particul ar features, structures, or characteristics. Further, sone

enbodi ments nay have sone, alprSLENPHBsChRPPON €at ures described for other
enbodi ments. In the follow ng description and clainms, the ternms "coupl ed"
and "cénnected,"” along with their derivatives, may be used. It should be
under st ood t ha hese ter ar.e not i ntended.as., synon r each. ot her.
Racher . in par {1 LORTP SRRl B0 ol TR AT RINT, Hhaf "t nat " two
or nore ehedestdval tastenibndidiens of thp yehtiml m@rbegiratited widloucthedeaptcifid t h each
other. "Caupled" is used to indicate that two or re el enents co-operate
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el enents so described nust be in a given sequence, either tenporally,

spati al | ymayinqludsippiiigulapieatufes styciichar chatiiaisticnBitnglay e ibeimsit s of the

i nvent i on ;EBYsaRB hdMiE affbulaP fe@fEes Odtruddiyes CRXRARAL Q. PlirtRaraiar e,
firmvare, and software. The invention may al so be inplenented as

i nstruct i 6ModimgetaimeEhayoope. B omnane apilie dratvresglisediibed fasdihaim  whi ch nay be
read and execMhefsby one or nore processors to enable performance of the

operations described herein. A conputer-readable nmedium may include any
mechani sm f or 5ttbe fallgwing description and claims, the terms “coupled” and “connected,”

along with their derivatives, may be used. It should be understood that these terms are not
intended as synonyms for each other. Rather, in particular embodiments, “connected” is
used to indicate that two or more elements are in direct physical or electrical contact with

20  each other. “Coupled” is used to indicate that two or more elements co-operate or interact
with each other, but they may or may not be in direct physical or electrical contact.

As used in the claims, unless otherwise specified the use of the ordinal adjectives
“first”, “second”, “third”, etc., to describe a common element, merely indicate that
different instances of like elements are being referred to, and are not intended to imply that

25  the elements so described must be in a given sequence, either temporally, spatially, in
ranking, or in any other manner.

Various embodiments of the invention may be implemented in one or any
combination of hardware, firmware, and software. The invention may also be
implemented as instructions contained in or on a computer-readable medium, which may

30 be read and executed by one or more processors to enable performance of the operations
described herein. A computer-readable medium may include any mechanism for storing
information in a form readable by one or more computers. For example, a computer-

readable medium may include a tangible storage medium, such as but not limited to read



information in a formreadable by one or nore conputers. For exanple, a
conput erreadabl e nedi um may i nclude a tangi bl e storage nedi um such as but
not |i m two 20/Meadonly menory (ROM); random access nmenpCy/USRAMpsoIBgNneti C
di sk storage nedia; optical storage nedia; a flash nenory device, etc. Many
peopl e engage in a variety of activities that tend to forminto natural
clusters. For exanple, a professional's |life may be clustered around work,
famly, and personal activities. A teenager's |life may be clustered ar ound
school , f&MYIRMENROM)enrfiom grcesemiemery RANLE sagagficlisk storrge gredig: ar ound
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many peopl e ut. the inventive concepts nma our, or
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illustrat %réab@tsﬁpe@éoﬁ%tlﬁé S0 & t0@CHil Yt 188+ reEh?e]éQhe@e &&@éﬁu@ﬁceﬁ he three possible
areas of a professional's life: work, famly, %grsona The work node

enconpasses ti Rer xemplies dvice sy operaichit dﬁfe%bsn@? paeh SuGhRrotesf 2r evol ve
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It may i n\kod:p/up eittei Theecamallep boned I dssan example of an optimal number of modes
for many people, but the inventive concepts may be applied to two, four, or more modes
20  without departing from the basic principles described.

To illustrate these clusters of activities, take a look at the three possible areas of a
professional’s life: work, family, and personal. The work mode encompasses time at the
office or other places of work, and may revolve around business email and phone calls,
documents, expense reports, meetings, business contacts, etc. Some of these activities

25 may involve sensitive business information and therefore require a level of security that
isn’t needed in the other arcas. The family mode may pertain to a spouse, children, other
relatives, neighbors, and the children’s teachers. It may involve emails and phone calls
related to these people, and to school meetings, vacation schedules, social networking
sites, home maintenance, and related financial obligations. The personal mode may

30  pertain to individual interests such as hobbies and entertainment, and may be clustered
around circles of friends based on common interest profiles.

In each of these areas of life, people have different desires and needs and face

different constraints. For example, people at work demand a different level of technical



related to these people, and to school neetings, vacation schedul es, social
networ ki ng sites, honme mai ntenance, and related financial obligations. The
per sonal wodelwmyeipertain to individual interests such &sThiskimomsssand
entertai nment, and may be clustered around circles of friends based on
common interest profiles. In each of these areas of |life, people have
different desires and needs and face different constraints. For exanple,
peopl e at work demand a different |evel of technical support than peopl e at
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can be auto [ reven ted., The use of se corr.espondi ng to
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content standa C QT SRRt Al CRETGIR 110 }FREFCTESS B gt RO SIEHI%¢ e bet ween
t he nodes aldhencaReicatd Ras: 1%@41@@%@\@@ ra@ymdke dekinf sreik ustleRapeindg on whi ch
node it is in. This difference mpl ement ed by accessi ng di fferent
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user may be able to select which node the handhel'd device is to operate in

(and t her ef or e Thhererrtigneef thg dayjcs mpe be diffegent depiesdipg prewhieh mody it igiAd t he
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dat abases and applications fo area. This characteristic is referred
to herei namshcamx@xéfoyaMV@géé%rent CORTERE tENfeaperadiers. dmyarlsegi n by noti ng

whi ch of %El%o&iﬁl%ﬁ%‘ of‘?ﬁ? fivchill, HEVL (E?Ilak ge AME t AL R BH&I%Q‘R% dlﬂg expanded to
i ncl ude other 1 nternal operati onal Fcators as well. ﬂel d device
may al so dationate gakdtyindajdubtreiotswinplearat ¢idns/hadiédit onlieéted to), and the
device will apply the appropriate restrictions and access the appropriate databases and
20  applications for that area. This characteristic is referred to herein as “context awareness”.
Context awareness may begin by noting which of the three modes the device is operating
in, but may be expanded to include other internal operational indicators as well.
The handheld device may also automatically adjust its operation based on the
environment that it senses. For example, the device might automatically trigger the work
25 mode by sensing the wireless router used at work, by inferring the user is at work from the
time of day and day of the week, by determining its location through a GPS sensor, or
through other techniques of location awareness. Of course, these modes could also be
manually overridden by the user as appropriate. In a similar manner, the device may stay
in the same mode, but perform differently based on sensing its environment. For example,
30  if it senses it is moving at typical automobile speeds, it may provide traffic information,
weather information, data on nearby restaurants, etc. This characteristic of changing its
operation based on sensing the surrounding environment is referred to herein as

“situational awareness”. Context awareness and situational awareness may both be used



environment that it senses. For exanple, the device mght automatically
trigger the work node by sensing the wireless router used at work, by

i nferri ngvohleiluses1oi s at work fromthe tinme of day and aay/ustomwiesseek, by
determning its location through a GPS sensor, or through other techni ques
of | ocation awareness. O course, these nodes could al so be manual |y
overridden by the user as appropriate. In a simlar manner, the device may
stay in the same node, but performdifferently based on sensing its
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a multi -f%gt%e%ogloggndhel d user device that may have multiple sel ectable
nodes of operal%lon for different areas of the user's life, each node with
its own dat abaBg, | spplsiacatlii-dnstiophaitibrlénee doviaparcatdingnahbn eebddimatti ons, and
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shown with various. ca ents, such a t oychscreen t ouch-sensitive
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types of functionality, such as but not limted to: 1) another button, 2) a
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e i
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as well as wheth even  show up screen, nm rogranmabl y
vari abl e. f¥anéedouyslegtwint Their graphic image and their position on the screen, as well as

whether they even show up on the screen, may be programmably variable. Various soft
20  buttons may have the same or different functionality as hard buttons.

Although the illustrated device 110 is depicted as having a particular shape,
proportion, and appearance, with buttons located in particular locations, this is for example
only and the embodiments of the invention may not be limited to this particular physical
configuration. For example, in some embodiments the buttons may have different sizes

25  and/or different shapes than shown, be located elsewhere on the same side or on different
sides of the device, etc. They may also come in different colors. In some embodiments
the overall shape of the device 110 may be different than shown.

Device 110 may also include functionality for wireless communication, for various
visual, audio, and physical inputs, and for various visual, audio, and physical outputs. In

30  some embodiments, the device may use this functionality in different ways depending on

which mode it is in, and/or depending on which situation and context it senses.

Multimode Operation




buttons may have the sane or different functionality as hard buttons.

Al t hough the illustrated device 110 is depicted as having a particul ar
shape, prwpantow@mloand appearance, w th buttons | ocat edPCh/uysasowiocaskar

| ocations, this is for exanple only and the enbodi nents of the invention
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in sonme enbodi nents the buttons may have different sizes and/or different
shapes than shown, be |ocated el sewhere on the same side or on different
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communi cat e
software within device 110 rather than through external physical connections. Whether

the different virtual machines actually share portions of memory or other resources may be
20  irrelevant, since they have no capacity to know of this sharing.

Figs. 2B — 2D show various approaches in which the necessary information and
data is separated in different ways with or without the use of virtual machines. In some
embodiments, each block shown in Figs. 2B — 2D may be assumed to be a separately
defined portion of memory, (physical and/or virtual memory) that is dedicated to that

25 mode of operation, but other embodiments may use other techniques to separate these
entities. In some embodiments, a distinction is made between operational memory (e.g.,
RAM memory in which the applications are executed) and storage memory (e.g., flash
memory in which the applications and data are stored for future access), and each type of
memory may be treated separately for each type of content. Within this document, ‘access

30  limitations’ refers to limitations on which data, application programs, devices, addresses,
etc., may be accessed while in a particular mode. ‘Operational restrictions’ refers to
restrictions on what operations a device may perform while in a particular mode.

Obviously there are some instances in which a particular resource may fall into either



t hrough a network connection, except that the interfaces may be tied to
each other through software within device 110 rather than through external
physi cal wonnmcurans. Whet her the different virtual mackrCchas2@one®Rty share
portions of nmenory or other resources may be irrel evant, since they have no
capacity to know of this sharing. Figs. 2B - 2D show vari ous approaches in
whi ch the necessary information and data is separated in different ways
with or without the use of virtual machines. In some enbodi nents, each
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t hat node of operation, but other enbodi nents nmay use ot her techmi ques to
separ at e théewussrih¢ davigs can srceso e serepddierenplisation it stiondidved t¢ enterade bet ween

oper at i On%tagiﬁg% W}(&p&mble%‘e‘g{]&%‘?ﬂ% ot 'thr ‘M‘fr&ﬂ eI aBRAlid ﬁtn'lei?.e aar e

execut ed) and storage neno menory in pplications
and data aﬁ@gm2®nbd5®n¢ﬂﬁmmumgﬂdbo@smhmwamgnedqmmﬂmgenb®WMewmﬁy may be
treated sega&géq]y for each type of content. Wthin this docunent, 'access
limtationst ers to limtations on which data, application prograns,
devi ces, amnspssesiméhng anynhﬂeamgbsaedeMMk@mnmLamgamﬁﬁﬁmﬁar node.

Cperation estricti rer e rest ns on at Operatlons a
Goet o o SeisheR? it o e (s 8G S lfae e P i Bt st BRS i EREhE e some
i nst ances opératidniaCdstelctums tiis@indist GfROMAES s BBy ab@hd lihitdtongiitk ben tietaFgory, (for

exanple, if a spreadsheet functjop cannot erfo med in a particul ar
mode, 1t ,l,lfedme?%gncs%@g LBVt B{eQ}F?féhIE 6P st lﬁeé% Nl ogiREaitheet

appl i cat i QRow:Pin Fid. 28 § Ifstmilpﬁecbmgtaéd&eda&m%d%pa@teqwn aeoasstiRitbcgadsheet
application but is not allowed to enter data into it). This pOSSIb|e

over | ap d&xEah thepehdkaymagtcopapruglisafeionige pf jomte A the spie Fl%t? el-fevBedyihi zes t hat

some t hi nggpiE\hdt 8hdn rhcmeqhaﬁstokii%rcoﬁ}aéﬁﬁ@é&i{)hgﬁﬁﬁﬁg)'ft%reo@veh%u%ﬂﬁﬁé are
|nplenented [0025] In Fig. 2B, each be assuned to operate using a

di f f er ent Stiag atpAisEion axghtbgysediin maltiphy medes sTbﬁ othgrpteme Asted s cadigurienode may
al so hgve a}etlﬁ(e@% sPRE] a%tb'eﬁg"é‘épa'f'ﬁéér{d' 1§§ldt&p§0m 'sﬁlﬁlapwné in$ie (Qlfler%%ESaCt s, its

OoOwn access |n1tat|ons its own |ist of user pre erences, and its own set
of ot her {Ihisrggy begmplemsnteds fhrcsxemplerbyt dedicetdneta mmqunmmaﬂnmﬁdeg 2B, it

is inpli egﬂ‘ﬁ Hﬁrﬂ f%ﬁge %?e"v%ﬁ%ﬁﬁ dﬂ)g}léd?gﬁsr Biate! Hlmt#tn)ﬁs %slﬂ%][noﬁ%%\gtcd%rabases

even thou contain I cate copliés of sone sane dat a.
Li kewi se, ciadh male contained only in the memory dedlcated to that mode. While this approach

maintains strict separation, it may make inefficient use of the available operational and

20  storage memory. Although this approach may encompass the virtual machine approach of
Fig. 2A, it may also be implemented without the use of virtual machines.

Fig. 2C shows another approach, in which all data is kept in a common set of

databases, but each mode’s access limitations restrict which databases, or portions of a
database, the device may access while in that mode. There may therefore be no need to

25  keep separate copies of data that is common to multiple modes. Similarly, a single copy
of every application may be maintained in storage memory, but each application may only
be accessible to a particular mode if that mode’s access limitations permit it. This
approach may be extended to external access as well (e.g., contact information for a
person or a website may be kept in a single place, but the ability to contact that person or

30  website may be limited by each mode’s access limitations). Conversely, it may be
preferable to maintain separate copies of some things within each mode, such as user
preferences or some operational restrictions (e.g., permissible language in an email). Any

of the listed items of Fig. 2C may either be maintained separately for each mode, or



inplied that each node has is own copy of the applications software, even
t hough the sanme application mght be used in multiple nodes. The other
itens |isweadofoors7@ach node are |ikew se shown as bei ng PEpArsa0e/069%d7
isolated fromsimlar itens in the other nodes. This nay be inplenented,
for exanple, by dedicating a portion of nenory to each node, and having all
the relevant data, applications software, limtations, restrictions, etc.,
for each node contained only in the nenory dedicated to that node. Wiile
this appr HeHained inesPmgo8 ppeleyailblsdp athicheyer modereye slksizehiefarsess ént use of
the aval | JohaRReh AichAPhrodlids SAAPRTRIPLYe ot I AT s approach may
enconpass the virtual nachine approach o A 1t may al so be

i mpl ement ed wi Figol® shdve awepr@achwﬂw@urthmm @gledlaﬁgsha médewhatinot her
approach, i es, but each
node' s ac g@é%?%}%lgééngﬁgﬁﬁgg? }}ﬁ%ﬁ@}eﬁh@dﬁs gg%rggb Rk gfre fg‘ﬁ@?@ﬁ% of a

dat abase, vthigh roewviot be mleacm%emalhalnsnothDvmﬁtbetataThmﬂleatrmy t herefore be
no need t%mltate gns E’EQ %&a‘é[agh Cftﬁ otﬁeronflo esatﬁsthraé erence Iaynr)g érgt o%l tiple modes.
Simlarly, ‘f every Ilcalon may R ntai ned in storage
menory, bmetstreﬂohs mpﬂib lﬁmthrmmmy nmamn Ibyrriamtaalmensr%dﬂ <ﬁ‘ those amopar(hd cul ar node i f

t hat nobde' cess lim,tations rmt i S. approach,.na endedto
o o SRR R g Rad S U BTNt vk itk o R RPN 8 5T

website W&h}bdb@lske@itrolsﬁh@trﬁisfbgbﬁdalﬁi B®eesen it othdr@noal. | Whiye the nooat @Eligst hat

per son web bellmte each npde's access.limtations)

R omuoriae) PATPR: ey TN b TS oo R e 4 S B esh et Shir B oms ¢ hi ngs
wi thin ea%hddfﬂﬂ@fou&ﬁ%déiﬁqaylﬁ@ép sREEhiRY BNHE Sthef mSQIEmAPRmaleir&idlts foest ri ctions
(e.qg., permSS|bIe | anguage in an email). Any of the listed itens of Fig.

2C may ei tiHss r%@f?ﬁéuf%ﬁhﬁ@@%@wﬁ A MY fegnt %rar@ﬁctrﬁﬁelbreqw%Th% KuARd in a
conmon  poQloda Vil laRBRank® thMHaE ENRat AR UGS, B B RUERAY tZRFJHOWRIEE BDdes T
dependi ng on whi ch approach s deened preferable inh a given embodi ment .

Fig. 2D sHhavisecesss sppriefatsrouigesh This peiipach ninydenplita e ndntepsnge ofvdeed node)
that Hrsov'e%%éﬁé‘%EﬁhJ) b?%@épﬁﬂg allftﬁé{t 1ﬁf'8ﬁna‘?1foﬁ‘ﬁ{oﬁefy1é%€ modes. In this approach
the fourth node, may not be visible to the user, nmmintains control
over the data, Ragﬁpdlﬁswf wbigh apprpwhtlfawd)rﬂse pasnters, ihdaxese acchotbér fugionl her nodes.
User pref I t L f ee nodes
oy be mal%% t%?oﬁi%@t{ ’tf%ﬁé ac%&% fh%J !ﬁgghg arnr% géésrgt%ogal rQﬁﬁctf §2§ o Qa?ch thdgfmsg% under
control ofstotddenflewutdandfodmpartmﬁnmm parinod korthat theyt ¢ro bb@cnesded and/or

changed only from the appropriate mode. This information may be stored at the operating

20  system level, or in some embodiments in hardware (e.g., a SIM card or an embedded flash
memory). As long as a single user is controlling all modes, and keeping the operations of
each mode separate according to that user’s wishes, normal security protections may not
be necessary to keep the access privileges of one mode from intruding into another mode
in an illicit manner. However, if multiple users have access to the device, security

25  protections may be implemented as needed (e.g., entry into the Work mode may be

restricted with a password or other security feature).

Mode Selection
Returning to Fig. 1, buttons A, B and C may be used to select the different modes
30 the device will operate in. For example, if the user decides to assign these modes to his
Work, Family, and Personal life, he might assign button A to select Work mode, button B
to select Family mode, and button C to select Personal mode. Pressing a particular button

may then cause the assigned mode to become active. In some embodiments, text on the



node al so controls the transfer of data between the other nodes. Wile the
nodes of Figs. 2A - 2C may each maintain a list of sone of the |[imtations
and restrwotoonms7éihey operate under, the fourth node nmapCRASPoSO6Iy2ti sts
for the other nodes, may handl e requests for those resources fromthe other
nodes, and may grant or reject such requests. The fourth node may al so
change the flags, indicators, lists, etc. as necessary to nodify which
nodes have access to which resources. This approach may sinplify the

mai nt enand&PBY e cach deHompae indigate gdichypodedespigeddp that gl&toni #dhGigi on in

one pl ace., ;1 Regahdk&SS cQiontd @hscapRioach is used, the pointers, indexes, and
ot her functional 1 ndicators that define access |limtations and operati onal

restrictions fbptedemaythdes hnstpnyde usediostnplnsdect 2 gde bahriovnpdtonment al i zed
manner, S r&ﬁﬂ%g&n@%ﬁioﬁ@fﬁa#’%l&&&gﬁ&‘?% &E}g\(cﬂﬁe ﬁfﬁg@&%ﬂty%ﬁ k%sd 5@ 38

appropriate no I's information may be stor at “the operating system

| evel , sor idcagownirenisvdiageeh mddn tHrapdwaons Wil begin, aad Bi Wheangs ehether embedded
f as.h nenorr{dt)l—'moﬁ‘g P]!oe?ﬂ%naﬁll Be g'a%%'d.e THR &k alngefcf: f(l)l{l]ét{ogéli,lg}ll quy ?cle L%sgggr? s$dcha.n d
keepi ng the operations of each node Separate according’ to at user's

W shes, noliinglas sleciurdtioy optho pesy, ilensmiveryofnindes b éutt@cie peadcy, thonkeepof he access

privilege f one de fromintruding ipto angther node in anijlicit
Panner - PR S ey ke R el b BeRuS, TR e edhtur ¢y
pr ot ect i ondsllowayg davémphemipht kdusag needed (e.g., entry into the Wrk node

may be restricted with a password or ot her security feature). Mde
Sel ect!’on Ret uﬁ)rﬂqm‘j dﬂﬁlc?:is@freaf?’ g PRSFFLING Stafs, 45pelep flﬁ‘e?“lg?éﬂm{)‘b sel ect the

di f ferent imdRscH Me dea¥d 16 ehathdde 0081 @ tEthbibuttbR! TIEX Al mdyf bet he user
decides to assign these nodes to his Wrk, Famly, and Personal life, he

ni ght assilgplengatebhronsh sithes hardor st RuteBde, button B to sel ect Fanily node,

and button C t9) gelcelicPRNS MRy MNHQ-shbk FR& J19 shigRafhld itbAMaPYRlIQN My then
cause the assigned node to becone active. In sone enbodi ments, text on

t hedi spl ayhasdstise inethe porppspand g megre ishie ewptacesnily visiasldecatign wiBindghpagienuo t hat
button, anpg,thereby allow each user to custom ze those | abels. Not only may
t hese buttons be used to sinply select a node, but various buttonpressing
conventions may) HAthcslavichis iyg elecpt state epgenscresh of 4 single hod&bitenymaf awdkese but t ons

to indi Catﬂ%vég%hgt AW fl(ml@pa%e 9%%@@01%9&1&&%&&%” ations will begin, and in
sSone cases ether a

4) From either an operating or sleep state, a rapid double press of the same button
may place the device in a split screen view within the corresponding mode.

20 5) From either an operating or sleep state, concurrently pressing two of the hard
buttons may place the device in a dual mode, in which the user may interact with both
modes from the same screen.

6) A short press followed by a long press of the same button may call up a more
complex set of soft buttons for that mode, allowing the user more choices than are feasible

25 with only three hard buttons.

These are only a few of the possible button pressing conventions that may be used
to select a mode, a starting location within that mode, and in some instances multi-mode
operation. Other conventions may also be used.

Fig. 3 shows a flow diagram of a method of converting button presses into various

30  operations, according to an embodiment of the device. The method of flow diagram 300 is
general purpose in nature, describing only how the button presses are used to determine

what action to take. The specific action that results from particular button inputs can vary

widely depending on the specific design constraints built into the device. In some



mul ti-nmode operation wll be enabled. This expanded functionality may be
based on such things as the duration of the press, the nunber of tines a
butt on i swpnesgrd10t he nunber of buttons pressed sinul t 20EA$3009/06992E
sequence of pressing buttons, etc. For exanple, the follow ng conventions
m ght be used: 1) If the device is already in an operating state, a single
press of a single button nmay switch the device to the node assigned to that
button. This function nmay be inplenented through either hard or soft
buttons. 2mbpdimeps theas,desianicensirping a&q hasdywitedingo thg deiesr tIn peess of a singl e
hard but t Qp,pRheAVREE: LAGARY HEEbE FrobRRnkBl! &S RANAINSIIRAR R t he nost

recently visited location wthin the nmenu structure. 3) |If the device is in
a sl eep stansgraing mayrhy charesé bpfheasai hyyasionserabadunentn thedytteneike t he devi ce at

t he honme Q&%H%Smgbﬁ%ﬁ%ﬁ%ﬁgﬂ%ﬂ%@fﬁe foé}ﬂowlﬁ{ggm ei ther an operating or

sl eep state, a rapi e press o e same button may pl ace the device
in a split screerhich bwowniitiressed, he correspondi ng node. 5) From either an

operating or sle st at oncurrent | ssing.two of the hard buttons nmay
pl ace the devi %%%Pertlheém ﬁgﬂl&r}lﬁtalés; ar?Rre\%ﬁéflgﬁﬁ?ﬁaén uger may interact with both
nodes from t hecsalmehes drieesingl&presds & haequeptead snultifld presds, byd a | ong press of

the sanme butto call up.a nore conplex set of soft buttons for that
node, al | owi ngg)ttﬁggﬂgtéorn%%lpé?ﬁgi ces than are feasible with only three hard

butt ons. TheseThd groeR$ sapbdematBh o txhen o sisvibd &tdatstthan bpfi@slgk Bgenconvent i ons
that may be used to.select a node,. a starti cation.w thin that node,
and i n''soRESi sty %WP‘E‘ W?%Brage%gﬁﬁﬁe%?ﬁ% hg‘?SGBB%té%‘P MB%&5hmy al so be
used. Fi gde@ctShawe tianfdn@Buindgpame@findliRLAA BfsoM0BMBsdimBls Ik t ON presses
into various operations, according to an enbodi nent of the device. The

met hod of g of thgpath (30 0hqvsloge Hisbyitoniy prssise) is detremipgdeat 348s®y i bing only

how the byhkiefaRh &HSOP sIRh€reks Gthy be dHBARABEN il Abn AGEdsQRede@ing 8ke. The
specific action that results from particular button inputs can vary w dely

dependi ng PedeterRinehlergth pttiekefes thedmiter dirleedand o shast e met Fesadde. | n
soneenodigi® BlegetERe 1R SNinkONR 5Al GhSoddh &Rl Sukbd-Fidsd iffofndddg device. In
SOme may be recorded using instructions performed by a microprocessor, but in other
embodiments a state machine or other hardware design may maintain the information until
the button pressing sequence is over.
After the button is released, a timer may be started to see if another button is to be
20  pressed as a part of this sequence. If another button is pressed before the timer expires at
340, the operations of 310-320-330 may be repeated, and this information retained along
with the information from the previous button press. If the time expires, it may be
assumed that the button-press operation has been completed, and the device may then
determine which action is to be taken as a result. In some embodiments, the device may
25  refer to a table that converts button-press operations into related actions, as described at
350. Other embodiments may use other techniques. Once the indicated operation has
been determined, that operation may be performed by the device at 360. Such operations
may include, but are not limited to: a) going to the top-level starting point of the indicated
mode, b) going to a point of the indicated mode that the device was at when that mode
30  was last exited, ¢) going into a dual-mode operation, d) going into a low-power operation

to reduce battery consumption, ¢) etc.

Cross-Mode Communications
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enbodi nents these constraints may be progranmable. In sone enbodi nents

t hese constraints may be changed by the user. In various enbodi nents, the
butt on prwexo0warv@Ent i ons may be based on one or nore of PChaStb@vloemeng: a)
whi ch button is pressed, b) whether nultiple buttons are pressed at the
sane time, c) whether it is a single press or a sequence of multiple
presses, and d) the duration of each press. The process may begin at 310
when the device detects that a button has been pressed, and which button
was pressed i s!epwetsey agepagpion ofithe gwailsple daiei cRECtRyCUTts Sicdlstwesn i f nor e

t han one %@&ﬂ&eﬁtﬁndﬁ"e?ﬁ%%ﬂlﬁde%’éﬁl@@%%éo\‘ne JrthQMRnEITRRAL Bk S the

duration of the press (i.®e.”, howlong the button Is pressed) is determ ned
at 330. | dupizatell betvaen maddso Byt wsomp gstangss asmayrbgddswablé wtantegthested, with a

I ong pr es%lat%élﬁﬁ?ﬂfhﬂg r&rfetib ﬁisegtgrlmo%oqe ﬁ]gltle{"lﬁ&ie Jtlﬂ‘[ggalgg{lgl g&' éJt ton is

rel eased, an press’ not excee et ermne ngt h of
time. bn smmnbnbumnrfmn @metrmds thatotlen- I@r@s@pﬁnf opematonahe ney Mo ke or ded

using i nstruqtl ons nper f.or modegnl% g&lerctess but 'tn ot her enbodi nents

tancous entrigs 1nto € 01.0 ratlon euser a
a state machi ne “orf ot her har war & deS| R% Aor mation until

t he butt omramfﬁssﬁongatﬂ;)e@amerethem@mdes ué@ﬂagerdratgkvmdbimlimmut-amdltmhteased a tinmer
may be started to see if another button is to be pressed as a part of this
sequence. P MHot her button is pressed before the tiner expires at 340, the
operations of BdthsudcBals maybbeseld @peah®l certundlflbwd o ihfofrdtivat Fon r et ai ned

along W th t information fromthe previaus butt the tine

expi red ef‘a’ﬁlﬁ?/ theusgsapnplionsd ke ‘E{]I?%SE‘}H“ F%aé’songf&ﬂf‘éﬁoﬁ%fﬁ “L?a[% been

conpl et ed peanshl bdee %avm&@foﬂmérgohﬁnnda@&@wmﬁowuﬁlancaﬁetrlesaﬁnm@ at 0 be taken as
a result. In some enbodi nents, the device may refer to a table that

converts HagwRsHt Bﬁ)é%%albwﬁé&'Peotf%wﬁeﬁ%fera%Séwl 5ot ton¥ orkgeodgeldt pphed at  350.

Q her enbegbW&RINbBe T8 it $& MBS udt® 5Hal BiRSereiRE forl uagacilﬁa@)@;ogﬂat@mratl on
has been determ ned, that operation nmay be perforned by t devi ce at 360.

Such oper &dwersplagsy T Hél angther xgmpler & Mg oe PPyHblety cpist coal}acg@f%@atﬂ@ fohe
tOp ! el\§6| a%h?tBﬁléﬂgtogﬁE \Worlﬂ%o&ehﬁtab@sg"tﬁﬁ%h%garﬁpgl%rn@)lorgﬂh)nge ISrthﬁﬂeQio' nt of the

i ndi cated node that the device was at when that nod
from being simultaneously entered into the Family mode database. In any transfer

between modes, the transfer may be logged for historical or security audit reasons.
The actual mechanism used to transfer the data or software internally may depend
on the structure used to keep the modes separate. For example, in the approach of Fig. 2D,

20  the fourth mode may simply modify the relevant restrictions for the receiving mode
concerning the now-shared information that was already in the fourth mode’s database. In
the approach of Figs. 2A or 2B, the receiving mode may store the received information
and update its own list of restrictions/permissions as needed. Other techniques may also
be used as appropriate.

25 Fig. 4 shows a flow diagram of a method of inputting data for multiple modes of
operation, according to an embodiment of the invention. In flow diagram 400, at 410 the
device is placed into a multimode state for data entry, with the particular modes selected at
420. This selection may occur through any feasible means, such as the user pressing a
certain combination and/or sequence of buttons, or through some more automated

30  technique. At 430, the selected modes may be displayed on the screen to affirm to the user
which modes are so selected.

At 440, the device may present a format on the screen that is suitable for the type

of data to be entered. For example, a scheduling format may be displayed to enter

11



was | ast exited, c) going into a dual -node operation, d) going into a

| ow- power operation to reduce battery consunption, e) etc. Cross-Mde
Conmruni cawopaneV1d7610st cases, a separation of the avail alpCe/usat/o6mont act s,
security, etc. between the different nodes is highly desirable, even if
sone of the content of those things is duplicated between nodes. But in
sone instances, it nmay be desirable to enter the sane data, limtations,
restrictions, etc. into nore than one node at the sane time, or to nove
such i nf ocrgRdapeynisophanqBtagigaiermaionAgnemay badisnieycd ypentgftheoppeilat i on, t he

user may QRKSSHMYTBAEPHR nRD bk hES iﬂf%ﬁti%ﬂ%rh}ﬁ?bé@gﬁa%g% lexaRpg her type of

operation, the user may transSfer information between the two nodes using a
dr ag- and- difopnagion.c Whem thd -dpta diesebasp entaieil a1t SOPde diaed ragy aphbydkas datayo the used to

prohi bit ¢gertal oS, .nf 1080 TR ox8 ofhh8vid may be al | owed
to cut-ang- Sfé%%sgfolt n?%ﬁn%%ﬁlégﬁd%%%r@?{ rm({jeé( %(to eoﬁsoonggﬁyln% gt but not from
Per sonal nmfdenation Way Keprend en thestragiok head tekeapphemodesderumtent nay be al | oned
to be transferged.from Personal de to r k de, t.not allowed to be
used i vor k- nbes tisee o G IR Rl B YOt PRI a0 o0, o i
t he wor kplameding 1o astenibbdiarot didhc iexarnpd. eln flow diggyrarh 0@ asSidtheudcoschntser

contact information for .cust r into e Work node dat abase, but the
s i n ot girdany tas BB HRuRRE R P AR g KRR S AE SRS Eht or et 1t o
t he Fam | vispig€orthat 41326 eln sbie amyodimaimns 520 ahesdteesy taidedled t he transfer may
be | ogged for historjical or securit .auldit reasons. The act llja| ﬁr.echani sm
used 9 t FEHLPRRRUIKSOGRRRPE DYLSIE RAPRICHIAL RIHRAIPTSS PRIy CHIOBANTFIGhRiRR

st ruct ur e nugedwlithckBemydihe theRgiascisePddlSsteroferawanmpl e, in the approach of
Fig. 2D, the fourth node may sinply nodify the relevant restrictions for
the receiving Ri&Eebmeerllimipytinaatiore Buisr suted frr dHraet oivet Hatanas al r eady

in the foupidy RDERr 1LRAURDGSEof dufd 1§ BEUrARRIRAGHs Glay Eﬁtgﬁlatic?aﬂ%r Wlectbhe the
recei vi ng m)gqef rrgé store the received informati on and update its own |i st
gRpEF

of restri &eitéen pcsaptipg Sablyphefeldad! SI: mblieradnibqiesmaifleal 98 be used as
appr opys! att)epe oli_"dg]folaf’ fo?BQtVQ 58 {el. O sg cA&had!) £a tﬁen%fl E}B %e%fartfc?lgycﬁlattd L) data for

}
mul ti pl e nodes of operation, according to an enbodi nent of the I nvention.
In flow ditlegfammatdo cither capg.Ohe $ebected format for one side of the split screen may be

duplicated in the other side of the split screen. At 540, when the user selects the data to be

transferred on one side of the screen, the data may by copied onto the corresponding parts

of the other side of the screen. This transfer may be initiated through any feasible means,
20  such as a drag-and-drop, a cut-and-paste, or other technique.

Once the data has been transferred, the user may initiate a data save function at 560
to update the database for the receiving mode. Depending on the mechanism used for
accessing common data, this may involve storing a copy of the data in the receiving mode,
or may simply involve updating pointers to a database shared with the originating mode.

25 If there is more data to be transferred, as determined at 570, the flow may return to
530 (if the new data transfer requires a different presentation format), or to 540 (if the
presentation format will be the same). Once all data has been transferred between these
two modes, the process may exit at 580. In some embodiments, different data may be
transferred in opposite directions from the same split screen format, simply by designating

30  data on one side of the split screen as the originating data, moving it to the other side, then

doing the same thing in the opposite direction for other data.

Context Awareness
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device is placed into a nmultinode state for data entry, with the particular
nodes sel ected at 420. This selection may occur through any feasible neans,
such as twe 2Ber7gpessi ng a certain conbi nati on and/ or ®equSA@L/06§92DUt t ONs,
or through sone nore autonated technique. At 430, the sel ected nodes nay be
di spl ayed on the screen to affirmto the user which nodes are so sel ected.
At 440, the device may present a format on the screen that is suitable for
the type of data to be entered. For exanple, a scheduling format may be

di spl ayed to eRPEEPEAMEIHR I\diistth a8 UsgrachVito e Yariing RYFFEGONISHL FGHEREE nay be
di spl ayed {9 SRt FFehERRL mALHHE G Iséb{peﬁtnﬂ}fﬁlsﬁﬂ proviSor PR e A& AW

information, or may be a change to existing information. Wien the data has
been ent erfwtlamalmsedmh@iémdeewamm Vf thdvaper id sy mettoparfremdativviteises f or

all of t h?ha% glje%ﬁggagg%fegﬁ a@(ﬁhe‘%%de Ihﬁafff@&hl C}H@%@ng égittcﬁlgfﬂ% :?1!19 t hat

i nformation may e structure use es separate.
Fi g. 53showged aivhonesdimyrbmegtndwetbbdyoud hesetsimapls intarprietagordat a bet ween nodes,

according to a o i ment. of the.i RyEnt di_ agram 500, at 510
t he user sel ec{)rsheg%e RO “HSTREFS lsneaﬁg%%evllcﬁ nto{%sewlck]g\t/&émtcrgcmg{é and the
devi ce pr estviics, (Brhseq@pntec[fastdmmhthdMs}nhﬁmrremtymfoamn@mterthmem]m

oalrg mener RV s Arg A a ad8 BRI ET R T R LREY Uhrp bR BHET 1 Y be

i nvol ved ibasct A@latapdst bf §picaldnn@abehalloanad een @pematidaln beddhs eatieng fdry pes of

di splay formats. are better sujp ted for different types of data. Wen the
user sdl e@PSPRNNE) “’Eﬁtloaé?flé 36 OBET 19ty jey- e 9 syEm IE gthFrHW Kotottet i cal |y

sel ect thes@%sdfcﬁ@émvfe@rthmea&ema @Gtohﬁﬁéal%%@@n ardhaiodoflocd 3dvie
Al ternately, the user select t di splay format at 530 (e.g., a

spr eads heéltefterasﬂah%twéﬁl%lﬁﬁ FndLPﬁOWﬁléleﬁéYatﬂ?@E iragack) dreater fiof ot daxt andgliveef 1 n

ei ther casgyidR@cwelopedds {iRIRlablcovaRe ISthd&cPinghiRg aBfl: ke sSftF MY be
duplicated in the other side of the split screen. At 540, when the user

sel ects t Mevigmat batiery. Bie deyigh@prepiceat o oplysugp batiry elifesesbitalsgant he data may
by copijsed .QRhQe Bﬁ]%mgfafng%% %}?ﬂfe&gr Efh Bﬁse%raltd?ﬁ*er@ﬁt%?érat%ﬂé @haPthe u'é‘é% screen.

Thi s transfer be I niti t hrou f easi bl e neans, such as a
dr ag- and- dﬁeqqmntlapermrmanmq@aﬁr@eexampleotf H@ruscrereqwtqeleon trcteenk Netethatidohas been

transferr %gt’ernguﬂghlg %ﬁﬂenmohrﬂlbglaf%e th@‘ d%&e@%ﬂﬁ) Jn%@ge%] rgﬂo ac?(nglt to update

t he database for the recerving ant smused for
history to determine when the next pay check is due for automatlc dep051t Wthh

reoccurring bills will be due before than date, how much money the user will have for
20  discretionary spending based on that analysis, and a history of previous discretionary
spending.

In each case, the device responds not only to what the user requests, but also makes
some assumptions about what other information might be helpful to the user that was not
specifically requested, and automatically attempts to obtain that other information. The

25  device may then present this other information to the user and/or the device may take a
particular action, although the user did not specifically request either the information or
the action, and this other information was not necessary for responding to the user’s

request.

30

Situational Awareness

Situational awareness is based on the external environment surrounding the device.

The device may obtain information on its environment through several mechanisms, such

13



accessing common data, this may involve storing a copy of the data in the
recei ving node, or may sinply involve updating pointers to a database
shared wwb 20toe4o610gi nat i ng node. If there is nore dat aPCo/useomnedvst erred,
as determned at 570, the flow may return to 530 (if the new data transfer
requires a different presentation format), or to 540 (if the presentation
format wll be the sane). Once all data has been transferred between these
two nodes, the process nmay exit at 580. In sone enbodi nents, different data
may be tr &hBftéwl EnitgdioohhoSPP ayseint BcleicHnige fth BiisicAblogding it Or Bigfceen
format, SiRb ¥ skihs 405dGRAL icht AALRHANE FivilRIQ! advii&s sRifnjScr een as the
originating data, noving it to the other side, then doing the sanme thing in
t he opposicvamyhicetemnirgrgef oF apimage refagritionCyntcanthat Angly eh e mpetit 4 lar eness

i s based . >t LY. [t b reness nmay note
whi ch of 9ﬁ%9?ﬁ?%gﬁﬁgﬁﬁé%fﬁﬁﬁﬁggﬁks35%§g?§§Pﬁ%“i§?§%§§§%ﬁ%€ide or prevent
vari ous f eoctaranaénity dbiasade mavenivat aniod erichticarod dtei deeicy;, 6)i fempéretugser i s
trying to perfonmackivifies Al aheronkYi Avdit ablke, Lo, anothen grde. !
may i nfor AWERE U§&F of “that conthi ct. BUP'CoNt ext awar eness may af so extend
wel |  beyordmblamebsienfihternahdrexprmt)ad dois evdiheorkéyfotnationnt et awar eness i s
that the device. notes what device activity (or activities, or sequence of
activitie§?HTW§m§§gW“P§wgbrrently perforning, deternines what other
activities theFusimplegiidm waoPS spstqpeaddar dipifiasiadap) thepidsite may datérinineof t he
user and/or. based a data@ase of %ﬁgic | huma bﬁhﬁvior, n tgen ,

aut omali ¢ {PCHEGHAPE L PERT RGN BTOVIng g VB ASUAYHT AgIIVRY SRt it 8hIDHCCY hose

ot her act ia¥deldr@foterk Blay EReARBs€ a shddeh, MeyhUisRactfeAY ESlctved bl iagddkg of current
novi es, the device may automatically begin searching for | ocal npvie

. D ng | :
t heat er s, MPVEMSH apd 2 patq @eee FamdbioleVice weamegaf Toabihs iqreaiion. thadaissr f or

that day, n@QeRrhingthaPin MOMDIIE BMUENR ob@firc@aAReCfudibepdMplil ARt BscfOVI €s. | f
t he user inquires about the status of the device's battery, the device may

present nétd BN te fcisne raph therdgviehmpyydeterpiine vdiighceipheas oyt itisof remai ni ng
battery | 'cﬁﬁexftl?rass%a%d WithSEVRRAL 1 A fh £ AR mARLEGI O8I thA1RdentiRE WRES

frequently perforns. In another exanple, 1f the user requests an on-1ine
bank st at éhreerehicteds Wetted-mi ne his current account bal ance, the device nmay

s due Tor Ut B PR T e A R e a0 e "B ore
t han dat e usdrowlace of]emp:lquermt Ianjei thereby detdrmireethyat tlfeglser is at work. The device
may then automatically switch to work mode.

20 In still another example, a user may drive to a favorite coffee shop, only to learn
that the shop is closed. To learn the location of another coffee shop, the user may use the
device’s camera to take a picture of the coffee shop’s logo, and request the location of the
nearest alternative. The device may then:

a) Use image processing to determine the brand name of that chain of coffee shops.

25 b) Determine the user’s location from the GPS system.

¢) Wirelessly request and receive a list of the locations of other coffee shops in the
area, along with their scheduled hours of operation.

d) Depending on the user’s desired level of automation, the device may select a
coffee shop from the list, or prompt the user to select a one.

30 e) Provide travel directions to get to the selected coffee shop. The directions may
be interactive, changing as the user travels to the desired destination.

In each case, the device monitors for environmental information. When the user

requests information, the device responds not only to what the user requests, but also

14



di scretionary spending based on that analysis, and a history of previous

di scretionary spending. In each case, the device responds not only to what
t he user wequsgmsqlobut al so nmakes sone assunpti ons abouPCEAESR0OLH®SR7
information m ght be helpful to the user that was not specifically
requested, and automatically attenpts to obtain that other information. The
device may then present this other information to the user and/or the
device may take a particular action, although the user did not specifically
request eiMakes sop@sURTEPHERPPEVIGE otherdnfaengtion mighide hpipBil i therser itbr mat i on
was not NEGessAneifi@ily E&%&‘Pé&?'hﬂhgquﬁo‘ihafti@aﬁg%%' 8 1§ SAME Bt oRbLibBEhARA!

Awar eness Situational ® awareness Is based on ?he external environnent
surroundi fesctl v thigeopyvicenmenpé mgendring. by doybicanay thenfryesepttthisnthon it s

envi ronnenr . I 4 not .| i m 1) a GPS
cyst em t o HerRH Alns BUFLRL o TRE A R D S TR et DR b A LB e to
det er msne dwhat specifishlessquest tho mikgmetionyrrted @gen.devi ces are within

comuni cation range, 3) an image recognition systemthat anal yses canera

i nputs, 4) an audi o recognition systemthat recognizes m crophone inputs,

5) sensors (e.g., acceleroneters) to determ ne novenent and/or orientation
of the device, 6) tenperature sensors, 7) etc. One or nore of these sensory
i nputs nay be used in connection with one or nore databases (internal or
external ) to derive everCombididohRkimmiSiiatdnaltAvearsieks oundi ng envi ronnent .

For exanple, fromits GPS system and igitize , .the device may

det erni’ne it iglgi pehorsd fgtw aGYre %me‘g'rogﬁg‘i‘wg ﬂﬂgﬁg%tﬁd"am aﬁgroad at

hi ghway s Baesdfnal TRareiRV ©8riSecRAGEAHIEH QORI @RS toMYEnitgihcEENIR: BvSudaen,

hi gh-i npact force, fallowed a lack of novement and a static inmage from

the devi cén thedliniptgd floy dintam Q00; the spatt cbthe dees iy spratedliyniddeditn ne t hat

an aut onoipk & IGERERCKAAREINE the oPEhBEns Ak HHRIYCrR] RARELAE Wilié Hser and
failing to receive a reply, device may determ ne which cell phone tower

the
it is curmel §s hssopptivaoniar. thadavieadqcraines g @18 vethautheiraniell bdi st r ess
cal I tfat rélQ@@lin'fcfrhﬁﬁoﬂl’\ﬁlgtrc%ulh}B?%Jié/egﬁ:cb%e% dn%hd &%ﬁﬁ‘g{lte{(tﬂ émpihla%vi%arml e, the

device may sense wreless traff roma server s '
seeks that information at 625. This related information might be contained in the devices’

own database, or might have to be obtained from external sources. Once obtained, this
related information may be stored in the device’s database at 635. This stored information
may or may not have current use, but can be stored in case it becomes useful.

20 Concurrently, the environmental sensors may be used to repeatedly monitor the
device’s environment at 610. As the environment is monitored, the device determines at
620 whether there might be related information that could be useful based on the current
environment. If so, the device seeks that information at 630. This related information
might be contained in the devices’ own database, or might have to be obtained from

25  external sources. Once obtained, this related information may be stored in the device’s
database at 640. This stored information may or may not have current use, but can be
stored in case it becomes useful.

The process loops at 605-615-625-635 and 610-620-630-640 may continue until a

triggering event occurs at 645 or 650. A triggering event may be any of various types of

30  events in which the user requests information, the device initiates an action, an alarm is
detected, etc. Based on the triggering event, at 660 the device may combine and/or
correlate various context and situational information that has been collected. Some of this

information may have been collected as a result of continual monitoring, and some of this
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user's place of enploynent and thereby determ ne that the user is at work.
The device nmay then automatically switch to work node. In still another
exanpl e, woussri4ndy drive to a favorite coffee shop, onlPgTius2000@69921 hat t he
shop is closed. To learn the | ocation of another coffee shop, the user may
use the device's canera to take a picture of the coffee shop's |ogo, and
request the location of the nearest alternative. The device may then: a)
Use i mage processing to determ ne the brand nanme of that chain of coffee
shops. b) Detmgtiah gy hive hggepolisctedBgespgnscerty  Hiar Feuespe dayie asHone Aflgy r el essl y
request aegmsﬁﬁl%yc\s&elanﬂg i véfoul REorhBGAE LRNSviEE mRY RRE 2E QLR S @RSl N the

ar ea, along with their schedul ed hours of operation. d) Depending on the
user' s dewoptlaginfapetionnfA gempamadtion wotlddcedepictat waynfemiadion toghewfef,dvt shop
fromthe | gﬁﬁ£ vel
dlrectlon;&ﬁngghngg e %gﬁgg§ dm%§ g%ﬁéﬂyﬁwggﬁ%’ﬁ%ﬁgéﬁygﬂg(%%gt be
interacti \r@notcﬁlamgatrtge aprinheonmdecttd ad prseittal e Wesih tledsediesefi nation. 1n
each case, 0 trgt?ons ?svrllocf ﬁm@cp £0 c SpGCl?lC 1n%5]r\r/nla Qs netsf%d b eourser:rra ;[1 Irqn llwi]tg@ the user
requests CRESTHRLS S deviPee resp nds’ nd only 2 emliser
requests, t@mﬁnahﬁ@mhmesmsammyasﬁmﬁmﬂmmmssahpmnﬂwhamnnmhﬁrhnmﬂmmnation m ght

be hel pful to the er that n specifical. reguest e an

out o1 oA PR AREERS 1) RoptIR O B R R B iload B e« ne
envi r onmenkehl bapdai dn@hd Meprmdtig thka wag eeqi@yedtbyahe meaﬂIHasddMnSraﬂ{mﬁe r
information to I? ser_an /ér th q$VICE ma takg articul ar action,
al t houdh tHBIGskferiflriegmed selaiqnshiny hehveca hf il“eftﬁ MHHBGRHETEN or the
acti on. Couriniifidn CoRdsexdlatididhipsirhayaeibagalon Avalsenesst Hiitry, & dbawpsa flow
di agram of a pethaod of using both Context. Awareness and Situational

Avar eness r¢8Tde PEsEEFICah Oaéﬁneéﬁ#ly ageep 5 By IrY naNSe AHEIMAYHIUN t he

I nvent i on.acditidshé dnldakés tir@becbisow di agram 600, the context of the device
is repeatedly nonitored at 605 to keep track of the node and the operations

that the user [SMyEIPEIEENHORCONPH ARRDCSHBRESituponghavaEnstsaRay Besiserbni t or ed,
the deyi ce,dglei,m ?aﬁ&mﬁ%@oﬂ&lﬁﬁﬁ@l{m@ her&. rﬂ)gsféﬁsupgethé gh@hgd information

that coul d be usefll based on the current context.” If so, the device seeks
t hat i nf orcndtdnegnia andgRBIbIRY t@atrleﬂoml@@nmnﬂldhmwmteeshofmugmt oberaéemtmthaed in t he

devi ces device, the device may initiate other operations that were not requested by the user, but are

based on assumptions derived from the environmental inputs and the current context.
[0056] The foregoing description is intended to be illustrative and not limiting.

20  Variations will occur to those of skill in the art. Those variations are intended to be
included in the various embodiments of the invention, which are limited only by the scope

of the following claims.
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own dat abase, or mght have to be obtained fromexternal sources. Once
obtained, this related information may be stored in the device' s database
at 635. TWp=0st@rad i nfornmati on nmay or may not have cur PemusSe@e/o621 can be
stored in case it beconmes useful. Concurrently, the environnmental sensors
may be used to repeatedly nonitor the device's environnment at 610. As the
environnent is nonitored, the device determ nes at 620 whet her there m ght
be related information that could be useful based on the current

envi r onmenYhat jsicladged Bhe devi ce seeks that information at 630. This rel ated
information m ght be contained in the devices' own database, or m ght have
to be obtained fromexternal sources. Once obtained, this related

i nf or mat i dn majnBepasttey, eenprsinghe devi ce' s dat abase at 640. This stored

information ma : r- in case it
beconmes usef ul %(h%légg%%egtginslp@ggcﬁglgg{lgg&g?%?%?\g%@-aéggogﬁﬁﬁ%\ﬁ%ﬁg20- 630- 640
may cont i epeatgm ady o thre¢ ggéssi ng event occurs at 645 or 650. A triggering
event may be any of, ¥ar) oUs YRGS QhaGUSIs ahfichlk Mt S suseh. fequests
information, the device |n|t|adtes an action, PRNTAIErm i's *détetted, etc.
Based on tdiféerémt frgoehd degabasemt] ap@icath@i of the otewvmodesmay conbi ne and/ or

correl ate various context and situational.informatjon that has been

col l ected. Some of YRI€E &ﬁ??gﬁnﬁfﬁﬂ%ﬁg‘l\?@tB%gg}?n{c%?alué%rtsea&“g “a result of
continual nonitoring, and some of thisinformtion may have been coll ected
in response to E user regule.st or, devic aat' on. After conbining/correlating
the vari ods i nfBFHRERTBH OF el heticgsdn ?f‘ﬁﬁn’(o K BASFAPEEE [BHCUS @R Bhsed on this
i nformati @RternAl &ATEEDATe aCkisMle WAk bvRS thrOudh@saat céhuiibdtehdat i on to the
user, but the device mght initiate another operation not directly
involving the user. It is inportant to note that that the information

col l'ect ed3and presRpRagE of Bath e WRRYNN bddh tUS haRE Lsc RErRRGdhivaRs 1S not
limted to the specific information requested by the user, nor is it
limted téermifolerat pesmiseinlgin decumepte gengrafed withip fiejmadet he user' s request for
infornmgtion. It includes information that was not requested, but there is a
probability that the information will be useful based on the information

t hat was requeSheabpbiptus kéclaivet, vdtbithersk thodphasayrscionuaic listpif Pwal] contectsr r ed, or

| earned r i i - L E sted and non-requested information.
These rel g%a?%ﬂﬁgﬁﬁ%g%ﬁﬁa@ﬁiﬁﬁggggE@%l%tel?ﬁ% user's past history, on the user's
recorded preferences, on generally accepted behavioral norns, on conmon
human 5. The apparatus of claim 1, wherein the modes are selectable by the user based on

20  pressing at least one of multiple soft buttons on the device.

6. The apparatus of claim 1, wherein the modes are selectable by the user based on

touching at least one of multiple hard buttons on the device.

25 7. The apparatus of claim 6, wherein the device is to interpret a button pressing
sequence of the multiple buttons, the interpretation to determine which button is pressed
and at least one other factor selected from a list consisting of:

a) whether the duration of the press exceeds a particular time limit;
b) whether the button is pressed multiple times; and

30 c¢) whether multiple buttons are pressed simultaneously.

8. The apparatus of claim 1, wherein the device is to use context awareness and

situational awareness to operate in each mode.
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activities, or on other simlar factors. In many instances, both context
awar eness and situational awareness may be used together to trigger

aut omat edwopercatsiaan i n t he device. By sensing the exterral/useamneyent , and
conmbi ning that information with the context of current operations in the
device, the device may initiate other operations that were not requested by
the user, but are based on assunptions derived fromthe environnental

i nputs and the current context. [0056] The foregoing description is
intended to be illustrative and not limting. Variations will occur to

those of skill ThiladBGaROE clail{PSheledl fh@ﬁé\%ﬁla@h{%dtlp'f@lﬁﬂ@ﬁsdtots@tea%vhhd’l‘lc' uded in

the various enbodinents of the invention, which are limted only by the
scope of mmemmmndmgtmhaapmtmthaen@deaphwnrs. 1. An appar at us,
conprising a handhel d el ectronic device having a touchscreen and a radi o,
the device to operate in any of three nodes; wherein each node has a

dat abase dfid apphéthal tongisingat are separate and different fromthe database

and appl i cat | onsltc%f taql n(%[epcf’\ elecrtrr% \{1 F 5n%|2ne (%a,'é(r:ahglogq(%%d J agnao*hre]:rs to a
di fferent segnent user s ac us of claima1l,

wherein eaphamndemhas separate restrrctrons on mhat external devi ces are

accessi ble to the device rou h W reless.c cations The apparatus
of Cclai m 1, vhEpEeR Bt Rodree ettt BT S PR RSP R b St oREr b nol ogy
i s perm sshdphe sepmrai@mmmtﬁéﬁntg“ﬁ)ﬂemattaﬁbam tabders lirhieatiohy end éperalibgalappar at us of
claiml, wherein eac&hqp F separate list of emani|l contacts that are
accessibl SRR Y sahtithiy & node. 5. The apparatus of claim1,
wherein the nodes are selectable by the user based on pressing at |east one

of nultiple soft buttons on the dev The apparatus of claiml,
wher ei n t Hé& nodbsmgthad %@leeﬂ&bwéerey Stlﬁéwﬁ%héltg ip REEIMEHh by BigeTHER At | east one

of mul ti ploge hahdliPehhAPatOR daltke BV @it aré deslBRtANBFhAUSiefing! 2l M 6,
wherein the device is to interpret a button pressing sequence of the

mul tiple buttons, the interpretation to determ ne which button is pressed
15 12 The method of claim 11, wherein said switching comprises:

detecting that a first of the multiple buttons on the device is pressed;
determining that at least one criteria is met, the criteria selected from a list
consisting of:
a) pressing a second button concurrently with the first button;
20 b) pressing the first button multiple times; and
¢) pressing the first button for longer than a predetermined duration; and
entering at least one of the operational modes associated with the first button,

based on said detecting and said determining.

25 13. The method of claim 12, wherein the operation of entering is selected from a list
consisting of:
a) entering a mode associated with the first button at an initial page in the mode;
b) entering a mode associated with the first button at a same page the device was at
when the mode was last exited; and
30 ¢) entering a multimode operation permitting a user to access two of the modes

from a same display on a touchscreen.

14.  An article comprising
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and at | east one other factor selected froma list consisting of: a)

whet her the duration of the press exceeds a particular tine limt; b)

whet her twe 2bwv40610i s pressed multiple tinmes; and c) wheChas2emilosiopt e
buttons are pressed sinultaneously. 8. The apparatus of claim1l, wherein
the device is to use context awareness and situational awareness to operate
in each node. 9. The apparatus of claim1l, wherein the device has multiple
buttons to select which node to enter and at what point within that node to
begin. 10. A neeppeRiterderfsble siorge mediumcthptisgniaing gyevcdions. aihebryhshi ¢ devi ce
fromone QRekRkibOBAl oL ol RAAQTAGK ifiRFARKE Dl fRdEsmaei n each mode

has a database, access limtations, and operational restrictions that are
separate and dpwitdmgrathapdhghd ¢lestroigdapesiEom goeenpeationginmale it thenefd

operational & LS5hans,@f. each of the other nodes. 11. The nethod of
cl aim 10, ﬁhéﬁ%ﬁ%ﬁsgkﬂ §ﬁ?éching is perforned by pressing at |east one of

mul ti plse hard bhércoreschonodeies dduthlpec, abass laniatves aghercediohdrestnmdiensswi t chi ng.
12. The thod of claim.d1l er el aid swtching conprises: .detecting
that a1 760 dspoet Blrlitdr M B Rudihe R ddns SR BER Gt or m i ng
that at | eawictiomeofendl @ntheothes modes. the criteria selected froma |ist
consisting of: a) pressing a second button concurrently with the first
button; b) pressing the first button multiple times; and c) pressing the
first buttion f Ohe dreicigef clhirary, ahpiedrd eferdtion df dtitchini @bmpiaded pemMigrdtng at

| east one of the_operational node ssocjated with e first button, based
on sai'd d&FEEAF H&mgﬁ‘é?ﬁ*slﬁi“@?‘ﬁ@f‘%%ﬁﬁ 3%9.6 di% .ar%%g?ﬁé%dtrféamme PIEPE12, wherein
the operation of entering is selected froma list consisting of: a)
entering a node associated with the first button at an initial page in the
node; b) &ft er il AgRriclrobdaigs Ko dhaewdhawrertional FIVHEINGAAMPSCat a sane page
the devi ce wasg&bcting that a first of the multiple buttons on the device is pressed;

determining that at least one criteria is met, the criteria selected from a list
15 consisting of:
a) pressing a second button concurrently with the first button;
b) pressing the first button multiple times;
¢) pressing the first button for longer than a predetermined duration; and
entering at least one of the operational modes, based on said detecting and said

20  determining.

17. The article of claim 16, wherein the operation of entering is selected from a list
consisting of:
a) entering a mode associated with the first button at an initial page in the mode;
25 b) entering a mode associated with the first button at a same page the device was at
when the mode was last exited; and
¢) entering a multimode operation permitting concurrent access to two of the

modes from a same display on a touchscreen.

30 18 The article of claim 14, wherein each mode has separate restrictions on what

external devices are accessible to the device through wireless communications.

19.  The article of 14, wherein each mode has separate restrictions on what web sites
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when the node was |ast exited; and c) entering a nultinode operation
permtting a user to access two of the nodes froma sane display on a

t ouchscr ew0.20l0M1476An arti cl e conpri si nga conput er - r eadablPeTAtSerRHOIREI UM
that contains instructions, which when executed by one or nbre processors
result in perform ng operations conprising: switching a handhel d el ectronic
devi ce from one operational node to another of nultiple operational nodes;
wherei n each node has a database, access limtations, and operati onal
restricti @rescedsaiblede thedeyed-ate and different from the database, access
limtations, and operational restrictions of each of the other nodes. 15.
The article of claim 14, wherein the operation of switching conprises
pressing apP. | edbaartgle obflaipmul4, wbpreintragiompdst tap A senarptq lire otiavdileentaptat  ar e

desi gnat eq'ihaﬁglre ag&gsﬁblgwhhg .e?ﬂing:l@tha{rrﬂgdea”i cle of claim15, wherein the
S:

operation of swtching conpris etecting that a first of the multiple
buttons on the device is pressed; determning that at | east one criteriais
nmet, the rli tekin% sa%lltgctoed rgsﬁom a list consisting of: a) pressing a second
but t on conc‘urrentpg/ Wt ROThe i rst button; b) pressing the first button

mul tipl e tinmesaha)dhgdekstronge ddveeethavisg a butlisoreed ard d radig dor wikkddgss a

pr edet er m ned d.urtati qﬂdandtenteri ng at | east one of the operational nodes,
based on SSPHUHSHELHMGIANE Yai d determining. 17. The article of claim 16,

wherei n the oper at i eeeiafa Rfieer bynQuseiSto peltfaat firsf speratian;l | St consi sting of: a)
entering a node associat%d vvi.ththefirﬂg utton at an initial Cgageinthe
mode; ) entering @CROYETYTEHN Bt EAUREHPY e user pk ohiRESATYAP P ¢Be page

t he devi cenovast pbravibiiand he node was | ast exited; and c) entering a

mul ti mode operation permtting cogncurrent access to two of the nodes froma
sane display on a t S OEAS #lgastpart of the accessed information to the user in response to

the request.

15 22 The apparatus of 21, wherein said access is based at least partly on a context of the

first operation and a mode in which the device is operating at a time of the request.

23.  The apparatus of claim 21, wherein said information not requested by the user
comprises environmental information sensed by the device.

20
24, The apparatus of claim 21, wherein a selection of the provided information is

based at least partly on a past history of requests by the user.

25. The apparatus of claim 21, wherein the provided information excludes information

25 not accessible to the user in a current operational mode.

26. A method, comprising:
performing a first operation in a handheld electronic device, based on a request by
a user to perform the first operation;
30 accessing, based on the request, information not requested by the user and not
necessary to perform the first operation; and
providing at least part of the accessed information to the user in response to the

request.

20



18. The article of claim 14, wherein each node has separate restrictions on
what external devices are accessible to the device through wrel ess

comuni cawpanr/14180 The article of 14, wherein each nodeChas2eepeal e
restrictions on what web sitesare accessible to the device. 20. The article
of claim 14, wherein each node has a separate list of email contacts that
are accessible while operating in that node. 21. An apparatus, conprising a
handhel d el ectroni c device having a touchscreen and a radio for wrel ess
comuni cations, the device to: receive a request by a user to performa

first openati Ofje ACHESSF élﬁ&%@ﬁ%%oﬁ{ﬁhsiﬁ@%&ﬁéﬁ@% O¥n Bhﬁu%ﬂiﬁﬁrm&fégatmt

necessary to performthe first operation; and provide at |east part of the
accessed idifaenttimics nvhersin daeh mody hdsg serasgiores ef engratineal pestiséions, g of The
appar at us of &deoigISI N said access is based at |east partly on a context
of the first operation and a node in which the device is operating at a
time of the reguesictio® acTereibippamat uss;of cl ai m 21, wherein said

i nformation notﬁ%gﬁgested ?ﬁﬂéggmkgglw%onprises envi ronnment al information

sensed by the aeviced" Iu e apparatuds’ of claim 21, wherein a selection of

t he provi ded i atotritdadn anddtsavbdaddfoaviclvéest partly on a past history of
requests by the user. 25. The apparatus of claim 21, wherein the provided

i nformation excludes information not accessible to the user in a current
oper at i onak. nolRe method éf d@inlPBCwhaeAPLil atdegingie bisod vl legt parfly 6154 operation in
a handhel d elec%rogjc devi ce, based.on a re uest.bg a.user to E rformthe
first QperatPen! hydicd SBeaPn 9daQpdsin Ve S YREEs 's OPFRGISHAE 11BN © request ed
by the usegquaftd not necessary to performthe first operation; and providing
at least part of the accessed information to the user in response to the
request.27. The nethod of claim 26, further conprising operating in each of

mul tipl e nodesTRE method of claim 26, wherein said information not requested by the user
comprises environmental information sensed by the device.

15

30.  An article comprising
a computer-readable storage medium that contains instructions, which when
executed by one or more processors result in performing operations comprising:
20 performing a first operation in a handheld electronic device, based on a
request by a user to perform the first operation;
accessing, based on the request, information not requested by the user and
not necessary to perform the first operation; and
providing at least part of the accessed information to the user in response to

25  the request.

31. The article of claim 30, further comprising operating, at different times, in each of
multiple modes, wherein each mode has a separate set of operational restrictions, each of
said sets consisting of:
30 a restriction on accessible internet sites;
a restriction on available email contacts;

a restriction on data available for viewing.

21



different tines, wherein each node has a separate set of operational
restrictions, each of said sets conprising: a restriction on accessible

i nt ernet wotenyi14asnestri cti on on avail abl e emai | cont acPsT/UB200086992Tt i on on
data avail able for view ng. 28. The nethod of claim 26, wherein said
accessing is based at |least partly on a context of the first operation and
a node in which the device is operating at a tine of the request. 29. The
nmet hod of claim 26, wherein said informati on not requested by the user
conpri ses 38nvi Thnertsle af clpint ¥k wheictraidanecsdngiy beted atlewst pastly 902 carickdr t i cl e
COMPI i1 NG fhe GRATBHL Eon'EAARIE iPLACRAE (BREL WL LARH, £ORRRIP fe r&ﬁgegtuct i ons,

whi ch when execut by one or nobre processors res in perfor

operations conprising: performng a first operation in a handheld

el ectroni gzdev - e first
operatlon% accgggmﬁgg%ggggg3 %ﬁ%ﬁggiﬁ%gﬁnﬁﬁ%P“£ﬁﬁ9%%%?%g}$$equested by

t he usér apdpmws emmemsﬁalynﬁoonq;t@nfsmsnd byhthe flevist operati on; and providi ng at
| east part of the accessed information to the user in response to the
request. 31. The article of claim 30, further conprising operating, at
different tines, in each of nmultiple nodes, wherein each node has a
separate set of operational restrictions, each of said sets consisting of:
a restriction on accessible internet sites; a restriction on avail able
emai | contacts; a restriction on data available for view ng.32. The article
of claim 30, wherein said accessing is based at |east partly on a context
of the first operation and a node in which the device is operating at a
time of the request. 33. The article of claim30, wherein said information
not requested by the user conprises environnental information sensed by the
devi ce.
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