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WHAT IS CLAIMED IS: 

I 1. 	A method comprising: 

2 receiving, by an access device, a personal identification number 	N) and 

3 sensitive data; 

4 encrypting, by the access device, the PIN, wherein PIN en 	ption uses a 

5 first encryption key variant based on an initial key; 

6 encrypting, by the access device, the sensitive data, 	erein sensitive 

7 data encryption uses a second encryption key variant based on 	e initial key; and 

8 transmitting, to a host server, an authorization r 	uest message including 

9 the encrypted PIN and encrypted sensitive data. 

I 2. 	The method of claim 1, wherein th 	initial key is generated by a 

2 derived unique key per transaction (DUKPT) key m. agement scheme. 

1 3. 	The method of claim 1, v✓h 	ein at least one of the PIN and the 

2 sensitive data are encrypted using Triple f Ft Encryption Algorithm (TDEA). 

1 4. 	The method of c 	F 1 , wherein the sensitive data includes at least 

2 one of a primary account number (P •',), a cardholder name, a cardholder address, and 

3 discretionary data. 

1 5. 	The meth d of claim 1, wherein a subset of discretionary data 

2 remains unencrypted when 	iscretionary data is included in encrypted sensitive data. 

1 8. 	T 	method of claim 1, wherein an encrypted PAN is written to the 

2 PAN field of the alt 	rization request message, wherein the encrypted PAN has the 

3 same format as t 	unencrypted PAN. 

1 The method of claim 6, wherein a subset of digits of the 

2 unencryp 	PAN remain unencrypted in the encrypted PAN. 

1 8 . 	The method of claim 6, wherein an expiration date field of the 

2 au 	rization request message is overwritten with an altered expiration date to indicate 

2 at the PAN field of the authorization request message contains an encrypted PAN. 
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1 9. 	The method of claim 1, wherein the access device is a point of ale 

2 terminal. 

1 10. 	The method of claim 1, wherein the access device recei es 

2 information associated with an e-commerce transaction. 

1 11. 	A method comprising: 

2 receiving, by a host server, an authorization request 	essage, wherein 

3 the authorization request message includes encrypted sensitive 	a a; 

4 decrypting, by a secure module communicative 	connected to the 

5 merchant server, the encrypted sensitive data; 

6 by the 	 the 	crypted sensitive data, re-encrypting, 	secure module, 

7 the 	data 	 a first 	-nsitive data zone encryption key wherein 	sensitive 	re-encryption uses 

S associated with the first payment processing netw rk; and 

9 transmitting, by the host server, 	first translated authorization request 

10 message to the first payment processing ne 	ork, wherein the translated authorization 

11 request message includes the re-encrypt:4 sensitive data. 

12. 	The method of c 	Em 11, wherein the authorization request 

2 message further includes an encr' 	ted PIN, the method further comprising: 

3 decrypting, by the .e cure module, the encrypted PIN; and 

4 re-encrypting, 	the secure module, the decrypted PIN, wherein the PIN 

5 re-encryption uses a first 	zone encryption key associated with a first payment 

6 processing network; an 

7 wherei 	the first ranslated authorization request message includes the re- 

8 encrypted PIN. 

• The method of claim 12, wherein the secure module is configured 

2 to transmi = second translated authorization request message to a second payment 

3 process g network, wherein a second PIN zone encryption key is used for re- 

4 enc 	i n a PIN for the second translated authorization request message and a second 

5 s 	five data zone encryption key is used for re-encryption of sensitive data for the 

5 mond authorization request message. 
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14. 	The method of claim 11, wherein the encrypted PIN is encrypte 

2 	using a first encryption key variant based on an initial key and the encrypted sen 	ye 

3 	data is encrypted using a second encryption key variant based on the initial ke  

1 15. 	The method of claim 14, wherein the initial key is gen^rated by a 

2 	derived unique key per transaction (DUKPT) key management scheme 

1 16. 	The method of claim 11, wherein the secure d 	ice is a tamper 

2 	resistant security module. 

1 17. 	The method of claim 11, wherein the s 	ure device is a hardware 

2 	security module. 

1 18. 	The method of claim 11, wherei 	the sensitive data includes at 

2 	least one of a primary account number (PAN), a 	dl older name, a cardholder 

3 	address, and discretionary data. 

19. 	A system comprising: 

2 a processor; and 

3 a computer readable m,  dium coupled to the processor, wherein the 

4 	computer readable medium cornpr aes code executable by the processor for 

5 	implementing a method of routi j transactions, the method comprising: 

6 encrypt 	by an access device, a personal identification number 

7 (PIN), wherein the 	N encryption uses a first encryption key variant based on an 

8 initial key; 

9 i crypting, by the access device, sensitive data, wherein the 

10 sensitive d • 	encryption uses a second encryption key variant based on the 

11 initial ke : and 

12 transmitting, to a host server, an authorization request message 

13 in 	iding the encrypted PIN and encrypted sensitive data. 

20. 	The system of claim 19, wherein the processor is a secure 

2 c oprocesso.r. 
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1 21. 	The system of claim 19 wherein the system includes a tamper 

2 resistant security module. 

22. 	The system of claim 19, wherein the system includes a =mper 

2 resistant security module. 

1 23. 	A system comprising: 

2 a processor; and 

3 a computer readable medium coupled to the processor, wherein the 

4 computer readable medium comprises code executable by t 	processor for 

5 implementing a method comprising: 

6 receiving, by a host server, an out 	rization request message, 

wherein the authorization request message in 	des encrypted sensitive data; 

8 decrypting, by a secure mod 	communicatively connected to the 

9 merchant server, the encrypted sensitiv- 'eta; 

10 by the set re module, the decrypted sensitive data, re-encrypting, 

11 wherein the sensitive data re-encry Alan uses a first sensitive data zone 

12 encryption key associated with 1' - first payment processing network; and 

13 transmitting, by 	e merchant server, a first translated authorization 

14 request message to the fir.. payment processing network, wherein the translated 

Is authorization request m ssage includes re-encrypted sensitive data. 

1 24. 	The 	thod of claim 23, wherein the authorization request 

2 message further incluth 	an encrypted PIN, the method further comprising: 

3 decryp 	g, by the secure module, the encrypted PIN; and 

4 re-e 	rypting, by the secure module, the decrypted PIN, wherein the PIN 

5 re-encryption a :es a first PIN zone encryption key associated with a first payment 

6 processing 	twork; and 

7 wherein the first translated authorization request message includes the re- 

S encrypted PIN. 

1 25. 	The system of claim 23, wherein the secure module is configured to 

2 ansmit a second translated authorization request message to a second payment 
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3 processing network, wherein a second PIN zone encryption key is used for re- 

4 encryption of a PIN for the second translated authorization request message and 

5 second sensitive data zone encryption key is used for re-encryption of sensitive 	ata for 

6 the second authorization request message. 

1 26. 	The system of claim 23, wherein the processor is a 	_cure 

2 cryptoprocessor. 

27. The system of claim 23, wherein the systemchides a tamper 

7. resistant security module. 

28. The system of claim 23, wherein the 	=stern includes a hardware 

2 security module. 

I 29. A method, comprising: 

2 receiving data associated with a p 	sonal account identifier (PAO 

3 encrypting, by the access devic , the PAI, wherein the encrypted PAI has 

4 the same format as the PAI; 

5 writing the encrypted PAI -., a field of an authorization request message, 

6 wherein the field is designated to tee,  ye a PAI; 

7 using an authorizatio 	equest message data element as a signal to 

S identify the presence of the enc• pted PAI in the authorization request message; and 

9 transmitting th- -uthorization request message. 

I 30. 	The 	e hod of claim 29, wherein the PAI is a primary account 

2 number (PAN), wher- 	a subset of digits of the encrypted PAN in the authorization 

3 request message - e unencrypted digits of the PAN. 

I . 	The method of claim 30, wherein the first six digits of the encrypted 

2 PAN are th. same as the first six digits of the unencrypted PAN and wherein the last 

3 four digit of the encrypted PAN are the same as the last six digits of the unencrypted 

4 PAN.  

1 32. 	The method of claim 30, further comprising calculating a value for a 

esignated digit of the encrypted PAN such that the last digit of the unencrypted PAN is 
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3 the same as the last digit of the encrypted PAN and wherein the last digit of the 

4 encrypted PAN is a valid check digit for the encrypted PAN. 

I 33. The method of claim 32, wherein the designated digit is th 	velftl 

2. digit of the encrypted PAN. 

34. The method of claim 29, wherein the authorization 	quest 

message includes an expiration date, and wherein the expiration date field of the 

3 authorization request message is overwritten with an altered exp r 	ion date when the 

4 PAI field of the authorization request message contains an enc' pied PAI. 

1 
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WHAT IS CLAIMED IS: 

1 1. 	A method comprising: 

2 receiving, by an access device, a personal identification number (PIN) and 

3 sensitive data; 

4 encrypting, by the access device, the PIN, wherein PIN encryption uses a 

5 first encryption key variant based on an initial key; 

6 encrypting, by the access device, the sensitive data, wherein sensitive 

7 data encryption uses a second encryption key variant based on the initial key; and 

8 transmitting, to a host server, an authorization request message including 

9 the encrypted PIN and encrypted sensitive data. 

1 2. 	The method of claim 1, wherein the initial key is generated by a 

2 derived unique key per transaction (DUKPT) key management scheme. 

1 3. 	The method of claim 1, wherein at least one of the PIN and the 

2 sensitive data are encrypted using Triple DES Encryption Algorithm (TDEA). 

1 4. 	The method of claim 1, wherein the sensitive data includes at least 

2 one of a primary account number (PAN), a cardholder name, a cardholder address, and 

3 discretionary data. 

1 5. 	The method of claim 1, wherein a subset of discretionary data 

2 remains unencrypted when discretionary data is included in encrypted sensitive data. 

1 6. 	The method of claim 1, wherein an encrypted PAN is written to the 

2 PAN field of the authorization request message, wherein the encrypted PAN has the 

3 same format as the unencrypted PAN. 

1 7. 	The method of claim 6, wherein a subset of digits of the 

2 unencrypted PAN remain unencrypted in the encrypted PAN. 

1 8 . 	The method of claim 6, wherein an expiration date field of the 

2 authorization request message is overwritten with an altered expiration date to indicate 

3 that the PAN field of the authorization request message contains an encrypted PAN. 

1 
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1 9. 	A method comprising: 

2 receiving, by a host server, an authorization request message, wherein 

3 the authorization request message includes encrypted sensitive data; 

4 decrypting, by a secure module communicatively connected to the 

5 merchant server, the encrypted sensitive data; 

6 re-encrypting, by the secure module, the decrypted sensitive data, 

7 wherein the sensitive data re-encryption uses a first sensitive data zone encryption key 

8 associated with the first payment processing network; and 

9 transmitting, by the host server, a first translated authorization request 

10 message to the first payment processing network, wherein the translated authorization 

11 request message includes the re-encrypted sensitive data. 

1 10. 	The method of claim 9, wherein the authorization request message 

2 further includes an encrypted PIN, the method further comprising: 

3 decrypting, by the secure module, the encrypted PIN; and 

4 re-encrypting, by the secure module, the decrypted PIN, wherein the PIN 

5 re-encryption uses a first PIN zone encryption key associated with a first payment 

6 processing network; and 

7 wherein the first translated authorization request message includes the re- 

8 encrypted PIN. 

1 11. 	The method of claim 10, wherein the secure module is configured 

2 to transmit a second translated authorization request message to a second payment 

3 processing network, wherein a second PIN zone encryption key is used for re- 

4 encryption a PIN for the second translated authorization request message and a second 

s sensitive data zone encryption key is used for re-encryption of sensitive data for the 

6 second authorization request message. 

1 12. 	The method of claim 9, wherein the encrypted PIN is encrypted 

2 using a first encryption key variant based on an initial key and the encrypted sensitive 

3 data is encrypted using a second encryption key variant based on the initial key. 

1 13. 	The method of claim 12, wherein the initial key is generated by a 

2 derived unique key per transaction (DUKPT) key management scheme. 
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1 14. 	The method of claim 9, wherein the secure device is a hardware 

2 security module. 

1 15. 	The method of claim 9, wherein the sensitive data includes at least 

2 one of a primary account number (PAN), a cardholder name, a cardholder address, and 

3 discretionary data. 

1 16. 	A system comprising: 

2 a processor; and 

3 a computer readable medium coupled to the processor, wherein the 

4 computer readable medium comprises code executable by the processor for 

5 implementing a method of routing transactions, the method comprising: 

6 encrypting, by an access device, a personal identification number 

7 (PIN), wherein the PIN encryption uses a first encryption key variant based on an 

s initial key; 

9 encrypting, by the access device, sensitive data, wherein the 

10 sensitive data encryption uses a second encryption key variant based on the 

11 initial key; and 

12 transmitting, to a host server, an authorization request message 

13 including the encrypted PIN and encrypted sensitive data. 

1 17. 	A system comprising: 

2 a processor; and 

3 a computer readable medium coupled to the processor, wherein the 

4 computer readable medium comprises code executable by the processor for 

5 implementing a method comprising: 

6 receiving, by a host server, an authorization request message, 

7 wherein the authorization request message includes encrypted sensitive data; 

8 decrypting, by a secure module communicatively connected to the 

9 merchant server, the encrypted sensitive data; 

10 re-encrypting, by the secure module, the decrypted sensitive data, 

11 wherein the sensitive data re-encryption uses a first sensitive data zone 

12 encryption key associated with the first payment processing network; and 
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13 transmitting, by the merchant server, a first translated authorization 

14 request message to the first payment processing network, wherein the translated 

15 authorization request message includes re-encrypted sensitive data. 

1 18. 	The method of claim 17, wherein the authorization request 

2 message further includes an encrypted PIN, the method further comprising: 

3 decrypting, by the secure module, the encrypted PIN; and 

4 re-encrypting, by the secure module, the decrypted PIN, wherein the PIN 

5 re-encryption uses a first PIN zone encryption key associated with a first payment 

6 processing network; and 

7 wherein the first translated authorization request message includes the re- 

8 encrypted PIN. 

1 19. 	The system of claim 17, wherein the secure module is configured to 

2 transmit a second translated authorization request message to a second payment 

3 processing network, wherein a second PIN zone encryption key is used for re- 

4 encryption of a PIN for the second translated authorization request message and a 

5 second sensitive data zone encryption key is used for re-encryption of sensitive data for 

6 the second authorization request message. 

1 20. 	The system of claim 17, wherein the system includes a hardware 

2 security module. 

1 21. 	A method, comprising: 

2 receiving data associated with a personal account identifier (PAI) 

3 encrypting, by the access device, the PAI, wherein the encrypted PAI has 

4 the same format as the PAI; 

5 writing the encrypted PAI to a field of an authorization request message, 

6 wherein the field is designated to receive a PAI; 

7 using an authorization request message data element as a signal to 

8 identify the presence of the encrypted PAI in the authorization request message; and 

9 transmitting the authorization request message. 
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1 22. 	The method of claim 21, wherein the PAI is a primary account 

2 number (PAN), wherein a subset of digits of the encrypted PAN in the authorization 

3 request message are unencrypted digits of the PAN. 

1 23. 	The method of claim 21, wherein the first six digits of the encrypted 

2 PAN are the same as the first six digits of the unencrypted PAN and wherein the last 

3 four digits of the encrypted PAN are the same as the last six digits of the unencrypted 

4 PAN. 

1 24. 	The method of claim 22, further comprising calculating a value for a 

2 designated digit of the encrypted PAN such that the last digit of the unencrypted PAN is 

3 the same as the last digit of the encrypted PAN and wherein the last digit of the 

4 encrypted PAN is a valid check digit for the encrypted PAN. 

1 25. 	The method of claim 21, wherein the authorization request 

2 message includes an expiration date, and wherein the expiration date field of the 

3 authorization request message is overwritten with an altered expiration date when the 

4 PAI field of the authorization request message contains an encrypted PAI. 

1 
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