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WHAT 1S GLAIMED 18:

1. A method comprising:

receiving, by an access device, a personal identification numbery PINY and
sensitive data;

encrypting, by the access device, the PIN, wharein PIN engt ption uses a
first encryption key variant based on an initial key;

encrypting, by the access device, the sensitive data. yf lerein sensitive
data encryption uses a second encryption key variant based on jhe initial key; and

transimiiting, to a host server, an authovization « fuest message including

the encrvpied PIN and encrvpted sensitive data.

2. The meathod of claim 1, whersin the initial key is generated by a

derived Unique key per transaction (DUKPT) key mghiagement scheme.

3. The method of claim 1, whefrein at izast one of the PIN and the
sensitive data are encrypted using Triple DES Encryption Algarithm {TDEA).

4. Thie method of clain? 1, wherein the sensiiive data includes at least
one of a primary account number {(PAR), a cardholder name, a cardholder address, and

discrelionary dala.

5. The methgd of claim 1, wherain a subset of discretionary dala

rermaing unencrypted when discreticnary data is included in encrypled sensitive data.

s, Thg mathod of claim 4, wherein an encrypted FAN is written (o the
PAN field of the authfrization request message, wherein the encrypted PAN has the

same format as the unencrypied PAN.
Yp

The method of clzim 8, wherein a subset of digits of the
unencryptzd PAN remain unencrypled in the encrypied PAN.

, 8.  The method of claim 6, wherein an expiration date fieid of the
aurization request message s overwritien with an altered expiration date {o indicats

the PAN fizld of the authorization request message coniaing an ancrypted PAN.
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9. The method of claim 1, wherain the access device is 3 point of Zais

terminal.

10.  The method of ciaim 1, wherein the access device raceifs

information associated with an e-commerce fransaction.

1. A method comprising: _

receiving, by a host server, an authorization request fiessage, wherein
the authorization request message includes encrypted sensitivediata;

decrypting, by a secure module communicalively connacted to the
merchant server, the encrypied sensitive data; _

re-encrypting, by the secure module, the gecrypied sensitive data,
wherein the sensitive data re-encryption uses a first ohnsitve data zone encryption key
associated with the first payment processing netwz rk; and

transmitiing, by the host server, afirst translated authorization request
message 1o the first payment processing neffork, wherein the translated authorization

request message includes the re-encrypel sensitive data.

12.  The method of cJfim 11, wherein the authorization request
message further includes an encryfied PIN, the method further comprising:

decrypting, by thafecure module, the encrypied PIN; and

re-encrynting, Hf the secure moduie, the decrypted PIN, wherein the PIN
re-ancryption uses a first AN zons encryption key associated with a first payment
processing neiwork, ang

wheretyf the first translated authorization request message inciudes the re-
encrypted PIN,

The method of claim 12, wherein the secure module is configurad
fo transmit4 second iranstated authorization request message o a second payment
processjig network, wherein a second PiN zone encryption key is used for re-
encimn a PIN for the second ranslated authorzation request message and a second

s data zone encryption key is used for re-encryption of sensitive data for the

. authorization reguesi message.
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1 14, The method of claim 11, wherein the encrypted PiN is encrypleg

~J

using a first encryption Key variant based on an initial key and the encrypied senghive

)

data is encrypled using a second encryption kKey variant based on the initial kef.

i 15, The method of claim 14, wherein the initial key is gengrated by a

2 derived unique key per transaction (DUKPT) key management schems,

1 16, The method of claim 11, wherein the secure dgvice is a tamper

o]

resistant security module.

1 17. The method of claim 11, whersin the sefurs device is a hardware

security module.

L]

! 18. The meihad of claim 11, wherelgfthe sensitive data includes al

b

least one of a primary account number {(PAN), a ¢frdholder name, a cardhoider

3 address, and discretionary data,

i 18, A system comprising:

2 a processor; and

3 a computer readable mgfdium coupled to the processor, whersin the

4  computer readable medium comppbes code executabiz by the processor for

3 impiementing a method of routigh) transactions, the method comprising:

& encrvotiph, by an access device, a personal identification number
7 {PIN}, wherain the PIN encryplion uses a first encryption key variant based on an
2 initial key,

9 gncrypting, by the access devics, sensitive data, wherein the
10 ta encryplion uses a second encryplion Key variant based onthe
il
12 transmitting, tc a hosi server, an authotization request message

13 ingfliding the encrypted PIN and encrypted sensitive data.

20.  The systemn of claim 19, wherein {he processor is a secure
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24, The sysiem of claim 18, wherain the system incitides a tamper

rasistant security module,

22, The system of claim 18, wherein the sysiem includes a J#mper

resistant securily module.

23. A sysiem comprising:
a processor, and
a computer readable msdium coupled to the procgbsor, wherein the
computer readable medium comprises code executable by the processor for
implementing a method comprising:
recaiving, by a host server, an authfrizaiion request msssags,
whereiit the authorization request message ingudes encrypiad sensiiive data;
decrypting, by a secure medy€ communicatively connected to the
merchant server, the encrypted sensitivg ata;
re-encrypting, by ihe seglire module, the decrypted sensitive data,
wherein the sensitive dala re-encryfftion uses a first sensitive data zone
encryption key associated with e first paymant processing network; and
transmitting, by s merchani server, a first translated authorization
request message to the firgd payment processing nebwork, wheraein the transiated

authorization recuest mygflsage includes re-encrypted sensitive data.

24. The méthod of claim 23, wheiein the authorization request
message further inciudes an encrypted PIN, the method further comprising:

decrypifig, by the secure medule, the encrypled PIN; and

re-eprypting, by the secure module, the decrypted PN, wherain the PIN
re~ancryption ugks a first PIN zone encryption key associated with a first payment
processing nétwork; and

wherein the first transkated authorizetion regquest message includes the re-

25 The system of claim 23, wherein the sacure moduie is configured io

#ansmit a second translated authorization request message to a second payment
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processing network, wherain a second PIN zone encryption key is used for re-
encryption of a PIN for the second franslated authorization request message and g
second sensitive data zone encryption key is used for re-enoryption of sensilivefiata for

the second suthorization request messags.

~

26.  The sysiem of claim 23, wherein the processor is g gocure

CIyptoprocessor.

27.  The system of claim 23, wherein the system jicludes a famper
rasistant security module. /

28, The system of claim 23, wherein the gfstem includes a hardware

security module,

29. A mesthod, comprising:

receiving data assccisled with a pefsonal account identifier (PAD

encrypting, by the access devicy/] the PA] wherein the encrypted PAI has
the same format as the PAI;

writing the encrypted PAL i a field of an authonzation reguest message,
wherein the field is designated o recgfve a PAL

using an authorizatiof request message data element as a signat to
identiy the presence of the encyptad PAI in the suthorization request message, and

transmitting thefutherization request messags.

30, Tneshethod of claim 29, wherein the PAl is a primary account
numbear (FAN),

request message gfe unencryptad digits of the PAN.

whergift a subset of digits of the encrypted PAN in the authorization

The method of claim 30, wherein the first six digits of the encrypted
PAN are the/same as the first six digits of the unencrypted PAN and wherein the last

four digity’of the encrypted FPAN are the same as the last six digils of the unencrypted

32.  The method of claim 30, further comprising caleulating a value for a

Jdesignated digit of the encrypted PAN such that the last digit of the unencrypted PAN s
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the sare as the last digh of the encrypted PAN and wherein the last digit of the
ancrypted PAN is a valid check digit for the encrypted PAN.

33. The method of claim 32, wherain the designated digit is thg twellth

digit of the ancrypted PAN.

34, The method of claim 29, wherein the au’rhc:rizaiion quest
message includes an expiration date, and wherein the expiration datgffield of the
authorization request message is overwritien with an altered expirg on date when the
PAL field of the authorization request message contains an ency ted PAL
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WHAT IS CLAIMED 1S:

1. A method comprising:

receiving, by an access device, a personal identification number (PIN) and
sensitive data;

encrypting, by the access device, the PIN, wherein PIN encryplion uses a
first encryption key variant based on an initial key;

encrypting, by the access device, the sensitive data, wherein sensitive
data encryption uses a second encryption key variant based on the initial key; and

transmitting, to a host server, an authorization request message including
the encrypted PIN and encrypted sensitive data.

2. The method of claim 1, wherein the initial key is generated by a

derived unique key per transaction (DUKPT) key management scheme.

3. The method of claim 1, wherein at least one of the PIN and the
sensitive data are encrypted using Triple DES Encryption Algorithm (TDEA).

4. The method of claim 1, wherein the sensitive data includes at least
one of a primary account number (PAN), a cardholder name, a cardholder address, and
discretionary data.

5. The method of claim 1, wherein a subset of discretionary data
remains unencrypted when discretionary data is included in encrypted sensitive data.

6. The method of claim 1, wherein an encrypted PAN is written to the
PAN field of the authorization request message, wherein the encrypted PAN has the

same format as the unencrypted PAN.

7. The method of claim 6, wherein a subset of digits of the
unencrypted PAN remain unencrypted in the encrypted PAN.

8. The method of claim 6, wherein an expiration date field of the
authorization request message is overwritten with an altered expiration date to indicate

that the PAN field of the authorization request message contains an encrypted PAN.
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9. A method comprising:

receiving, by a host server, an authorization request message, wherein
the authorization request message includes encrypted sensitive data;

decrypting, by a secure module communicatively connected to the
merchant server, the encrypted sensitive data;

re-encrypting, by the secure module, the decrypted sensitive data,
wherein the sensitive data re-encryption uses a first sensitive data zone encryption key
associated with the first payment processing network; and

transmitting, by the host server, a first franslated authorization request
message to the first payment processing network, wherein the translated authorization

request message includes the re-encrypted sensitive data.

10.  The method of claim 9, wherein the authorization request message
further includes an encrypted PIN, the method further comprising:

decrypting, by the secure module, the encrypted PIN; and

re-encrypting, by the secure module, the decrypted PIN, wherein the PIN
re-encryption uses a first PIN zone encryption key associated with a first payment
processing network; and

wherein the first translated authorization request message includes the re-

encrypted PIN.

11.  The method of claim 10, wherein the secure module is configured
to transmit a second translated authorization request message to a second payment
processing network, wherein a second PIN zone encryption key is used for re-
encryption a PIN for the second translated authorization request message and a second
sensitive data zone encryption key is used for re-encryption of sensitive data for the

second authorization request message.

12.  The method of claim 9, wherein the encrypted PIN is encrypted
using a first encryption key variant based on an initial key and the encrypted sensitive
data is encrypted using a second encryption key variant based on the initial key.

13. The method of claim 12, wherein the initial key is generated by a

derived unigue key per transaction (DUKPT) key management scheme.
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14.  The method of claim 9, wherein the secure device is a hardware

security module.

15. The method of claim 9, wherein the sensitive data includes at least
one of a primary account number (PAN), a cardholder name, a cardholder address, and
discretionary data.

16. A system comprising:
a processor; and
a computer readable medium coupled to the processor, wherein the
computer readable medium comprises code executable by the processor for
implementing a method of routing transactions, the method comprising:
encrypting, by an access device, a personal identification number
(PIN), wherein the PIN encryption uses a first encryption key variant based on an
initial key;
encrypting, by the access device, sensitive data, wherein the
sensitive data encryption uses a second encryption key variant based on the
initial key; and
transmitting, to a host server, an authorization request message

including the encrypted PIN and encrypted sensitive data.

17. A system comprising:
a processor; and
a computer readable medium coupled to the processor, wherein the
computer readable medium comprises code executable by the processor for
implementing a method comprising:
receiving, by a host server, an authorization request message,
wherein the authorization request message includes encrypted sensitive data;
decrypting, by a secure module communicatively connected to the
merchant server, the encrypted sensitive data;
re-encrypting, by the secure module, the decrypted sensitive data,
wherein the sensitive data re-encryption uses a first sensitive data zone

encryption key associated with the first payment processing network; and
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transmitting, by the merchant server, a first translated authorization
request message to the first payment processing network, wherein the translated

authorization request message includes re-encrypted sensitive data.

18. The method of claim 17, wherein the authorization request
message further inciudes an encrypted PIN, the method further comprising:

decrypting, by the secure module, the encrypted PIN; and

re-encrypting, by the secure module, the decrypted PIN, wherein the PIN
re-encryption uses a first PIN zone encryption key associated with a first payment
processing network; and

wherein the first translated authorization request message includes the re-

encrypted PIN.

19.  The system of claim 17, wherein the secure module is configured to
transmit a second translated authorization request message to a second payment
processing network, wherein a second PIN zone encryption key is used for re-
encryption of a PIN for the second translated authorization request message and a
second sensitive data zone encryption key is used for re-encryption of sensitive data for

the second authorization request message.

20.  The system of claim 17, wherein the system includes a hardware

security module.

21. A method, comprising:

receiving data associated with a personal account identifier (PAl)

encrypting, by the access device, the PAI, wherein the encrypted PAI has
the same format as the PAI;

writing the encrypted PAI {o a field of an authorization request message,
wherein the field is designated to receive a PAI,

using an authorization request message data element as a signal to
identify the presence of the encrypted PAI in the authorization request message; and

fransmitting the authorization request message.
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22. The method of claim 21, wherein the PAI is a primary account
number (PAN}, wherein a subset of digits of the encrypted PAN in the authorization

request message are unencrypted digits of the PAN.

23. The method of claim 21, wherein the first six digits of the encrypted
PAN are the same as the first six digits of the unencrypted PAN and wherein the last
four digits of the encrypted PAN are the same as the last six digits of the unencrypted
PAN.

24.  The method of claim 22, further comprising calculating a value for a
designated digit of the encrypted PAN such that the last digit of the unencrypted PAN is
the same as the last digit of the encrypted PAN and wherein the iast digit of the
encrypted PAN is a valid check digit for the encrypted PAN.

25. The method of claim 21, wherein the authorization request
message includes an expiration date, and wherein the expiration date field of the
authorization request message is overwritten with an altered expiration date when the

PAl field of the authorization request message contains an encrypted PAL
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