WD 2008/ 099271PCT/ 1 B2008/ 000334 1 FUZZY PROTECTI ON OF
VI SUAL CONTENT DESCRI PTI ON FI ELD OF THE | NVENTI ON
wQ 0B8a992The i nstant invention relates to the fpel/mB20§8/000334
i mage processing, encryption and decryption of digital
visual content and in particular to fuzzy protection
of visual content by disallow ng unaut horized access
of visual content. The present invention is also
related to Coder/ Decoder application in the field of
I mage processi ng. BACKGROUND OF THE | NVENTI ON [0002]

Scr conpl oy 02z PREEETION dESISTAL LS Thafi 1) 1

DESCRIPrgoNOr | d of entertainnent. The productlon of a novie
requi res a huge sum of noney, talent of people and a
FIELD Qjf €HE BYYENIION ef fort. These efforts, noney and

aletoft n oIvedinthefo Ion
0001] 1 i ons HayotSn TR B R Ge1d BY Roiihrb Ml MRk Ay leeryption
60Highd] eisual cesedany it RAdidNL BeehZRfRbRctidd 9F, vﬁdae r®ntent by
are confidential images or noving pictures, which

ﬁi}sgllﬁwmé upputherizedeacecssenawipl eantee The preses igyentiqa is also related
c é&?/gﬁ@@d%%@é‘ﬁéaﬁé ] {h%% P& ld %rﬁocm '” order to

suc V|sua in I on
unaut hori zed accesses, a nethod and a systen1for
securing digital visual content are in core need.

' vari ous techni qgues have been
BACKG%&%&@%%W vi sual information. For
i nstance, image watermarking is the process by which
some information is inserted wwthin a host imge, e.g.

to enabl e cegérlght rotection or image )
[0002] Eoterfempicohindyatry Jecludes| movip: esble divf.| sceeenplgys etc. Movie has been a

EE AR g FRPSA AR LRe ThORRLALAT, BPERANEBinies a huge
Smmtoélfnioneg,l’lﬂleﬁlasf pédifde aed a@ﬁé& aﬂﬁ)hﬁcbf fffort.[ TH¥94 kfforts, money and

we so far there have been ng conventiona
{a@mﬁ,,q? Eﬂ?e%’a’é’)}‘ pegple g}ﬁo!\@ ddndhg fogppation of a movie or a screenplay bear no

fruits at the end if copied or accessed by unauthorized people. Also, there are
confidential images or moving pictures, which might be of ultimate secrecy to the
welfare of the nation and requires strong security. Thus, in order to protect such crucial
visual information from unauthorized accesses, a method and a system for securing

digital visual content are in core need.

[0003] In present times various techniques have been used to stop copying of visual information.
For instance, image watermarking is the process by which some information is inserted
within a host image, e.g. to enable copyright protection or image authentication. Several,
often conflicting, requirements are imposed on the insertion mechanism, such as

invisibility, robustness, high information content, and fast and reliable detection.

[0004] However, so far there have been no conventional techniques or system to disallow

CONFIRMATION COPY



[0005]

[0006]

[0007]

[0008]

[0009]

WO 2008/ 099271PCT/ |1 B2008/ 000334 2 vi ewi ng of secured
visual information to an unauthorized person. [0005]

wolense92there is a strong need for a system anecTE2besho0334

whi ch di sall ows view ng of inportant and sensitive
vi sual information by an unauthorized person. [0006]
Television encryption, oft referred to as

"scranbling"; is used to control access to pay
tel evision servi f %{ cabl atelllte
VEre & SSg e omsalh A o make

revenue from subscri bers and sonetlnes t hose

subscri bers don't pay. The prevention of piracy on

cable and satellite networks has been one of the nmain
Hapecortherp s ihgrengy asedpiasm systenpapd pyetdiad rylpeh shisallows viewing of

S EEand Q007 TREAAA YRR PR ARG RRY) It vr ks

security errs W eopl e
connecting to the network mnthout bot hering to pay.
Consequent |y, sone nethods were devel oped to frustrate

Thles$RicnedntrypabR st Bferrtl o Q8 rdc¥aridigf Visied &Borft@! access to pay
cabl e tel evision were based on a number of si nmpl e

irbeydsion seTvirRR UsBally m@hsa&lllt%f@@élmw@mmﬂm@ ltelpisied exists to
fakcl SlevE R ﬁWﬁg qu%}‘bg no%énie{tjl K (s: seC 'E%ﬁ.?]c%berbse 408 pay. The

recel ve
pielvemsticn Nﬁplfadybﬁ @Hléedldmateﬂﬁﬁﬁmﬁibrmhw IsHef @nk @f ttiemain factors in

ubscr he nunber of television channels on
aﬁé§¥d8§89§QQﬁQQﬁ%§m§ﬂ§Wn$W%m$1Iter based approach
becane increasingly inpractical. [0008] O her

t echni ques such as adding an interfering signal to the
heleorly rcablie dhasedh PgmiTV actverrks estdaso tseairidy.nPhie 1éd ké @roblems with

sol tions were easi| d.., As the t hnoIo

s iRl 8B Rt et RS Soihe B Bahd OO wrigme methods
Wéfeﬁdéi@lﬁﬁe@%o Faisaate! thoe steﬁcda)ﬂhé’dﬂ&% THE Qat‘l‘yS pai-aht @i/stems for cable
encryption of the audio or video cut and rotate

televivien grrahagedon 8 npmbene! samphwrnwutea rThsonpst Cammmhef these was a
(o] thi 8] n

%\%\‘%‘Iﬂ?@d& ?% ﬁgtigr tthg @0{11?(5:6%8{1\%%% §l’é : olhamvtglslg)ellj c?lge(!i gy those who

hadatr&ntsMrﬁdeHl t'létede sfiltdrbuvadd f e dgdédrorcaddh®ed according to the

t@ﬁevlslon n IF&gchgone of the stens used for

& F%Ptt%d’xsa e ﬁlé‘?’@né%bﬁ § ¢B.those qahle metporks grew, the

RREKSsc @k adh%%arﬁ@ﬁiégé%sﬁl g{p‘&@% an to be used.

Many of these systens (suc rion) were

vari ants of cable television scranbling systens that
Gfttfteer%c%%icfugse suc aszzg ?I{goa?nglzn er?ecr:i-{l/gl s1Bg2nOP§c{ %OVS; e40 gr audio began to be
used as the simple filter solutions were easily bypassed. As the technology evolved,
addressable set top boxes became common and more complex scrambling techniques
such as digital encryption of the audio or video cut and rotate (where a line of video is
cut at a particular point and the two parts are then reordered around this point) were

applied to signals.

Encryption was used to protect satellite distributed feeds for cable television networks.
Some of the systems used for cable feed distribution were expensive. As the DTH market
grew, less secure systems began to be used. Many of these systems (such as OAK Orion)

were variants of cable television scrambling systems that affected the



synchroni zation part of the video, inverted the video
signal or added an interfering frequency to the video.

wbdoso92these anal ogue scranbling techni ques VWIBIB2008/000334

[0010]

[0011]

easily defeated. 100101 Usually a video player, which
is a kind of nmedia player can be used for playing back
digital video data fron1ne%|a such as optical discs
(for exanple, DVD, VCD), as well as fromfiles of
sypphiepidatibe gactr @fathE sided) @msembEGe Mdeo dgall ovi aided amnthterfering
éplclene Many A@Pe vi deo pl ayers al so sup @H{t

-V ptPaSh?aE’Xle%f of ttHPseaé@ﬁlﬁ%bi?rﬁﬁleH% teehigss were easily
&g@ﬁg@t|ble to unaut hori zed access. Hence
crypt ographi c techni ques are used to secure the sane.
I n nodern tlnes the study of cryptography is relied

on for. rin i gi.t al ent t ogr.aphy .i )
RO S L B Bl GPESie SYEL O EPIL B iaying back
GRATRIi8E0 84th BREEmedR duétPasddtichl AR e%ﬁl%blé WMID, VCD), as well as
i nf ormation theory, conputer security,

&agi fitesrafrapprooel formetscsuchhasr MHEQ aAHéeHeéloVIdaosm &wickTime.

S0y R i, BRGE Mlsoch o PR R OB audio making the

SSMDAARY st B0 hidWENTHi £ ROsk2Hehde & FRkgrdphicaebiuyiges are used to

t he above objectives and advantages, the instant
pasyEnthe sAmenky ppdan jinagathe toryptegraghy IS relied gpeA fy securing

S € t
UERGES5pR” Sraplsptl PHIAEY] B ARSIy Rypgnaics nd
bdi?tﬁplﬂalt sdiencentndiy dfélaied toboseBpwith tihformatgoro theetyy alomputer security,
é atterns of pixels so as to hide or encrypt the
?ﬁmgfnatlon [ 0014] The above objectives or
advant ages have been disclosed in the specification so
as to clarify the invention closely. However, the
Sleoge thefe ishe nabob\f@ & nystemi ad whibol do repcryipe degitad tcoatienieth make it
or I|n1te aboyve objectives or advantages. WO
E?TE%%? EQ ﬁ@ ?gﬁ “%4°10015] According to the
present invention, the image is divided in to n nunber
patterns each haV|ng a X b pixels. The n patterns

SUMMA&YQ&THFpIN‘@E%IHW mapped on a matrix i.e. are

[0012]

[0013]

[0014]

positioned on X and Y-axis. The n patterns are then

arranged in a different and new shape for e.g. a

ireoiden@d echitve thhabowd objbetivesiagd ndvamhggeethefinfthet inv@g®n encrypts
but haV|n .the fane nunber of patterns or sane area

THualeaft ds- Sl oF maving preagenonay 9 deallow apy UnAwthprged person to

SORREMANE LA (Rbdnk X 1S agai n mapped for the new
arrangenent of patterns. A key is then generated

conprising the information of the encrypted and
earlier inage mhich is stored along with the still or

Vaﬂlggeorml%re the 1nstant invention leads to repositioning of equal sized patterns of

pixels so as to hide or encrypt the visual information.

The above objectives or advantages have been disclosed in the specification so as to
clarify the invention closely. However, the scope of the above invention should not be

constrained or limited by the above objectives or advantages.



[0015]

[0016]

[0016] In order to decrypt the encrypted visua
content or the encrypted i mage, the player reads the

wdxegosovozencr ypt ed vi sual content and decrypts edEIB2008/000334

encrypted visual content or image by nmeans of the

i nformation provided by the key. BRI EF DESCRI PTI ON OF
THE DRAW NGS [0017] The det,ail ed description is
described with reference to the acconpanying figures.

n the figures he | eft-nost di.gi,t ( of a refere
APl B PRent Mvsalon T Ehact RHi o RupERERBE Bfuoms cach
b A Ibf SikelBPPBEMSpatibht SRHE BUTRES Sr@hfipPeddn a matrix i.e. are
t hr oughout™ t he draw nj%‘sg to reference |ike Feat ures. and
pasithsd s X a8 Ya9xis| ThoRE patterapiace thea aseangodhin a different and new

T Y O e ——
mrage ¢OfRRnsFGQdrte Freh.STle patteemndl pixelsaase rigen relocated in the new

representing the stream of data going through the .
#9pe wnd dBETKGD 2EFIN PRBPRE foraihe el st raResaeRt Yl RHERa; fgey is then
o B e RPoh oIS’ gy hich i stored
dleng deth thO&#ABdr b @EdBENSge fllef | nes configuration with

one group of users [0024] FI GURE 5b defines

configuration with nultiple groups of users [0025]

FI GURES 6a to 6e represent a graphical illustration

aberder th\@ecr@t thdenceiiftéd/ PishtokR)t biSthe @f ieﬁdmb%@\,l 284 player reads

FIGURE 7 represents the details of the ENCRYPTI i
thedigyr encrypted visual content and decrypts the encrypted visual content or image

by means of the information provided by the key.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017]

[0018]
[0019]
[0020]

[0021]
[0022]
[0023]
[0024]
[0025]

[0026]
[0027]

The detailed description is described with reference to the accompanying figures. In the
figures, the left-most digit(s) of a reference number identifies the figure in which the
reference number first appears. The same numbers are used throughout the drawings to

reference like features and components.

FIGURE 1 depicts a hardware representation of a possible integration of‘the software
FIGURE 2 represents an equirectangular image

FIGURE 3 is a schematic drawing representing the stream of data going through the
FUZZY codec

FIGURE 4a illustrates the encoding process through the fuzzy encoder

FIGURE 4b illustrates the decoding process through the fuzzy decoder

FIGURE 5a defines configuration with one group of users

FIGURE 5b defines configuration with multiple groups of users

FIGURES 6a to 6e represent a graphical illustration about the way the encryption key is
generated

FIGURE 7 represents the details of the ENCRYPTION MODULE

FIGURE 8 represents the details of the REVERSE ENCRYPTION MODULE



[0027] FIGURE 8 represents the details of the REVERSE
ENCRYPTI ON MODULE WO 2008/ 099271PCT/ | B2008/ 000334 5

w®EDAeED DESCRI PTI ON OF THE | NVENTI ON [ 0028] #¥cTEt2heshoo334

and system for securing digital visual information are
descri bed. The system and nethods are not intended to
be restricted to any partl%ular form or arrangenent,

or any specific enbodi nent,” or any specific use,

DETAILED HESEFIPIEON GF PHRANVERTIONE Moy be modified in

[0028]

[0029]

[0030]

[0031]

[0032]

various particulars or relations w thout departing

' d. The syst
BPRE R Bk, 5 455908 ) U RRAAAR UMb e st
and methods aschawtrinieadédtocedeedtrioteddytofamy paktiaxdarrfatm en asadgement, or

di scl osure of _an operative, enbodi ment d not.to ow
a0 RSP igs Of SRHEPGT It (ICASFOASHh S dGF Sie may be
h‘EJd?ﬁéd ﬁ%ﬁbﬁ’@p LighrsRe (SaRON WRhQk depatiak %m {}Q%ﬂ'}t or scope of

e CO er part t he present i nventi on can be used
diet blaimesls 1ra/eau<am datereboup showatandndescribech ofewhich the apparatus or

i nte ed as a |st| exi.j.ort too
gﬁglers W&t Sofl n‘?‘i‘fg i ﬁgg'gﬁc h\llsémlogna%da?i\?/\go%m 3" operative
bﬁb@@iﬂfﬁl@ dnd RLP tE¥hSW 'a'[lgoit'ﬂtIhEI Va&Rdub Formdas el fidatians in which this
ideo or multinmedia player that deliver and display

m\@ma«bn wight baembedigd@r aB&rted100301 I n an enbodi nent,

an equirectengul ar inmage or novie is herein divided in

to equal patterns of 16 X 16 pixels and then are

positioned in accordance to di sclosed nethod of the

(Ths tcadér panveithé present iaventinn toex beusedéiticats o sg@ddond hgplication or.

advant age of the instant petho s brou t ab

AR DedpEETaadoms Ay HtpaCXRITh 100kt ﬁPWSV?fng‘gf GRAE Y of the instant

tlﬁ’s%nh&l ﬁaﬁd{of belrRetratb§> ’fﬁtb‘ re%sﬁﬁé abﬁlfctaﬁﬂﬁ SaREINY aQRdES orl@uitimedia
pl xe atterns m ght be ¢hanged after every 100

W}@ethasd@fvenﬁld(dlmapN»sedllslon{eooisb}ld'ﬂh@;r i mage in FI GURE

2 represents an Equirectangul ar image (expressed in

pi xel s) wth 360 degrees horizontal information and

180 degrees vertical information. This inmge aspect

Hﬂtdnoel‘hsocﬁﬁnknﬂ; hmt edi@btehfdlir irhegewbdidoviesist drem ﬂl&[@drin to equal

thanthe he| *4??32 I n Fl GURE t he SOURCE. DAT

Pattems OF 4 o @@1 @15’9‘%131% Al nosgPReEipRISeriange @lﬁ%lf’sed method of

[
ﬁ%gé&éﬁﬁ%&%n i Igéa@ gefé{'rt]%r@ tog Fe%t\be%% "%ﬁer eﬁﬁ%coﬂ%g e Bf th-Erlﬁstant method
tihatoughicadas by Itim fepbsitioihg ofi pattengs stthdsmiage amd thlaetoo in a different

\{!:)Ptgg tR Ell\rlll:s)tEaﬁgeB posmorP of 16 X 16 pixel patterns might be changed after every 100

patterns of 16 x 16 pixels.

The image in FIGURE 2 represents an Equirectangular image (expressed in pixels) with
360 degrees horizontal information and 180 degrees vertical information. This image

aspect ratio is 2:1 that mean that the width is twice larger than the height.

In FIGURE 3, the SOURCE DATA in 6 is encoded through the FUZZY ENCODER in 7
that delivers a multimedia file or video stream in 8. The VIDEO STREAM is then sent to
the FUZZY DECODER in 9 that decodes the information, and sends it to the VIDEO
RENDERER in 10.



WO 2008/ 099271PCT/ |1 B2008/ 000334 6 [ 0033] FI GURE 4a
depi cts the encodi ng process. The Source data in 20

w@ansh®2z1 video file, a video stream or a stilPCT/IE20e8/000334

[0033]

[0034]

[0035]

[0036]

[0037]

This data have to be a nultinedia file at |east
under st andabl e by an APl simlar to any Direct Show
Filter in 25. This source ta is described in
resolution information (in"pixels AREA), in

Conpression.type, in_Frame Rat in FP and.in | or,
BORE T Gericst B TP PR cibe SRS At £ aoe a video file, a
gﬂ%& ygf'e%fh My | FilNFhadd 0PRSS SELa LIFRUEN bhhe Fl&edia file at least

R The original” sound data 26 is then directly )
tindmstandabiedby eoARInmslee 2% Daectdbowt Bjend 2hhBrie spiree Data is

ncaded.file is witten. The.synch,ipfornation i.s kept.
R3B! ihrsniid Fhiou8en appiSd® gy Shan SR G SR, in Frame
Wate €n FPS) ENCIEPERoPSERth. [TRE 36iind hEormeitios &t B doink is not encrypted
| oaded in the Fuzzy Encoder through t he FRAME

Exi RACT o REabERoIgh e FUEZY NG Tag opeinebsopng glgta 26 is then
t.0 comput ed. f r b r . .
B85 GBS MEEY o4 PR o o, PG 0o ey oo
et ihfoamietiGeR&lept i@l 26 (@mechoy tie@umeTAPBas¥ () aad sisédsinvgdl tb write the
known and i s processed first through an APl from
ENGQREPDAZAL ed DI RECTSHOW FILTER in 25. Each frane

has to be progressive to prevent any conpression

anomaly. [0035] DirectShow divides the processing of

mul ti medi a tasks such as video playback into a set of
gthe (Boukeeoldntaais 16adetlénshe Faetyi Ehcddee through dseARAME EXTRACTOR

£n e processing of the data. Filte haye .a
RSy S Bt e B s b B MRS e o prvens
8g ahtesss, TRHIQ 3fldulhend ﬂﬁ@n@hﬂﬂ’%d_@t&tah@‘ékﬁgcté BacBGranse selparately one
anal ysed in the PATTERNS READER in 40, where the whole
ibyreoge., Theig prasssseid wel kmoxval andiis prosessed fiesd thraveh patPé fieg Microsoft
of ;1 j fi tyat [ '

A PIRPCTRER B ERR st BETRER P S o3 yfrbisRita dovent any
aphpMskionfapsmEllys) . Then the patterns |ocations are

stored to be scranbled into a new position by the

ENCRYPTI ON MODULE in 60. WO

20081099271PCT/ 1B2008/ 000334 7 existing possibilities .
HERBRVAGIRII B prdb&singYof afiltiRbSA thRs Sedredaliesh Kplayback into a set
manual |y using enpiric nethods. The Encryption Key is

néesthpd knowndss fiters.eEddy filier tehresaNO@DERDNTRC I@0cesTing of the data.

T (e

exi sting nmethods to transport data. The Encryption key
can be enbedded into the DECODER as an el ectronic

Sﬁl\gp ?{ge %&%r%%%oésg%aiygg%k% hPZiT%ﬁ%I%EI@iEé?{ gld40, where
LA ShbR lﬁfdégé fs!p?es%‘gggﬁﬁt% Elid YordveMed intDeRandk 39 18 1 Bixels (to fit

security nee at Encryption“key can al so be
ehe maptabibdksiirng fisedk hyp\exsticg yompessiah goddc weed with denANE container

%ﬁ#i}\\\ﬁ%g?dﬁas atg)(;[g)[%l)}kfl% hgttgxgﬁ%%%gge th!P? &otl':lglerC%aEn%led into a new
(J¥RBHoA My ENCRAAMTIONEMISHIREE iPADA 20.

The ENCRYPTION MODULE in 60 generates a key that provides new positions for

each patterns extracted in 40. The key can be generated using many well known



[0038]

[0039]

[0040]

[0041]

[0039] Then the full frame is generated in the MACRO
BLOCKS MUX (Multiplexer) in 50, using the new PATTERNS

w@emsoIam gener ated using the key in 60 from tPEr/1B2008/000334

sources acquired in 40. Once that step is conpleted,
the frame is witten by the FRAME WRITTER in 70 and
stored into the MITI PLE FRAME BUFFER i n 80. [0040]
The MULTI PLE FRAME BUFFER 80 function is to store the

ded f te the final
SRR qurt B4 P"ﬁ%iygm“ﬁﬁj%g?ﬁ@r%w b Yeosated magpally using

aﬁmrme&loﬁg ARSE r?;?tﬁﬁh ReY Q8 QecRAPHESF) &N rd €RBAEShORNCODED
t he conpression ke ranme required by the conﬁres& on

PiAT2er100) The @narmon d@wécgammatcdtmﬂpmgmcaa rdevigg, and can be

i Retalp: B rPECBER BPug sk, i R0RR: WPl yRBph dmta he

kestyptsors REy bin B8 leshbaddedhiatda@i DRCODER ak e diédt@mcbdﬂvwe as well.
it can al so change with a certain fre uency

Dhvierslyc e ket hﬁsésubs?tdqlﬂgeﬁléﬁéhe FRT'Fﬁl%g pdeparate way as the
|
EREISES P SSRGS 08, R s s e

ﬂcfbdbﬂ],ethstaiffcrﬂﬁmn&ey asn hlke bORAIEIR paihE .a KFhe/ énwyptlon algorithm, or

el ements could be Jinked with known nethods if the
mvgﬁﬁﬁs iaﬁe)%téfée. s a WO

2008/ 099271PCT/ |1 B2008/ 000334 8 stream data and not a
recorded file. [0042] FIGURE 4b represents the

decodi ng process. Wile the ENCODED DATA is

Thangndlt tENCOPEEY dP4dAonl (h teshexadFVItIGE sandhenypibwyedf patterns

e d C t he DI RECTSHOW FI LTER i n
g‘%?”%ﬁlﬁﬁ] h%@ﬁ%?ﬁ&%%%é%%/v FILTER i s directly
connected to the PATTERNS READER i n 120 that fornat

the pattern information for the MACRO BLOCKS DEMUX

&Derrultl Iexer) in 130 where all the patterns are
e fhafils Seme ds BATIHG Th it YAGTRA ReCRpoiSd Migeren in 50,

; ﬂﬁg @%@@EPEWBKR@ W’ W&%rét@d ]ulégré ’??1% lfﬁﬁ'e d@@ffﬁfn? ithe sources

e key could be easily wite In har evi ce as
acqRiit dat 40.f Once Xzatpitep 1sAtcoml[)wteqodhmtfra1m lis tWrgten by the FRAME

O™ ol Be BRMET nEEs ¥ QR Ry u R s

re-organi sed data is sent to the DI RECTSHOW FI LTER i n
150 that generate the DECODED DATA in 160 using .

exi st n% functi ons. 004513 The DATA at that point
daaAYLBE I BRAMB BUEHRR BY danstian s 10ét‘2r§|th@n%ﬂdﬁ‘ﬂ ap@her of frames

Ed'o 'a&ﬂﬁhut‘e%@ rfﬁlt\é?g&gg%gmgﬁna%ﬁtﬁﬁdo}pﬁm%erI&EmHOW GREFER 90. The

encr
number of frames stored before compression depends on the compression key frame

required by the compression filter. It is also indexed with the position in the file where
the encryption key changes the position of each pattern. It is also possible that the
encryption key is set up only at the beginning of the file, but it can also change with a

certain frequency, interlaced with existing frames.

This part completes the encryption process included in the ENCODER part. The Encoder
part is usually not played on the same device as the DECODER part. The two elements
could be linked with known methods if the ENCODED DATA in 100 is a



[0042]

[0043]

[0044]

[0045]

[0046]

[0047]

[0046] The DI RECTSHOW FILTER in 110 split the
AUDI O VIDEO i nformati on, as the AUDI O doesn't have to

wmeoopnmeessed t hrough t he FUZZY DECODER part, POIB2808/000334

directly transmitted to the output part of the
DI RECTSHOW filter in 150. [0047] The DI RECTSHOW FI LTER
in 150 connects and synchrgnise toget her again the two
conmponents of the nmultinedira file. The video part,
nown, here as _the D DATA in 160, is sent to the
%ﬁ%@(ﬂ%ﬁ@éﬁéﬁﬁ“?ﬁ%mnages graphi ¢ i nformation
for the display device. The sound part is sent to the
SOUND RENDERER WD 2008/ 099271PCT/ | B2008/ 000334 9 in
180 t hat. nanages the sound device. [0048] FlI GURE 5a )
BIGHRE ot sreprrscnis s@ewAesedimeu mrefsss: e Nl tthe ENEYDED DATA s
r‘ B
PRt anes s o, A 381 R0 30Bo Rl froush
PIRECDSHON FHICERI@d1 by t he ENCODI NG PLATFORM 200. The
only limtation is that they are allowed to display
the content, but they are not allowed to nodify it.
[0049] FIGURE 5b represents the case when nultiple

THAU DS PR ECEIHOW IR RMirectl P 0 Hecea ¢ (DA TAMENS READER in
be assigned to a group of content for encryption and

129 dhagr dopnast then datterr snfoomatiins ploaythe] 0BSCREABHOKES DEMUX

> gener.a nd r ed on the sang E | NG :
R EERREEHT L B o0 6F SRS B 0EedRER. Rk g oryption key
iyotiel o Pha REVERSE ERORAPHEIN SCBYLENal 1408 ABay@ B¥fore, the key
gr oug‘?s of different users. Each one has an encryption

pasaly aite irharddayhedevicejesn ROM datador peangpleuht that point, all
i i Cat .1 e .

2yt B PR S oL Sk, SOPMRIPDARE (UG s o

abufdeer ent keys and then different groups are not

restricted.

The re-organised data is sent to the DIRECTSHOW FILTER in 150 that generate the
DECODED DATA in 160 using existing functions.

The DATA at that point cannot be stored as a multimedia file using different filter to

prevent non authorised user to have access to non encrypted data.

The DIRECTSHOW FILTER in 110 split the AUDIO/VIDEO information, as the
AUDIO doesn’t have to be processed through the FUZZY DECODER part, and is
directly transmitted to the output part of the DIRECTSHOW filter in 150.

The DIRECTSHOW FILTER in 150 connects and synchronise together again the two
components of the multimedia file. The video part, known here as the DECODED
DATA in 160, is sent to the VIDEO RENDERER 170 that manages graphic information
for the display device. The sound part is sent to the SOUND RENDERER



[0053] The common case shoul d be that G oup A have
only access to the nedia encrypted with the key A and
wo besaup B has only access to the nedi a encry@t/E2008/000334

with the key B, and so on. [0054] FIGURES 6a to 6e are
provided as an exanple only. In this example, we
consi der that the SOURCE DATA is already extracted and
is a progressive scan equirectangular frame, with a
iﬁ'lé@tl%@nﬂaﬁ%”&s@ﬁéﬂuﬁdgk@c& and 512 pi xel s height. The
process Is Tntegrated as a | oop, and each franme have
to be processed one by one before WO
2008/ 099271PCT/ | B2008/ 000334 10 conpression. [0055]

[0048] HIGEBRES6 sepstrons thecasquihreact emqus encryptmgekeyfis pRAled ahdised. All

i i, 204 tt f 16x1 i I.s. Thi f )
th Bkt & o A\ it el o appiiceteB oo B it e pad display the
doptehhendoBMVby el BRCTIHRNREADRAR TSR ML 2805 Gihe o' it8fon is that they

represents a graphic representation of the PATTERN
assplkoyrad; te lisplaycthe eentowsr Rutribeyi ave npiealaRiERN® dHFADER 40.
Therefore, the length of the i mage conprises of 64
patterns of 16x16 pixels and wi dth conprises of 32
patterns of 16x16 pixels. [0057] FIGURE 6¢c is a matrix

[0049] HIGURHIS!S cepassents thieuse sanh ntufiteplp gsiups oflisegs 4t peaeit.

pattern on X and Y-axis. Thus, by neans of a matrix

each pattern of 16x16 pixels is given a coordinate as

éﬂ}c( Yg, 0058] Fl GURE 6d represents the new matrix

&L BAYS (ot BSprd s groap e CoRisinfor snenypfigbanghig a group of end
sk PeREdidplay.0059] I'n FI GURE 6e, a new shape with the

same nur‘%er of patterns acconmodation facility is

created i.e. in present enbodi nent the new shape

conprises of 2048 pattern accommobdati on capacity,

[0051] Kdchday ican bejgeneadtedtind endryyaed ofi thersanerENCORIING PLATFORM 200 or
unencrypt ed i mage shape: ccomodat i on
C@EE%@@&W@“?@W%@%@?W%% ﬁ@th‘é’P% erns are
rel ocated is a rectangul ar shape. However, the area
covered by the patterns remains the sane. Herein the

[0052] IsRadl At wkhaveew Qfl @ffereh®Gt@NIE&hNEY RS &Eanrypﬁon key
(ﬁf\tterns along the lTength and 8 patterns along the

ferent. Thp ey A éy éedicatdsetorthergeaupas, thaker Bis datlicatgd théhe group B,

BRI BN PRl BEGEIES, ARl Fidon ks and
the dicfetentigionps he ndevesalvbgde that is the rectangul ar

shape, the patterns are relocated in a special order
by applying a fuzzy algorithm

[0050]

[0053] The common case should be that Group A have only access to the media encrypted with
the key A, and the Group B has only access to the media encrypted with the key B, and

SO O1n.

[0054] FIGURES 6a to 6e are provided as an example only. In this example, we consider that
the SOURCE DATA is already extracted and is a progressive scan equirectangular
frame, with a size of 1024 pixels width and 512 pixels height. The process is integrated

as a loop, and each frame have to be processed one by one before



WO 2008/ 099271PCT/ 1 B2008/ 000334 11 the patterns
t hrough t he PATTERNS READER 40. The infornmation

w@olokeseed i s the nunber of patterns and thei rPOr/ig2esalo0334

[0055]

[0056]

[0057]

[0058]

[0059]

[0060]

| ocation into the matrix. This information is

descri bed as the MATRI X. These matri x variables are
then scranbled in the PATT%QN POSI TI ON CHANGER 310 are
reconbined into a new nmatri X in the NEW MATRI X

POSI TI ON 320. The way the variables positions are :
SYUPBYET®Y can be managed manual |y by the end user that
manages the ENCODI NG process. It can be as well
inported as a text file follow ng the right

formatting. Then, the new matrix paosition information

t
FIGURH 64 ShomiciniGavieHNEE I M2 36 183 %t 12 HSIReRed 48 patterns of
Dot B T, A€ rERE IR IR Tk IRRRAE 1R extracted by the

FRIAV BEX TRACUSORREAMBDHR Xhown exi sting net hods. That

key source is then saved as a METADATA ENCRYPTI ON KEY

65, to be used later on the Player device. [0061]

FIGURE 8 represents the detail of the REVERSE ) .
ERERRETPOReIvERMSE: BrAphist repregetationy of e PREYEBRbepsetion function

%lehg G itlYeeﬁA’f}f‘ RN%T%QA%REWI&Q! tﬂ%i\iel?%th ophel ﬁl&gtéecomprises

process re-creates the orig matri X i nformation
bébaphttend of 16x¢6 pidelsemdsvidtstdnmizes bf32 petetisaofe 6x Thpixels.
PATTERN POSI TI ON CHANGER 410 receives the incom ng

pattern position fromthe PATTERNS READER 120 with the
R b PRl IRl o AP Wty Byl 91, 85h pacter on X
Thd sY iamfsorThms,i by means hefh asmatrixt eadhhpathdiCRO BROOGKSixels is given a
DEI\%iXin ;@Q&Jn order to generate the original frane
RO )by the DI RECTSHON FILTER in 150. The key
information is not restricted to the pattern position

in the frame. EMBODI MENT OF THE | NVENTION ? [0062] The
HGURR Gbpereseusdae npowcwaei) affe enggption PHsFha2ewown in FIG Ge
T%gﬁ%ﬁéﬁﬁ%.parts: The Coder that encode the raw video

[

e or Streamusing an encryption key, The Decoder
that decode the encrypted data using the original

R DB G e AT RS o R Pps gt failcy i
fPdated SR! 8% present embodiment the new shape comprises of 2048 pattern
accommodation capacity, which is equivalent to that of the original, unencrypted image
shape’s pattern accommodation capacity. The new shape in which the patterns are
relocated is a rectangular shape. However, the area covered by the patterns remains the
same. Herein the embodiment the new shape is a rectangle having 256 patterns along the
length and 8 patterns along the width. Thus, herein the number of patterns along the
length and number of patterns along the width is in the ratio of 32:1. In step 4 the
patterns are relocated in the new shape that is the rectangular shape, the patterns are

relocated in a special order by applying a fuzzy algorithm.

FIGURE 7 represents the detail of the ENCRYPTION MODULE 60 of Figure 4a, where
the ORIGINAL MATRIX POSITION 300 receives the information regarding



WO 20081099271PCT/ 1B2008/ 000334 12 di stinct conputers
or CPU systens. 100641 The key, if unique, can provide

WO pdosoymti on to only one group of users that hewBIB2008/000334

[0061]

access to the unique information. [0065] The key can

have an unlimted life duration tine, or can be

limted in time. For exanphe¢, if the nedia is a pay

per view program it is possible to generate a key

theapatteimsothrough thed? ATEERNSr READER ctfp Tie imfiimatien scotlected is the
|lay the video only for.a limted tinme. If the dela L

Bl SR pRUGT e st iing isaon, R oihg Jmptrivs et Mformation is

déscaived aaihg NMATRIKOTRERYNAtHR vafab1ehre tA&HsdrBbIRH &Y Ble PATTERN

af)%l i cation can di s(sal ay a warning nessage. [0066] The

POSBIN (rHRANGERa 350 2ee regembineddnty soevipatexdh the NEW MATRIX
| w_dt h.and t i This s j orit

PRSPLENL Pt "B bl S e Pufbun 4% Srikfe® 8 e managed

aIpalBs biy ahe aindouset i hitalped ithe ENCODBSG Ipr6éds@NIt can be as well

gg%?] The ENC%QI)E&)) DATA and t he SOURCE DATA have the .
Rtefor A ﬂﬁi Hpwing the righformating.of e the new matrix position

e fadn r,Qf
B O £ R o R Qo g MR A B OCKs MUX
601 Tine K& GENERATIAK 830 lpentatka enaipticanidye badedrort the new matrix
user. that wish to access to the SOU DATA,. we nodi.f V
Pistor SRR R BTeg W SN GOV bR e is then saved
802REETADA THERGIR W TIOINRES 64190 BRI 18R 8f Sreihydr dblige.
sanme (rectangle), but the neasurenment in wdth and

hei ght are different. [0068] The aspect ratio of a

HGGETE I a08l, BRI EE gm0 o

Fizuievab Clies 8EYe DEIODER| 400N&c6ings @k METADATA ENCRYPTION KEY
t hree- di mensi onal shape, especially for the | ongest

ARdVBFSIR TOCeEESerealps ﬁﬁérorgmlrémqtrié anfoppgtian wlative go the patterns

Pegﬁa d lﬁ?tc}hé‘_rﬁargés‘f“;lé bfe&iT '?ER %SII’T\R)N'E@MI\?@E{{%}?? .receives the
engtrh and di aneter). 1n such cases, the aspect ratio

mepneng | paitesn tpesaioualfiom | ths SPARTERNGE READERCOI?)i deth the KEY

%@gg;%&%%ﬁ%g; @Lg?? 88{)’%(%%8% or\{gnal matrix position in ORIGINAL

MATRIX POSITION in 420. This information is then sent to the MACRO BLOCKS
DEMUX in 130 in order to generate the original frame to be managed by the
DIRECTSHOW FILTER in 150. The key information is not restricted to the pattern

position in the frame.

EMBODIMENT OF THE INVENTION

[0062]

[0063]

The system CODEC (Coder Decodér) is then combining two separated parts:
e The Coder that encode the raw video file or stream using an encryption key,
e The Decoder that decode the encrypted data using the original encryption key
information, and deliver the video file reconverted in his original form to the video

renderer for display.

The two individual parts are two separates processes that are operational on two



[0064]

[0065]

[0066]

[0067]

[0068]

[0069]

I mages or video contents. The Equirectangul ar format
is well known in the conputer graphic industry [0070]

WO 200B®99IDSt appreci ated that the i mage data t hedtT/iB2068/000334

be processed through the Encoder has to be in an
unconpressed format. It can work as well wth
conpressed files, but the fynal result will not be as
good as needed for differe fields of applications,
difglcy 8bAputbRer ERBEfstdnivrent i ndustry [0071] Vi deo
conpression typically operates on square-shaped groups
of nei ghbouri ng plxels often call ed a Macrobl ock.

%@&Z i n@ﬁ%ﬂeatc BRfY S e@@ﬁa%%h@l Rl %B@ng bSTRAG Rive access

@ﬁhéquﬁeﬁX@mnmed fromthe Encoder can then be stored

or streanmed directly to the Decoder in two different

forms: [0073] As an original video file using standard
héjﬁ 'IB)RIQ ?ﬁ R Bmitdd & WlratH 'ltn‘ﬁle n@rrcaﬁ B inBtediif€ithe. For example,
nte | eave ormat or the new MPEG 4 format allows all

i t]nedmedilaam APRE Pl ‘anwfprd)gam, itns porsible tsgenetateea key that allow the end

encr i on ke [ocess ed and, s
e SR, it PR P N Bty o e bt 0 1f g delay of
HsRLsAGH SipifcdOtfith t&serﬁi 1&'@? adad allbwk® ahy 6lodéltoglay iedontent, and
and data. Metadata is used to facilitate the
theddayst appdication casedisplay armideiesrmessage. data. The
net adata required for effective data nmanagenent varies
with the type of data and context of use. In the
ThE Framk sofircadatafiimto ba aSMStlplmoﬂllfﬁqﬁﬁeli foe tistatviith and the height.
the content of the conputer fil net adat a abouyt )
iThisiiy mainaity dhease s llwedaodlepdy @%qu9d PHE8 GorBPIERUOR glﬁeﬂthms that
?Et'iﬁ% tfrfcﬁ{)rg and its length. [0075] Each frame of the

(51 A 0 be processed frame by frane at a | ow
IeveI and the imges need to be in a progressive scan

I d t d. .
'8 BRLoOBE by baES bt B adi e R e, i
BRI EBE piRrsS TROAspe &t 86l p5taketep 8f HRHENTODEM DATA can be
any particular formor arrangenent, or any specific

érebsranartian, the rSQMELCEp@&m, duideis Hotsedcewsety. fer miake the task much
t nDd fi n t
PP Ry TR R b T PR BARRL VGRS the aspect

$&RPES ik ENCODED DIACT A (VBDEO Y ITheashepe) tlsdmmbc&ruf p1xels and patterns
descri bed of which the apparatus or -nethod

iarR itlciBel same (Feetangle), buisths mershemsRl i %@P@gﬁi i2h arg different.
operative enbodi nent and not to show all of the

various forns or nodifications in which this invention

fihg hispdae ratidh ofl b édoatimepaorm eblape is the ratio of its longer dimension to its

shorter dimension. It is also applied to two characteristic dimensions of a three-
dimensional shape, especially for the longest and shortest 'axes' or for symmetrical
objects (e.g. rods) that are described by just two measures (e.g. length and diameter). In
such cases, the aspect ratio may evaluate to a value less than one (e.g. consider very short

and very long rods).

The preferred application of the invention is known as to protect image content for

Equirectangular images or video files and streams, and can be applicable to all others



15 CLAIM5S W claim |.A nethod for encoding visual
i nformati on conprising the steps of: - dividing the
wor@gab2rnf ormati on into a predeterm ned nunmbepCDiB2008/000334

patterns over a matrix; - determ ning the position of
each pattern on the matrix; - rearranging the patterns
on the matrix; and - generg;;i ng an encryption key for
use in decoding the encoded visual informtion;
inepeeion videe qoatenes: hediquiteetanpitlni forame iy eatlrlangadin the acomputer
grredete m ned shape which is different to that of the
PPYEHUSEhape of the visual information, wherein the
area of the predeterm ned shape is equal to the area
of the original visual information. 2. A nmethod as

[0070] Hlisimesicepprecidted tmatltheumegedata thag will be prodesded thmugio the Bncoder has
extracted franme b ra rom mnultinmedja.data
GO G HyCormBFes s, F R, [t oRR oot den Rgfiirippressad files, but the
fihaRsdtwill et bOgs eull & nabddiofel dBRE&A IfRRMs of applications, including the

Entertainment industry

[0071] Video compression typically operates on square-shaped groups of neighbouring pixels,

often called a Macroblock.

[0072] The data can be one or multiple still images or one or multiple video files. The final
processed file or files exported from the Encoder can then be stored or streamed directly

to the Decoder in two different forms:

[0073] As an original video file using standard video compression. The AVI container (Audio
Video Interleave) format or the new MPEG-4 format allows all kind of compression
files. In this case, the encryption key is processed and sent (in the case it is not embedded

directly in the Decoder) separately as a metadata,

[0074] As a metadata file including video and data. Metadata is used to facilitate the
understanding, use and management of data. The metadata required for effective data
management varies with the type of data and context of use. In the context of an
information system, where the data is the content of the computer files, metadata about

an individual data item would typically include the name of the field and its length.

[0075] Each frame of the video has to be processed frame by frame at a low level, and the
images need to be in a progressive scan format (not interlaced) in 24 bits, 32 bits or

indexed colors.



3. Anethod as clainmed in claim?2, wherein each frane

IS progressive to prevent conpression anomaly. 4. A
walgooso®2for encodi ng vi sual information conpriBCTDB2008/000334

i mage processing nmeans configured to extract and

process information fromthe visual information frane

by frame; - a pattern readgy to store and convert each

extracted frane into a predeterm ned nunber of

[0076] Rﬁ%&g\‘re%e?% 8@2‘%{“8561%\;8&0 rx%cgnde tow%%n§es %%Ié%l &8 dn! ng%mtﬂar form or

ans arra e patte

t,i0p ARy spudifaeblifed, Sb/dfﬂiﬁstp’eblﬁwusenﬁ{cmbd herein, since the
or use |n decodi ng the encoded vi sual

B@W%rnh?éft bomodifigl imEaiqus pardoulsre rafprelaianihevt departing from the
pI? cont 'c)(i’ljs(cﬁ;‘gi g ﬁlﬁ acrle[lﬂl\%ﬁ ‘if&ﬁlo‘ﬂaflﬁlﬁfn@h&ﬁh 3nd descnbed f which the
edeter élh ﬁ

I's different to that
@plb@atﬁalorshﬁﬁmdoihowme iy iisteaded ohlyr ot 1lmstrat53nAadévdlsxéosure of an
arvs Empodiparndait foiostal ot the varions1BrRs S R33H ions in which

this invention might be embodied or operated



generate the full franme using the new positions
generated; store and wite a predeterm ned nunber of
generated franes required for final conpression; and -
encrypt the visual information to obtain encoded
information. 6. A device as clained in claim 4,
wherein the visual information is a video file or a
video stream 7. A device 4§ clained in claimd4,
wherein the visual information is a still inmage. 8. A
device as clainmed in claig4mherein the visua
information is a nultinedia file at |east
Werdamst andabl e by an APl similar to said filtering
means. 9. A device as clainmed in claim4, wherein
said pattern format fits the macro-bl ock size fixed by
].exi sAinngheidoperesding Risosldeformisat cohiphisinb eheAWps ©ant ai ner
and MPEG, formats or, any, other video format. 0. A
devi -2@” inedhey sl MipreAan e @ PiRdEIET HOd a‘i"ﬁb"é'ﬁ% PYRRSAYer a
moduhgrigenerates a symetric encryption key that
provi des new positions for each pattern extracted in
sai o fiarmérmsthe agden of eaph patercen e neita:ned in cl ai m

4, m%crlr?z{n@in %(?pzﬁ@ﬁ{syopl% &al‘f&yargjs encrypted before
transportrng | 0 the ‘decodet devi ce.
- generating an encryption key for use in decoding the encoded visual
information;
wherein the patterns on the matrix are rearranged in a predetermined shape which is
different to that of the original shape of the visual information, wherein the area of the

predetermined shape is equal to the area of the original visual information.

2. A method as claimed in claim 1, wherein the visual information is extracted frame
by frame from multimedia data comprising audio information by filtering and

transmitting the audio without encoding.

3. A method as claimed in claim 2, wherein each frame is progressive to prevent

compression anomaly.

4, A device for encoding visual information comprising:
- image processing means configured o extract and process information from the
visual information frame by frame;
- a pattern reader to store and convert each extracted frame into a predetermined
number of patterns; and
- an encryption means coupled to the image processing means to rearrange the
patterns into new positions and generate a symmetrical encryption key for use in

decoding the encoded visual information;



17 12. A device as clained in claim4, wherein said
encryption key is enbedded into the decoder device as
an electronic device. 13. A device as clained in
claim4, wherein said encryption key is stored in the
ROM data. 14. A device as clained in claim6, wherein
t he encoded i nfornmation has exactly the sane nunber of
patterns as the visual inforlfation. 15. A device as
claimed in claim®6, wherein the filtering neans
WhERRVIBS cAY iR nintdaft RRbLRUrdd BR4rRGed MR Bhitdr BraPréde@Bmined
16. A nethod for decodi ng encoded visual information,
shapk evhrebtihdidicenhiorthalioh Hhetdnigingt dpge of the visadéntprmgion.
encoded data including encoded visual informtion

di vided into a predeterm ned nunber of patterns;

51 npoAtdemge thdaiered ity pihino4, Weyein drdmage porgaing nidags isiether
@ﬁlterns_to recreate the original source data for the
RIEHE ¥'nf or mati on using the encryption key: wherein
the pahb@idie fior MMIudifehe NeR fedtiMisSeAtratedf or mat i on

are arranged in a predeterm ned shape which is

di f f efenand yrighapredftenhecdhaper of ganpiatedritagicn atquired fra|final
info '\ .wherein the area of the predeterm ned
shap%ﬂﬁétﬁgﬁé to the area of the original visua

I nf or ematyipothe vishalAnfhematien b @btadleomdiaignfoneadted vi sual

i nformati on, said device conpri sing:

6. A device as claimed in claim 4, wherein the visual information is a video file or a

video stream.
7. A device as claimed in claim 4, wherein the visual information is a still image.

8. A device as claimed in claim 4, wherein the visual information is a multimedia

file at least understandable by an AP1 similar to said filtering means.

9. A device as claimed in claim 4, wherein said pattern format fits the macro-block
size fixed by existing compression codec used with the AVI container and MPEG

formats or any other video format.

10. A device as claimed in claim 6, wherein said encryption module generates a
symmetric encryption key that provides new positions for each pattern extracied in said

patterns reader.

b, Adevice as claimed in claim 4, wherein said encryption key is encrypled before

transporting if to the decoder device.



- means for receiving encoded data including encoded
visual information divided into a predeterm ned nunber
of patterns; - a patterns reader to anal yze and format
the pattern information of said data into preset
pattern format; 18 a macro bl ocks DEMJX to
reorgani ze the said pattern information using an
encryption key into pattern igrgani zati on of origina
source data; and a reverse encryption nodule to

125 OViAdRyvicB s SRR AARA LR YeWhdrih shigRh&3piid lﬂﬂf i$&hBedded mto the
pattern information; wherein the macfo bl ocks DEMUX |

deconer driceds emeleeitnmindavics. t he patterns forning t he

encoded visual information froma predeterm ned shape
which is different to that of the shape of the

19r i gAnilviceiasclaimeddrih ofaimatt whereinkBid eAciypidrclesyds stotediinedad ROM
d|n claim 17, wherein the device is configured to

%?event decoded data generated by the device being

stored as a multinedia file and thus prevents

unaut horj zed access to non encrypted data. 19. A
1ﬂ+evu Bedexise gy elpimied 1 flaign &i whagin thihercediad infaemelé hee exactly the

SRNN audi o and vi deo
?Mdr]r%t?%gﬁat{dlg@g[il%e\fvggeu\?fgllé&g?h@?ai med in claim17,
mhereln decoded dat a generated by the device

d to de of the.i ut nul ti ned. a
15T X R R it Sn Ca® B, Sirdin B, P imeionts ik e
inféinthtivh GOM tdatn@ut mf&matiol.0 a video renderer.

16. A method for decoding encoded visual information, said method comprising the
steps of:
- receiving encoded data including encoded visual information divided into a
predetermined number of patterns;
- importing the encryption key; and
- reorganizing the patterns to recreate the original source data for the visual
information using the encryption key;
wherein the patterns forming the encoded visual information are arranged in a
predetermined shape which is different to that of the shape of the original visual
information, wherein the area of the predetermined shape is equal to the area of the

original visval information.

17. A device for decoding encoded visual information, said device comprising:
- means for receiving encoded data including encoded visual information divided
into a predetermined number of patterns;
- a patterns reader to analyze and format the pattern information of said data into

preset pattern format;



22. A device as clainmed in claim2l, wherein said

vi deo renderer manages graphic information for a

di spl ay device. 23. A device as clained in claim19,
wherein the audio information is directly sent from
the filter to a sound renderer. 24. A device as
claimed in claim23, wherein said sound renderer
manages the sound device. 18 25. A device as clained
in claim19, wherein audio information is not

pr oces gRehodnetis DIVIRGS tbrddnPRINE dteshikrOnTh llﬂﬁu(fd lllstnﬁg,r an
to means configured to connect and synchronize t

audi endryiftion kay Indhpatiethonghiszalios od etginplsguilce daifiomﬁat i on.
26 Aa 9699,%8 elﬁc?%%%ﬂ%(%uveglo%p& (gjcetﬁg gt \d4 tlon%-!?lfor reorgamzmg said

i nformati on processi ng
confpgwnemﬁk@mamtract and process |nfornat|on fron1the

i sual i nfor tternr ade
bresy ay alaarﬁdv'f%%ﬁ&iﬂ\ﬂﬁ%a&ﬁo 3&? é‘iﬂ’f%ai"h%th 9?&‘8’“5 orming the

eRoBEEYiSHAT TS Sh ABidh 1B a Eu@ﬂé’i@?mn&lrkqiape WhicE Ribfakh@n that of the
means coupled to the inage processing nmeans to

shapa pf biageistinakvipal tnderstipht o new positions and to
generate a symmetrical encryption key for use in
decodi ng the encoded visual information; and - a
18lecodetevicons deiardiimgiamndcddedréintherdeaice (Im.*,onﬁ@lﬁbda tonpre et

tion ne s .confiqured to rea e.t he
e MR SRt SHEDE SR G Fritfuprevents
uﬁd@nftﬂo?@&ci lcedshEndf bitrijdd glape of the visual
i nf or mati on.

19. A device as claimed in claim 17, wherein the device comprises a filter for

splitting audio and video information.

20. A device as claimed in claim 17, wherein decoded data generated by the device

cotresponds to the video data of the input multimedia file.

21, A device as claimed in claim 20, wherein said video data is sent to a video

renderer.

22, A device as claimed in claim 21, wherein said video renderer manages graphic

information for a display device.

23. A device as claimed in claim 19, wherein the audio information is directly sent

from the filter to a sound renderer.

24, A device as claimed in claim 23, wherein said sound renderer manages the sound

device.



27. A conputer program product for encodi ng and
decodi ng visual information conprising one or nore
conputer readable nedia configured to: - divide the
visual information into a predeterm ned nunber of
patterns over a matrix; - determne the position of
each pattern on the matrix; - rearrange the patterns
on the matrix; and - 1generate an encryption key
for use in decoding the encoded visual informtion;
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26. A codec for encoding and decoding visual information comprising:
- image processing means configured to extract and process information from the
visual information frame by frame;
- & pattern reader to store and convert each extracted frame into a predetermined
pattern format; and
- an encryption means coupled to the image processing means to rearrange the
patterns into new positions and to generate a symmetrical encryption key for use
in decoding the encoded visual information; and
- a decoder for decoding encoded information;
wherein the encryption means is configured to rearrange the patterns in a predetermined

shape which is different to that of the original shape of the visual information.

27. A computer program product for encoding and decoding visual information
comprising one or more computer readable media configured to:

- divide the visual information into a predetermined number of patterns over a

matrix;

- determine the position of each pattern on the matrix;

- rearrange the patterns on the matrix; and

- generate an encryption key for use in decoding the encoded visual information;
wherein the patterns on the matrix are rearranged in a predetermined shape which is
different to that of the original shape of the visual information, wherein the area of the

predetermined shape is equal to the arca of the original visual information.
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