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Docket: 19145 METHOD AND DEVI CE FOR COVMUNI CATI ON

USI NG RANDOM CODES The present invention relates to a
woreidhateand devi ce for comruni cation, in whi chPer/Usvdem3348

code is used in the comuni cation. The comruni cation

may be, for exanple, part of a financial transaction,

or any other confidential communication. A first
DodkaP§6f450f the invention provides a method of

onnunlcatlon conprising storing a randomcode in a

first device; storing the randomcode in a second

NBMIESD A0 DETEE: FOR é@NfMﬂN‘iéﬂ?IbN CSINPRABUFOY CODES

communi cation. The 1 nvention also provides a device

conprising a nmenory for storing a random code; and a

TheRfrORESIERMtibOfeldids th azhdiBod 4R deridd &Pc6RERmicAtich, in whlch a random
subse uent communi cation. The random code nay

codg,ii Heerl it SOMPHRIEATION- + FRP SQRyEEHCALAR n&%nl?ﬁuf%%ftap’c?he paft of a

finaH&i8raASacBbh, @PERAIRG ck¥dehhallcbRnsHRagAUeNt
communi cation. For instance the subsequent

comruni cation may conprises part of a financial

A ﬁrﬁt&ﬁ’.ﬁm b'f 2. inddadibn ipSaviddder aihokd ot e@ﬂﬁamﬁmonhempﬁeﬂg storing a

ST 85 58Y30k. SR8 3% BRKEEDL!BECLUEKI SHE. LD, B

randdd€cdde des subkeji® lcysuaicatidd. ansm t t ed bet ween the
parties. Another application of the invention is in

transferring confidential information by a "one tine
Thepathtise alse pxtoyideea: heﬁimwmphisingﬂaimﬂmmy farsthoing lairsddoof code; and a

nunbgrsﬁgg to en oge tge g cter dee for a
Prog&yivbol oy %FSP RURETT TAIIOPEre *R% ecei ver

arned mnth the same |ist can reverse the encodi ng and

I

Thet o‘ilhébéile W%}é%ﬁtg%rgﬁmo ue%ﬁqte ﬁté‘ttsg%l.@ﬂ I%Té &% 580 uSed as an
DC@bmpbnenﬂ@@d@PmEnwme@whwémnof randontnunbers are each

of a byte, in this case taken to represent the nunbers

0- 255, then the encodi ng process can be addition
For jigsiapce tPowbesruent comnpynicatictompy comrrisshgatt 196 agingpgial transaction.

-

. ThatRSIhE RE™oMRDAQRMIYWENRE ciRd ad Pé%/s E@t\ﬁﬁi%?s@ pgﬁﬁéﬁﬁﬂs@}ﬁctiﬁs with a

. Just subtraction nmodul o 256. Clearly matching |ists of
digiteh igaig; Br es Urgval reeh nimivkich cptsythe spdesdhempeelves are transmitted

1wﬁhﬁh%&ﬂhﬁk§d as S|ngle bytes for the purposes of secure
comuni cations, or in |onger sequences (typically 16

bytes) for nonetary, authentication or transaction
Anofi® bpplieatidnQT tHRUARAEES is in transferring confidential information by a “one time

pad” security technique, in which a random list of numbers is used to encode the character
code for a symbol, by a simple numerical operation. A receiver armed with the same list can
reverse the encoding and can thus recover the document. If, by way of example, the original
is available in the familiar ASCII computer code, and the list of random numbers are each of
a byte, in this case taken to represent the numbers 0-255, then the encoding process can be
addition modulo 256 of the 8 bit ASCII code and the 8 bit unsigned random number, and the

reverse operation is just subtraction modulo 256.
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It would of course be possible to generate the random
codes on a conventional conputer, and to nmake two

W@ owcas6ant 0 a storage medi um such as a CD. ThPGT/US2006/013348
approach however has a nunber of problens: Conputers
are subject to 'hacking' and the confidentiality of
the two copies of the list nmay be conprom sed if

Cleelsrﬁranrggtglgﬂé ﬁgt%) ﬁcgn? I?)étl . {5 a& nd egs d(%g%esg can?; tuﬁgl{{{éuatd as single

bytds dorethé bt'mpdsep af ie}tureT:btn&uhhaﬁl(dlsp@flh)bﬂgﬁﬂéeduéjﬁes&(l@lpﬁ:aﬂp 16 bytes)
decode a ocunments o at had been securely

for @ﬂ%%%’&uﬂ&ﬂ?%%ﬁ O tFrs HSWP@%%%“(BT PYRE“two ' proper

users, and alternatively to nake paynments using any

It wgolﬁ %gcgulrl eep(rgl)gsobqg go g ne%’?e tﬁ% ra%d%tig] %Ed&ﬁ S%% Q\l'eﬂgoﬂ;rl? gdn%uter and

to Weﬂw&tc&dies whtohs sordge anddivgn amyh s aQD dlfhlst hlmroachdldwngar has a
um;[)her fa%e ghysi cal access to the CD (theft) to nake a
TumPEHY PR al | ow t he sane i nproper access as outl i ned
above: if the CDis replaced where it was stolen from
t h%,% H%rsj a@gk bj &E{oehzﬂ: a{ﬁﬂsthen&)nfﬂ @%%meTt% % 'éé Qfﬁe list
enbod! nents AVeRtlon descr | 'ow prese
valmaglls c@mcpmnnlsqd ifreGrseome $s whhioh aaullnglabprggtemccun@e Wmsléer that

P32 P andRarbhet b yARE PR B RE T ! PRETEAGE outa be

palablectb ddende mes doﬁugmntseoﬁﬁlshthafshmhbee@fsemhdy dewddedswithput the

i]ﬁl%\glgdg (%u tﬁ ft\iy% Iﬁ%?%ésq%grf%,[r%‘tq acitgma Y ly tc,:m e g )Zﬁen?s using any
SChﬁmthEHﬂw@Mﬂpﬁﬂﬂﬁalﬂﬂ t he devi ces taken fromthe
right-hand side; Figure 5 is a schematic cross-section
taken t hrough the device; Figure 6 show the PCB, chi )
andResading inpadiss such @s GIPSg@mé)eﬁea% afiergbérehayeibsen generated, without
cr

P P LRGEL R SKE R DR B U EN RV E BEUD et to make
pad"cc@e,c woeldcdlowu tiec semieoimpréiey Laceesd as hwilmed lbovss af dfe CD is
the evhces in 10
sn GRS R R Ben UeA0RRAE U RN Ko
dur| ng code generati on. Descrl ption of preferred

TheSARA JBIlRncREs AR thiHEPE B&Bribed below present various security measures

which aim to overcome these problems, as will now be described with reference to the

accompanying drawings, in which:

Figure 1 shows a pair of devices;

Figure 2 shows one of the devices in detail;

Figure 3 is a schematic view of one of the devices taken from the left-hand side;

Figure 4 is a schematic view of one of the devices taken from the right-hand side;

Figure 5 is a schematic cross-section taken through the device;
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Figure 1 shows a first device 1 connected to a second
device 2 via a coding link 3. Figure 2 illustrates the

wo eovetti@nnl conponents of the first device 1 iPCT/US2006/013348
schematic form The second device 2 is identical.
Devi ce Hardware Referring to Figure 2, the device 1
has non-vol atile storage 10, such as FLASH nenory, and

one r roce ors or mcro-controllers 11.
Fighsd %8gqﬁgﬁ¢$%%mﬁf PR shed by connecting

together the coding port 12 of the first device 1 with
. . | he codi ng
Figh B £ 8Ty B0 bhestelh (IS BREANS, LS Sl T Such

as half male pins and half fenale sockets, so t hat
Flgﬁr\é%rs‘lﬁoggiﬁeciﬁe 68He Blvitds i @nd 'ﬁﬁle%ﬁ*e&curya@mgﬁﬂlb%nal SO

has a USB or simlar port 14 coupled to the

m croprocessor 11, a set of rechargeable battery cells
Figife MEwatHRMEs! theldilicss B 4 Gatintiall@ansAdtibRSingt or 17 (or

ot her noi se generating device such as a radi oactive

source) generates a noise signal which is fed to an
FigamepOishoves anlBteanatdvaarcnpgasna fop thel@yicehdwaing podeditaasticn.

digital bit streamwhich is fed to the m croprocessor

11. Afilter 20 ensures that the bandw dth of the
Desggpise o ipgeferiredantiodimegtsanf thedavendiapar at or is such t hat

it changes relatively often conpared to the bit stream

Fl“@l@l INgho®k ATk dePME 1 cBdtecleldd a kt@nd@atyin ¢h aldd8ing ALK B
latch is very quick. The USB port 14 is also connecte

iugteriestie Aymctiopl sempanspts of thefiest dpdeq F il athepiife formakEhe second
devide@W IdRBLHIBB port 14 is also fed via thepower supply
circuit 16 to the rechargeable cells 15. At any tinme
that the USB port 14 is connected to a |live USB port,
Ded@cHatdvaizeWwoul d be fromthe USB supply and the cells
15 woul d be charged. Code Table CGeneration In order to
generate code tables, the devices 1, 2 are plugged
Refewope tid Eiguipy?, thealehiee ﬂrﬂnpimcuﬂ‘ifdl&tﬂe stfapg 1 ) endlsas FX A SHBmemory, and
onels Wb kgL ERL PO oM AR fTom the T echargeabl e
certo8s R R GRNEC PG VR T he codlng ports is
recogni zed, and both devices enter a period of

TheCcQ)'aTﬂériinﬁi%t 1% Q&aﬁﬂsﬁ l%kgg)nﬂéch ug tc{ﬁ%thglstrh %duﬁ\gp(ﬁgﬁ of the ﬁrst device

procedures are al en t e t\ vices ar
1 wanthe codigtrogiet hef theasedorfdofi¢vans g The dingaports alt?, dA each have

henﬂgﬁﬁ‘@digsconnectors, such as half male pins and half female sockets, so that every

device can plug into any other.

The device also has a USB or similar port 14 coupled to the microprocessor 11, a set of
rechargeable battery cells 15 and a power supply circuit 16. A resistor 17 (or other noise
generating device such as a radioactive source) generates a noise signal which is fed to an
ampiiﬁer 18 and a comparator 19, which produces a digital bit stream which is fed to the
microprocessor 11. A filter 20 ensures that the bandwidth of the noise signal arriving at the
comparator is such that it changes relatively oftén compared to the bit stream being clocked
out, but that the action of the clocking latch is very quick. The USB port 14 is also connected

to the microprocessor 11, and electrical power taken from the USB port 14 is also fed via the
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descri bed below, and if this results in approval
status, they can start to generate code tables in
W@2064106The m croprocessor 11 connects to the PENDR3004/013348
by one of the two follow ng alternative nethods,
dependi ng on whether there is a parallel or seria
interface. In the case of a parallel interface, the
dd -
pov!’z‘ér%ﬁﬁ;ﬁ{r %ﬁ@ﬁ?% tolthe Qgé%g{u@ébgf gég{él 1%9 éﬁaﬁi?htﬂgythtéap%te Ush g&t 14 is
corméctmstmat Jive @SBopdae Qpcxaasls scpldaped framdhe 3/SBu S}pplyhmihthe cells 15
Woua%QEEQQﬂS bits (byte) or 16 bits (word) w de. The
% &%an be used either to supply a byte or word
of data to the nenory to be witten, or it may receive
Co&ny&QGQBmABBH stored havi ng preV|oust set up the bus
nd mani pul'ated the read and output control |ines,
mhlch are also driven by the m croprocessor. In t he
In 618880 QbneRatd 86deAthblbd) RS dRRBs 1,580 phigbd® oSiRér ‘t§yt tﬁ@ @mphmdlte
or the |12C standard, data is senf seria Iy,
codingopRrts |13 $py valkic BlepEisdr DOVERE VP TR SETR ﬁéechargeable cells. The

conﬁb&foﬁp{'/ﬁc&és&fdﬂgl PERS ge r}@&@hﬁeé oand thofh dENER gﬁﬁblaepenod of
signal, so that sever al nennrg devi ces share the
L)

conpypunieation éfeﬂnuﬂemoth@m gstabhish What@regslwes apalloyeadi ve at a

time. In 12C, the address of a device is set by

selectjn gi.c highs an on |t address, pins (so
Thysyggen g’\‘ﬂj?? icgn ATe aRIeEs ¢ difplloveipg pr awhiorizaon phase as
desBEisHI BSHWS BAEE tHiPRsIIR i Sﬁpr@%l asiud \t&y‘iﬁﬁ ktaR td Senbdate code tables in

.address sel ection encoding sent on the seria
Palisnt er f ace. The two net hods descri bed above apply where

the menory 10 is a FLASH menory device. There are many

ot her detail ed var |ons on this sch and .man .
TR PGSy OF SPTEE AR A erpory o0 % Gt B 4, i R plrernative
mefbb¥S teahdide v G@sthérthere GraSpacidlebst stial hﬁex’mel of a nenory

"map' where there is a valid address range (or ranges

if the nenory addressing is not contiguous) which is
In tb@ ded ofiatparaticl inerfate; tepniowpswessorl lll, ganeraidsiap faddresscam that is an
: r | [ :
i G Sebbbrlo, Sl AOE o E 0 W bbb S TR TR A0S, and o
datanbds, which ssgit |ble;$ bith Kieyts a6 hma(umxrd) witle Tﬂumdma)]ousfcanéaeiuned either
o R B R Rl b o L BB g e or wor
stoted [hatiyg peeviohisly seesys teltms ahd) mampalateésthe edad raed outpen@myrol lines,

whlcﬁ \a{rleca?so dnvenu{)}(l:j thg ?m&oprocelzssor

In the case of a serial interface, such as the SPI standard, or the 12C standard, data is sent
serially, with a clock. In SPI each memory device needs the microprocessor 11 to generate
for it a 'Chip Enable' signal, so that if several memory devices share the bus connection, only
one is enabled and active at a time. In I2C, the address of a device is set by selecting logic
highs and lows on its address pins (so that an individual device 'knows' its address) and
address selection to set an active device is by address selection encoding sent on the serial

interface.
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Each m croprocessor 11 stores one or nore menory
poi nters. These nenory pointers are values held in
w0 e@oa1®rs when the device is active, and hel dP€TUB1966/013348
non-vol atile nmenory 10 when there is no power.
Conveniently the device m ght reserve the top of the
menory 10 to store the nenory pointers. Consider the
situation where the deyic e n ri .
Sy B BB afe PRIk Rt Ol RS p 22 ASEE MDYy device
Theke® awr inhey othealdetailéd tvheativasmnythispsoheme,namsiaclanyl extier enofiewolatile

up the Ijim the snul.ler, capacity device). In
el s o Lot e TR PR SR s oL gmory
'mafCWRES thdie iC advalig dddrdss Bargst(@blingbe s thhahethal haddes¢siaeds not

are ready to proceed and sets nenpr Qi.nters.in bot ..
conaiboR L RTINS [ G ODGOT Lt fa b Py ! byedeiriting
mﬁ@@ﬂ&@ﬁﬁﬁ@ﬂ@ﬁ@gnﬁg%,noise generator 17 and conpar at or

19 running, and clocks this bit streaminto registers

to make bytes or words that are witten to nenory 10.
Eachdietité @aid paid pasesontd memerye prdfsabhg dat hot deecssdrily.tthe same amount.

neani ng. that the bit streans need to.be conbjped in.
TheGpf RO TLGREI St gl Of dadd RINLOIBBY G v] fikfre dgiges may
provitle @adp@ e U 8w ahdr FsiEloborat(fadness Thar teash@llest current memory

| nnuner abl e ys of doing this: the conbination can
devisy) eﬁ@dﬁf a byte or word level, but in blocks, or

across the whol e address space if a pattern or

BacfiPopisoy b Hh Bty o} Bof e e s TREIEHENS pojpers are

valiesthelde iregsera méen riwollovid, is aciive; et keldiretha moo-onhatitst memery 10
to,the outside world .or other processes runn

whagHHE 5 RSP RS ERAY ST TRRIFETE Rrer P BBy mepope10 o

storf@dtanenorppoidiersy t hat the code generation operation is
properly nonitored and controlled by an individua
taking responsibility for his/her actions. Good

Cotsileetht sigrrtigmwbére thestevisenam gew sand mo weajeity eodes lpae bedry geperated.
. 0 ' adi ati f ot i .t ..

1t i AL IBERE R A e R WP R gl (8Pup the gt of

the ehndlferr caplatityodevicapossi bl e. Codi ng Security Measures
Identity Check Each device has as part of a program or
calibration code in the microprocessor 1 1 its own )

In gprefisa, jaddardshplang' congeationniy seRBUGEFIORS GsEpss thetoflig link 3

estaBHine B3 bolt dév%e@!eule‘?%Q t ﬁ’rog&d ah settme]ﬂ&%tpointers in both devices to
point at the bottom of the memory 10. Each device now set its noise generator 17 and
comparator 19 running, and clocks this bit stream into registers to make bytes or words that

are written to memory 10.

Identical copies of the codes need to be written, meaning that the bit streams need to be
combined in some way, so that both dévices have an identical copy at a particular address
location. There are innumerable ways of doing this: the combination can not only be at a byte
or word level, but in blocks, or across the whole address space if a paitern or algorithm is

included in each device.



10

15

20

25

secure enbodi nent, the devices are manufactured in

pairs, and so they also carry 'hard coded' in the
wonr@saprotessor 11 (nost securely using a ' onePCT/IB2006/013348

calibration wite sequence at the tine of nmanufacture

of the device that is irreversible) the identity of

their pair device. This enables the devices to check
1o oG PARELs (ol B et oL i Yo OB iORR, and
thers h]etnodwmechqmstthehe mpsdemodd, orTitties pragesses upnips adtkinige devices

r I n
that r}a(odxgcf dlgow a pu%(f tor%ear zflcise %H) ﬁdm%glat {he \?\:}h@é’] %&ehl'ﬁ]%% %Bera’uon is
propeﬂy yndnamgé andioterollbh by ah helivdwal munmsﬁonsmht}ofor disdml actions.

Goop“ eaea:gre 1y Os%;rséglg]é% gTR%{lgegc %ouc%g &é 8%03&%5196 1c racilé{lonhﬁom the
actidraddl tﬂfgdetvibém&,so fovahpt mg-dointactigavbidropping’ is diffieuli arrgmpdmlble.

received bit with the copy they are expecting. If at

any swap they do not receive the bit they expect then
t hey shutdown and reveal nothing nore (such a

kes it certain to a very high statistica

Coﬁhﬁéga‘ eVPH “Shut down woul d occur before very nuch

of the code was revealed). Only in the circunstance
hat h hal ves of a pair are brought together woul d
Idm%ﬁgk%hg%e code be swapped. O her such procedures are
possi bl e. Physical Security Features There is however

EacRl¥aYsShdsh® fanscFiairbibi ¥f calibreadhcddt ﬁﬂ&uﬁicfc)pr&)éssbﬂ MRfXs own
i ntervention. At one | evel soneone haV|n% E%é

uniqye idestifisricerle andianptibercaderspiiag guipvhapits

sectROYSb&Rh M BEBMEch BR ARAMICHIrddin PRk, LEBEH th%emd/‘éah'?%&d coded'
t he ot her preventatlve measur es (descrlbe bel o

in thegricrRprocssser bpEpest serrelcysing a pugRipas ealibratigy ayrite é"éIEPPce at the

tnnéj@fvﬂngrmfélemg oP@s ddvitamRels 1&8%95@615) @t ﬁﬁﬁﬁ‘t& off Wbaﬂsde@lce This
foil high security strips) and is al so

enableﬁﬁ;e dewe@éq cheplp pachpgheani nw 39 yEthewpdid @@h@ﬁtﬁb;heaéhe program
in eq @@% ({howﬁaulglbeugu%ﬁ a3 tarkrﬂuflda»@ fSARE g)?yaﬁoﬁ“m identity

t and -hand si des one of
checdreug meeedmre cpiilel rpempdeeseewapior g@‘@nep thassi mightt o #rpebliq) pan of the

< <1l 1IDCT f
N
Themodjuwgﬂlpto riso bo} fantler Sisidom cedshrarraddscaity thie e Ficgiuwenl@ compare,
i yas Sy R8s bt ™ A Bororle e Sechiyed B, £ copy they are
expdsutlgg I;ﬁrae anys [§'0%1)) ﬂney db noasdceivy she ]Jtt tltey@lxpewt ithenj tgey shutdown and

revetaL%(%ttﬁ% orelz {:Ec Sagllajrg %lll%er al (s_) ?%k&%]}l H)e ﬁ?gh&g si@tlgtﬁgf'ltevel that the

shutdown would occur before very much of the code was revealed) Only in the circumstance

In the most

that both halves of a pair are brought together would the whole code be swapped. Other such

procedures are possible.

Physical Security Features

There is however always the possibility of breach of security by human intervention. At one

level someone having physical access inside one of the devices 1, 2 can always physically
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degree of security it is obvious by inspection whether

a casi ng has been physically danaged to gai n access.
wab@eaawihg hal ves are hel d together by screwsPOF/USI00@813348

(not shown) to allow access to the interior of the

device for repairs or servicing. H gh security tape

strips 23 (mhich may, for exanpl e, conprise net al i sed

f|| I r r .

og% I 3 Iél(e:nrfl% d regjﬁﬂ}%ﬁnb%ﬁh&? 1:’6)69{)1 %Véglgagl}lﬁ ﬂl}%géulr%e@escnbed

below) doeng edid omaholnl et zhp}nmhca] l&eel,oéach devicas,i ?nlya.s allamper-evident

strips are a whi.ch will r iLre
ctcis (G s 357 BiErsepifth 8o T e e et aroR P e b
phybieslybondihg) A dediribed bedsv.0f the certainty of ripping and

t he uni queness of the patterning make it very nearly

i npossi ble for sonmeone to breach the strips 23 w thout
Figtiae haloéidrage deltenetie diewAmalah tiomtit ilefe awd rigiddiatd sided of one of the

s.to add sq ivel [
devt B9 T il P R IR P PP Sl Bl o plr22.
plug) 35 Sl Ssoelset (361 ididh togptherccainstltoﬂe m@ﬂaenmiphrodrte na:gnglpbrt)lZ) are

h t ope
shopy segti eIl ingten S e PEE pert 1 B Ay R BER Elie 4 P iy halves
are SR gfont Beddion intddedaplqptits) toe thighi p’ré‘djstldin beat das(iREsBYf @bken it is
rles sensor 25 (also s Fi gure 2)
virtG g sBonsan 1 vl e SR HRuhtaheseEot o et g hish
degide ?ﬁf@éﬂhﬁﬁeﬁ ssadbviohfs b9 11Ssﬁ§ct1@n fahegerd bﬁm\thw bsemhﬁ@g@llyt dayhaged
informt user o suc [ an i ch optiqna
to gaIpteeste dBF 5351 halyes AFrote W iog %tﬂgr&zyesgre&fs 0,5&,11 @ptshown )% attow
accéH b GBS i oy .of TR B&viceClo ¢épalB iof SerpﬂfﬂgagH debigRY ftape Stl‘lpS 23
provi des a very consi derabl e deg§ ﬁ%R WﬂgffICU|t

<whaphpaa§=o foraetaamit | SOgPHEe gutatisett @ oen&@a%ﬂehoé%aﬁaphw

parfb P e RS8Pk j Rkt YetWi@n GRINR kAR RhlveAGHKME 8t and right-hand

However, Ball Gid Array devices require very
sidespilge st TR SAa U AL PN g oo (o ear

ratHd} G bBSnRffrBLhENE to/thh BBAS STIR @nibthaliSi B e c@ﬁa@&wf ripping and
specialists. At the extrene, devices can be bonded ?

the pigueneRh o Priterning niskaivesy newlysipassible forrsamepus; ig breach the

stri s%e&mho%ih@&b% Gefigg Wires. Therefore in the
referred exanpﬁe of Figure 5, the mcroprocessor 11

(and optionally sone of the other electronic

An GREMARR I add@fiordal Bfube 18 ko hdd dorRuERELYOEly ielcRordi@| It 1ok thstance
Array technol ogy or at chip |level 26 bonded to the PCB

relaiyely §1mf§e fomerprreswitakRs o5 Reers (cifker piniicals AEoRSical ghmpenetic)

wm@%teteytsﬁ£%e h QB Wein@fopSRQUT Ab ¥hdvhh InOFIgRESS, t&h@cwg&egchemam
1 (and optionally also the | ower half 22) of

CTOQSI'ﬁéCtLO&stPIFRgl trpugh theglsvice a1 pripted eiresp Reardt(PEBh3t Fastiepg sensor 25
(alsWI shBwh in Figure 2) which senses when the device has been opened, and causes the

microprocessor 11 to set a flag which can subsequently inform the user of such opening, and

which optionally might destroy or scramble the codes or pointers.

Increasingly, modern electronics packaging itself provides a very considerable degree of
'difficulty’ to a person attempting to gain access. Skilled people can remove even small
outline conventional packages. However, Ball Grid Array devices require very specialist

equipment, and indeed some package types might be effectively impossible to remove, even
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wi ndow of sane positioned over the chip 26. As shown
in Figures 5 and 6, a foil strip 27 with a security
w@aioba1w73 s adhered in place over the PCB 24 apdI/tkiop6/013348
26. Thus physical tanpering woul d be obvious by the
i rreparabl e danage to the strip 27. In the alternative
enbodi nent of Figure 7 the chip 26 is enbedded in a
by s%q‘c':?allﬂf gﬁﬁfe e%ﬁeﬁ% tdla @esscgﬁ Ug b%ﬁéieé’m ) tlglg Fﬁn@% (C_)lgétl?t'r L ml éai(élre}msubstrate
at thevohipdesd winglgolsﬂsbomgi vmwe Eh@reﬁgmlablhaaprdﬁna@ example plgFigure 5, the
security p sta
micSG 6Tt 1 ¥ AR Bl S5RE O R SR Bofpd it W igure 2) i
implefiteedrgcd BiIEGhé nén‘mghecxhda)lbgy ot okip fleve] 2@bahded o th BEBt2Ayusing
to r e .codes as they are being generated. The
gddﬁ@ﬁﬁi‘g ﬁ “hying the bit streams across the coding
Ilnk 3 can provide a high degree of security against

d I I f f th t d
bl SR Rl ok RSB B HE SpRERD 5P e

" optiSdalP RS thd B8} h4le¥l)GE the oiHf duigETptiedls tbl)iﬁﬁﬁeni pfast&?s/ enwith a

byt e addresses and devi ce oul d generate_th
windgo b RaIed S Eone BiHe RN P %ﬁ SUUES. Tt @ % o ol stip 27

withS£ Gébutilyy pAREAISRInERE Yn PlBe GO tAY POBL 24 Bnd@ cKPBIN Dhrdeshysical
and so acquiring a third copy of all the codes is

tampgripg MeUldiksabvisEs bnithe reerarble demage P &R ?tes 1, 2 are
made in pairs or sets, then they can have |nternally
stored maps (which n1ght be tabl es of nunbers,

In thel alfemitivmembagiment of Figiieat the Alip 2A At etabedded meiesip éaygf 58 with a
eHeHoatdG kel Rduld be

s B D L oy P R i AR oo
obvioushit the frecperableaiamege tohreseeurity paftermerez at i on i s

comon to a pair or set, but different between pairs

and sets. Since every byte or wordthat is witten to a
Mapsocat i on specified by the active nmenory pointer, this

process can be considered as a random zation of the

K@£0|nters Such a process neans that tHglnunb
Therer rfsehercepsaibilis Bat Hemesse inHght| GoRRIrUSt py galeraie te heggaphrodite

confietoRldn@ Qlattﬁatﬁﬂleco eQd end RBELS tﬁe@%}e Widg geRérate@ad out of
menory, but both code tables will be identical. A
wor ked exanple of this process is given below. Table 1

TheSHOWNS of EpyigRh Bk Srdayhsedols thecbditg liflablean provide a high degree of
security against this. Clearly only half of the security codes needs to cross the coding link 3

in either direction. In the simplest form, device 1 could generate bytes for even byte
addresses and device 2 could generate them for odd addresses. However this provides little or
no security because they are coming out in a known order and so acquiring a third copy of all

the codes is simple.

However in the case that the devices 1, 2 are made in pairs or sets, then they can have
internally stored maps (which might be tables of numbers, coded algorithms, or a
combination) that are effective at placing the random codes that are being generated and
transferred across the interface at randomized positions in memory, where this randomization

is common to a pair or set, but different between pairs and sets. Since every byte or word
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The data fl ow between device A and B is then as
follows: ' device flowfromAto B D 3, D2, D3 3

WO 2006/1DN73levi ce flow fronB to A. D1 BA, D2 BA POBUS2006/013348
BA, ...D NBA where D* is the ith bit of data
transferred fromdevice Ato device B, and D BAis the
ith bit of data transferred fromdevice B to device A

[ € r * 3

o R YRS RIS HRCOIRA LSS Bl o o
corfsiderstl dsydt eandbmitaticr) ofitick ﬁﬁlBﬂ(y PEntBA, PBRbBAprdodssBAeans that the
nmglfers & nsferreit | IIols'Ist gcg%lnbg%ﬂ? k3) avé g Z)atolio }ega%a IE[)((;E E‘ﬁ coXé fables that
wiltesbd mbédnamorgamhb@thvbdeetablémn betidensicalr i tten to a

menory position Pl. This process is then repeated for

the second, third bytes etc. using nenory positions
A WikedR¥XagbR.of thiCplcdseissewn belogt. t he regi ster val ue

increnents steadily but that the | ocations at which

each sequential random code is stored have little or
TaB1O 1 ERIvalithOmehhdld by c@RG@vies.ner due to the address

random zati on process. Code Table Overwite As each

block is finished, the two processors can generate and

exchange checksun1data. Sughleghecksuns can be

constructed so as to ensure to enornously high

statistical certainty that the code tables are
RedifleNtiicalr, D3t Wi Theut revieal T ng RNyt hi g of any
statifstical signifijcance about the tabl es thensel ves.
Valng descri bed above,| two or| nore ijdentical code |tabl es

Meﬂ,{oﬁ, SPIOY ed I1512 TWO 01')3 more jor the Pyt

Position

The data flow between device A and B is then as follows:
device flow from A to B: DB . DZAB, DB ,...DNE
device flow from B to A: DlBA, DzBA, D3BA,. . .DNBA

where DB is the i bit of data transferred from device A to device B, and D;*is the i bit

of data transferred from device B to device A.

The first byte of data is then constructed from DB, DB, D_o,AB, DB (which constitute even
bits 2,4,6,8 of the first byte of data) and D®4 D24, D24 D BA (which constitute odd bits
1,3,5,7 of the first byte of data). After the first byte of data had been constructed in each
device, then it is written to a memory position P;. This process is then repeated for the

second, third bytes etc. using memory positions P, P; etc.
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devi ces. As soon as they are unplugged from each

ot her, they can be taken to different places and used
w@goodaswrs bed below. In all the different typeBCDUS2006/013348

usage the fundanmental node of operation will be the

sane, and intrinsic to this fundanental node is a

further code table overwite" security feature

| It a%l TRy {hd retrgE]slie% V%ﬁl% Itlﬂc?{hx?&s stga%§§ Htltbtﬁzﬂ tﬂgﬂ%gtlong Ia{swhlch each

E;Sproces 0 es an ores a
sequeetidl trendomatoderislstorgal lmverhttbroy np oilatioestsp toldach pﬂhmphséo the address
l.ti.ol e pointers will be described later and thus the

mm%%ﬂ%@ﬁ? V&€& can be described in ternms of a single

menory pointer. Immediately after a coding operation
COJIH%quH9&¥WRQ|nter in both devices in a pair, or al

devti’ces in set, will be set to a common point in the

menory nap. Presun1ng that codes will be used up by

As bdoGRIERNE 'fﬂx%h@cp Nhd %@kadéeéé@x‘é@raﬂ gefers¥B R ¥xcHalgd BRecksum data.
general case the first code to be used will reside at

Such hbecmmw&ﬁ consruFisfse s te ARPUEOtoteRpEncuskriigh patisiicalj cgrtainty
thatzlbé‘%g%g%ﬁg 1leq ka1 20 GRS Sut i i yof ah StatiftRhidsFicance

exadeC|na notat| e sanme
abogrthateblos ‘ésma@Vaﬁn |l be described beI ow apply to
different nenory addressing schenes in an equival ent
Thus at the end of .a_coding operation the nmenory

As %mﬂteérabsm A8 ORmar ddentisal cpdemaBies aOTPh At TWS Of BofeOf these

devidSE As ThdSas TR Y ulfhidHe€ FrohScabP bl Ble@ Gard 8 BRenAY @iffent places
I nformati on, 'not subject to securlty So, if one

and gesfl as desosibebwlaonnect ed to a computer via the USB
cable, there can be an open exchange in either

on as to. what this no ointer .is s
In o he ittty Pet Satg: G ePRaR et SRR RS AT PR U seme, and
intrinGiB Yt @fs Minldmdd@al ab® 1s0a ARG E cHiE tabld VeerGiitd hieBurity feature
menory_ pointer to point el sewhere. However, a rule of
discppied GEISSERUIOR t hat whenever there is a request to
rel ease the randomcode that is p0|nted at by the
urr. set in the

t val u [
As R aole Be Htronfbele s T PRebp R AhE sud § Momope poigir. or
multipletni@nde P ppititess. Thé ptrpbiecof] mdeple ointerd Wilnbendaseribediated and thus
i mredi ately b itt nunmber fromthe
the geig Fﬁsﬁﬁ?%‘éerde"@%%sa in 5 S‘grr%‘&lﬁg#em?% OO8Gi nter will
be i medi ately |ncrenented (or othermnse changed) to

oint. at the npext random code in the.t e, t hat .
ol Gheres e, AL DR PEr BAPGP i O0h AERY i phit or all

devices in a set, will be set to a common point in the memory map. Presuming that codes
will be used up by incrementing continually upward in memory, in the general case the first
code to be used will reside at the bottom of the memory, and so this common point is simply
the lowest address in the memory, for instance 00000000H (in hexadecimal notation). The
same principles as will be described below apply to different memory addressing schemes in
an equivalent way. Thus at the end of a coding operation the memory pointer points at the

next random code that is to be used.

10



10

15

20

25

once across the USB (or other) comunications port,
then it cannot be stolen w thout being detected.
wEeans73 nproperly renoving the device and r eBdi/n§2o0ére13348
code table could obtain the code table, but it would
innediately be overwitten in the device. Even if the
"thief were to return the nenory pointer to original
osition, the theft woul till be detected because
i B R R IO oW ot TR LB GEn P g spuy: So, if one

devREYd £y corhite@to@@miputed viarthy UsBadsle] Berefce@belfioped exchange in
power ful because it ensures that all thefts of .a table

cithg é'r%% ds 0 ikt thisumameTt PO 15t 1580 dBd B maRY| Grepigstances the

progi&h& iRy [BE LoBputéhiilitte rﬁﬁlettb Rharlgh theSvalakdMBis @ie@ﬁ)@y pé&ifiter to
close tothe tine it took place. O course all such

poigelsewhérens rely on the security procedures operated by
the legitimate user, and no security breach can take

place if the device never out of the
HovRyF. & m}écﬂﬁﬁbeoqystemdaﬁ?r Shervardhere fa St BaeEiecht Pydom code
thatn gk pFaneG tahi 5y @8 d:ﬁﬁ@ﬂtl herebebiovin M tinpheryVESRid in the

_Pointers The use aof nultjple nennré_p0|nters al | ows
fi

micygRERtePr PERATE P (/1P RGP 1o G GGy it e ocition within

merﬁ&? rQf@lfl iBthe @RI HAESHEIQLH N hehbdr! fdas the #fRomNugnbds &nerator
shoul d al s0 be understood that at any one tine

ly.

anddhfémﬁ@ﬁﬁ’rlgpﬂﬁ@ﬁ Vitllte ipgnediataly; incregregtet Kersothareise gh#pgsd) to point at
the ndY IrJﬂden%oH@ﬁQﬁé’ ta919 kb RMtS be A&H Uﬁh&é’thﬁ%ﬂl%el‘&ﬁ 08 Rftransferred

nore than one value stored in non-volatile nmenory, one
oncoerpp hh USB (enaben companigetiong porti then Figanof b stolen Stifhquicheing
dete%ted%&né e%gfo§ YRS b ShAli&riddSind gea%ﬂ%%s o&He H8Y 6AE obtain

encode an protect the security of docunents.

the deel tgblpduis ittytolck medtalfféy bnevsaediteios iwepienibthg dhief were
to ribe BERERpoFRENS ofiRll JoRELE IRALDR TR SRS bR begause e
codef wgdd eowmbonatanthoserinithegiairdgyiciot be t he sane. The

menory pointer is however public informtion, and t he

sender of the docunents will thus be sendin to
Such jaéonetpgrpalyrreadplyle’ fepgre isiopieritk begatss itenaiesdhitt aHfthefts Of a table
are B6@RY to Hef}@ﬁhm{t Sﬂa@ R db db fh%t ﬁ&?WH&Ect RIAGT Ahé BAX (Rt % is taking

using wi Il see that first docunent received _
plagee qmlpéeswathﬁ@nwny tngup#ﬁce{ Ofpauey A suchdletegtiqns gely on the security

I Medifmbhie Aol RRd A GHOERNRY brehBS o BRY fHice if th

P Rl ek, A5 PSR brehP SRR e if the
devises e inoyer oirrpidlieflegitimate ugerifsoRtmelr k for | ater, then nove

the active nenory pointer to the val ue reqU|red by the

docurent, which can then be correctly decoded. This
Additional features can be added to help with this, as described below.

Multiple Memory Pointers

The use of multiple memory pointers allows greater flexibility in operation, and several
scenarios can be described which illustrate this use. It should also be understood that at any
one time only one memory pointer is active, and thus the term 'multiple memory pointers’
actually means copies of more than one value stored in non-volatile memory, one of which is

made active at’any time.

11
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30

will leave intact in the recipient's nenory the random

code tabl es necessary to decode the first encoded
waleowdirenry as and when it is received. C earl yPoriusiopé/e13348

such book mark val ues m ght be used. n a second

exanpl e, imgine a set of these devices. The genera

case wll be that not all docunent transfers or

aut horizations will be with all holders of a device in

the set, that the volume of activity with any other

The B&b?rﬁ{an d} udaat v@l@rekt@f@%ergtaret Wengt 4 of d@ﬁ’cﬂ:@ K@ khddde bh®thus

that the total volune of codes
prote@oms oequaity of daguaaiesk inpossibledhat tin@cedcdrdeowRRS Ak e sent by

dlfferenirI | & (% Iztgrlcglogg lﬁg bl LAC ad Rt &by GOAGpY AcEn tlienpost) and so

O-operation wt h ot her hol derf of "a devi ce,
the drhatoftgammmdaammmay 19 be ther sazed Heomm@nym@mrea hpgever

publﬁgﬁjgg};taetg\ggi(n i? o'i'rﬁ{eI cBQuméIRS w4 tﬁussﬁee%ﬂcﬁlhg fisvedis r‘cE(e remplent

e to comunicate wt ry ot
If thmnretcﬁpmﬂt gasehim gutt d)Zf adprethenhe/vitw @Hhmmplyefmr@grkmttbeme using

will a?e ﬂ@’agag tﬂre tC §% | régtt %Cgél{f %9rea1%¥es”§§1%ﬁl% ?iﬁ T taﬂe%dbdfqﬁg ‘Qc‘urrent

ecoge a nessa rom any send
locaﬁMﬂ in drédrab Meadnths dokubent. al’he @iipater mmgmm ean Pas se,mrddthge\ current

assword i tor 1

mempRbbeiSist PRSLOH: o1 ST5G A h SRRERanr M Ay GdRHRE memory
pomféielfkb thetvaih® reguittdftgahe decuideat, Xaﬁnm d‘.m theobecbricbtipdecoded. This

illegitinmate user acquires, the, pas
wil e st 151 o B O BT i BT, e e P Aol sgpde e
first @hcoABY dédubRnt, @s hadBwhafit isheceble@.C Kleate @kgiips suchbodinmark values

mast er. checksum for the whol e menory. Note that the
mightbegsedchecksuni is used herein to refer to the result

of any al gorithm c process mhich reads the val ue of

all of the elenents of the 'rando code .t abl es .or .
In agprend fexampls) Bragnsa st ehibese daices: The gAeEr) cetevidlhschalnqt all

doa{g?ént RallrQe Ky hsth@ialidRakil R vﬁ&aﬂaﬁ&l&ém oF h(ﬁeﬂf:e @k set, that the
and statlstlcalI%menornnusl%nunllk to be
volugsnefrastiidy fath aapitie holdporRl #pt be MRoPetieRt esiessporating the

tabl@Rfa Al el téﬁf‘v&lﬁﬂaé ?p b&le? 1 Qe @ SablyPinABER B ndedd] Qkrefore each

remai NS unc , hat it is different from
useranoidfélpcdyt blorks “itherioial cadk dahie, i e RETFHOM BB ECh ﬁﬁler holder of a

deviBd b BlaDBheft v ds askﬁétﬁ(ﬁ'%' héémf&ﬁ an ﬂi&fk%llo@%ﬁ&ij{o chflscRIR K mformation:

gnmeone ar e checksum al gorithm AND t he
in toibeckstimdvery membeackopdide ahleetd egnmunicate with every other without

needing to agree on which memory block to use at the time of initiating any message, and the
blocks of codes necessary to decode a message from any sender will remain unused for any

other purpose.

Password

A simple password is stored in each device 1,2, which the user has to program and then
maintain as secure. Again this is a feature that can be fooled if an illegitimate user acquires

the password.

12
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unreasonably | arge amobunt of time on a conputer to try
to construct the random code block by trial and error
waigioagidene checksumas a test. If the user knoRST/URZING6/013348
t he checksum has renai ned unchanged, and that the
read-once feature would change the checksumif the
code bl ock had been inproperly read, this gives a very
ChJ&éﬂhorder of security. Re-coding The checksum f eat ur e
can al so be used to shorten the re-coding tine. Mss
menory (FLASH) these days is so cheap that very | arge
A vpt;yf A OCHerfal Watlrb & tTRIGIeRY 8l kd réqli].@sﬁ! eatdgyl GRS £ ast of the block
ec

Ively, and it is natural for the User to want
chedkiiemsb iorythe srastsr eherksuppine thervhpsmenerp Notafbet the & dhepkpum’ is
£ BfoctR hrre&d% theHiheS? all of th

use&@%réﬁ{ﬁ'}gfeg%p%?%ﬁﬁttg y |1g§iejgﬁ%lo§{0g c\gﬁ%c wWth the dewaceO °
elenpatsr ofi the 'endre tcofé | @llgs ethatspasifiedahlpckopf M@d@:é@é@ tiapyhach the
checii\gﬁ fgra%ﬁogg %%Béfgc‘rgigjé? ?%{aﬁégcrt%{;ﬁi &f Elhpgoapg}dcér?rgeﬂr%g%dyg}gm%rmously
unh]mly ko teegenenied Somgmothepblosk Witk dtffwrm tesért.smdhiow isra edliablgguide
as tod\gsgf’]%eg Saetﬁ%clljc él}[]lglgl% u%ch ége}qhe%d t%a% 11! i§ flfffﬁ)&‘ﬁ?llﬁ grgxgl%?ather-rﬁg%k without
thesb adhbeksurad révieelinpoaeytisipa catisticalih en@ntngﬁll aibdutc thd elocks e Someone

Sti e. Post di The ons. bel gw [
armed, g 1%’3 J% igaﬂ%g’ﬁ s&g]r?dﬁ]ad onal%orsecglf’ . %%:S{ ' an
unrdmﬁﬁblsreagmmsm msﬁymiaemeimhwed taafry ar cdnkiguct Gk mgdom epis block

descri bed abave. e Ti ad A pair of devices, nade
by“&%la&dﬁlﬁ‘?rusmﬁrﬂbe\ﬁhag; E?esﬁl gh degree of security,

and, unless that security is physically conproni sed,

If thtquer ows %a? {hle C éclsksM 'h!ls reﬁ%ln@(g uné%.g e‘ﬂ' o tH?dLhe I%Q&-ggéerfgature

can hav secure conmuni C tion o nessages

- would nhanQethmﬁacmmanﬁ é:levc@de blak drd hpénemmomd& hreaal, Sdg gives a very

i cat. on is shown in Figure 8. The first device 1

_lngq@ﬂ%%gﬁTgﬂ to a first conputer 30 which encodes a

nmessage using part of the code table as a key. The key
Rekﬁh%%en overwitten in the first device. The encoded
ge is transmtted over a conmunication link 31 to
a second conputer 32 where it is decoded using the

TheS8H¥BkIGBY feature can also be used to shorten the re-coding time. Mass memory
(FLASH) these days is so cheap that very large blocks could be implemented in these devices
cost effectively, and it is natural for the user to want the biggesf block. However most people
will routinely be using up these codes at a far lower rate, and so when the opportunity arises
to re-code with the device pair it is most likely that not all of the code table will have been
used. By transferring and comparing these checksums, starting from the top of memory, it
will be very simply possible to establish how much has been used up, and that what is left is

securc.

The devices then need only to set up to re-code from the bottom of the code space to where

the old codes are still in place.
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stored on the second device. The key in the second

device is then overwitten. Financial Transactions and
woewstiegd7partners I n general the need is to copOT/OBIAL/@13348

between any two parties, and in addition to be able to

aut hori ze transactions and paynent. Therefore a secure

and acceptabl e procedure for the general public would

be khat one device of a pair was held by a trusted
Posf)g?@lng such as a bank. Paynents and ot her fi nanci al

transactions woul d be possible with the bank itself,

The REdtiohd b&IOW dekciibS edlaliOW spBRAAtEnCARTHANER] is€duSity fedshifes which
bank uses and mmi ntai ns secure comruni cations with the

may herﬂa@lké’éd phigrithregodingpsteph desgagdrabave: eci pi ent of t he
communi cation. This second trusted partner could then
use the same principle to transfer the comunication

O“Q?WQ?R%‘reC|p|ent using the recipient's paired code
table. As a further neasure very long device identity

h Iac | n e, .co
A oo e Uy BRI QPR s
securit@is pslgfgtuhlgt ¢czmﬁomebda thep pt;vnasi of dngdpax exshugéoheﬂ&n@aacf endoding

%he ogﬁfgﬁl g code of. tpes deV|ce%nt en%lu%gvd t hat
can pigve complefely seiwg cpraniinication gf messages sent helwpen Hiciselyps.

communi cations or authorizations. Whilst no direct

I 0 r S, d I
o LS b AT LSRRI Bty St BB g 1
coumamtmﬁsmoh@mené@w@ch@nmﬂem wesshge pangtpagfithe code table as a key.
Thev\%allsd 1(1: %%/éa oglﬁte }r%lgtl!’iﬁe gMS%;dg\él?é) ”@‘HéJ Eﬁ?%ﬁed t.lngs%gée 1fs 'tx%ﬁgrﬁ &9&5 over a
conwamycafieninlf 3altd aps@&mdbtompnwn‘ﬁé rvgheve itds dvmdedlssdg tleenghme key

: o
sortt g B afeoGbyasant Roul et s ey bl 1y

it would be practically inpossible for an individual
. . da We§ to choose codes that
]hn§%ﬁ#gﬂgﬁsgﬁé£§%cggﬁﬁg as unaut hori zed. Steal i ng and
usi ng exi sting codes would of course be possible, but

In g@ﬁeré/ﬁﬁé/ ndeli tid do@olSfini RRARHGRN AR twd | &8 i8RIdMBn tdbe able to
still be recogni zabl e, and the codes of devjces that

authpeipe tppspeicn ang payBemin TREEoE B EeTEhBUkacoepBh tareeedure for the
gené}Hlt Mlb fo@)@ld besihat JEANS e STT 008 Whd AW by ?al«tﬁﬁteﬁ%.ﬁ:ﬁer such as a

equal @% be very soon reco nlzed, and i n any
banJarP@ygle@tg piy} ethertfingpaaldrppsasiions beprieibloraihe aaltltﬂé*elf but i

could®GN30LAGY - seERRN @ofnfhuiichiidnsV & ¥hd Aasik dgdeabhR aH¥ARMAI8ecure
to having the two distinct parts of the coding device,

contpepénatiensavifh b 'tried painss of ths desired Tpeipignt@ dhoqopgnunication. This
secc[n%qgﬁgh Salftﬂ%F Bauinleh wRERE ?ﬁne%}glcﬁﬂer@ li¥nsfer the communication to this

recipient, using the recipient’s paired code table.

As a further measure, very long device identity numbers might be placed in one-time-
programmable code or i.d. space within the processors, and it might be that regulations were
applied, and executed as part of the operating code of these devices that required that these
i.d. numbers were sent as the headers of all communications or authorizations. Whilst no
direct loss of user privacy would result, it would allow authorities to readily identify suspect

communications and use other means to locate the parties in communication. Such 'very long
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not avail able to unauthorized users as would be the

case if transferred to standard storage nedia. Thus
whawkd 173 di screte pair devices in racks, all PCT/US2006/013348

permanent|y connected through a nmulti-port

comuni cations network, would allow a bank to enjoy

the sane high security against theft, conbined with

rumBHL QBRA G Iﬁ%griuﬂgbe HRURYSH 4 tsphiSe @étsfé RRSE Wi \t’e@y few of all

concei ve t arge trusted organlzatlons coul d have
possmé@umnl@rwerﬁ aves nfedeans thelisif ihrodesgerued walil e sgpplipdto national

govarmaOt heenrts e t ofof ﬁlaﬂgfagmreaqﬁust E]tew&ﬁ&i %eﬁﬁ%@ﬁgﬁﬁnﬁ’&ﬁﬁb for an

eed S ored Irn a conventional sense on a

indix&diezlh oc aokesognimad enuetdrer o ghdoise gandds athattwtnlhba@thmcc’rgmzﬁd as
and_1

08T P PR R e

use, Eedaﬁid the trivemissidaswoad ssil hqofeyogtsﬂﬁlea&ldathe eldes o demices that were

i G B BB Oy PBR Gt v

codeld SRFul® eglemty &e Wi;c@nnaﬁgnﬁed; aqhél ifi rapchdesart ipsdsibla Hldpn'ekeslt by

menory pojnter value to a 'point of sale termnal' or
anyogp gpfestanging tﬁ%teohmrgymm d pass the code up to the

bank holdlng the user's account and the second copy of

t he de |i [ S
Therte HE S n\ﬁ%ﬁ SHlerraglgo%iﬁrl ] e toolg Vﬁ# ﬁtg htéfb {Eﬁ%ﬁctt oc?c‘tgﬂa Bding
devitd) dbe@h.lﬁd:ilhﬁ'&hé/%dbs&re belidsn 8 lonqatmae teadatﬂaﬁirmomhl medehieand simply

o SRS S B R B R FRARED T R e

med@. (I‘hdﬁbiﬂkanﬁfd&wrefd it ﬂé’\i@cebalmkadks; dlhpermsmnﬂy tconnﬁewdftbrough a
that the vendor's P s. i ndeed gonnec
g 1 SR BRHIOTc) W U i B FE o5 BASE R scourit
agaiAH G, cadbihewite Qﬂembﬁ?cdrebdmgl H{dmsf ﬁﬁs’r alsb Iﬁdsslhiel,ts gondeiye that
bank and aut.hori z t he bank ond
g G ST BB R BOECRs BT BT BeuRpyiafd the other
devie® df b Rirbatakiheicedy eq{ﬂéiﬁéki‘warerlﬁ&&dg&)réd)mt.’h&OﬁWSﬂtonlaﬂSsteﬁga on a
a further set of codes (in the comuni cations encodi ng
comppigle) that would verify to the user that the
transaction had indeed taken place (and this

co ni catio ossibl e for r
Sucl 8‘1595% aa geeﬁsé’ B A\ %;Lmanfhaz uﬁ‘% HORG A e veﬁfd%r 5 &dﬁﬁé h%ﬁowg 1
not shadhenstiveide set whi ch coul d be used by the bank to
verify that the transaction was indeed |egitimate.
Clearly closely parallel neans could be used to

Ele@iniOSiga ftul-¢id MhdiRial Teswsactidn t r ansact i on,

Firstly the codes can simply used as an electronic signature to authorize a conventional
payment means. In the simplest example of a retail purchase, the user's device would pass a
code from its list, and its memory pointer value to a 'point of sale terminal' or similar device.
This would pass the code up to the bank holding the user's account and the second copy of
the code list. In the case of a legitimate transaction the bank would recognize a match, the

thus authorize the purchase.
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financial or otherw se. Despite the code exchange
descri bed above, there will still be neans by which a
wa@eiogitn®l3 user of POS devices might try to defPErruSiohe013348
user: for instance in a restaurant it would be
concei vabl e that a user, believing they were payi ng by
this neans for a neal, m ght not be charged for the
. l,.but that.the e
W]:ugf@.@rs%mﬂﬁ gm&%&%onsl%gﬁ éaﬁs(:erelce?oglsg%% :ggté Bt%gr é@dg Haﬁs?ﬁgs might take
placé & @iBkinct EENSHC Hitly tHear mighthemaele arahsfarfﬁm thedfdnlmwrtbs/ user, to

A further enhan nt w now b descr
verii il e GBSt FOS. HBP bR, TGS SOREFie g GoiEh Pyt bank
Imm%ﬂhﬁtﬁl’j}czﬁ’fée ke 'F&ggnéille;dwﬁ&‘gzaﬂmn 2089 gachbt?:ntttaﬂﬁfairé@/fremwspp’ecbank
Wi t Vi sua is ay evice a a few i t S
and Guhgiineflof P ASLR - RAPCBIES FriS B HOEF NBIE R i Y could
reco%ﬁ%) uz[n%ﬁhé‘ﬁﬁxkﬁﬁh%hﬁ&kﬁbdé@a ABdadd 15 thahder Mding § Gurthandet Of codes (in
usted third &g y additional ly i he co |cat|ons ,
the enmfBInigPns PRSpRAE EA0RLDICHERA VS’flfYF’QS'L% Sor g dhe Fansaction had
mde&fﬁlﬂﬂ{]ﬁlb&:' nd ﬁﬁs &?ﬁ%ﬁﬁf&&u%ﬂ SolRt R ipo&iblé e atthm past ﬂoqﬁlsely
bank coul d use the encodin

generase)s She beple ad @ewamdos npight lelsp gharp a cadesist as}ucaﬁwlﬁ%e e by the
s ¥ Fnsloh DAY ikl 14gERagOU! d see the
ba rgﬁrsl ct??lﬁon |ngoproplgsed |n?:e only the user and
t he bank share the code tables that allow this
AR C 3k d 48 M blher forms of transacti
Clea%g’mrun%yc%ttfélfoéﬁgn e\%ﬂ %/f&?& %}:%e arge nunber gr OIS OF Tansacton,
finayeal wubtheivases of transm ssions are possible, but the
following is an exanple of an exchange which
consi derably enhances security. 1) The user identifies
Despitenthl @béde bfchtngetdescribad kbavier thereuvill s5ill brf mreansttiyowhigl aTusininal

S350 B US98 101 e B o

condef@bariha atuser, dekeirg tpesewemq&yingéw this ameag for @meabrmight not be

sm ssi t.h t
e B TSl i EORM R vl DO A LS o
authbfsd a vdry hach lavder &hnsactuo\npmk thshawe ttapsfeookmomeyk) . 3) The
bank sends the next code back to verify that it is
i ndeed on line and that there i's no detectable

A (GHRIPEHAh St wi:lEﬁd:w ibk yiesmbemehm mouhl batffetise bt prevenm)g such

The vendor or en s e transac
fraud cknqthys mm’[ thea ggféqe[s é) 2L ¢ (ﬁir}mﬁlgﬁpk e(ilﬂppe W ﬁx ylgll;arlndlsplay
devéé add'8 fRAHpul RIS, Chr loetet Yorind dfhnp’clﬂi athes. nmdttioazu ssdupitye fhatures

hat it was online, and t
use the device and its pair at the banl% or trusted third party additionally in the

communications mode. For instance the vendor or POS could be responsible for passing the
details of the transaction to the bank, but the bank could use the encoding mode to send these
details back to the display on the user's device, so that the user could see the transaction being
proposed.  Since only the user and the bank share the code tables that allow this
communication, any form of tampering with communications will fail. A large number of
permutations of transmissions are possible, but the following is an example of an exchange

which considerably enhances security.

1) The user identifies him/herself to the bank with public information.

16



10

15

20

25

30

nmessage for the user device, using the encoded node,

whi ch coul d replay the transaction that was about to
wheooefiiwes ed. 6) The user could then send a fiPGI/US2006/013348

signature code and a nessage returning a confirmation

of the transaction to be nmade in the encoded form 7)

The bank coul d then reply with a final code and

ded f t
2 PSR ERERRS, R L 18, Mk SUREN By RS, o

should maghf e itifHa gﬂtanﬁe thexd ®era Ipred‘lcmp @y traiesactoas whiratsnissioarroute

delaiés::] @ghagﬁlé glééglg %g 8 cf)\gt tgr\%/'lcts glg §1Iée(1:1?<ir§/ Bgllntegflgc?tci\cgns%&ehﬂ %ot the

lastﬂ%@dwbh@ufﬁtbulﬂfheva/terbdatmtaﬂt)tanper Wit h data sent
t hrough the encoded

3) Tibgaglr pengs Bie nGxisPAP bgﬁ‘?%tawfavpyvthtﬁ# tSHaftltﬁE o q%*&??@ blat fhgge is no
deteSRSIY E&SproMide v sdébfty dniBd condhgfdayiohglir@SSUr i ng nmessages
are not fraudul ently substituted. Thus it ca

4) "Fhg afenden os PPS eI hed seni e fransperiog defdly (%%O‘Bb{éﬁtaﬁ@cto pRp bank
in'oH& Bgma device without a visual display if it were
coupl ed by the user to another trusted device, _such 2tiena

5) heebapk avould Feply Mathprether 6pdepthat stwed thejrit (vagfalineraad
mesga;gs fliROustt &&w&sﬁﬁtgq% enddd¥h6dL, 3Michl BEIH M Ctha BahREHH that

cash woul d be useful, such as when users do not
WaSthpétolt?ref@O‘teﬁot W sh to have banking or credit
6) "Ifh%%lsér blfish nosrendﬁ tM)cEr@ chieardSEh e Stutdd a confirmation of
anonymty t physi c cash provi des If very long
the transdstios todregmagoanl thesnepdedhninzat i on codes, then nunbers
t [ Y,

7) R e el Pt P AR Lol M SHSTRD Rhco R copfiming ot
evenythmgdlaébtanrtainwtddtfe of usage of the proposed system

it becones extraordinarily unlikely that thesane |ong

nunber will ever appear tw ce. Mreover, since these
It willbdetes thmt én ttﬁ:utrgnsacaimddms thendsagh ef & aisealaiwlaysdsaise rvghich is an

bet
1nth§c ﬁg}g%f tgg X§36W§ V1<\:/a e%%gfe%t ﬁa?s\'\%r?%grele\o ﬁ %%gﬂt#e@&ﬁs@ft Yses%nply
not pexkitlienfyr the vahdinite gampedwith idstt sandhreghethe emypdedlimhdea agdies the
phy%g?? p{;c—t:g%gf %tr f eSP(l?apq i aser \%I{:Q{he{ fsﬁrgs"%oﬁ‘h esg};tﬁngt falsely re-
assubyig tnBsapen dltel’hg)t W‘uﬂlyleﬁlydmbisﬁt&ted Thisussit zen b atennthatbidisslevel of

eed be, to h; th t
sec@q%l@? %lgqe P?rgletglgt\e/c? by, gselﬁg? Bﬁ\u el e fsg?[}ec#s%ﬁagﬁ? %tﬁ;vere coupled

by B¢ €eF toQhothSAhRted WBdic Bidhads t]ﬂﬁfscﬁﬁﬂblﬁ&: phosoeePIA. t he
order or |ess

Electronic Cash

There are also circumstances in which an electronic analogue of cash would be useful, such
as when users do not have, or do not wish to have banking or credit facilities, or indeed when

the user wants the anonymity that physical cash provides.

If very long numbers are used as authorization codes, then numbers which are trivially
manageable by computer and electronics technology can be so large that, in the whole

estimated life of usage of the proposed system, it becomes extraordinarily unlikely that the
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than 104 US dollars. Cent denom nations would require
anot her factor of 100, and operation for a thousand
wQeasa1@ndt her factor 1000. Thus all the tradePCTUS1DE6/013348
worl d could be done in single cents for 1000 years
wi th nunbers of the order 109. This is just a little
less than 64 bits in binary representation. Use of a
samd H)'Eg SLmbd v9 RS 4 B twhce® fMJrg&ep'sﬁl%e RleselRndetLite GuMSandom,
traordi nary excess of codes, but the length to an
and ¢lecwterageli spacsqgshe@memsmy ity sahuges kv@a’rlb@gewﬁ en@ﬁum‘z% ghjiep no clue .

f_ex t

os o ege bFarBhel’ G so o i oiBRbe MATA! Ll cbfing sucha
codé aldeits d‘IdDﬂ&BpDndﬁg menway phimter drooea vaubts partlsalswomyts kngiyethat that

user. t he 'trusted tner m ght first generate
COdEtW%S IP%SQE gle&?m{ni’\gep §dSH°tong code nunbers. The

user n1ght then go to the "trusted partner

parti cul if ot er was.a.bank, .and night bu t
The B st Rugersasen  PotoARs B nropaydhay RS Sl Ainetel Tee
worﬂ@ pRpuIREI i9 BSthe 3fTdr bHOBQ0, ma afiRpéraapitaiacnt dehs bdeed less

.anot her part of nenory h some kno
thany 10* Uil Biig CRtfrlsaPmaHes, W% A BRURT FS: #2@ (P Spebaion
ﬁHéM%M§&d§&1§ﬁmﬁﬁm@mb£hﬂblOnShIp bet ween t he code and
its denom nation would be known to the user and to the
bank. Referring to Figure 9, the user, wanting to nmake

Thuéal® er%aé 6 thB ki 8a c@ﬁld%%ﬁé!\&nsﬁng%)wﬁ%%ﬁlddo@eﬁﬁ ihenulnbers of
into EOInt of sale (POS) device 40, and enters the

the Qrdpti A ot s praiupdrieelses thaw 64 biieingutant epres@ttion e oba mumber
tw1c%gts lo-ﬁge 1. J8Y8 68 o l%hﬁi@esaélﬁg lah ek obihdry L0, @t th®fength

nber codes that adds up to the correct arount .
to aﬂh@cw gxstem pttéwalt eleady evesof; REu: s is By & 44 example, and
| fd er for the issuing bank and one for the user,
1o % &9@6 POS device 40. The POS 40 now knows which bank
to contact to gain paynent authorization, and

Thetursélﬂﬁmb lg8vit e Ltht BidehgB WA Ate GOEleSEohiR dalle chfKeanostaddl iﬁrmany
over a communication lLink 42. Note that even ov

4
Waymg%q yser pnghie "Bstedanagast P’clglg dird Eeneraig die R oS0t ‘g% Frndom

longS4HB nﬁﬂnﬁé‘rﬁ MR iSer hight¥en Q108K @rubtBd Bibihef)ipdRiduRAP hﬂthat@fartner
noney, if the denom npation goes up in the famliar

was2g bag@ and) mlglgcbuy\sgcblogg_ ofgéash ¢ftp Sﬂteﬁﬁg@% éfﬁllue)-rﬁ:é apg%ectmn of

den@ﬁfﬁhﬁ‘(ﬁls A% (0@6s &‘ﬁbmﬂ{ah&m wollld e sRR&Dint Moltee park be memory with
denom nat i ons. bank conputer 4 1 however does, and

soms kngiiye melamhmgo tbﬁ lopggembes gades; #p thplecagh epdq hadia #%nowéﬁfmon

: Thetrrglgﬁélfrﬁnﬁl{p%%{wereg GheCQIL ahDAL dbRndifhitiBR Wol R 8howAN the user and to

the bank.

Referring to Figure 9, the user, wanting to make a purchase, plugs or otherwise connects the
device 1 into a point of sale (POS) device 40, and enters the value of the purchase into the
point of sale device 40. The device 1 then algorithmically chooses a set of long number codes
that adds up to the correct amount. The device 1 then transfers these codes, plus an identifier
for the issuing bank and one for the user, to the POS device 40. The POS 40 now knows
which bank to contact to gain payment authorization, and transmits these long number codes

to the bank computer 41 over a communication link 42.
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this back to the POS device 40. Cearly the two

anounts should match. The bank conputer 40 can then
waee@dittosrhe vendor with the ampunt, and both vPeTUOS20861013348

bank can record the codes for audit purposes, but mark

them as spent. The above explanation sinplifies things

alittle by assum ng t hat the vendor and the user have

ank, .but it
Note B R T 175 bt oet o e i Mn AR e dlecronie
'coink' t@AEke p oy gﬁen mnﬁio rof snomey, Gfithe debomainatidregoes prén therfamlhar

this tr user's i
Le, oradP Btaotio STt Bk PEDer g S SEHFE40 obs ¥t ot s time
need@h kW BHeaREGHinU s ETHABAGK Somplnér 41%mmﬁn’tpnsi, tyd sf whaslooking
Thi s can be achl eved wth th| E-@ﬁg ybg'cﬁx a transmit
up thepq edes yn the e lishit %W}O‘F@i“‘ét éoﬁ % Shresbord
this bRKGo tHePGLlevife M0 dRH 1P AEHat Sebutstshodld @nattheThe bantk computer

transfer themto a nmaster table |n vvh| h all such | on
40 capihss cffngnﬁhprgﬂxg,dog Jdthsthe @moantbén%i)%tpev ndqg ao: bﬁ.ﬁk £4} gecm% the

| (l;)szgplg) PRSI IEERD eht0 know t he ovvner of any
COde%)?&tﬁes ong godes angses?f the user can trust the

bank in this respect then anonymty can be obtained.

The d6e @?ﬂl&aﬁ@ﬂﬁﬂipﬁﬁeﬁhﬂagw Hitle b @ssusig thithhs'&nﬂmmyd diedesr have
i nto nunber orde I;Erabeln

the some Remo Ay Lisciear L B8 Beletyias iy s diet R FaBat Hakl'a normal

banlGE s RA (REvVdnhS Sackduntitshother tieler st ood that very
[ ong nunbers can be relatively easily conpared and
nmoved, and so standard sort algorithns are efficient).
In thiheardidtion m&msersi . vsknosvnbte tthee eamdomandatd jtizectemk. Hemgmer tere are

Wi | | ho be va ﬁ]g When . §et of | ong nunber codes
Clrc‘g’ilséanf"ésc FfsovFﬁ V&S0 vendor, then the

bank corrputer 4 1 can very qU| ckly establi sh whet her
Thi 5921: tbgfa{:helgx%g i ”t%ls”cgﬂ& ng}h fd Ellgthh§ difﬁel?én? waderk ftheI 1§su|n§g bank

snDne atron 1s. re one tech ni que
woulthiak thecset of @deegememteémflth/\mmelb enchtrmsﬁaa itheny g ggster table in

Whl%]% #Eong coﬁet'shfgc%?n g? qpelﬂ% gc{ullffl bel sté{%ﬁl gncfe d£ $his ka@R‘kth@Bank has

esin mpar e
no nteéd tohaoafthe beder ofdograf these idng coﬂefsea@dlf th@n@@rcail drust the bank in

han t he nu d, then the conputer would
ﬂnsf"rﬁ%‘?’f {ht%ﬁnqnﬁmtltﬁéan edochtalﬁlegf the | ower half of the

table, if higher then it would then ook in the mddle
The% Eoe PR UE‘%H eﬂfsmrt ﬁl%set lﬁgé SodeShR@hhbdr Rker, Fb.‘h@ﬁ)ﬁﬁ&em ina

repeat e It takes relatively few suc
table: mmhmch samhslonpedderis a&Sh@atn@WbrﬁS agyigner deprmaingtion (RefRplopust be

undertsto?ci théilt Q/?x&olgﬁ§ nHBRE Can HB ?élat'ntel}} Sasfly @Bﬁlﬁﬁed bid BRWEY ehd so

standard sort algorithms are efficient). The difference in value between two adjacent

numbers will however be vast.

When a set of long number codes are received from the POS device 40 Yvendor, then the bank
computer 41 can very quickly establish whether the offered long number is in the table, and if
it is, what its monetary denomination is. Here one technique which would be efficient would
be a binary search algorithm. The bank computer 41 would first look at the value in the

middle of the table, and compare this to the offered number. If the offered number is lower
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adj acent nunbers that bracket the value of the offered
code, then it is certain that there is no match, and

wo bab/11dse3 of f ered code is invalid. Long nunberPCDU82006/013348
entries that matched could then be renoved fromthe
table, and placed into a sinple audit trail sequence,
to show that the cash val ue had been spent. Local Area

l nf or ]'o#?%.ﬁ%% erencol Douftd] rﬁdlﬂcf Q@foio}@n ﬁllg B!lih(ﬁ@%f BB 1o Rialf of

the tzﬂﬂé of Higtelr €Hen $tyvsctwdnherﬁ lookén thy peddlestthe bmbr hatif y{dhe table. Clearly
this }%éﬁ/’f%; ?aglé}:e rg]eﬁtgflv\%]ldﬂt ?es glgt"ilxliel at;ee Iasglcr:]ﬁs]cf:oor rﬁ%%&% L ﬁ}@ {h% lHumber
or tH¥B{¥areYt hiibes 1Bt fifdsi the @mmtm, drenrielsad inmagpht o hdveavbloxt aﬁnds two

area; and_a pluyralit S for. re .
adiaqenEmshegy ek ket b e gt 8 SEreEf koo e 2 g e s is mo
matchhﬁldltﬁhft%er@feréarhoﬁ@mam%@r Each base station, and each

device with which it is in wireless comunication (be

it a user device or another base station) can apply
Long @ibdridatle paeics ﬂnﬁ’cmdtiohl@i di(mld: then be mmwed dtomo the(teldé,repd placed
devi ces as descri bed to re nce of
ino § RIS SEBRERD B i L St B4R bR BPR o
and can use the |ong nunber node as authorizatlons for
t.rans |on 0, test and maintain security of
Imcgdﬂﬁﬁi |ons§S %& Al ternative Enbodi nents Device
Sets In the preferred enbodi ment descri bed above, the
In afl ﬁ%érgﬁﬁle %Fﬁhc@ﬁg@ thdinPéHtiof m&yrbe%pﬂtﬂeﬁfeﬁaﬁ la\Mi€cal area mforma‘uon

I men he devices m be made in authorjze

systee 0§ theaitipe desciitedtip émocm/arg%. ngiat ethadecs pia &foeilf’ém system
comﬁ 469%@ Qi b GRY ! Etﬁ@onst @a@ﬂ hX‘@ﬁQ SRR, Br kofihg Mforldfibh relating

evrces neric Unpaired de Devi ces | nstead of being
to thedloud actandd plaralityi qfsusmdeg@@%for raseiying the iéqrmation from the base

aIt %Qggg .device may be a Generic
Swﬂﬂ%pa Eﬁ%&%ﬁg Vi ce %&L%E§amhlch i s not associated

with any other device or set of devices. In this case,

Eacl? 95513 sfHER aheh RLieanartwhaieh aSs dwians @ldinli’lmﬁdahyn @ it a user
k wth any other conpati bl g devrce E S §ﬁesents
devxa@ er enashes| baske statiq) o RERLY SRRk B dad | eprofing g dhe gompgunication

(usifik REAL&dad Bakribie nGHEP i rbducbahd RUSICcS o fefhgi diamBktaliyn being
soneone. So soneone understandi ng a generjc alggrrthm
intefcgpted and understood, and can use the long number mode as atithorizations for

transactions or to test and maintain security of communications links.
Alternative Embodiments
Device Sets

In the preferred embodiment described above, the devices are made in pairs. In an alternative
embodiment the devices might be made in authorized sets, and so instead of holding the

details of one allowed pair device, they would hold a list of such devices.
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mappi ng the randombit streaminto nenory will be able
to make that mapping thensel ves, and so obtain a third
w@owy/11tdde3 she woul d even be abl e to generate tPET/US2006/013348

checksuns and conpare themto those passed by the two

codi ng devices to ensure that the third copy was

correct. It should be noted however that this |evel of

security bre |s onIy possi bl e if someone inproperly
Generig “B?ﬁ¥ é%%@? ®connection to the coding Iink 3.

There will be commercial use for GUCDs. If they are

Inste]a oF pb2 %nﬁfu%cﬂ;gddi:g%fs orl $t1% %uﬁﬂh&' Aemafithe e@b&iRent each

i’Rsfance were used in a node in which
dev1¢2ﬂ1tﬁa}hhé & Geheric PapairedfCado Dsvige dGHED) céichyis met prapedatpd, with any
trusted thi artiges,.s tal
other, AgVige Y Scf r?gr%(ee‘%\?\%sul gl bl %ggse% rl s@%ur?%g?%gr% =P have
authéxits &Cuork witleas ofies cpopaiblel deviey. ensuring correct
operation, a further option i s possible. Two or nDre
GUCDs coul d be made into a 'virtual set'. They
Thisipessewsnadsiztiond] seouréty lrballongas begrape it Basdp R cHrseted | thaéther?éUCD will
be AECL] eglreg\%s); Igmﬁe Qeg RGP Eﬁferstﬁiﬁglgt @%ﬁn&@uélgonthm for
gener ate an ore uture use a uniq
mapping tenendonmrbip smanaingcomlemhm wiflegt abwat@ r@qkatth% fapping yhemselves,
unl i y 1 t
and G5 Rl e ok JAF leC AR, b B K, 2 BZErR® e HiBoums aud
compfael ¢heass toatheet paatedripmité &ed m@g fleyideR &t enstjesthyi the third copy was
acenent process would be stored in non-vol atile
congﬁnnry (again preferably the top of the FLASH nenory),
and woul d not be able to take advantage of the

It shou 14908 Ldted hSR&er ?‘ﬁag Uhik ideP b ERERE th6ach Q8BRS pdshiBle 1f someone

queness I nto m croprocessor calibration or
mpmpabesetwv&p z Ispying' reonmeation o' the eodingriinky3. ofteEmntrd le‘ewnFP‘ﬁClal use
for &U&Dﬁaﬁ’r{ﬁg z?rg u@eJ %Saegrotolcgl ﬁ!;l% % qo Q@chnﬁ)stke qh&r@ﬁ}e tebyt Mstance, if
rtual 3 operati.on, which is generating
GU(EIDS‘:‘anetuspd m:zemede 1mwp1ch neebsf oba haippbep-endey deviees wee aeld by
trus @ g sychf e A B Slal Lich, BRI SR GOHS HRH¥isRUCH

emas pairs or sets as
needed. ThIS operatlon can clearly be achieved to a

urtﬁérﬁla% if £366hre PhaRREE %Bés@&@i)y MR Qrredi hefuibhlrd fujthet dpbon is

arge organi zation, and so there is consi- der apl y
posdite<Twa ekmptea@UERe ceulil be mepde g @ St dffe riRFY fguid be connected

toge%?r %t ﬁfgﬂ od}ﬁg f&)I?ts MBiYheP Qirbl@RCor’ Wi 'a"h%Iec‘»ialbéﬂabtﬂﬁil MddH& Srould

C|rcunstances Random Nunbe ner at or
genérﬂtet and fiblef B rfotire o @i Wiae bl alacgmgic Bap A4 ngr&q@o hat was

statigtlijca 3(? "mddf Qﬁﬁ(%fyoﬂb'be'_ig%é/ Ghith iaﬂy @thfef $etlThe only difference between this

virtual' set, and a set made as a set at manufacture, is that this bit placement process would be

stored in non-volatile memory (again preferably the top of the FLASH memory), and would
not be able to take advantage of the slightly higher security of encoding some of the
uniqueness into the microprocessor calibration or ID space, which is normally 'Qne time

programmable' (in the manner of a fuse).

It should be noted that this 'virtual pair' coding operation, which is' generating the bit
placement map, needs to happen only once to a pair or set. Thus, trusted third parties could
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alternative enbodi nent only one device m ght have the

random nunber generator. In a second alternative
weredvoditsent neit her device may have a random ne@D®E82006/013348

generator. In this case, the random nunber generator

will be held in a third device. USB Power Supply In

the preferred enbodi nents descri bed above, power

vy SHREYf P Bk 8 S PR Yoo 0o c

clearlyhBe GeRievad! to0f Highet delel toﬁlmlpaand;ﬂab pugBopand sgarigf vathea large

of the devices nma ed .i.n cO f t .
orgafgr o b TR IF o Rl FEs o NP e b i fede Gencrating
operS IR W BEL rﬂ%ybd dWhe Qoultinkyaly ipiiaguAdinatisolts ferouthgances.

actions options to the user via a display screen

51. Wiilst it is conmmon that USB nmass storage devices
Randdi ®aimlas Gaepitoer ' Drives', this is not a requirenent

of the standard, and the device would identify itself

to the conputer as a specific and new sort of device,
In thwptdﬁerreldsembmuﬁem ¢agh deviemhas Aarndommahgesensstory BloMa Ve di g first

alterk t%%ﬁ,%@%%% Q?lgo(gaarc%gﬁ'é %LgﬂtnhavAl th& T RAbMViESnteP ghiBitor. In a

I'sS given here as an exanple, and
secohdh eltatentive embodilngnbusitherevine mah bavecroirpdsn Bwppeg|generator. In this

C ut.er standards B4R2, RS422, RSA423,
€as%y WEPd fu?%mjfﬁf?gfaggﬂ even Eﬂt not” conveniently)

paraIIeI standards such as PCNIA and the 'Centronics'
USEPPdE R g USB is convenient in ternms of its
connunlg |on standard and because it supplies power
over the interface to power devices so attached. If
In ﬂﬁq)?éfla%d &:ﬂlfothd n@é‘lntg c[bg&[tfea@.&w&@sod Exvste‘s Swhplyt dl’lﬁimtgaoqhngxpﬁrv;a the battery
ply wou al so neede erna er ac
cells Ho b St BB Lo tib It FIail LUk 1 ggapaton of code

table%%ﬁ@k_MB' poriViPot HiR ISR B@/ﬁdes bthyde ﬁlﬁg%e@ attd arcymeetet SO ibderive
In an alternative enbodi nent, one or 8th devi ces

powes fgnbothdgwicesn I iptimofe thesompRtes FRY M b YT Prgik which reports

actidiRlaRFo dﬁﬁ)\ﬁ@fo tﬁé‘%} YiaQdidpRRiseleén sUPPl y adaptor so as to
provi de power for the pair. Coding Link In the
preferred enbodi nent descri bed above, the coding Iink

Whibt itSs &mhradd iheesB beks\aege devices appear as computer 'Drives', this is not a

requirement of the standard, and the device would identify itself to the computer as a specific

and new sort of device, with its own 'driver' software package that would need to be loaded

before operation.

Alternatives to USB Port

The USB standard is given here as an example, and the device would work with other
common serial computer standards such as RS485, RS232, RS422, RS423, TEEE1394
(Firewire) and even (but not conveniently) parallel standards such as PCMIA and the
'Centronics' printer port. USB is convenient in terms of its communication standard and
because it supplies power over the interface to power devices so attached. If another sort of

interface was used, then a power supply would also be needed.
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dedi cated coding ports 13, 14. In an alternative

enbodi nent, the coding |link can be established over
w0 b@cliBB7port 14 usi ng an adaptor that woul d aPCDUS100€M3348

to plug together. Mal e/ Femal e Coding Ports In a

further alternative the coding ports may nme nade

either in pairs, or in tw genders, so that a nale

' “@BqP femal e devi ce m ght be connected for

Exggyﬂﬁg p rﬁ%ges, whereas nale to male and fermale to

femal e connecti on woul d not be possible. The invention
In HEPrdGRA S8RamdARAUSE1BH AbdVel Pod}&fsﬁﬁlﬁ{ﬂ &Evih tdPBEB et 1@ or the

exenpl ary enbodi nents. Certalin alterations and )
batiepasellp d at Tnasalipasptive capedimen; oncoortodsdevices mighd bpye athiaput for

e | 0 .

o B A BB Do) SR A vERAL Sy Bly hfior op goyfg provide
povidr ferghe petii. ve, not linmiting of the scope of the

i nvention. Network Comruni cations The present

i nvention may advantageously aid in conducting secure
Codingkdnlet i ons in a comuni cations network such as

described in applicant's co-pending United States

Pat en plication, claim the benefit of . .
In (08 FOEReh AR D Bot DR K5 FORBRITE0s i established betwen
ded@%f&%%@lp&sgm,i 14. edn "A ﬂwﬁmﬁd n Ré Tgifbd&]ﬁﬁeni,\letha\x\%ﬁ&ﬁ?ag flinkechn be
)| , attor.ne cket t he ol e
esta@ﬁf'heé Ve %ﬁnzﬁ gla ipé’é L3 Lsipe le?doam?r that Y"%‘ﬁg Allor B@&inafp Slpegeether.
reference as if fully set forth herein. The network,

descrd hed j n co-pending United States Patent
Ma ?W%%{‘Jf’gwg,ﬂ°éﬁab| es entities to host (locally cache)
data content at one or nore nodes, a plurality of
PR Gl HhEfts mAl ' i
i RRS UAMELPOUR TGl ml i e R in 2R MG oRTfdnden, o
thatnmymalet devinggpmdtahisimalecdavicermigbinkd connbited faaredding rpakpiosdsgd whereas

i | i i i WFi 802. 11
malsd BefIR SICETA ORI RIS B bte. YT T D02
content froma node or node cluster to the user

Thd&MiBon Ohas’ ®6& ViRsdrite@r AGLinDIRRT rS@FMILES Bh@ictiBE exemplary
user device. In one enbodi nent, the user devices are

embqgipenih edertin plpmtoat pt modifications ey be grpakens tytiepy gkilled in the

art, "IERLY HefktidEP¥orR 8hd SWoBL DPEEE AFeRidn2dfic0kerBlatly Smbodiments are
attachnment (flash card, USB k;%@ RFI D, Bl uetooth, for
©

meaas ts! iy stiaiyeh net limiging of the sgee #wention. g. , on the
order of a billion "large" nunbers (e.g., 128 digit
codes (base 10)). These codes are additionally

Netywork CoPpapieations ver i f i cati on service accessibie by the
networ k server device ~

The present invention may advantageously aid in conducting secure transactions in a
communications network such as described in applicant’s co-pending United States Patent
Application claiming the benefit of corresponding European Patent Application
No. EP05252251.3 entitled “A Communications Network™ filed April 11, 2005 [attorney
docket 19143], the whole contents and disclosure of which is incorporated by reference as if
fully set forth herein. The network, as described in co-pending United States Patent
Application , enables entities to host (locally cache) data content at one or more

nodes, a plurality of nodes forming a cluster, with at least one node back haul connected to a
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at the node or cluster in the network. The
verification service maintains a registry of
wammsaries ng users and the |ist of random codeBCT/US2006/013348
associated with that user's device. Additionally
associ ated with each user is a predeterm ned service
| evel that a user has subscri bed to for transacting

withint t Subse r, .
neovhh el e % PP (e BRSAER o R0 apgancheld
wire[6d Wevides (iidpeenhenrife Bhisroder, WibD802. 5 pmfoebles&lr yxample) initiate the
transmitted t thes rver whjch accesses
dowifitRd Gheqgrn: Sams Bat o ApdF ST RolberRg JBE. eidpreis niomet

basell R8ivide$ vROMBURECAVIARIT Snedethbudirh &R dthe QisEONiteE afe furmshed at
particul ar transaction. The random code may be ej

mangiReTeL 6 Gy FasablenBEHORTh 0T EBRRfnfUEBhed As o %card or

attacBe A ISACAR, DSBHEY, RIAD I Huststie S8-ERp 9 Wi RI1EAS fir8Hond dbdes,
response, the server can verify the artlcular devi ce

e.g.. Whtthe edetolsoeiliond deed arEReri(e & ézﬁjébg}t@edear(hassé()))c“éhese codes
are agmeﬁaliyjaﬁﬁaameé\@gl 2 teRRdkioh Eé}%é“é&de%‘i‘olé‘% BRIefRik 9QvérSdevice

provi d to ensure the operator of the device iIs
at thenu@i@don plasternite theopetvik. ddwi ceaficaionggeryies srainigias a registry of
subs ﬁée?seaql lﬂlge%s)c of r-gﬁdo%a éd&@§ !fb%cleﬁég HeR {Hagli’stef'éj&vi.&@YA@cﬁt1onally
|np ment e y requiring a user to enter a
associgteth evith each pseyvs d eradeiomeined gerded hvelvthaltcmumi}aswel %@édd to for
ran@intShldif Ol SUBGLLARY, Gfied 7 RH! ARISAGwhless transaction
conduct a transacti a node n
withpranddecinl the neiwvoddithehtge tuanbge codends evmi@dlesrra(nmut@d sollgeserver
.t her eof St o
whlcﬁauaﬁclzeaﬁels%ﬂ;beuv%/]f %%gln sgrv?cg. ée e{rﬂ}' o e%‘e:‘{lg?r c%g%% ﬁﬂ?ﬁ %gﬁgnubﬂ:a{ﬁng is
authbitized 3@ cdridocisa pertidulaa tﬂanwtnonSlﬁhmtadd(an codesuaebe thhtrarmmltted in
th pu%chas any broduct or egl aS aden%ont ent f roma Sugse sent
¢ R I%O""" 70T 57 e 3550 B8 Ry RIS K% et AV q
cominificitfcap @i répauende feovepass veiifyathe o tivabdr i deaice ovith él’ch code
he ra domc (g S .S tra mite

f
sssopigSHA F OHVES “RLFYt O e A 4oPah EREeyign iqgzation is
provided @oeAsaRdRe @iera’ioﬂdf fie) degoel isdhdesé dleafwrfee obise deviideqbt dtheast the

authgn%nﬁ ré%er?f;[éﬁe ] qrgu@%%?té%gmetl hlpe.F e Ellqgfgﬁqquglg a user to enter

a PRUIID hinkBEh) artprblige MdENAS Aatas vs&lhdmphl)ziy dedustied ¥dr@mtBat the
secure financi al account assocj at h the

userdgyeq ffaptheriggd)to gofidyctiafrageaction with ¢ %‘?’il“% ‘to credit card
use today. O:hervvl se, the code is used as a key to

endo struct ons.with a d|
tn o P ETeraa ienb g af ATRS CRac et » Su R e RanaPaR 0% ina
passive ehi dlﬂbea&fﬂ\dﬂal(ldﬁqlmoﬁ@éUBI'C@rdJeuﬂmed @ortdnndlmdnﬁratsﬁxﬁlons with
a hostagﬁ‘outld ﬁ\%g | shx%%} \IN%H t 91t1rtc Ase ng proﬁuc% %wgad content from a node,

they would simply depress -the keypads on the card in the proper sequence to pass final

authentication. .One of the random codes is transmitted for each transaction as part of a
financial transaction (one random code at a time) and erased or removed from the memory

after completion of the transaction.

Once authentication is complete, the transaction is authorized and the purchase is simply

deducted from a secure financial account associated with the consumer’s UBI card in a
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As the network itself may have low reliability

conponents, e.g., analog channels that accommobdate
w@ormannieckat i ons at m crowave/ RF frequenci es, iPCT/ES2006/013348

i mperative to ensure the integrity that the random

code is transmtted securely with a high degree of

reliability, i.e., extrenely lowbit error rate (e.g

sm11la{ %SSh OIﬁatt %Cﬁt ?a%% ‘us Tt&ﬁ%l d)tﬂexer'fg% ﬁ{éb&qg q?ﬂgeddzgse? Tzigb ﬁ)dendorse

e to conmuni cate
paymmm:mru@mndewuihdehgltav agnatlhre, Rurther detals eeg@tdambt YBI Tayrd structure

e Co
s 5 ey €O L PO AT G lieagion o [Atomey
Docﬁeﬂ19143|].g net wor ki ng techni ques, wel | knovvn to t hose
skilled in the art of packet networking and packet
communi cations, can be utilized. To ensure proper
As theamstek dself inay dgré dgw ofhetbﬁéy reamgonanéso e, ardog channels that

acco?rﬁlté?de Qet (I)O(%l‘?ntll catl Hﬁr 8rrgﬁ} 'v% t t%‘ e?&tﬁfg % Snsure the

uara rvery or equi va
integite thalt itHel mﬁdhm thdel is zmans;mttbcbsaeunegypwgh erhigir dﬂgmeaifgehatbﬂéy, Le.,

o IR R G P A R e i

impértadt tetheamdeitd tdthninidate thael28anembie| joderedes nvdrhtbe runreliable

BACTULFSSPANICRE, . TR T MR o e

procRéses; 86verdl disth @ hétworkerg fefhnil@ms, rvedl krionmetotthese rskitidd in the art of
nunber s and aut henti cat.ion inf S _success

packL BT GRS S B CH A TG oAt TE A8 SRS WORGh e and

inte@{t§ oflttel laAdsh t&leS ﬁﬁdlﬁlﬁhdnhadtloh hﬂoﬁmfoﬁp(t‘dnﬁﬁlﬁnmdn ﬁoﬂ)t(&:bti; that
transaction i s conpl et ed

guarggte%lﬁelgila/rgﬁqlc@)as 45 pr eﬂmyqle ar%trllpge& C[%ﬁgghg tP?E %Pea arégotocols

the $HARAFithterd @nd ehe?YRkhen83466n AMRFmAYc@arbi dither deliveradt B their
W rel ess connecti ons, because the fran SI ons

entirgtyt aF he gagksiseraiegansgiitgdamtibiey gt ‘éeﬁe(f% B gty In the event
that 'ﬁ%t WREK AN 65t deliPdre £RGR chifés), thB Berditid faflyarlddrocess can start

acknow edge transm ssion and recei pt of packets to the

oversErrigsigl. 4Mnge rthe Endom JupRets e, avihientication, SPFRRERE 15 ugegstuly
recegﬁ_gn gg@ﬁ&ﬁﬂ beths NeHE ] ﬂoé’@s&ﬁg rt@éhﬁfqﬁ@sc Qrd Qltlﬁfé‘?lc kd ie@sure that the

I ments, features and ects, it wll be
approptieig Ald eceng irapsagtiaa ip ﬁ«mi@t% qbit masehed 2,3 Cradi 456 exppple) as

a “dnft Mo&’“ﬁﬁb@é t(%cﬂn g{ﬁésl dahyeaglgf 2 H@ﬂlo dé\feh(}ﬁ’tef Hf;’;ﬁ bit error rate

varil ati ons, t1ons, nen S, and
wirehess gomtieetiging, laﬂcauss d@rtransrh@mow&itaﬂp@ here GrRscarnagy qua ety two or

mor% %@Meﬁ?etdl cﬁ:o&ei ﬁﬁ%a‘éﬁ”ﬂ&%’ 015 gf)lﬁ fc@mﬁﬁdgé @QAEHSHorRSnd receipt

e spirit an ope O
ofpacme‘sno ﬂmrsenﬁmgav@rdcewmmﬁmd of comruni cati on
conprising storing a randomcode in a first device;

While the invention has been described herein with reference to specific embodiments,
features and aspects, it will be recognized that the invention is not thus limited, but rather
extends in utility to other modifications, variations, applications, and embodiments, and
acéordingly all such other modifications, variations, applications, and embodiments are to be

regarded as being within the spirit and scope of the invention.
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storing the random code in a second device; and using
the random code in a subsequent communication. 2. A

woredoowearcording to claim 1 further conpri si NBCT/US2006/013348

checking the identity of one of the devices; and only
storing the randomcode in the device if its identity
mat ches a stored identity. 3. A method according to
any precedi ng claln1mher ge subsequent
communi cation includes rea I'ng the random code from
the first device; and automatically overwiting the
ra do 0 ' b€ i anEedevice;
co %ﬁg§°&€%%£%g% “%ﬁd%g?ﬁh? 21?@?2% deV|ce can
orﬂtqmigethe eanﬁomc:ede 4n aAswemChd@IVl@Ré cordesieg the gggom code . a
edi ng cl ai mfurther conpr|3|ng generating all or

péWE“ﬂ?Iﬁﬁ 8%ﬁﬂcode inthé first device; and
transferring the random code fromthe first device to
thg ﬁ%ﬂ%gco‘i{(%}ﬂ% %ﬁclﬁiﬂl ?ﬁﬁﬁbﬁc&ﬁﬁs&@@ﬁe&ﬁ@%@l@ﬂh@ Rf biEof the
firs evi ce e stored in the second device. 5. A
meddmds aut oulststeging theatmiorn cods rthnérvicedhsy ety matches a stored

ﬁet1 ing a first part of the random code in the

i Y€t evi ce; transferring the first part of the
randon1code fromthe first device to the second device

; qﬁ%lmdeack&ﬁm%qg @nf BR{EBALElainwhétEinf the Sﬁbsélﬁiéhmnhmltﬁl&tlon
s ored |

n the second devi ce; ggneratlng a secon

of intludesrreadétgrhe padotn soderzon ghede dgwgs@ad 2 tﬁ’&i‘a“caﬂy OVC“”mmg

U 80$4Qbk dc%g e i\RsBEORAND ?Ja&m?%f {HGan RResHe GaRebY figgMandom
t he secon evice to the first device to enable the

cod@egeﬁeﬁaﬂédﬂﬁnmph@béﬁéﬁﬁ@n6EV|ce to be stored in

the first device. 6. A nethod according to any

precedi ng claimfurther conpr.isin

t h& methad acgerdingdo FRY PTRRIIEHY R UE uv.ceglpﬂa@% g?rg{f}%né all or part

Pl Yf @b Yo od AR dRIMTIEOERice] Rdefhdermap thextmtonngpde dxohl the first
code el enment in each device at a_  nenor Ioc ti

detlevieri taethe B5eoneh devigs toyenahlethe 5odF BTERYH: Hy ?50 53 devige do be
Whg&%hﬁlﬁggagﬁ@th§ﬁtlfleS t he nenory Iocatlons
directly. 8 A nmethod according to claim7 wherein the
map i s an algorlthn1enabllng t he menory

A method according to claim 4 further comprising generating a first part of the

random code in the first device; transferring the first part of the random code from the
first device to the second device to enable the code generated in the first device to be
stored in the second device; generating a second part of the random code i the
second device; and transferring the second part of the random code from the second
device to the first device to enable the code generated in the second device to be

stored in the first device.

A method according to any ﬁrededing ‘claim further comprising storing a map in the
first device and the second device; generating a plurality of random code elements;

and storing each code element in each device at a memory location determined by the

map.
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| ocations to be calculated. 9. A nethod according to
any preceding claimfurther conprising generating

wo poostiiheck data fromthe random code stored PEI/URIN0G/013348

first device; generating second check data fromthe
random code stored in the second device; and conparing
the first and second check data. 10. A net hod

accor t 0. an di [ 8.0 t :

o oo o B s BB Baphaet, B A eRpsClE oSt Beations

anymgﬂﬁcedlng cl ai m wherei n the subsequent

comruni cation includes the step of transmtting a

menory position indicator fromthe first device to the

soewhzbddatemrdxﬁg taclelinr @whiexsini g nzapris el slgpcibaeenablitesthe memory
om.a Eegy (m?%%ltlon in the second device which is

d‘F@?ﬂ? %% e recei ved menory position indicator.

12. A device conprising a nmenory for storing a random

COR & ot hcBorBi (Ec? reéce@fng léidnh'féﬂtlﬂag c&rﬂ&s‘i@"&ﬁ@ﬂaﬁ@ﬁrs’c ¢heck

a subsequent c i‘cati on. . devi ce accordi ng

. cI datarfrof therardem ®d¢rpﬁ0res1| mghca ﬁﬁsé ﬂﬁﬁ?ﬁa rg@%ﬁr@talgoss?ﬂvé&hs‘fk data

10.

11.

12.

13.

14.

15.

16.

17.

ey N0 R Rl Sheb it Bk: ABEoAhpa B el BFHE scoond

according td claim 12 or
f uctebledate.onpri si ng a random nunber generator. 15. A
device according to claim12, 13 or 14 further
conprising an identity of a pair device hard cod
. niomethed devprding t9yany mmedmg rfga“é‘a‘l"]il%‘?%t"in% R RPthy €l dovices i
&%E'%e 16. A device according to any of clainms 12
urther conprising a display screen. 17. A
deV|ce according to any of clainms 12 to 16 further

CORPhbEHA SocBrdir b @by ?ﬁ@c&ﬁﬂg clalne mibsieinnhe clibseq@ueni cuahra@tietion
physi cal tanpering the device.18.. A

P ohdrs e 86D ah mging b fepyy PRItoR inpgios e sk deyige o

a gRNSQndfelics ans kéﬂlﬁlevmgyaﬁfa"ﬁa&mtcaﬁ@ﬁémﬁg ﬁeuni Jilniehﬁry position in
device. 19. A nethod of conduct a.secu

cothnspond dpdse whibisideicrgnehey é?9§“’6‘? memOR; DOYLiAR {ndicafpr-
a nessage b.receiving an encoded response to the
nessage, the encoded response hagug&ibeen<§Q$8q§gﬁme$orﬁx

usﬁn@e"é‘i‘? MBI P KA To storing om cod

utilizing the random code in a subsequent communication.

A device according to claim 12 further comprising a hermaphrodite connector having

one or more male plugs and one or more female sockets.
A device according to claim 12 or 13 further comprising a random number generator.

A device according to claim 12, 13 or 14 further comprising an identity of a pair

device hard coded into the device by a one time calibration write sequence.
A device according to any of claims 12 to 15 further comprising a display screen.

A device according to any of claims 12 to 16 further comprising a tamper-evident

element which can indicate physical tampering of the device.
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c. decodi ng the encoded response using the encodi ng key

to generate a decoded response; d.validating the
waleweded7s esponse, and if the decoded responsePCBHUS2006/013348

valid, then; e.transmtting a confirmati on nessage.

20. A nethod according to claim19 wherein the decoded

response conprises a copy of the nessage transmitted

o PSR b S S B Rl nin
ME$H§ig4 tampering with the device.

19. A method of conducting a secure communication comprising the steps of:

a.transmitting a message;

5 b.receiving an encoded response to the message, the encoded response

having been encoded using an encoding key;

c.decoding the encoded response using the encoding key to generate a

decoded response;

d.validating the decoded response, and if the decoded response is valid,
10 then;

e.transmitting a confirmation message.

20. A method according to claim 19 wherein the decoded response comprises a copy of

the message transmitted in step a.

21. A method according to claim 19 or 20 wherein the confirmation message is an

15 encoded message.
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