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BACKGROUND OF THE | NVENTI ON 1. Field of the Invention The present

invention relates to the field of cryptography. More particularly, the
present invention relates to an electronic systemthat includes security
functionality to optimze perfornmance of the electronic systemduring .
crypt ographi c operations. 2. Description of Art Related to the Invention
In today's society, it is becom ng necessary to protect information

transmtted froma per u P t L Of lon is

cl ear and unanbi guous 6§qihlm$§éﬁﬁ&J©&éPﬁhNﬁw{mm ble to
any unaut hori zed persons. Additi oELECTRONIEC $¥STHBMg necessary to protect
i nformation stored within the PC to prevent unauthorized persons from
downl oadi ng i nformati on onto a flopy di sk, digital tape or other type of
content storage device. ProteBAGKGREAIN OF [FHE: INWENEIO Nownl oadi ng may be
acconpl i shed by placing the information in an encrypted format prior to
storage within the PC. Such encryption may be perforned by either (i) a

processing unit ofy the RWeldgofrerdinvBgtidn Ypt ogr aphi c software, or (ii) a
cryptographi c device solely connected to a systembus of the PC. Referring

to Figure 1, the PC 10 deS| d i n.acc e h a_conve al

crypt ogr aphi ¢ i npl enent H‘é’f’@m?"srcgaﬁ?faﬂ?h# ﬁ&%ﬁ)gﬂ’?’ 8@ ©a host

processor 105 coumw@b\ﬂml)aﬂmfprg@etinﬂmonﬁletesm prs electidiie gsemathes as a

communi cative pat hjay és%e@ﬂit?fﬁ%‘uﬂn ?!p%él: E&ﬁoﬁ&nb@éﬂh@éﬂec@&ﬁc 120. A
e ces’ may be cou e

nunber of periphera Vi
system during cryptographxc operauons

2. Description of Art Related to the Invention

In today's society, it is becoming necessary to protect information
transmitted from a personal computer (*PC”) so that the information is
clear and unambiguous to an authorized receiver, but incomprehensible to
any unauthorized persons. Additionally, it is becoming necessary to
protect information stored within the PC to prevent unauthorized persons
from downloading information onto a floppy disk, digital tape or other type
of content storage device. Protection against unauthorized downloading
may be accomplished by placing the information in an encrypted format
prior to storage within the PC. Such encryption may be performed by
either (i) a processing unit of the PC executing cryptographic software, or
(ii) a cryptographic device solely connected to a system bus of the PC.

Referring to Figure 1, the PC 100 designed in accordance with a
conventional cryptographic implementation scheme is shown. The PC 100
. includes a host processor 105 coupled to a chipset 110. The chipset 110
operates as a communicative pathway to both main memory 115 and an
internal bus 120. A number of peripheral devices may be coupled to the
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I nternal bus 120 including a Personal Conputer ("PC') card 125 that is used
in this eWORS/2Te85t t o provi de cryptographic functionality teCEGS®2@000C her
peri pheral devices include a parallel port device 126, a nodem 127, and a
di sk controller 128 being an interface to a storage device such as a hard
disk drive ("HDD') 129. This conventional architectural schenme may sinplify
the inplenmentation of cryptographic functionality into an existing PC

pl atform w t hout an appreci able effect on various conponents al ready

| npl emented therein; however, it adversely inpacts performance of PC 100.
Mre specifically, a primary disadvantage associated with the conventional
crypt ographic i in'é?@ﬁltta’tsilgﬁ ingluding Persengl Computer £ RE 'y warb2adhttds devi ce
130, solely inpl egssttiadhidiemnbbdiniehtoRFoiae coptographid MAChsHalifeiFe1G0Ich as a
PC card, would adﬁ%sel ﬁgﬁffe t. bandw

dth ot Jnternal s _120Q. reason

for the adverse efttagPerinhergldevisesinghuds 4 parale! P%‘F‘W“&r‘%t ‘bﬁ‘f’g‘aﬂﬁ?ﬁ’
oper ati ons" woul dandgdiskeontatller 128 being amirgé¢réace ¢ala storageglevice swhrasla bus 120 a
mul tiple nunber of,t4 driveRUHISTES Y i2ROAenBESh 3t " ed as
operations invol v?‘,ng E | ; c?rc?%?gr %p% t lat sunpor t g&hfi&ﬁurﬁcﬁ%@@% oughput,
(ii) hashing and FWéPl{ fhe imp @FW@QF@B 19 fupgipnplity dnfpjan exising gr aphi c
oper ations typi calPQyplathored WRBout ¥AEEpretieblk @ffe@onpladiBiS¢uypdnend alre&¥Cr ypt i on
or decryption under gat ﬁ{?&%r %igt | on St an%r d "DES' and .ot her ff’ﬁééb@ns) , or
per haps may i nvol VEPKEIFAIERereini BOWeYED 3t sy PErAi /mPRGIS Performange of er to
store data in an encrypted format within a peripheral device such as HDD
129, the data residi ng Morespéaifienlyros primaty dissdvaniageragseeisahwishéirey pt ed f or mat
woul d be initial | ¥ohveRBsha cfypthgriphidinplementation of Figure 1 is that a

cryptographic device 130, solely implemented within the PC 100 as a

peripheral device such as a PC card, would adversely affect bandwidth of

internal bus 120. The reason for the adverse effect is that performance of

“bulk cryptographic operations” would require data to be transferred

through internal bus 120 a multiple number of times. *“Bulk cryptographic

operations” are defined as operations involving (i) cryptography that

supports high-volume throughput, (ii) hashing and the like. The

cryptography utilized by bulk cryptographic operations typically involves

symmetric key cryptography (e.g., encryption or decryption under Data

Encryption Standard “DES” and other functions), or perhaps may involve

asymmetric key cryptography.

For example, in order to store data in an encrypted format within a
peripheral device such as HDD 129, the data residing in main memory 115
and having a non-encrypted format would be initially transferred to the
peripheral device containing cryptographic device 130. Thereafter,
cryptographic device 130 would encrypt the data and either transfer the
encrypted data to HDD 129 or to main memory 1135 for subsequent
transmission to HDD 129. In either scenario, the data propagates through
internal bus 120 at least two and perhaps three times, in contrast to the |
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peri pheral device containing cryptographic device 130. Thereafter,

crypt ogr YR VZIRE ce 130 woul d encrypt the data and either BEISPERIMNHe
encrypted data to HDD 129 or to main nenory 115 for subsequent transm ssion
to HDD 129. In either scenario, the data propagates through internal bus
120 at | east two and perhaps three tinmes, in contrast to the -2- WO

98/ 27685 PCT/ US97/ 21900
normal propagation of data directly frommain nenory 115 to HDD 129 in

t hose cases when data is being stored in a non-encrypted format. Referring
now to Figure 2, another enbqdi t of PC 200, design i cordance
Wth a second con EHPRLITAPAERGH LRy TR BRUNTSHODT SLOdAED 12 Bhown.
The PC 200 i ncl udabose dassstwhenalaesis beingGloredind soh-txcrgptedfqramat. 210, mai n
menory 215 and an internal bus 220 as descri bed above. Contrary to the
conventional cryptographig. .at | @1”%11 = hAnWhi ch
cryptography is perf_or%?eﬁlﬁ%gp@@g{%gggﬁﬁpc e@clgdé@bgﬁfﬁnﬁ?ggo’a separate
peri pheral devi ce,desigppd BacaPrpRCeVitEY fecopd PanVeRHPRAERPIRETIBRG each of the
peripheral devi cesmpiériertaih schéine i85iEva PRSPCI200 iNdide’ aidsbgbLessgnect ed

to internal bus 2 Thi s ,enbodi nent .woul d avoi nagceptabl e b bandw dt h
| atency. but  voul EUSFOBEEAER RENPH SIOvVERP TRRUCYHS i SV ERELHE 220 Fhat
thi s enbodi ment i nieserdtedabbire Cwstasy taf the acliveneongl leeypadgrapghic ce 225 1- 225n.
Typi cal ly, these [ 'Qﬂ@l : f : SRl s due
to increased ci rcﬁgj'g;r‘éyrhan °“€S§§‘%’_§?5§'§gul";°nl @%Iﬁgﬁggﬁ%ﬁgﬂcos %.ﬁ%knot her
di sadvant age t hat thegryptagmphicdavirgtacting as asppamiaperiphenabdavigees t he
cryptographic circuitry is implemented into each of the peripheral devices
2251-225n (“n” being a positive whole number) connected to internal bus

220. This embodiment would avoid unacceptable bus bandwidth latency,
but would impose other disadvantages. One disadvantage is that this
embodiment increases the costs of each peripheral device 2251-225n.

Typically, these additional costs result from greater component costs due to
increased circuitry and greater design and manufacturing costs. Another
disadvantage that may occur is that this embodiment increases the
likelihood of future compatibility problems as different cryptographic
circuitry enters the marketplace.

Thus, it would be desirable to develop a system and method of
operation that overcomes the above-described disadvantages.
M Y ON

The present invention relates to an electronic system having security
functionality that optimizes performance of the electronic system during
cryptographic operations. The electronic system includes a chipset
implemented with dedicated circuitry to perform bulk cryptographic
operations. The cryptographic operation of the chipset may be controlled
and managed by circuitry physically removed from the chipset, and in

secure communications therewith, such as the host processor or a
-3-



| i kel i hood of future conpatibility problens as different cryptographic
circuitry enters the marketplace. Thus, it would be desirable to develop a
syst em anWORS(2768¥ of operation that overcones the above- desBETHER/21900

di sadvant ages. SUMMARY OF THE | NVENTI ON The present invention relates to an
el ectroni c system having security functionality that optim zes perfornmance
of the electronic systemduring cryptographic operations. The el ectronic
system i ncludes a chipset inplemented with dedicated circuitry to perform
bul k cryptographi c operations. The cryptographic operation of the chipset
may be controlled and nmanaged by circuitry physically renoved fromthe

chi pset, and in secure conmuni cations therewith, such as_ the host géocessor
or a -3- VO 98Feypiagzaphic unit. The cryptographic operation of the chipset may also

PCT/ US97/ 21900 cr goitaglcdphd enanbgdd byldifuitty i gekipiitc operation of the

chi pset may al so be controlled and nmanaged by circuitry of the chipset.
BRI EF DESCRI PTI ON OF THE a es of the
present invention wll be([:)ge dppdlgéﬁllﬁfﬁgﬁlb??rgﬁlﬁé ‘gvm mg-det ai | ed
description of the present invention in which: Figure 1 is a conventional
PC pl at f or m provi di ng digpeaseeapnd advenases oithe present invengen wilkbegpmsgr aphi c
device having a defpfaitdfbnt HRTENSWRE defiled désoHipHAPOS e Preséiit IWeltidn is 2
conventional PC plweHighqr m provi di ng cryptographic

Figure 1 is a conventional PC platform providing cryptographic
functionality through a cryptographic device having a dedicated connection
to an internal bus.

Figure 2 is a conventional PC platform providing cryptographic
functionality by implementing cryptographic devices into peripherals
coupled to the internal bus.

Figure 3 is an embodiment of an electronic system providing
improved performance during cryptographic operations by implementing
partitioned secure cryptographic functionality in which bulk cryptographic
operations are performed by the chipset which are controlled and managed
by a separate cryptographic unit,

Figure 4 is a more-detailed embodiment of the chipset and the
cryptographic unit.

Figure 5 is an illustrative block diagram of the session key storage
element.

Figure 6 is another embodiment of an electronic system providing
improved performance during cryptographic operations by implementing
partitioned secure cryptographic functionality in which bulk cryptographic
operations are performed by the chipset which are controlled and managed

by the host processor.
-4-



functionald | npl ementing cryptographic devices into pefi ral s

coupl ed tb’(ﬁﬁg&%ﬁ% ernal bus. Figure 3 is an enbodi nent of a&cgﬁq’gg'f’#lgmc
system provi di ng i nproved performance during cryptographi c operations by

i npl ementing partitioned secure cryptographic functionality in which bulk
cryptographi c operations are perfornmed by the chipset which are controlled
and nmanaged by a separate cryptographic unit. Figure 4 is a nore-detailed
enbodi ment of the chipset and the cryptographic unit. Figure 5 is an
illustrative block diagram of the session key storage elenent. Figure 6 is
anot her enbodi nent of 4 [0 Gy le chi ' or mance
during cryptographic oglzi a ?@‘%SRgg&ﬁn%ﬁfmﬁaﬁyg%%“?%ﬁ%&%é@ﬁ?e

crypt ogr aphi ¢ f uncepesations performediby diotthitie Rhipsap gnd githgs thecrypiographisigitar e
performed by the CiiiRaehrodiiséiiinAeGyp@rY nfdrhidHoR BoralRA 3bedla R¥mdB Soltes!
processor. -4- WO 98/ 27685

PCT/ US97/ 21900 Figure 7_js illystratiye flowhart of the general

crypt ogr aphi ¢ operati onglgﬁgraél’éra A %w?l}?@v%ﬁﬂﬁg‘&mﬁﬂﬁo%&?w t he
crypt ogr aphi ¢ uni t paforined by pothabes skipset andleidiey fieicngptographicahit onhesot ai ned

froma renote sour Lgur I L1l dye. f
crypt ographic oper@?ﬁ%sgéﬂggrgﬁpl%@fﬂgoﬁr gé@ﬁaérﬁ%h%cﬁﬁnpﬁgéﬁﬁg%é&rg?{)rh%?rag%e
crypt ogr aphi ¢ uni t whintibg elegirandesysiem.i n encrypting i nformati on contained in
mai n menory for storage
Figure 9 is yet another embodiment optimizing system performance

during cryptographic operations by implementing cryptographic circuitry
onto the chipset.

Figure 10 is a more-detailed embodiment of the chipset of Figure 9.

DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention relates to an electronic system and method for
optimizing system performance during cryptographic operations. In the
following description, some terminology is used to discuss certain well-
known cryptographic functions. For example, an “electronic system” is a
system including processing and internal data storage which may include,
but is not limited to a computer such as laptops or desktops, servers,
imaging devices (e.g., printers, facsimile machines, scanners, etc.),
financial devices (e.g., ATM machines) and the like. “Information” is
defined as one or more bits of data, address, and/or control. A “message”
is generally defined as information being transferred during one or more
bus cycles. A “key” is an encoding and/or decoding parameter used by
conventional cryptographic algorithms such as a Data Encryption
Algorithm as specified in Data Encryption Standard (“DES™") and the like.
More particularly, a “session key” is a temporary key used in connection
with symmetric cryptography to provide secure communications. A

“digital signature” is a message typically used for authentication purposes.
-5-



within the el ectronic system Figure 9 is yet another enbodi nent optim zi ng
system perfornmance during cryptographic operations by inplenentin

crypt ogr ¥Ai%828Fcuitry onto the chipset. Figure 10 is a nmBCERAT/AI%ed
enbodi ment of the chipset of Figure 9. DESCRI PTI ON OF THE PREFERRED

EMBODI MENT The present invention relates to an electronic system and net hod
for optim zing system performance during cryptographic operations. In the
foll owi ng description, sonme termnology is used to discuss certain well-
known cryptographic functions. For exanple, an "electronic system is a
system i ncl udi ng processing and internal data storage which may incl ude,

ERERNIRL, TR N A A e
financial devi cesanunagthorizeNindividviehiesicoess information ima non-nhcsypted fasmiat | s
defi ned as one_orodEecRldPerfidhite FAHIDS BimpeAREhAlh GORiGmarfn TESSagE’

Is generally defined as I n on bel ng” t during one or nore
bus cycles. A "key" is_an encodjn nd/.Qr decodi pg,.paraneter used by
conventional cryptogr aBEFeBmﬁtﬂg:lL‘B"?ﬁgﬁ"s‘ﬁEWa&geﬁmﬁqlﬁ’e A SLECBANIA) gor i t hm
as specified i n DysenEBo0 sipploging Hicprdseneiniéndon'iy sieowh. tTig: diede@dnichor e

Syrmet i o cf ypt oo SRy R kS o BERALAE Y0 e LR Gy MRR O 1
signature" is a neds@ge dyppinicaiandorn aeqess memaut TRRAM astaberandemasesss - 5-
WO 98/ 27685 memory “SRAM?, etc.) coupled together by a chipset 315. The chigfst{ US97/ 21900

315 operates as an interface between a plurality of buses, namely a host

bus 320, a memory bus 325 and bus 330. Besides logic used to perform

its standard functionality of interconnecting multiple buses, which is not

discussed in detail to avoid obscuring the present invention, the chipset 315

may require modification to include dedicated circuitry that performs bulk

cryptographic operations on messages transferred through chipset 315.

Such dedicated circuitry is included within the chipset, regardless of

whether it is physically located within an integrated circuit package of the

chipset or outside the chipset’s package but coupled to both the chipset 315

and bus 330. An illustrative embodiment of such circuitry is shown in

Figure 4.

Referring still to Figure 3, the bus 330 provides a communication
path between (i) a cryptographic unit 335 and (ii) a plurality of peripheral
devices 3401-340m (“m” being a positive whole number). The bus 330
may be a Peripheral Component Interconnect (“PCI”) bus, Industry
Standard Architecture (“ISA”) bus or any other type of bus architecture. It
is contemplated that bus 330 is shown as a single bus (e.g., the PCI bus),
but it may be multiple buses coupled together through bridge circuitry in
which each peripheral device 3401-340y, is coupled to at least one of the

multiple buses.



The term'se indicates that it is virtually corrputatiogzj,lj | sible
for an unﬁﬁzﬁg?ed I ndi vidual to access information in a nB’ é&ﬁ?@b@g
format or to successfully perpetuate fraud by tanpering with such
information. Referring to Figure 3, an illustrative enbodi nent of an

el ectroni c system 300 enpl oying the present invention is shown. The

el ectronic system 300 conprises a host processor 305 and a nmai n nenory

el enent 310 (e.g., dynam’c random access nmenory "DRAM', static random
access nmenory "SRAM', etc.) coupled together by a chi pset 315. The chi pset

315 operates as an int Jost
bus 320, a menory bus M&%ﬁéﬁg%ﬁ%eSI%R%&?éggﬁlﬂgég@uEd;ﬁ\gghéng% Its
st andard functi ondiulk grypfographicepsrations pardommad pypihe chipsets315wAhésisi s not

di scussed i ndet aldeciApshel aRBFe 880! BerREATER ool R8Y @bsublier o pset

315 may require nodification.tq include r.cui at perforns
bul k crypt ogr aphi éeﬁ‘ﬁéﬁawaﬂﬂnsrmgtfe‘g‘ R*bﬂt@:‘?&éﬂ%ﬂ%é"dﬁ’hﬁﬁlpset 315.
Such dedi cated ci rdmridcs§34®133401ﬁkmgiedcmd¢ tunare et hquadm,,amagatodigis of f
whet her it is physj caII cate | Ci LQUI t age o
the chi pset or out ¥4ﬁé Chr b?‘@%@%@% Qﬁﬁmﬂ"ém&éa"?ﬁaﬂﬁ? he

chi pset 315 and bL;ﬂ Odigitdl ta eldJﬁJTcr@ﬂb @x@b@ﬁb%&gﬁélv&d&&'ﬂxﬂﬁlﬁ&‘éﬁry i's

shown in Figure 4 ferrln ure 330 rov des a
communi cat i gn pat H %Y?r V’SF?%?@Q@%% 'Ftﬁﬂﬁq‘tm%"

plurality of peri pheﬂah caadyee9and Melilg4Om (" nt' being a positi ve whol e
nunber). The bus 330 nay be a Peri pheral Conponent Interconnect ("PCl"

bus, Industry St andard tectu

architecture. S conﬁé%%f"aﬁ%"a" Qﬁﬂ urﬁusl%'?g%ﬁge %rﬁ gsé)fgﬁ’g?nggus
(e.g., the PCl busﬁ)ﬂd dsyprographigynis 33 farg showa. Pilheashipsoudl Saicludesatitesitrst hr ough
bridge circuitry 'Mﬁ]hﬁf&rﬁﬂﬁ?bxﬂﬁ%b&ﬂ@éﬁbh@%ﬁéﬁﬁom&éﬂl infoRfton coupl ed

to at | east one of the
propagating through the electronic system. The circuitry 400 includes a

cryptographic engine 405 coupled to bus 330 and memory bus 325, a
session key storage element 410 and a secret key storage element 420. The
cryptographic engine 405 may possess a unique communication path to
main memory via memory bus 325 or share this communication path with
other circuitry through conventional multiplex hardware. The session key
storage element 410 and the secret key storage element 420 are coupled to
cryptographic engine 405 through signal lines 415 and 425, respectively.
The signal lines 415 and 425 may have the same or different bit widths,
ranging from one-bit to r-bits (“r” being a positive whole number, r > 1).

The cryptographic engine 405 is circuitry (e.g., hardware or
firmware) that performs a bulk cryptographic operation on input data based
on a key supplied by either the session key storage element 410 or secret
key storage element 420, or based on a hash function if hashing is
performed. The session key storage element 410 is used to store session
keys that are used when performing bulk cryptographic operations on data
input into the cryptographic engine 405. More specifically, these bulk

-7



mul tipl e buses. -6- WD 98/ 27685 '
PCT/ US97/ 21900 The cryptographic unit 335 includes circuitry to control and
manage buWMO WA//Sogr aphi ¢ operations perfornmed by the chi psRETEST/219Wi s i s
acconpl i shed through the use of secret and/or session keys to establish
secure communi cations with the chipset 315. Additionally, peripheral

devi ces 3401-340m may i nclude, but are not limted to, a nmass storage
device 3401 (e.g., a hard disk drive, a CD ROM pl ayer, CD recordable

pl ayer, digital tape drive, a floppy disk drive, a digital video disk

pl ayer, etc.), a transceiver device 340m (e.g., a netmork interface circuit
card, a nodemcard, etc.).and the |ike. F@ferr to F ure 4,

illustrative enbo his oRepatiRas may 1i5e g ety et¥ t 335 are
shown. The chi psetraBﬁf&n&mhmi&mmmyﬁohrqne&ﬂ'@hdﬂfmiphaalﬂ@ﬁmobtd K

cryptographic o e, 0, r rough the
el Z(F:)t rgnlg systgm gpmartg%ng iﬁj‘%y?éﬁﬁ%@@%&m@%@?ﬁs@g%ﬁ gggl ne 405
coupl ed to bus 33@raamsmm5n}dtm@xmsnoadmmqmnwepes@rﬁmgét@oeabnt 410
and a secret key ﬁa@c{Eﬂ&yﬁidﬁ% bndﬁperanasyﬁmmgé@m ﬁ;aqmoﬂQS may

possess a uni que ¢ yni.cation bus 325 or
share this communi ﬂ‘%{nﬁy\hg “ﬁ ﬁmpf ‘b%ﬁ? Bt i onal
mul ti pl ex hardwar euchTa”stIssssg Ibrgeh@(“Mmﬁ’agmvﬁedrlgrRSMDAm‘méuhbeofSecr et key

storage el enent 4 si gnal
i nes 415 and 425@92‘20%% @%oh%%&%ﬂsﬁ%ﬁ%@stﬁﬂ% andpifgg&f)&gﬁﬁve t he
same or different thg Naggngd h§t1tute of Standar sand Technology of Washmgton,D C,

and other established hash functions.

Typically, the session key storage element 410 is implemented with
volatile memory to contain one or more session key(s). In one
embodiment, the session key storage element 410 may be configured as
cache memory that supports one or more session keys although such
caching architecture is not required. As generally shown in Figure 5, one
embodiment of the session key storage element 410 includes multiple
storage entries 5001-500x (“x” being a positive whole number), accessible
by bus lines coupled thereto (not shown). Each storage entry 5001-500¢
pertains to one unique key and provides sufficient storage to support at
least three fields associated with that key; namely, a session key field
(“SKF”’) 5051-505%, a priority/validity field (“PVF”) 5101-510x and at
least one address information field (“AIF"’) 5151-515x. The session key
field 5051-505 is used to contain different session keys used when
performing bulk cryptographic operations. The priority/validity field 510;3-
510x is used to identify an "invalid" entry and to establish a priority in
determining which entries may be overwritten when loading new session
keys. The address information field(s) 5151-515¢ include information
relating to the source and destination addresses of a message being
processed.

-8-
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rangi ng fgam It tor-bits ("r" being a positive whole qgﬁpgg

The cryptograp iépengine 405 is circuitry (e.g., hardware or |rnmaré3 that
perfornms a bul k cryptographic operation on input data based on a key
supplied by either the session key storage el enent 410 or secret key
storage el enent 420, or based on a hash function if hashing is perforned.
The session key storage elenment 410 is used to store session keys that are
used when perform ng bul k cryptographi c operations on data input into the
cryptographi ¢ engi ne 405. More specifically, t hese bulk -7- WO 98/ 27685

PCT/ US97/ 21900 crypt ogr apfaénLPRk 35 Erabﬂfe hASISG M udedot 0 decrypt
data transferred to main penory fromoneo perip

ral .devices or to
encrypt data trans‘?@FPEﬂ‘dc’@a’éﬂ’gé bytk ‘E"HB‘OE@P{"SWQP‘@I“OH%W ed Gy the éFBﬁj’é or
transm ssion. Such3¥Ewwell a8 s@pp&exﬁmfd@mmcmﬁmmﬂf mfdrtmérddnnéuu@h Dat a

E t Al th th t {o f t

hashi ng nmy be. per VOP ARG A GH A RAseisl R S habn 1Pg eHseb g Bl e

Message Digest 5 (ddw*spmvmmtmommmapmwmguMWS fRentwolatlleCi t y,
Calif ia, S .

Inslti?trjtn:aaof gtC;;\ Hglg é}g&%cﬂb% g@ﬁm ﬁ?ﬁ%th;odrﬁygllsh%n{&? @?Béﬁ?&i
est abl i shed hash fhﬁhé@& Linesyyasdcam gpjionglirandams spmbei@eperues (SRNGY) 64nt 410
is inplemented w t@s\‘l@h&&d bydmrlmc@o mfﬁr@degs:ﬂg'ﬁn@mﬂﬁfa?lﬁcﬂﬁéd @ﬁulsey(S)

I n one enbodi nent, t SEs S| ke stora(g %ﬁ{m t rrg.l(\él Roe .canf |tgur ed as
cache menory that K ’(‘)’r‘rS 5‘rPé°‘i§’F Frof BIEEELR aﬁmaﬁ §HPEG EAfeut

and the like. The non-volatile memory element 610 contains at least a

shared secret key, which is also imprinted into the secret key storage
element 420 normally during manufacture when the cryptographic unit 335
and the chipset are powered up and in communication with each other.
This imprinting may be performed by an original equipment manufacturer
(“OEM”) of the electronic system, suppliers of the chipset and/or
cryptographic unit, or a specified third party.

The shared secret key is generated by random number generator
620, if implemented, or an externally available random number generator.
It is contemplated that the shared secret key may be produced after
manufacture by an OEM or a trusted authority (e.g., trade association,
governmental entity or other “trusted” entity). As discussed, the shared
secret key may be used by both chipset 315 and cryptographic unit 335 to
encrypt and decrypt information or to establish a “session” key used for
that purpose. It is further contemplated that volatile memory element 615,

if implemented, may be utilized as temporary storage by the processing unit
605.

Referring to Figure 6, another embodiment of the electronic system
providing improved performance during cryptographic operations is
shown. The electronic system is similar to that shown in Figure 3 with the

exception that no cryptographic unit is implemented to control and manage
-9-



caching architecture is not required. As generally shown in Figure 5, one
enbodi nmen cg t he session key storage el enent 410 includes HU|tES|e st or age
entries 5 ("x" being a positive whol e nunber), accelSTAIS7/BAP0G s

| i nes coupled thereto (not shown). Each storage entry 500[ err]-500x
pertains to one unique key and provides sufficient storage to support at

| east three fields associated with that key; nanely, a session key field
("SKF") 505[err]-505x, a priority/validity field ("PVF"') 510[err]-510x and
at | east one address information field ("AF') 5151-515x. The sessi on key
field 5051-505x is used to contain different session keys used when
perform ng bul k cryptographic operations. The priority/validity field

510[ err 510« is 0 ntif ' and to es ish a
T i gt b sk RARAL iR el oS! drpBRSen B S o e
sessi on keys. Theardinanage thaperforaanomof hudk diyp)ogharbic epeBaticng by tike
information rel at bﬁ!ﬁsét@lstﬂ?roﬁgﬁléE&nﬁﬁgu&?éﬂd‘ﬂ%&dr@&&ﬂﬂﬁﬁrﬁ&es of a nessage

bei ng processed. -8-
e e e o
chi pset 315 as wehh eleetromic Sysemyitnpée nmmﬂ\elﬂcpﬂﬂdﬁmedaialtam.c h and
B e N U
605, non-vol atil etrmeswr ef aelectrenio systemapshawml Umﬂ weeivagrapnory el enent
6}5 (as denoted byndppies tdstdiRsSa hea@Bfloftfic AREIARBH rdRRIRAH HEPEr generat or
("RNG') 620 cryptographic unit (Step 705). The header includes a session key

(hereinafter referred to as a “mail key”) encrypted with other information.

The mail key is extracted from the header of the message by decrypting the

header with a key contained in memory of the cryptographic unit (Step

710). The key may be a private key associated with the electronic system if

public/private key cryptography is used to secure communications between

the electronic system and other networked systems. In the case that the

host processor is performing the functions of the cryptographic unit in

controlling the bulk cryptographic operations of the chipset, the header is

processed by the host processor using a key to which the host processor

has access.

Next, the mail key is securely transmitted to the chipset, destined
for the session key stcrage element (Step 715). This secure transmission is
accomplished by the cryptographic unit or host processor producing a
control message being the mail key encrypted under a message key. The
“message key” is either the shared secret key or a session key established
through the use of the shared secret key. The control message can be
transmitted to the chipset, which decrypts the control message, using the
message key, to recover the mail key. Subsequently, the mail key is
loaded into the session key storage element (Steps 720 and 725).
Thereafter, the contents of the message can be transferred through the

chipset and decrypted for transmission to main memory.
-10-



(as denot eghdyendgghed |ines). The processing unit 605 may i ng
not limted to ae%rocessor, a mcro-controller, a state nachlaé}gsogl gﬁo
circuit and the like. The non-volatile nmenory el enent 610 contains at |east
a shared secret key, which is also inprinted into the secret key storage

el ement 420 normal ly during manufacture when the cryptographic unit 335 and
the chipset are powered up and in comrunication with each other. This

i mprinting nmay be perforned by an original equipnment manufacturer ("OEM')
of the electronic system suppliers of the chipset and/or cryptographic
unit, or a specified third party. The shared secret key is generated by
random nunber gener at or L . A i b abl e
random nunber generator I@%?mngftoi:@k qi hpﬁlkl@{&ﬁ%é%@é}%eg%lgﬂhgey may
be produced after mmpal@tsbﬁtemblwmnmd ‘(Wih pattitignededntasechaii fugctianality, trade

associ ation, gover Qﬂﬂ&%tﬁiﬁﬁ&&c@{o@%ﬁﬁ& 'éﬁf)hb%l%i &@ﬁéﬂé@kﬂ)ﬁléﬂ' scussed,
the shared secret k éWB f be used b oth c 5 and csreégsographl C

unit 335 to encrypt® ﬁ’y’ﬁtoPFWF‘ gﬁﬁ?‘?rﬁﬁ’ ?Bc@é‘f%ﬂi’ls?egh 8ession" key
used for that pur pore@xesttfothswﬁrptrogi‘a@hlcamnt(eﬂqhbﬁtmdce‘shm reqoéstihg ipeepaeariony

o ocessi ng uni 1 6000 TANER sopielRos il e 5 o, A R AR BBL Bl "
el ectronic system Mtngaphmpmwé@ Fmstprocmwdgemmcmgscsmppﬂ@grfmphu C

operations is showncARGokl BRI & SHRE REYY, ﬁn&éé%hk@;‘ tr&rf&nhf&%ef qz@tbn

Figure 3 with the eé it 1 on that no crtygtora hic unit IS

control and manage th®¢ ipset through the use of the message key (Steps 810 and 815) The
chipset places the file key in the session key storage element (Step 820).

Thereafter, the OS writes the data contained in main memory to the hard

disk controller and the chipset encrypts the data, forming at least a portion
of the message, with the file key as it propagates there through. Thus, the
data is stored in an encrypted format on HDD (Step 825).

Referring now to Figure 9, it is contemplated that another
architectural embodiment of an electronic system 900 employing the
present invention may be used, absent partitioned data security
functionality as set forth in Figures 3-7. The electronic system 900
includes a chipset 910 performing bulk cryptographic operations and
internally controiling these operations. Thus, a dedicated cryptographic
unit for control purposes would not be required.

Referring to Figure 10, a more-detailed block diagram illustrating
one embodiment of the chipset 910 is shown. Similar to the chipset
illustrated in Figure 4, this chipset 910 includes (i) a cryptographic engine
915 coupled to both the bus and the memory bus through internal buses
920 and 925 respectively, and (ii) a session key storage element 930
coupled to the cryptographic engine 915 through a dedicated bus 935.
However, chipset 910 further comprises circuitry of controlling and
managing the bulk cryptographic operations performed by the

cryptographic engine 915. This circuitry includes a processing unit 940
-11-



WD 98/ 27685 '
PCT/ US97/ 21900 the chipset. Rather, it is contenplated that the host
processorWR#BB2@68% r ol and nmanage the perfornmance of bul k crRGIVEIP7EHI0C
operations by the chipset 315 through a conbi nati on of software and
hardware. Referring nowto Figure 7, a flowhart illustrating the
operations of an electronic system inplenented with partitioned data
security functionality, to decrypt a nessage in an encrypted format
received by a transceiver of the electronic systemis shown. Upon receivVving
an encrypted nessage, a header of the nessage is transferred to the
cryptographic unit (Step 705). The header includes a session key
(hereinafter referred to as a "nmail key") encrypted with other information.
The mail key is ekeBa8dseFessobnstatp mashingemicsp-copEolletciayconpleditaotBt i ng t he
;‘_ﬁadﬁr with g keym_@ﬂxfaf‘i)ﬁkg)ioiaﬂd'iﬁﬁi%%’inaﬁrnélibﬁs %yéﬁu?ﬁﬂ?abés_@iowkb&vt(& e]l? 710) .

e key may be a priva e socj ated w el.ectranic system i
ool [Tl kel FE bt i, B oo

e electronic sy9l privhto ain i . asoft e
host processor 1S cpeht Gt il | BEAS I hORRrRly IfdE Y RLLOSRRRIGeatitl 11
controlling the bu cryptographi c operations of the chipset, e Peader is
processed by the ﬁtmenpgg‘ém!ﬂdtgsmtﬁ@ahbWStaad/ﬁm@nmpwmmﬁ%r ocessor has
access. Next, the Qptionali¥s irdlica@abyedashdd 1Biks thé tigifset 910 Afly sdtludleed . desti ned

for the session ke t orage el enent tep .715). Thi.s s re.transm ssion is
hocompl i shed by + IR BB ESERE Q60 SRPESS et S 573, 5 IRy o
control nessage berumipct key mdiodtmdtiop. encr ypt ed under a nessage key. The
"message key" is either the shared secret key or a session key established

through the use of the 152;{@5&91, éﬁﬁ!&ﬁ@lb%&ffer?ﬂ@m%' s£0319B 59 ades SaNnbe

transmtted to the chipset, which decrypts the control nessage, using the
that it is implemented with circiitry and software to control and manage
bulk cryptographic operations by the chipset 910 in lieu of external control
by the cryptographic unit of Figures 3-4. The advantage of internalizing
both the circuitry for performing the bulk cryptographic operations and the
circuitry for controlling and managing these operations within the same
physical package is that it allows for the elimination of additional storage
space for a shared secret key (e.g., the shared key storage element). The
reason is that there is lesser need for a cryptographically secure
communication because the processing unit is not externally located from

the chipset as in partitioned functionality.

For illustrative purposes, the operations of the chipset 910 are
discussed in relation to the receipt of an external message (e.g., an
electronic mail message). A portion of the external message, namely the
header, is transferred from the transceiver to the host processor. Upon the
host processor determining that the message is encrypted, it sends the
header to the chipset 910. The chipset 910 routes the header to the
processing unit 940, which would decrypt the header using key
information stored within internal memory of the chipset 910, most likely
non-volatile memory element 950. The key information would likely be a

private key of the electronic system contained within the chipset 910,
-12-



. K

message ke to recover the mail key. Subsequently, the mail key is | oaded
into the WHA%ey storage el ement (Steps 720 and 725). TREFASPUE00 ¢ he
contents of the nessage can be transferred through the chipset and
decrypted for transm ssion to main nenory. -10- WO 98/ 27685

PCT/ US97/ 21900 Referring to Figure 8, a flowhart illustrating the
operations of the electronic system inplenmented with partitioned data
security functionality, to encrypt data before storage in a peripheral
device such as HDD, is shown. First, the operating systemof the electronic
system sends a request to the cryptographic unit ( or host processor)
requesting preparation t ransfer contents of..main nenpry to a rd disk
controller (Step @é@??ghfﬁ’@ E¥m§5Pé§WWW if &mﬁﬁﬂcr%%%@ggﬁg’%@’énerat es
a session key for wsedryption, referred to as a "file key", and securely
transmts the file key to the chipset through the use of the nessage key

Steps 810 and 815). T | - Dl f I i ke

gt orgge el enent (S% ep. gg8§mh#h§§%nen ftﬁigédd%ﬂgégbgﬁﬁégnp%b%ﬁég%n éi ngd in
mai n menory to thed maddeyifror the headsr ansk thisrorail key wanlddetragsferropfromthe dat a,
form ng at |east a;BedskingMnR40 REhERERRB ey Wdrilzd 18mEAIB0KBGUER irltérnal

propagates there thr h..Thus, the data iS stored in an encrypted format
on HDD (St ep 825) . DUt ARt edos Bipcsser wotld arrapes e gt af the datmt
anot her archi t ect ufoanirgtheextamal mefsagentodleamnsforred tinysgheie 88Gtampiiyi ng t he
present invention art 1.1 i
functionality as s%’?%ﬁ?ﬁnﬁgﬁoﬁggzg ?hé %’hﬁ@?@"@?‘? %’rﬁ?%e%sj{#s{vé%%oo

decrypt the data of the external message using the mail key, provided by

the session key storage element 930 via internal bus 935, and subsequently

route the non-encrypted data to main memory via internal bus 925.

While certain exemplary embodiments have been described and
shown in the accompanying drawings, it is to be understood that such
embodiments are merely illustrative of and not restrictive on the broad
invention, and that this invention not be limited to the specific constructions
and arrangements shown and described, since various other modifications
may occur to those ordinarily skilled in the art.

-13-



i ncl udes a chi pset 910 perform ng bul k cryptographi c operations and
internally controlling these operations. Thus, a dedicated cryptographic
unit for YOMR485pur poses woul d equi red. Referring RCI/PI9GR1W010, a
nore-detail ed bl ock diagramill ugm‘{ﬂ m gﬂlﬁ di rent of the chipset 910
is shown. Simlar to the chipset + L [ igure 4, this chipset 910
includes (i) a cryptographic engine 915 coupfed* to both the bus and the
menory bus through internal buses 920 and 925 respectively, and (ii) a
session key storage el enent 930 coupled to the cryptographic engi ne 915
t hrough a dedi cated bus 935. However, chipset 910 further conprises
circuitry of controlling and managi ng the bul k cryptographi c operations
performed by the cryptographic engine 915. This circuitry includes a
processing unit 940 -11- WO 98/ 27685
PCT/ US97/ 21900 (e.g., a processor, statglggﬁﬂine, m cro-controller, etc.),
coupled to both internal bus 920 and an nternal bus 945 coupled to
session key storage el enent 930, and nenory capabl e of storing key
information (e.g., public/private key pair or other key information),
crypt ogr aphi ¢ sof Whatds clamedasyy ot her data. Preferably, the menory includes
a non-vol atile nenory el enent 950 coupled to internal bus 945 and/ or
volatile nmenory 955. Optionally, as indicated by dashed |ines, the chipset
910 may include a randqnlnunbgk“ggagﬁgﬁﬁﬁgQGO, coupled to internal bus 945,
to internally produce %gx info[natLon. I n general, chipset 910 differs from
chi pset 315 of Fi gures 32gngry clement;

a bus;

a chipset coupled to the bus and the memory element, the chipset
including dedicated circuitry to perform a bulk cryptographic operation.

2. The system according to claim 1 further comprising a
cryptographic unit coupled to the bus, the cryptographic unit establishes a
secure communication with the chipset and provides information to the
chipset so that the chipset is able to perform the bulk cryptographic
operation.

3. The system according to claim 1 further comprising a host
processor coupled to the chipset, the host processor establishes a secure
communication with the chipset and provides information to the chipset so
that the chipset is able to perform the bulk cryptographic operation.

4. The system according to claim 3, wherein the host
processor includes circuitry implemented for controlling the chipset in
performing the bulk cryptographic operation.

S. The system according to claim 3, wherein the host
processor is executing software to control the chipset in performing the

bulk cryptographic operation.
-14-
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S

that it is ig}il enented with circuitry and software to control and nmanage
bul k cryp¥8JPZM8Pc operations by the chipset 910 in |ieu of PERUSIHEP00

control by the cryptographic ' lgures 3-4. The advant age of

i nternalizing both the circui nm"i@mﬁ!ﬂwmﬂg t he bul k cryptographic
operations and the circuitry ter trigtand nmanagi ng t hese operations
wi thin the same physical package is that it allows for the elimnation of
addi ti onal storage space for a shared secret key (e.g., the shared key
storage elenent). The reason is that there is |lesser need for a
cryptographically secure conmuni cati on because the processing unit is not
externally located fromthe chipset as in partitioned functjonality. For

il lustrative purposes, fhe obersasicaraccordinge cdaimpb arherein therdedicatedussed in

relation to the reaghidly i9placddl Withifh MMtegatkasiRult Padkage aNthe cRIpkEtoONi ¢ mai |
nmessage). A portion of the external nessage, nanely the header, is

transferred fromthe transceiver to the host processor. Upon the host

processor determ ning that tJae nessage i chypted,. it sends.t header to
t he chi pset 910. The ch.}iﬂlpsetﬂl?lgg Bnu‘?‘gg}dﬁé{ah%égﬁf’ ‘Yll?r?ﬂihepcfegbcggegi ng unit
940, which woul d décuimytis positidned detsideshe iptégrgted girouinpackege ofithe chipstt hi n
i nternal nmenory of the chipset 910, nost |likely non-volatile nmenory el enent
950. The key information would likely be a private key of the electronic
system contai ned withirgthe &RiAeRlcofpPisingl2- WO 98/ 27685
PCT/ US97/ 21900 al t hough t he keg m:}tg be.a S}mrret.rip key if symretric key
cryptography is used, Memory meansior storing intormation;

bus means for transferring the information; and

circuit means for performing a bulk cryptographic operation on the
information, said circuit means being directly connected to the memory
means and the bus means.

9. A system comprising:

a bus;

a chipset coupled to the bus, the chipset including dedicated
circuitry to perform a bulk cryptographic operation; and

a cryptographic unit coupled to the bus, the cryptographic unit
establishes a sccure communication with the chipset and provides
information to the chipset so that the chipset is able to perform the bulk
cryptographic operation.

10.  The system according to claim 9, wherein the cryptographic
* unit includes
an internal bus;
a processing unit coupled to the internal bus; and
a non-volatile memory element coupled to the internal bus, the non-
volatile memory element capable of storing at least a secret key.

-15-
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Upon decrypting the header, the processing unit 940 woul d extract a nail
key fromthe header and this mail key would be transferred fromthe
processi nYUM¥A768540 to t he session key storage el enent 930 PETOSY2196L er nal
bus 945. Thereafter, the host pr ange the rest of the data
form ng the external nessage to Immﬁmnmmlﬂtum[wough t he cryptographic
engi ne 915 via internal bus 920. The& crypttogfaphi ¢ engi ne 915 woul d decrypt
the data of the external nmessage using the nmail key, provided by the
session key storage element 930 via internal bus 935, and subsequently
route the non-encrypted data to main nenory via internal bus 925. Wile
certain exenplary enbodl rrents have been descri bed and shown in the

acconpanyi ng draw ngs, is to be understood that such enbodi nents are
merely illustrative of éﬂd Abe syssesn apearding toplairy d0hvksaeinithe/ent i on, and t hat

this invention noéryp® gi‘déﬂﬂotlﬁﬁll fufthéfiAciaB&cd fah@orﬁ(hﬂﬁﬂ)éﬂgédcﬂﬂ& whigh,

arrangenments shown, an é ‘ﬁ si nce various ot modi fications nay
occur to those orgf‘?&?‘fqvf} 151 BroersSingnil, generages t €5 ¥S97/ 21900 14
CLAI MS 1. A sysitbsequentiplaadedipto telnos:volatits ypiogr elemnent. unit coupled to

the bus, the cryptographic unit to provide information in an encrypted
format; and a chi pset coupled to the bus, the chipset including dedicated

circuitry to decrypt tRe  The system according to claim 10, wherein the non-volatile
memory element of the cryptographic unit further capable of storing a
private key associated with the system to support public-private key
cryptography with another system.

13.  The system according to claim 11, wherein the
cryptographic unit further includes a volatile memory element coupled to
the internal bus.

14.  The system according to claim 10, wherein the dedicated
circuitry of the chipset includes

a cryptographic engine coupled to the bus; and

a first storage element coupled to the cryptographic engine, the first
storage element capable of containing at least the secret key.

15.  The system according to claim 14, wherein the dedicated
circuitry of the chipset further includes a second storage element coupled to
the cryptographic engine, the second storage element capable of containing
at least one session key produced by the cryptographic unit for use by the
chipset during the bulk cryptographic operation.

16.  The system according to claim 15, wherein the second
storage element operates as cache memory including a plurality of storage

-16~

THIS SHEET HAS BEEN

This Sheet Has Been Replaced _
 REPLACED

T




I nf or mat i Lded by the cryptographic unit and to performa bul k
crypt ogragﬂ?ggl%ggation on incomng data using at |east a pSFFNﬁ%'”?)’f”? he

i nformati on provided by the cryptl ' ' 2. The system accordi ng
to claim1, wherein the cryptogr mfmmmymwmllmes an internal bus; a
processing unit coupled to the internalt ' a non-vol atile nmenory

el ement coupled to the internal bus, the non-volatile nenory elenent to
contain at |east a secret key. 3. The system according to claim 2,
wherein the cryptographic unit further includes a random nunber generator.
4. The system according to claim11l, wherein the dedicated circuitry

includes (i) a cryptographic engine and (ii) a.storage.elenment. to. contain a
secret key identi 5§fnegoea§p§@&g§t "%?“Q‘%}ﬁ%ﬁ‘gﬁ’&ffmpﬂg? gsst‘ﬂ}fﬁ'o G unit .
5. A syst em coripfiormatiggi, ant pooryty/validisy informmtion pagainingao thetsession kays nmeans

for transferring the information; circuit nmeans for performng a bul k
crypt ographi c operation on the information, the circuit neans bei ng coupl ed

to the bus neans; and cyy/pt ofARNiem R ©lcldhow, dhBgidk@y | nformation in
an encrypted format to the circujt nmeans to eng?lﬁe t he EI,I‘CUI'[, means to

perform the bul k CTSRIPEHEPRIERNENG SACHOMBINE OPRET &) FYPINGFARSH PEFRIANS OBei ng
coupl ed to the budnsoming dafa.into thechipset, and GOrHashia g bperadionsls the incoming
PCT/ US97/ 21900 a c(ﬁ'h{)set coupled to the bus, the chipset including
dedicated circuitry to performa bul k

18.  Anelectronic system comprising:

processor means for processing data;

means for storing the data in a non-encrypted format;

peripheral means for storing the data in an encrypted format; and

chipset means for interconnecting the memory means to the
peripheral means and for performing a bulk cryptographic operation on
data input there through by one of the means for storing and peripheral
means.

19.  Theelectronic system according to claim 18, wherein the
processor means, being coupled to the chipset means, further establishing a
secure communication with the chipset means and providing information to
the chipset means so that the chipset means is able to perform the bulk
cryptographic operation.

20.  'Theelectronic system according to claim 18 further
comprising cryptographic means for establishing secure communications to
the chipset means and for providing information to the chipset means so
that the chipset means is able to perform the bulk cryptographic operation.
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cryptographi c operation and to contain a secret key; and a cryptographic '

unit coupled to the bus, the cryp raphic unit to establish a

crypt ogr apiR VR85 secure communi c%‘iﬂ"@ﬁmuwmn he chi psePCHH89%2394% ovi de
information to the chipset so that AMell ‘ able to performthe bulk
crypt ographi ¢ operation, the cryptographic®unft fncludes a processing unit
and a non-volatile nmenory elenent to contain at |east the secret key. 7.
The system according to claim®6, wherein the dedicated circuitry of the
chi pset includes a cryptographic engine coupled to the bus; and a first
storage el enment coupled to the cryptographic engine, the first storage

el ement to contain the ﬁecr kF%' 8. The sy.st ?m a.cc%Tdi ng .tqg claim?7,
wherein the dedi cated g I cui F§ FOT'ﬁéys(‘,Wﬁgcé)tr Pa qﬂgxgn (?Y}}.f RS second
storage el enent conyptogdaphic memnsdnclypdesgr aphi ¢ engi ne, the second storage

el ement to contain at . ' duced by the cryptographic
unit for use by the ch?%%g%w%lﬁfﬁg ?nggél}?%gga%bto raphi c operation. 9.
The system accordi ng t &EMAHY fHegns f%lﬁépéﬂﬁa§h§t§é%9%‘5§torage el enent
operates as cache menmoiyndritGlgideig (e frbducid thy s€reied paEbERE hdtRAtedeach
storage entry to Eo?}g aln a.session key, addressing information, and
priority informat POHSHEPEAFAE AFPY %fe session key. 10.  An electronic
system conpri si ng: neamgermnol bustroging fordateeconnecsing dire procesyipg enbahs theat |
peripheral means fingy tdaithild\Be felcPiulnd lhnS A RBILMUAR! : Chi pset neans
for interconnecting the nenory neans to the peripheral neans and for
perform ng a bul k cryptographi c operation on incomng data transmtted

through the chipset negns by,one of the neans for stori nd .peri pher al
neans; and processor rrggns f'&‘Fe&éﬁ’%’l"i%ﬁ?’ﬁgﬁc@r@lﬂ%‘?%%gﬂi‘%é???lg cure
communi cat i on | i nigendriting hewns nghsds aresdosn amndbdr@engmtvi di ng i nformation to

the chipset neans to enable the chipset neans to performthe bul k
cryptographi ¢ operation.

23.  ‘The electronic system according to claim 21, wherein the

memory means includes a non-volatile memory element capable of
containing the secret key and a private key of the system to support public-
private key cryptography.

24.  ‘The electronic system according to claim 21, wherein the
chipset means includes

a bus coupled to said cryptographic means and said peripheral
means;

a cryptographic engine coupled to the bus; and

a first storage element coupled to the cryptographic engine, the first
storage element capable of containing at least a secret key.

25.  ‘The electronic system according to claim 18, wherein the
chipset means includes

a bus coupled to said cryptographic means and said peripheral
means;
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11. A decrypting data stored in an encrypted fo L.thin an
el ect ron@@%’[@éﬁ possessing partitioned cryptographic funé&?}gﬁﬁé‘{;@p

i ncluding a chi pset having deﬂ ; / 7/ 21900 16 circuitry to
perform a bul k cryptographic mamf'mﬁm”;ﬁfrol circuitry to control the
chi pset, the nethod conprising:*trlansferriag header of a nessage to the
control circuitry, the header including a session key; decrypting the
header within the control circuitry to obtain the session key; encrypting

the session key with a shared secret key, |oaded in both the chipset and
the control circuitry, to produce a control nessage; transferring the

control nessage fromthe ntral. Gif[cuj. t chi pset; decrypting the
control nessage within %gﬁ%t’ﬁ"@!e}%{’" rlg‘lylﬁcéurp?eﬁetgstﬁgﬁ%sd scgcret key previously
| oaded in the chipset; afindt derags elgnentsonpled imihe lceyptographiipengine, ¢he fiset f or
use 1n perfor m Ny sdgadiblrtork LYABRYFEBRURIANRIAN Pleret Koy ideMdPILNOGC!
encrypting data before storage in a mass storage device of an el ectronic
system possessi n@?ﬂ@i@t’?%ﬁ?‘@#%ﬂlﬁg‘ﬁhphl c functionality, including a
chi pset having dedicated circuitry to performa bul k cryptographic
operation and control circuitry to control the chipset, the method
conprising: transferrirp.t o THeel@adhicGlystemraccorting ta clatre 2dswhéreinithensf er

data contained in | f. .t . L ce; raling a
session key inter négiﬁsjg/t W {.E'i‘%nﬁcﬁgig’?ﬁﬁg?’og{l rgt(r(:)w %resc?xéé‘gg?“ pti ?}’g_ he session
key with a shared SEgegaphie ynging eogetnd steragreelemantnaptble pecantipiogtat

least one session key produced by the cryptographic means for use by the

chipset means cluring the bulk cryptographic operation.

27.  Anelectronic system comprising:

a memory element,

a bus;

at least one peripheral device coupled to the bus, the at least one
peripheral device including a transceiver to transmit information and to
receive information; and

a chipsct coupled to the bus and the memory element, the chipset
including dedicated circuitry to perform a bulk cryptographic operation.

28.  The electronic system according to claim 27 further
comprising a cryptographic unit coupled to the bus the cryptographic unit
establishes a sccure communication with the chipset and provides
information to the chipset to enable the chipset to perform the bulk

cryptographic operation.

29.  ‘Theelectronic system according to claim 28, wherein the
chipset includes
a cryptographic engine coupled to the bus; and
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and the control circuitry to produce a control nessage; transferring the -
control message to the chipset; decryptl ng the control nmessage with the

shared se¥PEB2KE8Y | oaded in the storing the sessi BRTRBSY7AI%MNI n t he
chi pset; and encrypting data tr ﬂf@ ’ H\ main nmenory to the nass
storage device as the data propaga Jﬂ ﬁl chi pset. 13. A system
conprising: a bus; a host processor coupl ©d tothe bus, the host processor
t o out put information in an encrypted format; and a chi pset coupled to the
bus, the chipset including dedicated circuitry to decrypt the information
provided by the host processor and to performa bul k crypt ographic

operation on incomng d au5|n t he infaqr ovided to the st
processor . PCT/ US97 A2 TS ™48F 'ﬂ“enu’?‘l’fg g{i?s‘t’ee?ﬁyg@ EBPAICTIETS: ‘E’Fﬁs{r}ﬁ 13,
wherei n the host plomgesicoreni cuphblded contaioingtat least apkanteyatsofimpriowdtin ol | i ng

t he chipset in pe"tﬁe"ér%\tﬂ%a&ﬁ@uﬁﬁ.‘ k cryptographi c operation. 15. The
system according to clal 3, erein the host processor is executing
software to control the chipset in perform ng the bul k cryptographic

operation. 16. A chi et co °§ 28 a fl ;%t séro‘iage el emtaegieffort .
contai ning at |east on key, i SLOTES Y MBI BR ng a
bul k crypt ogr aphi evithrearaelearoninsyisiean mmmrrg‘pzrmnmed orypsigngphidhe key. 17.
gge chi pset of cl @}l NRGkRg hIRipoH nkivifk YL O ARRGPRY:RLLRY Per for ned
bulk cryptographic operation and circuitry to control the chipset,
comprising the steps of:
transferring a header of a message to the circuitry;
decrypting the header within the circuitry to obtain a session key;
encrypling the session key with a shared secret key, loaded in both
the chipset and the circuitry, to produce a control message;
transferring the control message from the circuitry to the chipset;
decrypting the control message within the chipset using the shared
secret key previously loaded in the chipset; and
storing the session key within the chipset for use in performing the
bulk cryptographic operation.

31. A methad of encrypting data before storage in a mass
storage device of an electronic system, supporting partitioned
cryptographic functionality, including a chipset having dedicated circuitry
to perform a bulk cryptographic operation and circuitry to control the
chipset, comprising the steps of:

transferring a request to the circuitry requesting preparation for
transfer of data contained in main memory to the mass storage device;

generating a session key internally within the circuitry;

encrypting the session key with a shared secret key previously
loaded in both the chipset and the circuitry to produce a control message;
transferring the control message to the chipset;
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t he cryptographi c engi ne i ncludes a hashing operati on produci ng a hash
result beiWQIBRISEr in bit size than the inconing informnmati oPCT/U8I?21900he
chi pset of claim16 further conprising a cryptographic unit for providing
control information to the chipset ul k cryptographic
operations. 19. An el ectronic syH'Wmﬂm”Wﬁ@mat | east one peri pheral
devi ce; and a chipset in comuni cattort wit hat he | east one peripheral
devi ce, the chipset including dedicated circuitry to performa bulk
cryptographi c operation on information provided by the at | east one

peri pheral device. 20. The el ectronic systemaccording to claim19,
wherein the bul k cryptographi c operation includes a hash operation. 21.
The el ectroni ¢ syst em oflecsypting th®conktod meissaze Nathathe shared sesras kpy ldadpdina|
device includes a faifipditsk drive. PCT/ US97/ 21900 18 22. The

el ectroni c system of clpai m 19, wher eli(n the at | east one peripheral device
i ncl udes a conpact di skSI@APE de sgspion elyh‘é"'é‘ﬂg}& ¢HYRset st em of clai m 19,

wherein the at |east onendgpgpiin@hiatahamiteddron teltlgin rerfibigitd e Masdeo di sk

pl ayer. AVENDED SHsl%gr-arlge device as the data propagates through the chipset.

This Sheet Hag Been Replaced

LT

-21-

THIS SHEET HAS BEEN
REPLACED




