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CONTENT PROTECTED DI A TAL LINK OVER A SI NGLE SI GNAL
LI NE BACKGROUND OF THE I NVENTION 5 FlIELD OF THE

I NVENTI ON [ 0001] The invention relates to display
devices. Mrre specifically, the invention describes a
met hod and apparatus capabl e of providing a robust

encr YREOR PENT-PROTECTERIHGY, mﬁWERA

t ransni ssi on enwronnen!E

Protection of propr SENLH SIGINADn Fhas becone
an inportant consideration and nore particularly, in
hi gh definition gHPGR ﬁ\ﬁ riN féﬁtions.
Especial 'y i nmpor ; = ll_
adptircer TKIMBIVESDKNENt  protection provi des assurances

bl Pl iaS o S gRABY Svicre, Yot teriEssli ji¢ nvention
CQRt&Mes athRRRHARS 2 gﬁamgﬁls%gﬁ% ot oml@o Stdvabe éfl@lﬁ&)ﬁ?ﬁ ofa

protection schenme devel ope rporatio
Santim/ @er datCih a pakaiorisgd trsfsanssmh ¢rvimemiedBCP has been

W | emented. As currently configured, this
pM HDCP protocol is specifically designed for
uge002) Pideibn oMpropabtatydigidl ¥68tehMs)bedhtfle an 1mportant
Hi gh-Definition ltimedia Interface (HDM) based

e Oy deTatEon and more[IoOoR|arlyh irgligle definitipORDAd ghy-berdwitid
thy gﬂ?&&lgﬁé Ol?srp%&aﬁ# ?#é(ﬁjta_n? ?og ufﬁﬁth gﬁ'—ém qd%{‘%pgf:%tto&s content

S eptott:cﬂimnl?pwwdcs @8etah i thallo@inkal of di Gk alycontdnt ﬁl%ciﬁ‘d)ﬁé&:éd from
-- such.as a nonitor, television or projector. In th

wajauthelizes uss aprkeoRyiErtheip PRAPBRIATE BTG AoPordss bigh- Imydmdth
Ofdiﬁfaghﬁrﬁlentig%%n E@I{lg B¥vel atb“zj‘rcl fe'i] @obﬂ)r aticﬂlt oq%ﬁ{ayC1ma CA

cont ent el'ng tr nsnr't exa
r eqmnroaw 2berd tb lae HIESR hastedn MGy nnpleﬁreﬁted Mrduﬁ@nﬂijﬂ

aut h I ly
oot e R BHRE AP CIheetacet tseRos Bl des Bt i g in Dt
Of\/ﬁd&PhﬁéFfeD:% rebwqﬁsﬂ@ﬁlghk@éffﬁnm Fuidgdih ﬁ&@&ﬁ%eaﬂﬁjm) based

verifies through conputation of a secret va
Fentitemmmise, to prevent eavesdroppi ng and stealing of

BT o etk IR ie B aotREFial il T peivecn the
t IRy ehRYE, drh@ndhitlef AREPA 854 PO, Dw§1aw&%eﬁﬂog%konaﬂ&he

established, the transmtter encryp t he data and
s@igits! display or meceivst ei sweh as amonier, jglevisian of pBierforT e this way,

KAl PSR P Bler v G erpnb B coitiio

1Proedcting HHNBIEEIST OfcoRfedt AC0 ks bl trasaHiNeE, F(ﬁfeth%)le as required
currently can %eured only 460 characters (out o

pB¥ Sheleacritgd HIRG Bipretpead) duing a&@@@enby‘atm@ha& hevepeiverwill
g?@%gﬁ@kéﬁ%ﬁi \ggﬁl %gﬁ%&roicgft%eﬂl%ﬁgraqgs MIE&ée of"i\fﬁ@&ftﬁéntlcatlon

keys which the transceiver verifies through computation of a secret value.

Furthermore, to prevent eavesdropping and stealing of the data, the transmitter and
receiver will generate a sharéd secret value that is consistently checked throughout the
transmission. Once authentication is established, the transmitter encrypts the data and
sends it to the receiver for decryption.

[0004] The current implementation of the DVI standard requires the use of a set of

defined characters based upon a 10 bit transmission protocol. For example, as
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hsync and vsync. In this arrangenent, any tine the

recei ver receives and recogni zes one of the

predefi ned characters representing data, then the

received inplicitly defines 5 a data enabl e signa

( RalreASy BRIMAI@C bh 6@%&1@1@6& g &@J;bd%glbfehﬁfldltal&@llable) are used
recelved data is rue dat a. wever, whenever one of

t ey the wesnivenfor dhtarveduleet eharastore axsinsed awmhhé contealesignets,such as

Indhd {Toht.~lptn B ERh A o3 R oty BB RER Bl feggenives

Ofon@h_;f tH'dSpfeddﬁne&/}:haraéters aestenah QhtaCBBs ! re@dl@ﬁlaiglgkcltly defines
cal ]l ed CNTL3, to advance its state machi ne

Hi data enablgsignal (DE) aj being actiye eherepytindicaignsthahihe geceived data is

a%ﬁf%%a@at q%\%\;ep vCl?e%'é?Jr 0¥1E g)?ﬁn 4 @d]l‘?lr& E:ﬁa?;gctéf' ifregeived by the
stream ng man ream ng rans ??1

pirgelivedahen bis irhplaviisfsaurmptbnat npide ehat dataenabid (IDE§31sr1ﬁztdt1®'e

of nkij.n eriod to data period is preserved, In
A %D%gdﬁeeocwﬁ%@g@tatqsffg@,tfﬂw,n&m S hherygytrol signal,
NRLIRECRTEIERtadvERitst sha?e Hfaélﬁhe d’?ﬁ@D‘Ea? aﬁd 0sf e Bhre

in the packet stream while timng in | of i's
c smring sigatle dssoniageddvith estenvideayrangsitied &106] stlteanmgi Inglariper. In a

d anta o s. fr Br.c cpst .st.andpo
o SRR SRt e bR AR b b B ity 385 3R M shfo S blanking
C @h@@tcﬁd&i‘ &P dG8 @i%s@ﬁ@dl €In @a@é oPa ?Q(’!k'e?tralﬁw thes: fhing signals
UnfortunateP however, in order to properly inplenent

t WeayHREPe Pf@é“?@c@nly the pisictidtiamay lbsiciohared irsthe packiet sigeam, while
| B8 R0 0uh il EATRLRMRERT OOLAR LG, Sour ce and the

I'n conventiona é??angenents woul d

r qammﬁq e IaWohHaﬁdadeaQ@ﬂﬁﬁ%hﬁa dehmerihal lcbsi8fandpbint it able to
, coax cable, cat 5 cable and the like is

uﬁ%mnorta%PéTPfRsﬁtOPWm@hﬁhﬂaprtm rablesperh py enagcable; ¢at § cable, and
c n 0

oA APRgTANIG L A e B S 8 e oo,
p siteaid lmndtHakt id squionipaorddr ¢o wi 1taiﬂ§t exichtonig: the gdiurce and the sink

finition copy protection protocol such as HDCP
03%\616%% Wyrl I eiventigEATaEcRIGAs Equie aleppiy seperate data

THEed W@NIW &&QQ:%?}I&%B chbleRhA VLR is LhSHGER 6y 1n‘gﬁ @entlng

packet -based digital transm ssion nedium and prot
tH‘@tHEGBpmmDsolhngtmodm‘nnnnalumnnenpy protection that is

b b t t hi gh. definition
ORRDYRT Oherd SRR et Gobied skl Sipe il rbisionoy

| PRIQIBRYRH iOMRpAbR Wil 8xibtid}enigR Bk GniBYE Bo@spr%%cﬁefn protocols

cable or CAT-5 cable. 30 In one enmbodi nent” "of the

i BchrasHHACP gversitgle ciide sucthagtvabanablei dt h copy
protection nEthpglﬂﬁwﬂﬁ§§QiP- qﬁ ﬁ%ﬂﬁ$fﬁf§es t he

follomnng oper at i sffsT—cotheet+t fRH-t+HEedi @  source

dp00SE aWBatds Plalided B bdfore,nk a%QM&e@-ﬁBazﬂ:ﬂ di@ival GhndniSios hdium

I 1 ne cabl e; ynchron|2|ng the nul ti media source

davd pretosabitbehaippoits high definisipn koplepiotestion dhat isthackwindg| e
| &(ﬂﬁ eﬁﬁ)‘ﬂ%(%gh %?ﬁﬁh%gb%@ﬁ%@%n? égghl%(t:ée&la \1?90%)40?3 th%s HDCP that

pmmglpaméxwomarsmﬂ@m@wldﬂu\th deoo-aAbdbldat @AS’t-ﬁ estite.
from the mul ti nedi.a source device to the nultinmed a
singoefmbadan Bt O\W igyentiqa, %pq;f‘éqegbqsp@ high bandwidth copy protection

method is described that includes the following operations. Connecting a multimedia

source device and a multimedia sink device by way of a single line cable;
synchronizing the multimedia source device and the multimedia sink device over the

single line cable; configuring the single line cable as a main link by the multimedia
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cable. [0009] In another enbodi nent, a system for

provi di ng hi gh bandwi dth copy 5 protection in a packet

based systemover a single |line cable. The system

i ncludes, at |least, a source unit arranged to provide

a :ﬁufﬂé@lﬁev@é dhat ss*.i’@g:ehﬁHE)dl’aéﬁc&Q)téli Rfdio/Plded (AASIRE stream from

(HPD) input node connected to the single [ine cable by

wat‘gte arultimedig paecesdeyice th jiramyltinadéa sinkdevicsbyivayaf the single line
coupj.ed to the source unit arranged to receive the

data packets fromthe source unit over the single

| i{0e09ablneanotiee epbaditreat, aGysted funproviang: Kibe béxﬂivﬁtlﬂlkcopy

unit are AC coupled by way of a source sjde_coup

c Qﬁ%w%}rmmds@mﬂé Lrigm ovepa pingledinesahie tlbe SY%’PFB cludes, at
WhELE] Qs&uli]@et ﬁil?ﬁdﬂgé& td ﬁ}ﬁwd@ Q%! e%ﬁdﬁ%ﬂ%}s%ﬁgﬁg akhot plug

connéct ed Ingl'e I'ine ca
siddechifi3sinpunmde whisreeted to HB: sugle tiee sabdl@by bypaf s sbumce side

D i e TR o bR fadfc R T ramgod toyeceivE e tate
ERHDEHRGhS ddHcdaMi SRr aﬁetsffn hﬁé cmw WHedig e LERDunit and the

15 signal to a HPD H val ue he Source devi ce and
t rsglkynm@r@é\ﬂ eapleddyrisay ¢fre wmrmdet doapling capamterrind st sbk side

o Sab e HRG B Rt e Bl SME k{5 o e BE s gode conneeted
d @Utl%%n@l@hﬂ&l@bﬁ By witi6Na bifiR sERWypssained, Whdeid tAK source side

deV|ce are in sync, the sink device sets the HPD

sibgpass ling appiheisokaside bynassling previdge e élgflélsm@h@%twﬁ?ll the sink
CQ@\B 1.8 Hid g éﬁ%e ﬁéﬂ&% %v(ﬁei'é} tﬁ:easl?r!ﬂ?déav% aste L%kde?&q (HPD)
senlng an 20" encr ypte IO/VIdGOC? as rga

t biznsl togl KPID iHTe-ahmbileentthe thRcsdeviceteMithesink HOdOArelndt in synch
yet anot her enbodi ment, conputer progran1product for

pt Y F%‘fqli‘bm‘émcﬁ fodhe porireg deyiieso s iniRglp ling gaple configured as an

PLeLf r C it b?'tl?&éoﬂﬁ%%ew&@tanﬂ We*é‘f‘x? %thﬁtthé &ﬂﬁ‘ée and the sink

conput or connecting a m la sourc
ddeviceamnul sgncprthetsinkedtivicesictsikhe HED ignabyo MAD oD aad the source

si.ngle |ine able co ter de f setti.n hot )

oREYjCtRes 38 coppeyring thh speleding bl s wain fak gyd senging an
”Hﬁérﬂ?@&i hadisivileodam s%%am%@pﬂﬂe%{ng@@ﬁﬁe EBle toRRS SR 96&1@@
HPD gnal fromthe nultinedia sink device to

mAI0hedn aietwuthf;e embedmmet comppm progeag prdfdoct for prov1d1ng a

c B i Yo R oy PR B fRIR B e ot et

t BempiREt ddde FoOidbahecth@HRHEnQRORUER deviY @ﬁ@ h @iilAmedia sink
the multi medi a source device and the nmul ti nedi a si nk

déeriexby way ebarpiglerlinesables enmpden dodg f@l‘rﬁ@ttmgta lmt ghm detest

T D Y AL Sl ] e

dpassiag tiee HPDSY s B0 fitonethe nowiiiietRrsitkodtsideas the multlmed1a source
configuring the single line cable as a_main |ink by
t ARVicR) comARET codedor eantigaiing the singlp htl@f:ahi%searf @xiliary cable by

ﬁ%@ﬁlﬁﬂgl@&&%&igﬂcg/&{/ g@ﬁl r@?}%ozﬁs or i P['))’Hflg ﬁrﬁp et code for

nedl a source devi ce tIrTE
byynahnpniring the nmll‘mgleﬁa sburioe deabd: md the (ihulﬁmpdlhernk dev1ce

readabl e |un1 or rin he conmput er. code. BRI E

CREdmtergo etp{qg %P,\f(i%ma‘i to an H%B LS signal by the multlmedla
sink device after the multimedia source device and the multimedia sink device are
synchronized; computer code for configuring the single line cable as a main link by

the multimedia source device; computer code for passing an audio/video data stream
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[0011] Fig. | shows a generalized representation of a
cross pl atform packet based 5 digital video display

interface suitable for use with any enbodi nent of the
invention. [0012] Fig. 2 shows an encryption system

f Ofcor figd MREHNTi PRk deiv it Qo SRNTh eI diaPd& icd B whp Bf the single
Wth the system described with respect to Fig. 1.

[ doegpble; gid @Wc@abhﬁgn@bmfat $t97én$ﬁ@r09}§m@tﬁr dada
streamin accogfa
i nventi on. 10 ¥H0t4
erfpd bl etig t loshiongsl aegmlialﬂzhfrelpfm&ﬁhﬂlcﬁfbf e{ ﬁeﬁsﬂlatfcbtﬁﬁpacﬁet-based
GBlllu teasrﬁ(emln accordance w th anot her

H@tﬁ’f’ layHaterfaps aHtablsor el pry erbysiyopm dihomvention.
S
n&gg@ E:Ei) o s{\ég%égghgxﬁ) %ﬁtgﬁ?irﬁég%ﬁ?ﬁn%’%&l?m#ot&%?m suitable
i foevse with tie sgs«tanp]eecrﬂfedﬁlﬂtdespest iollfigskt.rated in the

a ' dra e the ention wll be
GAERTHIRY T ot oM inusiG PR i it pieai a pccordance with an
erdHddiRet: of tHe iMdntionPe understood that it is not

intended to limt the invention to the descri bed
el rﬁé&t“ illygiraterca systen employed tq igplement dedinyentivov er

aléb SS 6%&1&&%%?%%61}1] in agcﬁ)a @gglﬁv\é‘ l enE Sggmbgg' ¥nent of the
IﬁM&-jﬁhbﬁ)n as defined 20 by the appended cl ai ns.

[0017] As currentll%/S mfl enent ed, HDCP establishes a
secur e CGRIPTION\QF SEMS&HQMEMEQHE’IENTS

ST, SIS0 SO i Pl
almdvedacm y:péﬁanqﬂe bﬁ@hdﬂhapilhwtrde& iiCthe Ia&or@iﬁ?fngtdi’awmgs While

prevent =~ eavesdroppi.n of the, praotected content. In
adli iy epion, Wﬁi)ﬁdjéﬁcr%’g a1 conjurftionyvithihe pagicnlas gmbpdiment, it will

COERRAS A0S Bk fESnotHCRALLIL I HRUNAMARN e R4 2N

key exchange, content encryption,

r embuodipidnt.t Yo tHeGoh8hryMineinseed fa maziet ylxemﬂmes,pnadlﬁcitmns and
EIXI Sg@gy Iﬁtti%c%llfl éﬁ%%%%]gﬁht q%ggtmemofﬁbe invention as defined

epg i dppBRdddtgaitdsansm ssi on  between the video source

and thé dlgltal di splay (receiver). The video source
miYHe] Smwr@nﬂ’f:lmslenwn@p HBﬂé’sestabliﬂlqs lassyeurs charhet Imeorder to

I k tal di

VST AR BB itk 1ReR B eSB! ot dnf] once
pémlﬂfshéﬁ ehérypRitkhdah bt tha WbRQidezad d@@&p@% t@rcﬁs;gay&&l& in
set of uni que secr et devi ce keys. During

agtdﬁém nrewant crrvpidsenping’ af e pretested @Dnm’ﬁstlndlédﬁl@gt inaoréer to
be n@%ﬁﬁggz d; %r{%e gypg’%%@ gfg\{lcefssﬁ?;ﬁ reﬂ%%/ ltlpgoﬁl atuﬁlientlcatlon and key

r exehing; céntaaleﬁewpadge@dtdaelckmwabmﬁ devices (the
sender and recej ver) enerate a shared secret val ue

t B8] o h/é(gg ,s ep;pte@ﬁ\pggmg'g%qh@taquﬁqrtmmnent content
aneaab r%l‘tgl Vﬂﬁo‘:i%ff%g (D‘ﬁé eﬁ{nr ?R h?rg%ﬁﬁg;rts %ﬁﬁ%}lssl%n

content Is encrypted a sen
t betweelethe wixed sotirce and the digital dlsplay (receiver). The video source might

be a PC, set-top boxes, DVD players and the like), and the digital display might be an
liquid crystal display (LCD), television, plasma panel, or projector in which all
authorized devices are given a set of unique secret device keys. During an

- authentication process, the receiver must demonstrate its knowledge of a number of

secret device keys before the protected content is sent. After the receiver
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[0019] Authentication is a cryptographic process for
verifying that the display 5 device is authorized (or
|icensed) to receive protected content. Both the

aut hori zed host and the display device have know edge

Ofacﬁn@\ﬁlbd s tRERER] bcktﬁ)d&vib&@?( heCRNSérSind @écedfer) Sdnka¥e Héhared
forty 5 it secret devic eys and a correspondi ng

AGeHet V%F%ﬁl@&ls Pdéygn@bm&we@hw&&dr@ppe(rm stephiag egsqontent. 'After
i i .
AR T e T —
a [ﬂﬂlﬂ:}l tAumlenm:aﬂt}n islherypgthiphial ;ﬁ&c@ﬁﬁlr%nfﬁﬁ@ﬂﬁdfhehﬁlsplay

se. message containing its

se djn ares ;
Selewter Fehaiieg o HiggRasg) Oﬁ?éelﬁﬁg’t‘(’t%?ﬁ Ganikgis Bath thiauthorized
r%@ﬂ MRAGhEHY 1'@%@9& hQ@eq{hoW fsE&JelS 'tlEHt c?ﬁm of an

devi ces tan calculate a s are
b@tﬁhy @éﬁ)rt)eiﬁ—hm\se:ra devik |kdy$zmd aacﬁoriesymdmg 410 bin énmqauﬁley

IR BR Yeor BeRD g b ey A Co by e o Atiation

auhd¥edel e atairing ﬁ@ﬁe? QulcbgsVesbARNK SVefd 1en-b99A8E AEh € he

present invention provides for hi gh definition high
b aliridydlenice sespongdy o sendingrn r@mnsw@saag¢ eorfthinimngdtsdley; Selection
S l‘{/get&to%sBﬁge'x T4 l¥1o§t con% ﬁ'ﬁg{ﬂé gg%m ep Igﬁ{’@ﬁs g?t be%{evoked At

ention, & source Nl
PItMl pblat,elid twWdHRices 2pablleulatea shbred &aliBl wHichyifwath dkvicds have a
single line cable, such as coax cable. Wen the sink
d éf@ﬁg‘é setifh keysqwilbberpaisdt Thisshase valgemakh baagedia theencryption and
C [
. I‘agén}g?ﬁ(tﬁ‘gofgﬁg é)ct'_ﬁcf éb%]te%'t ok, %gl.}ﬂééig%%t@ef]il%r}[%l\_,\'gl?ﬁé%stabhshed.
si@N2d] [Eiengeseat inventldn, providession hiph dedaitionciginbdndaidh capy

synchroni zati on process wth the S|gg devi ce by
carﬁt?@wrlmarwggleémﬁgﬁ@w JUR 2 SRAReFa %OEEQWPP‘QWW of the

ChARARIn, ABul B IHE Sl UHeiPUNIER BEAB 190g DRI IR Plipable are AC
fromthée sink device e sink device Tespon the

s ooupded bfewey ef & sgglesinelppblef suchas doargeabjmp rWhem &teesmk device has
nchr.oni on inf rnatlon such as EDI D.infor.mation,

S ARt I Spiste AEHEF b1 ForAGRh BT AR IGYGE Sois ot HPD

SkipA4l80 bh MPIF APNAlUEC Q[‘fés%&ﬂs@@o {ne HIah si@faldftingeXid HRMYe source

or side band, channel i nformation provi ded by

t Hevies mitiates\a ay@clnmmzd@@rmcas mrltjptha ainks dgyice by configuring the

sink _deyice he HPD si.gnal to

e Sifle 8 b PSRk iR BT 0otk information

strogl the kinkletieb] ThasinR 6RO rdshtMdsan the PURCERIRe tréquest by

transfer an audio/video (A/V) data streamover the

sfayreding anpreqyintesynshronization yifepmationi(sush as ELYD iafoymation, and

22 e
S%ﬁr %ﬁlﬂ%& Q%a(t(l)(% Toci‘%aﬁgﬁ (Nél‘ ﬁ}% 1&&1%{1%& %a?;}] (cgeV gd to act as an

r emdidrg, drivedeidnd seignadl).t I atilinfoRelatich roeided 6 Wy daiddévace is
the source device. |In response to the HPD S|%?al
besemydeappropriateryethg sk devigenihe sink drise fangets the HPD signal to LO

L ERNATLEREOBeLe flSoralnd BbAAIBAN SANCIAR c3hi8s I8 fink and
i Nitiates e Synchront zZatl o wet source devi ce.
Sprio0&as fo ﬁam&rtancmﬁmﬂhﬁem@k/lv ) slafatsedarp avikiethe bﬁg&dme cable to the
R T et AR b ot
Ca18@ tRdrPthE G dePREk&ketbaRatpd 's%nﬁlﬁtlo i eﬁiﬁﬁ%g‘lgﬁ %ﬁ%’arded to the

interface 100 suitable for use with any e
source device. In response to the HPD signal being set I, the source device halts the

transmission of the A/V data stream and the sink device initiates re-synchronization

with the source device.
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of the invention. The interface 100 connects a

transmtter 102 to a receiver 104 by 5 way of a

physical link 106 (also referred to as a pipe). In the
descri bed enbodi nent, a nunber of data streans 108 -
1Ydoza]e Aq&md&z&l}aﬁ/ell REtedpadisbhicrtrahOmiskidalsysteth is described
necessary, packetizes each into a correspondlng nunber

of Willaredetsagadetie 1y that sPREs @ ecaerebizqsieresaniation afflfeross platform

f r

a2l el R AnlBhB. 16 GREDICRE el Bnbodiment
124 th@mtvh[mcme Cﬁic\dﬁlrerﬁﬂsdfl 00 donslas b dradéniner bR feda. febdter 104 by

% gv?apgo 2 St ! e (alsag%%me@ ?0 %ﬁa}fﬁ}%@ )élpg ue %é@bqu embodiment,
Tyﬂ&%ér%f déftﬁ%ﬂ’e&rﬂ@l @?@J f Pf ateSe@iVddR %est‘?a{fsﬁl?ttertl be tl%“?
streans 108 i ncl ude vari ous vi deo S|gnals

c argceramy, parokehmmecrh mhoda tqrmpmﬁdm@humkﬂmﬁIdatafmphm $14 These

SRR el it

b‘f YOS AsaRatQDviviugigipsS1 Bfllr’i'lz@ Ecptlhle Q&‘énﬁeh €04. Tt should
source i ncl udes sone form of an anal og vi deo

s dl@r@éedsth%q‘lhaéatﬁ streanaifs el 1heandal gty nunehesef &irprs such as video,
Stl%ﬁ“f analog VCR, DVD pl ayer, cantorder, |aser
di%s ay er tuner, set top box (wth satellite

Dsmzz] CquheallszL ghah )heaadrcta hea Vidke soukbe thoduts streedd 108an]112
al.sqg include a digital imge source such as for

exBeevasioys yideasignals dhat spiphavesnynunier andivpa pf wellikpown
e B0l WinckltEvigf AR, P RR AR L Bffumer
s uiitah sideGMPRE vidied Mgil@lgcﬁn(b]:%@mxlog e8orsiigal proviled the source 102
pr. ssive Or i te ed scan), TE 296Nl1997 (1

Y inderics Some fermn Al an gl edes wr%ec%%ﬁ as f cfgmplegan dn |
Sttél@&iﬁbﬁl AB0cR L) RS | WIS GRPDVIIARS: ca[rgzgﬁ%}; 1hddr Hﬁﬁ player TV

case where the source 102 ‘provi'des ‘an anal 0g | nmag
sitgreal set p bRE (mhlsatgllﬂ@DcSngrtcalble signu ahé the(lAdeD)The source 102

conv rts n an .vol tage or nt SI

R Flso IRl iR firserush b b i Gepd igein ©OTV)
f @igiangtii Ehrﬁéi@ AIBEBRe. Alhe cﬁgi@mﬁudoasl@mdbﬁl Eealnyl rﬁﬁ%r and type
data word suitable for di gital processing. Any

wiofleell kapwadjgitl foxmpiscoal as, (SARTE 2R el 9%6((39203& 1 Q&%/reeqilutlon

eﬁ%gésrgr%’ﬁgj% t}ﬁ r&ér%leeg éan‘j]vﬁﬁﬁfég%wgg%ﬁﬁ?ﬁ 2 Xar(")ﬂlh()n
Apedpagksize smm Bepell B Baldhfe4R0 Hogresdiesdain vﬁ&@24] For

exanple, if the data stream 110 1s an analog ty
sl%ﬁl Tn e eane whsTedhe soircel] Q) pravidepan anales mqafg@@gnal an

N TR
b;ilsaremklet Dﬁdignﬁllgaéncodéﬂ/ﬂrhﬁerﬁ (ségnati fgirthingeal tldaqiracess an

stream,110 |nIo a nunmber of data packets 114 each of
WAPRIAPRj#te ighial Bnage satany erdsyitatic f‘l’léhg‘éﬁé eragepsingy sAmy ol hyide

o2k dd§ o¥ Wi lé%nérfe%aﬁ%@ -usdd! eB%?%?'o\f%ﬁalﬁ@% bl A/D Biferters

reconstitute t a stream appropriately
r gcbnle] fmir ngartlp\le thkese anquatdcatred b)l]leulupﬁ; ifexdsdnsmmmergl Aoadlog
S thefe data streans that are ultimtely

E?&WBS( &3’0?161;66 and others.

[0024] For example, if the data stream 110 is an analog type signal, the an analog to
digital converter (not shown) included in or coupled to the transmitter 102 will
digitize the analog data which is then packetize by a packetizer that converts the
digitized data stream 110 into a number of data packets 114 each of which will be
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forma set of copy protected data streans. 5 [0025]
Fig. 2 shows an encryption system 200 for encrypting
audi o/ video content suitable for use with the system
100 described with respect to Fig. 1. As shown in

Fi @ansmitt@ M4 iHERSOM 1R tﬁﬁg@l’ St Ak LAAGEHnt 14T B I%gei?%{ 104 will

nunber of data streans as the data streans 1
artteri fie2ondyute the datd sigpam hirtpeappodpribkdl g rabmbanisg tHeliata packets

syst.e 0 is . capable of transmtting_video. dat for
oM e hSeeR AR Fs S QR B A B Gy g Svpted for
f cfofflaScComepy pRbdd ddtPsr@xapl e, the data stream 110

is formed of video data consistent with 1024 x 768 at
60825 IwnEBiged shawreargencaypsion sssten 200 fer ¢nsryptisg ohidipivddey content

d j | 4 480, at _75Hz d.so.on. Lkn .
orEpSEaY SRt ihegfod ebRoBluly ipsfig € o Ko hbwn in

r U tarviddo sole\20d eartdhpbt & SPRIdRRIHuAIRr bPHaR btrednktSsuch as the
data streans_include in_addition the appropriate

viddostepams 144 sad i bt <Ry yhitizing amembst of datnstraamsdiegysigm 200 is

' asswel o o

oAb DEE RS RO 8 G g mambero
s oudepcfof08s comundatdy. aF oruaxbmple) thehlstd gream?® ie éamedfof video data

whi ch is use 0 fe n associated one of the videq .
dseisRouls fodd ?5’ Lol W@ﬁ@%ﬂ@ﬁa@, strepmcl s formed of video
C R @sikRnAwill Bg('% Rl48y Gf 7498 ahBRY ohS %ﬂjéﬁgr foP a 38Rt 2684 (such

particul ar one the data streans for transm ssion
t @s a megtoet tozeqongn@:t thEhadgpinkbt apreepi2a® foranas else &0a stemms

i nci,dent ta streaminto .an associ at number, of  dat a
A A R i P % 355 8o Prafed PR gef At Bsed by
Peid REENEG0 SEJRENER Ol th@RshrabhAS Rirf@e.a tine

st a and any of the attributes deened inportant or

nd arfycqoatinglyethe yidee sputce 287 indlugiss aanmber oftmffers ¥oeach of

raskar. iver .404. An.encryption contr

ST o Bbed AT 5 Yhrik ok Or BRSAR0Tur B Faph afne

albgfferstif) ih tan aaeplediio b AtHEEELer B8 et $s 1R €6l saéct hagicular one
25 inserting a control packet that conveys signals

b
o tE thelata gipams Tog fEnsminaion thamerkauizer 210 gFhemapketizer 210 parses

ac t .
g IR i A L W
apackeoiD arptiopgtyeptrforint2ettorlcorractiom; eahsieachinighy tifie stamp and any
sopgeangt ol vl o e Tl e Sl o
S0 ey SR A ey 5 i

aappropeate eficrgptiiy A gonphokte tesclB@2ha detd packatebdsed hidsast by

e AT NN
aBorffol QRAraéteACReRd Qfsecf’@)“ﬂagi)tﬂ@ée daBehAMIES that Qreoeﬁi%%)ﬁéémnd

attri bute data descri bed above associated wt
viereersght thoseplagkpacken that Bornag eaerppted).i n t he case shown

[ LO. 3, the data,stream,300 .ingl udes .7 data packets

¢ D027 oo i e iin Fhis Rt ey of el ey, s TesbRtng Enlrypted
C@dth Qirékehl 21 Npdrhicul sadxampid sFeMTEIBRGhSWE n F2B ok Bflata stream
traffic between the video source 202 and the receiver

2800)iis forme of 8 nambenpfidataspaskeist dhe dataskean 09 rvhsies 2 number
of control packets 302 used to mark those video data packets that are encrypted (or

not encrypted) as the case may be. Each video packet has an associated header 304
that includes, in part, the attribute data described above associated with the video data

packet 306. For example, in the case shown in Fig. 3, the data stream 300 includes
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[0028] It should be noted that in the described
enbodi nent, the data stream 300 is 5 tinme domain
mul ti pl exed, those data packets associated with the
data stream 110 have a |longer duration than those

as(ﬁl%? hBd 131 thé dﬁtgp‘kx 3 5} 18GhE a%‘ldégazshiehﬁ ltl?%%ﬁ 0?1?6%%5?0 tRe data

ase recovery unit Tece]
ZCBtreum@é)ﬂesndt that thhraffia mwb&l thevidporsalircad02 ued t}&tre(:elver 204 is
using time, S dded in the main |ink data
pé§wg¥§th¥ aﬁg@% CNREPERTIing back to Fig. 2, at

t Ne028ICeiriBEuIABE noRd #eR 8h 1Rl ded&ibel Ridbodhnd Ak 848 'sff@a?n 300 is

the encrypted data stream 300 that provides input to a
detcm@l domainimulfiplgxed thse ddgpackess asseciate® withTheddesween 110 have

2055 NG SN BRSSO BSTAIE ose coses

CMEh@BﬁSé\théiﬁ'@r)I a E{)dﬁﬂrM@Wl‘ﬂﬁn AHeb8ver 2D4 rt Era‘f@.sthe stream’s
previously used to for encryption. [0029]

| |qrigingl aptae rateégsmgetmmsﬁ@rr@ﬁﬁmbmdm therﬁé#ﬂé Aalggtdatan@ckets if
\é‘ééktsé n I,l]{e(}:egmg% B?d‘lg t5'Fi n@ ﬁ%ﬁﬁ] ?%c%n)e? 404 ! ydeggna%zernl?nlfSZ 18

a gr em | eseft T HvEnt 1 on
C aecdj)\e:sltmad:rfenﬁm(bdhta SyshedooHdat pmoidle@l Bpucen deabder unit 220 and a

rocessi.n nit 410, random access nenpry
ﬁzi@paq?@%pggﬁ T fsoen oo B: e e GH PAHED T Focding Hop

B0 @F@%ﬁ%%@%%&%"%@% ifkellp oBieLpln cngipe 228
4 T0at vaRpsevidBlyawsed & &o eoayptie t o one or nore

P03 B Sl s S8t 4 exmplovef fmtimpy e frveition
K &g & Sy stBin G100 ﬁﬁ"@x‘ﬂ?%n kMBI &%@éﬁﬂl&%ﬁbﬁﬂh%m the present

transducer card readers, magneti ¢ or paper tape
r ézichatien carpld impdementtgd. L&mem ¢09 telwles hentorhpiocessing unit (CPU)

" STOGIASH Bs® AR AT 2 TR ERBRR) e e
4@9@&@@5 age%rms%nﬁmmédaﬁth&ag@déﬁ&@qad laR@ 450, and
reference sig and provides 25 both to digital

didigtebgisplay g 4@0 TR éﬁalatsfgalmmg@lqdd@ ane gnmigee input/output
gﬁ@\%&%ﬁ%& Zﬁ%}%a}y iﬁéﬁlﬁplb%’t a%%o?i’i {égﬁ dg‘gl da%%%h rag,ﬁtell\%;%alls mice,

from rom’an externa

| Regbvardsindaopints, téuvh-sndliogdisprgs tﬁﬁécﬁlcbrscaﬁ! 4t Ee dmagnetic
in RGB format, and, _ the reference signal _includes the
VY Bapgk ppissAdersstaglets. styluses, vRirs s hpriwiénggegognizers, or other

"@@’ﬂ%wn i palﬁ ra%{ﬁlcgs Q.\%h %Qqﬁ‘y {11%9 tﬁ%%%n@ﬁfeg@ r@ﬁa@ﬂfcs controller

i nvention enente
da6@ garditer anahfgenmge dataiagd alcsmsponﬂiingrrefemhﬁamgnau:ard provides

atiota Rigs Bl femPu el TG b algs e chiicsh bR E8norsogriar
[ 8231 FHaled oh ﬂ)l%l"(ﬁ&z{ &E&§?@?ﬁéﬁ§m4@@gr ﬁﬂn@zﬁ&&&&ﬂﬁ%@gode (not

wi t h ‘anot her enbodi nent I nventi on

i sleivwge dn oug tm’m;ﬁmanis theranelogemiaged£0 2 pravided pl RGBt foriBat and

‘30

di [ 4 b f. single.l bl
ot rpletonS y@ndlindfoksdBs St TR sieiNE el dopis e 4
SHeGkerditkhauig Bt 'uﬁdlerﬁ@bd thaﬁﬁié f&eﬂﬁ‘ﬂb&ﬁloﬁ% 5 %Hféﬁfented with
mainlink transmitter arranged to transmt

adithleg wag@oda(ta\q,gd/@trﬁ&a@ncg ;s_{gn@lﬁen othef formats. For example, analog
image data can include video signal data also with a corresponding time reference
signal,
[0030] Fig. 5 illustrates a system 600 in accordance with another embodiment of the

invention. System 600 includes multimedia source device 602 AC coupled to
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THEVEF SFesetsy P Rignabed Giorighi

directional main link 606. Auxiliary channe
transcei ver (AUX CH TRX) 612 5 transmts and/ or

recei ves side-band signal SB (such as control packets)
over bi- directional auxiliary channel 614. Hot plug

dehgitine ARk AR Q4 W@Mlﬁ%ﬁ ﬁlae Wt 66 gfgléhs RoLo-5t E%le) that

device 604 1s present en si evi ce 60
praas éake, thédRDm afral siiggle 8ifRrainbpdtP S mirgnddvi @2 2tincladdsimghin link

S P SR et R Sy e .
deiieeorBd thaiMEAGRS ARxiTRyythhhdK rhReehv¥EA TROH GRX) 612

arranged to receive AV stream stream 610 and auxi | i arg_
c Heansits endiorstsedives sideabprdGiEMRRYP (81h as [coBdl|pagkete)erver bi-

source device 60 n ' vige 6 e AC c | ed
o S forsPHbh fard 2P 5 gt B P indinof SR o
S Gitictieer Ae MbtCEnlo@R i@ 84Sk pleselaV Wigenbik dsiehs4liapreaaityHPD
AC signals can _pass while any DC signal is blocked.
aﬁ/ kyah ethenyige HEE dpyey§18 sets HPD

S+l r . .
o Lo MBS L ekl ERLAGiG: Sl sospgtudes
bynpeds $ink reveiveBR X p6leartanggd tqpeceivec BV grdaD3tabaimvel0 dnli@uxiliary
at . sink device 604 ny HPD signal (that is a DC
sicYH tfﬁl?%%‘i’f?%%\%’%&%@?@é‘zéoz to sink device 604 is
blieed§d DcLRURle 2Yice3BAGhE Sk B4R B are%B cf)%[glgd, coupling
reaching either the source device 602 except t'he
HeEpaviinrstca@6 a8d 628 21k bke tefmmectanyrcDdevicg AA2 andsitk device 604

AP aPLY ST BL P 50 IS by BeicLehb{p O rgerstore. by
c %P@ﬁﬂihg hSo@RE s R %ﬁl%xbaeétn'ﬁ?m ass 1#A8 630 Fousn&fe A to HPD
the HPD signal 620 (either high or 1ow) does not

amfandtor 6 Heatrpaiiree devigk 602 ambpeink siledIRIP bawsks thk 632 connecting

transacti 4 -[0032] . Fi gs. 6A_and 6 aw | owc t.

oGP Bt d P it 208 R B 60 Gal EPD S8 P B signal

e fidatidieid dedicetdie tb Bk mlevied 604 kel Hiked 85 TolMthd@Phsiforab26 and
902 by nonitoring the HPD signal. Wen at 902 the HPD

s

08 fiom reaching cithes thawureerdesics §07 exceph by thed1PRimpniter 616.

i _ L o
DR DR ARGl M P ARLERLAS o an

t heilthoodia einlleleiice 604 &BleckeAlX dotbliigcapasitods 62005628, In this
Main Link TX gttﬂ 908 and the sink device enables A

TR Fetgiof i HRG ssapalifh(etndigon {08 dppirgloghihe main
¢ B HBhepBk A Glor AR T rhflallifnSETUP ode, f he

transactions take place, at 912, EDI D
r 032} o Figsd 6 AsindidB thow & flokchatieddtaibng a padwiets 200 ihaceprdance

di spl ay resol utian, .col or depth, audjo .capabil] ,at .
oA Bseon G of M Gerdoand Bt RioRth J90ieaRoRso0E B inchioring

- CaRah kiohal WHen SUNPALE BBD difkal ALOW bcgﬁ t}%tlsgurce and the

‘aut hentication for content protection’in order

vink deetis Qfffeststerak 9g6 \hovevernwhen § indetbaed atcitbat tha K@ signal

pl ace last. Once.the authenti.cati [ I d at.

oraohie fopdrite Fiepale3is e bl QU 1Reanftpeles

t WRirSRIAKCEX REMISCAddhs sk AsvibO enAES LK TEX TR0 G eI aNaBEng

the main |ink TX at 920 and the Sink Device disables

t MLk &K fegerred to as “SETUP” state) at 910. In the SETUP mode, the
following AUX CH transactions take place, at 912, EDID read to understand the sink
device capability (e.g., display resolution, color depth, audio capability), at 914
DPCD read to understand the Main Link RX capability (e.g. supported link rate) and

at 916 authentication for content protection in order to validate the sink device where
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and enables Main Link TX and RX at 922 (this state is

cal l ed "STREAM 5 TRANSPORT"). |In the STREAM TRANSPORT
state, the Sink Device verifies the CP

synchroni zati on between Source and Sink at 924. In the

de j : [ t 5 ] . on. i .
SRRREA ST R QRS WER LRI G BERRELOATY, comot i
t rigssdao V2d sksvpar FigodB thercAle StireaMevideidisaglek de: AUX CH TRX

STREAM TRANSPORT . , AV d ream i
£ RIS b an {15k RGA S Riand fhasHBk Bisti ciabiss fha AU XAGH TRX

st ' ; I [ [ 8
2GRt Yur ORI gyl i BOREP TR

| CBRAYSPORITev br the STREAM TRANSROgd tatethe BinkSTdREcAMerifies the

T P tate at 93 th ' | t.

o SpSpropAeR pRees Spe A Pk PO nin HEacsPe Sppedimen,
| fthe Q&rifidaBoR i Wirformad theBK B8AceCRBMAS a ValiliRSST ‘WP $nlK bit
device is out of STREAM TRANSPCRT npbde, then contr 0Ol

i drapspasted ap peK of theoR¥ stregn] BB thpTRARERDL TRANSROR Bwfate, an

at . nd_ Si.nk Devi F .
iy A0 i T 0 B, 3 57 5o s s
t kemplak atBelick ot pAdSss 2D &topSBthE®/iaNd oS0 ifkan@emieaBe CP synch

return to SETUP. npde at 904. Usi ng this method, a
cdnlosher Bhepcrethe Sl Lagvieespty Ot of STBEAY TRANBRORT state at 932,

tn : r bhgl e si. L RE Yok :

LIBEEROTSERY (U 2000 B RUe Tl JAE p Q0is sate chnge 1
I mnehd other lrendendithen CPGynesdost bedink idevisd dldud o6 STREAM

unde that the present inyention nay be enbodied

i nggﬁﬂ?é%miwpfgoklapﬁe ¢ E]tgzéeparti ng from

t hGo33Pi rifborPHPDNEmSELRS flo3lNSoeR [H%Eﬁié‘ﬁ'ce ddavsﬁﬂﬁ DRUices Ato OFF
present exanples are to be considered as iIllustrativ
anstiteast936r déhani the HPE sigmad 1% drevenrHISH by thd Sink dtevice ab©38, the

lium t ed . det ai [ erein t..may . .be
spieEand St e tEetin S ERUP Rt b Al uSRE it Rethoghg
Wichhtehthftofected| AV s&0RE (RHstrén§tah v haRportel 980d siMBiklsBnal line.
this invention has been described in terns of a

pl @3] r et thavigh @nlyenifew embadiments of tHietpsesgni iomention have been

i i h fall .withi h e
PREMHEL iR R B e ks et b sl in

t R offee spailic Rirhe Witbuvdepwaxs fRfm tHeBplrarsiikd 29pd6f fhe present
the process and apparatus of the present invention. It

i @1veRldeTef Hreraeent axasmpletere kabe eonsidersdestillesiraie and not
i I ot . ingk ydi | | y .
BRRLEL A e Brlat 09, B A U R pipy

spe micdifesddvisiciopiee wbpt bEthp apsertd claiivealibhg WithkBeivial scofe of
clai.med is: 1. A packet based hi gh bandw dth copy
pPOBHEN®N et hod conprising: connecting a mul ti media

STUSSE, YA Aot VI e M T Bty i,

stherecare dberaiensa pemittgtions) dnidrogdivaleaisrtkatdiall mdehin the scope of this
invention. It should also be noted that there are many alternative ways of
implementing both the process and apparatus of the present invention. It is therefore
intended that the invention be interpreted as including all such alterations,
permutations, and equivalents as fall within the true spirit and scope of the present

invention.
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over the single Iine cable; configuring the single

line cable as a main link by the nmultinmedia source

devi ce; and passing an HDCP encrypted audi o/ vi deo

(AV) data streamfromthe 10 nulti nedi a source device

t Lt Liedi a sink device by way of the single

I %Qﬁgg%}l&é&{% A nethod as recited in claimil,

whier ei MA fphekes paxed high Eindgidte oppy presictise tricthod canipdiking:

pl ug detect (HPD) signal to HPD H val ue by the |

mul ti nedPgect ms%ﬂsme SoyECe %@FH@A ﬁﬂylmpﬁsgmﬁmkid@w by way
framddie A tdpi@di a sink device to the nultinedia

source device; configuring the single Iine cable as an
auxi | i aypchrhsigingl thdyputtheediaibavireedtivice andubecmutierédiesink device
reﬁgo&ﬁeiﬁi fhe D H signal; and passing

S hY6RTET 81 4°HF or mat i on bet ween the mul ti - nedi a

sour ce ddafibithg B0 sk lifte-abléldsiaBath Ank bYhSRMItERedY source
Mﬁé of the single Iirne cable as the auxiliary

chigmegland3. A nethod as recited in claim2, further
conpri sj.ng. . setty t ' I an. HPD LQ. si gna
byt ne Hants BEHICHCerepselatald 0B (AR TiRa i Y

s auultimed@\socee dadict tethawhiltimedia dinki dekice ®yives e single line
synchroni zed; 25 4. A nethod as recited in claim1,

f §®l§er conprising: if the source device and the sink

devi ce - [ ' W2 .
conal At Befil i pS HERIET, &RlrkAline spEhldring Pinglies:
dat a stetiamalhpt plg deeor P Diigabto cHFD HUvalogby the  multimedia
Si {@Iég |ine cable to the auxiliary channel by the
s6 V180 device in response to HPD H; and

r e- SyneREY dib BPTS BE siHAN 56 YRV inGRInMh §ile d8difKto the multimedia

device. 5. A nmethod as recited in claim1l, wherein
syeirhe denied;ng t he source device and the sink device

conprises; 11 requestin nchroni zati on i nformation . .
rom t RESGTRaiEeH ey R oah et aeie Byie | hultimedia
PasEtOGeViBEinTePeASE RANS UPSHDELEAL A | nformation from
the sink device to the source device, wherein the

synchr oassi Sysehropzatioreinfaymatine betskesn BRI multinhedinrgeyrondevice
5 : ent pcati.on infarmation, 6. t hod..as
- a8 RS el TR e oS SRRy

channel.

3. A method as recited in claim 2, further comprising:

setting the HPD signal to an HPD LO signal by the multimedia sink device
after the multimedia source device and the multimedia sink device are synchronized;
4. A method as recited in claim 1, further comprising:

if the source device and the sink device fall out of synchronization,

setting the HPD signal to HPD HI by the sink device;

halting the A/V data stream by the source device;

configuring the single line cable to the auxiliary channel by the source

device in response to HPD HI; and

re-synchronizing the source device and the sink device.
s, A method as recited in claim 1, wherein synchronizing the source device and

the sink device comprises:

11
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form ng a nunber of data packets at the source device,
encrypting the data packets based upon a set of
encryption values; transmtting the encrypted data
packets fromthe source device to a sink device 10

ggg Ply Sﬁgg&ggﬁé 1 ag{?'h tl@ll\lls o nﬁ)%;f?o?lmhe %ﬂ{ %e%deﬁ% thbSource

endavicef amn  val ues; and accessi ng the decrypted data

packets by the si nk g e. g%et hod a reC|ted

cl ai m @as§ip@HEiTRIYeRiEd 8 ‘E%eékﬂné brgation fera dhe ik device to the

15084 d\éﬁ%é %l{ler&ﬁ @hééﬁ%hx%ﬁiéhﬁ@n {rordha¥ibA ?&I&Heﬁ [2i8312) 1ﬁﬂ9matlon

wherein the nunber of data packets Include some audi o

daind P@@Rau&xewniuemnﬁommad@o data packets. 8. A nethod
rec%ed | 7, Wher.ej

as
or y pth SiEtisER iR £t EBHE ST Shraprisingict ude a
Vsync, Bining¥mbRNef @atiPiddts o9 theSolRkhiedicas recited
in claim8, wherein each of the data packets is
associ @éﬁfptmg)thm date paskgfabescdwpan aéétmfre@pryaa@nk wluesi 0.
A neth ted i.n al n . .
is act &sangm%tkn }%e ncry%e:ard%sp% 5| ng 6na 58%\%&%%2‘1%&?%8’{%%( device
enotpylpd dtrands tHexe Wéit$reaht. A nethod as recited in
claiml1l, wherein the single line cable is a co-ax .
c abI e. degrypting fhercnerpisd JPischackels baediinpi y¥pon thseperyRtion
.n‘,?le line cable is a CAT-5 25 cable. 13. A
systerh or providing high bandw dth copy protection in
a packetcdssing the depsytpesth depackesibyghesihk devicabl e,
npr|3|n sour.c i1 nged to royi de .a nupber
dat &H‘%@Wgtaé r?%@&ﬁb&ﬁl%gtw 1 t%l%‘i’ B3 SQISEF 2ivipgeSouree
n %ﬁ@ WHRRIRE HeQFhK! Revidess § 'vﬂﬁb Qs dé/eangam&elﬁﬂlé' iﬂﬂnt@cr oﬁdata packets
source side 30 bypass I1ne; a sink unit coupled
t andhinde oerapdioudiita pankets ragé dome vr@o elatagpackes.dat a

packets, fr the.s rq over,.the single |ine
bl o, FSTRHAS PSR BLTAE (R dbY RErgrt i happigp gontrol
gﬁ%%&ﬁ’d %%yrﬁo%&ﬁ(mﬂ% coupl i ng capaci tor

a sink side coupllng capacitor, and wherein the

s |9n k uri methed|ag d@sted\m ¢iPm 8, whereinreedle of e detetnagkatsistaseociated

[ | hne c Y way of a sink side bypass
é’ 3%%?mﬂ%‘?ﬂ §%b ce side bypass |line and the
Sitok siAdmethypas secited th dhiaY b 08hdeinGisdnghalCNId13s brtive ahen the
the sink device and the source device, wherein the
s Fomespending datamacket ipnchnteyl Ak des-verBPD) signal to a
H H v
dz\? ce Aal?leﬂjlﬁg }%?&Qlt&’ﬂﬁl ﬁgﬁ?ewﬁi&&g%ﬁe an e %gtcglg@l?s %% ax cable.
sonr ce Admvihod a9 mrted hieclsinn g1 ,evidrein tieadihgle tioatilde isedCAY-5
an __auxiliary channel by the source device and
whid&i n, when the source and the sink

13.. A system for providing high bandwidth copy protection in a packet based

- system over a single line cable, comprising:

a source unit arranged to provide a number of data packets having a hot plug
detect (HPD) input node connected to the single line cable by way of a source side
bypass line; and

a sink unit coupled to tﬁe source unit arranged to receive the data packets from

- the source unit over the single line cable, wherein the source unit and the sink unit are
AC coupled by way of a source side coupling capacitor and a sink side coupling

capacitor, and wherein the sink unit includes an HPD output node connected to the
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device are in sync, the sink device sets the HPD
signal to HPD LO and the source device responds by
configuring the single line cable as a main |ink and
sending an encrypted audi o/vi deo data stream over the

2 ST ind A1y b 4 e BiePS Ll indiindoe schrd 84 pass tine
engi i diksidebypasOliid Sidvide atllhe sE@ul suth bétw%erﬂﬂfe%ﬁgﬁﬂfbvi& and
encrypt selected ones of the data packets sent fro

t e sowirecdevigsi vhergintthesigk drvigapats a hﬂfdéeg Qﬂ@q:thPmStgnaf toa
enc ’ ygl? gﬁe Rnth A gc?;' &evﬂ,re éﬁ_ﬂi %?egsrllﬁl?déjﬁ@ b hottlﬂ%ynch that is

ata p
e romypinicarddde G:lteysm:rditlﬁeva:le wesr the vidgktlote cableangigured as an

pr ovi de set .of encryption/ ptlon v | ues used. to.
eﬁEi‘%‘EY %ﬁaﬂ%@gﬁvﬁw ea&ﬁ@agm%ﬁf ?Jgaz%% and the sink
Ad%%%& &GRSyl el itk A& s%tsr{hélﬁPD’\Qgﬁa@ kPP G QKA Ctﬁe source

unit is an audio/video unit arran provi de audi o
tﬂpBCdaﬁpmphékensﬁgnu@whevu@kdnmypbkdawan@ahkbw@dSémmngan

16. A s ited in c t he |nk
L i@ G enl Rl it et X SRl ting GRS ot 5k Bl
ongs ofp §ﬂ3&n¥ésd1%@itéilﬁh%léi‘ﬁcl‘ge¥&1heilZ@mﬁnﬁﬁ@t em as

recited i'n claim16, wherein the di splay unit includes

- a n umber eedryptigreiesonpladrta theswuras unitaneenied to eyt selected ones

PR auRe WAL R AESPTEL LRRRTuE gy o, data

pac ets mas reci In aim 17,

wher ei 8 detigpset uf ccﬂjjbtd’dytbtth@ﬁﬁld aait mangéﬂ to détﬁ?jqﬁt&he encrypted
signal s i nclude Vsynch, Hsynch corresponding to the
vidapackatsaapdickets. 19. A systemas recited in claim

18, wh f ' t

ot gnal 3 PRy AP fon SRR B SA0 REREB bl R br

p andseption/deatyptios velues ysxidad encrapt anﬁ(ﬂafpltytpeﬁle Ppp@peitte data
progquct executable by a processor, conprising: 30

cB#pGter code for connecting a multinmedi a source

deyi ce pangiefh AULLitdBE cRimSIAMhERH] B8 sO¥rcBB¥it %fanadudlo/wdeo unit
single II'ne cable; conputer code for setting a

p hlmglgttétt@pltov(ddFaD)hOSUygﬂ data pacl«zctsi—dmla/ ddlvideal tyee ddbzypadkets

t Kk d f i ng.
TR 1R e s 0 sl d S Ee e ot ok e OBty s
t B@arPeli ké BRFIaR pRRIERS oflBVdBe vm@mw.ta%cmﬁe for
configuring the single line cable as an auxiliary

chbl e B;ﬁystlemaswwtqdne glasmdéuwberetiethe display undspdndes ammmber of
the HPD H si ute ode for nchr,oni zi
{ Bkt g 30 Bitipde S0 ieBhs b5 Fo®h nioefRl Rk & Wlp andio

d@Mapg*ggonputer code for setting the HPD signal to an

HPD LO signal by the
18. A system as recited in claim 17, wherein the set of encryption/decryption

control signals include Vsynch, Hsynch corresponding to the video data packets.
19. A system as recited in claim 18, wherein the set of encryption/decryption
control signal further includes CNTL3 to flag those data packets that are encrypted.
20.  Computer program product executable by a processor, comprising:
computer code for connecting a multimedia source device and a multimedia
sink device by way of a single line cable;
computer code for setting a hot plug detect (HPD) signal to a HPD HI value

by the multimedia sink device;
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mul ti medi a sink device after the nultinedia source
device and the nultinedia sink device are
synchroni zed; 10 conputer code for configuring the
single line cable as a main link by the nultinedia

source C@ﬁ}ﬁuﬁ‘& coldOrH ?JEI%ED dHPTPIIT BRAS A multimedia sink device

audi o/video data streamtromthe timedia source
ddyitlempltimddé soukdeiderdiea si nk devi ce by way of the

single line cable; and. conputer readahl.e nmedi um.for

Stor| ng THGE SR oA METEe SheledaraunEn B BUpLfy cable by
pPripeleltiredis Shiréedbvide if kr@ipBhsedo thePDaiI G&mpr i sing:
conmput er code for determning if the source device and

t he si riempatar eedq & synlironigng Shemtliiowdiagoume devisapud the

c fak. ' the HPD signal to HPD HI by the sink
dggﬁgégamégﬁ%ﬁggF’code for halting the AN data stream

by t he conipiitee cody o 8sttidd tHeMPID sRhalcodg HRID LODE b by ithe)

the single. . line cahle to the auxiliary channel by the .

s dyiEmeiapinkgdaviceadisp g autbmedpopice dgrige arthibgattimsdia sink
fQ%nga§%§%aﬁ§%&é}ng the source device and the sink

devi ce. . nput er program product as recited in

cl ai m 2émputee cedenfor benfoomminy tler single éine tabie sy nataiohnkzbythe

t he .source devi.ce and the sink device conprises: 25

c S tREia SBYEE ABYICTequest i ng synchroni zat i on

| nf or Mabin@Bef EQIR fhPBastin®kin AHBMIAGePYatd HfeaSPHbRShe mélltimedia
devi ce; and conputer code for passing the requeste

s yourke denigeatoi theymuttinediasink deficohy tay of ghedingle line eatiley and
| or P TBHCT Han e eTEY reAF S ER FOTP A HBe
agt heniQogdiut Progth@piSducPRs reddfed in claim 19, further comprising:
computer code for determining if the source device and the sink device fall out
of synchronization,
computer code for setting the HPD signal to HPD HI by the sink device;
computer code for halting the A/V data stream by the source device;
computer code for configuring the single line cable to the auxiliary channel by
the source device in response to HPD HI; and
computer code for re-synchronizing the source device and the sink device.
22. Computer program product as recited in claim 21, wherein the computer code
for synchronizing the source device and the sink device comprises:
computer code for requesting synchronization information from the sink
device by the source device; and
computer code for passing the requested synchronization information from the
sink device to the source device, wherein the synchronization information includes

EDID information and HDCP authentication information.
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