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The presewD 0y=néi on relates to data repository securityPCTOIGH02(5I on of
the Related Art 10 The piracy of digital, assets such as software, inages,

vi deo, audio and text has |ong been a concern for owners of these assets.
Protection of these assets is usually based upon the insertion of digital
watermarks into the data. The watermarking software introduces small

errors into theydbmohisaizraeb N@rBicAR WaedrmARRERe GFMDEME REPEHITORY Or S are
called marks and all the marks together constitute the watermark. The

mar ks nmust not have a significant:inpact on the useful ness of the data and
t hey should be placed in SIENCKEROVAY OHIFHEINVENTEIOUS user cannot destroy
them wi t hout meking the data | ess useful. Thus, watermnarki ng does not
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opying, &tere illegal copying by providing a means for

establishing the original ownership of a redistributed copy.

The increasing use of databases in applications beyond

“hehind-the-firewalls data processing” is creating a similar need for

25 watermarking databases. For instance, in the semiconductor industry,
parametric data on semiconductor parts is provided primarily by three
companies: Aspect, IHS, and IC Master. They all employ a large number of
people to manually extract part specifications from datasheets and build
parametric databases. They then license these databases at high prices to

30 design engineers. Companies like Acxiom have compiled large collections
of consumer and business data. In the life sciences industry, the primary
assets of companies such as Celera are the databases of biological
information. The internet is exerting tremendous pressure on these data
providers to create services (often referred to as e-utilities or web

35 services) that allow users to search and access databases remotely. While
this trend is a boon to end users, it is exposing the data providers to
the threat of data theft.

In the context of databases, watermarking poses challenges that are
40 not necessarily present in techniques for watermarking multimedia data,

most of which were initially developed for still images and later extended



2 to video and audi o sources. The differences between the two applications,
as understood herein, include the followng: 1. A nultinedia object

consi st s wh oaopsange nunber of bits, with 5 considerabl e r @dirciaoynes Thus,
the watermark has a large cover in which to hide. A database relation, on
the other hand, consists of tuples, eacht of which represents a separate
obj ect. The vvatermark nmust be spread over these separate objects. 10 2.
The rel ative spatial/tenporal positioning of various pieces of a
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dat abasesneFurddparamy epjedtachni ques for wat er mar ki ng software have had
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20 Because of these differences, techniques developed for multimedia

data cannot be directly used for watermarkiyg relations. Likewise,
watermarking techniques for text, which exploit the special properties of
formatted text, cannot be easily applied to databases. Furthermore,
techniques for watermarking software have had limited success, because the
25 instructions in a computer program can often be rearranged without
altering the semantics of the program. This resequencing can, however,

destroy a watermark.

SUMMARY OF THE INVENTION

30
Accordingly, the invention provides a computer for watermarking a
data repository having tuples, each tuple being associated with one or
more attributes, each attribute having one or more bit positions, at least
some bit positions having a bit value, the computer including at least one
35 processor executing method acts comprising: establishing watermark values

for at least one bit position for at least one attribute of at least some

of the tuples based on private information, to establish a watermark.

The present invention can preferably be used to identify pirated

40 copies of data.



attributes which are such that changes in sonme of their val ues do not
affect the applications. Real world datasets exist that can tolerate a
smal | anowoto3o$s4es r or wi t hout degrading their usability. Por/GBoawplee, the 5
ACARS net eorol ogi cal data, which is used in building weather prediction
nodel s, has wi nd vector and terrperature3accuraci es estimated to be within
1.8 mMs and 0.5 C respectively. The present invention in accordance with a
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other record store. The computer pr ishes wa ermark values

for a bit position in some of the attributes of some of the tuples based

rably esta

25 on private information, to establish a bit pattern which defines a

watermark.

In a preferred embodiment only bit positions in numeric attributes
need be part of the watermark. The watermark values preferably are
30 established at least in part based on a one-way hash function of at least

the private information. '

According to a preferred embodiment the computer can determine

whether a test database that is suspected as having been copied from a

35 watermarked database in fact contains the watermark. Using the private
information, the computer preferably determines whether the watermark

exists in the test data structure within a predetermined probability.

Preferably there is provided a general purpose computer for
40 determining whether a watermark exists in a test data repository having
tuples. Private information is preferably used to determine whether the

watermark exists in the test data structure.



4 In one enbodi nent at | east one of: tuples to be marked, attributes to be
marked within a tuple, bit positions to be marked in an attribute, and
speci fi c WDto3mes4e6 mar k val ues, are determ ned based on t h@CprdBoanz065
information. 5 I n one enbodi nent at |east two of: tuples to be marked,
attributes to be marked within a tuple, bit positions to be marked in an
attribute, and specific bit watermark values, are determ ned based on the
private information. 10 In one enbodinent, all of: tuples to be marked,
attributes to he ormmekediiwedtian Bedsttpbes obt ttupdss ticohs Magkbd mhrkiddtesn an

attribute, %édmaﬁ%chiﬁkﬁnbhttumgermr1505‘5.@!1.&?5’3 todh& mqgf{&'{ Thngd aQ@is’J%t@n t he
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specific bit watermark val ue
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wat er mar kwesdrsbsk.i n the test data structure.

Preferably the watermark values are established at least in part

20 based on a one-way hash function of at least the private information.

Preferably it is possible to receive é test data structure; and at
least in part using the private information, determine whether the
watermark exists in the test data structure.

25
Preferably it is determined whether the watermark exists in the test

data structure within a predetermined probability.

In one embodiment, at least one of, at least two of, or all of:
30 tuples to be marked, attribute to be marked within a tuple, bit position
to be marked in an attribute, and specific bit watermark value, are

determined based on the private information.

According to one aspect, the invention provides a computer fox
35 determining whether a watermark exists in a data repository having tuples,
each tuple being associated with one or more attributes, each attribute
having one or more bit positions, at least some bit positions having a bit
value, the computer including at least one processor executing method acts
comprising: recelving a test data structure; and at least in part using
40 private information, determining whether the watermark exists in the test

data structure.



WO 03/098406 PCT/ GB03/02065 5 Preferably it is determ ned whether the

wat ermark exists in the test data structure within a predeterm ned
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sone bit positions for sonme of the attr?but es of sone of the tuples based
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a test data structure having tuples; neans for etér m ni ng, tor each

tupl e, whether the tuple should WO 03/098406 PCT/ GB03/ 02065

20 According to a preferred embodiment, there is provided a method for
enhancing security of a data repository, comprising: wusing secret
information to establish a pattern of bit values throughout the data

repogitory.

25 Preferably plural tuples in the data repository to be marked are
determined based on private information.

Preferably at least one attribute to be marked in each tuple to be
marked is determined.
30
Preferably at least one bit to be marked in each attribute to be

marked 1s determined.

Preferably there is established a watermark value for at least each
35 non-null bit to be marked to establish the watermark.

According to a preferred embodiment, there is provided a computer
program device comprising: a computer program storage device readable by a
digital processing apparatus; and a program on the program storage device
40 and including instructions executable by the digital processing apparatus,
the program comprising: means for receiving a test data structure having

tuples; means for determining, for each tuple, whether the tuple should



6 have been marked based on private information; nmeans for determning, for
at least one attribute in each tuple that should have been marked, whet her
t he attriwotog/ostroul d have been marked; neans for deternm niPeg/GH0O02m5 | east
one bit in each attribute that shoul d have been marked, whether the bit 5
shoul d have been narked; and neans for d&terni ni ng a watermark val ue for
each bit that should have been marked to determ ne whether the test data
structure contains a watermark. Preferably only bit positions in nuneric
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each tupl B e CBEY I Ndat &2te¥1af&t ur e, whet her the tupl e should have been
mar ked based on private 25 information. Preferably it is determ ned for at
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t attnp(utle een marked. referably it is determ ne or
| east ‘one P %ln aea%ﬁgattrl bute' that should have been mar ked, whether
the bit shoul d have been marked. Preferably a watermark value is

det er m ned f orPedenaihivt it hist rededbld 3bmhaveiberromar loddctdredetimirurvabies;
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at least sqme;attributes have primary keys, and the primary key of an
attribute e%s (tijséad fo establish a watermark value. 40 WD 03/ 098406

PEY/ GB03/ 02065 7 In one enbodi ment, at least first attributes do not have
primary keys,Praddrablyarte eosrmsirkbrdlges rp@ fierginintd piblreeti 52 weed to
est abl i shbaged on a one-way hash function of at least the private information.

According to a preferred embodiment, there is provided a method
20 comprising: using secret information to determine whether a pattern of

values exists in a test data structure.

Preferably it is determined, for each tuple in the test data
structure, whether the tuple should have been marked based on private

25 information.

Preferably it is determined for at least one attribute in each tuple
that should have been marked, whether the attribute should have been

marked.
30
Preferably it is determined for at least one bit in each attribute °
that should have been marked, whether the bit should have been marked.
Preferably a watermark value is determined for each bit that should
35 have been marked to determine whether the test data structure contains a

watermark.

In one embodiment, at least some attributes have primarv keys, and
the primary key of an attribute is used to establish a watermark value.
40



wat ermark value. 5 In one enbodi nent at |east sone attributes have primary
keys, and the primary key of an attribute is used to establish a bit

val ue. AWO®BMYSIg6 t 0 one aspect, the invention provi des aPoEFtGBIA/0L0GE

wat er mar ki ng a data repository having tuples, each tuple being associated
10 with one or nore attributes, each attribute havi ng one or nore bit
positions, at |east sone bit positions having a bit value, the nethod
conprising the step of: establishing watermark val ues for at |east one bit
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comput er PROGLAM.LPRRY 5% 09 AOULA $00RARANRcaILGN, When.Axecuted cn a
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25 According to another aspect, there is provided a method for
determining whether a watermark exists in a data repository having tuples,
each tuple being associated with one or more attributes, each attribute
having one or more bit positions, at least some bit positions having a bit
value, the method comprising the steps of: receiving a test data

30 . structure; and at least in part using private information, determining

whether the watermark exists in the test data structure.

According to another aspect, there 1s provided a computer program
for watermarking a data repositpry having tuplesg, each tuple being
35 associated with one or more attributes, each attribute having one or more
bit positions, at least some bit positions having a bit wvalue, the
computer program comprising program code means, which when executed on a
computer perform the steps of: establishing watermark wvalues for at least
one bit position for at least one attribute of at least some of the tuples

40 based on private information, to establish a watermark.



attribute having at | east one bit having a bit value; a value pattern

anong bits being established based on secret information. 5 BRI EF

DESCRI PTIVON 00B98HEbE DRAW NGS A preferred enbodi ment of thePprasB®an2i6avent i on
will now be described, by way of exanple only, and with reference to the
following 10 drawings: Figure 1 is a scRematic diagram showing a systemin
accordance with a preferred enbodi nent of the present invention; 15 Figure
2 is aflowchart of the logic for establishing a watermark in a database
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geperal |y designated 10. As shown, the system 10 includes a conputer 12
that accesses a data str ' i.t.0 afile systemor, in
the exenplary enbodi nent ggﬁ%gm%Egénm{giﬁguré’El'?%a%#g‘F&e{%gonal dat abase 14. The
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wat er mar k appl 2 gatkk en-clibegadibentexe ctiee graent htnveanput etll2owcaundert ake
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ttfg vvate_rr%%%nasqpllcatlon 16 can be a user-defined function witten in
Javaam e co%ut er 12 may be a 35 Wndows NT(r) Version 4.00 workstation
executing DB2(r) Universal Database (UDB) Version 7 using JavaT" Database
Connectivity (HHBEFM dennechivattiy) diagdbhesholypes: ofsteonputaersydange lwidhng

wi t hout |d pi-badd-QR SoRiA&ATE: GRMPEELNS, idvaRtoRs, desktops, and not ebook
conputers, may be used, as well as other types of databases. (Java, all
Java- based | ogos and JDBC are 40 tradenmarks of Sun M crosystens Inc in the
UR? t ed St at es,FiGPRer? dsuntiiicBschagE dotthe \RehBOWE RAtaPdighinggr SépErprk
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or both; @RdeiB2naand iBB2 4 ver sal- WO 03/ 098406 PCT/ GB03/ 02065 9 Dat abase
are trademarks of International Business Machines Corporation in the

United States, other countries, or both) For illustration purposes, Figure
1 shows t hat tl?’]'@uﬁ%.t?’alﬁeébgép't’(ﬁ‘}?rt of the logic for determining whether a
20 watermark exists in a test data structure in accordance with a preferred

embodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

25 Referring initially to Figure 1, a system is shown, generally
designated 10. As shown, the system 10 includes a computer 12 that
accesses a data structure or repository such ags a file system or, in the
exemplary embodiment shown in Figure 1, a relational database 14. The
computer 12 thus can host a relational database management system. A

30 watermark application 16 can be executed on the computer 12 to undertake

the logic shown in Figures 2 and 3.

In an exemplary non-limiting embodiment the watermark application 16

can be a user-defined function writtem in Java™. The computer 12 may be a

35 Windows NT® Versgsion 4.00 workstation executing DR2® Universal Database™
(UDB) Version 7 using Java™ Database Connectivity (JDBC™ connectivity).
Other types of computers, including without limitation main frame
computers, laptops, desktops, and notebook computers, may be used, as well
as other types of databases. (Java, all Java-based logos and JDBC are

40 trademarks of Sun Microsystems Inc in the United States, other countries
or both; Windows NT is a registered trademark of Microsoft Corporation in

the United States, other countries, or both; and DB2 and DB2 Universal



5 (e.g., the database 14) contains tuples 18, with each tuple 18 containing
one or nore attributes 20. In turn, each attribute 20 may i nclude one or
nore dat awbioB®9838¢ and each bit 22 has a value 24 that, ePgT/GB03/0zi6ther

"0" or "1" (or, in sone cases, null). Ingthe preferred-enbodi nent a
pattern of values is established, such aSs a pattern of bit values or |ess
10 preferably a pattern of database attribute val ues, using secret
information that, consequently cannot be detected except by accessing the
secret inbofmaid oite Wddembhies abongeonvarivhewsnbiidke piedent @rphidtdot ume in
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30 tape, electronic read-only nmenory, or other appropriate data storage
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the fol | omidagieef ichht if@AStBMeatddr8ing poovhal@deferred embodiment. Preferably
a machine component renders the logic elements in a form that instructs a
digital processing apparatus (that is, a computer) to perform a sequence
of function steps corresponding to those shown.
25
In other words, the logic may be embodied by a computer program that
is executed by a processor as a series of computer-executable
instructions. These instructions may reside, for example, in RAM or on a
hard drive or optical drive, or the instructions may be stored on magnetic
30 tape, electronic read-only memory, or other appropriate data storage
device. In an illustrative embodiment of. the invention, the
computer-executable instructions may be lines of Java or compiled C**

compatible code.

35 Now referring to Figure 2, the logic for establishing a watermark in
the database 14 can be seen. Commencing at block 26, a do loop is entered
for each tuple 18 in the database 14 in which loop private information is
to be used. While the preferred private information can be a "key" such
as the private key of a public key-private key pair, any suitable private

40 information, such as a string of confidential numbers, may be used.



Assune that the database 14 can be regarded as a database relation R 5
whose schene is R(P, Ao,...,A" 1), where Pis the primary key attri bute.

For il | uswoaBiogsape assunme that all v attributes AO, are can@iCuxaiBss/02deor

mar ki ng. That is, the database 14 has q tuples and v is the nunber of
attributes in the relation that are avaithble for marki ng, with being the
nunber of |east significant bits available for marking in an 10 attri bute.
Al so, 1/y represents roughly the fraction of tuples that will be marked,
r3 represents trbepdttdbamabstdipl esgurar kednaf tanobihey begittobns Erguiies2, a
repr esent Erg‘;k%eﬁi.gnifi cance level of the test for determ ning whether a
watermark“exi sts in a test data structure as discussed further belowin
reference to Figure 3, and v is the m ni num nunber of correctly 15 ' marked
tupl es needed Resuendhcatthagidthbagy ¢4 erme bef repanded et ldagsbase relation R
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In addition to the above, the following explanation of certain
functions is provided. The presently preferred non-limiting
implementation uses a one-way hash function H to operates on an input

25 message M of arbitrary length, and H returns a fixed length hash value h,
i.e., h = H(M). The preferred hash function has the additional

characteristics that i) given M, it is easy to compute h, ii) given h, it

is hard to compute M such that H(M) = h, and iii) given M, it is hard to
find another message M' such that H(M) = H{(M'). Message Digest 5 and SHA
30 are two good choices for H. <

A message authenticated code (MAC) is a one way hash function that
depends on a key. Assume F is a MAC that randomizes the values of the
primary key attribute r.P of tuple r and returns an integer value in a
35 wide range. F can be seeded with a private key K that is known only to
the owner of the database 14. In the preferred embodiment, the following‘

secure MAC can be used:

Fl(r.P} = H(K O H(XK O r.P)), wherein (O indicates concatenation.

40 With the above definitions in mind, the description of Figure 2 may
be completed. The logic moves to decision diamond 28, wherein in one
preferred non- limiting embodiment it is determined whether the tuple



under test should be marked as follows. The tuple is designated for
marking if F(r.P) nod y equals 0. it will readily be appreciated that only
t he user wibtob/og4bkerowW edge of the secret informati on K canPeagiBog/okmsow what
tuples to mark and, hence, what tuples haye been marked. 5 If the test for
marking is not nmet at decision dianond 28, the nethod | oops back to get
the next tuple. O herwise, if the tuple is to be narked, the logic
proceeds to block 30 to determine which attribute(s) of the tuple to mark.
To do thi s;nden tere proaférieedarion a¢ i fviliowy 10h¢ wpbbhdnt dedignatdde £t h
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the jth bivbabftuphes dit Fetfuredi dengel wbeedUPHPS r?&?’ftlh??@}l g€ bit_index j =
F(rs P) nod c. It is not 15 necessary to use consecutive |east significant

bits for marki &9 u!f&rtest %&@mm&hgsgo@lr&etp%ldfebm%nl @lmh@mst hene
dlstrlbutlo %’ ues i s
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are also private to the owner. 1) for each chg %f F(ﬁﬁ P) nod
a XBqual s OFCRIERY /PO HEP ICOPRPLILURI % 1835ttt 7t F%mi Ha&% ﬁor—m P 7688 v //
mar k at t r ihstaacAl thbpebiitt powdietops AnFginidh) thediietyibmaidn jofhbiy vaBEesbysr. Al

= mark(r. BrefedPdan jne 6ditrREK{PELIRFY. key pk, number v, bit index j) return
nunber 7) first_hash = HK O pk) 40 8) if (first-hash is even) then 9) set

the jth | east S|gn|f|cant bit of vto 0 10) else
A hash function is then used at block 34 to determine the value of

20 the selected bit. This value can be referred to as a "watermark value'.
In one preferred non-limiting implementation, the value of the j™ least
significant bit is set to "0" if H(K ( pk) is even, otherwise the bit

value is "1", wherein "pk" is the attribute's primary key.
25 The pseudocode below is an example of the above logic. It is to be
understood that the pseudocode is written in a form that simplifies

disclosure, rather than in the most computationally efficient form.

// The private key K is known only to the owner of the database.

30 // The parameters y, v, and ¢ are also private to the owner.
1) for each tuple r € R do -
2) if (F(r.P) mod & eguals 0) them // mark this tuple
3) attribute_index i = F(r.P) mod v // mark attribute 2;
4) bit_index j = F(r.P) mod &¢// mark j™ bit
35 5) r.A; = mark(r.P, r.A;, J)

6) mark (primary key pk, number v, bit index j) return number

7) first_hash = H(K O pk)
40
8) if (first_hash is even) then
9) set the j™ least significant bit of v to 0
10) else
11) set the j* least significant bit of v to 1
45

12) return v



11) set the jth least significant bit of v to 1 45 12) return v WO

03/ 098406 PCT/ GB03/02065 12 Wth the above in mnd, it may now be
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It may be the case that no primary ke& exists in the relation being
watermarked. If this is the case, and assuming that'the relation R
consists of a single numeric attribute A, the bits of the attribute A can
25 be partitioned into two groups. "X" bits of the value r.A are used as the
"primary key substitute" of the tuple "r* and the remaining & biteg are
used for marking. If the relation has more than oﬁe attribute, one of
them can be used as the substitute and the remainder for marking. The
attribute that has minimum duplicates is selected to serve as the primary
30 key substitute. The substitute can also be spread across more than one
attribute to reduce duplicates.
Now referring to Figure 3, the logic by which it can be determined
whether a test data structure such as all or a portion of a database might
35 have been copied can be seen. The logic is probabilistic, as will become

evident.

Commencing at block 38, a do loop is entered for each tuple in the

test data structure, with the private information K being available. At

40 decigsion diamond 40, it is determined whether the tuple under test was to
have been marked as part of an authorized watermarking. To do this, in

one preferred, non-limiting implementation it is determined whether F(r.P)



evident. Commencing at block 38, a do loop is entered for each tuple in the
test data structure, with the private information K being available. At 40
deci si on wWpanoysdosl0, it is determ ned whet her the tupl e ulRdErGRa®2068as t O
have been marked as part of an authori ze?3wat ermarking. To do this, in one
preferred, non-limting inplenentation it"is determ ned whether F(r.P) WO
03/ 098406 PCT/ GB03/02065 13 nod y equals 0. If so, the tuple should have
been marked, had it been processed through the algorithmof Figure 2. If
ll:)hekt est fRE ﬂa&]&il@g ols Ifng@ bt @xplgeg{o@h@mae}'ﬁmadrln&&edt hesaret hednl oops
ack to get the ne S e e_sho

mar ked, tﬁ)émfesseg élrr&l 2 he ?égof):ﬁphik Belt(‘mr?]eét er%‘l%;lcglewﬁg lﬂ!z?t]'?trl ut e?s) of
the tupl e BRBUP H’é\f?cbéé‘ﬁl dﬁﬁ‘?%’é*d”héfaetl??éhﬂ%t]é?ﬁﬁﬁﬁch Cl)]geFlﬁ’L?rﬁe’f been
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St ruct ur e JheesaratidTasked rk L4y Elh@leﬁtéﬁﬂ/a&tleniﬂhfeoimﬂt@mt&e As GQuEiates
| gy enent ed Ll LIS 82080 G Aho bl 06K (#8:e Al BGIS! Al ARGy ABpbd 1S
er ni ne@ wWHatrAar T he ? e has been test
| oops backK -t *deci Eion™ diidndh efegnartt?fir?%\?laﬁbnq F?@elh&%e‘f‘ﬁaﬁl f:-"r ?ﬁ‘rlﬁ erW| se,

t he | ogi c whepceedsirddexdecd Si(OIP) dm@dmfnd 50 to determ ne whether the count
exceeds a threshold 6. If not, "watermark not found" is returned at bl ock

52. h " wat k found t bl ock 54.
25 The pseudobSaE a1 B Shotr oMb HNoH At g FolEnthicn Pon ar "the.

19 mting atron of
weltSer mar k sgbeeet an tlegh ¢2 ks qup@rewm@ett% g%ﬁa@ AP HEs Py gt Pad
wat er mar kK thas@ithi sdruct@rd debheavatestargedgniith carcerievel idfloatatioe Het ect or
presel ect §4un3Q Qn&%@r&@eﬁuﬂf t‘ﬁeg@t iGhg aln ‘za.l:ObJQ.clc:]%c Q6 ea(Ahl bepls@os diBmédie

t est data truct % Q y %gu 0) _tAhen % }lglés }lgple
T T
was mar ked 4? aft e?tl?ﬁ?]en‘?dn %?(the rI‘f?(ﬁ‘);‘ig)m%n% il F tribute Awas ‘mar
logic loops back to decision diamond 40, retr1ev1ng the next tuple.
20 Otherwise, the logic proceeds to decision diamond 50 to determine whether
the count exceeds a threshold 8. If not, "watermark not found" is

returned at block 52. Otherwise, "watermark found (suspect piracy)" is

returned at block 54.

25 The pseudocode below shows one non-limiting implementation of the

watermark detection logic.

// K, y, v, & have the same values used for watermark insertion.
// a is the test significance level that the detector preselects.

30 1) totalcount = matchcount = 0

2) foreach tuple s in the test data structure S do

3) if (F(s.P) mod y equals 0) then // this tuple was marked

4) attribute _index i = F(s.P) mod v // attribute A;was marked
35 5) bit_index j = F(s.P) mod & // j™ bit was marked

6) totalcount = totalcount + 1

7) matchcount = matchcount + match(s.P, s.A:, 3J)

8) 7 = threshold(totalcount, a) //

40 9) if (matchcount > 7) then suspect piracy

10) match(primary key pk, number v, bit_index j) return int



35 5) bit-index ] = F(s.P) nod // jth bit was marked 6) total count =
totalcount + 1 7) matchcount = matchcount + match(s.P, s.Al, j) 8) i =

t hr eshol dwomsabsaeount, a) // 40 9) if (matchcount > z) themCIGHIOLO6PI I acy
10) match(primary key pk, nunmber v, bit_jndex j) return int WO 03/098406
PCT/ GB03/ 02065 14 11) first_hash = H(K40 pk) 12) if (first hash is even)
then 13) return 1 if the j"' least significant bit of vis O else return O
5 14) else 15) return 1 if the j"' least significant bit of v is 1 else

return 0 jTpe detaction J agk cHofk)Fi gure 3 can be perforned using a
user-defined aggregate function in accordance with the |ogic shown in 10

Figure 3, with the detection function returning a "1" if a watermark is
f ound andldt heh®i 6 reethashi by Y11 Gke¢2 | n t he above pseudocode, the

t hr eshol d1subr out i:R@uEP berused jinidadsBesiddicadunebspeti ¥ iiedo aslskotdtons. 0
As§urre th?4Log|§ of Figure 3 tests cv 15 tuples fromthe "suspicious”
(téest) da asé. These tests can be regarded. as Bernoulli trials wth

probabi | i £§) of 1/ ZFetHER Yt Ré FRsgic WasF S%&E’e@é’ﬁ?ﬁ/ °fihd St hé ]1580?%&1’?0(}

value in a specific bit position. The subroutine inline 8 returns a
M ni mum z suchThhaletetielger bolsi P tRictRat §8° HeeBSELFMeY5é83és in co trials
return cout&cidersid bgoregatestinthiom an sther@hcsi ghitf ktanoeiofshawvgdner nmi nes

h%/ anena?i&lrrehg %\M%Betmé ﬁe;:&tfl@ﬁ Sﬁmmﬁcﬁr ret\_’\&xtnkﬂn&kbﬁ nhower at i c@natihes| oner
t he chanc i % ﬁ?ectjé_)y entl |ng an innocent test database as having
‘f‘rl‘{i & “Yogi ©°

t he wat er BFFYdre’3, if a tuple attribute which was
mar ked has 25 been omtted, the tuple is ignored. Simlarly, if a tuple is
found whose ath rﬂﬂwhﬁo@@uéxdioha&e, beernchrasked, sttatoutree &btlre bee@ inasine

nul | val ug, .thg, ép%@h?l dsaggﬂ)qligxgs | R AR EI?éQOQL@%fVﬁid%@é .‘theg@srz QJ'ICOUI’I'[
and total count are una fected 30 It |s to be ap,ngggl a%t%d th
acts

débect | ontEGSr FIFMCPS BIUPREE OB HGEE iPEehiHs “pits £e regarded
i nfor mat i en Heropwliltie tofketla, wititt Roptobab&luvr Pﬁgl/éc*éke?sts th® logec d’llilbl nal data
or wat er NBhdcds@r@lifi Yendtehbt Sookd@cict GlueThh 2 ESedifporiianpodiaiodat abase

relations_since.relatjonsg a:ge%élggg equ Aé%dy%gg%egktvgﬁgwgygbﬂgu@ detecki on,

i
each verS|on O ?%e re t|on because t he or|g|nal
woul d be i@@ﬂp Fqulcﬁzgqssqg;eg.@(’cmtﬁgals return correct results is less than a. he

20 significance of @ determines how amenable the system is to false hits,
with the lower the a, the lower the chance of incorrectly identifying an

innocent test database as having the watermark.

In the logic of Figure 3, if a tuple attribute which was marked has
25 been omitted, the tuple is ignored. Similarly, if a tuple is found whose
attribute should have been marked, but the attribute has a null value, the

tuple is ignored. In any case, the values of matchcount and totalcount

are unaffected.

30 It is to be appreciated that the detection algorithm is blind,
because it simplyqextracts bits of information from the data, without
requiring access to the original data or watermark to arrive at its
decision. This is important for database relations since relations are
frequently updated. Without blind detection, each version of the relation

35 would need to be kept because the original would be required for detecting

a watermark.

In a particulér non-limiting implementation, as mentioned above a

watermark can be inserted by first retrieving tuples of R, with attributes

40 P, A being specified in the select list. The select statement can contain
the additiocnal clause "for update of A" that allows the database engine

know that the selected tuples of "r" will be updated. For each tuple "r"



a watermark. In a particular non-limting inplenentation, as nentioned
above a watermark can be inserted by first retrieving tuples of R wth
attri but e®0 08099206 A bei ng specified in the select l|ist. TReTEH0802065
statenment can contain the additional cl agge "for update of Al that allows
t he dat abase engi ne know that the selected tuples of "r" wll be updated.
For each tuple "r" WD 03/098406 PCT/ GB03/02065 15 .thus fetched, if the
wat er marki ng al gorithmdeterm nes that "r" does not fall into a gap and a
change i s thgededcheyt he sad uet@mabkihg algdipdnt eletsimir@BetHatCalr [@et sHHed to

mark r.A g Rdal &3t gt SIeRf .. %%”1@%%2dédslncéﬁer @Qiueo fclL'rA50£n Jpaguse that

aIIowsthe ata ase enlneto now t etob dated is r. As

al so di sclS68eU"RhovE bt?vatSe'srur"?ﬁrt't{3 gat'ectfon Ban %ﬂ@tﬁe? Pt ﬁ g7e £ sel ect
st at enent "corfetcht tduaseiplecdsusf thhe adlign cheuntdhrsbaseinekatiron tiSt

speci fyi ngnthewpattd but @ssleaAd Bat are in the select list. If a 10 result
tuple "s" does not fall i nto a gap, the count "total count” is i ncrenment ed.
I[f ,"s" contains the mar count "matchcount” .,is al so renent ed.

Wien all the tdfl %JSS%Q%%C%’E% aﬁ’t"?ﬁ‘(’:eé”geamaffﬁe FECELTT SR BSJF using
det er m nes V\#@Cheﬁattﬁeew Ghabiticht YheofuplerdPAgcienteeticonrr 'Haptides relption
"t ot al count "sgdtpkesd shaMdthi-ibddae s gnifdccapeean enelselbdt sastt harld

wﬁfoernarkrgg@uég%@ed m%eccto%g %@sﬁillﬂgo gQBthhel e&e@t ntcttelgatneu@sto

errors e terned ECtEd to force an

unscr upul ¢BSTEERYTEL o "S"oﬁ?ﬁttal’fl%rtﬂfé ’@?‘]ﬁkor Eh‘?gr‘fogﬁl%/ Wf)’f‘f}ﬁ:ﬁu?tb &F &% he
wat er mar k inemdtiented-hehe adopifisstuslagahavd bsen dwstresise. th@apeedtion contr ol
par amet er at i chdeieephiies hanad nmler pBdbabbipd 185 oFBfikathg Winkbchognt ¥ yhariés

radeof { oan hec dRdS: %801 115): ehont DAL d6LENILASS 1LheEy EXEENU, Obnel T OF

i nt roduce in an tribute’ s val ues. if less tuples are marked,

t e great 8PCTHBTX é%?tseﬂ‘ferbfieﬁﬁ%tﬁae t hat can be made to the val ues of marked
attributes. 25 Also, ~ is selected such that the unscrupul ous copyi st
guesses the vabggendiag di gby doaegerhor&thesllb, exoes cas vafudh&or what

under est i 0B 5% t&%\e\éatyeem H@ﬁ ftteete&egf ttt'feéégca%e Tarﬂggfa,%reatﬂgtt&e

wat er mar k Crease. dw'sé est abl I'she %/
unscr upul 68 & I¢o bFHIS elrre’e th SHATRIIYY tREFRIRITHE %ﬁeae%%f makigdctfase t he
chiance of cbatise' hidasa s decrease. t hep ghance colatolapavaineteratkat n a copi ed,

possibly BLISLE.. dalakase, id boPehased. [RAY5A60, vahies bey eaﬂcg{ase
t he robustness o e systentto attac increase’ data errors 1 n e
wat er mar kgadgiat against £, that determines the extent of error introduced in an

attribute's values. That is, if less tuples are marked, the greater the
extent of change that can be made to the values of marked attributes.

25 Also, ¢ is selected such that the unscrupulous copyist guesses the value
too high, large errors result, whereas if he underestimates the value, the
chances of his success in destroying the watermark decrease. v is

likewise established to foil attacks by unscrupulous copyists.

30 In summary, decreasing values of a decrease the chance of false hits
but increase the chance that a watermark in a copied, possibly altered
database will be missed. Decreased values of y increase the robustness of
the system to attack but increase data errors in the watermarked data.
Increased values of v and ¢ increase robustness, but in the case of ¢,

35 increases the value of errors in the data.



| ncreased val ues of v and ~ increase robustness, but in the case of , 35

i ncreases the value' of errors in the data. W 03/098406 PCT/ GB03/02065 16
CLAI M5 1woA3pmIput er for waternmarking a data repository RraviGrp3nesEes,
each tuple being associated with one or re attributes, each attribute
having 5 one or nore bit positions, at |east sone bit positions having a
bit value, the conputer including at |east one processor executing nethod
acts conprising: establishing waternmark val ues for at |east one bit
position for at 10 | east one attributeazs at | east sonme of the tuples
based on private information, to establish a watermark. 2. The conputer of
Claim1, erein at least one of, at le two of or all of: tuples to be
mar ked. " aftr bik SO Do PRI EREE Ao pTRos o e g e He T tbe

mar ked i n BHRLaPeirdFEECcEHTEIsSPERi PR Obi NorRat BrTHREkeS v R tle S e tE 1R RY ned
based on tohe ¢r mved eiknf@rimbéionat Jeadhesomenpitt essiofiofk diamidg 'awbet elanuenl y

bit, poSi tth@NSmbAc MUARELG1ingtdd h DAL 8N TR oPEIdorObxd N8 MALREAR Ko L0 4. The
conputer of Cl.alm1l, wherein the watermark val ues are established at |east

in part based 6i a one-way hash function of at least the private
information. 25 5. A conputer for determ ning whether a watermark exists in
a data reposi testabliauimywhtpiresk wacss tiopl £ Dehsy cassieici abeidinntforoae or
nore  attnibhut e8. KACKLH@L! bk it eNAVENE: QREY IDI&L BhiedPB8iddioRs. at | east

sone bit ROsitions h%w ng glplhtav%ttégmartkhe conputer including at |east one

processor “éxecutiny method acts conprising: 30 receiving a test data
structure; and at least in part using private information, determ ning
whet her the waheramapktexpstSlain 1 hehémsh datiaast ranet of eat3beabt tleeof,
comput er @f GhiabM FupMIERei # WhskLEt SFdViBLAG 36tnd Sabibdelt akena Bpie,

de_Ltserm ni ggtv\,het her the watermark exists. rEet,hgnéesStec{j%_tcablsé r“%géymra%{n\é\n ;hl n

a predet ermi r‘?é’éltpiroo a ?Ibletﬂr}a}rkf T A a(‘:totr%u er programfor waternar
dat a r epo¥tity HE CAEPTUPPEPaseR BhtRUPFEVHE At ¥E8BE™ated With one or
nore attributes, each attribute :
3. The computer of Claim 1, wherein only bit positions in numeric
attributes are part of the watermark.
20
4. The computer of Claim 1, wherein the Wate:mark values are
established at least in part based on a one-way hash function of at least

the private information.

25 5. A computer for determining whether a watermark exists in a data
repository having tuples, each tuple being associated with one o6r more
attributes, each attribute having one or more bit positions, at least some
bit positions having a bit value, the computer including at least one
processor executing method acts comprising:

30

receiving a test data structure; and

at least in part using private information, determining whether the
watermark exists in the test data structure.
35
6. The computer of Claim 5, wherein the determining act 1s undertaken
by determining whether the watermark exists in the test data structﬁre

within a predetermined probability.

40 7. A computer program for watermarking a data repository having tuples,
each tuple being associated with one or more attributes, each attribute

having one or more bit positions, at least some bit positions having a kit



having one or nore bit positions, at |east sone bit positions having a bit
WO 03/098406 PCT/ GB03/ 02065 17 val ue, the conputer program conpri sing
program cwoeseans, whi ch when executed on a conputer pePCorGBIBIRI6St eps
of : establishing watermark values for at,l|east one bit position for at

| east one attribute of at |east sonme of the tuples based on private 5
information, to establish a watermark. 8. The conmputer programof claim?7,
wherein the step of establishing waternark val ues conprises the steps of:
10 det er mvaimg pheraptigyd esodrambeompat kied basmdmorrdsr nvatse winfobr wigdn on;
det erm ni régé@ttelde%ta g&gp@ggrgegggﬁn ttgeb&eggr&ed in each tuple to be

mar ked; 15 deter ni.n ast _one.bhit to ke ttrjhu to
be narked; an(f bﬁl%gh Wage?aﬁ/gtvearlﬁﬁsr kfto\]/:a fec ét Oqe ]P gggletgch fn(%nglﬁul I

bit to beleh lead éttftréet%P SH LPRSTWEPRY (Pr Rf.le iepﬂges }étaﬁeét RBPHEIRES
watser mar kiinfomadats rtepesikbbish hawdtegmdnipl es, each tuple being associ at ed
with one or m)re attributes, each attribute having one or nore bit

positions,, at ast_sone bit 03| Vi.n u .hod
conpri si n§"t he s?ecoth‘ter 5°e%a |s |ahm Via %%%?Ech\?ﬁ@éeps%?o?ét%l{%ggg one
bit posi tWBF\e“FT@Fka‘taluF%ﬁF‘p%Satfter FE@iﬁtseoéf at | east some of the tuples

based on private information, to establish a watermark. 30 10. The net hod

ofiod aim9, wherelmihhgy ?tepalotu]@gsal% ithi ek b LI REK priabtesntebintaBesn ;
conprises: determning plural tuples in the data.fepository to be marked

based on private information; 35 determning at |east one attribute to be
marked in eachpEREning BE L9REFKERE 2HETIOMAT fionge APTFeRs 67 BPP1] 5obRe

mar ked i nmezcdd;attri bute to be 40 narked; and establishing a watermark
value for at |east each non-null bit to be marked to establish the

W%.‘Ser mark. WO QSéeQr?ﬁﬁQr?g ag{ecaatBQBén 2936.5\_5 to be marked in each attribute to be

marked; and

establishing a watermark value for at least each non-null bit to be
marked to establish the watermark.
20
9. A method for watermarking a data repository having tuples, each
tuple being associated with one or more att%ibutes, each attribute having
one or more bit positions, at least some bit positions having a bit value,
the method comprising the step of:
25
establishing watermark values for at least one bit position for at
least one attribute of at least some of the tuples based on private

information, to establish a watermark.

30 10. The method of Claim 9, wherein the step of establishing watermark

r

values further comprises:

determining plural tuples in the data repository to be marked based
on private information;

35 )
determining at least one attribute to be marked in each tuple to be

marked;

determining at least one bit to be marked in each attribute to be

40 marked; and
establishing a watermark value for at least each non-null bit to be

marked to establish the watermark.



18 11. A conputer program for determ ning whether a watermark exists in a
data repository having tuples, each tuple being associated with one or
nore attrwbuws®ss4oeach attri bute having one or nore bit poPCTIGBIS/ 2@ | east
sone bit positions having a bit value, thg conputer program conprising 5
program code means, which when executed on a conputer, perforns the steps
of: receiving a test data structure; and 10 at least in part using private
information, determi ning whether the watermark exists in the test data
struct ure.1112. AT RN BB LR EST R I afe 'Rt dionyiet heftie e F priteiE $E6E6F vitng
step, recek¥espasiesty HatiagStudlebureachamipng baipbesssaniatdiewsite pnefor

determ ning..o %t?%ésseéacthE&rl%Bé %Qvufgorc;néaéihméi»@'b@t Zﬁ'&l%f&{s,? Q@ 1TeHQt‘: €
shoul d have bee ased on ]prl Vﬂte |E%orma determ.nin for

ot Least SRES O POUCAoTR L Pupe ¢ HEPEHE -5 TRFREt Sohet her
t hé attri Puperaghoeds "ave Weeeh Whekedecutst er m FPRRIteF orPextorPashe STEPDi t
in each atdfri bute that should have been narked, whether the bit should have
been narked; and 25 determining a waternmark val ue for each bit that should
have been marked ta deter tWheE heg: t he Lest data structure contains a
wat er mar k. 13.7°TRe"E8nputEr %’l SgFam of " ai'm 12, further conprising
program code 30 neans, which when executed on a corrputer performthe steps
oft0 nmi nt ai ni rG bexaubt paftcorihgciribbte Vakoestiand deasednong twhetipounbe

deter m ni pg Whgt el lbe MaLeE MRLK &xaStsrdcButde 35 test data structure.
14. A nmethod for deternining whether a watermark exists in a data

repository having tuples, each tuple being associated with one or nore
attribut e3?- eadhe AFPIBRR ETREATNGT cHetBrllmptersie PEsTeiBisnY &FPeast sone
40 bit posktéibnrs hadsagiaabstrucahoe hather mebleed acdmpei siapgef Retstweipinof :
regei Vi ng gniLsksdata structure; and WO 03/098406 PCT/ GB03/02065 19 at
| east in part using private information, determ ning whether the watermark
exists in the test data structure. 15. The nethod of O ai m 14, wherein the

step of deter mdﬁpe?@i@é%r ifgése_achStuple, whether the tuple should have been
marked based on private information;

20 determining, for at least one attribute in each tuple that should

have been marked, whether the attribute should have been marked;

determining, for at least one bit in each attribute that should have
been marked, whether the bit should have been marked; and
25
determining a watermark value for each bit that should have been

marked to determine whether the test data structure contains a watermark.

13. The computer program of Claim 12, further comprising program code

30 means, which when executed on a computer, perform the steps of:
maintaining a count of correct bit values; and

based on the count, determining whether the watermark exists in the

35 test data structure.

14. A method for determining whether a watermark exists in a data
repository having tuples, each tuple being associated with one or more
attributes, each attribute having one or more bit positions, at least some

40 bit positions having a bit value, the method comprising. the steps of:

receiving a test data structure; and



determ ning, for each tuple in the test data structure, whether the tuple
shoul d have been nmarked based on private information; determning, for at
| east onewatosiddané e i n each tuple that should 10 have beeaTraBok®neswhet her
the attribute should have been marked; gdeternmining, for at |east one bit
in each attribute that should have been marked, whether the bit should have
been marked; and 15 determ ning a watermark value for each bit that should
have been marked to determ ne whether the test data structure contains a
wat er mark. 16atAlsatain epositsiny, prooaps iisfagrat2on plaredninipl ebetheachlhs upl e

having at ,Least -Pne:atd rinbute re8acihcadddhicbbites having at |east one bit
having a bit value; a value pattern anong bits being established based on

secret information. 25 17. The data repository of Claim 16, wherein at
| east somBSat t FheIeEsod IpdvEL Pt Ahr YERESS CBAFTERLDAPTRIFYKEY CBFPEhT =S

at tori _bUte is used_ to establi sh a watermark value. 30 18. The data
reposi torky of GLalMidbng WREF eRtnatudieast thiradstaddoal btthRgureownethdravies
primary te:ég%ﬁatas'gg\ﬁgdr Eaa\;et IbEaIer?nma(:)r ec?lbta%eé %naplg‘z{x;aﬁg :qutfg%hclt)éitoﬁ, is wusedto

est abl i sh val ué.

determining, for at least one attribute in each tuple that should

10 have been marked, whether the attribute should have been marked;

determining, for at least one bit in each attribute that should have

been marked, whether the bit should have been marked; and

15 determining a watermark value for each bit that should have been

marked to determine whether the test data structure contains a watermark.
16. A data repository, comprising:

20 plural tuples, each tuple having at least one attribute, each

attribute having at least one bit having a bit value;

a value pattern among bits being established based on secret

information.

25
17. The data repository of Claim 16, wherein at least some attributes
have primary keys, and the primary key of an attribute is used to
establish a watermark value.

30 18. The data repository of Claim 16, wherein at least first attributes

do not have primary keys, and a partition of bits in a first attribute is

used to establish a watermark value.



