;&f()e3e2K2DDEH“ | DNK6KTK® z CERTI FI ED SHUFFLE- DECRYPTI NG SYSTEM
CERTI FI ED SHUFFLE- DECRYPTI NG METHOD AND CERTI FI ED SHUFFLE- DECRYP

VERI FYI NG METHOD FI ELD OF THE | NVENTI ON The present i nvenﬂmwuwmﬁm
certified shuffle decrypting system a_certified shuffle-

and a certified shuffle-decryption vertfying nmethod, for perf ¢sodortg
certified shuffling and certified decryption which are enpl oyed, for
exanpl e, in configurations such as an anonynous comuni cati on channel .
*159159* BACKGROUND OF THRTIRVENT SOV HFCEMPERRYETINGCSMSTEMed Shuffling] A
conventional certified shuffling technique is described, for exanple, in
Japanese Pat ent Appli cat®BRTNSIEDROSHIDEODONECRBNBME eMPRH@Rt Lai d- Qpen
Application No. 2001 251 289) (hereinafter, referred to as "Docunent 1").
Figure 6 is a bl ock diagramshow ng a cofibgurati on of the conventi onal
techni que described in Docunent 1. In each of the acconpanying draw ngs, a
joining arrow neansCERBIFpERCBEUBFLENPECRAPT DN aVERDBEY N6t MEDHROPhe arr ow
are sent together to the tip of the joining arrow, while a branched arrow
means that at |east part of the infornmation at the root of the arrowis
sent to the tips of the branched arrow. The term "shuffling" used herein is
referred to as "re 2 encr ypt iEGEISh@FE [THIG INVIENDZONent 1. Herein
"shuffling" neans to shuffle the order of the input encrypted texts and to
re-encrypt them TReteprésgnt oifveuteo®, rélates enca ypeedifesd stpubfie-

to a
t hod

decrypting system, a certified shuffle-decrypting method and
a certified shuffle-decryption verifying method, for
performing certified shuffling aﬁd certified decryption which
are employed, for example, in configurations such as an

anonymous communication channel. mmmm

[0

*159159*

BACKGROUND OF THE INVENTION

[Conventional Certified Shuffling]

A conventional certified shuffling technique is
described, for example, in Japanese Patent Application No.
2000-059091 (Japanese Patent Laid-Open Application No. 2001-
251289) (hereinafter, referred to as “Document 1”).

Figure 6 is a block diagram showing a configuration of
the conventional technique described in Document 1. In each
of the accompanying drawings, a joining arrow means that
pieces of information at the roots of the arrow are sent
together to the tip of the joining arrow, while a branched
arrow means that at least part of the information at the root
of the arrow is sent to the tips of the branched arrow.

The term “shuffling” used herein is referred to as “re-



keys 100 are input to be shuffled at the shuffling step 101. At this point,
the input encrypted texts and shuffling information 102 specifying the
shuffling are sent to the identical conversion certifying step 103 as well
as to the substitution certifying step 104. The identical conversion
certifying step 103 generates and out puts2identical conversion certificates
105, and sends random nunbers 106 used for generating the certificates 105
to the substitution certiféing step 104. The substitution certifying step
104 out put SSREBERT QM | DERFIDIT chit RN hb | digHS ul C%H’vfeér@i%
certificates 105, the substitution certificates 107, the encrypted
t ext s/ publ iee&ey st oPhubhte shut f Pedeenet ypedi pR%E seneuYRF&d,| gﬁ?st%n?he
response generating step 108, where responses are added to the identical
conver si on tR@r¥¢T¢REEWRL 108eMt he substitution certificates 107 and the
encrypted texts tqﬁagnerate and output shuffling certificates 110. The

i denti cal conver RFPEeiRg feaf BgUFresot ot $ler SRERYRRRA reaponbebhbiove
that they have the know edge of the order of the shuffled input texts and

t he cont entkefs cbierss ohnpet eachkypshehfleddat wheda sheffhpng ehepypféd
texts each contain multiple integer elenents, prove that the el ements of
each 3 erktypied pekitarehehimpredenarypeedahexbs derdapuiEtended are
subj ected to corresponding encryption. The substitution certificates 107

t oget her wi imfeHeakE_PORBEsSprovEYihat thaesBrifinggasedeenbf tehEhenput
encrypted texts is correct. In order to prove that this shuffling process
is correct,ideptierli¢oraerayont epstifivhegystar 10énescupléonseksi Bhe
certificating step and the substitution certificating step, are enployed in
Docunent 1.s@esbiewtianaeareiésingfsterniOgending i islediiemufeonvgrsion
certificates by separating the processed subjects of the certifying step.

[ Convent i ona¢rebfying etitelect §pt yenpratesnvedt PokaNtsetdangleator certified
decryption is disclosed, for exanple, in Japanese Patent Application No.
08- 263575 (QapwaestoPatentifbcaBess3yyl) andreendst sandenfernbarsolas
"Docunment 2"). Figure 7 is a block diagram show ng a configuration of the
convent i onatse@cher qguendratingethe ncepeufbaates FgﬁeF@ihbetéuFEBBFét¥Pn
shuffl ed encrypted texts 200 and secret keys 201 are first input into the
decrypti ng eeepliDoingosteect pt i dihe Bkt it jopurreBhif¥ing R y4d
texts 200, the secret keys 201 and the decrypted texts 204 are sent to the
decryption eerputyi agbstepukden easetfbpataestOy nf diatidentidml decrypti on
certifying step 205 outputs decryption certificates 206. Herein,

"decrypti oncomeansien gpartiditgtedect(pt the swesyptuticexcsrbyfiisphgsat

| east one of the secret keys that 4 are kept separately from each other.
By repeatin§0suckhpagn¢avrtedr yprrancuhlici kgval1108f ane sbufélefeys, the
encrypted texts can be decrypted conpletely. [Certified Shuffle-decrypting
Met hod AccoedithgrtedPEestsALPP Fhe éaputfiredtBauresbPagseeghnpyating step
Docunment 1 and the certified decrypting technique of Docunment 2 can be
conmbi ned t 0l 9Hi avhene ceesppnegssanef pddadctgpthagidenhbgal Frgurersips a

bl ock diagramfor illustrating the certified shuffle-decrypting nethod by
sinply conbtarhgfibetesniehti bhal sueehhtybésnotebbilireates118idand Fhes

met hod i s characterized in that shuffled encrypted texts 404 are contai ned
in shuffl e-eleecryptédntestsi tocaereratie, andaputhetsabpffédnenceypiédcaerss
404 are input into decryption certifying step 417 and that no data is
transfornmedli?om the response generating step to the decryption certifying
step. However, this conventional technique has the follow ng probl ens.
Assume a syst em i Fhehidentheakneeyperdioexcerbttéicapas t65beogatineredifhd
decrypted to give decrypted texts, and then validation certificates for the
shuf f | i ng/ delee ypespgnpescessvar ehgenthayebavadtbat poowlaighoafhtha order
anonynous communi cati on channel can be configured by conbining the

conventi onabftebdinsiguééledl Dopubehests and Bhascdetenibefi aboversthihsfor
met hod requi res unnecessary shuffled encrypted texts to be output to prove
val i dati on.eMheyptheng and, awhen the input encrypted texts each contain

multiple integer elements, prove that the elements of each



5 nunber of encrypted texts, outputting unnecessary shuffled encrypted
texts adversely increases the anount of certificates and deteriorates
comuni cation efficiency. According to the conventional technique of
Docunent 2, nodul ar exponenti ati ons accon?anied by a | arge anount of

cal cul ation proportional to the nunber of°the encrypted texts have to be
carried out for generating the certificates. This adversely affects
efficiency of the shuffle-decryption. In view of the drawbacks of the
above- descrébaey R gt orare t debhf tr@dsin athe rsang e NG reeRi feésent
invention is to conbine the techni ques of Documents 1 and 2 to provide a
certified shud f3ubirergptinceyreapyni g rene et somuf f ITéed EaRFHItH &t hod
and a shuffle-decryption verifying method, which are efficient since there
i s no need @Froufratengl Shufedethencyiiph dehe exesPemie s RECER ErdunEhof
calcul ation as well as an anmount of certificates are mnimzed. In view of
t he drawbackxubfling afdse-@esehe bbtPebrrRer YRR te¥hhi Hesor B Second

obj ective of the present invention is to provide a certified _

shuf fl e- decrypti ngp syzdeimta reeYe fikat stHufd | ekl ing iprPeRIhoks and a
shuffl edecryption verifying nmethod, which can realize further highspeed
processi ng tyrigeht | weece ebbf hep t hed neivties, otamely| e ekgomehes bt i ons and
an anount of calculation. SUMVARY OF THE INVENTION s In order to achieve
t he above- desevébetbnbfertiecatbne skgrcandftheesphecthetionention is a
certified shuffledecryption device of the invention for shuffle-decrypting
mul ti pl e enceyptficaving soegenerat enphey¢d elnclegpnent t bxt Pomineangy 1
generating shuffle-decryption certificates for certifying that the

shuf f | e- decasipt¢oms haff toiertt ggnenkehopl af eshuhf Whng hcerhef beaees obyt he
encrypted texts is shuffled and encrypted with public keys to obtain
shuffl ed enseypradingxtise phochsaee sheiedesr9pt ellewehtsEviry Ke§B-to
obtain the shuffle-decrypted texts; responses are generated as references
for certificationkjomasretiomnal heerespoededecryptidntates certifying
validity of the shuffling of order, the encryption and the decryption for
obt ai ni ng t he shuA f¢eneenyporal t extlsnbagee gepreree el f ted deeryrheent kel
certificates and the response are output as shuffle-decryption
certificatedistbreederforhexanpiefi o Sapdneee dBatgptidpPHbyateonfNehe
present invention conprises: a shuffling unit into which the nultiple
encrypted t@Xxt2363mdSt héapanese Rayentiridoi npl@3and) whheneshaftees the order
of the multiple encrypted texts and encrypts themw th the public keys,

t hereby geneefeingdnudtapl BDghuhéned2€herypted texts; a decrypting unit
into which the nultiple shuffled encrypted texts and the secret keys are

i nput and whi ch détgype s’ the shbieckedengrdpt soweny sa wiehi igeraetert ef
keys, thereby generating nmultiple shuffle-decrypted texts; and a certifying
unit into whhehcoheenuionpl eteabnjgueddiegigsedhénpboriweReys. and t he
secret keys 7 are input and which generates the shuffle-decryption
certificateRefabrenyetro Fhothe ¢ershbtfédeghencteptiedr yprtanZdevarsd of the
present invention, the certifying unit conprises: an identical conversion
certifying secretokegengpat ang &icettihpeht éntertheéydagryphingt skapweO0Bhe
ordering relationship anong the encrypted texts before and after the

shuf fl i ng aSoweti¢cagpt aodom Tharhertheaisistpdtorshenti hed | e zyret dchdver taaneQ0,
when each of the input encrypted texts consists of nmultiple integer

el enents, ttla¢ seckabwseyha?O1handl ehendscoyptaedhterntsypbédarexsehveobeen
shuffled in the sane order with the same random nunbers; a substitution
certifying tinétdéorygenenatengifiycegt stepat@ScerBadsd mn tttagse he i nput
encrypted texts have been correctly shuffled; a response generating unit
for generatimforespbosestherdebeyptioni carttbpirgssbapcapbi éytpgtanit and
t he substitution certifying unit; and a decryption certifying unit for
gener at i ng, dbasedt bont bertefpoases, 2@6¢certificate certifying that the

shuf fl edecrypted texts are obtai ned through correct decryption of the
shuffl ed encrypt eiffetekt s Usengypheosécnesnkeys. pditiiallyhdeceyptftibates
generated by the identical conversion certifying unit, the substitution
certifying emctyabedt hextlecbyptsbngcett Légsthgonai bfasheekecastt keysespahses
generated by the response generating unit are output as the

shuffl edecryption certificates. Another aspect of the invention is a
shuffl e-decryption verification device, of the present invention, for
verifying whether or not shuffle-decryption of nultiple encrypted texts 8



has taken place correctly by referring to shuffle-decryption certificates
certifying that the shuffle-decryption has taken place correctly, where the
shuffl e-decryption certificates conprise: responses as references upon
certification; and certificates, generated based on the responses,
certifying that the shuffled encrypted tekts, obtained by shuffling the
order of the encrypted texts and encrypting themw th public keys, have
correctly been decrypted with the secret keys to give the shuffle-decrypted
texts. Moreover, the shuffle-decryption verification device of the

i nvention conprises: an identical conversion verifying unit into which the
shuf f | e- decapthemt ceepafatal esfremecapleropred. t Sit enrasd inglsuctkeys and
the shuffle-decrypted texts are input, and which verifies whether or not a
gener at or dfatthieakbedeciyrbien iasus hhar aht | of diet pecsduf keypg bheer and
the content of conversion of the encrypted texts, generates chall enge

val ues, andcenavegrtedctestfstdrnippuicenypypd edompkeketynsi sts of a plurality
of integer elenents, verifies whether or not the el enments of each encrypted
text have been shuf@é¢etl fed hShehifke vleleryrihthe dieehe@rodehdinhe sane
random nunbers so as the whole conversion to encryptions; a substitution
verifying upior motivhich the shuffle-decryption certificates and the
chal | enge val ues generated by the identical conversion verifying unit are

i nput, and whi ch Mg idéesifhhed hehubfling techrigryprddeewnenthat deénthe
correctly shuffled and a decryption verifying unit into which the

shuf f| e- decesptibiededecfvrbirng badhnheue haf | Rogement udscgenkee acerbbyedhe

i denti cal conversion 9 verifying unit are input, and which verifies

whet her or tetobtwinhafééedifhedypheliftexdechppeineanetbedect |y decrypted
using the secret keys to give shuffle-decrypted texts. Only when judged
"valid" in all ofFidwere denis calbltonkedsagranefof yi hjusimratingetisebstituti on
verifying unit and the decryption verifying unit, the encrypted texts are

j udged t o heect hEbed stivd f f ke déecyyppeing anetlnodl yby Yeimphpt bembaspegt thé t he
invention is a certified shuffle-decrypting nethod of the invention for
shuf f | edecrygtvemt hothd 1 ptecentqgyes edf t Bx¢sment seheand e2 s huft i e dectrhygd eids
texts and for generating shuffle-decryption certificates for certifying
that the shoidtactiectiypdi on bhstcehvéfi¢y emkeyppeédceexbed@d ahe order of
the encrypted texts is shuffled and encrypted with public keys to obtain
shuf fl ed encoypaided ek sshwhfté-deeryhehoneceypt Bicates 46y eth&eysheo
obtain the shuffle-decrypted texts; responses are generated as references
for certifisaufbhed dasedpbadtbextespohsarecenputi tatesdeeryptyong validity
of the shuffling of order, the encryption and the decryption for obtaining
t he shuffl ecefetiypird sexpsidieag@nthat edp datat he geaesborwdedefromi thees
and the response are output as shuffl edecryption certificates. The
certified shedporselegeyprangnoeshed vdé the deaveyptoon cenpifgiesgt hbept eps
of : based on the inputs of the multiple encrypted texts and the public
keys, shuffling thheweveler ofiis heomuent bbmabnteyiphibaue eixeas timel Eotlgpinag
themw th the public keys, thereby generating nultiple shuffled encrypted
texts; basepromlemhe.inputs of the multiple shuffled 10 encrypted texts
and the secret keys, decrypting the shuffled encrypted texts with the
secrete keys, theékshyngenespsieny imlvhidle sheféhervetedptetits exts; iapadt
based on the inputs of the nultiple encrypted texts, the public keys and
the secret keyise glentfaédngndhéeshyptée-tdecgypei dacreptedi takes, &andt he
certified shuffle-decrypting nmethod of the present invention, the
certifying shep cohpdasesn eartiéintatas tonVEMSlshufélin@ydegrngpn@or
generating a certificate certifying that it knows the ordering rel ationship
anong the emcoypsedatexysnbedvee and afitputt hadlsthdddh ran esnovgniows random
nunbers used for encryption are known, and, when each of the input
encrypt ed teotmsucOnst 563 chanmeli phe lbéetenf sgurddtbyt cékmbisinfatheéhe

el enents of each encrypted text have been shuffled in the sane order with

t he sane r anclovemtuidress; tackubgtes udbf obocaeméntyi hgasdiep asrdgeoeibédng a
certificate certifying that the input encrypted texts have been correctly
shuffl ed; aabbesppnsieil gemethddngestitped olingetesahrpgshespoagesntoyptbe

i dentical conversion certifying step and the substitution certifying steps
and a decrypizion cerve fyutpust ep poovgensl bdatgon basitbrontHdre respanses, a
certificate certifying that the shuffledecrypted texts are obtained through
correct decryption of the shuffled encrypted texts using the secret keys.
All of the certificates generated by the identical conversion certifying
step, the substitution certifying step and the decryption certifying step
as well as the responses generated by the response generating step are

. a o M I T Y 2 Y o, . o T o M



Yef still another aspect of the invention is a certified shuffle-decrypting
system for generating shuffledecryption certificates certifying that
multiple encrypted texts have been shuffle-decrypted correctly, and for
verifying, based on the shuffle-decryption certificates, whether or not the
shuf fl e-decryption has taken place correcgly, wherein the system conprises:
a certified shuffledecryption device for shuffle-decrypting the nultiple
encrypted texts to generate the shuffle-decrypted texts, and for generating
the shuffl e-decryption certificates; and a shuffle-decryption verification
device for verifying whether or not the shuffle-decryption has taken place
correctly, roynseef esf iergctpotdd gexes at@de st {he- vere yeps ealry esthst Bheld t he
shuffl e-decryption certificates for the shuffle-decrypted texts. The
certified dndfyretadctrypts ondderseky tecrgpiss whe handenisecf et keys, the
shuffl ed encrypted texts obtained by shuffling the order of the encrypted
texts and emertyipfidcatdheamnad dditprbdr et &eysomtine! ebyigenef fit chgnehe shuffle
13 decrypted texts; generates responses as a reference for the
certifications; goenssediasgcesttiie cabreserteidndyitgchibhges ofi Ddeumespodses,
the validities of the shuffling of order, the encryption and the decryption
for obtai nimgduher séwpdhedecaypobes &exdmparned oby pat satde gevernatefl
certificates and the responses as shuffle-decryption certificates. In the
certified stuidleatees iptopgrsysiem ob the pumisentof nvieatenarypbedceektéi ed
shuffl e-decryption device conprises: a shuffling unit into which the

mul ti pl e encdypties bextsranadt bet piibl | gekeyst i@ tipute andf ba tds shuftfilses
the order of the nultiple encrypted texts and encrypts themw th the public
keys, thereywgeneratanfectstéeprecsénty| efl eneryphefléedésrypt et ypti ng
unit into which the nultiple shuffled encrypted texts and the secret keys
are input and whinh desw yef sthidedsiwtbddlesl enctlyptsisbiexdssatibed he secrete
keys, thereby generating rmultiple shuffle-decrypted texts; and a certifying
unit into weshehheomal t £ pten egeey pt £df 1 £xt Sobi et publ 6£ Koy spaadetbe
secret keys are input and which generates the shuffle-decryption
certificatesnvémtibe certofiedbsheffhe-deshypiieg sysbesunént hel paegent
invention, the certifying unit of the certified shuffle-decryption device
conprises: @ peenidead 6ORYEFrSEQNsKEffléydadriwptingosygean) aki dgrified
certificate certifying that it knows the ordering relationship anong the
encrypted texisrbefoseraptdinftRethbe shafil sNGf 85evebtrastiandosrDEpbeGS
used for encryption are known, and, when each of the input encrypted texts
consi sts ofmethdéd pl ehetenepéserthaient 0088 thatethe gbenesdisoof each
encrypted text have been shuffled 14 in the sane order with the sane
random nunbetspuet Supsshtftien erctipyeéagtents &nd generahi agoantestificate
certifying that the input encrypted texts have been correctly shuffled; a
response gefeIrahiangiomi &sfwelyensrahi agotiesponsesrtdritheesdaenti cal
conversion certifying unit and the substitution certifying unit; and a
decryption mefitmfyeéddg unit for generating, based on the responses, a
certificate certifying that the shuffle-decrypted texts are obtai ned
through correct degrypéw onf ofhé hershivddkedoenely phissivé edéscusbag the secr et
keys. All of the certificates generated by the identical conversion
certifying comvent hensubséehnifedsrest séyong opiécandet be Orerppésent
certifying unit as well as the responses generated by the response
generating iMvéned&nOUsPEd Bsoth@eshutélei desnyphionieentitisaing. syptehe
certified shuffle-decrypting systemof the present invention, the
Sthf|e-deCéY@éfﬂﬂfY@diéhﬁﬁfl@ndd@Y?ﬁeiﬁ@nﬁétﬁ@é3aﬁ@ 4dsntEeak-conversi on
verifying unit into which the shuffle-decryption certificates, the

encrypted tgxtésypthenpubtieykaysmabHodhewshuhf bendecayptedrtiexhsraneghhput,
and which verifies whether or not a generator of the certificates has

infornationspéeahpréeéééihggbyr?Eéa@my 4bere9Bi Rt tRE ROMMEFSHONMOAUY B
encrypted texts, generates chal [ enge val ues, and, when each of the input

encrypt ed t&xbpSnERNSAEISnOT aRdPLH! ahblift ObrebgMeni gri¥RLi fies whether or
not the el enents of each encrypted text have been shuffled in the sanme
order and converted with the same random nunbers so as the whol e conversion
to encryptions; a substitution verifying unit into which the

shuf fl e-decryption certificatesvmaky g e 18REXTICN Vval ues generated by
the identical conversion verifying unit are input, and which verifies

whet her or not the encrypted texts has been correctly shuffled; and a
decryption verifying unit into which the shuffle-decryption certificates
and the chal | enge val ues generated by the identical conversion verifying
unit are input, and which verifies whether or not the shuffled encrypted
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BRI EF DESCRI PTI ON OF THE DRAW NGS Figure 1 is a bl ock di agram show ng a
configuration of a certified shuffle-decrypting system according to one
enbodi ment of the present invention; Figure 2 is a flowhart for
illustrating operations by the certified shuffle-decrypting system
according to one enbodi rent of the preseng invention; Figure 3 is a diagram
for illustrating certified shuffle-decryption according to one enbodi nent
of the present invention; Figure 4 is a diagramfor illustrating

shuffl edecryption verification according to one enbodi mrent of the present

i nvention; 17 Figure 5 is a flowhart for illustrating operations
according to a copvestdonalo et isind aiee fud oAl @I BAOIves, one
illustrating operations of conventional certified shuffling, Figure 7 is a
di agram f orgdddastgati g Ppesatt onsvert LonVeantd ofedt LT dd fsiegf giee+ ypt i on;
and Figure 8 is a diagram showi ng a configuration of a conbination of the
convent i onadedeghti epese shosvo £ ntié gliesn ti emdf or HETAE 1EnOESEHR Bid ON OF
THE | NVENTI ON Her ei nafter, enbodi ments of the present invention will be
descri bed imildetri¢ amciypedadreaces too tdeneraw ngsuf f Cerded¢rpgoted texts
shuf fl e-decrypting nethod] According to a certified shuffle-decryption

t echni que ofnd heoprasrgratimenthohf l¢TdeeryrhteyptedtiEkeatepubPfc keys and
secret keys are input. Based on the encrypted texts and the public keys,
shuffl ed ere%ipt B rextRatreheetlepbf Lo dafeyPt PR RP%IfFPRECEhtY yhREF t ext s

d ted with, th t. K t J d t ed ts. Next

oL, oYL (0 16, SSET e KeIR.LE 8L V8 JoE LIPS L e W iy B
I dt te th huf f | t . i

oTp! o1 | L RENG(AL5,1 00, ST 8, 0Pl 651 S 58S P LK B

to the convgnti Pa&hfgﬁhgfgu@heﬂoﬁeﬁ L& wPSh ISSEEL PO O DOCHTEREn 1.

However, accordi'ng to the present | tion, the decrypted texts are used

instead of ghe ghuff]eieOeryPLedexdS; tLXESoh B OT HRE sOn8LREEQt &sChal | enge
val ues for generating the certificates. Then, difference of the

verificati ofef&sathdss Wo ENCOEEUE SchABionS) Ngasbe eecEydt edspensssj nstead of
the shuffled encrypted texts upon the verification procedure is obtained

and added teetthifsdufdési ogreefvifgcatbsdiffhecfethe fsivafEsifigrofabrdati on of
the obtained difference of the verification results are generated as
decryption thetéf¢eypbeson Tard shiné f deéaygypeion f fent estahnindetiecsypf foa-
certificates are added together as shuffledecryption certificates. The
decrypt ed t@§¢§YE#ﬁﬁth%X§ﬁu@¥¢egg%%r?b?ﬁbna@@r¥h$i@%@%rﬁﬁ%doﬁ?ﬁﬁ%flcates

and the response are output as shuffle-decryption
certificates.

Moreover, the certified shuffle-decryption device of
the present invention comprises: a shuffling unit into which
the multiple encrypted texts and the public keys are input
and which shuffles the order of the multiple encrypted texts
and encrypts them with the public keys, thereby generating
multiple shuffled encrypted texts; a decrypting unit into
which the multiple shuffled encrypted texts and the secret
keys are input and which decrypts the shuffled encrypted
texts with the secrete keys, thereby generating multiple
shuffle-decrypted texts; and a certifying unit into which the

multiple encrypted texts, the public keys and the secret keys



[ Shuf fl e-decryption verifying method] According to the shuffle-decryption
verification of the invention, first, the encrypted texts, the public keys,
the decrypted texts and the shuffle-decryption certificates are input.
According to the present invention, the decrypted texts are input for the
verification, instead of the shuffled encfypted texts used in the shuffle
verification of Docunent 1. Difference of verification results caused upon
using the decrypted texts in place of the shuffled encrypted texts upon the
verification procedure, which is included in the shuffl edecryption
certificates, is used for correcting the verification equation.
Subsequent | yye Vahpeiatd el Whithegehéfgtencenofshherverdétepbtoonresults is
verified. When the results of both of the verifications (1.e., shuffle
verificati opetisi fgcdhes decrypted texts and verification of the validation
of the difference of the verification results) 19 are "valid", the
verification resMerdovet heishuifié¢ | eeect §i¢d oshu £ bert et rgst Loml deffice of

ot herwi se output as "invalid". Figure 1 is a block diagram show ng a

confi gur at i ome afresert t Lhvedt sbuf f tee deer ypf v hgg sysi encompbE 8EAy 80 one
enbodi ment of the invention. Referring to Figure 1, the certified
shuffle-dec#@%@th@a%yg@@ﬁ$6$l@ﬁecﬁrékgh%n@n%%ﬁtnﬁﬁ% geneFabvived@with a
certified shuff|e-decryption _device 10 for generatin ertificates and a
shuf f | e- dect§pt1 bhcaksi FPERLf etk 2B kg?W%th?ygﬁéeﬁae%d on the

tificates., Th tified shuffle-d ' ice 10 | i ded with
Chuf {11 ng. W1 410 6P HBCPYRR PG Gnt e TIPRA GOL6r (PPOPRG GAL=1oct ThES

huf f1 1 IR | t f
Shuf {1 es  HEPGEREHEETEE N8 Eap ! PffoBIRURLERS GCS 2OF BHOLVELKEN e o
results witp,the pabhi cykeySchOndbyermy! 1hphe Shubibedaepesypt ednbexts. The

decrypting unit 12 receives the nultiple shuffled encrypted texts generated
by the shufffimglunple lineBgdeseelhekeys, tRAE deCkiohs thetsbuEf kedments
encrypted texts with the secret keys to generate and output multiple
decrypted tertsacHhenceyptéyi tgxtinhbvd3bgenesatiefledr inftnat esmbasedeon the
mul tiple encrypted texts, the public keys and the secret keys. The
certifying wihth t3ei sapeovadddmwntthbansi densibatitonvenscenttéyingyiingtunit
13-1, a substitution certifying unit 13-2, a response generating unit 13-3
and a decryperopereratiygng aartificate ceotifigindenbhatarheohnersi on
certifying unit 13-1 generates certificates which certify (which perform
zero knomAe%@%rYRF%?ag?¥§§ PRB8f PeeRatorReGtkRoA P RELRES aRi BREAPPSBf t he

orders before and after the_shufflin bx t he shufflig ug't 1% as.well as
CheC T e e B Shn Dot R R ot P e R R BARRCS! PoRee bt aeBRiFEht cd
the . ed Tor: feneach . 1

Lot Trorne! Sty Shaltn LBLELEOLEGPL, L SHRR: Pne! BECLEERLLEBL SODVERSIAD,

el ement s Ofu%ﬂ@-eQﬁ&yQtﬁgckggE§oﬁ%§e§@§fg£ﬁ§ugﬂi£hfo§a nQEQE?gﬁvdbased

processed w t he sanme random nunber.” T strtution certityrng unit
13-2 generatgstgeribbhsakes, t Batebeikibyrbhabreelihingnbastrer sRGEkYstaken
pl ace for the input encrypted texts. The response generating unit 13-3
gener ates rgspppsesdf eextbeakrdesbtaahegotMeptypnceerbtt yiBgriptioh3ot and
the substitution certifying unit 132. The decryption certifying unit 13-4
gener ates cehé¢i $hoAftedhenbrgptedf yekhat ushegshuéf sedrenckgpsed Akktst have
been correctly decrypted with the secret keys. The certified

shuf f| e- dectypt fent dévcabesOgenepatedaby bhet hdepeichli canvergaénerated by
the identical conversion certifying unit 13-1, the substitution certifying
unit 13-2 aﬁﬁthEYHééryﬁ%FontbérFPg§Fh§uEhPP ¢griyif¥ing| rnas fRe £BSponses
generated by the response generator  13-3, to_give certificates for
shuffle-dec%%ﬁfYBE%Oﬁh%egﬁa?YFengEF§p?§oweéérFFiEa?i6ﬁ5880F8§ ggnpgated
provided with an identical conversion verjfying upit,k 21 subst i tution
Veri fying it EBs SROPRRaecROREEon08r FhyFnbranpiinyt s §nd SRurrie-

decryption certificates. .
Another aspect of the invention is a shuffle-decryption
verification device, of the present invention, for verifying

whether or not shuffle-decryption of multiple encrypted texts



The identical conversion verifying unit 21 accepts inputs of the

shuffl e-decryption certificates, the encrypted texts, the public keys and
the decrypted texts to verify that the certificates contain the know edge
of the order of the shuffled input texts and the content of conversion for
encryption. Wien each of the input encrypted texts consists of nultiple

el ements, the identical conversion verifying unit 21 also verifies that the
el enents of each encrypted text are shuffled in the sane order and
converted with the same random nunbers so as the whol e conversion to
encryptions. Then, the identical conversion verifying unit 21 outputs the
result of thees vierkdn qalaosm asrieatld"bprréfemalng"t o amtu HEhet d¢esymnion

out puts chal | enge val ues again. The substitution verifying unit 22 receives
i nputs of té¢ershidddecsleceyplfvingethatithe eshaf etdecypheorhads ehgken
val ues generated by the identical conversion verifying unit 21, and
verifies thatacheCohifsting vhererdes ohufhbetdeet yRREeYpEettt £keataas been
done correctly and outputs the result as "valid" or "ipvalid'. The
decrypti on SIRFISHy LPSRODILT 23 VRECTHTRS WPOR HeeShf FFRt HeRt ydRfon
certificates as, well as the chall e val ues generated by the jdentical
Conver si on G T Hy FHE TR { 9BIST AR VBT PTT 2 (AT THEPURRTH ot BherYbeea
texts have bee r c , t S yS. t Lve. dec ted
texts, and %h %U?@ét%%&%%%%$t£%$£§€F¥$i%%%?%h géég%%%ﬁdsyoghg#%§%€§d£¥8V%en
all of the ificaty r e, ) dent i V. Lon: ver iy

ni ¢ 21 R R o b s ek S R A Ol pLLRS
verifying updys2have éaﬁfééﬁlym@eﬁh&@&fp@@&wmhomaeééét@@tkeysd@w ce
20 judges that the shuffled decrypted texts are the result of correct
decryption @fvé hend npuibf eDEr @t LPpt &Xt Sexd outputs a result of judgnent
as "valid". Wen at | east one of the verification results is "invalid", the
result of judgmemMiorsoweldt puthasstiufibd+décr et eomateet{iddnelqpnedentce of
invention will be described with reference to an exanpl e using El gama
encrypti on.tiel inwngsonar eopprbsesonain t 1 dest béal heopyesshon | neehfyong

[ El gamal encryption systen] Elgamal encryption system belongs to a

publi c- key @rilpt HRYyQtehdclri Eae  shubf e rARCHYBHEPR perhtftcabRs, skikesfy the
relationship P = kq.+ 1 are determ ned. These prine nu s are referred to
S Bl Ganal SRSTRTR SiAr BB r sLhGARIRI LReFaYS R G BhEnt beTaRCr g

el enments of eth Tgen,.lggbéic keys %glg m)% ar e ‘gﬁé céred froo e{liements of
Z*p of ordé? Fo0hs TPY ti§?§ Y% qﬁ%f %h Fro 2 ndY % n-order to
encrypt pl 3#&%:?&({& PoE 1.2%8 X‘ngfffégtgé eﬁ'?%‘t%nférﬁg’ioﬁaggoﬁé‘“”berS s E
RZg are secfetly generated to obtain encrypted texts as 3
shuffling order and the content of conversion of the
encrypted texts, generates challenge values, and, when each
of the input encrypted texts consists of a plurality of
integer elements, verifies whether or not the elements of
each encrypted text have been shuffled in the same order and
converted with the same random numbers so as the whole
conversion to encryptions; a substitution verifying unit into
which the shuffle-decryption certificates and the challenge
values generated by the identical conversion verifying unit
are input, and which verifies whether or not the encrypted
texts has been correctly shuffled; and a decryption verifying

unit into which the shuffle-decryption certificates and the

challenge values generated by the identical conversion



(G M - (gos, moSP) nod p In order to decrypt this encrypted texts, the
secret keys x are used to calculate as PP - MG nod p . The decrypted
texts P correspond to the plain texts P. Here, assune that the secret keys
X are possessed separately. In order words, x is the sum of m nunber of x~
(j - 1,...,mM which are separately possesged, where x = (xl+...+xnm) nod q
Her ein, the x~(] - 1, ,mM are referred to as secret keys used for
decryption. In order to conpletely decrypt an encrypted text, decryption
operation, in which Mis successively divided by the results of the
foll owi ng Expression (1) calculated by using the respective secret keys for
decryption, ds £ epeat i § 4r&lin®it Xiddd -whiich -vdl i FHONaYEEshé P 5Pen@{esent
exanpl e, only one secret key for decryptlon is used and referred to as x' .
G'~ mod p .the -sHufif Jed BWEyRiEsd textisd Ha v hedn ofo Lredy DY edle & £y Sed hat
are input are represented by Expression 2 below. Each el enent of each
encrypted tiexing sctHdiesededentepd &3 RyDfe tditeu Hf Derdecrymted ntgxts+= Dnly .

, N .. (2) 24 [Decrypted texts] n nunber of decrypted texts that are
out put ar e wrepr epeiged hya Expf ebsi ahl 3o Het ey, 1 dertil @t Bnesnver s ach
decrypted text is the element of Z*P of the order q. (g;,m) i=1, , N

(3) Thesevaarif ¥Heg rasil + stlodt sl Byt et e hey e léiPJd‘era@ﬁ‘ Eh@ n nunber
of encrypted texts represented by Expre55|on 4 bel ow and decryptlng t hem

with the sel§@tYReYR (YFifvdngiunily, the encrypted sfexteharenyadyaduke

generating functionl Spuffle- -decrypted correctly.

Yet another aspect of the invention is a certified
shuffle-decrypting method of the invention for shuffle-
decrypting multiple encrypted texts to generate shuffle-
decrypted texts and for generating shuffle-decryption
certificates for certifying that the shuffle-decryption has
correctly taken place, where: the order of the encrypted
texts is shuffled and encrypted with public keys to obtain
shuffled encrypted texts, which are then decrypted with
secret keys to obtain the shuffle-decrypted texts; responses
are generated as references for certifications; based on the
response, certificates certifying validity of the shuffling
of order, the encryption and the decryption for obtaining the
shuffle-decrypted texts are generated; and the generated
certificates and the response are output as shuffle-
decryption certificates.

The certified shuffle-decrypting method of the
invention, comprises the steps of: based on the inputs of the
multiple encrypted texts and the public keys, shuffling the
order of the multiple encrypted texts and encrypting them
with the public keys, thereby generating multiple shuffled

encrypted texts; based on the inputs of the multiple shuffled



Hereinafter, a challenge value generating function will be descri bed.
Figure 5 is a flowhart showi ng an exanple of an interactive certifying
protocol consisting of the following four steps. First, a certifier sends a
commitnent referring to a certification to a verifier (Step Al). Next, the
verifier sends a challenge value to the qgrtifier (Step A2). Then, the
certifier sends a response in response to the challenge value (Step A3).
The verifier confirns authenticity of the certification based on the

commi tnent, the chall enge value and the content of the response (Step A4).
In such an interactive certifying protocol, the authenticity of a

e S APeOdS O ML ACHp 0T o8Ot e fEr A {L AR LR, SN Bursie
appropriate response to the verifier in response to any challenge value. In

Step A2, a éﬁ@%ﬁéﬁ%ﬁf@@xg§nﬁfﬁﬁiPﬂeas§8§é&@nﬂgy§?|Hﬁef@ﬁybgeﬂéﬁgtiﬂét?ad_Of
the verifier, thereby converting the above-described interactive certifying

protocol taon@l hpté NERE AELE VR F PHOEO| text 2P S@CHisERl by, tRS 1gphiesested
by a flowhart shown in Figure 2, first, the certifier generates a

comm t ment tled emulttple® enceyptédcaexon, tiohé heuveit fkeys (SieptBd) sedhen,
the comm tnent and content of the certification are input into the

above- ment i aesl, feereraning o asmuf hkeodeprypatom céat | £hgeteal ue (Step
B2). The certifier generates a response to the challenge value and sends
each of the generbt eehelateartbfief spffierdesiwpt By .maqHod et e confirns
the authenticity of the certification based on the commtnent, the
chal | enge VRFELEhA RN EbAR entPRf CE Rk F EERINTeCR FRPPBUTSS As2Hescri bed
above, accor in€$to the certification_protocol of the invention, the

|
certifier cHADetfdl nTRRYEFFCA FORCIM Y HEA STTR ef ALt ISR LI W2 verifier.
Th b - i f i f ti hal | | i f d
(o ae a chard Brobr ot HeSorhar ufia SERTRaH ofnduf B POt S ooy e ©

fol | ow ng §§§$ﬁ§h£§)am$&é*%hé éhéry?F%%Q%%ﬁt%§éngP§ QN4 PLELOF LRE

chal | enge val ue generating nctron 1s Integers that 1s less

than g but £K&ffﬂin€ra§0&elﬂhé§ F4RGEH ORuAOESs NRte @l FOW PREAPBEEER LPebe
derived intentionallTy through calculation with respect to the relationship

bet ween thekndowptll and, owigntefEht HE tied ainpashépchppveenc ekt ecensists
conmponents of the output. A specific challenge value generating function
may be expresSsed]tipleexhampéetspythde fol koswagtkatiatheone(&pentk ¢X)eachlash
( (Hash (x) ) i nod gq) nod ¢ 26 [Substitution Matrix] Hereinafter, a
substi t uti ceneeypPtxdwi¢kt beavdeskeéheshufled nint tiee "samst Prder oniplt the" is
defined as an n x n (row x columm) square matrix having a single unique
conponent "32M@nrFRAPH RERPEE iy andulabht ¢bl eimce AL viP@r SEBRPEAENt s are

all "0" on Zg. An_exe Iarz n?trix includg the foll ow ng, nmatri x é?;. 010
0000 1 OYLPtyng @erftificate certifying that the input encrypted

texts have been correctly shuffled; a response generating
step for generating responses for the identical conversion
certifying step and the substitution certifying step; and a
decryption certifying step for generating, based on the
responses, a certificate certifying that the shuffle-
decrypted texts are obtained through correct decryption of
the shuffled encrypted texts using the secret keys. All of
the certificates generated by the identical conversion
certifying step, the substitution certifying step and the
decryption certifying step as well as the responses generated
by the response generating step are output as the shuffle-

decryption certificates.



.. (7) [Shuffle Matrix] A shuffle matrix is defined as an (n + 1) x (n +

1) (row x colum) matrix {Aur v~ (a.v = O0r...,ri) where the conponents

t hereof forma substitution matrix of (A, j} (i, j - 1,..., n): nx n (row
x colum) AO ~r Air or AOO or ERZg (1r ~ - Ir . .., n) [Certified

Shuffl e-decryption] Hereinafter, a certifliled shuffle-decrypting nmethod
according to one exanple of the invention will be described wth reference
to Figure 8. [Shuffling step 402] Encrypted texts/public keys 401 (g~. m).
(go. mo)=(i = 1...., n) are input. Next, in shuffling step 402, shuffling

i nformati on 403 27 Ao, ~, ERZq (j - 1, . . ., n) A, ~ . Substitution
matrix (i, j - l,Yet,adQthSr Piepacedof THhed, invpsnebbesi 9fa tienf plé-owi ng

Expression (8) as the shuffled encrypted texts 404 are cal cul ated accordi ng
t o Equati ongedBYypasoh ovépinsyidhemethde, shof fvénpfgiey wWletloat potsndhe
shuffling information 403 as well as the shuffled encrypted texts 404. -~g;
,m~ i=1,..shuffle-d&ryption of multiple encrypted texts has taken
place correctly by referring to shuffle-decryption
certificates certifying that the shuffle-decryption has taken
place correctly, in which the shuffle-decryption certificates
comprise: responses as references upon certification; and
certificates, generated based on the responses, certifying
that the shuffled encrypted texts, obtained by shuffling the
order of the encrypted texts and encrypting them with public
keys, have correctly been decrypted with the secret keys to
give the shuffle-decrypted texts.

The shuffle-decryption verifying method of present
invention, comprises: an identical conversion verifying step
where the shuffle-decryption certificates, the encrypted
texts, the public keys and the shuffle-decrypted texts are
input, where it is verified whether or not a generator of the
certificates has information of the shuffling order and the
content of conversion of the encrypted texts, where challenge
values are generated, and, when each of the input encrypted
texts consists of a plurality of elements, where it is
verifies whether or not the elements of each encrypted text
have been shuffled in the same order and converted with the
same random numbers so as the whole conversion to
encryptions; a substitution verifying step where the shuffle-
decryption certificates and the challenge values generated by

the identical conversion verifying step are input, and where

it is verified whether or not the encrypted texts has been



ng =-g""" nod pi=1, ,N1V=nm =-m,"" nod p i=1, ,n " .. (9
) [Decrypting step 405] The shuffl ed encrypted texts 404 and t he secret

keys 400 for decryption are input. Then, the decrypted texts 406 are
ca Ic
m

ul ated according to Equations (10) and output. g~ =g~ nmod p i=1,...,n

g;-"~m nmod pi ~1, ... , n ... (1Qp [identical conversion certifying
step 407] The shuffling infornation 403 and the encrypted texts/public keys
401 are input. Then, a random nunber 408 Au, o E RZg ( ~ = O, . ., h) is

prepared to calculate each of the variables as a part of the connttnent
expressed by the foll ow ng Expression (11) 28 according to the foll ow ng

Equat i ons (é@tr@@eiltoswteyédthsnaeauaécﬁ§ eﬂoﬁd@é\ﬂfgtn@oayeﬁswa@re the
certificate 409. ... (11) dp v=0 a t' =~ni" mad p "
(12) [ S@tb@ffleli-d@@ryptibflyt@gtﬁfB@aﬁé@] apéd SflhléfJ:EaHBéﬁgé values

generated by the identical conversion verifying step are
input, and where it is verified whether or not the shuffled
encrypted texts have been correctly decrypted using the
secret keys to give shuffle-decrypted texts. Only when it is
judged “valid” in all of the identical conversion verifying
step, the substitution verifying step and the decryption
verifying step, the encrypted texts are judged to have been
shuffle-decrypted correctly.

Yet still another aspect of the invention is a
certified shuffle-decrypting system, for generating shuffle-
decryption certificates certifying that multiple encrypted
texts have been shuffle-decrypted correctly, and for
verifying, based on the shuffle-decryption certificates,
whether or not the shuffle-decryption has taken place
correctly, wherein the system comprises: a certified shuffle-
decryption device for shuffle-decrypting the multiple
encrypted texts to generate the shuffle-decrypted texts, and
for generating the shuffle-decryption certificates; and a
shuffle-decryption verification device for verifying whether
or not the shuffle-decryption has taken place correctly, by
referring to the generated shuffle-decrypted texts and the
shuffle-decryption certificates for the shuffle-decrypted
texts. The certified shuffle-decryption device: decrypts,
with the secret keys, the shuffled encrypted texts obtained
by shuffling the order of the encrypted texts and encrypting

them with public keys, thereby generating the shuffle



Aa, "mdq(,c,1.v=0 ., N ) which is obtained based on the
shuffling |nfornat|on 403 generated in the shuffling step 402 and the
random nunbers 408 generated in the identical conversion certifying step
407 is input. Then, random nunbers (not O nor 1) Q iO. p, ~u E RZg (u =

0....,n) g = go are prepared to cal culatd3the foll ow ng Equations (13) 29
~; '“GArO-Fp ~J)A~, md gl =1, ... ,nj. I ~; ~~3Aio + 2p' ~,i~A~0 Ai;
+ pAo; nmod qi =1, ... ,n ~=i ~0 = ~~' Ao + 7J)No Aio + p~7~0 + pAoo
md qj.l nyr, ~ 2A~ A~; + aAo; nod q i —1 ... ,n ~=i n W = ~ A~-0 Ado
+ VAoo nod q j =i 1.V~$p~Vr:gPrVO:goo~V; =gr w=g~, 1No =
gW T, _ $M¥rgptredl tegts;, yonegabesUresPons®s Psiglreference. £613}htlere,

each of the variables represented as Expressions 14 is output as a
substituti otecetfitatchdesdldeneravey; cartbfincavesucentifiyingl, based on.
(14) [ Response generating step 412] The encrypted texts/public keys 401,
t he identicahecoaseossen, cehei fatatdbsids90ft heesahwffiingonfcerdeti cahes
411 and the decrypted texts 406 are input to calculate
encryption and the decryption for obtaining the shuffle-
decrypted texts; and outputs the generated certificates and
the responses as shuffle-~decryption certificates.

In the certified shuffle-decrypting system of the
present invention, the certified shuffle-decryption device
comprises: a shuffling unit into which the multiple encrypted
texts and the public keys are input and which shuffles the
order of the multiple encrypted texts and encrypts them with
the public keys, thereby generating multiple shuffled
encrypted texts; a decrypting unit into which the multiple
shuffled encrypted texts and the secret keys are input and
which decrypts the shuffled encrypted texts with the secrete
keys, thereby generating multiple shuffle-decrypted texts:;
and a certifying unit into which the multiple encrypted texts,
the public keys and the secret keys are input and which
generates the shuffle-decryption certificates.

In the certified shuffle-decrypting system of the
present invention, the certifying unit of the certified
shuffle-decryption device comprises: an identical conversion
certifying unit for generating a certificate certifying that
it knows the ordering relationship among the encrypted texts
before and after the shuffling as well as random numbers used
for encryption are known, and, when each of the input

encrypted texts consists of multiple elements, that it knows

that the elements of each encrypted text have been shuffled



chal | enge val ue according to Equation (15). ~i = xi Q0 ~8~ ~np ~m~ ~ Bo

~8> > ~m-. r vivo Wi rw-tivo.riri rv ~a~ ~ua rui j=1,...,n) , i=1,...,n
... (15) Then, responses are cal cul ated according to Equations (16) . 30
n ru=~Au~c,, nod q p.=0,...,n V=~ n ~, =7~ + ~~; ri r; nodq'-1..

(16) Finally, the identical conversion cddtificates, the substitution
certificates and the responses are output as shuffling certificates 413.

[ Decryption certifying step 417] The decrypted texts 406, the secret keys
400 for decryption, and the chall enge val ues 414 generated in the response
generating step are input. An arbitrary value E Rnod g is selected to

cal cul ate Egyathéensamd 7drdér ~withOthe "®&m® rahdéh nukbexspod p y = ~~ nod P

no = go nod p ... (17) Next, the challenge values for decryption

certificatisubatetecalonl atediigtogdinptt foEquabépat{ig)a certificate

G =~0~~~~| ~~| ~~go~no ~no~ ... (18)
certifying that the input encrypted texts have been correctly
shuffled; a response generating unit for generating responses
for the identical conversion certifying unit and the
substitution certifying unit; and a decryption certifying
unit for generating, based on the responses, a certificate
certifying that the shuffle-decrypted texts are obtained
through correct decryption of the shuffled encrypted texts
using the secret keys. All of the certificates generated by
the identical conversion certifying unit, the substitution
certifying unit and the decryption certifying unit as well as
the responses generated by the response generating unit are
output as the shuffle-decryption certificates.

In the certified shuffle-decrypting system of the
present invention, the shuffle~decryption verification device
comprises: an identical conversion verifying unit into which
the shuffle-decryption certificates, the encrypted texts, the
public keys and the shuffle-decrypted texts are input, and
which verifies whether or not a generator of the certificates
has information of the shuffling order and the content of
conversion of the encrypted texts, generates challenge values,
and, when each of the input encrypted texts consists of a
plurality of elements, verifies whether or not the elements
of each encrypted text have been shuffled in the same order
and converted with the same random numbers so as the whole

conversion to encryptions; a substitution verifying unit into

which the shuffle-decryption certificates and the challenge



Next, the responses for decryption certification are calculated as: r' - ¢
x'" +~ nod q Finally, ~7 . ' ~ n . r 31 are output as decryption
certificates 415. [Cbrtlflcates] The identical conversion certificates, the
substitution certificates, the responses and the decryption certificates
are output as certificates for shuffl e-de yption. [Verification of

Shuffl e-decryption] Hereinafter, a nethod for verifying shuffle-decryption
according to the present enbodi ment of the invention will be described with
reference to Figure 4. [identical conversion Verifying Step] The

shuffl e-decryption certificates 316, the encrypted texts/public keys 401

and the decyyphed &@%E§a€é@ bhPHhe Qhéhk§89§ M@hve§s§99 aeeiegliayl ahed
according to the follow ng Equation (19).

- ﬁl ~9O~gj r nlr 8] 1 gL11 0} I BRANWAYEHI vE@TYH =W wnet'ner:vrarj ndeUthe=éncrypfikd

TR texts has been correctly shuffled; and a decryption verifying
unit into which the shuffle-decryption certificates and the
challenge values generated by the identical conversion
verifying unit are input, and which verifies whether or not
the shuffled encrypted texts have been correctly decrypted
using the secret keys to give shuffle-decrypted texts. Only
when it is judged “valid” in all of the identical conversion
verifying unit, the substitution verifying unit and the
decryption verifying unit, the encrypted texts are judged to
have been shuffle-decrypted correctly.

Yet another aspect of the invention is a computer
program product for certified shuffle-decrypting, which
controls a computer for shuffle-decrypting multiple encrypted
texts to generate shuffle-decrypted texts and for generating
shuffle-decryption certificates for certifying that the
shuffle-decryption has correctly taken place, wherein: the
order of the encrypted texts is shuffled and encrypted with
public keys to obtain shuffled encrypted texts, which are
then decrypted with secret keys to obtain the shuffle-
decrypted texts; responses are generated as references for
certifications; based on the response, certificates
certifying validity of the shuffling of order, the encryption
and the decryption for obtaining the shuffle-decrypted texts
are generated; and the generated certificates and the

response are output as shuffle-~-decryption certificates.



(19) Then, if the follow ng Equations (20) are true then "valid", if
not then "invalid" is output as an output 501. na~g~ _~g,,~ nod pw
~Z0 ~=0 n N ~m~ =~~m~~ nmod p ~-0 y=0 ... (20) [Substitution Verifying Step]
The shuffl e-decryption certificates and the chal |l enge val ues 500 obt ai ned
in the identical conversion verifying stdf are input. Then, if the

foll ow ng Equations (21) are 32 true, then "valid", if not, then
"invalid" is output as an output 502. n u~ =no ~u;~'r'" nod pi=1 n n vn
yo ~i~1<<i - i~=v ~ac;, ~vindpOiii=1-~1a~rogEnri'>>w

~, 0~~,ii mod pi=00 .. . (21) [Decryption Verifying Step] The

shuffl e-decrypti dietceartotthentespantd ¢dhetlohaldwegel val Lesa SOnwbter ned i n

the identical conversion verifying
program product for shuffle-decryption verifying, which
controls a computer for verifying whether or not shuffle-
decryption of multiple encrypted texts has taken place
correctly by referring to shuffle-decryption certificates
certifying that the shuffle-decryption has taken place
correctly, wherein the shuffle-decryption certificates
comprise: responses as references upon certification; and
certificates, generated based on the responses, certifying
that the shuffled encrypted texts, obtained by shuffling the
order of the encrypted texts and encrypting them with public

keys, have correctly been decrypted with the secret keys to

give the shuffle-decrypted texts.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram showing a configuration of
a certified shuffle-decrypting system according to one
embodiment of the present invention;

Figure 2 is a flowchart for illustrating operations by
the certified shuffle-decrypting system according to one
embodiment of the present invention;

Figure 3 1s a diagram for illustrating certified
shuffle-decryption according to one embodiment of the present
invention;

Figure 4 is a diagram for illustrating shuffle-
decryption verification according to one embodiment of the

present invention;



stép are input. Then, the auxiliary challenge values are cal cul ated

according to the follow ng Equation (22). ~':Fbt~~'~~~l'~~o~nn~nn) ... (22
Next, if the follow ng Equations (23) are true then "valid", if not then
"invalid" is output as an output 503. 80 ~ ~0 nb nmod p n ( ~& ) =r~r~
md p "' ... (23) If all of the outputs ilf the identical conversion
verifying step, the substitution verifying step and the decryption
verifying step are valid then "valid", if any one of themis invalid then

"invalid" is output as a shuffledecryption verification output 504. In the
certified shuffle-decrypting systemaccording to the present enbodi nent,
functions of the Bihuiiféi ngisngtfldwchasdS foe teruyptaningnoped2tidhe
certifying unit 13, the identical conversion certifying unit 13-1, the
substituti onccerdifyi ng ancoOnt8rliohakt teshpohgeegenerating unit 13-3 and
the decryption certifying unit 13-4 of the certified shuffledecryption
device 10, functibhguot ©hesiaehirendmchoveliblodtvatingi geoations, cfhe
substitution verifying unit 22 and the decryption verifying unit 23 of the
shuf f1 e- decP9pYeRRL Qo1 f FRBEL Bhedet eI dBNTand other functions may al so be

realized as a hardware. ut er. progra vided with the apove-nenti oned
functions, namel y¥ hg%%?tfbggdas%h$$¥%ﬂ EEQ f sBF%B%%%1%Bﬁr% ronsoF
shuffle-decr tion.verificati ? Brgg can alsg be realized by being

| oaded to aCTRRDY Y OFS ﬁ%b P proted B}OnTh% ertified

Shuffle-decryptiomi@mﬂgr@nlgng dbggsiif shewdesr ¥ pedbePi yeraticeat benapr ogram
may be stored in a magnetic disk, a sem conductor nenory or other storage
medi a 80 andoRPih&t Dénl @8deHet BohENEOOREL et BRACESEST showhOnh! Pl glikes 6
operations thereof, thereby realizing the above-nentioned functions. The
present invgrgi ®n has been described by way of preferred enbodi nents and
exanpl es. The present invention, however, is not l[imted to the
above-descri bed enbodi nents or exanples and may be nodified in various ways
wi t hout departing fromthe scope of the technical spirit of the invention.

According to the presenperAYEADI DASCRNPAMONNOFOTHEAIRVERTTION required for a
conbi nation of certified decryption and certified shuffling can greatly be

m nim zed CO”parO$ %%18£P¥8 '8&8&d§£§§? WoESthe §§§£9£te §98h€%035%gﬂﬁ

t hat the nunber npu "encrypte en t e cer

decryption #é 88ﬁP£ESQd Bhdégglﬁeﬁitﬁ'fgféngﬁéé'?e eﬁgoaghwgngg the
a n

conventi on tec |que Docunent , 3N nunber o | ar exponent|at|ons

are required. On theeptheichanhurtNe-AEE8¢ Elh@VﬁéﬁhQﬂ requires only (n +
3) nunber of nodul ar exponentiations, which is far Iess t han t he anount of

cal cul ation requiredobyihbeteoavesatt Onpbdt enhnfjeedecHiypeeohheeandibae
exponenti ations according to the present invention are not perforned

i ndi vi dual | gfbtheapeesanti édventias, affimbti pehcaypbadotekhe, npdblar keys
exponenti ations, nuch | ess amount of calculation is required and thus
further h|gﬁD@péégr9F05@§§|ﬁgecaﬁpbé r 235N THee | IveRYR bR negx bR and
enbodi ed in other specific fornms w thout departing fromthe spirit or
essenti al cﬁ%?aEPE%FEtFEYFheFEBﬁfl?ﬁeeBFé¥EE?deHﬁﬁaﬁn@ﬁ?sgﬁPErFﬁﬁﬁefore to

be consi der d n lre a | lustrative and estrict t he
ccope of -t hEReRGeRRF oREBEERGY: RPEUPERCDECERE appeHaGHVEE aRE i BP than
by the fore%0|ngtdﬁscr|gt|on and all %hgng whi ch conme within the neaning

es
and range o e%aU|va?§ncy of *{Re“Crarhs® aree§ﬁerefore i ntended to be

embr aced thereln'Next, a certified shuffling method (certified

encryption shuffling method) is employed to generate the
shuffled encrypted texts and shuffling certificates. The
certified shuffling process may be carried out according to
the conventional technique, for example, as described in
Document 1. However, according to the present invention, the

decrypted texts are used instead of the shuffled encrypted



35 WHAT IS TO BE CLAIMED: 1. A certified shuffle-decryption device for
shuffl e-decrypting multiple encrypted texts to generate shuffle-decrypted
texts and for generating shuffle-decryption certificates for certifying
that the shuffle-decryption has correctly taken place, wherein: , the order
of the encrypted texts is shuffled and en@ ypted with public keys to obtain
shuffled encrypted texts, which are then decrypted wth secret keys to
obtain the shuffle-decrypted texts, responses are generated as references
for certifications; based on the responses, certificates certifying
validity of the shuffling of order, the encryption and the decryption for
obtai ning thexeluihl grdeer ¥pt genkexts @hslg@ﬁﬁéaﬁg@uegneokhgeﬁeﬂgt@hgd
certificates and the response are output as shuffl e-decryption
certificateshe2ceteeithtesd shuffl e-decryption device according to claim
1, conprising: a shuffling unit into which the nultiple encrypted texts and
t he public keys aTrkenppdlffiadenbécbfsthéftvesifheaviderresulte whithpl e
encrypted texts and encrypts themw th the public keys, thereby generating
mul tiple shot€hed éncrypted tbrtdecaydeedypekhg unsteadt ofwhhehshhéfled

mul tiple shuffled encrypted texts and the secret keys are input and which
36 decrypt senfAEYBRaAHS FedtenvpPypt Ehet BRr3LhFahiPRePsEEREHESCKEFSOLERERERY
generating multiple shuffl|le-decrypted texts; and a certifying unit into

whi ch the nﬁP?iﬁﬁ@egnEPyﬁpédspéf¥ inghgephbFtEake§s and the secret keys are

L 10 ST SRR A AT IRED G SR,
cert Y1 WDk pOIBE! 88578, LUepU LRl oROPNE SLan e LLixLaBNML Tor

among t he eggff‘%?ﬁ@goﬁeég§t9@§195€e§t‘d d %Ju&%e%%’e‘;%]ﬂo?tt 2 U8l 128§ £pdom

nunbers use encryption are known, an e 1 nput

encrypted tgxtsypenshsteref rivhtibl 8rknhages ebﬁaena§,a5h§huktlgnows t hat
the el ements of each encrypted text have been shuffled in the sanme order

and convertedcwpbibheceantfianden. NUrherde SoyMSed e xdwl end otver si on to be
encryptions; a substitution certifying unit for generating a certificate
certifying shatfibaedenpypténor gptredfieate haveohepntcorrectly shuffled; a
response generating unit for generating responses for the identical
conversion certifyPhgfihetdandypheosubsrifuingnmeehodiying unity and a

decryption certifging unit for generating, based on the responses, a
certificate certifgragdindt tehehshahrfédecigpreatient seatéieptaPRedtt BRBugh

correct dec tion of the shuffled encrypted texts usin he secret keys,
and 37 Exeention, first, the encryp%gd texts, the pgbiic ieys, they

decrypted texts and the shuffle-decryption certificates are
input. According to the present invention, the decrypted
texts are input for the verification, instead of the shuffled
encrypted texts used in the shuffle verification of Document
1. Difference of verification results caused upon using the
decrypted texts in place of the shuffled encrypted texts upon
the verification procedure, which is included in the shuffle-
decryption certificates, is used for correcting the
verification equation. Subsequently, validation of the
difference of the verification results is verified. When the
results of both of the verifications (i.e., shuffle
verification using the decrypted texts and verification of

the validation of the difference of the verification results)



wherein all of the certificates generated by the identical conversion
certifying unit, the substitution certifying unit and the decryption
certifying unit as well as the responses generated by the response
generating unit are output as the shuffle-decryption certificates. 4. A
shuffl e-decryption verification device fqgmg verifying whether or not

shuffl e-decryption of multiple encrypted texts has taken place correctly by
referring to shuffle-decryption certificates certifying that the

shuf f | edecrypti on has taken place correctly, wherein the shuffle-decryption
certificates conprise: responses as references upon certifications and
certificategyegepglpled @Héede99f185t18§p9@§@§t gsrtihyi 8gurhat-t he
shuffl ed encrypted texts, obtained by shuffling the order of the encrypted
texts and e@@éﬂ@%tﬂ@ntb@”bMtphtp§§|Pﬁakﬁds beNernose esttyubees decrypted
with the secret keys to give the shuffle-decrypted texts. 5. A

shuf f | e- dectiyptadhdverificati on device according to claim4, conprising: an
i dentical conversion verifying unit into which the shuffle-decryption
certificates, theFemergpteilstaxblockheipubamncshkeysnana ¢hefiguration of
shuffle- decrypted texts are input, and which verifies whether or not a
gener at or of epst tBiedf phuf6ehdecrypbingt Spaten apeosHng| Fagobeder and

t he content of conversion of the encrypted texts, q:nerates chal | enge

val ues, andeMRPeR"eREhCSf thReinHpDEleRer RERF I LR INGWES bf e 38
pIurallty of

fies wheth h h
encrypi ed et EhE S S BAL DRV FEHPRH FHBCSAnRYr SHAORF RAROE SNE00A8Pho
uhi ch the hui PFav Baesy BEFBnCcEREHHFEa oS hh T RACEharF koot ies 0 ox
generat ed b%?%9§atgﬁﬁtEE?E1%98¥€E§'8 VSréﬂME?Se”Hé&rggﬁlbﬂpyérlE@g?ﬁggﬁh

verifies wh er or e encrypte texts has been rrectly s

and a decrYQéVPBeV§0'EMkngeﬂﬂfylh?t9a§@&cgntBEeSBH£EEE1Q§Eé¥pt'On _
certificates and the chal |l enge” values generated by the identical conversion

verifying unit arenénpettianddWehehryeriétesphehheevocenod thepsbuifkad
encrypted texts have been correctly decrypted using the secret keys to give

shuffl e-decwyphed tbufsliagdunbereiln andgcwhpbhingdgedt” val add an all of the
i dentical conversion verifying unit, the substitution verifying unit and

t he decryptt@ntﬂéyihgingiuniB, the encrypted texts are judged to have been
shuffl e-decrypted correc 6. Acertified shuffle-decrypting nethod for
shuf fl e- decryptln@hﬂuﬁhﬂﬁfglégcﬁ9bFealtéﬁ@%lY%Sg@%kaPéesﬁﬁ??YEtﬁécF9§Féd
texts and for generati shuffl e- decrggtlon certificates for c$rt|i¥

t hat the sh%??l%uﬁééFybgVBn RRRLESfRe Fyofgﬁéno IEE% 1RREEePHLtLR&Cor der

f th t d huf.f | ed ted k t bt
Shuf 11 ed enthGRTRHS %@9%6ﬁ5$Pﬁ%é%&%ﬁﬁ%ﬁ%éﬁ&%@?ﬂ
obtain the §gu ibg H EEXg f%iedr8§899§§§da£ xggnerated as references

for certlflcatéons ased on bﬁe response, certlglcates certifying validity
The decrypting unit 12 receives the multiple shuffled

encrypted texts generated by the shuffling unit 11 and secret
keys, and decrypts the shuffled encrypted texts with the
secret keys to generate and output multiple decrypted texts.
The certifying unit 13 generates certificates based on
the multiple encrypted texts, the public keys and the secret
keys. The certifying unit 13 is provided with an identical
conversion certifying unit 13-1, a substitution certifying
unit 13-2, a response generating unit 13-3 and a decryption

certifying unit 13-4.



of the shuffling of order, the encryption and the decryption for obtaining
the shuffl e-decrypted texts are generated; and the generated certificates

" and the response are output as shuffle-decryption certificates. 7. A
certified shuffle-decrypting nmethod according to claim®6, conprising the
steps of: based on the inputs of the mul t9gpl e encrypted texts and the
public keys, shuffling the order of the nultiple encrypted texts and
encrypting themw th the public keys, thereby generating nmultiple shuffled
encrypted texts; based on the inputs of the nmultiple shuffled encrypted
texts and the secret keys, decrypting the shuffled encrypted texts with the

secrete keys, thefieby; ga0ef @il Nordd £ e S { ¢ prileaiypt e L eXdSne Adies
based on the inputs of the nultiple encrypted texts, the public keys and

the secret &eysirpenesatumoch hee st § | eviteeh Vid  Bort e£étd | Ead@SedGe A
certified shuffle-decrypting nmethod according to claim?7, wherein the

certifyi ng sitsprLomve SEsoo BN tlhent ticay kodwetise oreTatiofigyhig of ephéor
generating a certificate certifying that it knows the ordering 40

rel ati onshigrédemndgeferenngpifdet eits PeibDfbimpdonftiee shef Ehimd| wngt as
wel | as random nunbers used for encryption are known, and, when each of the
i nput encr ybt exb twst b adnshetsandomnunpses crzenfer emafyYPEiqmondihaiat the
el ements of each encrypted text have been shuffled in the sane order and
converted #3®" (P el RRIAHOPRATYDEPS ©XES TIRSIMET CEIAVEFSPER to be

encryptions; a substjtution certifying, st for generating, a certifjcate
cert??ying IHRITheS 1+ FRTR T Bnct oL EEER %fﬁ%ﬂ%v%g%ho%o??ﬁgi$¥lg%u??+5d; a

ti t f t] f t i dentj
Conversi on BETLI YT A SEBHTRRT CRECLEOGEFTOLTOR Rer T HA ot AT bpt “and a
conversi i1y _
cor i) i cat & eIy ng TRe: - ThefERET 11 ehl U8 cor PECt T L BREER R e ough

correct decsympli ohh@fptHEeSHUE T £oh ecL YPLRL L8XESm USiiiGet he secret keys,
and wherein all of the certificates generated by the

The substitution certifying unit 13-2 generates
certificates that certify that shuffling has correctly taken
place for the input encrypted texts. The response generating
unit 13-3 generates responses for the iden£ical conversion
certifying unit 13-1 and the substitution certifying unit 13-
2. The decryption certifying unit 13-4 generates certificate
which certify that the shuffled encrypted texts have been
correctly decrypted with the secret keys.

The certified shuffle-decryption device 10 outputs all
of the certificates generated by the identical conversion
certifying unit 13-1, the substitution certifying unit 13-2
and the decryption certifying unit 13-4 as well as the
responses generated by the response generator 13-3, to give
certificates for shuffle-decryption.

The shuffle-decryption verification device 20 is
provided with an identical conversion verifying unit 21, a
substitution verifying unit 22 and a decryption verifying

unit 23.



i dentical conversion certifying step, the substitution certifying step and
the decryption certifying step as well as the responses generated by the
response generating step are output as the shuffle-decryption certificates.
9. A shuffle-decryption verifying nethod for verifying whether or not

shuffl e-decryption of multiple encrypted 3lexts has taken place correctly by
referring to shuffle-decryption certificates certifying that the

shuf f | edecrypti on has taken place correctly, 41 wherein the

shuffl e-decryption certificates conprise: responses as references upon
certification; and certificates, generated based on the responses,
certifying that thigeshuéhtedanesypéedibexvsriopiagnediby2shatékpog the
order of the encrypted texts and encrypting themwth public keys, have
correctly besputecoypted shufifibedseeyptikprysetrvifiivetehe shaf Bhergpteypt ed
texts. 10. A shuffle-decryption verifying nmethod according to claim?9,
conpri si ng: tentsdehhécabbidavkegsoandethéydagrypepdwherest he verify that
shuffl e-decryption certificates, the encrypted texts, the public keys and

t he shuffleté@cﬁ?ﬁtéﬁiﬁéiﬁ§ apetphputhenkepeledgpsofethei egdnhePhetN8r not
a generator of the certificates has information of the shuffling order and
the cont ent SBFEELATeEBPBR BFxFﬁeaEﬂchﬁtEBHFEQFs?fmﬁepgeéﬁéPPeﬁgé val ues

are generated, and, when_each of the input encrypted texts consists, of a
plurality of"GFEREAPE: WHETE S8 Cherd | EPHhet eV RrShoteTte STerbRtS of
each encrypfed,fexi h VSlQ%SHtghUEL'e?déﬂt&@?lSégﬁvgiggénaOQrEQQXSrtﬁgi%‘th
the same rafdom nunbders 5o as the Whol 8- Conversron to- be encryp FoAs: A
SUbSt'tUt'°§1V§£F8yb891§339 %@sgetﬁgeeigméﬁks ﬁ@cé¥85'88c99éEbB'Eé&%saégd

t he chal | enge values generated by the identical conversion verifying step
are input, gpdrpnefseiht the ¥8mbf bedeWhghheroRePREAl RELANEHKPEERA! @4h8ohas
been correctly shuffled; and a decryption verifying step where the

shuf f| edecr yphbenscebt bki enkeghand tbavehalibange ¥atueptaensr ateedy thd?2
the identical conversion verifying step are input, and where it is verified
whet her or nhaéntheadhubhiredsénar ypredytiagt anhavelbeenpaosr ebtl yededtyptfed
using the secret keys to give shuffle-decrypted texts, and wherein only
when j udgedtheavedifinationofst hwalddfit bral’ivvakedsi oandegefigiragest epd t he
substitution verifying step and_the decryption verifying step, the
encrypt ed teXtBubfechadgendeovhavesbagaishuffl e-decrypted correctly. 11. A

certified shuffle-decrypting systemfor generating shuffLe-decrgBtion
certificates certff§i AGPPRAFURIPR| BRELERLRGpERUT €5t SCRGVECHedRPULS Of

huffl e-d I ad_f Lfying, _b h
STt & CecLuB! G, SO8heRbLY 00! R HEFL LIRS, oBISETIO0e! BR gt cngones
aken Pl 2ce SOLLELor ORLOR) LOE SYBREELLOTBEL 5SS 8:0 8LV

generate theyshyhfl eadeer upt edatexhs, saA¢rl 9hgoener 8LhBY bRethe input
shuffl e-decryption certificates; and a shufflé-decryption verification

device for &ﬁék?%té@ vhetbenaor nash HBReshuktbetdochyAt barphds taken place
correctly, by referring to the generated shuffle-decrypted texts and the
shuf f| e- decegptilonaservaliid4at ez foanvabédshuffl e-decrypted texts, and
wherein the certified shuffle-decryption device: decrypts, with the secret
keys, the shuffl efhendegpyptiibexvserobyangednby 28Rutébemngeshénputer obf thke
encrypted texts and 43 _ encrypting themw th public keys, thereby
generating shefshafflperypcippt egrtafisatgenaraveslr espshseshadlengef er ence
for the certifications; generates certificates certifying, based on the
responses, VRA&UQal PENErasedf bvhEhehifenthgasdt cordersitRe Vendfyprdonadd t he
decryption égr obtaining_the huf f e-decriited t exts; and outpgts t he
generat ed céfti fPEaV8E1i%i8st hBaFespEnSBULEiednhBRFFYPEEE, (FiESnhave been

CertIfICatecszbrrectly decrypted with the secret keys to give decrypted

texts, and outputs the result of verification as “valid” or
“invalid”.
When all of the verification results from the identical

conversion verifying unit 21, the substitution verifying unit



12. A certified shuffle-decrypting systemaccording to claim 11, wherein
the certified shuffle-decryption device conprises: a shuffling unit into
which the multiple encrypted texts and the public keys are input and which
shuffles the order of the nultiple encrypted texts and encrypts themwth
the public keys, thereby generating nmultiddl e shuffled encrypted texts; a
decrypting unit into which the nultiple shuffled encrypted texts and the
secret keys are input and which decrypts the shuffled encrypted texts with
the secrete keys, thereby generating nmultiple shuffle-decrypted texts; and
a certifying unit into which the multiple encrypted texts, the public keys
and t he secletak@yshar@etnpptiandvabhi thiggnenat e23theeshublie?dethgpti on
certificates. 13. A certified shuffle-decrypting systemaccording to claim
12, wherei nshh&fterdecyypgioni veoifibhattent dévideshOf fhdgdecthpti bhedevi ce
conpri ses: 44 an identical conversion certifying unit for generating a
certificateskefflegi dagcryntedt tRrbAsarfetbedeePngtrefacpPbrshFpdambrgtinge
encrypted texts before and after the shuffling as well as random nunbers
used for enefyphfoinBre RRGHMPLaAdteRhEn BRENOBEPYRE RnpBEUchcPipted texts

consists of ,multiple elegnents, that it knows that th | ement s_of _each
encrypt ed t%%grﬂ?i'% ‘f)%envgﬂﬁﬁgfre H (He SR o‘?’beero’ﬁ/itﬁhe £ et e T Hlom
nunbers; a substitutjion.certifyin np.t_f n j a.certifjca
certifying ?%%fit%el%npﬁ?vgnégybtgagtgé g?%agg ﬁggéhggFrégtpékéhﬁf%sed: a
response gengﬁgé%ggnynit for generating responses for the identical
conversion certifying unit and the substitution certifying unity and a

decryption certifybng: 40FtetOr tBENSFALENY. 1 RAELEIOR TDE11BEPQBSEEibEY
certificate certifying that the shuffl edecrypted texts are obtained through

correct deckyphi paretehibe sbubhl edappleyptetgt BEXgamusi 8gcthprsearet keys,
and wherein all of the certificates generated by the identical conversion
certifying Bollowihgssabst priubrooonditibysngfunhe pndseéhe deceyptbaon
certifying unit as well as the responses generated by the response
generating unit afEloampltensrypeighusybeemdecryption certificates. 14. A
certified shuffle-decryfting system according to any one of clainms 11 to
13, wherein the shig@naldereyppPrbanveysteBabebanddviecacoubiisakey

cryptosystem. First, two prime numbers p and g that satisfy
the relationship

P =%kg+ 1
are determined. These prime numbers are referred to as
ElGamal domain parameters. Secret keys

X € 2,
are selected from elements of Z,. Then, public keys

(Jor my)

are selected from elements of Z* 6 of order g so as to satisfy

P
the equation

m, = g, mod p

In order to encrypt plain texts

P E z%,
which are elements of Z*,, random numbers

s € 2,

are secretly generated to obtain encrypted texts as



45 an identical conversion verifying unit into which the shuffle-decryption
certificates, the encrypted texts, the public keys and the
shuffl e-decrypted texts are input, and which verifies whether or not a
generator of the certificates has information of the shuffling order and
the content of conversion of the encryptéd texts, generates challenge
val ues, and, when each of the input encrypted texts consists of a plurality
of elenments, verifies whether or not the elenments of each encrypted text
have been shuffled in the sane order and converted with the sanme random
nunbers so as the whol e conversion to encryptions; a substitution verifying
unit into which the, shuffl égdecmy’pti mndcertificates and the chall enge
val ues generated by the identical conversion verifying unit are input, and
whi ch verifies whitherder hotdedevrhctyb: cencexpicethasede®n thoe reecrgt
shuffled; and a decryption verifying unit into which the shuffle decryption
certificate$e%fd the chal | enge val ues generated by the identical conversion
verifying unit are input, and which verifies whether or not the shuffled
encrypted texts have been correctly decrypted using the secret keys to give
shuffle-decr% ted %egts ?nd m@erein only when judged "valid" in all of the
i denti cal ePE8Ant0eP?FGHNG ENPE, the substitution verifying unit and
t he decryption veﬁjfgiﬁg?uqkki the encrypted texts are judged to have been
Iy

shuf fl e-decrypted correc Prs. A conput er program product for certified

Shuff'edecry@éi@acwpbﬁgdcegiﬁgl§'ac8999§§@ﬁdf95 shuf bl gideceyptipg multiple

encrypted texts to generate shuffle-decrypted texts and for generating
shuffl e-decrypti ome g tasseméeshdorteersedyénoképat the shuffl e-decryption
has correctly taken place, wherein: the order of the encrypted texts is
shuffl ed and encrypted with public keys to obtain shuffled encrypted texts,
whi ch are then decrypted with secret keys to obtain the shuffle-decrypted
texts; respansesossesgedesapedatslyef efrermoedef ovomds t if i icattitenssurbasedn on
the response, certificates certifying validity of the shuffling of order,

t he encrypthenbandofhs, décrFypti-on,mor wbbrhi aragsenarshal il podeersgpted t exts
are generated; and the generated certificates and the response are out put
as shuffl e-¥Wee¥§ption certificates. 16. A conputer program product
according to claim 15, conpri 5n . a2 shuffling process where the multiple
encrypted texts ahd t & publfite kg99 9re input and where the order of the
multiple encrypted texts e shuffled and _encrypted w th the public keys,

t hereby generati nlgeﬁ%f?f p?é sﬁuefjjf I—egl’e'n'c'r’f/n téd texts A detgjr yagst isﬁegcrperktocess

where the miltiple-.ghefl! 8d-206ryRLed texts and the secret keys are input
and where Fﬁe§ 47eshu%FIe ceggryptéd texts are decrypted with the secrete

keys, thereby genfﬁaékﬁgrnvbtb@hﬁlé@éi§|@eé@f%ﬁpéﬁdeﬁéf Sted@ndegtcertifying
process where the nultiple encrypted texts, e public kKeys and the secret
keys are i ngetraptivhespetheisAyf thewHeenypt ionsceeébbical gsdatredgansyat ed.
17. A conputer program product according to claim 16, wherein the
certifying phecessutbapofsebe &nlidenhgcBkpreagiosi 0h) cealchyahgdpbgcess
for generating a certificate certifying that it knows the ordering

rel ati onshi psangngheheesperyprvedseexets keysr Eoandeatyvepriche sAufrebeageds

wel | as random nunbers used for encryption are known, and, when each of the
i nput encryBPEdat&xPE Eofikistly of - il ¢ | PrEC¥PEme s thenRESSentn %aMPH&r t he

el enents of each encrypted text have been shuffled in the sage order with
t he sane raﬂﬂ%ﬁ1ﬂﬁﬁb§¥gret key for decryption is used and referred to as

x'.

G mod p e (1)

[Encrypted texts]

n number of encrypted texts that are input are
represented by Expression 2 below. Each element of each
encrypted text is the element of Z*, of the order q.

(g, my) 1 =1,...,n e (2)



a substitution certifying process for generating a certificate certifying
that the input encrypted texts have been correctly shuffled; a response
generating process for generating responses for the identical conversion
certifying process and the substitution certifying process; and a
decryption certifying process for generatl#ng, based on the responses, a
certificate certifying that the shuffl edecrypted texts are obtained through
correct decryption of the shuffled encrypted texts using the secret keys,
and wherein all of the certificates generated through the identical
conversion certifying process, the substitution 48 certifying process and
the decryption cerpddyypigedriosess]) as well as the responses generated by the
response generating process are output as the shuffle-decryption
certificates. 18.n Awdrgutef geogyrinegroskics float s fowtpietrgypei on
verifying which controls a conputer for verifying whether or not

shuf f | e- decrsipte eniofd ney t Fppeeeptey p? deelewt s B tediesieryl &fe ity ect 1y by
referring to shuffle-decryption certificates certifying that the

shuf f| e- decd§pEYRERatexakeh bracelemerecet y2 ™ wedr éi¥’r? rder q.

shuf fl e-decrypti ofg;Géit) fiedases ,monprise: responses as references upon
certification; and certificates, generated'baééd on the responses,

certifying that the shuffled encrypted texts, t ai ned . shuffling.the
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correctly been decrypted with the secret_keys to give th huf,f | e-decrypted
texts. 10. %fc%%%u?e$u§#%ﬁr% protvRte cE%%%?nﬁe?gei?%fﬁgléy %6%5??%%%5: an
i dentical c i,0 erlfving: pro e e | ez-gdecryption

certifi oat ok, DEHeY oyt e PILRYCERRR HhER PehQCaEBRY! FrlE:
shuffle-decrypted §exys)afe=ipput, where it is verifjed whether or not a
generator of the certificates has Information of the shuffling order and

t he content of conyﬁgﬁigmg@fvéh@eeﬁgﬁyﬁﬁeﬂn@efﬁﬁctmﬁﬁre chal | enge val ues
are generated, and, when each of the input encrypted texts consists of a
plurality of el ermestsinadiese, 4 clsaVbende esaludgehetrdeingrfuottite will

el enents of each encrypted text have been shuffled in the sanme order and
converted we hdeder soed. r Fidnmauntiey o ol aschadrr viltolwl rapreverestanp to o
encryptions; a substitution verifying process where the shuffle decryption
certifi cat e3n ahit¢heckehut| epyel ful nespheheral egonyishengdeht teal conversi on
verifying process are_input, and where it is verified whether or not the
encrypt ed t%%%%o%é%gbg%%rcﬁﬁ?éﬁtly shuffl ed; and a decryption verifying
process where the_shuffle decr¥£tion certificates and the challengg val ues

aﬁneraped_by the THE%Y1C%IC%BB +§¥0569%§i?yf?@ﬂtﬁ@ﬁ%gsrﬁfﬁrfhﬁﬂt, a‘ﬁdb
ere It Is.yer| iggt%r?t\@{?ra%e%%%ége(§Jc1%5'% é?géeﬁ%ﬁ teﬁmd%%éfjté?’fe een

correctly decrypted using the sécre eys 1 e="decryp xts,

and wherei nsonby éoha@aiygggg_ yYahEdt o ehglée%ifbsri dsptpcab) conwassi on

verifying process, the subStitution veritying process and the decryption

verifying pipsessrtincegnseyated Eééﬁiﬁné‘éeih“ﬂ@@ﬂohgeh@MetHSGBhallenge
shuffl e-decrypted correctly. . A .A,l.A .AHR A@. A5, . AE. A5| . A5, E. AHf . A

E. A5, 2. AE. A¥aPue Al SHép AL3 E. AlTRAH@Y: i 6 Akt orH rifd B ARSM t i AHE ADL AhAQ@ AHS
. AH. A5| . A AE. AHf . A, 2. A@Q A@ Af . A[,.An, 2. A 2. Al , % AS. A, % A@. Al @. A% MQVDi ~ b
certification based on the commitment, the challenge value
and the content of the response (Step A4).

In such an interactive certifying protocol, the
authenticity of a certification depends on whether or not the
certifier can send an appropriate response to the verifier in
response to any challenge value. In Step A2, a function for
generating a challenge value may be used instead of the

verifier, thereby converting the above-described interactive

certifying protocol to a non-interactive protocol.
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The above-mentioned function for generating a challenge
value is referred to as a challenge value generating function,
which is expressed by the following Expression (5).
H(*) i =1,...,n ... (5)
The output of the challenge value generating function
is n number of integers that is less than g but not “1” or
“0”. This function does not allow parameters to be derived
intentionally through calculation with respect to the
relationship between the input and output or the relationship
between different components of the output.
A specific challenge value generating function may be

expressed, for example, by the following Equation (6).

H, (x) = Hash((Hash(x))' mod g) mod g
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[Substitution Matrix]

Hereinafter, a substitution matrix will be described.
Herein, the “substitution matrix” is defined as an n x n (row
x column) square matrix having a single unique component "1"
on Z, in each row and each column, and other components are
all "0" on Z,. An exemplary matrix include the following

matrix (7).

R O O O
o o o -
S P O O
O S kO

[Shuffle Matrix]

A shuffle matrix is defined as an (n + 1) x (n + 1)
(row X column) matrix

{A,, ,} (4, v =0,...,n)
where the components thereof form a substitution matrix of

{A, 4} (i, J=1,..., n): n xn (row x column)

Aoy 50 By or By or € g2 (1, J =1,..., n)

[Certified Shuffle-decryption]

Hereinafter, a certified shuffle-decrypting method
according to one example of the invention will be described
with reference to Figure 8.

[Shuffling step 402]
Encrypted texts/public keys 401
(9:r my), (go, me):(i =1,..., n)
are input.

Next, in shuffling step 402, shuffling information 403
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A;, 5 : Substitution matrix (i, j = 1,..., n)
is prepared.

Then, variables of the following Expression (8) as the
shuffled encrypted texts 404 are calculated according to
Equations (9) as follows. Then, the shuffling step 402
outputs the shuffling information 403 as well as the shuffled
encrypted texts 404.

(Ei,mi) i=1,...,n
. (8)

n
[ =HSVA“ mod p i=1,..,n

v=0
n
'ﬁi=Hmv"‘" mod p i=1,..,n
v=0 ... {(9)
[Decrypting step 405]
The shuffled encrypted texts 404 and the secret keys
400 for decryption are input. Then, the decrypted texts 406

are calculated according to Equations (10) and output.

g =g mod p i=1,..,n
~— —_— 3 -
m; =g,  m, mod p i=1,..,n 10
[identical conversion certifying step 407]
The shuffling information 403 and the encrypted
texts/public keys 401 are input. Then, a random number 408
Ayr o € g2 (L =0, ..., n)
is prepared to calculate each of the variables as a part of

the commitment expressed by the following Expression (11)
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according to the following Equations (12) and to output the
result as an identical conversion certificate 409.

(go,mo) . (11)

& =]]s** mod p

v=0

filo = [ m,"** mod p
v=0 e (12)

[Substitution certifying step 410]

A shuffle matrix

A,, ,mod g (4, v =0,..., n)
which is obtained based on the shuffling information 403
generated in the shuffling step 402 and the random numbers
408 generated in the identical conversion certifying step 407
is input.

Then, random numbers (not 0 nor 1)

o, 'y P, A, E 2, (n=0,...,n)

g = 9

are prepared to calculate the following Equations (13)
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6 =i(3Ajo +p'7kj)A,-i modq i=1,..,n
j=1

o = i(:sAjo + ZP'M)Ajo Aj +pAg mod q i=1,..,n
j=1

¢0 = Z(A-'o + p.?'J)AJO AjO -+ p'l.o + pAoo mod q

j=1

n
V; =ZZAJOAJI +0Am mod q i=1,... ,n
j=1

n
WO=ZAjOAj0 +0A0° mod q
j=1
vzgp!v'=gp.!‘."0=g‘o ) Vi =g‘i'
W=g°,Wg=8v° ,Wigg%,
ﬁl=g‘i,u°=g*",ui=g*“ mod p i=1,..,n
«e . (13)
Here, each of the variables represented as Expressions

14 is output as a substitution certificate 411.

V,i’o,vi,w,wo,wi,V',ﬁi,uO,ui i=l,...,n (14)

[Response generating step 412]

The encrypted texts/public keys 401, the identical
conversion certificates 409, the substitution certificates
411 and the decrypted texts 406 are input to calculate
challenge value according to Egquation (15).

c; = H,(g;,8;,mg,m;, &, §; . Mo, i,

v, Vg, Vi, W,W,, W, Vv, ,up,u;
J 3 3 }

J=l,wm) , d=l,.,n g

Then, responses are calculated according to Equations
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n
r“=ZAm,cv mod q p=0,..,n

v=(

A=+ D Arr mod q

i=l

...(16)

Finally, the identical conversion certificates, the
substitution certificates and the responses are output as
shuffling certificates 413.

[Decryption certifying step 417]

The decrypted texts 406, the secret keys 400 for
decryption, and the challenge values 414 generated in the
response generating step are input. An arbitrary value

B € ¢ mod g

is selected to calculate Equations (17).

g=T[a" mod p

iml
n=4* mod p
n'=¢? mod p

m’ =gf mod
0 =8 P . (17)

Next, the challenge values for decryption

certification are calculated according to Equation (18).

¢'=Hy(L,m,n' g ,mf ,m}) .. (18)

Next, the responses for decryption certification are
calculated as:

r' = c¢'x’ + P mod g

Finally,

n, n', m"”“, rf
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are output as decryption certificates 415.
[Certificates]

The identical conversion certificates, the substitution
certificates, the responses and the decryption certificates
are output as certificates for shuffle-decryption.

[Verification of Shuffle-decryption]

Hereinafter, a method for verifying shuffle-decryption
according to the present embodiment of the invention will be
described with reference to Figure 4.

[identical conversion Verifying Step]

The shuffle-decryption certificates 316, the encrypted
texts/public keys 401 and the decrypted texts are input.
Challenge values 500 are calculated according to the
following Equation (19).

¢ =Hi (go :gj9mo vmj’go ’Ej aﬁio ’ﬁj’vv
\.Io,ﬁj,w,wo,wj' ,V',ﬁj,uo ,Uj

i=1,...,Nn i=1,..,n
J ) . {19)

Then, if the following Equations (20) are true then

“valid”, if not then “invalid” is output as an output 501.

Iﬁ[ I_.[gv mod p
Hmu"‘ -nl_[m * mod p

k=0 ... (20)
[Substitution Verifying Step]
The shuffle-decryption certificates and the challenge
values 500 obtained in the identical conversion verifying

step are input. Then, if the following Equations (21) are
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true, then “valid”, if not, then “invalid” is output as an

output 502.
n
u"=ﬁonﬁi'*" mod p

=1
a 3_.3 n 2 n
v v'ogz"'l(ri ) =V, ]:-.[l"i"i H\"i"‘ mod p

i=1 1=l
B (22 2
ergZi-l('x °1) =W0Hwicl mod p
i=0 ... (21)

[Decryption Verifying Step]

The shuffle-decryption certificates and the challenge
values 500 obtained in the identical conversion verifying
step are input. Then, the auxiliary challenge values are

calculated according to the following Equation (22).

'=H y Ny ') lm"m”
¢ o{&,m,n', g, my, mg) . (22)

Next, if the following Equations (23) are true then
“valid”, if not then “invalid” is output as an output 503.
g, =m\°m} mod p
(In'[Ei“‘ )" =n°n' mod p
1= ... (23)

If all of the outputs in the identical conversion
verifying step, the substitution verifying step and the
decryption verifying step are valid then “valid”, if any one
of them is invalid then “invalid” is output as a shuffle-
decryption verification output 504.

In the certified shuffle-decrypting system according to

the present embodiment, functions of the shuffling unit 11,
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the decrypting unit 12, the certifying unit 13, the identical
conversion certifying unit 13-1, the substitution certifying
unit 13-2, the response generating unit 13-3 and the
decryption certifying unit 13-4 of the certified shuffle-
decryption device 10, functions of the identical conversion
verifying unit 21, the substitution verifying unit 22 and the
decryption verifying unit 23 of the shuffle-decryption
verification device 20, and other functions may also be
realized as a hardware. Computer programs provided with the
above-mentioned functions, namely a certified shuffle-
decryption program and a shuffle-decryption verification
program, can also be realized by being loaded to a memory of
a computer processor. The certified shuffle-decryption
program and the shuffle~decryption verification program may
be stored in a magnetic disk, a semiconductor memory or other
storage media 80 and 90 to be loaded to the computer
processor to control the operations thereof, thereby
realizing the above-mentioned functions.

The present invention has been described by way of
preferred embodiments and examples. The present invention,
however, is not limited to the above-described embodiments or
examples and may be modified in various ways without
departing from the scope of the technical spirit of the
invention.

According to the present invention, an amount of
calculation required for a combination of certified
decryption and certified shuffling can greatly be minimized

compared to conventional techniques.
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For example, assume that the number of the input
encrypted texts is n. When the certified decryption is
combined with the certified shuffling according to the
conventional technique of Document 2, 3n number of modular
exponentiations are required. On the other hand, the present
invention requires only (n + 3) number of modular
exponentiations, which is far less than the amount of
calculation required by the conventional techniques.

Since the modular exponentiations according to the
present invention are not performed individually but are
carried out as a multiplication of the modular
exponentiations, much less amount of calculation is required

and thus further high-speed processing can be realized.

The invention may be embodied in other specific forms
without departing from the spirit or essential
characteristic thereof. The present embodiments are
therefore to be considered in all respects as illustrative
and not restrictive, the scope of the invention being
indicated by the appended Claims rather than by the
foregoing description and all changes which come within the
meaning and range of equivalency of the Claims are therefore

intended to be embraced therein.
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WHAT IS TO BE CLAIMED:

1. A certified shuffle~decryption device for
shuffle-decrypting multiple encrypted texts to generate
shuffle-decrypted texts and for generating shuffle-decryption
certificates for certifying that the shuffle-decryption has
correctly taken place, wherein:

the order of the encrypted texts is shuffled and
encrypted with public keys to obtain shuffled encrypted texts,
which are then decrypted with secret keys to obtain the
shuffle-decrypted texts,

responses are generated as references for
certifications;

based on the responses, certificates certifying
validity of the shuffling of order, the encryption and the
decryption for obtaining the shuffle-decrypted texts are
generated; and

the generated certificates and the response are output

as shuffle-decryption certificates.

2. A certified shuffle-decryption device according
to claim 1, comprising:

a shuffling unit into which the multiple encrypted
texts and the public keys are input and which shuffles the
order of the multiple encrypted texts and encrypts them with
the public keys, thereby generating multiple shuffled
encrypted texts;

a decrypting unit into which the multiple shuffled

encrypted texts and the secret keys are input and which
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decrypts the shuffled encrypted texts with the secrete keys,
thereby generating multiple shuffle-decrypted texts; and

a certifying unit into which the multiple encrypted
texts, the public keys and the secret keys are input and

which generates the shuffle-decryption certificates.

3. A certified shuffle-decryption device according
to claim 2,

wherein the certifying unit comprises:

an identical conversion certifying unit for generating
a certificate certifying that it knows the ordering
relationship among the encrypted texts before and after the
shuffling as well as random numbers used for encryption are
known, and, when each of the input encrypted texts consists
of multiple integer elements, that it knows that the elements
of each encrypted text have been shuffled in the same order
and converted with the same random numbers so as the whole
conversion to be encryptions;

a substitution certifying unit for generating a
certificate certifying that the input encrypted texts have
been correctly shuffled;

a response generating unit for generating responses for
the identical conversion certifying unit and the substitution
certifying unit; and

a decryption certifying unit for generating, based on
the responses, a certificate certifying that the shuffle-
decrypted texts are obtained through correct decryption of

the shuffled encrypted texts using the secret keys, and



10%4|&f()-"10%4|&f()-,&!10%4|&f()-F10%4|&f()-!iSf‘1096|&f()-:,[zaBrS4 10y3

0110%4| & ()-O0L! 10%| & () -, (GLO%| & ()-!, (GLO%&' ()-P, (GLO%& () -, (GLO%& () -

:\gdYNC 10y3 g 104| 104| 104| @

S10%t| & ()- 9z10%t| & ()-7@0%!t| & ()-,5910%t| & ()-3 10%4| & ()- z[ <YNC

10Lz10%& ()-f10%| & ()-![n 10%1242& ()-8T1LY 10%i| 4| & ()-!HY

10% | & ()-@0%t| & ()- /5P v{Y7YNC 10! 398 10922& ()- ! N10% | & () - 10%& () -

"10% 5& ()-)!'10%tudu& ()-'Lz10% | & ()-v5EW [ 9YNC

1001211 109%4| 4| & () - g! $2L! 109%<wXw&' () - g! L- 310% |

| & ()- L-310%4& ()- L-310% & ()- '[3% 10%!| 4| & ()- RbC 10!!"10%| & () -

1110% & () - 10%jEelrkinl @41 B34 |ht04kertQ¥lc&'tels- Yenb¥tled by 3heb8EWX6DC
identical conversion certifying unit, the substitution
certifying unit and the decryption certifying unit as well as
the responses generated by the response generating unit are

output as the shuffle-decryption certificates.

4. A shuffle-decryption verification device for
verifying whether or not shuffle-decryption of multiple
encrypted texts has taken place correctly by referring to
shuffle-decryption certificates certifying that the shuffle-
decryption has taken place correctly,

wherein the shuffle-decryption certificates comprise:

responses as references upon certification; and

certificates, generated based on the responses,
certifying that the shuffled encrypted texts, obtained by
shuffling the order of the encrypted texts and encrypting
them with public keys, have correctly been decrypted with the

secret keys to give the shuffle-decrypted texts.

5. A shuffle-decryption verification device
according to claim 4, comprising:

an identical conversion verifying unit into which the
shuffle~decryption certificates, the encrypted texts, the
public keys and the shuffle-decrypted texts are input, and
which verifies whether or not a generator of the certificates
has information of the shuffling order and the content of
conversion of the encrypted texts, generates challenge values,

and, when each of the input encrypted texts consists of a
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plurality of integer elements, verifies whether or not the
elements of each encrypted text have been converted with the
same random numbers so as the whole conversion to be
encryptions;

a substitution verifying unit into which the shuffle-
decryption certificates and the challenge values generated by
the identical conversion verifying unit are input, and which
verifies whether or not the encrypted texts has been
correctly shuffled; and

a decryption verifying unit into which the shuffle-
decryption certificates and the challenge values generated by
the identical conversion verifying unit are input, and which
verifies whether or not the shuffled encrypted texts have
been correctly decrypted using the secret keys to give
shuffle-decrypted texts, and

wherein only when judged “valid” in all of the
identical conversion verifying unit, the substitution
verifying unit and the decryption verifying unit, the
encrypted texts are judged to have been shuffle-decrypted

correctly.

6. A certified shuffle~-decrypting method for
shuffle-decrypting multiple encrypted texts to generate
shuffle-decrypted texts and for generating shuffle-decryption
certificates for certifying that the shuffle-decryption has
correctly taken place, wherein:

the order of the encrypted texts is shuffled and

encrypted with public keys to obtain shuffled encrypted texts,
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which are then decrypted with secret keys to obtain the
shuffle-decrypted texts;

responses are generated as references for
certifications;

based on the response, certificates certifying validity
of the shuffling of order, the encryption and the decryption
for obtaining the shuffle-decrypted texts are generated; and
the generated certificates and the response are output as

shuffle-decryption certificates.

7. A certified shuffle-decrypting method according
to claim 6, comprising the steps of:

based on the inputs of the multiple encrypted texts and
the public keys, shuffling the order of the multiple
encrypted texts and encrypting them with the public keys,
thereby generating multiple shuffled encrypted texts:;

based on the inputs of the multiple shuffled encrypted
texts and the secret keys, decrypting the shuffled encrypted
texts with the secrete keys, thereby generating multiple
shuffle-decrypted texts; and

based on the inputs of the multiple encrypted texts,
the public keys and the secret keys, generating the shuffle-

decryption certificates.

8. A certified shuffle-decrypting method according
to claim 7, wherein the certifying step comprises:
an identical conversion certifying step for generating

a certificate certifying that it knows the ordering
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known, and, when each of the input encrypted texts consists

of multiple elements, that it knows that the elements of each

encrypted text have been shuffled in the same order and

converted with the same random numbers so as the whole

conversion to be encryptions;

a substitution certifying step for generating a

certificate certifying that the input encrypted texts have

been correctly shuffled;

a response generating step for generating responses for

the identical conversion certifying step and the substitution

certifying step; and

a decryption certifying step for generating, based on

the responses, a certificate certifying that the shuffle-

decrypted texts are obtained through correct decryption of

the shuffled encrypted texts using the secret keys,

and

wherein all of the certificates generated by the

identical conversion certifying step, the substitution

certifying step and the decryption certifying step as well as

the responses generated by the response generating step are

output as the shuffle-decryption certificates.

9. A shuffle-decryption verifying method for

verifying whether or not shuffle-decryption of multiple

encrypted texts has taken place correctly by referring to

shuffle-decryption certificates certifying that the shuffle-

decryption has taken place correctly,
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wherein the shuffle-decryption certificates comprise:

responses as references upon certification; and

certificates, generated based on the responses,
certifying that the shuffled encrypted texts, obtained by
shuffling the order of the encrypted texts and encrypting
them with public keys, have correctly been decrypted with the

secret keys to give the shuffle-decrypted texts.

10. A shuffle-decryption verifying method according
to claim 9, comprising:

an identical conversion verifying step where the
shuffle-decryption certificates, the encrypted texts, the
public keys and the shuffle-decrypted texts are input, where
it is verified whether or not a generator of the certificates
has information of the shuffling order and the content of
conversion of the encrypted texts, where challenge values are
generated, and, when each of the input encrypted texts
consists of a plurality of elements, where it is verifies
whether or not the elements of each encrypted text have been
shuffled in the same order and converted with the same random
numbers so as the whole conversion to be encryptions;

a substitution verifying step where the shuffle-
decryption certificates and the challenge values generated by
the identical conversion verifying step are input, and where
it is verified whether or not the encrypted texts has been
correctly shuffled; and

a decryption verifying step where the shuffle-

decryption certificates and the challenge values generated by
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the identical conversion verifying step are input, and where
it is verified whether or not the shuffled encrypted texts
have been correctly decrypted using the secret keys to give
shuffle-decrypted texts, and

wherein only when judged “valid” in all of the
identical conversion verifying step, the substitution
verifying step and the decryption verifying step, the
encrypted texts are judged to have been shuffle-decrypted

correctly.

11. A certified shuffle-decrypting system for
generating shuffle-decryption certificates certifying that
multiple encrypted texts have been shuffle-decrypted
correctly, and for verifying, based on the shuffle-decryption
certificates, whether or not the shuffle-decryption has taken
place correctly,

wherein the system comprises: a certified shuffle-
decryption device for shuffle-decrypting the multiple
encrypted texts to generate the shuffle-decrypted texts, and
for generating the shuffle-decryption certificates; and a
shuffle-decryption verification device for verifying whether
or not the shuffle-decryption has taken place correctly, by
referring to the generated shuffle-decrypted texts and the
shuffle-decryption certificates for the shuffle-decrypted
texts, and

wherein the certified shuffle-decryption device:
decrypts, with the secret keys, the shuffled encrypted texts

obtained by shuffling the order of the encrypted texts and
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encrypting them with public keys, thereby generating the
shuffle decrypted texts; generates responses as a reference
for the certifications; generates certificates certifying,
based on the responses, the validities of the shuffling of
order, the encryption and the decryption for obtaining the
shuffle-decrypted texts; and outputs the generated
certificates and the responses as shuffle-decryption

certificates.

12. A certified shuffle-decrypting system according
to claim 11, wherein the certified shuffle-decryption device
comprises:

a shuffling unit into which the multiple encrypted
texts and the public keys are input and which shuffles the
order of the multiple encrypted texts and encrypts them with
the public keys, thereby generating multiple shuffled
encrypted texts;

a decrypting unit into which the multiple shuffled
encrypted texts and the secret keys are input and which
decrypts the shuffled encrypted texts with the secrete keys,
thereby generating multiple shuffle-decrypted texts; and

a certifying unit into which the multiple encrypted
texts, the public keys and the secret keys are input and

which generates the shuffle-decryption certificates.

13. A certified shuffle-decrypting system according
to claim 12, wherein the certifying unit of the certified

shuffle-decryption device comprises:
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an identical conversion certifying unit for generating
a certificate certifying that it knows the ordering
relationship among the encrypted texts before and after the
shuffling as well as random numbers used for encryption are
known, and, when each of the input encrypted texts consists
of multiple elements, that it knows that the elements of each
encrypted text have been shuffled in the same order with the
same random numbers;

a substitution certifying unit for generating a
certificate certifying that the input encrypted texts have
been correctly shuffled;

a response generating unit for generating responses for
the identical conversion certifying unit and the substitution
certifying unit; and

a decryption certifying unit for generating, based on
the responses, a certificate certifying that the shuffle-
decrypted texts are obtained through correct decryption of
the shuffled encrypted texts using the secret keys, and

wherein all of the certificates generated by the
identical conversion certifying unit, the substitution
certifying unit and the decryption certifying unit as well as
the responses generated by the response generating unit are

output as the shuffle-decryption certificates.

14. A certified shuffle-decrypting system according
to any one of claims 11 to 13, wherein the shuffle-decryption

verification device comprises:
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shuffle-decryption certificates, the encrypted texts, the
public keys and the shuffle-decrypted texts are input, and
which verifies whether or not a generator of the certificates
has information of the shuffling order and the content of
conversion of the encrypted texts, generates challenge values,
and, when each of the input encrypted texts consists of a
plurality of elements, verifies whether or not the elements
of each encrypted text have been shuffled in the same order
and converted with the same random numbers so as the whole
conversion to encryptions;

a substitution verifying unit into which the shuffle-
decryption certificates and the challenge values generated by
the identical conversion verifying unit are input, and which
verifies whether or not the encrypted texts has been
correctly shuffled; and

a decryption verifying unit into which the shuffle-
decryption certificates and the challenge values generated by
the identical conversion verifying unit are input, and which
verifies whether or not the shuffled encrypted texts have
been correctly decrypted using the secret keys to give
shuffle-decrypted texts, and

wherein only when judged “valid” in all of the
identical conversion verifying unit, the substitution
verifying unit and the decryption verifying unit, the
encrypted texts are judged to have been shuffle-decrypted

correctly.
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15. A computer program product for certified shuffle-

decrypting which controls a computer for shuffle-decrypting
multiple encrypted texts to generate shuffle-decrypted texts
and for generating shuffle-decryption certificates for
certifying that the shuffle-decryption has correctly taken
place, wherein:

the order of the encrypted texts is shuffled and
encrypted with public keys to obtain shuffled encrypted texts,
which are then decrypted with secret keys to obtain the
shuffle-decrypted texts:

responses are generated as references for
certifications;

based on the response, certificates certifying validity
of the shuffling of order, the encryption and the decryption
for obtaining the shuffle-decrypted texts are generated; and
the generated certificates and the response are output as

shuffle-decryption certificates.

16. A computer program product according to claim 15,
comprising:

a shuffling process where the multiple encrypted texts
and the public keys are input and where the order of the
multiple encrypted texts are shuffled and encrypted with the
public keys, thereby generating multiple shuffled encrypted
texts;

a decrypting process where the multiple shuffled

encrypted texts and the secret keys are input and where the
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shuffled encrypted texts are decrypted with the secrete keys,
thereby generating multiple shuffle-decrypted texts; and

a certifying process where the multiple encrypted texts,
the public keys and the secret keys are input and where the

shuffle-decryption certificates are generated.

17. A computer program product according to claim 16,
wherein the certifying process comprises:

an identical conversion certifying process for
generating a certificate certifying that it knows the
ordering relationship among the encrypted texts before and
after the shuffling as well as random numbers used for
encryption are known, and, when each of the input encrypted
texts consists of multiple elements, that it knows that the
elements of each encrypted text have been shuffled in the
same order with the same random numbers;

a substitution certifying process for generating a
certificate certifying that the input encrypted texts have
been correctly shuffled;

a response generating process for generating responses
for the identical conversion certifying process and the
substitution certifying process; and

a decryption certifying process for generating, based
on the responses, a certificate certifying that the shuffle-
decrypted texts are obtained through correct decryption of
the shuffled encrypted texts using the secret keys, and

wherein all of the certificates generated through the

identical conversion certifying process, the substitution
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well as the responses generated by the response generating

process are output as the shuffle-decryption certificates.

18. A computer program product for shdffle—decryption
verifying which controls a computer for verifying whether or
not shuffle-decryption of multiple encrypted texts has taken
place correctly by referring to shuffle-decryption
certificates certifying that the shuffle-decryption has taken
place correctly,

wherein the shuffle-decryption certificases comprise:

responses as references upon certification; and

certificates, generated based on the responses,
certifying that the shuffled encrypted texts, obtained by
shuffling the order of the encrypted texts and encrypting
them with public keys, have correctly been decrypted with the

secret keys to give the shuffle-decrypted texts.

19. A computer program product according to claim 18,
comprising:

an identical conversion verifying process where the
shuffle-decryption certificates, the encrypted texts, the
public keys and the shuffle-decrypted texts are input, where
it is verified whether or not a generator of the certificates
has information of the shuffling order and the content of
conversion of the encrypted texts, where challenge values are
generated, and, when each of the input encrypted texts

consists of a plurality of elements, where it is verifies
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whether or not the elements of each encrypted text have been
shuffled in the same order and converted with the same random
numbers so as the whole conversion to be encryptions;

a substitution verifying process where the shuffle-
decryption certificates and the challenge values generated by
the identical conversion verifying process are input, and
where it is verified whether or not the encrypted texts has
been correctly shuffled; and

a decryption verifying process where the shuffle-
decryption certificates and the challenge values generated by
the identical conversion verifying process are input, and
where it is verified whether or not the shuffled encrypted
texts have been correctly decrypted using the secret keys to
give shuffle-decrypted texts, and

wherein only when judged “valid” in all of the
identical conversion verifying process, the substitution
verifying process and the decryption verifying process, the
encrypted texts are judged to have been shuffle-decrypted

correctly.



