W RELESS COVMUNI CATI ON DEVI CE W TH SECURELY ADDED RANDOWNESS AND RELATED
METHOD BACKGROUND OF THE I NVENTION Field of the Invention This invention
generally relates to wirel ess conmunication systens including a wreless
comuni cati on device having cryptographic functions requiring random dat a
inputs (e.g., to generate cryptographic keys, certificates and the |ike).
Rel ated Art well known cryptographic processes (e.g., for generating
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Initializing random seed data may be supplied during manufacture or may be
provided subsequently by a desired known technique. However, for various reasons, it is
possible that the randomness of data in the random seed may be less than desirable. For
example, when a mobile wireless communication device is provisioned for the first time
at the factory, it may leave the factory with a random seed that is not entirely random
with respect to other devices manufactured and provisioned at approximately the same
time. Furthermore, for various reasons it is sometimes necessary (or at least desirable) to
“wipe” all stored data (including the stored random seed data) from the device memory.
This may happen, for example, when updating software, recovering from abnormal
conditions — or merely for enhanced security purposes subsequent to some period of
uncontrolled access to the device. For example, it is conceivable that if an unauthorized
entity gains access to the device, then information might be ascertainable that relates to
the content of a stored random seed and thus possibly make future cryptographic
communication sessions vulnerable to unauthorized decryption. In other words, the

device may pass out of possession of the authorized user (either intentionally or



unintentionally) and thus becone an untrusted device -- unless suitable
randommess can be restored to the random seed data stored in the device.
Prior art such as WD 01/93528 A (Pierre) andlor US-A-5,794, 139 (M zi kovsky
et al.) teach periodic authentication procedures for wreless
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& is created and
mai ntained in a device nenory. The device is also provided with a secure

data input/output port ppipe SUMMARY OF THE INVENTION

For reasons such as those noted above, we have recognized that it would be
advantageous to permit new randomness to be securely added to a wireless
communication device within a wireless communication system.

The exemplary embodiment of this invention permits added randomness to be
securely transferred to a wireless communication device during secure data
synchronization sessions with a user’s base unit (e.g., a personal desktop computer).

In the exemplary embodiment, a user’s mobile wireless device and base unit may
be connected as usual by a trusted and secure wired connection (e.g., a serial I/O port
connection between these units). If a secure over the air (OTA) data synchronization
session 1s available, then such new random data may also be transferred via the secure
OTA link (eithér from the user’s base unit or from other available sources, if any).

In the exemplary embodiment, a random pool database is created and maintained

in a device memory. The device is also provided with a secure data input/output port
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2 (e.g., aserial wired I/O port for wired connection to the user's base
unit). The exenplary device also includes a control processor configured
to store new or added random data in that random pool database nenory
based on new random data securely received via the secure |10 port. New
random data may entirely replace the old random pool data or the new
random pool data may result froma conbination or pernutation of received
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represent a conbination or pernutation from plural such sources. This

i nvention naynUexﬂnhmﬂhgdnmndhmﬂMWagemxsmhMMmHEHQybacommpkmaknmnvmk

har dwar e and SOftwaQ§ﬁ50Wﬁ?lnv ntion al so vi.des a nethod for securely

addi ng SPEhYSHHEdem; g S@HHWHHWEQ’? ViRV @B ISP S es s

comuni GatdrOMmpaYStBM datal P&t BXEMPLALY s&TH BBAY. Tlﬁa B’a@@-hh% ?fgiy Rhelagast in
part, by executable conput er program code which may odied in

phyS|caﬁmpmﬁgﬁad®m®hﬁ¥@0mﬁmﬁﬁu%BRkE@ﬂDESCRmﬁmm®Nn@Er@HENDRAW&N@SHEhese and
ot her Obé Lets, nDer vggtta toﬂ\,\j nven i.on z\?/.I\ll}jl tf gﬂe In eernstood
and apprécrated | gg%ﬁ]ﬁﬁ t FORMA ?ﬁu?: ?Hﬁ& %@?ﬁﬁ1%ﬁe 8SCrH i Pti®on of
exenpl aphdogihgsherentas Ih aenhé aguatrmﬁronvmtbl niay@eabeONRPMYI Gy Gha\wk ags, of
whi ch: FIG. 1 is an overall systemw de schematic view of an exenplary

wi r el es8f suchpiispcant @mgfé@gtaé@ﬁswh@cﬁt B & i tige-a T hetsisplenging w|rardpm data
conmmuni ¢a 'b‘é@e%@t\éh?&%%&?%f SEEUELYs AIEAHARGAMES ik i AGF PeHRAGEMM th one

exenpl ary - enbodi nen
from plural such sources.

This invention may be embodied in hardware, software or a combination of
hardware and software. The invention also provides a method for securely adding
randomness to a wireless communication device in a wireless communication system.
The exemplary embodiment is realized, at least in part, by executable computer program

code which may be embodied in physical program memory media.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects and advantages of this invention will be better understood
and appreciated in conjunction with the following detailed description of exemplary
embodiments taken together with the accompanying drawings, of which:

FIG. 1 is an overall system wide schematic view of an exemplary wireless
communication system incorporating a mobile wireless communication device with
securely added randomness in accordance with one exemplary embodiment of this

invention;



invention; 3 FIG 2 is an abbreviated schematic di agram of hardware
included within an exenplary nobile wreless communi cation device; FIG 3
is an abbreviated schematic functional diagram of the hardware/software
utilized to achi eve securely added randommess in the exenplary enbodi nent
of FIG 1; FIG 4 is an exenplary abbreviated schematic fl ow di agram of
conputer software (i.e., programlogic) that may be utilized in the user's
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communi cEETBY BbEE Wikgheps EpmmuniGagordedgnpl ary abbr evi at ed schematic flow
di agram of - COmPUYGE . PABRVALEA sthenfuic AQMAMLOALLY hORLATEY gL i zed in
the nobile wirel ess comruni cation device 0 0 accept securely

pr esent ediladd edachavdonnesly addel sindsiendst in thea xemiphiraeméddinteandoiiChdo

dat abase to t by enhance subsequent cryptographic functions of the
device in théggagﬁ%F%?V”@WWB&$ tateqyeham P SR T OO ORUPHECTWKRENT ON

FIG 1 i(Scapro@veh vdg%ymnﬁ@wan&leatwm%%w%%@mm@n %%éfeggﬁi?iea@ which a

Wi rel ess communication device 100 may be used in acco Wth this
i nvent i embo@imeery kil FI@dl smas tolpeoade aduilidnad pprdeainassefot hatsntibeoretathy be
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DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 is an overview of an exemplary communication system in which a wireless
communication device 100 may be used in accordance with this invention. One skilled in
the art will appreciate that there may be hundreds of different system topologies. There
may also be many message senders and recipients. The simple exemplary system shown
in FIG. 1 is for illustrative purposes only, and shows perhaps the currently most prevalent
Internet e-mail environment.

FIG. 1 shows an e-mail sender 10, the Internet 12, a message server system 14, a
wireless gateway 16, wireless infrastructure 18, a wireless network 20 and a mobile
communication device 100.

An e-mail sender 10 may, for example, be connected to an ISP (Internet Service
Provider) on which a user of the system has an account, located within a company,
possibly connected to a local area network (LAN), and connected to the Internet 12, or
connected to the Internet 12 through a large ASP (application service provider) such as

America Online™ (AOL). Those skilled in the art will appreciate that the systems shown
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connected to the Internet 12 through a |large ASP (application service
provider) such as Anerica OnlineTM (AOL). Those skilled in the art wll
appreciate that the systens shown 4 in FIG 1 may instead by connected to a
wi de area network (WAN) other than the Internet, although e-mail transfers
are commonly acconplished through Internet- connected arrangenents as shown
in FIG 1. The nessage server 14 may be inplenented, for exanple, on a
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bel ow. Mes¥ge systeremighundt ragliser messadedser yarisgetinyl dex nebde eyioadO§ ust

e-mai |l _sending-and receiving:. they also incluyde d m c dat abasg storage
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and infrastructure 18 provide a |link between the Internet 12 and wreless
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t wor k - -' i ; : : bet
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base station jn the wireless netwdrk 20 to the nobil e device 100.. The
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predefined database formats for data like calendars, to-do lists, task lists, e-mail and
documentation.
The wireless gateway 16 and infrastructure 18 provide a link between the Internet
12 and wireless network 20. The wireless infrastructure 18 determines the most likely
network for locating a given user and tracks the users as they roam between countries or
networks. A message is then delivered to the mobile device 100 via wireless
transmission, typically at a radio frequency (RF), from a base station in the wireless
network 20 to the mobile device 100. The particular network 20 may be virtually any
wireless network over which messages may be exchanged with a mobile communication
device.
As shown in FIG. 1, a composed e-mail message 22 is sent by the e-mail sender
10, located somewhere on the Internet 12. This message 22 typically uses traditional
Simple Mail Transfer Protocol (SMTP), RFC 822 headers and Multipurpose Internet
Mail Extension (MIME) body parts to define the format of the mail message. These
techniques are all well known to those skilled in the art. The message 22 arrives at the

message server 14 and is normally stored in a message store. Most known messaging
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10, located sonmewhere on the Internet 12. This nessage 22 typically uses
traditional Sinple Mail Transfer Protocol (SMIP), RFC 822 headers and

Mul ti purpose Internet Ml Extension (M M) body parts to define the
format of the mail nessage. These techniques are all well known to those
skilled in the art. The nessage 22 arrives at the nessage server 14 and is
normal ly stored in a nessage store. Mst known nessaging 5 systens support
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connections using the TCP/IP protocol used throughout the Internet. As
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Speci al t 0 | and
Che. conbral PRARe A e RN TS o aas kg R S e

throughout the Internet. As used herem the term “wireless network” 1s intended to
include three different types of networks, those being (1) data-centric wireless networks,
(2) voice-centric wireless networks and (3) dual-mode networks that can support both
voice and data communications over the same physical base stations. Combined dual-
mode networks include, but are not limited to, (1) Code Division Multiple Access
(CDMA) networks, (2) the Group Special Mobile or the Global System for Mobile
Communications (GSM) and the General Packet Radio Service (GPRS) networks, and (3)
future third-generation (3G) networks like Enhanced Data-rates for Global Evolution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older
examples of data-centric network include the Mobitex™ Radio Network and the Data
TAC™ Radio Network. Examples of older voice-centric data networks include Personal
Communication Systems (PCS) networks like GSM, and TDMA systems.

As depicted in FIG. 2, mobile communication device 100 includes a suitable RF
antenna 102 for wireless communication to/from wireless network 20. Conventional RF,

demodulation/modulation and decoding/coding circuits 104 are provided. As those in the
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future third-generation (3G networks |ike Enhanced Data-rates for @ obal
Evol ution (EDGE) and Uni versal Mobile Tel econmuni cations Systens (I JMS).
Some ol der exanpl es of data-centric network include the MbitexTM Radi o
Network and the Data TACTM Radi o Networ k. Exanpl es of ol der voice-centric
data networks include Personal Communication Systens (PCS) networks |ike
GSM and TDWVA systens. As depicted in FIG 2, nobile conmunication device
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the wi r eleabpBEraaniognnar 122)vinAsddepigtiedd atlded: tdadomness Satiyegbanl tebsly
synchroni zati on connection 26 &e. g., between serial 1/0 ports of the
user's KageVidni tvid sgivd Uaokild B reds vaeslpe L oB§12sl 02y pi cal |y provi ded for
nor mal data i -0 : r.onl t abases in
the two devi ?)e’ssrt{%?\{c?eﬁi lég;ggég’tao%gg&gag eéﬁn%%?n%gtlérgf@rbgg@%%g? (()éj [0 lists, task
lists, addveesserirddBsporetd.the ufeaistbaed umpr 249 andldit avisaess kicoice 280) BN pr ocesses
has included a pr oq%)am | ogi c sucgﬁas_ Cert nc for maintaining

synchr oh{P&t Y dHO Bes éﬁowgﬂ@@g}yﬁ PRIZARRLE %Seéé?'gi’f‘? DAERMF a secure
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be used by Cert Sync to mmi ntain synchronization of cryptographic
lists, address books, etc.). Part of prior data synchronization processes has included a

program logic such as Cert Sync for maintaining synchronization between cryptographic
message certificates. If a secure over the air (OTA) synchronization connection 28 is
available, it may also be used by Cert Sync to maintain synchronization of cryptographic
message certificates.

As previously described, there is a communication link (e.g., depicted in dotted
lines at 30 in FIG. 1) typically found between the device user’s base unit 24 and a system
message server 14. Accordingly, there is an existing communication path that may be
utilized for passing synchronization data from the user’s base unit 24 via channel 30, the
server 14, Internet 12, wireless gateway 16 and wireless infrastructure 18 via the over the
air (OTA) synchronization connection 28.

The mobile wireless communication device 100 may have less than desired
randomness after being provisioned for the first time (e.g., in a manufacturing process
where many similar devices are being created and provisioned or after the device

memory has been “wiped” either unintentionally or for some intentional reason).
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nmessage certificates. As previously described, there is a conmmunication
link (e.g., depicted in dotted lines at 30 in FIG 1) typically found

bet ween the device user's base unit 24 and a system nessage server 14.
Accordingly, there is an existing comunication path that may be wutilized
for passing synchronization data fromthe user's base unit 24 via channel
30, the server 14, Internet 12, wreless gateway 16 and w rel ess
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uni nt ent §@nal thy uQige bPte B8RO, At @MHdo@NFdoIT BATONRE 300 hHOMERKR eat@. | B, Of
security on the device 100 depends on randommess (e.g., to create

cr ypt ogr @fsinde. Kiepight eqmprissgr rphoe ot detdefice dbtesnanat ytihevhigtkejtringsf depi ct ed

in FIG Vi.de |.red addjtional rand ess, at _any tinme ring the
usage of LA AT foar AL OO uBRE 6T ploreiBipdhino:
exanpl e, bd dised(@hirel¢ ORI & €018 nROIbi 1t 08 for BN HRVICE fAak BdFBAP EY piloRidehi ch a
string of randomy val ued bi nara@bl ts (&Qe. g., 1024 bits) is stored. This

random p@BfloBpeqsdag pgncoppeHiqral desees raaden nempeiogenerpterat®2 asrmeededc ombi nat i on

or pernutatl eolIsetO?‘BEs% tnﬂ%e fc)h 19, PR %) ! ntgeog? cso%ggn go%ta%glrﬁw%re ,
conventional device random nunber generator 30% A neddel! e user's base
unit 24 asluphraasg aystes keapn PE)wittaypibsloihcmde dedkidpomahadeapebiadig 1ag16l

operati systemdesign. It will typically include desktop manager program
| ogi ¢ 4(%@:»5??0“@%&%1%%@ RIBEHFH €rdepfgrameesdeorspiheaiaisng, anong

ot her t hjop@gs (2. j dR: | i i |

connecti on to( dé&%ﬁ%%a.(u C}Aaga E)%%@?Béus 1}(/)9’8%%%?1%20&5&{1‘%‘{% é% l:e?{(g)ﬁl?rli\a/nt of
mobi | e wheglopsd it drermnircameaof systi engirelsahmmurdesiheystamnageh amay

typically include |ogic for. synchroni.zing cryptographi c nessage
certifi ¢xPREP Maligr rfga@(itxplfgl%éﬁ@{dggogig,fg 8¢ ?‘?g‘gﬁﬁ@togﬁpﬁﬁég"e%%%%?pl ary
enbodi meBtificarddbtdoRc i§ BEIEPRSe 8F CRRRYNE! Yn MERYESHNYy BREEGini@ndomess

during data synchronization .
additional functions of securely providing added randomness during data synchronization

to device 100 have been added to the Cert Sync logic. However, as those skilled in the
art will appreciate, the program logic to be described below for securely sending added
randomness to device 100 may be associated with any desired portion of desktop
manager 304 and/or may be provided as an entirely separate self-standing set of program
logic (e.g., computer software) if desired.

In the exemplary embodiment, whenever a user synchronizes device 100 with the
base unit 24, the Cert Sync logic is configured to also send new random data to device
100 for use in the “random pool” database 300. The device 100 can then use this updated
or additionally randomized data to help seed its own random number generator 302.

Cert Sync can generate such new additional random data in multiple ways. For
example, the user’s base unit 24 may already have its own software random number
generator 306. The user’s base unit 24 may also have its own hardware random number
generator 308 (or a conventional hardware random number generator might be connected

to that computer). The user’s base unit 24 may also have an Internet connection that
8



to device 100 have been added to the Cert Sync | ogic. However, as those
skilled in the art will appreciate, the programlogic to be described
bel ow for securely sending added randomess to device 100 may be
associated wth any desired portion of desktop manager 304 and/or nay be
provi ded as an entirely separate self-standing set of program logic (e.g.,
conputer software) if desired. In the exenplary enbodi nent, whenever a user

synchr onirg@ige @\ k&ao 2Q0cuk tabdikes 10BRS@ WNbAdiddrantibie deBl froRXRE Wagite 1S
configured to al so send new random data to device 100 for use in the

"r andomQy§becugaiids e, Bopssithecidev Cee Syoo leganmakielsodsee agricss igpdbtted or

additio ran 1 ze ta to help seed its own random nunber generator
302. CEE$L%§%8F%§§&36%%E§?e such new additional randomdata in nmultiple

ways. For exanpligihet heindseiit, 8clias €O the deni@iryadniteaithichave “bickupin
sof tware random nunber generator 306. The user's base unit 24 may al so
have it SOBWP! WA CHRARLandHaBeRs it 8tcurgeh dr engiroB@gti¢royonacervEht fdnal

har dwar %xﬁﬁB%o%&gan%ey%ﬁ% am(ﬂﬂ%rl% %u%%ﬁﬂ?&%ﬁ@ga&;ﬂieté&% yter). The

user's base unit ave an et to ron that provi des
access tsoma agécions raehsi tiga 3d hebyardiownpeadidmgbasasdom datbacitupofihet hathe websi t e
http:ssl/tls, etc.). Cert Sync logi¢c may al so have

over secure |i kigge.g., ) < g

access t5Vi6FREY 1S WEHRIBEHOfWiPSA Y M diatraemary clesedy for gnyHessop e PFR Rt |

devi ce FDPA ipRcituGe 8XGIBN &L¥h gféQle's M red MhdoRBEHY BrossiBRMEReRlvilht S €Xi sti ng
randommess via a secure OTA synchroni zati on connection 28. For exanpl e,
when dewildiongdmepedafpnaven @inec@RAdbd tetgpo 34l beceyupaiodphievicot® mmaly add

some adﬂ%tiopal random data to the "rg#gpn1pool" dagg&ase 300 in,the backup
file. |fPHEP &0 M 1 GYN PEMORLSAGIANTY 1 RTPUE2C (PRI 4G WOHERBPYMcl ear ed)
for any fiseasQifier tdignpatpon OTA backup restoration, such previously stored
random dat a %Possibl even W th additional new data having been added

t heret 0) wi | IOnsepopwblgrcprideuratiomel alsiel eo @0 lagid fortthe S eelype sewthet he random

nurber SRR Y05, 8 ARLRATSIP EChE TR B IR LA DL

Sync r ouidt Migustrated), transfer will be made to the Secure Randomness Input sub-routine at 400
in FIG. 4. In this sub-routine, base unit 24 may check for accessibility to a software
random number generator (RNG) 402. If such is available, then such software generated
random number (SWRN) is fetched at 404. A similar test is made at 406 for the
availability of a hardware random number generator. If that is available, then a hardware
random number (HWRN) is fetched at 408. A further test may be made at 410 for
accessibility to a secure website random number source. If such is available, then a web
random number (WEBRN) may be fetched at 412. Of course, as those in the art will
appreciate, any one or more of these possible sources may be accessed alone or in
combination as may be desired. For example, in a currently preferred embodiment, the
computer’s accessible software random number generator 306 is normally utilized alone
without recourse to other possible sources. However, in that presently preferred
embodiment, a system administrator is also given the option of setting up the program
logic so as to query an accessible identified secure website source of random numbers.

In any event, from whatever source or sources the new random number data is

obtained, the base unit logic is configured at 414 so as to send at least one such random
9



executed in base unit 24 is depicted at FIG 4. Here, during a part of the
Cert Sync logic (not illustrated), transfer will be made to the Secure
Randomess | nput sub-routine at 400 in FIG 4. In this sub-routine, base
unit 24 may check for accessibility to a software random nunber generator
(RNG 402. If such is available, then such software generated random
nunmber (SWRN) is fetched at 404. A simlar test is nade at 406 for the

avai | abi duntper ®iN @peh%gm@hgnmgg@mnﬂmmgﬁ ogsé}@fu%% oflsSfwkRatyw snavai | abl e,
then a hardware random nunb is fetched at 408. A further test may
be nmade WEBRD thdhe WH@]GEBS@VMGIQWW&S@U&@ geemreicaebsihreng dndomharamser sour ce.

| f h | abl e h be f hed
122U 3P o D P AR, BRI B o e o

t hese pPQaspdabe BosE G%Ssulm’jéu@@e GOTEs 46de.alcane 406 ahdicort@M aiddancRso may be
desired. For exa inacurrently preferred enmbodinent, the conputer's
accessi Bhemsf ¢ ngénqgﬁa@m Mgifber generator 306 is nornal I y utilized al one
W t hout reCO‘pbtscg)uEs% @%@ﬁdmﬁ%&élé’és oﬁﬁ’ﬁU G&Fion IHRVEY ?p@ lu él&?‘fncﬁfd%se““ y
preferred nt, a emadm ni strator 1I's given the option of
set ti ng supatilb erqgrogt@iie (ih egh@r Imedvese b@s@fweary s@ictaey es sd tmleeca:pielm ified
secure website source of random nunbers. |n am{ event, from whatever source

or sour dROTRIAE MR AMIORHGHT ATTBREFC it e randoghpag! adbase0dasIbseAuent ogi ¢ i s

confi gur t r RN
R A oty D e SRR L SR

the wir eméwddewhm@rmmndmg@ctmSgnccmmumoﬁ&teutam ohamoelzafen fpgjc.t Hrissane
secure c ation channel that is typ ed for ot ta
synchr offi %8? ndB{?PB%QB%‘jt BRI “thﬁ’ré]ﬁ[’f ed |1:@ Sfe ippRicre E}téggﬁted at
416 and de@iBlctioh FIS. Pa8IQY nhRUE hdle 4382 BRI iEREW ra¥iBfm MRS /Mal RMinGs Of
course, the nobile wirel ess communi cati on device 100 rust al so incl ude

sui t abl &epy wgeised ﬁ@@gca Cen Seine h@rs‘lohaﬁﬂsmﬂ@n@ndsmw Wenogning randouaneds iso as to
ndom pool

Gat abas st ST I Re R e MR A Snfl Rl o Pur B dPER NG oy
enbodi neanbinatieh oasteinut ivalth@ ey haiy HeQ@dred irSwhole or in part in the random pool
database 300 so as to increase its effective randomness. The sub-routine is then exited at
506 in FIG. 5.
In this current preferred exemplary implementation, device 100 and base unit 24
connect and synchronize data normally. However, during the synchronization process, a

component of the desktop generates new random data. As previously mentioned, this can

be done in multiple ways:

a. By using a software random number generator on the base unit 24 it is
running on.
b. By querying a hardware random number generator connected to the base

unit 24 it is running on.

C. By querying a URL, preferably over TLS/SSL for security, that has access
to some source of random data.

d. Any other desired way.

The base unit 24 then transmits this new random data to the device 100 through

the normal data synchronization process. The device 100 accepts such incoming random
10



included in the corresponding Cert Sync portion of the data synchronization
|l ogic. Thus a Secure Randommess I nput routine at the wrel ess device 100
side is entered at 500 as depicted in FIG 5. Atest nay be made at 502 to
see if new random nunber data RN has been received during a Cert Sync
session. If so, then such new incom ng randommess is stored at 504. As
previously nentioned, one or nore received random data (or sone

conbi natd,pnn@radBel W@blAnobNer 8Rddm WRY, BfisSIoRN sﬂrah@omglaqs Qfed B HRRYt iN

t he random pool database 300 so as to increase its effective randommess.
The sub-sealithe devices mahdom exinbedzaeralGOBditusHirGvids it with thiesragdemagss opr ef er r ed
exenplan¥ &l Lenentatlon device 100 and base unit 24 connect and

synchron Y dhta normal | y. However, during the synchronization process, a
conponent Of\Vhﬁad@S%&ﬂﬂoﬂﬁB@E@%QQyﬂﬂ%ﬁh@&gﬁﬁbﬁﬁiﬁuhﬂ&a@k?ﬂ&@ﬂﬁ}y
mentioned, this can be done in nmultiple ways: a. By using a software
randon1ﬁ@ﬁ%@ﬁe@éﬁéﬂéﬁﬁﬁmbﬁﬁ@%élb@%émﬁﬁﬁﬁfzﬂﬁmhﬂySﬁm®®ﬁWHﬁgﬂ®WDt@ By
queryin r.and nected t unit 24
Ty S aog iR B BRaThs RS0 Lo BRRCNP L cPRARGY S0 el AR R,

securit yhe ddﬁa*aryn @slnaaa@;sﬁy cotver aon@dﬁ@m Q&d&faubﬂ@ﬁiﬁf@qﬁwa@ent drrafotYneﬁmtsher
desired way. The base unit 24 then transmts this new random data to the
devi ce fﬁ@“?ﬁﬂﬁﬂﬁ%““%ﬁ@@?@ﬁ%@ﬁpwﬁﬁﬁd§@H@hron|zatlon process. The device 100
accepts such incom ng random 10 data and adds it to its own pool of random
data. This pool of randomdata is used to help seed the devices random
nunber generator and thus provide it with nore randommess or "entropy".
Wil e the invention has been described in connection with what is presently
considered to be the nost practical and preferred exenplary enbodi nents, it
is to be wunderstood that the invention is not to be |limted to the

di scl osed enbodi nents but, on

11



the contrary, is intended to cover all variations, nedications and

equi val ent arrangenents included within the scope of the appended cl ai ns.
11 Cains 1. A wreless communication device (100) configured to inplenent
cryptographic functions utilizing random data input, the device conprising:
a secure data input port (118) for receiving randomdata froma treated
base conputer (24); a random pool database (300) configured to store
random data for subsequent device operation; a control processor (106)
configured to store randomdata in said random pool database based on

i nput datiisecurely received via said input port (118) fromthe trusted
base conp @P“i24) characterised by said control processor (106) being
configured to add randommess to said randon1poo| dat abase (300) by storing
added new rap qta t herein each tlH@Bthe |ce i s connected for data

synchroni sat ?‘Fﬁ?‘?@‘”ﬂ‘f’l@f‘@'&l B4R Hiﬁj”f%‘r"e 0 '”)Q'W?'glcﬁ@?gﬁacﬂ%m cation
device as in clfumcm)ris Mtﬁah@rdhdbhmamawmtanﬂamwiatcamphﬁﬁgzl ved fromt he trusted

b 24) i d d h
{rust od base. conput BRCaRy A Rty LIRS ECROh-EaET GRCHEUT B0 SRE 8  af m

1 wherein said new campaer @d);a is a conbination or pernutation of plural

random dat a obt i neq ol LUSEGh RBAF.orROTIBNLEL oA AT aagly | st one

of the follow ng sour generat or
har dwar e random nunbelrsegeerd davioe 09@6@9 or a renote secure website (310).

4. A wreless Comg'cﬁﬁltrdlg%@@ydrgﬁbzéoﬁf@u%oatb@% Y%%Bﬁ' Gt cﬁ%ﬁ&&ﬁ
further conprises: a random dat nerator configured to accept random

nunber seed input Pool database based on input data securely received via said input port (118)
from the trusted base computer (24), characterised by said control
processor (106) being configured to add randomness to said random pool
database (300) by storing added new random data therein each time the

device is connected for data synchronisation with the trusted base computer.

2. A wireless communication device as in claim 1 wherein the new random data
received from the trusted base computer (24) is generated by a trusted source (310)

connected to the trusted base computer (24).

3. A wireless communication device as in claim 1 wherein said new random data is a
combination or permutation of plural random data obtained by the trusted base
computer (24) from at least one of the following sources:

a software random number generator (306);
a hardware random number generator (308); or

a remote secure website (310).

4. A wireless communication device as in claim 1 wherein said device further
comprises:
a random data generator configured to accept random number seed input

from said random pool database.

12



fromsaid random pool database. 12 5, A wireless comunication device as in
claim1l wherein said secure data input port conprises a wired connector
suited for wired connection to a user's own trusted conputer. 6. A

Wi rel ess communi cation device as in claim1l wherein said secure data input
port conprises an encrypted wireless input communi cati ons channel. 7. A

W rel ess communi cation device as in claim1l wherein said secure data input
port conprises: a wired connector suited for wired connection to a user's
own trusted conputer; and an encrypted wrel ess input comunications,
channel . 8. A nethod conprising: storing randomdata in a random poal

dat abase (308) “bYirelesh qosrawication Aayirs i M deyheren sasPecwa iRy "BULPEur e
data i nput por tconphi€es 4 @lred EMetior Hidtet dordarvdddhAedtion®d & ubdrissdvecriztse
conputer (24); and addi ng randommess to the random pool database by storing
added new randBﬁ?HETa received fromthe trusted base conmputer (24) in said
random pool database based on new i nput data securely received via said

i nput port 118). each tinme.the device is, caonnected for dat .

synchr oni zat tor TR st PaEHREEs bATaRTersh sa¥sefedaap portai m o
wher ei n t he addedpriges areerdopiatiawicelessdepur edmmuoitatidre channgt ed base conput er
(24) is generated by a trusted source (310) connected to the trusted base
conputer (24). 10. A nethod as in claim8 wherein said new randomdata is a
conbi nati on 6r A wiegleasteaninaunicatiopeyied as inretim Towhereiolseidi seedreisiata iRputtROlist ed
base conputer (Zdhnfdsom at least one of the follow ng sources: a software

random nunber generator (306);
a wired connector suited for wired connection to a user’s own trusted

computer; and

an encrypted wireless input communications, channel.

8. A method comprising:
storing random data in a random pool database (300) of a wireless
communication device (100) having a secure data input port (118) for
receiving random data from a trusted base computer (24); and
adding randomness to the random pool database by storing added new
random data received from the trusted base computer (24) in said random
pool database based on new input data securely received via said input port
(118) each time the device is connected for data synchronization with the

trusted base computer.

9. A method as in claim 8 wherein the added new random data received from the
trusted base computer (24) is generated by a trusted source (310) connected to the

trusted base computer (24).

10. A method as in claim 8 wherein said new random data is a combination or
permutation of plural random data obtained by the trusted base computer (24) from
at least one of the following sources:

a software random number generator (306);
a hardware random number generator (308); or

a remote secure website (310).

13



a hardware random nunber generator (308); or a renote secure website
(310). 131 1. Anethod as in claim8 wherein said nethod further

conprises: accepting random nunber seed data into a random data generat or
fromsaid random pool database. 12. A nmethod as in claim8 wherein said
secure data input port provision conprises establishing a wired connection
to a user's own trusted conputer. 13. A nethod as in claim8 wherein said
secure data input port conprise establishing encrypted wreless input
conmmruni cations channel. 14. A nmethod as in claim8 wherein said secure data
i nput port conprises: establishing a wred connection to a user's own
trusted conputer; and establishing an encrypted w rel ess i nput

conmuni cat i ons Acﬂﬂam\?g!asrilrﬂ@aimnﬁs @B Liid @é@@aaumﬁé?dbmmiéé@vi ng stored therein
a conputer program whic en executed, in.a wreless communication,

devi ce (100) confi gGFeePipe 3negm er Se¢ fﬁ%{:ﬂl%ﬁﬁ?’g ‘i?é"t’ OBRRIAtGE TP 2Ry
random dat a i nput causiest peil datapeseof new random data in a random pool

dat abase (300) of said wreless device based on new data securely received
via a secure data input port (118) froma trusted base conputer (24), as
needed for sihdenetbnd as desaines whermntsaghsecareddaaa thpngparbprdadsme ssmpriseshe

random pool da%ﬁg@i@%ﬁﬁ‘% %Jgg]teﬁtg)q§g ANRW S 5&998@69%{)@8&?65& d random dat a

pool database evice I's connec r data
synchroni zation with the trusted base conputer. 16. A conputer program

nedi um  as {3 @l Aébd 2s inisimed \Whérlgin%taﬁié&g;ﬁ%atmgﬂt ;?c?f’fa&)lrlrgp?ge est%@fig’ﬁﬁ% dsai d

new random data to replace entirely the random data previously stor in
sai d random po8NCryRied Wirgless input genyBwRicatieps phaehm medi um as in cl ai m 15,
wherein said new randomdata is a conbination or pernutation of plural

random dat a obpt ai ned bg/_ t he trusted base ) )
14. A method as$ in claim 8 wherein said secure data input port comprises:

establishing a wired connection to a user's own trusted computer; and

establishing an encrypted wireless input communications channel.

15. A computer program medium having stored therein a computer program which,
when executed, in a wireless communication device (100) configured to implement
cryptographic functions utilizing random data input causes:

storage of new random data in a random pool database (300) of said
wireless device based on new data securely received via a secure data input
port (118) from a trusted base computer (24), as needed for subsequent
device operation; and

adding randomness to the random pool database by storing added new
random data in said random data pool database (118), each time the device

is connected for data synchronization with the trusted base computer.

16. A computer program medium, as in claim 15, wherein said program, when executed,
causes said new random data to replace entirely the random data previously stored

in said random pool database.

17. A computer program medium as in claim 15, wherein said new random data is a
combination or permutation of plural random data obtained by the trusted base

computer (24) from at least one of the following sources:

14



conputer (24) fromat |east one of the follow ng sources: 14 a software
random nunber generator (306); a hardware random nunber generator (308); or
a renote secure website (310). 18. A base system (24) conprising:. a secure
i nput/output data port (72) for use with a wreless conmuni cation device
(100), said base system being characterized by: a control processor (24)
configured to provide new random data to be added to a random pool

dat abase (300) in said wireless conmunication device (100) via said secure
i nput/out put data port each tinme the device is securely connected for data
synchroni sation with the base system 19. A base systemas in claim18
wherei n sai d secur e 3 SHUEfOE P nHﬁ‘Pﬁr%}efat?rrféﬁédes a trusted wred
connection. 20. A baseardyseeandd® humisdrajeneratbr (3983r@i n sai d secure

i nput/out put data paort includes el iogr aphically secured wrel ess
communi cation |ink. 2EM° %e%ree"%%)ssf%ﬁé!/@' in claim18 wherein said control
processor is configured to generate said new randomdata froma software

lroandom nunbeli&g\e&%réas Qtrem((égg%om&l%fﬁ%.sg is%éu?eF utf .té)t%%&tggo% (7ELBFS§ S\Qith a22' A
ase systemas In clarm1l ereln-sard control procCessor is configured to
gener at e sai d néwlesandomudicatiorf deyined 10Q)r shigbase syusttonbeingrbbaragtenigedibyr  ( 308)

accessible to said I r i i
wherein said contr o%%gbg@epsrg%ggﬁ§@ocﬁp ﬁ%&?ée\tép ‘?rgﬁ?g%ﬁc %Hr?gvﬁ\q/ éég?l ot?né %%a%%g from
a securely mai nt ai néla slogrreecs databasedR0@rin gaid mételass kommuaicaii@ndrviceZ400)A

base system as in chai dRidsbREhELIbURRY Hats Bk BN BMEHRSE&icd iS s€Qmély gured to

generate said new random data from a hardware random nunber generator (308)
accessi bl e to said €BMeactd for drta syshronisstion with the base system.

19. A base system as in claim 18 wherein said secure input/output data port includes a

trusted wired connection.

20. A base system as in claim 18, wherein said secure input/output data port includes a

cryptographically secured wireless communication link.

21. A base system as in claim 18 wherein said control processor is configured to
generate said new random data from a software random number generator (306)

accessible to said control processor.

22. A base system as in claim 18 wherein said control processor is configured to
generate said new random data from a hardware random number generator (308)

accessible to said control processor.

23. A base system as in claim 18 wherein said control processor is configured to fetch
new random data from a securely maintained and accessible external network site
(310).

24. A base system as in claim 19 wherein said control processor is configured to

generate said new random data from a hardware random number generator (308)

accessible to said control processor.
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25. A base systemas in claim19 wherein said control processor is
configured to fetch new randomdata froma securely nmaintai ned and
accessi bl e external network site (310). 26. A base systemas in claim 18
wherein said control processor is configured to obtain said new random
data fromat |east one of the follow ng sources, if accessible: a software
random nunber generator (306); a hardware random nunber generator (308); or
a renote secure website (310). 27. A base systemas in claim26, wherein
said control processor is configured to obtain said new random data using

as many of said sources as are. then acceSS|bIe 28. A base stemas in
cl ai m 26 mheél}%%]b%s&séfsﬁ?g\/\?sr'aﬁ gé(‘t hgraigs3(d CoptR! RICPEHP &CO”%F%EOJ? Bn of

plural random dewaacddnada@dront 88edUrely Alairddinsdhtl SdE$618 exhal Acti@tdid f or
operating a bazgﬂgysten1(24) with a secure input/output data port for use
wth a wreles mruni cati on device (100) including inplenentation of
cryptographic functions utilizing randominput data, said method

d I d
comPr L S1n0: oP STV, B SRR S8LACH, Bl S SgE BB o
pool dat abase S@@G@)’V randcsralddtavfmnebtdeast ooemiithe delbivny sbevdes af §d@69ibleach ti ne

the device is conng %ﬁﬁa&ﬂ%nﬂﬂﬁﬂuﬁ%&%gmgﬂhéﬁgb n wth the base system 30.

A nmethod as in claim?29 wherein sai cure inp t/output data port includes
a trusted wired coAl@dwase rargiom nuniher Berkerator (398kloai m 29 wherein said

secure |nput/outputaQQ%ngQE&ewﬂﬁgMgeﬁop cryptographically secured
wi rel ess communi cation |ink ) nmethod as in claim?29 wherein said new

random data i s generated u5|ng a softmare random nunber generator (306).

16 33. A netind mseisPstémaisnh 3inbeNiHereis 8hid cBRGIHASLAAEBrdatchiihSred 8 8btahed

using a hardmarg r andom nunber . gener at or. (308).
aid new random data using as many of said sources as are then accessible.

28. A base system as in claim 26 wherein said new random data is a combination or

permutation of plural random data obtained from plural of said sources.

29. A method for operating a base system (24) with a secure input/output data port for
use with a wireless communication device (100) including implementation of
cryptographic functions utilizing random input data, said method comprising:

sending new random data to said wireless communication device via said
secure input/output data port (118,102) for addition to a random pool
database (300) in said wireless communication device (100) each time the

device is connected for data synchronisation with the base system.

30. A method as in claim 29 wherein said secure input/output data port includes a

trusted wired connection.

31. A method as in claim 29 wherein said secure input/output data port includes a

cryptographically secured wireless communication link.

32. A method as in claim 29 wherein said new random data is generated using a

software random number generator (306).
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34. A nethod as in claim29 wherein said new random data i s generated using
a securely maintained and accessi ble external network site (310). 35. A
met hod as in claim32 wherein said new randomdata is generated in
conjunction wth a hardware random nunber generator (308). 36. A nethod as
in claim32 wherein said new random data is generated in conjunction wth
a securely maintai ned and accessi ble external network site (310). 37. A
method as in claim?29 wherein said new random data is obtained from at

| east one of the follow ng sources, if accessible: a software random

nunber gener ) e random nu ner at or, (,308

renot e securg‘g%aané% gaffﬂ?ﬁ'm %ﬂﬁﬁeww&?v‘é@ ?f“é’gg 'FrIgHeTRlg Wél”)ﬁasal d new
random dat a i s hgeherataadomsiuntheagemaatyr (308).sai d sources as are then
accessible. 39. A nmethod as in claim38 wherein said new randomdata is
generated by conmbining or pernuting plural random data obtained from
plural of sad4Asoethoess iMdaimRTwngreinesaidpresgraadomedialisigbrarated usingraed t her ei n

a comuter Progeay Wiine 450 EX8EHb ortd B ARG (24) causes: new

random data to nera and sen oar ndom pool database
(300) in a wireless conmuni cation device (100) each tinme the wreless

conmuni cat i ofs d&HbtREd h§mcc9£|9\e§2t\ﬁl¢er&9 ?1%83 éxa&%gfy |§ r')é?QteWﬁ Ebng&d&ﬁorpase

systemyvia a secure input/output port ) uter program nmedi um

as in claim 40%&*@%@@@4@&@%@%@@%@&%(30@) gener ated using a software

random nunber generator (306). 17 42. A conputer program mnmediumas in claim
40 wherein %g\ new random data is = generated using a hardware random

number generdt OrM¢iBRBHS '"zpéa'mp’é%mﬂﬂé@'drnewq@aﬁiﬁrﬁéaﬁauﬁ%@erﬁtﬁdeﬂ aryHNgten
wherei n sai d ne#h basdaslydadintained ah@bekRdible’ xBraalTRErREYe (BONt ai ned and

accessi bl e external network site (310).
37. A method as in claim 29 wherein said new random data is obtained from at least
one of the following sources, if accessible:
a software random number generator (306);
a hardware random number generator (308); or

a remote secure website (310).

38. A method as in claim 37 wherein said new random data is generated using as many

of said sources as are then accessible.

39. A method as in claim 38 wherein said new random data is generated by combining

or permuting plural random data obtained from plural of said sources.

40. A computer program medium having stored therein a computer program, which
when executed, in a base system (24) causes:
new random data to be generated and sent to be added to a random pool
database (300) in a wireless communication device (100) each time the
wireless communication device is connected for data synchronisation with

the base system via a secure input/output port (118).

41. A computer program medium as in claim 40 wherein said new random data is

generated using a software random number generator (306).
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44. A conputer program mediumas in claim4l wherein said new random data
is generated in conjunction with a hardware random nunber generator (308).
45. A conputer program nediumas in claim4l wherein said new random dat a
is generated in conjunction with a securely naintained and accessi bl e
external network site (310). 46. A conputer program nmediumas in claim40
wherein said new ransomdata is obtained fromat |east one of the

foll owi ng sources, if accessible: a software random nunber generator (306);
a hardware random nunber generator (308); or a renote secure website
(310). 47. A conmputer programnediumas in claim46 wherein said new random
data is obtained using as many of said sources as are then accessible. 48.
A conput er p#ddgy computetipnogras mediuoh aks n dadimiEweérsinsaidheverndandia idata i s a

conbi nati on or [ ral .rand data obtained from plural of
said sources. gggéa%tdﬂs‘rngrae@%d@%%ﬁoﬁpLl"gﬁérs%?g?r %régdr%'ri sing: a nobile
W rel ess communi cati on device (100) configured to inplenent cryptographic

functions utjd izl q[?q;%lq n L 1S ' | [Wefoh andom
pool s dat abase (30@&%& gu?‘té%m%ﬁB_gﬁno?%mr%n\g@é%@}tay}féﬁghgﬁggga%gm devi ce
operation; a sétehas fepm a seeipely nponteined 289 accessible Egtesnal oatwosk sifsr (§¢@ssor
(106) configured to store random data for subsequent device operation in
sai d random pool database (300) based on new data securely received via
sai d input pdtt* IPSlerepIoram magiun e instditn Haweersintsais\everangom dataife cont r ol
processor bei ngené‘rﬁt’éﬁliﬂéﬁrﬁtﬂwdi@n #AF aTARARIE AFRlofth U Rr baRkiar: pel. dat abase
by storing added new random data therein, each tinme the device is
45. A computer program medium as in claim 41 wherein said new random data is
generated in conjunction with a securely maintained and accessible external
network site (310).

46. A computer program medium as in claim 40 wherein said new ransom data is
obtained from at least one of the following sources, if accessible:
a software random number generator (306);
a hardware random number generator (308); or

a remote secure website (310).

47. A computer program medium as in claim 46 wherein said new random data is

obtained using as many of said sources as are then accessible.

48. A computer program medium as in claim 47 wherein said new random data is a
combination or permutation of plural random data obtained from plural of said

sources.

49. A wireless communication system comprising:
a mobile wireless communication device (100) configured to implement
cryptographic functions utilizing random data input, said device including:
a random pools database (300) configured to store random data for
subsequent device operation;

a secure data input port (118); and
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connected for synchronisation with the trusted base sub-system and the
trusted base sub-system (24) for use with said wireless conmunication
device (100), said base sub-systemincluding: a secure input/output data
port; and a control processor configured to provide new randomdata to
sai d random pool database (300) in said wreless conmmunication device
(100) via said secure input/output data port each tinme the device is
connected for data synchronization with said base sub system 50. A nethod
for operating a wireless communi cati on system conprising a nobile wreless

comuni cati on device (10Q) confi gured i npl. enme crypt qgr aphi functions
utilizing randomdata in u(io,ng(g' " Iregedi (iQB)H%B{'%e(gttoftﬁﬁ%'%ﬁgg'géﬁpad%f abase
(300) havi ng random dat a ssbhsmgeenttdeeiceiopefation BiHakiegudorh pdelvdatabasp308) | on and

a secure data input pory,(Jig),. ﬁ&'taasegé}%@ rgv#]eﬁ)\?@é%aeggicg fidlt @o%vgqg,@f%uw
i nput/out put data port for use w sard wW'rel'ess conmrunicati on device,
Zai dbrret h?googogpri Zi ng: frathch isgtmmmEﬁ%ﬁ@m(@ﬂ),gﬁs@nddmgfwMQ t

at abase ased on - por
each time the device is ggﬁ%gctéga%§%%&§§n8%§gﬁhgatanqﬁﬁfg gb$$h.ted base
sub-systen sendi ng new FiPABGATdRE 2ew wndemdiaiathesin, gaeh tidathedayiceiin sai d

wireless communication geyieefd\bisyhahBnSSon Gt e LAY bR selptRtdpodhdeach
time the device is connected for synchronisation to the trusted base
sub-system 19 the trusted base sub-system (24) for use with said wireless
communication device (100), said base sub-system including:
a secure input/output data port; and a control processor
configured to provide new random data to said random pool
database (300) in said wireless communication device (100)
via said secure input/output data port each time the device is
connected for data synchronization with said base sub-

system.

50. A method for operating a wireless communication system comprising a mobile
wireless communication device (100) configured to implement cryptographic
functions utilizing random data input, said device having a random pool database
(300) having random data stored therein for subsequent device operation and a
secure data input port (118); and a base subsystem (24) having a secure
input/output data port for use with said wireless communication device, said method
comprising:

adding new random data in said random pool database (300) based on new
data securely received via said input port each time the device is connected
for synchronisation with a trusted base sub-system;

sending new random data to said random pool database in said wireless
communication device via said secure input/output data port each time the

device is connected for synchronisation to the trusted base sub-system.
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