; QRe3eMI<X6. T15-1 PREPAI D PAY TELEVI SI ON SYSTTEM 5 10 The present invention
concerns the domai n of receivers/ decoders of conditional access services,
in particular an access systemto an encrypted data stream cal cul ated by a
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to all OV\P%F@Z sﬁy%ﬂh'taé%tﬁﬁ%code the stream encrypted by a control word,
the 15 latter is sent to it independently of the stream in a control
nessdge AEGH emmpledfesdlchydaa lstreamyiwerriean an infoenmatiomsenvice about\the stock

bet ween t he managi ngwcent er (CAS) and,the securl qyrhrmdul e of the user unit.
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receiver. In f the functioning of the invention authorizes the use of a
user uni MUK '@tteH“'rn@llmvabl e security nmodule. At the tinme of decrypting
the control nessage (ECM, it is verified, in the security nodule (SC),
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In order to allow the user unit to decode the stream encrypted by a control word, the
15 latter is sent to it independently of the stream, in a control message (ECM) encrypted
by a key suitable for the transmission system between the managing center (CAS)

and the security module of the user unit.

In fact, the security operations are carried out in a security module (SC), which is
generally in the form of an inviolably reputed microchip card. This unit can be either

20 of a removable type or directly integrated to the user unit dealing with signals such as
a paying TV decoder or a DAB receiver. In fact, the functioning of the invention
authorizes the use of a user unit without a removable security module.

At the time of decrypting the control message (ECM), it is verified, in the security
module (SC), that the right to accede to the considered stream is present.

25 This right can be managed by authorization messages (EMM), which load such a
right into the unit (SC). Other possibilities are also possible such as the sending of
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decrypting keys.



The subscription allows defining a right associated to one or several

di ffusion channels and allows the user tp_obtain these channels unscranbled
if the right is 5 present in his security nodule. At the sane tine, it is -
possible to define rights specific to some contents, such as a filmor a
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renewed. This way of proceeding avoids that 25 anyone who subscribes to all
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At the time of decrypting the control words, it will be verified if an associated right to
access conditions is present in the security module.

The control word is returned in a decrypted form to the user unit only when the

comparison is positive.

20 This way of functioning demands that the managing center knows the user, his
physical address, his bank details as well as all the payment traffic which allows him
to renew his rights.

In fact, the principle of the subscription is based on the renewal obligation that is to
say that a right cancels itself if it is not renewed. This way of proceeding avoids that
25 anyone who subscribes to all the channels available terminates their subscription and
arranges it so that the termination message does not ever reach its user unit. That is
why such a right includes a time limit and its right for all the channels, if it is not

renewed, cancels automatically at the end of a month for example.



5 1t frequently happens that a user who was on holiday and who had sw t ched
of f his apparatus finds on his return biks user unit blocked. It is then
necessary for himto call the managi ng center so that a personalized
-renewal nessage is sent to him So, a great part of the resources and the
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30 institutions, the user can transmt his banking card nunber and the
anount desired to be debited fromhis agcount. In this option, it is

possi ble to use a renovabl e security -5 nodule and insert it in a :
termnal for that purpose. This termnal allows one either to receive ready
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the banking 5 organfzatio the ter contacts e ‘managl ng center and
a nessagainifindependarinieans toddansmit anddentifies represeetative aff thaaniqueaddress it
to the security module. During.this operatign, it is possihle,to collect
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and the anmount to 10 reload. The user can sinply send the desired ampunt to
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p alt or - an )

t he tel ephony oper ging center, the rel oaded anmount is
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by the i tifi of hi it. In thi kj nd of l.i cat | .t i
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reasons, it is possible to generate a representative sinpli cod
uni que adavaicing oh theaaisert bécausei thie valde exxle sirgadyredntgina thenirdormation

i Si 20, | nb f di.qi whi ch , f h
(oreat; omtadndsthal dfig; deeteRas yaediinid T ManisdfBis Saliis. Aboriling 15 aier °™
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sufficient to differentjiate each unit.” According to a particul ar _

enbodi neustanen'ss ciediti(pveicing, eneditueard) tand transwiits teoreleadingninstructionse
managkng nter, | e of the nunber shortened in a procedure of 25

I ni t?gl i ggﬁugﬁ.thég?&eegﬁhpl e it can be about a user's phone nunber. The
managi ng center verifies that this new nunber is unique and associates this
nunber t Adcoedingitqube dnvbreios, (HéhyaluGoctdegisetnahgmitied thrddghhene s thélinodes
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val ue code), h -6

This value code (VC) can have several forms:

20 1.) A unique number is contained on a card to scrape off and defines a pre-paid
credit. These cards are sold in shops and have a part hidden by a layer that is easy
to remove with a fingernail or a coin. The number revealed is a single number
generated by a cryptographic system, that is to say that it must respect strict rules in
its format. It is not possible in this way (or with very few probabilities) to generate

25 such a number that is recognized as valid by the managing center. To this number is
associated a value which is what the user has paid for to acquire this card. Once this
number is used, it is not possible to present it again to the managing center.

2.) A bank account or credit card number and the amount to reload. According to the
terms accepted by the managing center and in agreement with the banking
30 institutions, the user can transmit his banking card number and the amount desired to
be debited from his account. In this option, it is possible to use a removable security



calls the voice server of the managing center. He is asked to introduce its
‘uni que address (UA) and the value code-gfixed to the card. This operation
does not take nuch tine; the managi ng center checks the conformty of the

“value code and the identifier and if those data are correct, it prepares a
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According to a particular embodiment, it is possible for the user to transmit another
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number to the managing center in place of the number shortened in a procedure of
25 initialization.

For example it can be about a user's phone number. The managing center verifies
that this new number is unique and associates this number to the unique address
(UA). Consequently, it will be possible to replace the identification of the user unit
with the phone number.

30 To reload his credit, the user can use a voice server and a classic phone that sends
signals by DTMF. After having bought a value card (solution 1 of the value code), he



checked according to a hierarchy starting fromthe largest right to the
narrowest. So 15 for exanple first one .ghecks if the user has a
subscription for these rights, then, if not if a right for inpulsive
purchase exists and as a |ast resort, one debits the credit by tine unit.
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consumes and the credit is consumed according to a payment method by a time unit.

The first two modes are preferably managed by the management messages (EMM)

10 because they create a right inside the security module. While the third mode can only
work with the control messages (ECM) in which one places the unit value as well as
the acquired duration.

When a control message (ECM) is presented to the security module, the rights are
checked according to a hierarchy starting from the largest right to the narrowest. So

15  for example first one checks if the user has a subscription for these rights, then, if not
if a right for impulsive purchase exists and as a last resort, one debits the credit by
time unit.

In Figure 1, an embodiment is disclosed. It is about the variant 3 of the value code.
The managing center (CG) is disclosed by several elements such as a phone

20 operator (TO), a data (DTA) encryption module (ENC), a encryption keys (CW)
control module (ECME) responsible for generating the control messages (ECM) and
a managing module (EMME) responsible for generating the credit reload messages
towards the security modules. Each decoder (STB) comprises a security module
(SC) that memorizes the credit (CR) of the user.

25  According to the example of the value code in the form of a card to scrape, having a
unique number, the user uses his portable phone (TP) to transmit this unique number
by connection to the telephony operator (TO). This operator receives this information
and transmits it to the managing module (EMME) with the user's phone number. The
validity of this number is verified thanks to a database (DB) of the valid numbers and
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0, etc.). This message is generally repeated during several days. For this
purpose, it is useful to add that the security module comprises means to process the
message only once. This is assured by an identifier of the message that is also
encrypted by transmission keys. This identifier is memorized in the security module

10  therefore only such a message is received and processed. The security module from

then on expects a different or upper identifier.

According to this way of proceeding, the database conserves a trace of the amount
reloaded for each security module. It is possible to verify the consumption of each
unit and detect fraud attempts. Furthermore, the sum of the reloaded amounts must

15  always be lower than the sum of the value cards in circulation.
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CCOCHFT b Surchase of products or to the consumption of the data stream, characterized in that
the security module (SC) includes means to decrease the credit of an amount (M1)
relating to a product or to an amount (M2) relating to a duration (T), this amount (M1,
M2) and/or this duration (T) being defined in the control message (ECM) or in a
management message (EMM), the user having user unit (STB) independent means
to transmit an identifier representative of the unique number (UA) and a value code
(VC) representing an amount (TA) of credit to reload (CR) to the managing center
(CAS), the managing center having means to deal with and verify the value code
(VC) and to transmit an encrypted message having the unique address (UA) and the
amount (TA) to reload the credit (CR) to the security module (SC).

2. System according to claim 1, characterized in that the value code (VC)
comprises a bank account or credit account number and the reload amount (TA).

3. System according to claim 1, characterized in that the value code (VC) is a
unique code and is pre-established by the managing center and complying with the
cryptographic composition rules, and in that the managing center comprises means
to check this code and extract the value which will be credited in the security module
(SC).

4, System according to claim 1, in which the user disposes of a phone number
(TN), characterized in that the user has means to associate the unique address (UA)
to his phone number (TN) and in that the value code (VC) is transmitted to the
managing center with the phone number (TN), said center having means to transmit
the research message to the user unit (SC) whose unique address (UA) is
associated to this phone number.
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