MULTI - OANER DEPLOYMENT OF FI RMMRE | MAGES Copyright Notice Contained
herein is material that is subject to copyright protection. The copyri ght
owner has no objection to the facsimle reproduction of the patent

di sclosure by any 5 person as it appears in the Patent and Trademark O fice

patent files or r nLds | \Vi [ t he copyri ght
what soever. Techﬁ%ﬂﬁWR%ﬁﬁngﬁéﬁtﬁ%@W%w3§% es generally
to deploynent of BICS and other firmvare code in conmputer systens.

10Backgr ound Oiginally degebasdd Novice | BM PC Conpati bl e conput ers,
the Basic I nput/Qutput System (Bl OS% al so known, as the SystemBIQS, is a
de facto standegnpipedt hsieings materiahthatis subied te seryrighhpromctan hesepyrighty nwar e,
desi gned ] 40 : initial
function o e? E%SI (B)Ie%%&ir@httg&% 3%%@%@*@%@%%%@%9%lﬁffélhgﬁsggsufgﬁzﬁg]em devi ces
such as tpeesoviad@@pgdespirate Patedt arllafddanak Offnepdtbfiys ahi rskords)dbuot her
hardware. This initialjzation prepares the machine into a known state, so
that sof tONAFRISEdeHIES ahﬁ‘%&é?é&i YL EAtOe¥ied on conpatibl e media can be
| oaded, executed, and given contr ofecBhichinge@C. This process is known as
booti ng, or booting up, which is short for bootstrapping. 20BlI OS prograns
provi de a smalThelprésent disddsubasiates gepetallp te geptloyrernd tof BAQS ahdvthenfirhbwarsal | ed
to operate . and control the peripherals such as the keyboard, text display
funct i on<OdRH CIREF KRk en a systemis powered on, Bl OS checks system
configuration settings and | oads prakgfmmtihat act as translators between

t he hardware conponents and the 1(\)/Eeratl ng systeminto nenor For exanpl e,

when a user prisesivalonelppohior HBVKEG isammmtiblsoptutass, ghabasias IpaHOULY o
keyboard ¢ r | C h 14 i.s and passes
it onto §gﬁ%&0@g§§?,!§2§é%§1§g@e§r§n@ﬁe @Stte%ll Eﬁ%@ ﬁwggf eﬁ%@é?@%@%@? %fr‘lh%lﬁg | BM PC at a
ti me wherdirpietesefase.f The BIOS éobdon fiambare, Bedigrraac s ster fimpaele amtibpd®Cessabl e
menory was |inmted to _gne ma?abyte BlLOS caode reflected | BM PC AT

30 bit

, and
har dwar e VHep@RErd s Thegaitiah fungt (beBIPS et BUHY-dpedanddpitighze
pr oc or, 3 ' -glevi: | 1€ T than rely
T ok ek ey M0 Pt et W B0 Bri R A oBer Ja co
drivers &nelvait.ebhipimntialdatobyrephas fhermadhinenmer ekrarveh date, Jodhaledftivateo nmenory

during BI initialization prior to |oading ..
g 51%1 as an operating system Fgtorec{ on compatl%ﬁe r%edla can be loaded, executed, and

given control of the PC. This process is known as booting, or booting up, which is short
for bootstrapping.

20 BIOS programs provide a small library of basic input/output functions that can be
called to operate and control the peripherals such as the keyboard, text display functions
and so forth. When a system is powered on, BIOS checks system configuration settings
and loads programs that act as translators between the hardware components and the
operating system into memory. For example, when a user presses a key on the keyboard,

25 the signal is sent to a keyboard interrupt handler, which tells the processor what it is and
passes it on to the operating system.

BIOS was developed for the IBM PC at a time when processors functioned in a 16-
bit processor mode and addressable memory was limited to one megabyte, and BIOS code
reflected IBM PC AT hardware dependencies. Operating systems later developed for 32-

30 bit processors began to include device drivers to handle I/O rather than rely on invoking
the 16-bit runtime interface provided by BIOS. These device drivers are often provided by

platform firmware and are loaded into memory during BIOS initialization prior to loading
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the operating system Because of the | arge nunber of peripherals with which
an operating systemmy interface, such platformfirmvare is often provided
by entities other than the system manufacturer. As nunerous parties becone
i nvol ved, the distribution of firmvare i nages becones conplicated. 5Wth

t he prollferatlon of malware in today's conputing environnents, the

i rrportanctée gpergiang sypleny Becanaridh lnseauebor o€ perisieenls withiwdiiehan efieggimeur e or
di gi tal I t he
authent | crrg oS RER R pBuIBh PERRIALER R BRIy GTRI S AL 7

gives a rssiepi xamﬁufacea@ﬁ NA% ﬁurheﬂduepmlbhaécohﬁenvmsaﬂm desibeti @pdfefiknbiyara known
sender, and that it was not altered in transit. Digital 10 signatures are
comonl y 1188es Bespmes Femplicatced: st ribution and it is desirable that digital

si gnatgires be wWsgdhd Qblifd Lg{;ﬁ; %g fJ SGL.I ption of

t he Draw ngs W?t IS}IO ek I oc (fnd | ag?g?nd o? &H&luorggﬁl}o%%dﬂ%i rmmar e

i mge. importance d'flvgnfyi'wg ﬁnmaaxblhas:klsdnmgaaaeﬂ oA dipifal sipwenie or kil si gned by a

root firmar 9 own in rda ce with one enbodi nent of the

i nvent i orr'gna uresqﬁfn@ ls 3 atiemalispl cherps ﬁgrdsmoaff g th FUREEY Ry diedl Fi g,

2A showi Nfesaibeas@@ssm&RNARlid 'dig'%ttal élgﬁatﬁﬂa%ﬁe@gtreélplemaﬁnqe@@1@@@% th)
accordance with one enbodi nent invention. Fig. 2Cis a block diagram
of a fi rrmm&elwgée%@bm@ikwrbsmdelaanfbdm ftlwammatdt@@l wduwsioviPigitaland an OEM

o O LR RE oo REReY RIRE AP B fORRGR TF Yer oS BB an

access ccs[gnlaairesjbeatsedﬁfrﬂrhma@%dgerdnmﬁ@dhode owner in accordance with one
enbodi ment of the invention. 25Fig. 2E is a bI ock diagram of a firmare

i mge signed by a root firmitiéDeseiptiopedthe RravwiEsa i r nwar e code owner, and
a channel di st I w th one enbodl ment
of the invent |Fr1$1quitsgblgdklg?%@‘rnglﬁggﬁopgﬁgi{%ﬁéd&?gfgﬁg%qﬂlggghe firmvare i mage of
Fi g. 2E show nig.@A aaddsck diaprhmalf al firstwdreo imigdessigied byel rodi Siniwidratcode f i r nwar e
code gwner in, accordance W th one 30 er}bodj ment of the invention.

Fig. B i OWpet inggeondanieamity ressaRe diment it daeieeentgin. sij gni ng and del egat i ng
authority for pipog isA%IsdREiSdrIMEH (hd fiTNRLE ihAROS 195, TA Bfowiffah BEQUIN 2F.

control list for the root firmware code owner in accordance with one embodiment of the

invention.

Fig. 2C is a block diagram of a firmware image signed by both a root firmware

20  code owner and an OEM firmware code owner in accordance with one embodiment of the
invention.

Fig. 2D is a block diagram of the firmware image of Fig. 2C showing an access
control list for the OEM firmware code owner in accordance with one embodiment of the
invention.

25 Fig. 2E is a block diagram of a firmware image signed by a root firmware code
owner, an OEM firmware code owner, and a channel distributor firmware code owner in
accordance with one embodiment of the invention.

Fig. 2F is a block diagram of the firmware image of Fig. 2E showing an access
control list for the channel distributor firmware code owner in accordance with one

30 embodiment of the invention.

Fig. 3 is a flow diagram showing the process for signing and delegating authority

for updating the signed firmware image of Figs. 2A through 2F.
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Fig. 4 is a flowhart of a nethod for updating an access control list for
the signed firmvare i mage of Figs. 2A through 2F and 3 in accordance with
one enbodi nent of the invention. Fig. 5is a flowhart of a nethod for
updating the signed firmvare i mage of Figs. 5 2A through 2F and 3 in

accordance w th _ope odi t of, t inyention. Fig. b | ock di agram
of a system cofﬂlg'i gﬁra:txbgowcg’agﬁ)gﬁlnéeﬂfﬁ]%?%a Llnlggaeagcets%g netl%% :hétnfg)(rjﬁ‘gys At i pl e

tenant s ifmBeae MEARCT MEd. DAGRRUENDBALdB L atforddhee ivithent ietibodingindbf &d
Description Enbodi nents of the present invention may provide a nethod,
appar at ushveifi®ilem 10 and conputer program product for depl oying a signed

oot i rmare jgRag [Aateh RSk UdES, EPP WBANLER. DAY AR.AL S dprgl 1T er et

entities in the®system ri I'on c I'n one

met hod5 i A thdeghdi @idd imGicaordigpeeditf onenamlselimemgd thdiavertionpri ses a first
code nodul e signed by a first code owner gnd a second code nodul e signed by
a second code %W.abk%mrﬁ@@fﬁﬁwﬁtﬁ@rcorlﬁgmﬁ@&er@gfeaﬁrmwe&ﬁagfaa%@%d first

15 d i si f : e, f i
code %g?gWﬁl’gﬁér{égﬁgﬂggéggfan%%hd?l% e gsfn'tu{]niBgﬁl@Cfﬁve%QH. e, verifying

that the e I's signe Irst code owner, and
updating the signed firmware i nmaDetaded Desdiptiopdat ed first code nodule in

t i fyi. th th dated first caqd i i d by th
ot code owndPbodifnt Phihe prehRaTE P R TR AT NEF SRR SUTER- Access
CONt T 0} e oher LR bARBCUBHALSyihOa thhfed idobtiraade: inmgukie hcidee 11 st

i

20 code owner and ates to the second code nodule by the second code
owner.  code npdelepiitahang stenpd by diffesentientitiesda thbsyatom digirdytior ekanselont r ol
t oken, wherein_t S ntr y n Il se [ f athird
code owner an n&ﬂ%ﬁ%rglgglg}eflg% n%eé[ﬁ&% ]ﬁlgﬁgﬁsl &gggglgea% I%gr (#’ ag%ﬁg%/gee tggtt hird

code nodubgpaibestdrsséq@idasbduld sty@ddebyl RGEcodeasvirdfey anda bdvdhd tbé: @cdess control
token is signed by an authorized code owner fromthe 25 access control

list; verigngd Ry aspepndirde awnerorfheaeetbodibirbghiveludes eRitingg anatpdpsd fistat e t he
third o ; / I | | i e

publ 5 kegof Bt EicoftsiR BRIt PRETRR SABHBe Uan R AR R
code owndirsttcodeipadtle it hignddhby the dodeododwher, ankdhepdatihf dat signed ffumtwaee | ncl ude

el vl B0, MPATkerh bl e YL Lo e LT ol Quner g yer 11
and updatchfimbBgle 34 SRR By BRI Rolid IR MTHE sidhed URAALRAnTBE hihyTRMRerMDduUl €
comprise an access control list that authorizes updates to the first code module by the first
20 code owner and updates to the second code module by the second code owner.
The method may further include obtaining an access control token, wherein the
access control token comprises a public key for a third code owner and authorization for
the third code owner to update a third code module of the signed firmware image;
verifying that the access control token is signed by an authorized code owner from the
25  access control list; verifying that the authorized code owner is authorized to update the
third code module; and updating the access control list to include the public key for the
third code owner and the authorization for the third code owner to update the third code
module. The method may further include receiving an updated third code module from
the third code owner, verifying that the updated third code module is signed by the third
30 code owner, and updating the signed firmware image with the updated third code module
in response to verifying that the updated third code module is signed by the third code
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in response to verifying that the updated third code nodule is signed by
the third code owner. The present invention inproves upon the
traditional BIOS/platformfirmvare nonolithic inmage update process and
allows different owners to sign individual firmwvare code nodul es. The
present invention enables updates to be performed for a specific

Bl OS/ pl at f or m TharRipeenbiny erftoniapue s gpew e tiditionalbBloS/platipwn firmpere pl at f or m

firmware i ' ' | St -0V di L.tical
funct onalv T E0cRRed AEERTRLA InE ARNAHIERRE AR UV RS REMER, (o
firmvar e @da nivdwldbe Theprdemtieleyticn enabidsapdanstotieparibededoranpedifici se
managenent. servers rather than requiring an or.iginal_equi pmrent  nmanufacture

to provi delO>/Hatiemm Henyesscds medulerdivet feansanplicion MBIth pitiogr frmvagsar e
regi ons ofy £l ashh iHEaRs: : 3 S O E i ion to
"one enboofi rreg{é"l or "n}:{t l;’ g%%%ﬁ%%ﬁ? b&g%ovtitﬁgf%%%gﬁﬁctl%%lﬁf%ﬁ%%éédﬁgﬁ}% hat a
parti cul deatheeatdefects mttheBIQS endplatthan ficherirestanmodescinirhatately cooactedt i on
with the egbodLge t Hi i ncluded in at | east, one enbodinent.af]the

i nvent i oI eCrilpRsk MARAZEMGRL SRV RIS dUndPqIBRE R gl rent | -

"accor di nGuipthAnBafRORd B HrovidE a he® ndéat AP REACI (Dtht BniRIBIOSpIGEES

t hroughout the specification are not 15 necessarily all referring to the
sanme enbdiimyene region of flash mamorp dydhbe sifstasxpl anati on, specific configurations
and details ar faorth incorder. to provide a.tharou nderstandi ng of
fhe pfhatne G Ehed Bl 10, B PLE ARt b BARaBRRE Sr3REL 1O

ski Il i n présen@intertioatmenb adi Apatisulal fdahee, REas@RE orl dh@Bictiotc dayrilal iar act i ced
wi t hout the specific details presented herein. Furthernmore, well-known 20
f eat ur es cRAYECHEN St the embedigienpisiingldediin ableas ong smbpmsp el the IPvSBLHH es ent

| nvent | ofpp,Vant gisafXadlreRe Xsé@?ir%n‘é%&&o%ﬂ&ﬁ?@‘g&o%h? 1§l&R€r i ption. These

are nerely descriptions of specific enbodi nents’ of the Pnvention. The scope
of the i rudotingmtT er thelike appehardg rovdrivas pkaopthesighowmahe spatifftatolvanomes i n t he

sophi sticati on, of ware, it is desirable for providers of 25 system
sof t en§EFéﬂar‘al¥a]flirrT%jﬁ%gé°iﬂFFa§j§’§ od¥Peitiy that a given version of the

firmare | mage: hsrpdsReRkplanaRY, §ReiRUonREESHsUNE Tt alc2RPRAINNG- Such a
certification is often provided as a digital signature of a firmivare inmage

file in astdoicdprvalew thoroagh nygarsgndipgpiths presemt isvasitions Hole v, itewt! b8hanmi r

o encryPoaky PG LRt iy Afard Pacn RN TSR Pros BBt nat
t he i nvemtipartidebeithde dhdgreeifia d%@il@gfeséﬁtsa h&@dint Fuatheinddrtakelbkasiah ur e under
the RSA encryption algorithm but that any nethod for providing a digital

si gnadlur deatgies may br Pyt erimphfiedintopdgraiopfor ehispure ee prespéinyEntidie i nventi on.
A digitak,si t Y pi S| three Lthms: (1) A
key genelrv(i1 ﬁogﬁg%ﬁ%d)g?slslﬁ%?n&?%%’%gks}gﬁ‘keécl}%g{:%%pdre%rgqtg%keT;h egen?llr? (%l% %1['15/' at random
from a sdescpiptipmssishbafipembadimekiaysd thelineertlopo rTiHeBtomudhd Biveitéonps ingat e key
and a correspondi ng puEeI ic key. (2) A signing algorithmwhich, given a
message anYted tpMeXpRPIEERIVeBr oduces a signature. (3) A

With advances in the sophistication of malware, it is desirable for providers of

25 system software such as firmware images to certify that a given version of the firmware
image is authentic and has not been subject to tampering. Such a certification is often
provided as a digital signature of a firmware image file in accordance with a cryptographic
scheme such as the Rivest Shamir Adleman (RSA) encryption algorithm, which provides
public and private keys to encrypt and sign data. One of skill in the art will understand

30 that the invention described herein is not limited to a digital signature under the RSA
encryption algorithm, but that any method for providing a digital signature for certifying

authenticity is within the scope of the invention.
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5 signature verifying al gorithm which given a nessage, public key and a
signature, either accepts or rejects the nessage's claimto authenticity.
Two main properties are required. First, a signature generated froma fixed
message and fixed private key should verify the authenticity of that

nmessage by usipg. the .correspondi ng. pyblic. ke Secondl A uld be
conput at i onal I@%%@E%g]ﬁlaﬁ\lrg S enéeewglrcgﬁ%c%ns\llsgﬁ %fc}h%efﬁﬁ%)trﬁ%és‘fgl) %2]9 e[3’arty who
does not fasLasS alkBrithAethar éeléttea K@vate key unifdringy atkahdondrbhacdet Of pasibie of a
prior art signed firmmare |maggl. Root firmmvare inmage 110 is mgne%@l&g a

n

si ngl e erfrivele keypriheatgoritem opfonts ibp pyivetakeyapbe corespending puldigkeyp

update rao@f. :f] i e.110, F e

mant act g ST WGk pieae C R p v SRS FRoch B8 BBRET 4

manuf agt wigathse Périfyipaal ddritkmywlid® giveh a updaice spubdickedahds sgamued, aileerwi t hi n
the root firmmare, i rraﬁﬁ‘g 110 are needed b)[/ other entities jn the dep] oynent

chai n af taeentoereferisiinmessagagelaim tp auheigite o Twe ain RLOPEIfepRIeqHEC hannel

Cust Omer bR b £ Hesshfela HREPRhEGdy khoRESR/ (lBge code
nodul es térsg’ﬁﬁ%ﬁnﬁg% g%’*e %?(?rygt eaoﬁey 1%55 %kgér{)e .nﬁ%eﬁgm a subsequent

rel ease aiutheottity ofithatanessagedgeusirigthe Sorcéspandingplislivereyat¢condlye gshowd ban
infrastructure for,. 20 naintaining the.customzed fir re, i mge nodul es and
depl oyi ngOTRYABRAICATHIBIE Piefprialea YHAGENTHE R 2 2eEE PRGHSS" AR P SEhedul s
of ouimi dge piNdtd k&S A security breach permtted by a custom zed
firmvare i mage code nodul e provided by an entity other than the owner of
private key 1digdowpridedksbegramelgerior pttyigned firawerstimage.r Boot fiimvkar e i mage
110. Such_a s rit each can be correcte n r, of

o vate. Raged S slghefh? 35 el Eu e s BRI AE R AR ONb U bR PE P e
only by dnbichh @pdad rdob@irhavRrinR@ae 106. Fhexdinpld, hfduineahatahgsnsal . Root
firmvare i mage code npbdul es provided by the system manufacturer and/ or OEMs
are of t ernamEchRachas 51gagé rept favwsroBaghd 10 asiag thserysisBupanufpgirey 8 Privaiet hout
a digj4al,.sihgha { | - ¥ f e i de
rodul . <R AR 1 EARECH e il Rl iRl RURE £ MRRCART

| ess tr udtywolicr leytities in the depipyn2At tlsimafdrookt filinagaraimade Bl fis signed, suchrage

signed b oot fir re code owner in accordance with one odi ment of
Eher oy RIS it RS opices, S FRtESs ShsomRIedhor HeBGed Arm g o

i mage, SUgRASHAR MYRIET TRMRE LYpRTatk k8 €50 BbdiAcI8EEIn *BsequBiRQblehse has
signed each of the firmvare i mage code nodules in five firmvare vol unes

(FV1 2110f PR fiphariuig 150. Sweh atifplement®id 2q@iyeswntinfrasoctupe forat e key

220. Signing the code nodule may i.nvolve tachi.ng t.he digital, signature to
Che. Ao Midaate Ff ConEn i fmeirmis ala A 488p g i BB B0 00

nmodul e !SﬁrinkdakaM%Te%o@&a@ogdagaéwwc&dafeg@@b@ﬁsﬂe_emmés.a firnmiare vol ume
containing the code nodule. Simlarly, the authority to update a given code
nodul e is desdéy sdsuitydgeachaesmitisd by aycustomipndaliraveare ipagegode vt cont ai ni ng
t he code I y Kihl | -\ . t han one
code nod EW&%& ybegeglg?g %t?lﬁ%%‘aril H{%ao g|%\r/gﬁﬁgﬁtwgﬂg‘éﬂ%ﬁg&%gg{et%g]%rﬁéio ferent
code nodthessting tdat firrAwhierimage @ 10,08 wolen svayritydreactichih e entrecse mdy by else and/ or

update 10 authorities, but that for sinplicity, a code nodule and firnmnare
vol urf® arengedlgrivaisdkeys 2Raviongrinreg s, mosoplsReHeiondeday appsighgd only by

Tabl e 23Q€titﬁ)ers%ﬂ}£éq§w§1§&ﬂrdg{tﬂe 4 LB LIRRAnkiN G 44 FRG reOi%';Zfle %o?@%o &s for the
Root" a 32 fo

root code owner nd an Access Control List (ACL) r the code
owner " RpotvidedAGIth Spstém dianafaesir¢riaadfor KRS arciofirgemnsigoed tosdaldabe (i . e.

firmvare vol une owned b 5 public key 231. Further detail.s about access
contr ol Pfog’he%@isﬁ?w&ygqéawgﬁ“FW&h?ﬁ§.dzlgl%al signgfue by, ei%"‘ﬁ?‘ﬁl(’g@kanéﬁ agram
of the fpr AT HRERaRIcolit thoddRs SHAWsHY 0 FheAGSRMSMEPBEsRIer tHeSrnivedre t he
root firmwvare code owner "Root" in accordance with one enbodi ment of the

i nverd0i ommagerfotbhdessmatosthshown, ACL 232 contains pointers 232A t hrough

|2:\3/§ EZEI_g, Cge/z E‘q)gd ‘jl‘\elg aibToc%acﬁQgrgr];q otfg%r}cnivx\/a?e In%a{’grervé@é’need %9laurggtsﬁrlr:n\@arg ]c'(])'de Fv2 213,
owner in accordance with one embodiment of the invention. In this example, an initial
owner of the root firmware image, such as a system manufacturer (referred to herein as
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20 217, and FV5 219. These pointers are shown and explained in further
detail with reference to Fig. 3 bel ow Fig. 2Cis a block diagram of
a firmvare i nage signed by both a root firnmare code owner and an CEM
firmvare code owner (referred to herein as "CEM') in accordance with one
enbodi ment _of the invention, In this exanple, a second owner of 25 code
nodul es ofRqoke, hasisignsd éathﬁqbe fignwpredgagn carmediesdpdive

manuf act I S

manuf act Urgr 9 PyBg BuY 516@%2210; bl /921 8fwich Bt BEONE AE A 258! égﬁ}n@

t he conpuhercodyabéute amyambﬂ‘aajatasbmgehe mgmﬂuognatmd) thbeodd mohle.eln thage code

nodul es provi b he. code owne configu the firmvare to
oper at e i Fagp Séh@x@éw&’ a SR {"éfHCBﬁiF mgg‘lﬂﬁ lﬁﬂgsﬁ%f A} HhySUSndary owner

"OEM' has,ssignedwis laqﬁrn%ré U EIOMRY ent\aehﬁg@é chid baulkhsnﬁﬂary@{eeau& to NOW

referred to as CEM firmware | nmage wth't M private key In
this exantpidet;e af givenyende nmﬁlutﬁmsle%%eQaﬁtharadtth& t@l@:data\a(flrbn’me solgmed by CEM

private 240. Tabl.e 2 ovid i n nmat i on | ncl udi ng
publ i ¢ ke g g e modky %6186’@ Sk iB et ‘K{?&%%%do Srippis by ate (ACL)
242 i ndi ctik fpdulkendy b Snd ARG ¢AORmIREE vBRinld, afd thaf diffVAE Bodeo! UMES)
owned by public key 241. Further details about the ACL 242 are provided in

Fig. 2D. mpdplesppithis afirpiveset velbagmaan owve diféerentrsianatuecs andie updatei g, 2C
show aa%tlﬁﬁ%%? %u?th%ﬁgﬁ ]?l]lrpe C{[§ éﬁ ntl(?cﬁlle z%f\ﬁrmw r%{%ﬁle a%i geﬁc\r’m%cL%

accordance w th one & e inven e exa
242 cont dianBigraaseeaciony eclpiomhrirredd2C and 242E to each of two fi rm/vare

vol unes FV3 215 and FV5 219. This new security. infornation is a part of the
tabl e 230B, vwﬁaéﬁ?%ﬁ 0doprowides reurifyipfarmatiesy inshidingppyldic key 231 &r theigoot i r mnar e

code ownghde BRRL, « t A8RIGH A& gss%(grnrorl ﬂs&éot fﬁ%ﬁ?fd: Tl oot or 200t 20

However, the root rm/vare code owner el egat es” aut r|ty %or the
firmvar e AQdeE32wmddratcsTMirmwagpoagecddddn@iibesgine, Fbwarkdohanck) pmnadl bys 232C

and 232E o en b oi nt 42C and 242 CL 242.
The p océ’é‘gh‘égyd%ﬁeg{'aéﬁ%ﬁbge&%‘h?g’m %chﬁ BU%]tel ??% ﬁ’iﬁé’rr%“é%’é‘% es is
described furtphenpishibis&f BEARERFIR Mindfare ImhsY SUGBR. DA BIRIVAWg aﬂﬁgdegs 2E is a
bI ock di agramo a firmvare 1 nage signed by a root firmware code owner

"Root , " &antCENist for taoet ﬁmar@wné¢ ow@ENRooghid agcarfanes evithdorst aniimdiroent

firm/vare n cord th one enbo

hvonti oM REh 1 loxab B ARS R BEF 2o sl GoflitS PaZk Birofn M s o

i mage, su@die @sdass mhaohef the bk airRivaed véluge OEMI 2l 0F vig 2p3.ipaad 21K EW4240 in
has provi ded custoni zed root firmare rmdul es. 20 The third owner

cﬁnﬂo had7.andddtd Bite Fhesepintersar shewvmpnchesplained injfurbendstalisge, now

referred stonmer firmvare i mage 210C, with the channel
(Chnl) prr%fgrae?ge Q.%%e-l&?&h this exanple, firmwvare volune FV5 219 has been
si gned by ChnlFigrRiCviatdldokyliapin of albirmw2B0ithgpe cigndé by beth swotfiihyare

information includin lic key 251 for t hapne] cus r. owner "Chnl"
and an AE% %W‘E%ﬁflfiagdﬁ@fj %lcoﬁﬁ?vﬁﬁﬂﬂrﬁg?ﬁ a&’ Q‘Fféqus m‘;\ @195 i mage code
modul es GeoBdanct %M@%m‘b@hﬁ'{%bf @ﬂénﬁ'\ﬂsngb{n pﬁ%is%xgﬁglezééecond owneFbfd- 2F i's

a block diagramof the firmvare I mage of Fig W ng an access contr ol
| i st 25or codremodidene thel fisnwatstimage,fsucmamarcOEdteustmnerof tighsyisteni n accor dance

L one SRRl IS Bh OB . M KBRS o5

i nf or mat hduies. Boéainp®, ah EN dEvaZS38de owner may offer the computer system as a
blade server product, and the firmware image code modules provided by the code owner
“OEM” may configure the firmware to operate in a blade server configuration.

30 In Fig. 2C, the secondary owner “OEM?” has signed selected firmware volumes
within the firmware image, now referred to as OEM firmware image 210B, with the OEM
private key 240. In this example, firmware volumes FV3 215 and FV5 219 have been
signed by OEM private key 240. Table 230B provides new security information including
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30 which al so includes public key 231 and ACL 232 for root firmnare code
owner "Root," as described with reference to Figs. 2A and 2B, and public
key 241 and ACL 242 for firmvare code owner "CEM as described with
reference to Figs. 2C and 2D. Pointer 252E overrides both pointers 232E of

ACL 232 f b,ligléWf For?l?edg)lgwggdg m%r"anag A%%gslg @Jnﬁ%‘?hs@é%%i?ﬁ@“ rmiar e
code owner ig. I's a tlowdi agram show ng € process for
si gni ng andicadlgagatirmyasliitage cdde thoduleypdal, fingwatevaing e dwhnied bywaiiblid kege of
Figs. 2A through 2F. Initially, r irmpare 5 i mage 310A has been signed

. oot f > 5
by root i mkaFlerdsipls shpeithe AGE: 242a4¢ grwiderdp igxPh ref erence to root
firmavare 1 mages: 2194\ 1194: 4. ndi S i wth
public key 33%1%' i csﬁj]%lgéﬁl?célgégnd%ﬁ?%ﬁ{]ﬁggéﬁg%gé Sgaﬁé%égmﬁ%%ﬁgraﬁ@g%éesykey 320)
has anS acoessl ltdifidrrthd “OEST” f88Rvare ndde ovney ipaicotdanse B8R Ane hmbodimeaBaE

all owi ng [ he owner of publi ey 331 to update code.nodul es ained in
each of ftf‘fr' ’rﬂ?(fsli‘té%éfl @‘af—‘\?ie g’flfm %é:LF%'} ‘%’f?,lnﬁf@@eﬁ%‘? P?i%r%g”%‘%t ad Fvs
319. 242FER0 8&dH AAwa fkmwWaRevAURES FOB 205 aMaFeskay. 380 newRRehnity Creates a
signed token 360 in order to authorize subsequent updates of root firnmware

i mage 310MormBgtiai igripay of dieetabls @G0Bt whichwhserin@dfidgsmiubhe keka3l 8rRACLR3at "
firmvare code .owner soci at.es .1 he." Root /' blic ke 21 W t oken 360.
Tokon: sador e FiREle cfiR Be IR AT desRRRIwRl B Rns 8 B Oy T's el ng
del egry edjovdief] t&Srodt BrWhE ds@y owhé: ‘WooRNddétatdsuthetifofor ZikRdfifndwatpdade oot
firmvare i mage 310A and an access control list 364 indicating the firmware

modul es KT FOENGo NpA#adivg 315uigd FYE0 % pesd peiaierssts Kamel B By Ae 232
. i mge I LS e
code onnas OGRS iR SR PRI G o s actBaubel 101" ¢

| i st 364 aathoeivy toqupidhte fimmvwete odde@mddubdesidk desckibyd Bbdiet witROcfatat » Fips.war e

vol unmes FV3 31?; glgd FV5 319. In action 3.2, before root firmare
i mage 316°P8h yBEifMed, the authority sought to be del egated by token 360 is

veri fjsed. ROOti{ DENANEd AR HOA (AR iagedied B9 Qo nARRHE Eoddnat the

owner of the public key for token 360, 1.e.,” the owher of token public key
321, " Roowner {Rodlitandd et ntveare podet @viidn & OFM fhand e chaingheistributdr fotesvand t hi n

t ok 360. ,In 25 this,. lLe, table 33QA i l.ted t that th
ouner of SO TN s erse T TR e gl o ApgEaRs T A SEIE R 30A
and  hat o GWRGFoTR04S HRBMObT Bl BRLink, 410k aBuB00EBIGherbaml e

authority to update firmvare vol unes FV3 3 and FV5 319. In action

3.3, aft &EMdbefdingpuigpte ket 240ha fogu?aY, hes prowided gbstpaized yo@dmivere mokelss.360

"Root,, h h hord t ¥ .10 U LI re. vol V3 31 nd FV5 319,
e Sde 11 V5! AYANSELbY 1S sBEELE bt THEABINN STRD s el (oo
310B. TakbdferréBdBswhhdtien cidtdéhéd firfwadre irmagds 0871 QRhi the ahadaecll(@tal)givhe kepcl ude
the public key for " i rmnvar e code owner as public 333 and the

OEM. f b k
cor r espoRaf-nl thiscxaaptey ﬁfm{ryrﬁm%ﬁw K¥P)2133as boep signedy| Qf%pnm@ kgpdale to
Tabl e 33§81 LRBCALERES LMLty thBimBON BRI IEBkEF 2 PLFR YR Shannel

customer owner “Chnl” and an Access Control List (ACL) 252 indicating the firmware
25 image code modules (i.e., firmware volumes) owned by public key 251.

Fig. 2F is a block diagram of the firmware image of Fig. 2E showing an access
control list for the channel distributor firmware code owner “Chnl” in accordance with one
embodiment of the invention. In the example shown, ACL 252 contains pointer 252E to
firmware volume FV5 219. This new security information is a part of the table 230C,

30  which also includes public key 231 and ACL 232 for root firmware code owner “Root,” as
described with reference to Figs. 2A and 2B, and public key 241 and ACL 242 for

firmware code owner “OEM?” as described with reference to Figs. 2C and 2D. Pointer
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for the "Root" firmnare code owner, pointers 332A to FV1 311, 332B to FW2
313, and 332D to FVv4 317, and two pointers for the "OEM firmware code
owner, pointers 334C to FV3 315 and 334E to FV5 319. In action 3.4, "OCEM
firmvare code owner (the owner of private key 340), creates 5 a signed
token 370 in order to authorize subsequent updates of CEMfirmmare inmage
310B. By &14mivsgiqese porpers?RdE ohdrL 812 for fiymparacogle omper “Ryaly and 243kar e
code ownels A @F 996kt sdFMnRuBENg»key 341 with token 370. Token 370
is creat eof to i nc}f%cie |‘%1£§$?rat| onnepf ?FMV\'M ch authority is being del egated,
such as a publlig. ke fBAR daframn slerwing thegqubddess for aigning anddiategatg\dthorityar e

i mage 310B and .an acces ontrol list 374_indicatipng.10 the firmmare
modul es. O HPRIBERRS 1 ETRTEN e Ss F8 430 Eiatioh &l a1y Apar

cor 1 espongiang 3PYRhhEbdeRYighéd by kot llHnivaeX 88! RyncP YR ak 8¥%cAB& R firmuare
code owner "Chnl" has been intluded in token 370, with an access control

| i st 374 rgfdrenge hgrooh&rrowakerimage Zhivk oplitgl 24. Keple3BRAtindigptdaithet fn entitar e

vol ume FV\5.,.319.,. l.n iopn. 3.5, bhefore firmvare iyage 310B,i s ,updated,
e aut hot it yetiscines 1 6 Bish s@iratadh Bl b it RERe i POVasa kry 1) b
firmiare dcomgeomidl BiscPITsedntfnihapbRitc?SIR A ehreEI R H MRbvihd e QWRRF oOf the
public key 341 for token 370 is authorized to update the firmware vol unes

i ncl uded RMbligkey 3dkerirdaig. cofemodplss exaiprdin qagh PEfigBoBe volumesdiV t 3Hl.t o
ensur eyt 7 t FE~kpey 341 for token 370 ("CEM') appears
inta er}g\%gsgn t gfppﬁgrfg\/\%g?% 3ﬁ?\e public key 341 for token 370
("OCEM') has tHe aatidrh®i ] thy otvae26 prpdatieyfi20ntioee,” cedawse sidffed 3d@n 360in | n
action 3.6, after confirmng that the owner of the_public key for token 360
"OEM haLT{Hdo a&atil%%q WS%I@%@Q?@SP FBWHIS| 1g8e &fﬁbﬁ-s%ﬁ@ﬁ@ te@% in FV5

319 i's updat &d olief M@Wa%&&ﬂ%ﬁk%@ EwhEBE& S ARC the e 330C

wi t hi n Channel Custo re imge 310C is also updated to I nclude the
publ i ¢ kepbfiokey Ehinwith Rikehi36bwdipkercifdas owated tasmchudelinforkayorGes wiid t he
correspondj,ng, Access ntrql Ljst 336 a result of the update to
Tab! of BoQUMAHER R EERB weh & bt tidn BefiFatser e Sl he
"Root " f irbSRhEvEO HRag\W1BA, ankdQinHe€dss cteo 1103 dAMhdBdidng B8 ZBnhvardMddddsd, and
332D to FV4 317; one pointer for the "OEM firnware code owner, pointer
334C t o MthiBi®t fizmeatmismage B heAthat ean bhepda@shhy the icomesmprdiog geblowkesr |

poi nt er E . 3 . 16,4 1S f| owchart,.. of met hod. f or
Cpdat ng-on BhdicSeintRs BAftic ke pgbt fmmaleols Op RV Rin e Map AR o

t hrough 2frtckeal 380,iwitlaecasceanoatrvi lish 364 allenidgdha®@nber@f GHM pubNEekdyi 362.toThe
st eps_descri bed in Fi erformed by an owner of an existing

. 4
fir m@a@reupﬂﬁﬁé}'mévﬂﬁen‘“g‘ém%ﬁ %\rﬁgé%é@ﬂym%re i mge 310A of Fig. 3, to
del t t heri t I i i j .
el egat e aut hey h&ti/o.n ﬁ,%gﬁg%ot%&%}% %rgatgg%(iﬁéq? Iﬁgfgate%' %%tﬁo'rﬁ?gﬁ{gg {é)P?gg to

The entity delegating authority to up t mavar e | nage
her ei n abe dhlegitddbe gdien 3G0 énterified”’ Riont filmewpreemiageid] (¥ eorplitstable Bi0gsto 2A

through 2F, the steps described in Fi 4 uld be perfarned by.the 5
Root s Frimeie: B Gamshene pabEk S ot kgt B iory e o e P Iblis Kitare code
owner | n3QP,t“iK2>E§” & %W%e@t@upc@iéﬂlé ﬁ%%aré&lﬁuﬁ%@iﬂ%lu@@d Fitdin BkaP380d 1Re

performed by t "CE i rmvare code owner to del egate authority to the
" Chnl25 f ihisrpwanepledelde didis ¢amseltad torsssiBe thaathe @vigr ofithe pubkpkeyd2lFog. 4 wil |

oper ate u &, an.access. contr | i f. an_exi sting,f.i i_mage,
such as éog(ggggégg{rﬂort 3Iap Pyt mﬁﬁ'@ﬁﬁgb Araggithq(‘%iﬂﬁer’r?/%?eé 0?#&9‘8’%33% 1eg?cfcess 10
control tdkeh 386 0R k) GaMHel dutiaitetd & &hOfire volumes IFV3"IBtaald FVACTES S

Control (AC) Forward Token" step 410, an access control token such as token
360 or token Hyerctien 38, gltencandirmyiedhaiehe praes affibe pelisdeyidad ferfpken360as

s Do PR ORISR T AN ot By S o

access contro oken su ken
creat3@d BY3a3ié aedtViS)3 10ns tipdated to form OEM firmware image 310B. Table 330B within

OEM firmware image 310B is also updated to include the public key for “OEM” firmware

code owner as public key 333 and the corresponding Access Control List (ACL) 334. As

a result of the update to Table 330B, the Access Control List now includes three pointers
-8-



15 distribution channel to authorize a subsequent entity in the
distribution channel to nodify a given version of a firmvare i mge. The
access control token is signed using the private key of the del egating
entity, and a public key of the delegating entity is therefore associated

th th t ok Once..th k bt d
e GEREIRePEN AR S D AR AR LS BT SRS
"l denti fy33Dg egfam D, 36d BRS pdiditedNr WMRUOENS GiRdhdfecodb oRMBKYingdrs @sztcegat i ng
Entity with ACL" step 420. In "Identify Delegating Entity and Match
Si gnat ur "6 3RupKeip4bitodd el i ng Entity with ACL" step 420, the del egating
tit d ” k
entity i i denhibligfs 3 0heaibiiate AR QA ABSHALIG AR6RSR 305 bRl oken

del egad i nags@w‘dltblyem S70t1h@rdeRw&uthémZem@uaﬁd@dﬁweﬁOEWhﬁrnpNi&iellmagfey

associ at ed W|t 25 the access control token |s nmat ched agai nst public keys
appear i ng 108 thesigapg tokep §APrtBe ovpeofprivatsdiey ShmeM] Mg oo dgEsT-updat e
aut hor | t ol %idh (Re~GEMPYRY ke§§4f%h9a@n'ﬁok%ke§§ﬂ9ﬁ%&% Molifible access
control en appears | e access control |ist I rmvar e 1 nage,
contr ol pnﬁmeemn foo whitdr authorBy grimting delegateliCsiebrasarpsiblioken3 75 ofem ehBO: At

"Verify Si atueof Al rd Token 430, the public y .for. the 30
det egat | YRR s QU R ry et Biecs Foftid s £Ebdicting o

t okeny TQhPRIARER héulesSVBNAOEN fMBfakd Mde3N0BanAIREN bY BpdiRedBYthRe conput ed
fromthe signed access control token. The public key may al so be used to
decrypt tdewresfiogilinglpubligkest 3if2%e Iabis phenelﬁgméxhwdtay a72 avdirpvente egrdstdverer hash

val ue can , uted fro ed dat a. ut ed
nash val uShThareRet gl Bl g T Va G ATS et uBe e el

After the)f@hgnplﬁmrc&eszmzhteu}a@wﬁﬁn@aetvbta.imdp‘keemas been verifi ed control
proceeds to "ldenti f%§C0de Modul es Requiring Change to ACL" step 440. At

"ldentify Coddn e 28 épaiGEMdiraygyinags 346B s gp%ed@l@ auihaity Soughbr e 5
|
vol umes 0. WabEREH] BREL bY b Beieoith a9akaek BLee hianthikadHdnidie

exanp I'rmvare vol unes i in access control
t oken 36060 wesuee that thwamnacvel thepsbll—‘c\l&ysmﬁ fankén/57Bikduthoniced tohepdhicrthwar e

e S HERe e R e S
Aut hor i ZefsfrDapgteAfwnes bEfe ‘f)ﬁghc ﬁe}ﬁﬁf 1efoidkah Bof (4SES) MRAsswWheles3de

del egating entity is authorized to change the access control |i1st of the
exi st i ng ahd thavtheeovnengEthe Amblekeyr 34efr acbr@ném(ﬂeEMé) bapdhé agthemtyitoy, " Root "
fir e .owner, has ?S,%%lgey ghated as the owner of the access control

li st for up?%ﬁ&gpgva%‘foa%g 11 through FV5 319. Consequently, the

del egating enfh htidnS3. etatfﬂapéérﬁ‘ﬁﬁnﬁgnth@hmeeevn%h@ftﬁ@@@&& fﬂ)lkelll Bs¢ for these
firmvare vol umes. Control then proceeds to " E/date 15 ACL: Enter the New

Entity' s “PlidKehasdheiautheriy do npiaie fignwasdelwpeliVé st Isthe sodwsn, FV'5 319ISAt
Updat e Al U t 6@.@
I\/bgu?eg &atecl:ﬁ)é‘élﬁmt(ﬁ)én%%‘@i Nketr)ﬁ ye?lﬁlﬁ 2’??? q??)le\%r%om alltj}{ﬁon y is being

del egat e@ustoeMirhivararatage G v0lE 1mlfgtEﬁpdaredttblnscledeanabebhd leeyddoledhild t he
access caontrol list, and access control lists for the firmware,. vol upes FV3
315 Zad ByBWwanerode @V\ﬁlﬁﬁ%ﬂt ruplic key 335 and the corresponding Access Control List (ACL)

336. As a result of the update to Table 330C, the Access Control List now includes three

pointers for the “Root” firmware code owner, pointers 332A to FV1 311, 332B to FV2
313, and 332D to FV4 317; one pointer for the “OEM” firmware code owner, pointer
334C to FV3 315; and one pointer for the “Chnl” firmware code owner, pointer 336E to
30 FV5319.
Fig. 4 is a flowchart of a method for updating an access control list for the signed
firmware image of Figs. 2A through 2F and 3 in accordance with one embodiment of the
invention. The steps described in Fig. 4 are performed by an owner of an existing

9.



20 Authority for updates to firmmvare volunes FV3 315 and FV5 319 has been
del egated to the "CEM firmnvare code owner. Fig. 5is a flowhart of
a nmethod for updating the signed firmvare i nage of Figs. 2A through 2F and
3 in accordance with one enbodi ment of the invention. At "Process Signed
Modul e" step 510, an existing firmmvare i mage such as root firmware jnage

310A 25 ridesyare ¥mages sephastsiangd prob disnevage ignagn d40Awd lil 3, ordsieests athoriie
g ; PrOEESS ( )
£ Par o S an SR RUORR Al SR, P SHEAeRBYIEL D e
to sign tupdaithnchwadumage Eaeferrsd gnedeined ehartididgatingedtidy Ddnphopresoas 1 n
d ith th f Fi . | d " h Si
o - PubleyexAMPIFS AEE it Rereneh £l Top daes GREcArel By drasyd Do pedrriBydbeh
Si gnatgr e‘l@)fot’Pﬁﬁ%éfeg’%)&é"oﬁgr tﬁ'agleéﬁg Qﬁﬂli)ﬂtgbé@ AR  NVEHrintwhre SRR wRPin t he

i
public key corresponding to the private kéy used to sign the signed nodul e
i s conparastions3.2 hed ASc eswiledntthosteps aftFigfd whed dripstiomged by thwdOEM hage, and

t he updating enti is identifie Lf the .publjc key for the signed nodul e
appear s ioHEe sdeider et fidpory 1@ YRR uFatibe il VRB A Pinge.

control tNeBAndPS.8CaBEStehPot Ml 4 Tyl ShaRRts ufdAé alvRebebseconsrbERst 2B8n cfikting/er i fy
Si gnature of Mdul e" step 530, the signature of the nodule is verified. To

per f or m timsvase gnegeusush\ae ppdess earition listad 3RAsH roet fireweay irpegecdfpurregedss om t he
si gnegd, 5 I J be used to decrypt the digital
si gnat ur éz%gﬁgl lﬁ%éﬁ?ﬁﬁg M%fé%%@ggé?\%not her hash val ue can be conputed

fromthe decrypt@dtamnacesk Cohtrel (AD) FRewpidt Bskehasthp ¥ a0, uasicost ehntrd! helent he
digital si glgature may be considered valid. After the signature of the
C

modul e ha¥Cthasikenn? ¢ prdgkencdit ¢ldiie ot s cbensdifepm thedslseplingeeRiEY MOdul es f or
Updat e" : ‘,}(Qifg " i r ten t he
cgde md%gés}lb?ﬁ?)ﬁe %yr%#gr?égy\?g eutggggst' gﬁ(b*g}o&%gg? ggy?ﬁggh%n 2‘%??%“?’%1’80]“ r mvar e
i mage ar @okabesuth &3 @den Bhter tohen $HDe Hipduiney be nrehited biyionewatiy inudiecunes ar e

identjfied, .control proceeds.to "Verify Updati Entity is Authorized to

Updat b reiubtig Bl REaanepe vl i mvar g uidae Rgtneradg s

Aut hor i zethi{dh +péad 6f RAAHE S AmMatO dendRIBECDNIrdPoREER sRd ufing ElegirUaftat i On

i s made whet her the updating en Ité is authorized to update fhe requested
17

fi r mvar e keplolithesiclegatingrentiipdat iamybBakey 9f the delggaimg cnbity, is dloelotd  t hen

d " he Cod | " 60. " ] d
Ppaot o el ORI 1 ReeeR EShAR TolleB® orth B 28k PhipoliBRALS ohldfie Ry

updat ed. tid geleghting etithli@ele ditaABRIN Handel SQHtOMPOOEYds Giridentify [Riehtigg
firmvare images to be 20 signed by nmultiple code owners in accordance with
one e¥hodintibhinddylatchSignaiuae f BebKey of Delegating Entity with ACL” step 420.

In “Identify Delegating Entity and Match Signature of PubKey of Delegating
Entity with ACL” step 420, the delegating entity is identified as the entity having signed
the access control token. In the example of Fig. 3 at the point of performing action 3.2,
the delegating entity is the “Root” firmware code owner. The public key associated with
25 the access control token is matched against public keys appearing in the access control list
of the firmware image for which update authority is to be delegated. If the public key
associated with the access control token appears in the access control list of the firmware
image, control proceeds to “Verify Signature of AC Forward Token” step 430.
At “Verify Signature of AC Forward Token” step 430, the public key for the
30 delegating entity is used to verify the signature of the access control token. To perform
this signature verification, a hash value may be computed from the signed access control
token. The public key may also be used to decrypt the digital signature and the signed
data, and then another hash value can be computed from the decrypted data. If the two
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Pl at f orm 600, which corresponds to a host conputer system includes a
processor 610 connected to a chi pset 620 via a desktop nanagenent interface
(DM) 611. Processor 610 provides processing power to platform 600 and nmay
be a single-core or nulti-core processor, and nore than one processor nay
be inclu ' t er
conponenggﬂgpﬁgﬁggﬁg@%&%gggefgggﬁg%%g&%gégméégﬁgﬁygﬁg%ggﬁﬁghﬁghf@%??%n

pat hways signareebfithe aCeds cafiwMken has beenGhiifisétcofiz6l procdedsl s ldemp@gdabi | ity
engi ne (ME) 630, which may be inplemented as an enbedded m croprocessor
that operMeddes Rerpidngichiieg toAHostentleessor 610, to manage the

confi gurati on Andapey BbloMARLRRRLLAT e A Ce s@P 4STRRO TR
processor 610 operates under the direction of a Rost perating system (not
shown)3j whodureassformwvhaoheathiokity it te bgdaegdtdEire 6Bntificdv idéhs eaarmple wf ectéomd.2,

i sol ated enyironnent that cannot be accessed by the host operating. system
| one. erBbUTHEAE OHAPEIGRSBIIc 1 46itg: SR TOMEReB A6 HEHIRM TR BUTSS apo)
control s BEGAgFVS%310eOREWAfirndleMt ¢BRmes hée ideﬁ@ﬁlﬁ?@&tﬁﬂ‘ﬁdﬁ@éds‘%@ «Kreygy for
protection of data stored on storage devices of platform 600, and provi des

an i nt er fl2alezatiog &ntityrip Aiusleorized W0 Changg 70 Y step A¥L-wor k control | er 660. Using
enterprise ser

consi stency w I¥ L%gﬁfyglz) %F g%&% biﬁiﬁ%“%?@% :‘@f"mé%%ﬁ”gfﬁ%a@iﬁ h%hgglﬁﬁtﬁ% enent

of pl By f o fade wabthasthbldalekATHE ntiGPR authdeikettionBapseoiit dédegs eoniiel fist-ohmer
signed firmvare update manager in accordance with one enbodi rent of the

i nvent i oxisingdirmpagimaee.sidgdewribpd Abpvicetha saleeetingaendiier Realy Tsewaipredtent ed
as Tl rgw%wé%gggﬁgg%%gdﬁ? nJBE 2983w Xft%gg Qs MNP B8R for W'@an n

bet wee I'pri se services occurs via o

communi catVi1o31 Icthesugk [FVE7311.9. IConeeicetiyaahbid deledatingehtigfis bahorigdogharpat i on 10
channel 671 is a secure co j cati on channel between the mapageability
engi ne (MBS 253E OAPHS fradhese W%Yf&u@ﬁ%-efmt@éh@é}r9‘fe€§%t% ditat manages

the host SysSt Bfer Eﬁw@ﬁ;ﬁwmﬁ R0 A@z§f&r@o%@%mcﬁn&e%%w6o.

comuni cat1 on between plattorm 600 and ‘enterprise services 670 may be
stored in the Atl“dpdateeyly E6@0 thefNdw fnti®y’ dbmbKay amdridddatt ACEs 6dr Gdiepset 620

and manageabi |l i,ty engi ne 630. .15I n. t he .enbodj nent. sho in Fig. 6,
mnagean Ty P R0 REpREAa0: Bl 5 BT OL Gt PORE SrBHi o o a
Manageabi<OEN ERSWvAR co8ObWAbH ithik BkAhHIBCE allddaGh khattess!dn@blgisgdaadi ment
m crocontroller 640 is a general -purpose controller that perforns storage

command @eesseieongrotists dertibe fipwetesroduraeh 028 b pshBY 5 BhI atecupdatsddi ment shown,
mana biJity..enqgin 0 _control e i f mcr nt.roll er 640,
whi ¢ ?\ﬁ)ian %ﬁ%l& g(grcu ﬁ?trgsc\)/@s ﬁ;?‘%vgar VﬁfumessF\;??l Sbantﬁ}«%) 1 asgﬁ'e%ré ?glg%%ed) %0

enavi or of~ storage contr

M cr ocontheotEN” G warctdddesvrdr.i vers for storage controller 650 as well as
the logic related to any disk encryption functionality. Storage controller
650 is the coAtg Slif aflopgharsphi Bgthoddor erdating the signed dsmyec teaged Fezs2 and
enabl es mi r t: ared, o rage
device 6 '%Cth&%gg?g%knﬁhgdgg?urr%e?%@r}fgﬁ%g}a}%oﬁeﬁﬁnﬁﬁéf e\}?\(]:ezlrgg{sl'u%ﬁ 1z:rSO%Iﬁ:ynan‘i C
random aScgmsd Mdlubensbapys (0DERAMistAZfirnswart imagasudb s amd dsmwaeniniage CSRAN) 622

wi thin chipset 620, and flash nmenor 90, as wel] as sporage device 652
B o P G P S P A 9 A o St S e e W

random aﬁﬁ@%@ﬁﬁ%ﬂﬁfo&&nﬁtﬂﬁ{\@mﬁ%@ahﬁ%@?@ﬂ Frod AR V¥ lueRMolude@rin e gr@s of this
di scl osure, e term"ROM may be used in general to refer to non-volatile

menory dewdoksind(ee inwsappimesalslyaispd bysiamthetsigneR@MduiEPRGEIVh signed code
module would be processed in accordance with the steps of Fig. 5. Control proceeds to
“Match Signature of PubKey with ACL and Identify Updating Entity” step 520.

30 In “Match Signature of PubKey with ACL and Identify Updating Entity” step 520,
the public key corresponding to the private key used to sign the signed module is
compared to the access control list of the existing firmware image, and the updating entity
is identified. If the public key for the signed module appears in the access control list of
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30 electrically erasabl e programmabl e ROM (EEPROV), flash ROM fl ash

menory, etc. Storage device 652 may include nmass storage devices such as

integrated drive electronics (IDE) hard drives, and/or other devices or

medi a, such as floppy disks, optical storage, tapes, flash nmenory, nenory

sticks, digital video disks, biological stor aq&,rr, etc. -13- _Flash nenory
t Vs Seeg

690 is achessistipslimywagimags. ceptoolyhen prpegsds fon e offdlodulet’ stegd on

st orage \j ce 652 and/or in nmenory devices DRAM 612, SRAM 622, and flash
menory 690 may be encrypted. Flash nenory 690 contains firmware used to
initialize pl aAf‘OrerifeGiznaftine sf Blodnlet’ siap 53t thesmighaturevwetiee modhldeseribedi C

| nput / Qut put stem (BIOS) fitmyare 692 to identify and jnitialize system
conponentp%aqr%r@@(&w §erff_rvfétlw»<fel&98§ Velgp a&ﬁygﬁéﬁa_};’é’mfgﬁa‘}nﬂ gk dand some
ot her harduane drvpaaR He?%éﬁddlé?)goer{?s@@&?ﬁ%w t (e BBPAIRE MR afiBfe sBhEP

firmvare 692 prepares syStem conponent ware of platform 600 t'o operate
in a knowhtd, end thepabothet hask value carsbe carhgrted Hbmvhe dequymod dats. Eitbe &wo on

various nedia, j.ncluding 10 oper at.] syste an be | gaded, ecut ed,
ond o vertoamsr RS agh et Be B e ey B8O Rerdaatd pder it
comuni cafigrfuréBeitheendit hattbeshvairaddl esntidh Brdcbédsita FIdesiiyl CoteNb@ilePfor
manageabi |1ty engine (ME) 630 during the boot process. I'n one enbodi nent,

manageabi Vpdale st 348 (ME) 630 regi sters with BIOS / ME communi cation nodul e

693 t g, receive,.a i | } i ) N QPeL.at i i.s | oaded for
pl at f 01 600 I%t“s‘} Qgﬁ‘% M%Cg{eggé]r ‘Zﬁ%ﬁ%%ﬁsée%ﬁ%@a%s%%??%?@%%s (ME) 630 to
per f or m dentvaireivolnsies tuchd giatedrin ieapdstiag ifomwaed inidpe aepieatificlly Giksttedn bei ng

| oaded. Fl ash nmenpry 690 al so includes network controller firmware
695 to caRff gedeleni g e e arse%nﬂgiﬁi ORIrpLEPcseds vaYE1TE96 t o

confi gurwdahﬁgﬁgﬁ 9 Aufl@58d e RO 1e§!e§@o€1§'ﬁfi@d I ;'E;‘teg%ltsg region 698. In

one enbodi'nent; data region 698 1s 20 encrypted and na be read by
manageabi | i t y Iefyenty pdating3Mtity sfAurthaized o Update ReqvistiB0odedMpdwesde Bl OS /

boot fir re. multi-owner ranagenent servi.ces be stored in data region

595 of® 1 PHOH o580 B S G U st HaaEg ety B autoRgrd B 9.0 ° Tay

al so be GeurHRH Eidhiwied YolGae! B thepdagsl &tRP & ausiiReneidhiol thet ProdSedyitsleo

controllers, snall C&gﬂj})uter systeminterface (SCSI) controllers, network 25
(¢]

cont r ol | éMpdatgthe/ep deles aiteh ). (AISRjpdatsrihe flole Modujespstep §élitbesodsuch as

a keyboar . se, . Platform60 al so include one or nore
bri dges ggoﬁg%sl%uec Stlgg%émr\%rf%lrr%/agggn ‘(ri‘)pégfe\é'r hub, an i nput/output (1/0

control | er hulFig.& iPebldchaliadeimdge syeéd configired eRabledahiwegt inaeypd bérg
vari ous system conponents. As used herein, the term"bus" nmay be used to

r ef er2d o SigR&Y BY RGPS WRSES PachNEpRce with opg embedimentf theinyentian. 30
Egt hvays p|pRE EAMRARE hiespaHG todSh REENR e LRl Rlde8 8 Qrd REsoE ¥ BFP! €, May

connected to a chipset 620 via a desktop management interface (DMI) 611. Processor 610
provides processing power to platform 600 and may be a single-core or multi-core
processor, and more than one processor may be included in platform 600. Processor 610

25 may be connected to other components of platform 600 via one or more system buses,
communication pathways or mediums (not shown).

Chipset 620 includes a manageability engine (ME) 630, which may be
implemented as an embedded microprocessor that operates independently of host
processor 610, to manage the configuration and operation of platform 600. In one

30 embodiment, processor 610 operates under the direction of a host operating system (not
shown), whereas manageability engine (ME) 630 provides a secure and isolated
environment that cannot be accessed by the host operating system. In one embodiment,
manageability engine (ME) 630 authenticates users, controls access to peripheral devices,
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i npl enented as adapter cards with interfaces (e.g., a PCl connector) for
comuni cating with a bus. In one enbodi nent, one or nore devices may be
i npl enented as enbedded -14- controllers, using conponents such as
programabl e or non-programebl e |ogic devices or arrays,

applicati i smart

ot ds. - arRe Tiepioh R FERE v Redloh oY sf R o BT UB L IRIED,
"data pr mwmﬁ@essaﬁaheﬂfacﬁo&:n&rpﬂﬁealﬂe@smo bm&d\bvwkemnamma&‘ma Binygl e

machi ne, or a_system of communi catively coupled nmachi nes or devices

oper at i ngfesRateHervicas,od lynanagedi by snatiedYH RE matetping SONSIFES It i i t at i on,
distri bUte%gerx;gr@s@px”fd'e%gh&¥§F&%nﬁ?ﬂ@%ncﬁﬂﬂﬁé émetﬂ'cﬂ%}a?ﬁ?&@%@%?l&%u“ ng
syst ens uting clusters rame conptters conput e

clients seﬁ()@emchmmgqnewdbgrmnlml-owmigned ﬁrmmrdqqidatelmm&gelsmravmréancpor tabl e

conput ers, | apt corrput t abl t el ephone erson ital
Courut anoith SR ERb RRR A iaonioBs. A emliahASHE by uE apate Mt i o
and/ or Wﬁ@;ﬂbéiﬁwl&ﬁ&te@&dﬁl%bﬁe SRk %%/ﬁq%ag%tﬁﬁ S8 (ME b3@Nsmi tting

i nformati on. Platform 600 nay be "controll at least i'n part, by

i nput from corfvennipiation eyaeenddli G@sind sutshpriss smef;qg@é?@lgccum e oueok. |
and/ or by comrands. r eceiyved [from.anot her, onetri.c feedback or
other i niui SR HGhel 1 R SRR ey oL STERE G oy o
connepl | ARsnded 6PN Ddeciifelcemnfiiidaiol dhamnpl BERE&EI the nEvaieblit) 8edins (M®By) , such
as through a network interface controller (NIC) 660, a nodem or_other

comuni ca&B0 @R thohess systere gugppiteageise mrsiceso? 1 BaoMmagehbcihnsieysishnddiced t o
ot her pr %ﬁ@r@,ﬁh&%&&?@@d{gﬁ( 299& eraﬁ %Q%Rlﬁ%}umt18ﬁ gml%@( glaﬁﬁlm%pg/ %\A' ogi Ca'

net wor k, as a rea ne area netwo

i ntranet entefgrident®idee 70 etay. be@tlm‘ﬂlm thatlagnsemoryobdl ofgiig Geirimyr k may uti | | ze
various wre and/ r..W reé&ss short r.ange or g range carriers and

pr ot ocol dnafy F‘HBP ghipssl o F‘?‘E’éi’é}’é%ﬁ??b’?ﬁi'—?ng”? ¢, “ni crowave, Institute
of Elgetrical 1agd %&mﬁ&&ﬂlsﬁéwﬁmge@nﬁa@ Eﬂ@lty%%my(M]ﬁl%@tlQ%dﬂe&Btd cal ,
infrared, cable, laser, etc nmbodi ment s of the“mechani sns di scl osed

herein rrmylctwontmileeﬁé@mech ManmabiWEngm@Cbmlha;r Iiterfawe(MECD1634. boots nat i on

of such inpl ation d| nents of ntlon be
ot onren oA ET bt B RGP E RS bREuat G oOh ot kB ey S
conpri si REmAtand FBESdiANPSRECRSAEratcd JPpefafiond. OABE edBSdifidn( hdGinydi ng
vol atile and non-volatile menory and/or storage el enents), at [ east one

i nput devhanegeakility 8ugine (ViEa§80 gwérthp@@h@e@r adanicrocontrolfor §49.amhichde may be
appl 'ff)d ttl?rn #‘rj(gls ﬁ%: l%h% wP gf gt hn?rofll%}1 %q{ OJOIa rg?eozl?lrollgreéhowﬁ{:lﬁh& cﬁ‘ﬂgrs

generate out orma i ments ion a I'nclude
for storage controller 65 0 as Well as the logic related to any disk encryption functionality.

Storage controller 650 is the controller for storage devices such as storage device 652 and
enables microcontroller 640 and ME 630 to access data stored on storage device 652.
Platform 600 further includes memory devices such as dynamic random access

25 memory (DRAM) 612, static random access memory (SRAM) 622 within chipset 620, and
flash memory 690, as well as storage device 652 accessible via storage controller 650.
These memory devices may include random access memory (RAM) and read-only
memory (ROM). For purposes of this disclosure, the term “ROM” may be used in general
to refer to non-volatile memory devices such as erasable programmable ROM (EPROM),

30 electrically erasable programmable ROM (EEPROM), flash ROM, flash memory, etc.
Storage device 652 may include mass storage devices such as integrated drive electronics
(IDE) hard drives, and/or other devices or media, such as floppy disks, optical storage,
tapes, flash memory, memory sticks, digital video disks, biological storage, etc.
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machi ne- accessi bl e nedi a containing instructions for performng the
operations of the -15- invention or containing design data, such as HDL,
whi ch defines structures, circuits, apparatuses, processors and/or system
features described herein. Such enbodi nents may also be referred to as
program products. Such chi ne-accessi bl e st orage nedi a, may_ i ncl ude,

wi t hout |imit akPYhmemgrh% g a@eé%l?lﬁi’éié’h’éﬁ?@@f‘%ﬁﬁhi léﬁeé%c‘f‘né?"luf%ﬁ Stosd or
formed bYorfsBBEOURGCO0s I Gn nichfiy diviec HIRARPEITBRAMIS ufdsiddpr d di sks,
any ot herotypegoP&gfsi %jeﬁlcru |n§ og%ygegi s}%é, op%’r?ca ??s%rﬁ calgrrpact di sk
r ead- onl ymamomyr69%8sngydhe RoMpted. conpact di sk rewitable's (CDRW), and

nmagnet o- opti ¢ i sks, sem conduct or devices.such a ead- onl .y .nmenori es
(Rone O P ot RonEl] BBy S o R o s etk A O i o

menor i s i?igia(iva@&@iﬂcﬁd&@Bgﬁ%%@//g%ﬁn?F?QEI&E{BI(@§%§@&62|1re goasabl e

programmabl e read-only nenories (E ash programmabl e nenories
(FLASH) , idemsty mnd alitialize spsterhicempprant andsiare(snduas-the Videondisplay esrd 8EPROMS ) |

i i cal ther. t f medi i t.ab tori
o1 et r oni e 8K iRsofRe ernrasi afioSinihEe BimEgbB Hhasfy 0] o ne or "
nore out mMIOIh WS 692 PrdpasRystém icamipbiint hndivaRUs RNSESNOE0 Bicpe@RPiacat i on,

a processing systemincludes any systemthat has a processor, such as, for
exanpl e; odindpwrpahilisiate se odE srftwamepiogramnstered opritarighs wediagincluding
appl i ¢ati L God cl i , } roee .

The. pfDg ArbpehEl sl e NE A0 R eED sribohicoRboto PRI RCTN:

ori ent ed fpnogras®ld mghidanBlAY e Mbcanmomichti@at modalt 693, wticle esblasghsingtiadm The

progranms nmay al so 20 be i .enent ed_j senbl r machi ne | anguage, if
desired. qu_ﬁglgeglgn@ a??@&%hﬁyﬁ%lnﬁgg@p)iégédmﬁégé?%%F BIOSEY- IRARS ed i n scope
to any pagtdoathé:, MRG0 ré%lst&@hiﬁﬁﬁmsﬁm&ﬁﬁﬂﬂﬁgﬁid@y be a

conpil ed or interpreted | anguage. esented herein are enbodi nents of
met hods anelludy €3 etogededre alegifmptionjustibetpreanmmperaging sederhiis loadedefor Yaifbem

parti cul enbodi nent s of e _presept. i nventj agaq/e been 25 shown and
oscr [beq?0y 1 P o patgmore bl mRafRaBL R 0P B R HPt R e ous
changes, ifafucBbhsan prepachtizRddr the dpérafiss SRRknPBeiABARJY.t hout departing from
t he scope of the appended clains. Accordingly, one of skill in the art wll
recogni ze t hatFlash y&A8 alpodnglidesmcbrark canfrgier fgawayd ¢gacodbgEet i ng from
e pr eseal, | DYEALIADGhA doSolah 3 Fif R0 cha are ¢
e pres | [ I S C are to
e b <550l RUGBIEP D STl SRSF L SARREES, LT
modi fi catmemnaytohatlsbabhtaitistahiata refentoo8e Iaonpemdodinst, data refioh 668 iy esent
i nventjon.
20  encrypted and may only be read by manageability engine (ME) 630. Information used by
ME 630 to provide BIOS / boot firmware multi-owner management services may be
stored in data region 698 of flash memory 690 or on storage device 652.
Processor 610 may also be communicatively coupled to additional components,
such as video controllers, small computer system interface (SCSI) controllers, network
25  controllers, universal serial bus (USB) controllers, input devices such as a keyboard and
mouse, etc. Platform 600 may also include one or more bridges or hubs, such as a
memory controller hub, an input/output (I/O) controller hub, a PCI root bridge, etc., for
communicatively coupling various system components. As used herein, the term “bus”
may be used to refer to shared communication pathways, as well as point-to-point
30 pathways.
Some components, such as network controller 660 for example, may be
implemented as adapter cards with interfaces (e.g., a PCI connector) for communicating

with a bus. In one embodiment, one or more devices may be implemented as embedded
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Clains What is claimed is: 1. A conputer-inplenented nethod conprising: 5
obtaining a signed firmvare i nage, the signed firmvare i nage conprising a
first code nodul e signed by a first code owner and a second code nodul e
signed by a second code owner; obtaining an updated first code nodul e, the

dated 1i . o t
ol o; THGSNAP B PR FREShos BRAHRL AR o R ph bl OBLERER: | |
first codg aawnsgappladonHsptatficigtdghaediignid (ASITaNasebaddedeontpitérst dneartipdat ed

first code nodul e in response to verifying that the updated first code
modul e i Satdsg#dthelikene first code owner. 2. The method of claim i1,

wherein: the signeg hééeiﬁrw@nh{ﬁgscés%% erft OIS 4 B8SBResGRES s%erg@aferol
list; and 15 the access contro I st authorizes up es to"the first code
nmodul & byintehded torbsdadtyoeleompasyra single updhine sortazsystem cfeoomiiniadieclymdupledby t he
second code owner. 3. The nmethod _of g¢laim2 further conprising:. obtainin

an acces SNEHHIT 6F IS PPORAER MRt e 3ATRRlE Brass oy SEBRERC Bgas a

public kQMnifté?fonﬁdiEt?iib{lfédQ:Qfﬁ%u@ﬂﬁ"?}fste%lﬁgs@é?&%ﬂu?@ﬁ,i}@%h-?é}forhﬁﬁcé Qksliimgde

owner to update a third 20code riodul e of the signed Tirmare inage;
veri fyi ngysthas, conwutiog elisterso maindtamegdosrpuitess, ghigheempyiersncliamt-igvezed code
owner from.the access caon

ounr i & RHtAHeERa ks Ttk Bt ke bR bR ARG e
accesp) CauBléd)] telepBdneb,pekdophildigitd] Assipubl (D XSy hiiheldhRvichs, ledteg@ienedwner and
the devices such as audio and/or video devices, and other devices for processing or
transmitting information.
Platform 600 may be controlled, at least in part, by input from conventional input
devices, such as keyboards, mice, etc., and/or by commands received from another

15 machine, biometric feedback, or other input sources or signals. Platform 600 may utilize
one or more connections to one or more remote data processing systems (not shown), such
as through a network interface controller (NIC) 660, a modem, or other communication
ports or couplings.

Platform 600 may be interconnected to other processing systems (not shown) by

20 way of a physical and/or logical network, such as a local area network (LAN), a wide area
network (WAN), an intranet, the Internet, etc. Communications involving a network may
utilize various wired and/or wireless short range or long range carriers and protocols,
including radio frequency (RF), satellite, microwave, Institute of Electrical and Electronics
Engineers (IEEE) 802.11, Bluetooth, optical, infrared, cable, laser, etc.

25 Embodiments of the mechanisms disclosed herein may be implemented in
hardware, software, firmware, or a combination of such implementation approaches.
Embodiments of the invention may be implemented as computer programs executing on
programmable systems comprising at least one processor, a data storage system (including
volatile and non-volatile memory and/or storage elements), at least one input device, and

30 at least one output device.

Program code may be applied to input data to perform the functions described
herein and generate output information. Embodiments of the invention also include

machine-accessible media containing instructions for performing the operations of the
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aut hori zation for the third code owner to update the third code nodule. 4.
The nmethod of claim3 further conprising: receiving an updated third code
nodul e fromthe third code owner; verifying that the updated third code
nodul e is signed by the third code owner; and 30 updating the signed
firmvare inmage with the updated third code nodul e in response to verifying
that the W¥EEI8PT CARtAG! ighigta suchas dIfanhiph defines shpstares gaeudner . 5.

The nmeth [ ra. S0 o1 £ ying ' ode
mower+ o SifRo Bl i AR IR gL A0 SR MBIt o
si gned fialsaar efarredde as froglans pskdeats.conpri si ng: at | east one processor; and

5 a nenory coupled to.the at. |l east one processor, the nory conpt.ising
i nstructions. ?@Pﬁﬁ%ﬂﬂﬁ&erﬁ%ﬁ%ﬁf‘eﬁ@as? Wﬁgmyolﬁflaﬂﬁi%@% Ao ¢ hiar e
i mage, 5t herasbanass Bgﬁmegemhﬂ@fg&ufea@rfméa%yaa Ifn%é}%ﬁe &S A0Heh@ingi gned by a

first code owner and a second code nodul e si‘gne / a second code owner
100bt ai nisteraghmeagid stevastiard diskovday athdutyps of disk egifléppysdisksodgticabdul e

conpri si ng updat ed. ¢ode for,the firs dul e: verifyi. t h t he

pdat ed 1PSLARYEE: fSEGRy SRaRERT I MM Pt B PRI B R dat f ng
the si gneriwk), aAtVaa@nétoRGE clididks ! Ricindadiedddvides sudodae el gndnfori@sponse to
verifying that the updated first code nodule is signed by the first code

150wner . (ROMeragdemageess memeries 6R AN pedhrps dynamic random access memories
10 (DRAMs), static random access memories (SRAMs), erasable programmable read-only

memories (EPROMs), flash programmable memories (FLASH), electrically erasable
programmable read-only memories (EEPROMSs), magnetic or optical cards, or any other
type of media suitable for storing electronic instructions.
The output information may be applied to one or more output devices, in known
15  fashion. For purposes of this application, a processing system includes any system that has
a processor, such as, for example; a digital signal processor (DSP), a microcontroller, an
application specific integrated circuit (ASIC), or a microprocessor.
The programs may be implemented in a high level procedural or object oriented
programming language to communicate with a processing system. The programs may also
20  be implemented in assembly or machine language, if desired. In fact, the mechanisms
described herein are not limited in scope to any particular programming language. In any
case, the language may be a compiled or interpreted language.
Presented herein are embodiments of methods and systems for deploying multi-
owner signed firmware. While particular embodiments of the present invention have been
25 shown and described, it will be obvious to those skilled in the art that numerous changes,
variations and modifications can be made without departing from the scope of the
appended claims. Accordingly, one of skill in the art will recognize that changes and
modifications can be made without departing from the present invention in its broader
aspects. The appended claims are to encompass within their scope all such changes,
30 variations, and modifications that fall within the true scope and spirit of the present

invention.
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the signed firmvare image further conprises an access control list; and the
access control list authorizes updates to the first code nodul e by the
first code owner and updates to the second code nodul e by the second code
owner. 208. The systemof claim7 wherein the instructions further perform
the follow ng: receiving an access control token, wherein the access
control token conprises a public key for a third code owner and

aut hori zation for the third code owneflaings update a third code nodul e of the
signed firmvare i mage; 25 verifying that the access control token is signed
by an aut hori Z¥8aldy88BEr from the access control list: verifying that

t he aut hori zed, code 1 i afe. the third code nodul e;
and updatﬂhg tﬁ%gﬁgggggﬁgﬁﬁﬁggFaﬁﬁgghﬁgHﬁﬁé%lde the public key for the
t hi rd £oddbtamngn sendd fiewatauntagerthe sighahfimowart iagd¢andprishigiea Hishesdet 0 updat e
the third code ul.e. 9. The system of claim8 erein the

st ruct i ons. THNRRGTEset G S FRCaico g sccoBt 6pdi HaduR SGHHAPEA 6N d code
modul e from t hgdé Bivh&: code owner; -18- verifying that the updated third
code nodul e is signed by the third code owner; and updating the signed

fi rmvar e obfrajeg wi tpdatérblitshaateadodutd, the epsidtedrfistudode impdplesypomsisingorpdateilf yi ng
that the updateg %hkrd cgde nDere is signed by the third code owner.

10. The systeﬁ? ?‘%I%ﬁﬂ? uﬁﬁé?%lwathe instructions further performthe 5

f ol | ow nGreritkenig fhiit e ubhatd file cddd mbdde desigwa ey the fidutéiy dvikg; 41d updat e the
first code nodule prior to updating the signed firmnare imge.

11. A Compd@tg)(g tb@ @@p@@ﬁimx@@memag@wﬁh itkg ngi_ated first code module in reésponse to

verifying that the updated first code module is signed by the first code owner.

2. The method of claim 1, wherein:
the signed firmware image further comprises an access control list; and
15 the access control list authorizes updates to the first code module by the first code owner
and updates to the second code module by the second code owner.
3. The method of claim 2 further comprising:
obtaining an access control token, wherein the access control token comprises a public key
for a third code owner and authorization for the third code owner to update a third
20 code module of the signed firmware image;
verifying that the access control token is signed by an authorized code owner from the
access control list;
verifying that the authorized code owner is authorized to update the third code module;
and
25 updating the access control list to include the public key for the third code owner and the
authorization for the third code owner to update the third code module.
4. The method of claim 3 further comprising:
receiving an updated third code module from the third code owner;
verifying that the updated third code module is signed by the third code owner; and
30 updating the signed firmware image with the updated third code module in response to
verifying that the updated third code module is signed by the third code owner.

5. The method of claim 1 further comprising:
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a conputer-readabl e storage nedium and 10 instructions in the
conput er -readabl e storage nedium wherein the instructions, when executed
in a processing system cause the processing systemto perform operations
conpri si ng: obtai ning a signed firnmare i mge, the signed firmiare inmage
conprising a first code nodul e sjgned a first cqde owner and . a second
code nnqueé&?é‘tnéﬁleadﬂTngfﬁt ¢pde OpEREIS Y r%%@rupdaﬁstt%? ﬁi’sﬁ@‘)d&dn et PEer i r st
code nodul e, Hpdalegsh el rethwapde,dypdul e conprising updated code for the
first code nnd a; eri I]ing t hat ?%gQUpdated first code nodule is signed
by the first c@de odusgstemanohpupidgt i ng the signed firmware image with the
updated first code nodule jn response 20to verifying that the updated first

code noduftdeBEOE AT By e first code owner. 12. The conputer
progr am pf Rerely &upfddab @He]a]t 1lea‘§h@i{eeﬂrﬂces§d}eth§ 'ﬁgs'ﬂﬂgy EhmPMBLE idsReGods Ybt her
conpri ses an access control Iist; the access control [i st

aut hori zes updeeresming thééolfowisg: code modul e by the flrst code owner 25and

d h d d
computer - pr ogrl MR g (TR A EEe e BT RS PIT e CTBRSHE Fr cause

the processing systede hdpks digledbyRefiat d0do Swaeniid Siddfnd ERIREhYdUMIsigRedCCESS
control token, wherein the access control token conprises a public key for

a third code owner B¥rRisespRhendeAx¥ICEN f or the third code owner to update a
t hi rd;@0code %%hﬁé%g éxbgﬁe&h%'i“é d hbaNE e ge%ﬁr\éfet;ddfeﬂdhﬁllet& access

contro token 1s si an authorized co omner romt dess ctontro
list; verifying thqﬂamheo&uﬁhdﬁﬂiedxmedﬁxmhner is authorized to update the

I N N P R IR R R
third code owngiafif; MPdRhed HRRwhii ikl Qae ROMHaRA first code module in response
to verifying that the updated first code module is signed by the first code
15 owner.
7. The system of claim 6, wherein
the signed firmware image further comprises an access control list; and
the access control list authorizes updates to the first code module by the first code owner
and updates to the second code module by the second code owner.
20 8. The system of claim 7 wherein the instructions further perform the
following:
receiving an access control token, wherein the access control token comprises a public key
for a third code owner and authorization for the third code owner to update a third
code module of the signed firmware image;
25 verifying that the access control token is signed by an authorized code owner from the
access control list;
verifying that the authorized code owner is authorized to update the third code module;
and

updating the access control list to include the public key for the third code owner and the

30 authorization for the third code owner to update the third code module.
9. The system of claim 8 wherein the instructions further perform the
following:

receiving an updated third code module from the third code owner;
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514. The conputer program product of claim 13 wherein the instructions
further cause the processing systemto perform operations conprising:
recei ving an updated third code nodule fromthe third code owner;
verifying that the updated third code nodule is signed by the third code

owner; and .updat,i ng the signed fir e im i,t h, t he dated third code
modal e 1 rerLBRe el heo S ARGkt PRl sEREE B gt o B Ll € o
signed byypdhnd it &ikne@dem@MREMmage with thdupkae:dahifg Y&y mpdgidrespimeuct of
claim1l wherein the instructions further cause the processing systemto

per f or m oper atvcofigng Bypthesipdeied third gogle mpduleais sighed by therthicd gedeosear. | s

aut hori zed to ypdatg t I ISt.: - P | e signed
firmvare i magelfd).' 15@@ .SR%%H%%@%&%%%&%?%@%@[%%gmj(t:}%ggﬁ@%}l{gh? creating a
si gneds fifomwaing: | mage by a first code owner, the signed firnmware inmage

conprising a first code mpdul e and a second code dule; signing the first
code rmodufeElying tha&?hsaﬁrﬁtrv@dﬁﬁwa%rclé§§theeaéﬁdrt@|upflﬁﬁé*r?n§rétﬁ@ﬁ e BRTHBr ity to

update t he segﬁ)ggﬁ g gpgd,lhﬁngvgreggﬁééecond code owner; upon receiving an
co no

updat ed secon e conprising updated code for the second code
nmodul e, veri fylilng tAhatmpiter ppdaneprodec@nchpcside: nodul e i s signed by the

e U M e BTG 1o 5 gned 1 mare | mge ui L1 (he
secongh CQfler RGN i8 tlﬁe%o?ﬁ;ﬁﬂ&@e@d’ab!é“ﬁoﬁ@@ AR U HehePWR Be- instructions, when
executed in a processing system, cause the processing system to perform
operations comprising:
obtaining a signed firmware image, the signed firmware image comprising a first
code module signed by a first code owner and a second code module signed
15 by a second code owner;
obtaining an updated first code module, the updated first code module comprising
updated code for the first code module;
verifying that the updated first code module is signed by the first code owner; and
updating the signed firmware image with the updated first code module in response
20 to verifying that the updated first code module is signed by the first code
owner.
12.  The computer program product of claim 11, wherein:
the signed firmware image further comprises an access control list; and
the access control list authorizes updates to the first code module by the first code owner
25 and updates to the second code module by the second code owner.
13.  The computer program product of claim 12 wherein the instructions further
cause the processing system to perform operations comprising:
receiving an access control token, wherein the access control token comprises a public key
for a third code owner and authorization for the third code owner to update a third
30 code module of the signed firmware image;
verifying that the access control token is signed by an authorized code owner from the

access control list;
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verifying that the authorized code owner is authorized to update the third code module;
and

updating the access control list to include the public key for the third code owner and the
authorization for the third code owner to update the third code module.
14.  The computer program product of claim 13 wherein the instructions further

cause the processing system to perform operations comprising:

receiving an updated third code module from the third code owner;

verifying that the updated third code module is signed by the third code owner; and

updating the signed firmware image with the updated third code module in response to
verifying that the updated third code module is signed by the third code owner.
15.  The computer program product of claim 11 wherein the instructions further

cause the processing system to perform operations comprising:

verifying that the first code owner is authorized to update the first code module prior to
updating the signed firmware image..
16. A computer-implemented method comprising:

creating a signed firmware image by a first code owner, the signed firmware image
comprising a first code module and a second code module;

signing the first code module;

creating an access control token to delegate authority to update the second code module to
a second code owner;

upon receiving an updated second code module comprising updated code for the second
code module, verifying that the updated second code module is signed by the
second code owner; and

updating the signed firmware image with the updated second code module in response to

verifying that the updated second code module is signed by the second code owner.
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