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1 Grcuit provided with a secure external access 5
This invention relates to a circuit provided with a
secure external access. The invention relates to the
field of programmable integrated circuits, mainly
that of circuits used for conducting confidentia
transactions. Such a circuit ‘onprises a

m croprocessor and, in nost cases, a cache nenory, a
cache nenory controller 10 and/or a nmenory managenent
unit. It also generally includes a non-volatile
menory, one or several working nenories, such as
Random Access Menory (RAM) or Read- Only Menory (ROV).
It also includes; in nost cases, other peripheral,
devices suited for the applications 15 that it is
designed to inplenent. On the other hand, the circuit
conprises a comunication interface for externa
access. In other 2 words, this interface enables the
m croprocessor to exchange data with any conponent

| ocated outside the circuit. The invention has a
particul arly advantageous 5 application when this
conmponent is a nenory. Indeed, it is conmmon to attach
an external menory to the integrated circuit so that
the users of this circuit can avail of additiona
menory space.

Circuit provided with a secure external access

This inventicn relates to a circuit provided with
a secure external access.

The invention relates to the field of
programmable integrated circuits, mainly that of
circuits used for conducting confidential transactions.

Such a circuit comprises a microprocessor and, in
most cases, a cache memory, a cache memory controller
and/or a memory management unit. It also generally
includes a non-volatile memory, one or several working
memories, such as Random-Access Memory (RAM) or Read-
Only Memory (ROM). It also includes, in most cases,
other peripheral. devices suited for the applications
that it is designed to implement.

On the other hand, the circuit comprises a

communication interface for external access. In other
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It is obvious that the contents of the external 10
menory can be accessed by the m croprocessor, but they
can al so be accessed by any ot her piece of equipnent.
Thus, it is easy to read and even nodify the data
recorded in this nmenory. AMd§¥ it 1s sonmetines

i nperative for these contents-to be protected from any
15 intervention fromoutside the circuit. This is
mainly the case when the nmenories contain
security-related information, such as a confidentia

a%%a% codgi@Qr 1N€éffé&@t'é}[blﬁfesa @Hh@ tﬁllcﬁlog@%b%rs%or to
oadlng a programin the external nmenory, it

|§X|§h@v19@eddiﬂtfat wiifd i e gramngeneintcul ocehad rOext@l\tb?s the
1% pregram fromthe outside verifies its

aut hen %ICIty (identity of the issuing party) and its

integrlThe(thﬁbentﬁohashﬁét bheeparodchiedihy anyahbhflous

parties) before saving it in the nmenory. This

VEPPLLEAELBR MESRoMHEIT PP XS dfF cut Mo reankndtedn it

ekgct rQpintors! 0Pt UL £ ROt OGPl - okiclSaPraghhedhl YV to  the
i npossible to apply this protocol every tine the

exnéegaatmﬁnﬁ%m¢aitead mﬁaﬂmthemugﬁmﬂedfcmhﬂstgircuit
SEQ%@ eraEIO% ggdggﬁrat &hat 3 reQU|res a

COI’]SI € anount O rocessiyng power and is

t her ef ore \Aegyolswlrmusﬂwa@bjtmﬁ obntEet pr esenthe external
invention is therefore to increase the protection of
t REEOR¥NSYY? difai ASEESSeUnnttdd dbicesprocessor, but they

can also be accessed by any other piece of equipment.
Thus, it is easy to read and even modify the data
recorded 1in this memory. BAnd vyet, it is scmetimes
imperative for these contents to be protected from any
intervention from outside the circuit. This is mainly
the case when the memories contain security-related
information, such as a confidential access code or
verification of a digital signature.

When loading a program in the external memory, it
is provided that the integrated circuit that receives
this program from the outside verifies its authenticity
(identity of the issuing party) and its integrity (that
it has not been modified by any third parties) before
saving it in the memory. This verification is normally
carried out by means of an electronic signature
protocol.

It 1is practically iﬁpossible to apply this
protocol every time the external memory is read by the

integrated circuit, since this 1s an operation that
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According to the invention, a circuit conprises a

m croprocessor and a set of peripheral devices

i ncluding at | east one comrunication interface for
external access, in which these peripheral devices, 10
unl i ke the comuni cation interface, are connected to
the mcroprocessor by an intetfconnection bus; the
circuit also conprises a security nodul e connected to
the i nterconnection bus and to the comuni cation
interface by a dedicated link. 15 According to a

preteried eradhsmMr o814 hendlnsl beUidnodd¥ing power and
conmmuni cation interface is adapted to an externa
mego e radeant gevusilyw .t he security nodul e conpri ses

encrypti Prefe I the _encr.yption ans
shoul d Egg gE%%%FVa:% tgé.%??8¥§tdg§??%g?ép o%stﬁﬁerefore
ener yphicernakey taebeprbeagetiohhasft henskanflandriengghinst
of the dgta processed by the m croprocessor,

t HOV8RGFE eRESFatt er conprises 25 neans for breaking
encrypt ad-WRRIRd@wWN tHA O rRfandayd- 4 epgthydat@opbtises a

the circuit also conprises a cache nenory associ ated
t sigropmpoeeskber, tdedsecuri sptnodef e iperdpheralo devices

PiREeRS hAS GRNSTEULLve AcCessen, o (L0L S CONLEQLEEL 4 £oy

I n ordaer O Drea e encrypted words down 1 n
external access, 1in which these peripheral devices,
unlike the communication interface, are connected to
the microprocessor by an interconnection bus; the
circuit also comprises a security module connected to
the 1interconnection bus and to the communication
interface by a dedicated link.

According to a preferred embodiment of the
circuit, the communication interface is adapted to an
external memory.

Advantagecusly, the security module comprises
encryption means CR.

Preferably, the encryption means shculd use a
private key.

It 1is desirable for the encryption key to be
longer than the standard length of the data processed
by the microprocesscr, therefore the latter comprises
means for breaking encrypted words down into standard-
length data.

| If the circuit also comprises al cache memory
associated to a controller, the security module is able

to process the consecutive accesses of this controller



10

15

20

25

standard-length data. It is preferable for the
encryption key to be stored in a

one-ti me-programuabl e register, and this 5 register
can be saved in a non-volatile nmenory. The present
invention will be better understood w th nore detai
in the context of the followithg description of a
sanpl e enbodi ment provided for illustrative purposes
in reference to the appended 10 figure, which shows a
di agram of an integrated circuit according to the

| aweniigRr | Rd efirgnce i thendigwes ap-+ad e9gahed into
circuit 1C conprises a mcroprocessor MC that Is
p6§sinpryd-éengebt ddtee a cache nmenory and/or to a

L .' I [
Communi 5t 1oh PAEEPFACEA Eng gerBr TRy OB g " B be

petbpber aln devi eas-PERe-puchrasmavnen-mef adtide, flhash this
menor, WO random access nenor etc. According

'y r ki n , Y, .
tseaﬁé%ﬁﬁv@ﬁpigﬁ,Sﬁﬁ@dcﬁpcaiPoargelaﬁeleoﬁﬁwpgés a

Securityhgo%%é%é§% fh§¥ﬁ£§ghbW%f¥f%ei@%ﬁ%ﬁﬂpnﬁﬁaérstood

all the elements in the circuit except
cyibini mareondeneetf ace UMhe andnbededi cft edhéi nkRolDbhwing

his i f M h ' dul e CR
e R e ER e R e VS

caflaenwHnicat epurpbstbe camuereathos i pberfnee Mhended
and the invention thus provides protectjon for the

datgUrEhat'Ngsds $tugh BRRITRMt OEF dde By eaEsedf ciheuit

according to the invention.

In reference to the figure, an integrated circuit
IC comprises a microprocessor MIC that is possibly
connected to a cache memory and/or to a memory
controller (not shown) . It also comprises a
communication interface UMI and, generally, other
‘peripheral devices PER, such as a non-volatile flash
memory, working random-access memory, etc.

According to the invention, the circuit also
comprises a security module CR. A system bus BUS
interconnects all the elements in the circuit except
the communication interface UMI, and a dedicated 1link
DL connects this interface UMI to the security module
CR.

Qutside the circuit there is a compcocnent MEM that
can communicate with the communication interface UMI,
and the inventidn thus provides protecticn for the déta
that pass through this interface by means of the

security mcodule CR.
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security nmodule CR 5 In this specific case, this
conponent is an external nenory MEM and the

communi cation interface is preferably a universa
menory interface UM. The security nodul e CR can use
various techniques 5 for encoding or nodifying the
data it receives fromthe miTroprocessor M C through
the system bus BUS before transmtting the data thus
encoded to the comunication interface UM so that
they do not appear clearly in the external nenory

MEM It ths ehykouspthakithi s,gedul eng¢an 10,degade tpg an
i nf ormati on when |P reads the data in this externa
meryey NREMianght MEN oandt tiwe tdwemuroiqdfelon interface is

L.Cropr sqor M. S y.as the provi ded
RSy LTAl SHISSt Sadolenobn ¢ fER anel De 1
resorti mget @echriencmaaiulen qreatn thed aseipnovidedniques

preferably by the security nodule CR Thus, the data
ar@lefOSHHET B&r ¥ iy et thereseayeml from the

marerypMEM-aRe t heye are oy d@ﬁéygﬁ%QenwhﬁﬁstHQMSa?ﬁgore

read by the said nmenory before being sent 20 over
syspasmbis iBYSthiet daga Heref orrecethd stabl Bhe ocempodécation

. ' h [ h .
Opgdaiecanat el belgis, 1o SN DL i cne

peatessad- mekoryoME3R Wt idatdbvi@ud ettty tlaCe€essdtDe can
external data is granted 25 using words with a .
stERAgrd Tengt i ofnat 19y yphes2 1 tkeads the data in this

external memory MEM in order to return them to the
microprocessor MIC the same way as they were provided
initially.

An advantageous solution consists in resorting to
encryption means that are provided preferably by the
security module CR.

Thus, the data are encrypted before being saved
in the external memory MEM and they are then decrypted
when they are read by the said memory before being sent
cver the system bus BUS.

It is therefore advisable to encode the data on
the fly before storing them in the external memory MEM.

The microprocessor MIC can process 8-, 16- or 32-
bit data. Currently, access to external data is granted
using words with a standard length of 8, 16 or 32 bits.
To secure such data requires 8-, 1le- or 32-bit
encryption respectively. In. this case the encryption
would be very vulnerable, practically inefficient, if

known algorithms are used.
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To secure such data requires 8-, 16- or 32-bit
encryption respectively. In this case the encryption
woul d be very vul nerable, practically inefficient, if
known algorithns are used. 6 It is therefore desirable
to choose an algorithm that works with 64-bit data,

or even 128-bit whenever ned%ssary. Sel ecting a
standard al gorithm nakes it possible to avoid

addi tional constraints while 5 guaranteeing a maxi mum
| evel of security. Algorithms with a private key w ||

be givenc prefiei@nce s ngest heyisequi rgdBi 4€S81gorithn
processing tinme than algorithns with public keys. As
afiPékanj1eks t Wetholbldowing @ igor i eAme VRl | 1BE-bii0 whedever
A ced Lon_St i wi th .
b i ye SRa ENEPbnt Py oot Aty ShdRr G Mares it
seossiibye - DES (PabvadEnceypttoonSlandacdtrwonking while
Wi th 1% 64-bit kegs, kngmn ior bei ng uni versally

udBG PREEFPENE TRELTH e 'PESS BEnaREPRG YN terns of

securit ¥jqor3PERs( Tiiphe BatgrEpgrypt k@? Siandard). Qfven
XDES (Extended Data Encryption Standard), 20 the
| REEELTERESalsdaret s varte dasmmdedl €98 phecepsing time

depandLagesy Shaus b n! BLlIR 8 coggcurity, while
g hi gh encoding“rates

As an example, the following algorithms will be
used:

- AES (Advanced Encryption Standard), working
with 128-bit keys and currently providing
maximum security,

- DES (Data Encryption Standard), working with
64-bit keys, known for being wuniversally
used in systems that are less demanding in
terms of security,

- 3DES (Triple Data Encryption Standard), or

- XDES (Extended Data Encryption Standard),
the latter two algorithms are recommended
for the most demanding systems in terms of
security, while ensuring high encoding rates
at a low cost.

The security module CR makes it possible to
encrypt data that are longer than the standard length.
This module is designed for processing 64- or 128-bit
data, recorded as eight or sixteen 8-bit words, four or
eight 16-bit words, or else two or four 32-bit words

respectively in the external memory MEM, therefore
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at a low cost. The security nodul e CR nakes it
possible to 25 encrypt data that are |onger than the
standard length. This nodule is designed for
processing 64- or 128-bit data, recorded as eight or
si xteen 8-bit words, four or _eight 16-bit words, or
el se two or four 32-bit words’ respectively in the
external menory MEM therefore 7 access to any of
these data is divided into several 8-, 16- or 32-bit
accesses respectively. For this purpose, the security

maddkesCRol Srgbles e du oeass o8 oupetiol copsesytiy¥el g-,
accesses of the 5 mcroprocessor cache nenory

cORrT 6IFl 8E-LTRi §ceachesnerbPYCEdiLalRs a partial copy
f th | ' I .
0 e 95EeE%QS'gﬁgﬁ&%%}fﬁ%em%%%g;%ﬁyggg%hﬁ% (H%yl%h%ble

dependi ng on the 0 erng run
nmicor oprocessor gbGpe8i noe thenseauh&vﬂenﬁbyeBSeseryf the

fast and very close to the 10 m croprocessor MC, it
oBR67 RPFG RFEaRs For an MRS erttt ot e ci T&ip (- gache
PREMOEFRNGSt aies dat aapiesentcddy the ¢aehe pRIDL Y, | Remory

repl aced by the cache controller in packets. These
plélet sWihbele 1# nibBHAtAAsi Rreidinur o@2- bhe worws, of the

FOBLEs Sl S eSS A e B L0

caeheenememprganisal serbe fGsed byntihevekycutlober to the
ot her purposes. The contrgoller can be required to

W CECPRECEEPRT saved i n tthe B&EREMeHDr V21 HRHS relfate an

t ompReveXEAENBE the circuit’s performance.

The data present in the cache memory is replaced
by the cache controller in packets. These packets have
a minimum size of four 32-bit words, regardless of the
size of the data processed by the microprocessor MIC.

It must be noted here that the cache memory can
also be used by the circuit for other purposes.

The controller can be required to write the data
saved in the cache memory that relate to the external
memory MEM in packets with a size that is a mﬁltiple of
64 bits.

The interface between the cache memory and the
external memory MEM, which can only manage 8-, 16- or
32-bit accesses is set up in a simple manner, breaking
a 64-bit access down into eight 8-bit accesses, four
16-bit accesses or two 32-bit accesses respectively.

In the cése of 32-kit access, the DES or 3DES
algorithm will be loaded every two 32-bit words, while
the AES algorithm will be loaded every four 32-bit
words. The data are lcaded on the fly. In the case of
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multiple of 64 bits. The interface between the cache
menory and the external nenory MEM which can only
manage 8-, 16- or 32-bit accesses is set up in a

si npl e manner, breaking 25 a 64-bit access down into

ei ght 8-bit accesses, four 1%-bit accesses or two

32-bit accesses respectively. In the case of 32-bit
access, the DES or 3DES algorithmw Il be | oaded

every two 32-bit words, while the AES algorithmw ||
beplipadedcevesyodOssidd- Bitt S0 WAINES. 1 THE-g8E@, ari§ other
| oaded on the fly. In the case of 8 "pipeline"
pHO&ESsiHibf CORBLAES dlrgsraasimy | af ochdriegpr ¢ wham in
c | ete Si . i ' r ..

cousr o SharaeT e A EE Mo SR S0 piges of
i dacachrcyedd optyet henlir sheaddest inddegicEsSt Bodidces a

latency tine in the total _data transfer tine. The

o FEAEE Yk by s af byt RETalgOREEh T FES ThF et oGbI v

stored itRed $riGaAlded (AP reglest erp¢ Ongnli gPalgorithm is
| S

Programmable). If the integrated cirtcuit |
pP&RiLeEaP Ly Bikoxedoival adte ek OTRnpryistérs(One Time

regi e L acat T e.of an_.
SRS Shapache, 10 SR eLd e e Serml eyl oPliceo
chasén adueort-oratst Concf agh natmoey, khiwowedyinaler can be

hgmevgr, gﬁﬁgossible to exhaustively list all the

poSSF rd dirments of this invention. 15

Parti cukael Yexahb1d he rdeser i B88o 0BRSS CayF benkepl A68Ht ion
described above was chosen due to its concrete nature.
It would not, however, be possible to exhaustively list
all the possible embodiments of this invention.
Particularly, all the described means can be replaced
with equivalent means without departing from the scope

of the present invention.
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wi th equi val ent nmeans wi thout departing fromthe scope

of the present invention. 9 CLAIMS 1) Acircuit (1C
conprising a mcroprocessor (MC) and a set of

peri pheral devices conprising at 5 | east one

communi cation interface (UM) for external access,
wherein said peripherals (PH@, unl i ke the said

comuni cation interface (UM), are connected to the

said mcroprocessor MC by an interconnection bus

(BUS), 10 characterised in that it also conprises a
securi tyrnosgl e (CR) connected to the said

i nterconnection bus BUS and to the said conmunication
interface (UM) by a dedicated link (DL). 2) Acircuit
accordi te C jact

sai d coggungca%?%ﬁa%%tepﬁg %ﬁﬂﬁ?@élnﬁsaaap%Egg?épgcesSor
eXtécnal amenmer yseVEM L 3:)9rApdn|e|reu| tdaetosdi r¢g>rrtp0:1<3ilaigrr1 at
1. or %, characteri,sed . n tha%@ Ee sai secun

mogatE W TEE AN oARRBEAECE Af)orA external
Chtedkk, a¢eerding d4.0 g Mphe hay apmil Set%li]@etrt,‘@é said
the said encryption neans (CR) use a prlvate key. 5)
AC@mméaﬂﬁaﬁééardﬂﬂéeféa@ﬁalh&@ﬂbﬁ 4ﬂxﬁcharﬁﬁ¥ﬁw¥te@0|nthe

t@a& leng@%c%g%w“ kea/ylsg5 Lopgerophan the s

stan the data process
(BUS)
characterised in that it also comprises a
security module (CR) connected to the said

interconnecticn bus BUS and to the said communication
interface {UMI) by a dedicated link (DL).

2) A circuilt according tc c¢laim 1, characterised
in that the said communication interface (UMI) 1is
adapted to an external memory (MEM).

3) A circuit according to claim 1 or 2,
characterised in that the said security module
comprises encryption means {CR).

4) A circuit according to claim 3, characterised
in that the said encryption means (CR) use a private
key.

) A circuit according to c¢laim 3 or 4,
characterised in that, since the encryption key is
longer than the standard length of the data processed
by the said microprocessor (MIC), it comprises means
fof breaking the said encrypted wbrds down into
standard-length data.

6) A circuit according to claim 4, characterised

in that, since it also comprises a cache memory



10

by the said mcroprocessor (MC), it conprises neans
for breaking the said encrypted words down into
standard-1length data. 6) A circuit according to claim
4, characterised 30 in that, since it also conprises
a cache nenory 10 associated_to a controller, and
since the encryption key islponger than the standard
|l ength of the data processed by the said

m croprocessor (MC), the said security nodule (CR)
is able to process consecutive 5 accesses of the said
cagkbelibekd Nc®r dercéd et b BBk | hendsak tn88CrHe ednwplEsion
down into standard-length data. 7) A circuit according

t S¥nylof U@y athen3 e Graswarsct éengel of t e data

t ?o@@%%gathgg Ky i§afﬁc4fférdﬁiﬁ%e§foi JfMIC), the said

ohe-ti nme- programmuabl e regi ster.
acseondiihy tmodhhe m (GR)chdsactleiéseam iproickats, sbnsecutive

CRUBELSEY 57 Olh " ahths gl e 30l el
said encrypted words down into standard-length data.
7) A circuit according to any of the claims 3 to
6, characterised in that the encryption key is stored
in a dne—time—programmable register.
8) A circuit according to claim 7, characterised
in that, since it comprises a non-volatile memory, the

said register is stored in this non-volatile memory.



