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packets in a wirel ess conmuni cati ons network. The

i nvention described herein addresses the problem
associated with "killer packets" that plague
satisfactory reception of data in a data network.
BACKGROUND OF THE | NVENTI ON [ 0002] Due to the nature
of nodul ators and denodul ators in radio frequency (RF)
data communi cation systems - especially sinple,
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be reliably decoded at the receiVing node. One
situation in which this can occur is when the

tFHDBDiCOFHCHEiIN\HﬁqunNe has too many zero or one bits
in a row [0003]. To accommpdate changi ng.channe
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nodul ation is utilized, the average anplitude of the

signal is used to distinguish bet ween a | ogi cal one

bBACIéG@QUNDgﬁFéFHEiIiNKENTiON a | ogi cal zero bit,
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Consequently, the average value of the signal, and
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decode a packet it sends an error nessage to
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bit, e.g., low amplitude. Likewise, if frequency modulation is used, such as
frequency shift keying, the average frequency of the received signal is employed as
the threshold to detect the two different bit values encoded in a received signal.
[0004] If a sequence of bits all having the same value is received, the modulated
parameter of the signal, e.g., amplitude or frequency, does not change over that
sequence. Consequently, the average value of the signal, and hence the threshold
value, drifts to the value of those bits. When this occurs, the demodulator is unable
to reliably detect whether the received bits are ones or zeroes. If a receiver cannot
successfully decode a packet, it sends an error message to the transmitter, requesting

that the packet be resent. However, due to the demodulator failure with this
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unsuccessful result at the receiver. This situation
can trigger repeated packet transm ssions. The error
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the transmtter create a bottleneck on the network

t hat cannot be resol ved. A packet containing such a
sequence of bits is known as a "killer packet" - a

packet that cannot be reliably processed regardl ess of

the signal strength or the signal-to-noise ratio.
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rate the same. This result is particularly undesirable
i ¥1Bandwi dth-1imted wirel ess data networks. [0006]
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bit sequences for which the scranbling process turns
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r egueridengf the sameibitcr eased cost. SUMVARY OF THE

! WE‘NT ! ﬂ‘\lle scrambling technique is applied “naively,” i.e., without prior

knowledge of the data. An unintended consequence of this approach is that there are
some bit sequences for which the scrambling process turns previously harmless
packets into killer packets. While statistically unlikely, this situation occurs in a
network that transmits a large number of packets. Each time it does occur, a
network bottleneck is created due to an un-resolvable packet. To mitigate this
problem, additional hardware, such as a DC restoration circuit, has been
incorporated into receivers to maintain the proper alignment of the threshold value,

resulting in an increased cost.



[ 0008] Techni ques are disclosed in which a paraneter
used for scranbling packet data is changed.
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data, using different respective values for the
paranmeter, are unlikely to both result in the creation
of a killer packet. Thus, if the original data stream
woul d result in a killer packet at the receiver node,
the initial scranblin rocess is likely to cure the
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on the other channel. [0010] Ot her data itens can

eiplanl/is dnawnite botéldhglfmmsrmgterp@wathemelvepof\ cémami u@entuﬁfer can be
t%lﬁ;é]{g& srgntl §{1t t@qge £c?%%i)1\ﬁ% ;F]lgéﬁﬂﬁﬂ 2%1 ﬁi’én&%ﬁ%‘l n%é?tldn g given

ue can be Use vari scra
pedchemrdfelata idsrafsiaitied onexa thhrthel Wltﬁeiq&t@ﬂséqu&wébﬂ‘lblts when it is
aSSOC|ated with transmtted packets m ght be_ enployed.
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[0010] Other data items can be employed as the scrambling parameter. For
example, if the transmitter and receiver are time-synchronized, a clock value can be
used as the varied scrambling parameter. As another example, a sequence number
associated with transmitted packets might be employed. As long as the varied
parameter value is known by both the transmitter and receiver with known
ambiguity, the scrambled data packet can be successfully unscrambled at the
receiver.
[0011] In the foregoing examples, the parameter value that is employed at any
given time is known a priori by both the transmitter and the receiver. In another
implementation, a packet to be transmitted can have multiple scramblings applied to

it with different respective parameter values, and be descrambled at the receiver with
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given tinme is known a priori by both the transmtter
and the receiver. In another inplenentation, a packet
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applied to it with different respective paraneter

val ues, and be descranbled at the receiver w theach of
the different paraneter values. For instance, if two
different paraneter values are enployed to scranble
the data, it is statistically unlikely that both wll

r @@blotf therdigfetent paramgtes welues. Goerdnstarast 1 fyfwoalifferenisparameter

Lttt SR foFRE S R le e REaP SRR EAR ety 8 both wil

DRAH MGkl 8P Badket! NCoriseq @ailiyNst 185P6R¢ 6f BB twadbnsiabled and
advant ages of the invention will becone nore readily

a@?&pé@dmcéétsahdlebéﬁlwr%ﬂd@rl§@@©d by reference to the
foll owi ng detail ed description, when taken in
conjunction with the acconpanyi ng draw ngs, wherein:

[ BRIBF DESOREPTION @FOFHERDRAMINGS0f an exenpl ary

W rel ess communi cation network in which the invention
cHNBle Thefureing aspep@@fd]attm&m advanfagegef the ipientigp wild
h

B Th o eI PR ARRRL AP B Sers pOE BT bt R fle ' ©

hfoplowngg detajleerdeacriptitm] Bdheﬂtamn ascdkgmmmnéthmﬁm abt@mpanying
di, agr anms f circuits for inplenenting a scrambling
t%ré‘ Fﬁgiu %rtema transmtting node and a receiving node,

@ é’ 1 idkSh186k ﬁ% bf A& 1A 1&8955%&91%110at10n

scra par anet er 7] Figure a schematic
dneigpdmnoﬁhlalthBWpitmwaebc anblemente[dOOls] F| gure 6 is

GBI SEiH ) TR OGP B
L WSt UFRued 3 & fAed:@nipAs@handePOr#dy foriis Ffeﬁle%tlh% afl FHS®¥hopping

art of the operation of the transmtting node in an
afcqquenygt e |an enentation; and [0021] Figure 9 is a

e e S A S e R
Diciathbllg teESdlidhtla®dnsmitting node and a receiving node, respectively,
using channel identification as the scrambling parameter;
[0017] Figure S is a schematic diagram of an exemplary scrambler;
[0018] Figure 6 is a process flow diagram of the channel index scrambling
technique;
[0019] Figure 7 is a diagram of the structure of a data packet;
[0020] Figure 8 is a flow chart of the operation of the transmitting node in an
alternate implementation; and
[0021] Figure 9 is a logical schematic diagram of an exemplary receiver with a

descrambler for the alternate implementation.

DETAILED DESCRIPTION

[0022] The invention described herein provides mechanisms that avoid the
continual re-transmission of a killer packet that may be encountered in a wireless or
wireline data network. This result is accomplished by changing the actual sequence

of bits in the packet itself, through variations in the scrambling of data in the packet.

_4-



[0022] The invention described herein provides
mechani snms that avoid the continual re-transm ssion of
w@ 20001148592 packet that nmay be encountered in a MT/EFRE%003381

or wireline data network. This result is acconplished

by changi ng the actual sequence of bits in the packet
itself, through variations in the scranbling of data

in the packet.[0023] To facilitate an understandi ng of

t he concepts upon which the invention is based, they

al0923k s Epifprilitateeamaindafstanding oftthe edroepisawon svhastethglimyeption is

enbodli nts Jjnmplepented dn w,reless networks that ..
TRBRBBR deRR R Rl wihirE i B IR flodippents
Shgslemented fHSRklety Mt BiGThamtilies FBKAME8ulatioye¥EFreqiiéncy-
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i HpPRing ApEad iSpegtume (FHGPbsansmigpemteplnigrgsk Haweyer, it will be
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i nvention can be inplenented, is depicted in Figure 1.
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betawgpdaisassarmaredivithh Aantomatdd MetstR éadinsg anduAufontayed Mslietkr
ters that t he usage of .a conmodity .provjded

10 p fiaﬁ%uqﬁvﬁe|(ﬁ5§£)4l\9ﬁ>twvgowﬁ S Wiich PORMURLcAtigatiake place

"Bdt&eerd Qé&mﬁ%ﬁﬁ&' bfovidkr 88feh af a%tiﬁ%’]ﬁﬂ&j ideYers fH4¢ hoRftor the usage
electricity, gas or water, is associated wth a node

10f 4 epramodliteproyiled dywbe kiilityu dh this typeefleoviadnmaem aeach meter that

network 12. These indivi dual nodes. communi cate with. .
UL e O SO Uy s ARIRGILY GHap" AR prpociafed with
CORBAN it £FirtlebshdtWBkY bidh dsithd BocalitedB@Rorio1 2. aTHesd8ndividual
area network 18, e.g. a private conmuni cations network

15 onodgs gommugicatswnih ae acdesnpoinbongrtkwvay dh The gateway, in turn,
I nt ernet., s f the ;nodes e able to.c icate .
(PR ERGoF PR RS RE0S Bl of S P Sed Sor R M rivare

deph@tigidaticis detveork @%@ pablio esk@muhatioddget@BEk, $63h aslthe Internet.
sone cases, a node nmay not be able to conmuni cate

dberae of theyodes maxk bg abls\ka gompumigatedigsctly Witkthe gatgway gyer a

o AL ! !

i SRAPEAER; Qe B ML pils AN fub, 106 kel For M Sonitles, o
20 whwdemayndtibernbtaoroninaatiese dirédilyt weh gt @eway wa tWhiess link,

directly or via one or nore other neighboring nodes.
FoB- NS Oagﬁeg{apﬁw dfanqes o &arras- o i BIsF9pS, SUch@ figde ¢Rypaunicates

e BBorT R apae ek SURPLEY SRR EREERIE hr sy
aeitler directhsorwed bneaer moresitker neighboring nodes. For instance, in the
illustrated example, meter node 10a communicates with the gateway 14 by means of
25  neighboring node 10b. In effect, node 10b functions as a relay, as well as a meter
node.
[0025] Although not illustrated in Figure 1, the local area network 12 can include
nodes other than meter nodes. For example, relay nodes that are not affiliated with
meters might be employed to forward transmissions from the meter nodes to the

30 gateway 14, and vice versa. As a result, the meter nodes can operate with lower

transmission power than might otherwise be necessary.



node. [0025] Although not illustrated in Figure 1, the
| ocal area network 12 can i nclude nodes other than
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affiliated wwth neters m ght be enployed to forward
transm ssions fromthe neter nodes to the gateway 14,
and vice versa. As a result, the nmeter nodes can
operate with | ower transm ssion power than m ght

ot herwi se be necessary.[‘ng%] As anot her variant,

wiP0Re]l t Ke aasibapvariant, vdtileshk exdmplagyuretwarkepfffipyrs laemploys a

si-ngl.e_gateway 14, any one_.or nore of the er nodes .
T SRS TR e o Rl HREF nes 1S R FmBRERg e witn
athplutiliey} 16 by ey Gid SVPYGralibp6Ng AW @s! BUGR AR AfrapsaNerd fovides
mul tiple redundant paths for communicati ons between

t maltipde redundams pathp oricesngunicatiops betweer e matgaRedasgnd fee

r t r I er LV :
B R e T
ddiffeene Bhesr sFapegitbwaysthhy lihk € des ditfdicny rg3pentiveaitisities or
[0027] In one inplenentation of the network, the

viarenadidy PSS cat i ons over the LAN 12 enpl oy FHSS

'(:l‘;i)lg%ﬂ].l"eﬂpé{ﬁ éﬁ&lt%@@ﬁf@ﬂ%&lﬂ e %@[&mfrﬁ%@ﬂﬁmﬁons over

is a techinique In t he ’dat a signa
nthel llAQY @ enipidy BHRS (Fregbarey-appingSpead Spéctiuma) trdnsmpsions.
[ random but . predj ct abl e sequence from fyequency t .
L e b irf wﬁlell o s SigrAls wéfateﬁn With é?'&%lfﬁ&)éé?‘? carrier
F i St Bt FRSps BY a SMdoRPb & _é’d1€t|351‘3%§@etnb9?ronf"fr§dhd&k§to
| ogi cal channel is maintained. [0028] The trahsmssion

f freqpeacyias s fandionatfémm, neer byide tapd of fiequgncias. Bypitable
code. The .recei.ver is set to, the.sane hopping code and

I ?ygf:lérr?glztaﬂo?’r?emi‘ﬁﬁ b‘?ﬁl‘f‘?é cé‘?’ﬁ‘ﬁ%\’ls I’%&‘T"laﬁ’é’dpr oper tine and
CROLSICt ThE BEMPRISH o RreQiciRlesafe d@bmARtYbY 86l @nk & hopping,
signal. Current regul ations require use of 50 or nore

f easlgudhie irecsiygeis sof imhaisase bapping redd ang listens todlxd woeming

d L 1) the ti t.at a particul ar,.freguenc .
ot gt R pred ek B B PRER Bl B by T LGBt signa.
t Canaitiregiltivhs ¢8ANEAIse BABO L fot@frefidticd petrimhitdioethannel
fast rate. Each channel in a node's hoppi ng sequence

i with panaxdpumodwelhtimesiatingg spenhit aartiadan fequsney dyringany

nfeaggrepiangy' s et d ring the slot (e, the

| [0029]s ThePHSS temqméssivas chinge chexresdd jod hop pathaaalatively fast rate.
Each channel in a node’s hopping sequence is visited for an amount of time called
the slot time. If no reception is heard during the slot time, the node changes its
receive channel to the next channel in its hopping sequence. If a reception is heard,
channel hopping stops so that the reception can be processed. When a packet is to
be transmitted, channel hopping stops and the packet is sent on the specified channel
for its duration. Channel hopping resumes (at the frequency where it would have
been if no transmission and reception of a packet had taken place) once the
transaction ends.
[0030] The traversal of all the channels in a node’s hopping sequence is called an
epoch. The applicable regulations specify that a node’s hopping sequence must visit

all channels before revisiting a channel. In one implementation, a frequency hopper

can be used that guarantees this result by using a pseudo-random hopping sequence
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channel hopping stops so that the reception can be
processed. When a packet is to be transmtted, channe
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channel for its duration. Channel hopping resunes (at
the frequency where it woul d have been if no

transm ssion and reception of a packet had taken

pl ace) once the transaction ends. [0030] The traversa
of all the channels in a node's hopping sequence is

ctiat woeats eaghopech. Theothppwvprsathe changg] diat isresnpdpieast duying a given

t hat nede' s hoppi,.ng segquence st visit..all chanpels
o0k st BROR Pel B GS f SRE, TR Rondert iinBirafd Bl 2
f whigHeRews B APpSthe hFpits Sehuehed fodd abaehigifs 10thannels.
result by using a pseudo-random hoppi ng sequencet hat

r B985k s IibBHRS sgpwnuni¢atiopshgtemaoy f@@}smlﬁi@gmgﬁ ne¢dsith know where

[ I AL | ' I: 0 S
i R £l At M NS Rl sl S0E SRBRIn | g o e
Zreceihingmogb onshaploppoiHaahtlcab givvpping Badusass:, b abléof the

node using 10 channels. [0Q31]. In_ FHSS comuni cation
equence sk B storsdt sadengdee didgurs 3 iluwsirasaneexample of

S
i bl e o ; o in
PR TR S0l e SHI00PE AR TR G
pmgpencthdanal a@dy. aWhien @nransmissiokads to ststig tloetrarssniidigmode

of the channel sequence  can be stored at_.each node.
Chblgs BeIE L PERASE R ek ehne e et SOPdnt fbley The

heRRhAInESAYE ¥ WBos3%afileqt RndAeh a BPBENO bdH e tARLRitting
'S Ir‘r‘plemente as an array. When a transnission is to

odineceiving nodeg, svhiich ¢nagles dloken tnpd syrshionézet £t e@ommunication.

tain . an index, i.e. .a channel identifier, fr the .
C iR ol S ot rmaie SRS e oo i mer Gl yiae node
ke etnplbyed. i OfdsueRtéthhitfie! AMSEh tHel dAEmP] GndeXGE dyhfically
nodes, which enables themto be synchronized for

cénterominedhatiton timyf itgnsmisgionnis asosibed in Uel- ékpplishtien Npe
' £ i I,yi.ng: nod .
CPENRhes ML A ek SO PR rein

i Rfeendes dynami cally determ ned at the tinme of
transm ssion, is described in U S. plication No.

180885, brearcordapesy itk OBpiyaplementaign pf thesssentinyentan 2
| Reht P AT SRS ISH &h elrfg{ f%ﬁ/@ﬁ ﬁa?k[e JQAAH ad the channel index,

accordance w th one I nplenentation of t'he presen

| canéetengrioyealasi adeend ifdri aescrafiblinpeal gorithminthstsis ased-toaniniedn or
for i.ven pagket, such as the channel index, cap be
SHEFEE dpex thoEbatpacbrL LCospaBilvr e avambiing avec il be
UsifiErehP foMeh&iEhaPhel in the hopping sequence, so that a given data packet will

be scrambled into two different sequences of bits when transmitted over different
respective channels. Even if the scrambling for one channel results in the generation
of a killer packet, the scrambling for another channel has a low probability of also
generating a killer packet. Therefore, a minimum number of retransmissions of the
data packet will be required to overcome the condition posed by the initial presence
or generation of a killer packet.

[0033] An exemplary embodiment of this implementation of the invention is
illustrated in Figures 4a and 4b. The operation that occurs at the transmitting node is
depicted in the block diagram of Figure 4a. A clock signal CLK is input to a timer
20, to identify the slots of the FHSS epoch. In essence, the timer 20 functions as a
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scranble the data of that packet. Consequently, the
scranbling seed will be different for each channel in
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be scranbled into two different sequences of bits when
transmtted over different respective channels. Even
if the scranbling for one channel results in the
generation of a killer packet, the scranmbling for

anot her channel has a | ow probability of also

g&neraary dyiderkwhossroutpusiiedicatihibe deginaingzofieach newrtime slot.

n Lansm ssigns, of .the data. packet I

SRR yBebRARRt Sl BTRpBBARIHer ' R procuces
i B k:bﬂr@dpoﬂdhﬁﬁ €haithePindgR e cath Q8w Ameslbt. | TR slgtaskebhnnel converter
[0033] An exenpl ary enbodi nent of this inplenentation

022 Y mplenen gimay, such astbetifipetmrtedhindiguiess tperforen thits
T I t tin
QoS RREAE e RS B0\ Bferii 1AL iyl g R By sion
Sfrngdncjafdi th&t tir@slbt, ii9a @hdringEfre@iEncy Gonvitewei 24.y Thé@etermined
sl.ots of . the FHSS epoch. In essence, the tinmer 20
f fRaYsnenis previded aypr Pyt sigvalde p rapspisisr 86t put
| t
¢ [E0SAE) T 135, BEPERRH BAATh | FOF Bt ifihd (g 20 5 sCRAer 25,
cwhwdarﬁlmnom to whitern therdatkibeshaagoprthe splendndigr ediaemdlits bits.
i ndex fo ch .new tine slot., The_slot-to-g¢hannel
Ot Pl 256k PRl o et gt 380t a5a fiRavency-shift-keyed
L Slé)trﬁéﬁlﬁgtoi' Ro BLEER a?inocilﬁate@ rh@'s l;gn mnswlcﬁeﬂ‘t’f?erlﬁfs% ‘data are
e channel indéx is used to determ ne the appropriate
t represoted by lsylfnbelqu dhoymbdulatet alatatsignal &l tben tramsndtted by the

f Ean neh ‘&fy’k]e gu pg&mgég%e{ %H-gﬁgy g??ilf H{“ge’}gﬁ'ned in accordance

tmﬁsﬁeéﬁagﬁeﬁﬁdex[OOM] The data for a given packet to
be transmtted is input to a scranbler 28, which

f (19861 o hstfwéllmat@rﬁmwim&mathwt@’ﬁw ggeddor the soragdiling of the
a zgc/kg{ g?{s%fﬁe&) Oaul E!erel g’d c;ﬂ?ign g’ nt{lo %gla ble qulck( recovery from

oVl SUC

f theqheivesteritipichérakiey 6fla kifeKpadkediil at Whntehtﬁg@ﬁﬂ&f @dt8bR the
nodul at ed data si ich the bits of data are

r &paBklsht Bey iy enrd, rg*flwbst@nnqinnée&mmraé«edew thatstotdpghanne] gonverter
t Qf iy i éIﬁQ§ met gc?zﬂnlmér %Jlagseteﬁ%ﬁfy tfo%[lugtxﬁa e, Al eS( %g{f olfna scrambler

appropriate carrier guency t hat gterm
aiscshbﬁali]mElgm[ret 5L Iihéhe dlepicred exiamhées a 7[-lﬁﬁﬁﬁe}ar feedbbek shift register

foa oot ﬁt)lge%ofenn?ﬁ’@hng K@Pé%gfttgé ?r tr{hga%id%gs%}qﬁ glrts Elre processed in
CQ@EQ&hs&é’ OR'&dB8k, B33bduceiRe Fe@é@%cﬁéﬂ(’“k’thﬁt{ﬂs 'ilﬂﬁl‘? fh\‘: first

fromthe inadverfent generation pac I'n
t registdni {Thmisengendf, outpait Hatimalsy fedte an Exclusive-OR gate 36 where it is

combined with one bit of the packet data, to produce a scrambled bit.

[0036] Typically, in a scrambler of this type, all of the registers of the linear
feedback shift register 32 might be initialized with a value of 1. In the exemplary
embodiment illustrated in Figure 4a, however, the channel index is used to initialize
the registers. Since the channel index varies for each transmission channel, the
seeding, or initialization, of the scrambler with different values for each channel
results in a different scrambled output.

[0037] Figure 4b illustrates circuitry at the receiving node, where the converse of

the scrambling operation is performed. Referring thereto, the channel index is
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scranbler. To this end, the channel index generated by
the slot-to-channel converter 22 is input to the

W@ emamiser as a seed value. To illustrate, an BXEIH1089/003381
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of a scranbler is shown in Figure 5. In the depicted
exanple, a 7-bit linear feedback shift register 32 is

enpl oyed, in which the values of the fourth and

seventh bits are processed in an Excl usive-OR gate 34,

to produce the feedback bit that is input to the first

r egployed to dutermies dstappropuiaieurecdive channel fequeney, vdhiethis fed as a

L O TR T —

[ 8836 HerTyepihe aataybitsifrond ttﬁeclreaéibéceg 0l§.hTBesk YiB@, bigd] Whith are in
t he reglsters of the linear feedback shift register 32

nihgiserap®ledasednenciez &g pigideditoasdaseragibler 42 whidhgs identical to the
%%Hitl@f 3. e*i‘ﬁﬁ%'e&’%%bie} UStd ﬂt?aqlzé&] \x}: th9HL ?haﬂ'aﬁel index, so that the
el 1ndex 1s N7 Al T Ze tHe

however, the chann

r é@bﬂh&ﬂmg oﬁemuen ntirorshthasahmibiidg thav &fquﬂad‘th tieagilambler 28 at
transm ssi.on c el , the seeding, initialization,

ot {IRBSTEHIIng Y cxpitiof hecinscrinbiis 421 commaigessihe onginal
%ﬁﬁ@tedata[ St iaéi tﬂel‘?bg BEdEEM aROFHNBL @(iith%ldhpéﬂtronal techniques.

037] Figure [ustrates circuitry at
r Eﬂ@éS}\u ’rﬂge noetell pmtwssethahe cewivd@us m the ehfbedrm:errﬁn’ﬁﬂgmges 4a and

o era n. i rfor Referrin etao hann

s s g S e o et RS Y G hetel g J mer
ciaaém 8ho fgé&w@& 9¥ théihe20. SBBﬁc{h@&aﬁsn%@ﬂ&&éﬁind' tHP Wicelv@ node
a receiver e received signal is denodulated in a

d@mtdforl the new 4bam1ebmdex avgtep H20 thadlter Bict ssrdmigingtdode and
sy data bits, which
el il G MRk 157 Bt hodptr sy ieR s hiied  The Sart of a
V\dlﬁté?Badk%t is@RMctedal step 6B0OE T%Qfegﬁ‘pth@ kcrafbling| ?ocess for the data
descranbler is also initialized with the channel

i PREER! indle nevachammel, dhestsramblingriyed fresehtd bﬁlweqnat foohs charamel
[ h 8 a
ﬁﬁé&[‘?ﬂ ét({}xg%%dj af‘hd: %9&?};& 1?1‘1‘%1?311&&% to ﬁ%ﬁg]:% T v%{t}ﬁ_ﬁlr.\% rsee&lzva?ue, and

transmt escra

Crebgivessths phélet ar step 6:50. &mk(ebhebacta%stepiﬁmfdemuteb &helt®r the
decoded in accordance with conventional techniques.

[Seu8er 15ARledQ 872 the prckebliss. tIhshe check Sirps evf tobe S??Ff@%@fy after
e@?ﬂés‘l‘gﬂﬁb}ﬁfg fHe UALES flc?ce - géglrn'-é ? ¢ Q)Iegést,é]%l dd t at étéep 670.

|gure process IS ann
nfmtm CECahecl6660 gemgata\tee thenya thésagé isenttack Bothe ttanemit node

smt n d th elve node jdentify the new
& it Rthe Gledpatke qt&ﬁf&ﬂlb@iﬂﬁe@é@w%@% @yailable
aaﬁnﬁa%twyaﬁferaﬁ seian;bnﬁge@éd%eé 8h tidifew! QIHHHBQ and
sequence channel. The start of a data packet
crstremsmaith the pgctk@p B3hx faflordagharechivesisrdagivd a Ikglqn ipeciest svent,
S sft&]a%iogl%i?l not repeat for the retransmitted packet with a new scrambling seed
in a new channel.
[0039] As previously noted, various techniques are known for determining the
channel index for a given time slot. In some of these techniques, the channel index
is independently determined at each of the transmitting and receiving nodes, for
example as disclosed in Application No. 12/005,268. In these situations, it is not
necessary to transmit the channel index as part of the packet information. In other

instances, however, it may be desirable to include the channel index in the

information of a packet as a fallback provision. By doing so, the transmission of the
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packet in the new channel, the scranbling seed is set
to be equal to the channel index at step 640. The

WO 2mef1yesp2 i nitiali zes the descranbl er with thi BCEESH09/003381
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val ue, and receives the packet at step 650. A CRC

check at step 660 determ nes whether the receiver is

able to read the packet bits. If the check turns out

to be satisfactory after data descranbling, the data

I's processed by the receiver as a valid packet at stgf
€S

6%a5a pagket pan l&maém@@ke ©bosti dn pagigulagdhe @hﬁeﬂnehmd@smg

i B G PR RER fen BTy e Py Rk

amﬂbprwaﬂhﬁhaﬁ&b m dutslsthicture f a paclaitbirhe gackeebonsists of
based on the new channel index, and retransmts the

phiEseanainicompraertsid Rieanble 44ha heades #6.candjapayleadi4s. AThe payload
k ath B scPRGKES t“?ne A0S th{ﬁ%m%bz URLITRB W A ﬁ {h%l%?e% feo rnon-

e retransm’ a new scra seel

ascmmbleh aﬂ!‘hebreafrﬂﬂ)éS&]mldﬁse@ apvlteualiyg souetke dfr’ﬂarﬁulelts, to
tecm;l gues are known for determ ni nﬁét he channel i.ndex
t4F vees vingveods tgdetecha signal a9 aphigve fregeansy gog iming

t gﬁcﬁt‘%ﬁ%ﬁbn LWRdeie fe?ndug@é? ¥ ﬁf&%&élyecgl?cﬁfetm e sﬁ{chﬁﬁlgﬁtion

of” the transmttin receiving n for exa
afeldiisfollosed byra s&;rpﬂag;a’tfhls istaoflagl@mf)fifse® 6 &nown sequmee of 0 and

chEieC s poessSly oBfo-ERirakendBe FicaMoRE e depape and

Oﬁrﬁ@famm R HaBRet FAAVERY G0, ERYorROHIIST4taRk! ethE Qtart flag
i ncl ude the channel index in the i’rnformation

pRrokigies signbolflaydl lsmdhremisation, amd oBymides algosm'relathm properties in

tr an@} .ig % thgl tﬁ% Pt h?“i’ ta ggccl%% gﬁﬂa{)%ga%ng r()gg gléa§ preceded it.

a{@dul]l ORB4ccoatancd Qltﬁ@)ﬂ@ lagpeleh6f the avlenfibn,ahé EleMin¥Eifldex can be
packet to be reliably detected. [0040] Fi gure 7

i llnpluéf:c} Hiths Pfffﬁlélb(ﬂ%\t)%%l/@ pecksat.ufreefdct.ghe ah,am:l ingipre fg iR as an

hea sf‘c}njchB %‘gﬁ?ﬁgﬁd&g@%ﬁg? atsés %%lrgbau ?rgég 1tﬁ Whifh the

Ssggiinivh € olf a p&tﬁéﬁ@fdeteh&dp Mmrgiamoamllw gade ﬁtaﬁrffagsg Bémphised of
the clear, 1.e.,_ nonscranble The preanbl e conpri ses
a%S‘BgLFé’b’FPatf*?l?FgP@g&{féﬁ@é’ resuly Indhus sitpatian, aseausnemPibifsis

ﬁE&%é’dt Qnﬁﬁ%&ea s 98t5CH Cg?]‘aﬁéi %%s e ?\Eﬁ ?\éﬁcultry to begin

requen trmng synchronization w
rdacadingemniméllipihée dea.eTo eciupa diedikelilbod of fatehyositiveata Bhyte

field is follo star flag This starf flag. .

COHHIPS é%marem{%ﬁbg%qﬁ caWYR; a5 Rk pONTHigRS may

SHECRREE. UBY mc@lﬁﬁ@g%chsﬁﬂév %exfah el 2R f Yhd ark Mg ddditional

decode and unscranbl e the packet data that fol

Antorpation &x prowided tethe rededvisg aode for agrification of the begmmng of the
packet data. A packet is processed only if the detected channel index in the
preamble matches that of the channel on which the receiving node is currently
operating, to thereby reduce the unnecessary consumption of power by the decoding
circuitry that can occur in the case of a false positive.
[0042] In the foregoing example, the channel index is employed as the seed for
initializing the scrambler when a packet is received. Because the channel index is
known a priori to both the transmitting node and the receiving node, it can be

reliably employed for this purpose. It will be appreciated that parameters other than

the channel index can also be employed for such a purpose. For example, in
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provi des synbol -1 evel synchronization, and optim zes
autocorrel ation properties in conjunction with the

wpe@aiidse2 sequence of alternating 1 and O bit SPETIES2009/003381
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preceded it. [0041] In accordance with one aspect of
the invention, the channel index can be included in
the preanble of the packet. In effect, the channe

i ndex functions as an extension of the start flag, and
t hereby increases the robustness with which the

begswarksrghae the nedex ane tinge-ggcheanaced with engpanatherud Himeybased
' t L f I.S:6omrised, of si-pal ecbyte, fal.se,. .
b Farliihy s 8% B FRTRE hERufhe e or e ifuieia

bidlee fo# the)Q@fene Glihyte ahd eédonasé fdiglASonstidbtalthe §dedg, and
causes the receiver's circuitry to begin decodin
€

LR0ASE! n e prescdinecxamplesothadeteetion pf alkilieppaskebpcius aidhe

p . a - S « r . .
AL e 171 B B SRS, BLELES Al g wanmis
Siri értoranessage Bythé o gindiimgnddee whivhrvaasesithelpacket toteareend

of the start fl % addi ti ?na information is provided .

t BansAutie éléﬁnaiaw@ RisBEValRs fardhs sorambhngpapmetss e.g., the nitial
begi RBi.ag _ .

oo O LR G B A e e pBaELAERRRT he
nexistees dffaddllefpacket befaantak transmdtted rantiresaramklevthevdata packet

node is.currently operating, to there reduce the _ .
i Bt Sl R R BT raresger, fne R gt of this
CinffléthErititi R 116t QAGH WigiirEs 8 BRd 92Feu0E 8 3s & AbSRhart illustrating
positive. [0042] In the Toregoing exanple, the channel

| hd @rociess thatls ppfdmaed athibe trevmniftong riodet iAdistepi 89§, @ Hata packet is

N N N R A —

tmﬁmﬁ% 4 bdra@bRe a8 ag MthistiArdrif Fedurésh 4@0L, Thd scEaNbRey is
reliably enployed for this purpose. It wll be o
apiseeted Hitp predetemaineditcdralus e that sdmommeat bletinietransmitting
[ . I r e..F
AR, RS0 R D ATEES, S0 0GR BHRE R raliRed. o

t deternsyawhethar it edghi reduloine kitlet pueket. &Fok exEmplesedeteatbtimight

can be used as_the seed.for the scranbling algorithm
F‘ES’I““H%Q 8T Of $Hecenstyietbats 19 thepsrangleq hig seqiiepesthabhaygithe same
I g . | d [ : _
pr ecezg?ng egn%:aé%%%ﬁéd%et eg(%l on 19;% %gkﬁgﬁg%spac%k&% data is
odentifeedats atgoeentmt killer parkeode. | n response to detecting

this condjtion, e receivin de transm.ts an error.
o35 R bl Geiraien gondubl S BRI A Trgkel s
PR6&Ahtel And Grah@nitle@ AL 80 andHRIfR edhrhpRI R MepRdUR Figure
for the scranbling paranmeter, e.g., the Initial seed
VA U6 hewexpn theedet¢mphatiomrat atep@94 indieates thasine tstiantgpletbdisa
Cc%lﬁlcfj st in 4 Eﬁler packet, the scrambling parameter is changed to a second,
known value B at step 210, and the original data packet is re-scrambled at step 802,
using the value B as the scrambling parameter. After the second scrambling, the
scrambled data is again evaluated to see if it is a potential killer packet, at step 804.
Statistically, the new value for the scrambling parameter is unlikely to produce a
similar result, and therefore the re-scrambled packet can be transmitted. If,
however, a killer packet is still present, the packet can be re-scrambled with yet

another known value for the scrambling parameter.
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exi stence of a killer packet before it is transmtted,
and rescranbl e the data packet using a different val ue

wo eottss9xscr anbl i ng paraneter. One enbodi ment BPET/UKI089/003381
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i mpl ementation is illustrated in Figures 8 and 9.

Figure 8 is a flowhart illustrating the process that
is perforned at the transmtting node. At step 800, a
data packet is generated for transm ssion. This packet

Is then scranbled, at step 802, for exanple by using
sEWéﬁbl dthepa mketl i5 trseivat etbie receivingineds may aotkipw Wh@h of the

ted W th redet er
Rt DetyL S B t8 PR R B ) B Rel RS i gpt
aﬂhdretfdﬁe the @GjeW1ﬂgn6Mﬁarfoﬁns HhfApBWscramblisgy eithe fdeived
data is examned, to determne whether it mght result

i packetk Refeiring de kst logicak schamptit diagenyet Bieursd, gnghgoming signal
R OGOl PP RRTLERD i o8 AE AL preamv

readﬂmwhemeed ethﬁrffameﬂl piesehein, theregeived Xymbdsle If so the payload
‘%’é n‘?l ed data is jdentified as a potential kil
petk e

thepgekes s IPTPV{dﬁé tq e%cémt\ya d&%&fﬁmla’@é% S4énd éﬂaﬂnﬁy)f the
aFesBraRfi &8 922k il alh%d g’og B}g @\MH& %lﬁgs A1dnd the other
transmtted at steps exanpl e’ as
dégscanbder| H4,Hs guml:ﬂlzéd w1ihc 1;he Iodwe\kﬂown e \dimeeBthe;Ielndmg on
ste 04.i ndi cat es that scranbl ed

e s vl Ves il o eambleibe SavaRE A g! Betafated packet, the

CORPEST dn o tHREFERAmbIPOWN] ¥ hitanBgREs, BuEhe2htbut %f' ﬁle other
the original data packet is re-scr arrbl ‘ed at step 8
udgsoranibiier widll apmpBisa shet doerestly dedsirambleg datanSekectionpf &xe ‘currently

thesecon lin the scramhled data .is i.n
pE e ¢ bR Ssepfoiers Sa B Ffle PUpoRpRvinR agSEK hecl on the
adutplitefatBOFeacPdadcrahbler! The oltper dh@a\/\th‘éﬁé)élﬁolfs(lhe tbi@ect CRC
scranbling paranmeter is unlikely to produce a simlar

rEsuls candscisechior eomiroba selectprtomasaihsl daa plenk dor Buathepprocessing,
t r, a killer packet is still
gruggzig]tdgé %%ég Mthﬁ@? %(ﬁ be reI scr an‘gl ed w It h yelt

amotlh]er hkmewmb‘baim@t bOFigduhe9 sttie asdelviif@node performs both
par anet er. [ 0045] V\hen a packet is received, the

- S erh BURE AR Hoen RERGUANYS espbagimeneuigingarial processing,
\'Il'fgllgtIl %l%é enéﬁ%%%et&s ﬁ@i si é)@nel' ﬁqﬁé Ki%js ?%ﬁnfses, and if

, erefore t e receiving node per
nthe IGRC ehatkss natrguisitivgsthefsatnk @ ataaaaitihentbepdes&mmbled using another

e erig gt (1S Lpatcal schomile dagansl s (L
Pfo8k rg Py tl@%&%@fn Q'ca%b %&rﬁtﬁﬁﬂqg Srestift ihMG@idh Povides an

prea |l e to detect ether a start franme is pres nt 1 n
t ¢féectize tichmiqus yonprsivent nefwarls botthemegisythatatcur when killer packets are

transmitted. If the scrambling of a data packet inadvertently generates a killer

packet, the data packet is rescrambled using a different value for the scrambling
parameter. The probability that the re-scrambled version of the data packet will also
result in a killer packet is statistically quite small. Consequently, a given data packet
may only need to be processed a maximum of two times, thereby decreasing the
resources that are affected by a killer packet.

[0048] When implemented in a network that employs FHSS transmissions, one
embodiment utilizes the channel index as a seed for the scrambling algorithm. In

addition to varying the seed on a channel-by-channel basis, to overcome the effects
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data of the packet is provided to each of two
descranbl ers, 52 and 54. One of the descranblers, 52,

WO 2000n485pml i zed with one of the known seed val BEEUSM09/003381
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and the other descranbler, 54, is initialized with the
ot her known seed val ue, B. Depending on the seed val ue
that was used to scranble the payl oad data of the
recei ved packet, the output of one of the descranblers
wi || be neani ngl ess, but the output of the other

d@%%klélﬁbp@ﬂ(ewthlii ewbpgimentoftfers agwimbes of gthgeadvaningee din

T e e e
t feeunityt gfithe daﬁm@sﬁo@acrbnsd@pe bﬁﬂﬁdcﬁrthat'ﬁhﬁ ob¢lirouta Iﬁh’ﬁvark is a

thai exhibits the correct CRC results can be used
cEERlayassalts i) which an dpfersspted prgket rcnlayed herkrigio the p@mqu In

p LR ﬁ%ﬁyﬁh@e dscadi J}Qhﬁﬁlstzﬁgecp&xi)&ﬂgmx&l[ Q0481 would

e enbo ure 9 e receivin
pmeﬁcto ksowb@hhs;téeﬁ'mrcmmrhel egsvhich ﬂ&rmﬂek@btedlmcm was transmitted,

|t t nbodi t |
il TR R bty Ob i u o oh b Srrgpephg it may
Oﬁottﬂé%r&%’ v vaPANiGoc B, bhid Hﬁ:?etg%%%tﬂﬁ n‘E sb%’d&?.t As aresult,

positive, the sane data can then be descra usi ng
athotrénsivingpods citdugrk wollnotdear evtairdasd bkyefeoochng aqﬂa)reg packets.

R W T

| Ky tHe@BrapititicG8&d Mbraérf t8 GinkMBmbRCAH InfdCptdd fHcRME Mven if the
net wor k bott| enecks t hat occur when Kill er packets are

t eayREdippnesds able ta diecayer tetsbechEpr one af thetchapealk ét will not be of

I, | th
AU 0Pk BT AL b P oad ot e
sﬁé@mhbyn@m@gqﬁetrem The probability that the
re-scranbl ed version of the dataafacket wll also

r 000k Imthg fereppiag epararlss, the seadatalust for Hiel spragafiling algorithm is
¢ %mﬂéé pﬁgggggﬁgﬂ‘fgltérfrg}(ﬁ ﬁ%{r/nﬁﬁee@ tg %‘if@l‘[cgﬁl%l?ﬁé ?ﬁ@éf gﬂg ¥ifdf Szgcket
dievik be Iapgretiatedrthatmﬂhle:r@@ratrﬂimérs of ehexdctametiligg eﬂgor&hiﬁ dahae

pack t. [,0048 V\hen ted in a netvvork
E Qa P SFHERFEEN dg 1R tan®igailice o the ﬁffqdzv@%ue For

t éﬁnﬂ?@@l&e&cr&ﬂ o aﬁgor?thﬁleﬁéél{]rﬁfghi e vﬁ‘f’é’danﬂ {IRGr Ak 9Q'the

thm hi "addition to Varying the seed on
c¢1@rm>®ry bslramwmrmé [Figyais .san Exclosiee- Gihepdrktmret& fperibmnéd @n the

0 ngﬁ rbg aﬁleeaﬁeé/ nth%ht %ﬁﬁ? Vgﬁ{; ta ?g Wréﬁe Pn ngl% reglster to

ChratIR] thé Yeedbadki8putdie nﬁ?vérﬁ tltiehﬁ g86hATRInE BEbS@SHT the inputs to
increases the security of the transm ssions. One type

othe Exclisivet QR gatedd coo barcharged. For instdnce, switch might be
employed to selectively apply either the third bit or the fourth bit as one of the inputs _

to the Exclusive-OR gate 34. The selection of one of these two bits can be based
upon the value of a particular bit in the channel index, e.g., the least significant bit,
or any other value that is known to both the transmitting and receiving nodes.
[0051] The scrambling algorithm can be driven by any number of parameters that
can be dynamically varied. In addition to employing different scrambling
parameters, such information may also be known to the receiving target node in real
time. For example, it can be transmitted in the form of packet preamble bits, in

unicast data packets.
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replay assault, in which an intercepted packet is

repl ayed back into the network. In order to be
wGaomerssshul in the context of the disclosed enbodUsm®NY/003381

an attacker would need to know the specific channel on

whi ch the intercepted packet was transmtted, and

replay it on that sanme channel. If it is transmtted

on any other channel, it nmay not be properly received

and processed, and therefore may be discarded. As a

r 09821 , Frave thedordgpingg theorferec itrvailliterappueciatedhibiat the invention can

HELBIEPE, LGB P B BSF g e

echaeRTiBEipStherdolr] TRE petsémlkdioNodei@ntodan®its Bt asidered in all
order to _unscranble an intercepted packet. Even if the

egvRest topsdHusteatizg| andingt mistictiver Thpscopsed theinventiongs indicated

t el ] e val. S
5 LRSS IPRORLS e alr 10 PPl o, A BREHE]s o
t dvend withinethe ynelanipgiand raieif egiivaleAOSMBErdof atdifitended to be
f or egoi exanpl es, the seed value for the scranbling
a?‘@lef%f’?‘ﬂ%‘?’feé“errpl oyed as the paraneter that is varied
to overcone the effects of a killer packet. It will be

appreci ated that other paraneters of the scranbling

al gorithmcan be varied to achieve the sane effect, in
addition to, or in lieu of, the seed value. For
exanpl e, the scranbling algorithmitself m ght be
varied. To illustrate, in the exenplary scranbl er of
Figure 5, an Exclusive-OR operation is perforned on
the fourth bit and the seventh bit of the value stored
in the linear shift register, to produce the feedback
input bit. To vary the algorithm one or both of the

i nputs to the Exclusive-OR gate 34 can be changed. For
i nstance, a switch m ght be enployed to selectively
apply either the third bit or the fourth bit as one of
the inputs to the Exclusive-OR gate 34. The sel ection
of one of these two bits can be based upon the val ue
of a particular bit in the channel index, e.g., the

| east significant bit, or any other value that is
known to both the transm tting and receiving nodes.

[ 0051] The scranbling algorithmcan be driven by any
nunber of paraneters that can be dynamically varied.
In addition to enploying different scranbling
paranmeters, such information may al so be known to the
receiving target node in real tinme. For exanple, it
can be transmtted in the formof packet preanble
bits, in
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uni cast data packets.[0052] Fromthe foregoing,
therefore, it will be appreciated that the invention

we2amwohessenbodi ed in a variety of fornms, w t houPCT/US2009/003381
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15

20

25

30

departing fromthe spirit or essential characteristics
t hereof. The presently disclosed enbodi nents are
considered in all respects to be illustrative, and not
restrictive. The scope of the invention is indicated

by the appended cl ains, rather than the foregoing
dé@b@ﬂspﬁlﬁmﬁdbhd al| changes that come within the

meani ng and,r.ange..of equi val ence thereof are intende
o be Sror aAdaup P e FOU P P cs bRleRPtufinlcgh S Rwone
t thansomrhimibgedH @4te pheletstsctweéh @trmslhﬁttﬁfg%o@@ AHYAIrecdviAf aode,

network that communi cates data packets between a
t YRS | ng node and a receiving node, conprising: a

data sg mg@éﬂgﬂ%gpgmdme&%@ k)éﬁ&wt pﬁgt‘aﬁg ngogqﬁﬁesagq data in

nmodi fi es sal I'n ‘accordan ueé or a

pascardaher with tiee wadiieaotd paigmalegof 4 sdiminbHngalgatigingr val ue
generating device that generates different val ues that

are knbR#faBest valup sgrerabieg dedes thairgenarates, dib{agnt vijuesthat are
| i £p3bri deme &@Jeﬁqngﬁ%? and fhpdd iflaidRhal %aema Vfles to said

unit as said paranete a transmitter
t dansararmhblisgundt aosid padmdeetr xalue; 4dde r ecei vi ng node vi a

said wirel ess communi cati ons n rk. 2. The node qof . .
o1 i m A roRTaE HAGHNS TS SANGP R0 fefe ¢ thevdreiigegnas vie sad
PRIrkIesH ConliAghisations nthforkode of claim 2, wherein said

W rel ess conmuni cati ons network enpl oys frequency

hoppi ng transm ssi ons, and wherein said paraneter is

an identifi associ at.ed wi.th .the frequency.of. a .

t ransnf'ssi oﬁﬁ%ﬂ%%noglc. ap Lw"#&fﬂﬂ&@(‘@ﬁfﬁ@fﬁ%&ﬁ’ﬁé‘}e 1fyaried pn a
Spriddfeagigbl i ng paraneter is a seed value with which
the scranbling algorithmis initialized. 5. The node

of claim2, wherein said scranbling paraneter is a

tinme de. for .c ) N ata packets
e ecte P T £ R ST AP RuRSR feovon
vénisibesequentyhogihg oassniisdivey, knd Watre@RlidpSrameter is an

identifier associated with the frequency of a transmission channel.

4. The node of claim 2, wherein said scrambling parameter is a seed

value with which the scrambling algorithm is initialized.

5. The node of claim 2, wherein said scrambling parameter is a time

code.

6. A system for communicating data packets between a transmitting
node and a receiving node in a wireless communications network that employs
frequency hopping, wherein packets are transmitted via different frequency channels
during successive periods of time, each said node comprising:

a data scrambling unit that receives packet data and modifies said data in

accordance with an input seed value;
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frequency hoppi ng, wherein packets are transmtted via
different frequency channels during successive periods

W@R00vi148592 each sai d node conprising: a data scPErRibiong003381
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30

unit that receives packet data and nodifies said data

i n accordance with an input seed val ue;a transceiver

that transmts and/or receives nodified data

comuni cated via said wirel ess communi cati ons networKk;

and a channel identifier that generates _a val ue ) _
i ndi cat fraascetyer thabtjesnois adirmedeivssimngli beghilaly eemmupnicated via
data ¢ ' Lons _at_an iven instant of tine, and
|%tb(g (sfr%smg%}gér:ﬂ‘/%lﬁuﬁ%aﬁ%nssnae%& af'i%\(?scr anbling unit as said

seed vakhdhnel dehtifidralyt geaetates datatietindibgtirctha fileh@¢hcythannel
di fferent manners in accordance with the channel via
wpiies emplayed forgdatgammunications ayaRtsiyer sistand ahiimiecand inguts
d@aﬁ@vﬁﬁg k(oega?d Hftg\éﬁ‘gﬂlbﬁnéhﬁﬂ%gﬁlh SO VIR ?t@ﬁgre% cause data to be
recei ving node 1n a W reless commni cat¥ons nelyvvorf(,
csunpnbled g diffeeert eldn@eds g asdoedice Mdthadib chargepaia kdticldatia

in accordance with a first value for a scranbling
pAsFBtet that is input to a scranbling algorithm to
produce a first set of scranbled data; determ ning

whet her said first set of scranbled data contains a
sequente of Adatthodifdrsonimtnicaimgatatdyeackets batweenddtansméting

at sai d receiving node; .scranbling. said packet data.in
o And ek Mod B hreles calions eEy ShpPTRESIDE the
pﬁ,lna({,@ﬁ§§teps_t;o produce a second set of scranbled data

if a determnation is nmade that said first set of .
scr anbsasgnblangpasket datam accewignenwih affiriti vaduet font scrambding

b [iahly.d d: . i tti
BT Mt s G0 St iipe R M fotdet R el et af sprambled
réggi ving node. 8. The nethod of claim7, wherein said

determining step is perfornmed at said transmtting
node. determnaingayhesiapr saiddirs sef of sofrnableil datagogtainscesodnenye of

n&)aqf bit§ {hfap LdiRot Qeereii%lglwer&%doaq ggiﬁtréc%?\%r:lg node;

scrambling said packet data in accordance with a second value for said
scrambling parameter, to produce a second set of scrambled data if a determination
is made that said first set of scrambled data contains a sequence of bits that cannot
be reliably detected; and

transmitting a packet containing said second set of scrambled data to said

receiving node.

8. The method of claim 7, wherein said determining step is performed at

said transmitting node.

9. The method of claim 7, wherein said receiving node performs the
following operations:

descrambling data of a received packet in accordance with each of said first
and second values for said scrambling parameter, to produce two descrambled

packets from said received packet;
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descranbling data of a received packet in accordance
with each of said first and second val ues for said

W@ eratilshng paraneter, to produce two descr anbP@rus2009/003381

10

15

20

packets from said received packet; sel ecti ng one of

said two descranbl ed packets as containing reliable

data; and processing said sel ected packet to decode

the data contained therein. 10. The nethod of claim?7,
further including the steps of transmtting a packet

cont ai felergingng of paid twe descsambled patk ctaspnipinipg seliagle data;
rgrﬁfl vi ng node, and wherein said receiving node

perforns said determning step in response to

r ecei vVprogesstighaibaketedgsieket toidegodeahel dith cohtatirt tigdrein.
scranbl ed data. 11. The nethod of claim 7, wherein the
determ nati on whether a sequence of data bits cannot

be rel jgbl yTﬂgh{%ﬁ{o%doF& d}ﬁ[a')s %ﬁ@gﬂclﬁ@gg ﬁté&eof transmitting a
sequence contalns a érm ne successi ve
bpacketadontaimivn sgidtfiret ﬁaﬁﬁscvahbled dadd to $4id reeivinginode, and wherein

claim?7, wherein said sc¢ranbljng paraneter is a seed
v EECqiving Rade psTioRBS St dRSTMIGEItER I FepRANSS to receiving said

mﬁécﬁcb@édn%ﬁﬁ 13d fi fYE’tese{TFH&Qeﬂnl%ﬁ%@' m 12, wherein said

rel ess co ni cations networ en‘pl oys frequency
hoppi ng transm ssi ons, and wherein said paraneter is

an idepgifi t he uency. of a

trans m? ésn oﬁ[“?: 0%1‘: aAmMFHg‘eﬁ%P mfo&g é whether a
WORhEHdR oFAafh Bids rcﬁbﬁoi%eqelmyl Hérdéte@ hased wpdkaﬁaﬁérqné sequence
frequency hoppi ng transm ssions, and wherein said

peatdgrns @ predstennined anmbet ef sugcessve dite dll avingtthesame value.
frequency of a transm ssion channel.

12. The method of claim 7, wherein said scrambling parameter is a seed

value with which the scrambling algorithm is initialized.

13. The method of claim 12, wherein said wireless communications
network employs frequency hopping transmissions, and wherein said parameter is an

identifier associated with the frequency of a transmission channel.
14. The method of claim 7, wherein said wireless communications

network employs frequency hopping transmissions, and wherein said parameter is an

identifier associated with the frequency of a transmission channel.
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