SUGCGESTI NG POTENTI AL CUSTODI ANS FOR CASES | N AN
ENTERPRI SE- W DE ELECTRONI C DI SCOVERY SYSTEM CLAI M OF
PRIORI TY UNDER 35 U.S.C. 119 [0001] The present
Application for Patent clainms priority to Provisional
Application No. 61/164,276 entitled "Electronic

Di scovery Systent filed March 27, 2009, and assi gned
to the assignee hereof and hereb¥ expr essl

S GGESTINCROTENTIAde GESTODIANS BORIUASES IN AN
JeENFERFRISELVEIDE K. ECERONECDESCOVERYISYSTEM
nmet hods, systens, apparatus and conputer program
products for electronic discovery and, nore

particul arly, determnin suggestions for potenti al
bust odi ans 1A QFPRIGRITY UNDER 5l i 18- wi de
[OOOI]E: € E%sgntg%%gﬁlﬁ\éﬁ&}( forS PRk lai%m PrdR883 Application No.

ectr covery, comonly r to as
61/164271H entitied ‘Flecirefie DysaoyeryrSyspndcleled Marph Rfj 2009, and assigned to the

. electronic data is sought. | ocat secur.ed and
assignge I edfafd Herehy Prescielyiastyboped By et tierity; dence in a
| egal proceeding, an audit, a securities
investigation, a forensicgpgyestigation or the like.
E-di scovery can be carried out offline on a particul ar
[0002]c onputlergenarali, embadimbets ofithe ammehiieheetits o raethedsweystems, apparatus

environnment. [.000 The nature of djgital data es . .
and coPtlsk ARG B oG St Bt bt i B Esiining
suggesbiohs fof pbiitial dugodiads td all@toCidhsOi &l eDdrpriveiveidt kléctronic discovery

searched with ease, whereas paper docunents nust be
systéfscr ut i ni zed manual ly. Furthernore, digital data is

difficult or inpossible to conpletely destroy,

particularly if the dagacdks;EbONed i n a network
environnent. This is because the data appears on

[0003]vul t i pElectrescddispovgayscomnenly eeferberdstods gidissovery) refers tewny process
. N e | ol .

m i Bl BSARINAE IR LA i e 8 or L
evidenpbjrsd legallpyocdeding am andiy, a saexditih inviestigition, iafesnyibeineestipation or

.1s_stored. [0005] .In the.,.process .of. el ectronic
the iy B RYGY cumbecabredn O RESs &R untirmsut Or fsmbe
accomplidhied dndtheHudRirb@nént. | MRge, cal endar event data,
dat abases, spreadsheets, audio files, multined a

[0004) i | es, Theatgtuse pedigialdlaiaarpkise Brexispragly arpll-sutted for ingigptigation. In
B ks o oy Oy RPEEL Yt P mens s
be scripigzzd sEenpaliyp | Burticenat tdigital date ssditfmbifon impessiblege eompletely

destofy SRPIRRS 4 080 O30 1P Opip o LREBRNIR T U882 the dur

" appears on multiple hard drives, and because digital files, even if deleted, generally can be
undeleted. In fact, the only reliable means of destroying digital data is to physically destroy any
and all hard drives where it is stored.

[0005] In the process of electronic discovery, data of all types can serve as evidence.
This can include text, image, calendar event data, databases, spreadsheets, audio files,
multimedia files, web sites and computer programs. Electronic mail (i.e., e-mail) can be an

especially valuable source of evidence in civil or criminal litigation, because people are often



[ 0006] E-discovery is an evolving field that goes far

beyond nere technology. It gives rise to multiple

i ssues, many of which have yet to be resolved. For

exanple, identifying data required to satisfy a given

di scovery request, locating the appropriate set of

data that has been identified, and retrieving the

data once it has been identified and | ocated all pose
less cappfialtin ehese ¢nehanpds theh in hasdsepwenstesprmidence sudsisenitign|nyemos or
(mwlﬁ%ldent if the data that is being identified, |ocated
P *retrieved comes from an evol ving or disparate
[0006]6 nt er [H-dis&vesus hn agoleing dichichatgoonfat beyont asreteplaroleyyc B dives

rs, ac UISItloqf downsi, zi n

rise 10 Rk Suehc A NGh IS SR oAl i of PRABHIG digyving data

requlrédrlB LARRE &'gﬁvblﬁ Bis@RERSRqIARE 1QALISE ﬂi& lafopidte YA0Y dat@that has been
| east i'n he interim l'bV\Bver I Sscover must

b
identifigd] and) retgigviag sheglatacance hhas é@ﬁnadw&?d endlosated alh H?sﬁt%gblems in and
of ther}ls%m OJFRig Xs ésp%cﬁzﬁﬁftcéf Hi? ﬁ'xv\e'hc{eta ttlh HEL% Pibcated and retrieved

I nes W e ner ach| SItl
comes mﬁumavoﬂ\@ﬁgﬂﬂ dliparzmddltenpnm swchi a}iearmbr[ﬁ)yatlng thdt hw?ﬂpngenced
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mergeyacghiprion SPERTEL ARG s ey ME T Bttt P B he
technoftly 3nfrabfilShirel 4405 MR eni¥RIrRE MY vagy, alleasPid t8E RAtrirE OHbGRver, e-

and storing it for presérvation purposes or

discovenyrmse be plie [ncate aad retgevetiatastroms dhespdisprvels toshprlpgy infigstructure in
aﬁmewgé,l%éﬁ Lorh B &WBAPIR DL WBE BIDAOAL LAGAIBASSER. 2

erent “technol ogy | ructures and
[0007]t he | iIhaddxﬁbnetoeﬂcntEfymg, Inetoig @rd sdnsevumg dipital det@, thhenost critical
i fication cation, .ret val,.and preser.vati.on
part o Blecceri iy RSP RRaH0F hAE S BRETHN Bl

origind® R&EPED de%ﬁbﬁh W ibiNsresedasiofl pafpasaior filrteN®bRGY¥ssing. This too
s |nfrastgﬁctures gnd ?%E l'ike. [0008] As prev?ously

becomgga darntiag sk &5l GRicTRE S BERSHASICUBRRSH iRy of different

teclmo qng&[ﬁictﬁ{es 4 fHeSfle. %%Ferfélél PnecleRis48 fnfrBle ?dentlﬁcatlon
it ter or search the data so as to reduce

locaticmhetnﬁwlalmld pmseﬂ’atlm processtst gspedialiy isingancesinrvellicly e enietprise

‘ Lh% est ch searc h|n IS tggl illy acconpl i shed

systenpicludey ?%ﬁqﬁﬁg ‘E%é% g?gn ﬁge for the request,

[OOOS]D r OVI dAdSre¥ioys1NAGES, eﬁcﬁhcﬁwaﬂjrt ad appbied a6 aslﬁiveﬁﬁ@hal tﬁ?.eovery of printed
ke. |l nprovenents i area of searchin

matenglﬁ,ém@es e e abhiprorlier AEreoidbedas & 8 Jedle thepglume of data to

only tHY #hfthlis %Ie@hﬁtqg Yl‘f‘crr¥ LR:EI.O Cfﬁl%ﬁ sedr GOk tﬁ"&aﬁyqe&ﬁnﬂlﬁﬁemg n

retrieve reserved in sone I nstanCes, searched
detenmmgg aep@c&qcblm rangiafos thmyq@et pm‘rldelmleb)’b?yortiweﬁqve@fde he qge and
c cur
the hk? I%/rbKe en\l%]llgﬁlée ge?\é\f‘esefrnrgq ng Sé'fgirté) iti zlﬁeecfr:tgl 1’?&? a&@1 @irmency to
the ovélﬁll e@idcbney peyesw, the nranner in V\,hl ch t he data is
presented for, review adds effi Ci to t.he review
(0009 g0 ecdnegataet P EirFved preserred sk iamedsiptees. seaplug) the
electrdﬁf&f%@@ﬁa){ TORNRLRAE By thé’%g@ééﬁﬂg Bitsy, kithtal @ AR RRA! sebiities
ais preSent for review are al so deS|rabIe
commigsion opthghike.oWhiladaree aneptedre igencsily\subiedifor eplirg fegiew, the manner
0 2
in Whl?he éllte‘;d\%ltét cﬁ £‘% e%n@eld %@%Heﬁ é@g g;ﬂicﬁéé\?%gdat% I‘eﬁllaevpﬁlto@esg 3id Hﬁﬁﬁtely
drives the cost of the review process. Therefore, improvements in the manner in which data is

presented for review are also desirable as a means of increasing efficiency and reducing costs.



need to be produced in a tangible format for further

anal ysis or legal evidentiary purposes. The produced

docunents nust be properly identified and include

necessary redactions and confidentiality markings.

[0011] Up until now, e-discovery nanagenent has been

conducted on a case-by-case basis, neaning al

tasking and workflow related to the e-discovery is
[0010]bas ed Lastly, hacedhs digital\data has Beahreminwadalatariteniibied anrplevant may

| 1 ow, for.finer. granulari 1.0 _t.h n nt.. of
need g 4o3) i 4 AR PRt el Aot AR E BB plfposes. The
produck®foduRenBuipoBeppedeidertiiddrgd intude S eny exdycticek ahe d
to one case to another new or pre-existing case.

confidepiialiyAEings need exists to inprove the manner in

[0011]W0i Ch 1GASRS no R £4RBRRELH et haPBécnicohdiRted JAQase-by-case
~ “tasking and workflow are managed dependi ng on case
basis, meaning alhtesking andavarklow irilated [co%g pidisspvarnis bapesdat thyfcage level.
case eg
L5

su 8 SO GRS VG B Rl Uy e g o
exist beiwveas Sidfereat exdeanfor the eof [Eiragihg the eddifdovenylrtlatad th one case to
PuaRsS

tinme consuningﬁenjggv r that regéires t he electroniﬁ.h
anothepReY BRRTFFXISERBCASG SSCTE e 151 PSSR HIRIAVE B MHBRE Thivhieh cases
are mat}Rdlafd, Gh piAiBNEr, BEw AERAG 28H Ybrildvhard ntRaged dEPénding on case

~research requirés the electronic discovery associate

requiremugntsind the 186 i ndi vi dual s al ready identified as being
[OOIZ]aS S0cC 'ﬁ&ﬁedoﬁ@eﬁt(;}' a%&&%%@g%&ﬁgéﬂéosxfgféﬁa%g&iates have F]hgldaunting task of

enterprise-relate a ases, as person
trying thadesdomresviaris bhmight be assbciade twéthra case. THis Sankffivelt asd dme

m ght  be associ ate ith a case. This .researc rocess
consuT 58 REeR 5 OB oS 18 SIS TPAc ARGOTY BROC T g OFR Focarch o
determitfel WiR] is Ot AL BE ¥ssBEiaRE wath PcaS@SPhd resdafchdef el tHReteclbat

one or nore individuals associated with a case have

discoverytasgeiaie taduferyiovoingdivédugladreadphidentified gs beipng assgeiated with a case

\ . . ) Del i _
ot R0 Sl 05 MBI W35 i
if somgame desrsmightifklBocTiet witloa eascallne exemst prosess ¢s rat faniproef and, all

th rogess reby indivi.dual s whin. an nterprise
too ot SpBhY B aeiel ekt phrgn ererrea sePpRimRl s Pl irigrd
individaBa6doaiafd With dicale Bagtot Bha addeBiorthélcdge. otesis beduasy 6f oversights
. take into account who is al ready added to case and
or limigpsiony i determmeng YRS or guight bejagiociatsd %%%%Sﬁﬁ%ﬂ%ﬁ? Frseateh
gase based on their association, during the tinmefrane
of the case, with those previously added individuals.
[0013]The déBicraforeps med swistiriol agtpriaterthepriontss athewsby nslivideadgwitin an

|| h. Who. i . i . ' i.th
TS ST
desired priobdss ehdull ABS e &dcl@thd iR dirsddsuades] tb @ casccamd dedtifint vho else

) human-error or limta iogs in. manyal research. 3
is or might/p psgociated with the case based on their association, during the timeframe of the

proces

case, with those previously added individuals. The desired process and system eliminates the
need to manually research who is or might be associated with a case and, in doing so, lessens the
likelihood of a failure to associate/add individuals to a case due to human-error or limitations in

manual research.



[0014] The follow ng presents a sinplified summary of
one or nore enbodinents in order to provide a basic
under st andi ng of such enbodi ments. This sunmary i s not
an extensive overview of all contenplated
enbodi nents, and is intended to neither identify key
or critical elenents of all enbodi nents, nor
del i neate the scope of any or all enbodinents. Its
sol e purpose is to preSEMMagik concepts of one or
nDre [
{0014] ﬁg?g(g d)@?l%éﬁ TeSpH c?aa ﬁmgﬁ{iéc{ éu?r?'ﬁgr? r'o prrggcgn ?:mgg(%megts in
order td) ﬁito@[de a[Haeit ﬁhdéiﬂtbmﬂngr@ﬁmeh ehbodimepts eThis tsumman nonan extensive

overvigy o Essrrened embosbRBRE i Bt Lo IR aRiy B o crtcal

e:le:men"t’%ft A 1M R im dnf hOVRRREH Sth BeorRl of Gﬁ%@ﬁﬂlpen%oﬁﬁﬁéiﬁi Yits é&vi’é purpose
| ow for elecfronic di scovery to be efficiently and

is to pre-wgt sogfef avpespltiyone eppor arbadithetsing dnplfieddiorm as a prelude to the
enmbodi nents herein
more dgtg, 18 @%‘.h@[ﬁmn tﬂ%te?a;gljeéeﬁ{éd%t rems apparat us, met hods and
{OOIS]COWUtEembopnn)@nmﬁtm pxﬂmt mvémrona‘allammsystahd ypparatus methods, and
etermmn stiaqns. for who is or
compulfE bier T BRNgE H SIeCRe s ery B brerg R Rt iy
electrohid @iseb ekt alffw foreRE®Sc HRcdVREy SRREHdiQHyGAS edstRaeately
on who is already been added to the case and taki ng
employedtaérosw gisense cntp@riss. niafediealasfembedineaisdherqin éqse{lquw@ted to

r
Systemp gg s, Tet ?dosglﬁg %;5111&? rggr grogﬁ:gsﬁ%p%lgb Ghical C}g determmmg
suggesamsdoewhm [smra:mghtslxecatvmsatetda&ﬁl a Jdve (w@tp@temnaﬂammodlansor individuals

orinteg i ecpeqLef BB an it Koo R SrarOREee oSl “attrng W mo

accountﬂﬁtﬁm@nﬁt@dasé)t her individuals in the ent er prl se,
who form the group of potentlal cust odi ans.

[0016]addi t i&Hs, pr%ém@@?aﬁam%wrew 8l faralcisapining S&&&qst@lrsefor potential
CuStOdé.E%l H‘e aﬂgecf 110% g ﬁfsb&%ﬁ{ Qééet f‘ﬁ‘e &é@tﬁﬁeﬁ’mn 1 E(P on

he suggeste potential custodians are wthin the
compatissmfdfidats, suoh tahpefsomue]fdmg ldfe, mecmtcdawah indnodualhaready added to

t e cust odi ans een det ern
the casf 1§ T B RE TRl 15 4Pl B PR B EPuE S P hstodians.
In addlﬁSﬁ QBé adnq):&b@{ eRdhtaddcbrs@arek the smif%ﬂttiniﬁfraﬁiéiieﬁﬂécﬂﬂsthé @ase to
the_case and the. assogi ate nglﬁ f| n

insure that e ﬁ’ilﬁ'rgéﬁtF‘i‘)HOtﬁ%“aﬂ susipsans @Fe W SPTBYo Qerfirpefgame of the
case. OMYIESE n}ﬁ:gé tial cusﬁ)ﬁﬁlhgﬂﬁv%rbeh? dLtBGnin@PRey nggilef%%l}ted to the

Additio di ments of the invention provid
electrogigtdéscaiaeny ﬁ%}ogmshm\gad wcth adding petentiad cigiodiansdo Brgest and the
assocwffe ?Zgﬁe}naé%:sa&n%?&%ﬁmnatﬁ) : nog\?/g@tg guri](f %%rax?o?%(gcb @1% sﬁgg%stad potential
custodfagenthcdedet i fi ed to receive the preservation notice and

ot her ust odi ans. and/or potential cys i ans.
100171 i 1 AP R P Sh hE e SHasPrp it 1 g nipingueservation
nofice Fb@ﬁ)‘?&l’ié’%é@&h QQ&hﬁ@lsSﬁ 8t @, s@dh ésl'b%rsgiﬂﬁ&tl @sth 3P 1R MkE Ossociated

po enti al custodian bei ng consi déred as a reci pl en
with indfvignatssbatinav¢ dreadpbecnddentifigd dpreesive thepresseation nasige and other

custod AR én%%r p%tentlal custodians. In addition, the determination takes into account the

preservation notice history of the custodian and/or potential custodian being considered as a

recipient of preservation notice of a specific preservation notice.



[0018] The present invention elimnates the need for

the electronic discovery associate to perform nmanua

research to determ ne which individuals within the

enterprise to add to an electronic discovery case or,

subsequent |y, which custodians to send preservation

notices. In addition, the present invention nakes it

|l ess likely for om ssions to occur at the initia

- [0018]i dent iThe peasesinvshtipioelsninpias themsedigr the idvironic discovery associate to

perfonjn 'ﬁ%agﬂg§gseglrcﬁ ¥ Bé{%%ﬂn?&vﬂl% tlt?d?wal?a% vgltﬁﬂttﬁe enu}gﬁse tg édd to {0
automating ocess a tinme savings Is

electrohiteligooesy base Iot',)Sub&feqmemﬂyswhmB cusbbBarsitg bdngl paeservatibiendticke In

in, identifyin otential .cu di ans. and/ or
additio 0t BRgeRt S o Rt 0! SRBSIPRUC R th il
identiffcidn & powatial dusto8iah BRAsk b thidded PRsdrifvninbti6dietiPnf Thus, by
potential custodians and preservation notice
automatiagthsl epeess a (oG FaYings ixeqalaw a0¢r the peeres ity g opdssions. axersights and
the i EHTARANARE o il o8l B 0 R Ak BN i8ipicats aro lessonad;
addingeoriediveral treliabflity béthle mdmtiﬁca:ﬁimn of petentix kmrﬂiodmtsl and pseservation
receiying, at conputing device, first inputs that
notice fEEIIGIS. 2" case including a timeframe associated with

[0019]t he CaSRembd forealiettiNOpotérttiabofitidik fétth A6 inG@, enfe@fiii8bvide
i nputs that add one or nore potential  custodians to

electropigaliscqeay syshan defines gpacificgmehrodiments efdhe wwertion Jiba gethgdgncludes
.. i . r |
iR 2 ARt B LUK i 1 R i
with thassand récerving, ttha ¢cdmgpuding dcwcarmcoen@ urqmtsdhﬁla;ld ad@ladnore potential
asSsocC

custoaffph o g o 5% SR By RSkl St G 0 R 2t Bvice

proces§dr QY plGtall g ofdhggesed PRithiidl Gusledinse Thé deterplhfildh iObastden
determ ned plurality, of. suggested potentia

assom%l@%%@ thgQne qrangrg prayigusky ae ~‘F<# potentighensindiass aad thegigmetrame

u . .
oL ABTCRAE, TRl BT IRY. d3NLERy g v n
output pﬁthe aiefeprhinedi ptucalitanbsuggestddgoteatiel cup0dR20§. Indudhatispeyifio

embod%nq?n;fsn gl}e rggtﬁb P nclnggst ré?e.rﬁuﬁ% Eg arggltnhu e%%:eﬁ{) {r(q gg}%gqﬁ&/t &gd one or

more o|ﬁ fieGaggerted patentidasitodiams ml&e:ctas@et vveen pr edet er m ned

data associ at ed th at Ieast ne adde otenti a
[0020] ¢ st O&GSPF%"&F%‘%@%E { oo edes g may further entail

determBfifH 1 A0LOLHE tﬁ%tc@vﬂ@}ﬂrdc&%bﬂ" g@leas*? Bhe infitch @Et\;&le'eﬂbfeﬁ&eltnﬂned data
;B oyment chai n- of - command, enpl oynent | ocal e,
associ

itly ateleast enesasidied petantiab aystetianeand suggestedotmlibli dustogian. The
r t |
predete?ﬁlrﬂ{eﬁ élft%ﬁﬁ%{ i %lﬁg% %@Ee 1? Sn|0{r:1 l?lﬁhé\jd‘%o GII@ ﬁ%tgrit cﬁgurﬁ] I cl&glg%é{,
employanidne kRskel emﬂﬁﬁneﬂfel&ﬁﬁﬁé&tﬁ)ﬁl dtpsduse e(d&ts&bﬂﬂyé and/@r generated data

determ ne .the at Ieast ne match between the
contenb %5%3%;%1%3 gy furthes dnclpde aceR§siig.1ig 4 FOIPRILDE dsKige Rrpgesgor one

or mor® @ﬁt@l‘i‘)hb@h&t%ésqg lqaRrARE i o8 WAk athtdO8eRédndhe predetermined data
custodian. [0 In other specific enbodi nents of

associatelew it atHest orilcna poteriial evstotiapdnd wgadstadagtengal aystodian.

i nclu r
o027 S AIPAT . TGNl st
data is prefeletl | cpredafnied diresholienf neatches nagdt defimaall sr@hltlﬁat termination of a

sugges%eﬂrp%tserﬁglﬂdcugtfod{arg tn%a?%%taﬂ%%te?r%%?ngﬁﬁﬁe threshold of matches has been met.




5 In such enbodi nents, providing may further entai
provi ding, at the conputing device, an output of the
determined plurality of suggested potential custodians
that neet the predefined threshold of matches. [0022]
In still further specific enbodi nents of the nethod,
in which matching of predefined data is included,
determining may further include applying a
In suchpmgehdinesmts, pedridieg wap Aother enaibpriovidaig. et thecaapiingslevhe, @h output

O R TR (T e

of matdh@s.result in a suggested potential custodian score. In
such _enhodi nents, _proyidi ng an _out put. of the )
@ﬁo‘gﬁﬂg@@? th mrdaodhin which metcingnls

[0022] et er A HEbUBheR SRR cRPOLDY | o
predefilBY ddia!fstifl@hddangdiéteniRg MAY Frfthe okl iﬁﬁﬂyﬁ?%éﬂr&?:ge%&ieﬂga Qelevancy

{
~_suggested potential cUstodi ans, wherein : ]
weight|vakit itnepch snatchi{dlr pradesermined date andgyestiegionhaiseghlculating the

predete%;%’lﬁsr{e gél?g@%g%?iegptn J;aq Oelzs 2%] relﬁa { %ﬁ?ﬁ&g@#@%ﬁo&é éfafﬁ%%ﬁi&ﬁ??%% In such
embodinSents groividath ancdutmit of thegletetrnined gliedityrafsugeestedpotentint @dtodians

to determ ne suggested. potential custodians and to X
may fupther lﬂ%ucier@wetnﬁ@tra@feﬁiﬁﬁ%g%a %F%?ff P‘?&T’““@E%%g’i“’é‘ﬁs""hmm the
ranked DRE€Fs PAhKED b&sel 8h MY dugbestdddi@dhidisoliah Beradded to the

case. [0024] In other Specific enbodi nents, the method

[0023]mmy | e bbieespecifie embedimgntsaf the methorb in Whigh ateidhing ofgwedefined

data is oy 188, L SUARE T ERAL ST RblBlerhl BSEENEE bR by
custodiahreargias esfinthie: alepwofisupgestedipotentiah swstbdians dased smamora potential
i .the ogg}&r nore previously identified recipients

with
custodigps baing agdg &f#6n notice and previous preservation
[0024]NOt i C@n Bihst Pe¥ifiebrbbEnRAR, ME TR HANaesHedetermining, at a

reci pients. "I n such enbodi ments determ ni ng one or
computiRg dCViQeg eSS SRPTP Segassted rosininys oflirnreservatian nefie from amongst

. . | . , .
porcoEASEGEL A2 g1 o SUILL, 18 ARHRLH RS8Nl
with theiohd oamorelpeastushnidcmdifietivecipiess bbihs pratenvhiidn redice and previous

reci pients_ and suggested recipient. T .
preser B EF EA CBL ™ dETOE HEBHHh FHPERG v katodimes
determ@fingd St R AupestéleRbipldn@inieRiBbciAtiad@delerbdiging, via the

suggested recipient may include, but is not '

[imted .
computing deign REYIFEIN 4 Iraptrns mIdHirhTiern ResrstaReA dalageseripted with at
least o Ry ﬁ@ﬂbu&fd@é%’ié&é‘?ﬁﬁi‘g% iarel% ?E@% gested fegi A £ &R IpPidetelined data

and/ or* gener at n rel o
associagerbwith thent ksastdet ef i pravipus ndentifiednscipiantsond shewhggested recipient

. recipients further includes.determning, Vvia th
may inglgffe, B 18 JOLIEL 0, SpRIRYER thi g <gianth quipl Qe locale,
employnién® s1agdifika6ibn, Atacdafkc Q¥desdibilig MR gtiRated dfe Cbeent) Retlated
data associated with the at |east one of the previqus

embodjnatt AFiPERNINEOPP PEMPCE el ccIRighiy duthen inceilPpiiderminipg via the
compuﬁn%é bdviQiitestcs! tﬁ!rlt:agqrgdg?i‘ﬁgd REhSId Hala&hEl 8lif%eRNen He

e suggested recipients, further includes applying
predeteampred dletacssoiciatad wigh the anhlegstwee ghthe previcas idsnbAecdhrepiptepts and the

suggespeti recipient. In still other related embodiments, determining one or more suggested

recipients, further includes applying a predetermined relevancy weight value to each match of



6 the predeterm ned data and sunmmi ng or otherw se
calculating the predeterm ned rel evancy weight val ues
to result in a suggested potential preservation notice
reci pient score. [0025] An apparatus for suggesting
potential custodians for a case in an enterprise-w de
el ectronic discovery system provides for further
enbodi ments of the invention. The apparatus, which

the predetyrmmecl drdeamd funinpihe odethevass, caloutiting 8w raedetammirted mglevancy

| ud d at | t.
weightyafics BUgIT S ndUaiiel ap e PR e G B AR score.
[0025]el ect Uﬁnﬁ@aﬁhﬁ(f&\/ﬁlﬁgge Egg@ﬁtma@@étd)diﬁislfm cat nmpbﬂteapnse-mde
the nenory, execut abl y the_at, one pr.ocessor an

electrogigriliscgupra gysian pewdey oriprir epyeptimentsiof e igemiing Zh%%@ératus

which 3 lﬁmﬁdeqﬂlﬁtl bVRdy RIRS205 tﬁg wonntlmucﬁe%sgn@% and at
el ve seco |npuf or nore po entlapr

least owpmo@scan ghe @ppdmtus:ﬁlst@cr mﬁed@smnacmmmc dtbdiverpmandger apphcatlon

stored Iét{ntﬁf; grg?%f(’)ﬁ}g = c%ﬁa%i% )S/the § e%(lé%lﬁsgr 6&1}* ?Cﬁllgl%glieg ke lg'g%l%% rt; ést inputs

that deffih© 6 €83 Qhd nﬁndie adimdigeasisdeiutaliov e i naseama Irmﬁdelsbgondﬁnputs that
suggested potential custodi ans. The det at| (}

add ong Y Biereorp edabusiodians e jisen Lhe @B GRdfgRaly ncludes  suggested

potentﬁf @dé#d&ﬂﬁxl gﬁ’&g% stBRIIEN teaherf &St Sdb@Rse 89 @heta]? feast one processor

rame associated wth the'case. The  suggested
and copﬁgte'nd toadetepgteadilumaligypyisiggesticd potestifl gustedians. Thnddterurieagion is

based %xb arésgcé/m%%na AT tﬁ% 81% Crunsl?lle &)%%vﬁcg&sﬁrr zﬁqgcgg?tgllrt £l g{lﬁq&ﬂang and the
tlmefr%ﬁfﬁgédlﬂeclfm :ihei(;ﬁaﬁﬁ The bligzestpd pdifﬁﬁtl% Clliﬁ)(?&lfb]ﬂphghiloa icAsther

at abase, | ocat e e npr. nd _contl re
configet FePRAe 2F PP ERS tﬁ%@%@%ﬁqmﬁﬁﬁtﬂ SOg5HEH pafatal custodians.
[0026]as soci Iﬁtoﬁfc'r Yhekihic e‘iﬁl%dﬁfi’e‘h?s aRch Pﬁmﬁﬁ@ hiad idludéat AbagRabase located

ocated in the nenory and configured to store

in the Jp;@mem andlconﬁglgccb@n stare agng-releted drtacdudediag i imefgmegssociated with
a T

e a3 UF R PORSE  PelbRE BB G B

custodtanshad détasisustodinteclatad data s Thetdse dbtelhse s 1m¢ ecthe vestodian

case:-rel a data in the cystodi.an dat abase
databag P ek RO O AT BP BRG] UGS PR SR RIS respective
case-rélRbAOAS th tht O20diar dutMabeindxnRepbtbhtial ENRABHIRM S Rfa ke

apparatus, the suggested potential custodian
Custodmaﬁlatabﬁﬁel on is further configured to deternine at

east d

[0027]\/\4 aI? %ﬁ'le gg;%e%giﬁga%%gﬁﬁﬁe&% (t?fgﬁ% I%I a@.ﬁé%hg 3{1%%33@3 g@éh@atl %ﬁistodlan
apphcatmggeﬁlrmw qafigntd &b de:temtlmsdatécast diteematyir bﬂwbmpmdﬂmldmdaiata

MY T TP TR RO T e

predetéinAsdd datLiatihag, bi§las AotI@AEE0 2aeRshdit bhdiy-obeth@and] afr@loyment
content generated b pot enti al_ custodi ans. Thus, in

locale,cpitho elaspefinagion.idate sours é%‘ieéﬂ lb‘@ﬁ a{or dpta cguiepicgeasrated by
potent%g%'tcfﬂ?aﬁm's Ofpud %lgltrl El Bdlﬁféﬁﬂ‘s ebt8d ﬁ&@ﬁ?ﬁ c&@@dlﬁf application

terprise ases to m ne the at | east
is furthen eonfigutalto beteseane drmeorp ﬁmdmt dataiwdesdatdatemg thezat &ddst one
matchgaitbv%g]ﬁ]gh)?%d%{egmqeg%at%%%o%@le nthha!at lga% (t)n%dadg

a suggested potential custodian.

Soqgntia?custodian and



7 [0028] In further specific enbodi nents of the
apparatus, in which the suggested potential custodian
application is configured to determ ne matches in
predeterm ned data between previously added potentia
cust odi ans and suggested potential custodians, the
suggested potential custodi an application may be
further configured to determ ne that a predefined
[0028} hr eshbil @rtbér spedifih embadiingnts l@éthﬂ@EPﬂT@th% ipwhithiller suggested
potentla? El.?sto? %gﬁ%l?gn \1@ ctolﬂﬁglgrgcé &3 1'Pe une trqg(glﬁeg fnpred gtnltrmgéd data
betweéﬁlp‘réﬁﬁllisly addes psthnﬂ‘tb@sﬂd)dm[staﬁld sﬁi@ste& porgeiRil eﬁbt@ﬁilﬁmhb abggested

i a i cati be further, confiqured to
Potentﬁf et %d% {1y &F TR SORREbF<d ih delopriae Hyef £ pregilined

threshSH 9 R2icBEk Gt %E‘ttu\}e@ill the lﬁ?d&@rﬁﬂﬁdﬁﬁ@%d@@ﬁﬁeﬁﬁ& at least one added
predefined threshold mat ches. [0029] Moreover,

potentigl pustodignenni fajsuggesicd @pmml @uﬁodltlm eFufhsaimsued, embﬁdmﬁntSh the
suggcsttddfﬁo%ﬁgirgl:czlts@glaa ?él?%ﬁ%rgln e?@on?i%ﬁ%: %‘?ﬁ%%hg dt%ut of the
detemhﬁd\qﬂe'ahqyroeﬁ wugpasiky patchot e cmtﬁchmtslthdt nmnts&e @redaﬁnealrtﬂreshold of
suggested potential custodi ans, the suggested

matchesoi'enti al custodi an application is further configured

[0029] O apPit¥revd?! BGBHR PCTRHIRIIBHSNE YT tWE hsatatusy & \Uﬁcﬁ fhe suggested
each match of the predeterm ned data and sumthe

potentig} eustadéanrAppbentio isapafigyrodés @qfﬁ@nmweté%esm predetgimpingdydaga

betwe%ﬁ@%ﬁ?‘?ﬁ?@@ ?ﬁfgﬁ@zg é:géeﬁzn%lg%' 44 s?%%%% %ﬁ@ %gstodlans, the suggested

potentappdsicelini applicatipn efufthertdoafi gureah fto gpplg d ptedetermomediecldviascy weight

ut o e deternmn lurality of su st.ed .
vatue §5pheh of 8 b RREen e B S et P g gy yeieht
valuesh@ psell id 4 ﬁg@é@ed{fo‘cérﬂ!ﬁl cu%tdﬂ%%tz@é ReLeNérhiBddimeint, okl ASested

and wherein the ranked listing is ranked based on the

potentiglgpptashiancprppentien maxbe furdhes gprfrguseddp @rovidsobe putpit of the determined
plurali ftsn H‘% %hﬁﬁ%h&oddaﬁ%e whBRA AL Hﬁtrpﬁpdﬁxﬂﬂ}ﬁé dhstmg of the
ugge reservation 'notice recipient applicatio
suggemdpcﬂdltua}nuswdlm rmod whewxreihe ratkeé ligyngtih mnpedlbassd on tl‘arsdggested
red to determ ne one or nore suggested
pc’tent’ragﬁlfsb(?iz Ht6%§f a preservation notice from anongst

[0030]p0t entlndhrthes BibodiRAS, e aypa@ataé MapddRde bQuidtect @ﬁeeervauon

The . determnation s based on an association with. the
notice gerapignt applicatipn ¥ored i thy merraryi eatatleby fiedwecssior apdyeontigured to
determfth &S of fi’ddr@ %thé&%c?[&tﬁﬁ?r%ﬁaﬁBﬁﬁ&fc% HonPBmofRE pdightial
ni story one O nor e u ested reci pl ents.
custod@a@@ Br_lqﬂquslcf@d@eﬂ te rthema@g Ffélmdpieudmetioxt indasedvolap@eocation with the
one or énrﬂ) Ute%lr()}]xgy 1? n? hgd recipy T ts§ (gtﬁdqe ger\é%ﬁ% g «?e arng g \b?us preservation

notice mbryﬁfthﬁtbhbldleﬁoﬂ: supgestedsedipiefits. codes for causing a
nputer to receive fi rst s that define case

[00314 el udh AGPBMET HEEE RO 5L PRl i amprolable T dofins
yet anStEEUAhoAfhen®bf MOHRRNAG], TRUD MR rSAIRY %Mlnﬁﬁﬂ@é, ¥ first set of

second 1 nputs that add one or nore potenti al
codes fysewsi gaepmputer hereseive first inpubsdhigdeEne 2 easd dsludingaliimptrame

associated with the case and a second set of codes for causing a computer to receive second

inputs that add one or more potential custodians to the case. The computer-readable medium

additionally includes a third set of codes for causing a computer to determine a plurality of



additionally includes a third set of codes for causing

a conputer to determne a plurality of 8 suggested
potenti al custodi ans. The deternmination is based on
association with the one or nore previously added
potential custodians and the tinefrane associated wth
the case. Additionally, the conputer-readable nmedi um
includes a fourth set of codes for causing a conputer

suggested poteptialdestodians iIhp detelmlﬁinathm islbased ot pssdciption with the caof or more

provio P &3R4 BB iy BRGNP Parag o R e, Miionaty,

the corﬁjﬁtt&%ﬁdabfﬁinecﬁﬂmwl@fes RFEGThasE oF derios chilingdebaipiicn tdgrovide
estions, for potential custodians tqQ be added to

an OUtI’oWi Og‘ihé detegningd Hh“é‘"’&‘&(/%ff%‘g&%%eé‘ pojeatiglsugigdiags,
[oo321det er mrpat ﬁl?t‘ﬂ d]l cfeteﬁﬁ%%jpreﬁd@d QR 5 ﬁr&@m@fa]gﬂé’ag;s, rﬁ%}ﬁ&?s and

as personnel data or e, associatéd wth individuals
computer prgiyn aurde@ts fay dtewenmagesugwhams foopetential pysttidiang dabsadded to
an elec rogltcgﬁgscgﬂéﬁ ¢ gxa&otl\e,ﬁbt e %t%nlérrtluqetlo%_ggﬁ%ggﬁn g?:%%g%llés%ln of data, such
as persomigdll tista o Bke, hhﬁmﬁﬁd@hﬁﬂ 1ﬁdivtduaﬁfah'eeg®' adédd tﬁ@l(ibi duge tukeall other
. ...case to insure that the suggested potentia
individugs ﬂlbﬁae SAETRISE Wi 1orR thengow pf patdial istodians. Inexddition. e
comp aﬁ&ﬁl SFEGR-ocbBI33dr tﬂ—@sﬂeaﬁe@ﬁﬁ@ﬁ:ﬁﬂnb AbfRALyIhe E43€ to insure that the

for GQOI ng and rel ated ends, he one or "nore
suggestedipotintielrustodienpare ethirhtbe f:@ra‘in@s tosthiy imefraae péthefcadel v

[0033].?.(;‘;20; Io e&ea&%oﬁgfﬁhﬁeﬂk %Fflt}{e qgll g{;}ﬁg z&ldt rei dt di %ea ogg {or more

| OW Ng scription an e annexe draw
embodimdrithcdnipride ta feataes hademattbd fully dedcribed arqu&itmuﬁlyquﬂtéthout in the
ese feature

.0 nor e _enbaodi nent.s. Th re. . .. .
claims; ()i [BllopyRg deSeRPRAnd B¢ BAFRR gt sof [ 10 4l gertalp flustrtive
featurek Bf WaioaB of RBrdEBYAiRRS ThEse/RatuRY SreSBIREHVEERGWevdRYOf BBt a few of

enpl oyed, and this description is i ntended to include

the vargus wansHnewiie theepringiplescof; vasious embpdimeatsimay bremployed, and this

descnpggg Cri E;géa;ﬁbqg g&é&&%&%ﬁ?ﬁ%é}ﬁ% ﬁ%\r%l ﬁ%vggﬁér al

terms, reference wll now be nade to the acconpanyi ng
dramﬁngs, whi ch are not necessarily drawn to scal e,
and wherein: [0035] FIG 1 is schematic diagram of an

appar at us COBRIERDEBSCRIPTIORN OFTHE DRAWINGSSt i ve
potential custodians in an el ectronic discover

[0034]sy st erHaving thescdsserihed smppdiments & dis inpsntion i gftnﬁé’X fras.apference
will noWeerﬁadeOcB thd &Q&ﬁ%&nﬁ#m@ drgwfé@? ggl‘ﬁﬂ‘f ak h%e@ésgﬁlﬂg AR t@@:ale, and

an appar at us ure et erm ni ng uggesti
wbﬁmpntent|al custodians in an electronic dlscovery

1003537 5 ot 16555, gt o ap SRR nRuGH S G oy
suggestT®d porehtfaDEustlifk it M ElgctoadOEsdov e spatm)ihiaddordance with
embodiments of the present invention;

[0036] FIG. 2 is a detailed block diagram of an apparatus configured for determining
suggestive potential custodians in an ¢lectronic discovery system, in accordance with

embodiments of the present invention;



custodi ans in an electronic discovery system in
accordance with enbodi nents of the present invention;
[0038] FIG 4 is a block diagram of an enterprise-w de
el ectroni c di scovery system highlighting conputing
device nonitoring, in accordance with enbodi nents of
the present invention; [0039] FIG 5 is a block
di agram of an el ectroni c di scovery manager server, in
[0037]accor ddfk 8 iva flow dmgosh oEnmsthod fctrlttetqmnes@*ftuggeswmpdnemtial

custod e S AR TE oL RO g SR ahre Wit SRhEBT o b i ent

mvenn@ﬁ errbodl ment of the present |nvent| on; [0041] FIG 7
ock di agram of a collection server in_an
[0038]e| ect rE&Fﬁ ¢ i bleek diagragyafiap gnterprise ddoelacirpnie diqomery gystem

s R Sk R GRG0yl SRR 0o

inventiomnagenent structure, in accordance with an
embodi .of the.in ent
1003915 oo L B 8 ot BT Oan HeclPik lssovers wamedy sy

accordhrit@vih digbodifhi@ad 6fitble RN thvbgiolp, creating and sending
preservation notices, sending rem nder notices and

[0040]c eat iIFIG- e Blerkfiagramafncpabats servsr Banahestropig discovery system,
s Afvelidls: Present invention;

In ace i Ooggq&gl o 1%m| S a@hg%%%%ggfgm of a nmethod for

[0041]cust o dflﬁn 7 mugdn@ngramfm@bﬁmnmmﬁmn agielctome discovery system,

st e in.a rdapce, wi.t h odirrent of the
macco% ?rﬂlthlaﬁ\?gﬁ?ﬁ? p%ﬁlaef’rﬁﬁe Y 11 and 12 are flow

[0042]di agr &I, 8fis lbletmdgaﬁadnudmtmgsktmgud&léécﬁegnﬁarﬁgﬁaent structure, in
el ectronic di scovery system in

accord%‘l“@d’flﬂ’e\fi‘i’cf‘é‘%ﬂdt‘ﬁenéﬁ Gkt of the present
[0043]' NVentpreo is alﬂo@%T JﬂEEPf Phresh il gn%%?} MERESh Hiding
THE | NVENTI ON Enbodi ments of t resent
creating yeaselt feons, ﬁmﬁmmgndﬁ@n@ies prasgreationgrogices, Bﬂnyhngnemmdﬁrafqtléﬁs and
Cr eatm% a}'l(!P SCD%JI‘%%%I’V%?S { cugtlaglﬁgs gl’? %éh%a?wﬁ%m)%ﬂé%ﬁ?t's thvl\lh P?esent
inventishpown. | ndeed, the invention may be enbodied in many
e construed as ljimte

differ d shoul d not
1004415 ¢ hdTor 0 HA SR Pt PHORLRE RSB e TR gn cectronic

d1scov€r%9§é:ﬁe1ﬂta§ccﬁ8ﬁ1c@ Wﬁi'aﬂ%ﬁzb‘é@nﬁéﬁ%f th& bfeséht SRASH: SndTBY
satis I%II appl i cab | egal requirements. Like nunbers

[0045]r ef er KI&S: Lk ermbl?eatfe iﬂpw disgramy pbuethofdoonrvasing diffasut data types
in an e%g@&elﬁ h%&&grrg@%sgﬁle u‘Pn%:cgllﬁ'a%ée \/l/'lra'l 51‘[1 S‘[ﬂﬁ{(ﬁdl‘nel{'t %? l'ﬁrﬂ?gs@ﬁ]ttmventmn
comput er program product, or a conblnatlon of the
f or egoi ng.
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Accordingly, the present invention may take the form
of an entirely software enbodi nent (i ncl uding
firmvare, resident software, mcro-code, etc.) or an
enbodi ment conbi ning software and hardware aspects
that may generally be referred to herein as a
"system" Furthernore, enbodinents of the present

i nventi on may take the formof a conputer program
product on a nButer-readabIe nmedi um havi n

CorBET AFLIR RESCRIP B AFioMBSMYB BSIOF T HIH N WENTION
[0046]{ 0 eribitdd Hhe o IR R R B TR Bty

e conp er- rea um nma

herelnﬂ’teampﬂheeﬂathmmtthé adasninpahyhmg dramrgla entwimhl somemng met alt;,

embodgtg #th%mgqtg{nlrfge n e I&édeeg,rtgé }%&e r{le&yn eneé@:?q%]\.ﬁ%cig ?nrany

differeMoloEn$ RRIGhHHIE n@%@d@n@t&ueqfas t1ihBted wteﬁiboﬂlﬁ@d@tsbﬁfoﬁﬁ cﬁeltém
i nclude, but are not limted to, the follown

rather, dhese epbedimens ﬁWéE@Ylé?ﬂi Joetbitriis dsalogere maysanly aep wable legal

%ﬂg [ ﬁ{g[ ortabl e conput er
requir %é?‘tﬂge ?Sgrgf ma{gﬂr{%ﬁ%g]?ﬁ) gﬁ c@ss menory (RAM), a
[0047]r ead- o Iyayﬂmmlpyecm([mw oneanf skitlas dizl agt, thepgesembianEngon may be

embods s P HBPYST PRETEN S, BB UL 8] D foregoing

AccordB@ahé preSén® irdgRticioMhERke e PSS GfitdsoffRelt amBatEMent
as those supporting the Internet_or an Intranet. Note

(includingsfirmvwpse.cevifin softwasadaisTascodgetic-Lipk mpdine corbigigespftware
and haﬂfwa?@éeﬁggﬁg thﬁyﬂnhﬁgé&r Y BRHOOD WL Bs 4 RS sREOIFahdriore,

rint e~ program can ectronrcally
emboduaqzlitmfelj¢ presef inventidnsdyaikeihe chmm ofd conmarteripnagraf ptddact on a

|Ied i nterpr.eted, ar

compufiEREH e st RS Pub S BBt ol HUSARA G e

[0048]necC es Saiyysuitghlel coipitersieadBt thediam GedyiBe @ilized N"Thy computer-
049] Conputer pr ogir am code for carrying out

readab[sﬁe?dawmb@f i0 FEASERIR B Ot Bited) o, %P‘@%‘é‘?ﬂlca MAZBRHG gpfical,

electrofBYndR, Ma;eﬁe& s'eﬂucf@:ﬂd@% btedl 4 g}?ﬁfa% de;&fsfcfe'j glt V%'Gp%gtrulm medium.

unscri pted progranmm ng ngua such , Perl,
More sgaaifit exankples©fthe epmpubas rtadlable madivay mclude Hut elt@m@u limrted to, the

fOllOWﬁ)lr o& deélecttgl oa‘ii 80 e? ncl? n ogymre Efr:sagtlto;é%ol storage medium such as

e pre en i nventr on nma
a portaNel dofrpater Ehsﬂ.élteg:@ha&ﬁ raliskpm ﬁindﬂﬁ@@&éyminogr @i ragl-only memory

CROML: ﬂm%raa@ %P@E?%%%abi@f iﬁ@bﬂ@%@ org[(%ﬁf%ﬁe%uﬁ%ﬁ?& greompact

disc re&th@nl?rn?éﬁﬂ%' (CDVEDIA, Qﬂ' oﬁ{e? o 5 RAgsheRe koM F%E\hce or transmission

refefence to flowchart ustrations and

media gichge ghese @ippﬁﬁtnﬁé@slntm @r an ingrapedy Sotatbyt mamwﬁm@@ble

e SEPRORISE TS JOHES 3SR D 55 B o

the progread odn beaidetroaicalbncapafred) vixs ke msta:rt:h,@phba:l\scd]ﬂrrtg of the paper or

illustrati ons nd/or bl.ock . di agr ans,
other mff@wr%rr@% @&% CBIHRIEED 95 08KY 7 Progess ltn. w&ablerﬂ@g%ef if

necess&9RIAUBEN P60 PN orhPRér HGhéQnS may be provided to a
processor of a general purpdse conputer, special

[0049]pur podeomputer program code for carrying out operanons of embodiments of the

present invention may be written in an object oriented, scripted or unscripted programming

language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program code

for carrying out operations of embodiments of the present invention may also be written in

11



conmput er, or other progranmabl e data processing

apparatus to produce a machi ne, such that the

i nstructions, which execute via the processor of the

conmput er or other programuable data processing

apparatus, create nechanisns for inplenenting the

functions/acts specified in the flowhart and/or

bl ock di agram bl ock or bl ocks. [0051] These conputer
conveqhipu@} peeneilurst progieinorisg kmguagks sudhasshoHEtprogramming language or
ut er.-readable nenory that can direct a conputer
ey ?@%P bl e data processing apparatus to

[0050]f unct iBbodinients ¢fahé presen@inveRivheic dsuthedbRRiw Witk reference to
instructions_stored in the conputer readabl e nmenor

flowehast instrations aa/pr Ripek Grstas of HEUHS aPRRERLY shgems), and omputer
prografn&ﬁ&ddé&t Hay b ngffﬂoﬁﬁhdt@Eé ofttﬁkeﬂ db‘&&ﬁ'lﬁﬁytﬁﬁ&ns and/or

eC|f|e art and/or bl ock di agram
block dydgrarks, 31)1d/ of ggasihatipne oClloghstie thepﬂm‘g:uhmllus@@tmm ahdnsblngly

dingrafy ¥ BF nlBLFiHee B b R PR R BT 7 Bl AR Brofram
instrucOMes miy Ern&bwﬂécem procdasor o€ & oddd purpose Edigpuianipstial pupose
compug:t&ﬂ;g {9{@? S]lgogmngﬂ%gr ] ?e gega? Bq%ggstégé ai)gqﬁqr.}g ?():-J{%Ee)dl?Cﬁ@ machine, such that the
instrucliBs! (WHfchieRBReMh e RIRSE B B8 cBﬁEut@PMﬁ& lor&Pra®hlISE data

progrannable apparatus provide ste for i npl ementing
processipgalfparatus, ogste areckanigasciof ireplementingdhg flmmlaéatsts aprdifend in the
I ternatively, conputer
ﬂOWCthlt %ﬁ&or ﬂoa{g@e@e& b?%k(@)é%os ﬁ\%) r acts may be conbi ned
[005 I]WI t h df,’mesreadoﬁfputdr phograa idstrpdtizine niag dlse be porairinacbmpier-readable
order t arréﬁout an _enbodi nent. of the invention.

memory 3 30 SHeRFL 2 COpRFTT LT SREAHEADIR (A BERCe3SHNE BBRBLE b function

in a paRIcQQF AAhRTOREE Ht HeensRREGIR stokédia HRSQnFul @ re AR nfighory
for detern1n|ng suggestlve potential custodians for a

producg g8 artiete afapangifachirgngl udﬂk&ﬁﬁﬁt@lﬁ@mm@sa’l@@t impigraent the function/act
specnfigd RGRY ﬁB&éetﬁ}‘tSaﬁlg)Sk bIbRE d%g{]a%{ jon is based on a
npari1 son of as personnel data or |ike,
[0052]as s ociTae edmpuit:hpmgﬂrmmstua:ltxenﬂhm:eaidqbahhd&ﬂ dnto & bmp.asta)r other
and other . individuals in the enter
prografiah i dsPraes et Bt BsRies oS o PROGHAA Flps to g goHiommed
on the 6EHIPREH ¥ OtheP prodandnSHIE ipar A6 phdtRics P eshitedintdlddnt@iBRocess
defined by the case to insure that the 12 suggested
such thghihe ipstragtiong sthidh exseute pr theicompHicr preotbeiregragmableapparatus
providd R P Bherdh EORRedMEL DR in A ARG Db Ahek
diagram th)ck(sazcmtanahwel)asemputat p‘oglha‘r igedenmntdd shepd od agotnep be adbmbined
. cust odi,ans to the case S0 ciate can ke a
with o ot e e RAERER Saf Mol oA Ry Py B By of the
inventibe suggested potential custodian to the case. [0054]
Addi ti onal enbodi nents of_ the invention provide for

[0053]det er ribHp-HgPPraseyyians-apethofsene éorrl@e,tprpwregﬁa@ praducts aspmhgrein
dlsclosE@ ﬂﬁ%ﬂo%f?i@ £ de%ﬁun%ﬁfg@es@ﬁe Sleal Red oA FoPs catsgf?natter within a

assocl at ed ndi vi duals that have al ready
compretieenva electtantd distoleryrspsiesiny/ Ehet deterpriredion vsaseshomataneparigerdof data,

such asoige@seornnel data or like, associated with individuals already added to the case and all other

sumlard)rro

individuals in the enterprise, who form the group of potential custodians. In addition, the

comparison of data occurs over the specified timeframe defined by the case to insure that the
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cust odi ans and/or potential custodians. In addition,

the determ nation takes into account the preservation

notice history of the custodian and/or potentia

custodi an being considered as a recipient of a

specific preservation notice. [0055] FIG 1 provides a

schemati ¢ di agram of an apparatus 10 configured for

det erm ni ng suggested potential custodians for a case
suggestad pogdntielrcustodans am twethpr ths eenfirsts teethe titedaine of thesasey édnee the

TSN (2 P

associdt€ big Sedtwitlaaided gbichihl 3list¥dighsha $hor@SLER th@asdadifte 0sh Make a final
data storage device. In _addition to having access, it

determjpation patoershes fowid armat add the siasastedpaiential puptadiamds the case.
[0054]Wr | t €Sp 4 fefifidt %ﬁ odnﬁre £ 6Bthe %eﬁﬁ&f&‘oﬁh& BrStetet eservatlon

processes, or Ot erw se nmani 'ates data on
notice deipperss basa@en a devpason Ahdatmdch aimsonsel dataprotwriﬂqeadtssomated

i f th hav Identified as
with ngi P o g kY o el © BN e TioPRaRPETLRE ol other
custodis hﬂﬂb@bfenlﬁa&ubﬁdﬁm; de addifidg the deb@mirakion afteenitd secolrh éhe
respective case/matter, The " oteaglal custodian” is

preservitig a0tk yoRpf faqyatodiap gad/gepeifrtiabtistodian heds copgdepd as a
reCIPw,%Spgﬁ‘is%DgClﬁeH&%aM&U% om t hat particular individual.

eln, the term "enterprise" refers to a
[0055Tbusi ndd&s. lqr@sadﬁsmh@mhcah@maf pappatatiel drconbimired fdrer

determgr?}tgfl; tl%/ﬁggsﬁ p(ﬁ%}’#}a % }%fllan% lfcl)'lrgaec:a(s)%%lp rg#%eglif:x %ye %rﬁérprisaeﬁwide electronic
discoveisgstint Meact & dahcaBithembbdimaitasf thcﬂpﬂekmt uﬁeﬂiﬂdmy As used herein, the

several thousands, of | pyees,
term * ﬂﬁipdlf?é‘ deferg to %Wﬁ@'ﬁﬁgﬁ %%-‘1 gsség( get? Er &1 tagfogilg‘gdieww In
additidhltd ﬁﬁ%@ Goced itWill |be ﬁh@éi‘st@@d madessiRnd dshaly iR, Wife8) creates,

custodfan” usually refers to an enpl oyee (current,
stores, fdgletasy altefs, Changesyprocpwes, and/axotherviigermanipuldescdaga ¢t the data storage

dev1cee U%n i 1v1d%1§1 is LQS(%QAUJ h&stcﬁﬁzﬁ'lar fﬁ]ﬁ%hé}%’bewid%ﬁlﬁ%y eone of

I'sSe nor evi ces I NC S es a
1nteres® t'm@wse sgmpltat Oacen Iﬁ)témmi agtalian’ @asheen identified; elsi@mre ddiled to

eC|f| ,nb d| nts 0
the PR RO ’glbep tephiel yatpdion; S5 fh vk Fustodiant once a

decisiétl i§ &latO W ébll@étﬁﬁ&vf%tﬂ thafBareie@he 1%&?\71&@1&1 140588 h&BRWMheit&tm
and described in relation to FIG 4. The nmenory 16 of

“enterprjRga reiera §0 a busincsy, @tgaaizetien, gprogiakips @pder sorfetheyantity that usually
includ?sgﬂélhlcaﬁ%)} mugtgda\ﬁm C}tbr te)?aéﬁnﬁgf ggb‘&lg gmBleﬁl%ﬁt@' éﬁeenae"f‘pnse 1s a major

ion fromelec I'SCOVery assocl at es
corporag@anthatcfmplefsi savergl thasesds2i¥ cauptbyoes, smbd eral ofwitti¢h may hedata

| e d t | '
custoding O SRR G RH oL BRPRSE MDY & gGpPg HRb L g
custoﬂﬁﬁ’ehéﬁ@lli idt&d td APsthSloydeabudh fofne, fBlSBne] partkindd, bsiRfct, etc.) of

within the definition of the case 22 is the tinefrane
an entgrprigyer whi ch the case occurs. The case tinmefrane 24

0056]maly ber %kwﬁ%gls g?j wﬁi@ﬁﬁ‘ia& cBm?ﬁgcerﬁore h'aﬁl'bn%%oﬁlﬁgﬁrcgedevices,

openi ng e and/or a ca 0si ng ate or
includes avafmmtiag phyfohe 12 hevisg hiyleait biapricessarcd and aopamorgdde th specific

embod? r?leI%s t0 e II‘EV%SUOOTP e Iapnlgare?tus I%Li}? ?a!kg %1eeigrm oir Qneelee:clztreo%'i-crcﬁgclo(\:rery
manager server 110 as shown in and described in relation to F1G. 4. The memory 16 of

apparatus 10 stores electronic discovery manager application 20 which is configured to receive
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di scovery manager application 20 is additionally

configured to receive second inputs that add one or

nore potential custodians 26 to the case 22. The

initial potential custodians 26 added a case 22 are

typically, but not required to be, individuals readily

identified and closely related to the case. [0057] In

accordance with specific enbodi nents of the invention,
informatien Tremelegirdnit déscoans essokdialns aiot means o€ defodndeased2? and/or matters
.. el ectroni c..di scover, n fLon are st ored o
witnin G oS S ] S PN e B lgn 20 i
config@led ¢4 fe@élivé: fifht Sparsakiat deﬁﬁd £¢nsel 22 dhetsdeddlithid e deﬁﬁﬁﬁn of the case

data inclu | urali of case fi
221 t%f‘s%la wef H’hé‘gé P ¢a3% 8CGUES- ¢ %%%@?#@9#4 @axshe defugd by
specifit idhi@s, @ﬁ& SNEcalE o R dakSinadr a'ﬂﬁse‘@osﬁ%ﬁiaﬂ{’&%é Qmﬁﬂ?a'eme may be

case. The custodi an dat abase 46 i ncl plurality
looselydefingd.such agorfen lendedsd cither tha@pﬁlmmrcsénsm efndl dhpglectoonac

s BSO8R R R AR g

one or Giﬁirabasﬁml dfistodasi2 ot die oatm ar }euﬁﬁlahbcmntﬂabcmﬁlﬂeﬂg 2®added a
case 2:? A tygléaﬁlae dtg\lt)tgll'eglggo to; eln 12(1(%191% lgé@egl%g[ﬁcf e CésleBrzrelated to

the casdNd the case is reflected in the respective custodian
file 48 of the custodian dat abase 46. The |ink between

[0057]t he cd8acepadanpawithspecifipernbndimenis olobie dyveatiana Bresascsgd the

I
cosodh 834y SRS SRGE TR 3 ORI 0
datababe Wmmlg:u&ﬂodmn dstabata tialvathin the eteotroie drscts»teqch;atendhitablaﬁes@ The

46 i s,.di ussed further | | ati.on.,to_ Fl
case dfiphssi 2 RIORER DGO Tec s S peciaid A PR /e System and
cach chdd@ISBRNS Ve ERS ARidARhe AL hal CFneé usthe dhsan TRR Phdt6hidd @ifabase 46
whi ch i ncl udes sug geste otenti al custodi an

30,

includese plprakity3of custadian §leg 48 gnd aaca&p&tﬁ@% filechas vBeprmoresatas A8
assocuﬁgd %ﬁh ﬁfér]:fuktg&faﬁ dAts ﬂoggt tﬁ% ?afabz% e4b zi'g flﬁl%éd % th %gggtﬁ%]fgatabase

potential custodi ans ased on assocl atlon
46, suththa}twdlmlawudddlani 1smnlﬂed1t0| sadase Uist mlditeonsof A6 cuatediah hereflected in the

Ssoci he case. The. associ at.i on

respeckif ot RBGH (/Burgt AAgPtiRe i B EEh e STCURL PO BRReTee
custod@ﬁdilé 4y aeme Eﬁ’st&ﬁ&xﬁﬂﬁtéb&be 464 stiedirk etwdn TRy casd ﬂéthlﬂi@e 4DEdd the

s not limted to ynment chaj n- of - conmand,

custodsaaﬁét%ﬁ@é*ﬁlPé?‘gd@rfogla%as;m& BtwS cRRepRAgRL &ﬂ%ﬁiﬂ.mﬂgws istorical
case/nﬁgged%igt THSEQHlE _h%ﬁmg% SNOGRMRd1PRIAL EhBldian databasle446 is

custodi ans 36 during case tinmeframe 24; enpl oynent
discusjed dartthicnim redatign to FEE8. 449, site, buil ding, floor,

etc. et ween_pr.ewvi ous cu tod
1005815, BB D Pt B SRR P RSl botenia
custodiampfaiﬁcamn 24, wlﬁapirﬁmﬂes"ﬁuggémqio&en@al duetddia@ réutine 38AMRe
job code, joh title etg. qﬁgmeen previ.ously added

suggestqdqrolpntialrustogiag senting gdds edigprd dn fistgming g %x%a%sugsested

potentBHEIsRRi IS bhdeABh & TRIadn 38 AR pHAliGhisBOMIELpotential custodians 26
accessibility between previously added custodlans 26

and thgumeﬂmgg%mdapt@d enthithd casers Thelasapriatd dherwrgn pagyéously added
potcntlai g%tod%? Zg 4 élsugggsted potential custodians 36 may include, but is not limited to,

employment chain-of-command, e.g., same superiors or subordinates between previously added

custodians 26 and suggested potential custodians 36 during case timeframe 24; employment
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simlar data content generated by previously added

cust odi ans 26 and suggested potential custodians 36

during case tinefrane 24. The suggested potentia

custodi an routine 32 access enterprise database 38,

whi ch may be any dat abase throughout the enterprise

i ncl udi ng personnel databases and the like, to

provide for an association between a previously added
locatiopusg. ostimeereityesitea bl dings flooy giss betavepo prshtouslly addrsk avdiodiags 26 and

9] .Furth I
suggesgeg rﬂol e%g?i Jgﬁtoglﬂn %{ c(l:ugiﬁ Q:gt%ertgrg t?&eefr% \?gl lo% BP gastsﬂicf'm(fn e.g.,
same J@H aﬁerﬁbﬁhﬂe Etcolﬁeﬁvbﬁl Fodoady adtiep @hﬁmlaml 26<mats@ggeaﬁ¢ pStential
ecifjc ment .t he ut . for )

°“St°dﬁ’f1%g€ﬁ &GP ineraee g‘t Jaee g S?)‘B‘?%?R%Fsé}bﬂétéié’f’wﬁ% REevigysly
added bifstcdlidhk 28 LAY sug?b‘ﬁ&i PoterfiaPQRtddRms 9 Hgﬁ’ﬂﬁ Ofse fil@frhhK 84 and/or

that is presen i'n conjunction with a user, such as
smﬂarad@taecro@tqnt gameratadi byquoaeysly adsicd cvsiedianszgdding guggweﬁh potamtial

g:%g r

custodﬁ‘iﬁsc‘ 5@ cg% tel&r]l quf 3?1? %ﬁ% rogém;i?lecglgtﬁgh% t%lgﬁ{: ﬁ% access
enterpmeeiatabfmﬂs wheh cm@rb;: aay daabat eh_rdmghon'ghe betetphisé inaluding personnel

hase of. addin tential, custodians to t a
databali g iy to PR B POPEHGER NS A s %gustodd ian 26
and thé Kigb&€ fotenBial cus@URAfged or limted), in real-tine,

nore potential custodians 26 are added to the case 22

[0059][ ooao]FuRbﬂéﬁlggqs@dtp@temi@ cugtodigh apiplicpions3 (s cenfired toggovide an

iy ' .
output Sy e RaEH STLE BN ATl o B BESH Bk s pbociment e
output \fmtﬂnesemamolebfeht smgestedjpaemmb custodéams 86 o a dieplay, stldnasmﬁ)p-up

., accqr t.a enmbo nts. of.the_.present .i nven
window oF the 31&& at 1&?@&%@%{% CHENAGIOR Ol 4, Un Py 5208 FP’@‘& Pésaovery
associdt® aﬂ&h? pHleh®al SHA6E IS tHBiceiabd Z0. 1BUBIk Gchand) ﬂlets@ggégﬁdtp@tenud
a case/matter within the electronic discovery s

custodigpgarg meesented t9gbe @ﬁ%FFOWWﬁ@rﬁS%OCIatWﬁh%@ﬂ% g@@@ pé@rddmg

|
potentilf ESGKIAS |Mle BRE LAGUCT & EEStod SRR il imay be refined Gie.
expandgi] toe imated), Brrodedime s sord] Merﬁiaécustaﬁhmls 24 |a1mtdded to the case 22.

100601y e Fer GBS Bt AT et ayb £ ror A Shok el ok Bl O

speclﬁwlyfm&oﬁla [isca P bidh G Yerb@ 110 hdooRE V@ﬂhmaeﬁb/elédﬁfomc@ﬁscovery
devi ce. [0061] The server 110 incl udes

mput i n
entem%%ﬁpsﬂ?mﬁgomcs?rﬂagﬁ? embedigents o tegeerd Ny o x Ehq¢lgotronic
dlscovérg ggé B ﬁl@lﬁlk b&ﬁf Sto dSfRmRML i L* ls@éét@ﬂt B E"L?Stodlaéls to add to
I hclu nmenory I ch may conprise olatile an
a case/mtter\/s@ﬂﬂan theeﬂmncﬁlscgwh systenn é%lar@in Inyopgioddl embodiments,
detennfrr C loc %?es%rgrp%nnnéé}?é E@r%;agg nIanggéQngn E‘%Prgv ding sc,:Fr>eI aﬁ Eel ﬂdetaii, FIG.

2 hi ghlmg}m Yaions altei:&td:embdstﬁmentﬁem Medtﬁ)nﬁﬁ!dsdoﬂéﬂyuﬁ&lagﬁaeﬁér 110 may
nore flash neng@y cells, or may be_any secondary

includg Qe qrapare of PpaAyes fesprrputerigerbiievice. kg RERSPR apRATRtyS $ and methods can
accordﬁ)%w l’fe%erﬁﬁgé@@n A APBm 8f c SPfdtin grdeﬁéé.d_ di sk. [0062]

Further, conputing platform1Z also includes processor
[0061]14, wHihe lemveryl I9anelndesspmiphiceg platforapblihhi @nirepergraad exkcute

routineg :al:ug #ﬁl{cg%@’?' E::))nrpuﬁﬁg ﬁgt}fgrrm H‘inp,ﬁﬁés mgﬁlgﬁrel%f’ %ichln%gyi c%mprise

volatile and non-volatile memory, such as read-only and/or random-access memory (RAM and

ROM), EPROM, EEPROM, flash cards, or any memory common to computer platforms.
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ot her data processing device. Processor 14 or other

processor such as ASIC may execute an application

programm ng interface ("API") 50 that interfaces with

any resident progranms, such as electronic discovery

manager application 20, suggested potential custodian

application 30, suggested preservation notice

reci pient application 70 or the like stored in the
Furthepnamanrayy 16 may indhede asie et moohilashanesasy eells, oranage anyexecandary or

ertary et R0 o1 86 GRSl e NP HOP S A RS, BUOGARR B
[0062]sof t sz-:Huethelaminmﬂmglplmfmle alsodncdades ptdkaztsoehabﬂﬁcli xhey be an

apphca(tﬁ)g%tg[%c? al Iq%atgl{ (e V‘e&SIJC%gro?g%gthgﬁgse? %?%ggslgg:l%c circuit, or

other &&%&&Eﬁﬁ%d&&@'ﬁr&‘@s%@ N4 of Hinkid Iﬁ&ée@ﬂ)r@ﬁh‘l’l AN 1C3h4Y AQcute an
conmuni cati ons and exch anal ng data wi th ot her

applicaiiopmergkaaminginieeace (“ABF) A thadinterfassewitha spierssigent programs, such

as elecH‘[)I(ﬁE ?ﬁg&% zq%ls é@ﬁ%@(ﬁg&ggf u ﬁgcﬁﬁ&ér%tﬂafl e‘gg%ltl %Pfécga?lon 30,

suggesthdsmmmayonmn‘tmg eccuapnlapp]ad:anom 7@ 06r, ths lig eteteddn fletresrhorgli 6 of the

cus an licatio suggest ed preservation
elecmﬂ’&tqtl%gv‘?rgé‘?agg%eﬁtse%ﬁpllql cation 70 or subcomponents or

[0063]S Ub- mMislsteSsor 1 @icRfifes vArRG plockRiizBlysRindtsh %mbéh%d in hardware,

additionally includes comuni cations nodule 5

firmwagsersefag, 404 combinafignsstherept, thih erabledhe ﬁwaﬁa@lahsmf server 110 and the
opet §R70EARELOB S0 G0, 1oL BIE 22 A UL R o o
initiatiolg mbnmnsamnmmgmnumemms arkli€xchagingadata wigh bﬂat:r/\mworﬂ{b@dewces

For thelxi.‘sj: ose g%,lplﬁgtﬁf Q{g{]es%ﬂge ﬂ.ﬁ%&s‘%t h 05? ?Hgy!)ge%s%\éﬁﬁ)ééaﬂu ecEn e any subsystem
used inf (Si‘ﬂ intidrew R EvesRs di&c’sd‘vﬁﬁﬁﬁﬁmg&(}fpﬁl&@hﬁ@n a0 Hu@bested potential
i nations thereof for establishing a network

Custod@s ARRHFRESR 10 FUBESHAE SISYNALQOBEST raPigH arnlisaliim’het ed,
subcorbRieE BPL-AGa s GEEPT I ng Pl atform 12 stores

el ectronic discovery nmanager application 20 which is
[0064]c onEpgnwietpletdone £2 hdditipnaily nm:ﬂmdes nomnmmcatscamsnochxucjﬂ asbodied in
hmdwfle tﬁgnlc gmgcovery a so Y ﬁ% ES t hat.

Tor TR LoV 3: SR R ORRHvE, BmRh thal wrySS gruipispiqps among
the varibus ComPbiensy st theneleABorit! ﬁﬁcow&alrﬁﬁiaﬁag&t‘ SerdirsIIOY 8y Well as between the

er ap Ilcatlon 20 is configured to receive first
other 42?{ 67 40 {HintlogiEmic, dss0eRs 8y 10fc M ighe FOWFRBNGAtIEH gn0dule 54 may
mcludcdﬁfa 'réHuls'th Rafvatd) BrhRER, &ﬁ“w!!a?e beifor dohiPalafiBABh&%0 LM Establishing a
the case occurs. The electronic discovery

ne‘fwork&n@g@lﬂlcamﬂ ¢apaedtion. 20 is additionally configur ed to

receiv h n et | al
[0065]CUS to é\% %&ﬁ%ﬂ{ ﬁd?%ghf% een?é\r al%d % $H8t1ngrnﬁ rF‘xol %torﬁs ﬁ-:lgcftromc
discovery sitanage Iaﬁplﬂﬁtladﬂedrha:hdﬁﬁcﬁlﬁ%ﬁrea It@ret:yipe ﬁﬂbthr)énob fomn@krs, such as

ired to .be, i dual s _.readil ntified and
clctropiE ARPYFTY vas s Pt HE R SSNa0e 22 He atey mioihe

electroRRRINCB¥H sykbenRdall gﬁ&nabé%namgdé%s n%diﬁ@é’r%ﬁﬁ’caﬁ@ﬁ Qms' Rhfigured
cust odi an application 30, i hcl udées suggest ed

to recepygfiasttinpts heisdeboe agaseddt Inn@dg@mttméhc definition of the case 22 is the

timeframe 24 over which the case occurs. The electronic discovery manager application 20 is

additionally configured to receive second inputs that add one or more potential custodians 26 to
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suggested potential custodian routine 32 is configured
to determne a plurality of suggested potentia
cust odi ans 36 based on one or nore associations 34
with previously added potential custodians 26 and the
timeframe 24 associated with the case. The associ ation
34 may conprise a determ ned data match 60 between
predet erm ned data associated with Ereviouslr added
Ya

the casg a?-e Ahe mitiad pefeniinl shsiodignsPocpddedyease 4 asdymipallyaput not required to
be, 1ndﬁ}f§fafbgje§cﬁ]§/ 1§§1‘tlﬁ[§9 91?(?%10 eﬁf :.rtc?gt%ttﬁéé‘ﬁ'[s@ed data may

I'S not oynent chai n- of -
[0066]c ommarithe nenpry 16 ammrhmtmnﬂmndudhsmagmteﬂgmmad

cotcd SRS S SHBASBR B SRR e

sugges%ﬁio%ﬂﬁ%stb@@ﬁi‘dtﬂﬂe 32 isGeonfiS AR to ddtdrihinesd plEsaliBrofl sdpftgted
| oor, etc., between previous|y added custodians 26

potentlmswggé 3¢ baseq op ORt PrNOTeASOCHHPRN Wikh BigYioHYY @dded potential
I t
custodjfalagfé g:gf;ﬂ’ﬁ Jﬁg‘ngfrtﬁt?? ?Q %4060 khtel WASthe b48E TRDass 1%10&332[%% comprise a

etc. between previ ous
determengdtdetiiraatsh @Bb@wderqug@@@tmmbdpbt@smcmtecbmh petivmnsly 3dded

ca i mefr ne 24. .da source
potentigf Gl 7€ pod SERAPoO0 SRS M ed cust odi ans 26
[0067]and  SgPasicRemded aith ndly Lﬁctlﬁdegﬁilt&m Bot3bnichdItb,@nyii@sdent chain-of-
timeframe 24 and/or sim | ar data content enerated by

commanded g.o SANSSURBIIE Ot trbpuslinatgibetreces P vigng yedtedicystadaans 2g and
sugges@d%%hﬂ%st%@lagé‘jd AFinza3s fithOBIASIB emptbymERCIoSHRACS € Chme

tential custodian routine 32 accésses the enterpri’se
city, Sluabmbb@ {188y, etshibetwenmprevisaslyraldabiuaiodinns %mlglggmedtm@entlal

custod&an& 5 8 l Ir%ica'sc? t‘l:mgtd N PEIHR r}f?neelnt %ga%sﬁ]bc%? &% e%rjga.l%h EObl colfig 'job title

an aS§OC |on

etc. beﬂi&ﬁ @r@i&ﬁﬁl@dﬂ&m Atodiads 26 %&mm&d@tm&ﬂiﬁo&iaﬂs 36 durmg case
custodlan [

peci fic enmbodi nents
timeframg, 2 ts‘i“B‘ﬁ %%ﬁ?sewﬂttﬁ?’s%sm arew"?}wd Cua*e aaﬁ%gf ad

sugges@bd‘ﬂ%@éﬁﬁal%slg&taﬁsr Ll &\lrﬂ% AREHHSfarRdn ASRIASGsBhil 8 Wa@EoRieRt generated
between previously added potential custodians 26 an

by prewoesleadded cpsiediansi 28 and guggsdicd petegual cw&iedlwéﬁ}siuang casettimeframe
24. THYSGARLEN FLREIdALAuhOEl AL S, LWL CALLARLIRSLALIE Rk Arhich may

or an associ at’t on
be any(iﬁatabdismt]lnedgmythb emarpmb ateluding lkurﬂmndfdatah&eﬁ antt the like, to provide

for an %sg%)cg%g{n: bgqu?p Iatpé?vug.le g?’r aé{dgq &l a(l?'gﬁ tll'ifp s?ugfggsl‘féd potential
Cugndﬁﬁgg@ of - conmand/ supervi sor, (2) enploynent |ocation;
npl oynent job title; and (4) data source

(3)
[0068]acces én bpqqftowmwuﬁ@%mﬁ the inyantinetadasnmaich tegshelgf2ymay be

dened PSR PRS2 AR SIS BOLEN Lt

potentinheussld e 26 2nd mggmtedqrotmbaﬂeﬂlank B4.t Fer ecdtatplemmt thé

proder 3 Bl S TR U R rhlTRBRET S8 Som o

be detciiasiied GheRbe AN in thee D8 HEETS e shteghAEe Nh h BpecklitsdQeHpR) if3e four
(in other words, the individual of note does not rise

categories/qriferia ag £) egmloyameghehaueal-pommand/ speiser d8) emplayment lepation;
3) em%lg?@glgﬂ% 1R, %M)ﬁaﬁ%oﬁl%\% ld!:ée%ablﬂty?gn 338054 betfeen a previously

added potential custodian 26 and a suggested potential custodian 34 may be determined if the
data match threshold 62 is met or exceeded. If the data match threshold is three, less than three
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t he previous potential custodian 26 and the suggested
potential custodian 34. [0069] In further specific
enbodi ments, a data match rel evancy wei ght 64 may be
applied to each predeterm ned data category/criteria
and the sum of the weighted data match
categories/criteria results in a suggested potentia
cust odi an score 66. For exanple, enployne

yment
matches fesuHs BYnocaspreiion Pafseey thegreviens notapbialLugiemign 26 and thesuggesied
wﬁﬁﬂ%?@%r ga?g(%%tc%“@gtégo#ﬁ%gﬁ%?fggﬁkggﬁygﬁ g%ﬁ”ggﬁg?g‘}
suggestedl poteatiall custbdian §4) adttmeepnmdre thaithes mesupis Bnvincgsiciatiad befoveen

ot ent.i al ,cust pdi and the s est e ot.entia

the prefRuf Bipie! SRR A du et R ERER LR R

[0069]C omang AstheespetiFia lenBBdintdnts, 5 dife nKahl ralenBRY weidh 84 ) be
but shared nqQ other data match categories/criteria,

applied ioeach prgdateraungsltaprategrréaieinigihe swp plthe grejghifdlagpematch
°at°g°§%@é‘.\f§?acﬂese inyh Ao SUER Bio BN oA e R0 o FEPbxenible, employment
chain-qfrcotmand/sipervisetanay hayy aiweighi o€ tepugmployment location may have a

. | es/.sub;cri ' h i de,f ' .
v S PTG LTI PP Lok U PRI A PG I
determpiet] €t kel previsdsddidaed goeiiy cogdbdid¥eaidihbaugeesed gderitial

custod o 3¢ Dl BT S50 SP G RSvCORE PG SRSt Saliang e emgmployment
locatiog ifbhftasﬁl‘ﬁfeﬁthio%ﬂfér dhh k@ NategBHE G f}}%, giiérsiu stell oteh R L@GBan

it
e case. ThUS, In certaln e (0] ments,

score 66upuddibeiyElye (at dlimesm ofdyn ped tvedd to determ ne an

associat.i b n._prey Ly ' .
007012500 B R L SO  FOHE RNt ot
categorfr@y'sub>caingiaghat ipfovideefoepiedelemmngd dapherked &. dak axamile hhe

. rele cy wei ghti 4, the weight assigned to the .
previoysly sl ppienal Enodith Finat ot e R ERei b S e as the
suggesIpBRh tiASRLEMEA 36 Bul sy FAI&BPbY loektbd Alth&saMRYsite Svithin a different

assi gned based on the 'sub-category match between the

buildingdaiing fhe timeftenec{ ot cape. i Brusciascsaingmbodiments, Sibggtegpppmatches
T
suggestedpolratialdestodiann®t Fanckaagds, giithd embodimdaitimplements data match

categqry/criteria, and. or, data . .
relevanigy s Gl Gy G R ESIgBrY SRS CotRReTY Fyerip @R BOTiAn [fgpfhen the
entire WéiBhtl A6 o RAGH ticbAdafeoBlyRIREHa by Ve ARiphedbaiad an SR8 Q4tke @Y match

data sub-category for the custodians that been

betweep ths/proviens)y adrisd poteatiplsustedise 26 pudyumpesied patenfiabenstoglian 34.

not ed, ' ] i LV j
o071 =y SR R by SRS 055 B AR B8] DB o b
determioed trod psigned b 4 datipeategolry/ometdria amd oradeta subroategorytdab-chickery on-

vt S8 5o R B 8RR B apcers o

the custdii@ans S Bes! Revip@d iddedlo Gy shedi an routine may include
a clustering algorithmor another |ike 18 al gorithm

[0072]¢ hat - gravrtesly erted sabedmsatsplthanrpsent Byetiontaher pevide for the
output 9€¢ @t%t?ﬁ%ﬁ%&%@ﬁ@ 8h ko bARFAL, A FANtML BPth%%@,g}ﬁpE@bn the

one previou potential custodi ans 26. EX es
additiopfof otiherrmore potential custodians 26 to the case/matter 22. In this regard, the

suggested potential custodian routine may include a clustering algorithm or another like
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al gorithms include, but are not |imted to, Bayesian
al gorithms, |ogistic al gorithns, decision tree

al gorithms, regression algorithns and the Iike. The
clustering al gorithm provides for assessing

associ ations between all of the previously added
potential custodi ans 26 and t he dat abase of suggested

otential custodians (i.e., all other enployees of the
algorithmtthat providep forguggestad poteatialpusiodiany todw dgicrmhingd pasefl en their
h
sssooifiof ot (BANEE POARRL B EHTEAR Blfockits 28" Kapms Bfbtier
algoritbms iretlidaybut as: et Hoitge to, Bagatinad gcmm]anwhtgmtmmllgonduﬁae de@fion tree

agorithygS seBEEiap LR tE Bk e SR AP hauda g e hssesing

associdioh§ Bétivebn VSRS pRMRusIY Agddd }Mﬁén@lﬁ] dﬂﬁtodﬁ]ﬁ@% arfdf thé Bftabase of
algorithmmay give rise to i entlf){l1 i ndi vi dua

suggestad petaptighastodianpGiee all ofier emplopesHh | risgh9edsteaineh e

associ ﬁﬁrwﬁhséﬂcl!ﬂe v%ﬁsl?laﬂ&éu{ r#b‘?énlcc‘lal &k&ﬁ%ﬁ?% PRROF A RbviGM being
oose to a pot e custodian to the

considerad @ armiggested potentimil sustaelgparlohs strengemassecigioine mtithainly a few of the

. cust odi.an r.e ed to case which have litt or _no
previoSe ey BPERAdHOE N  SBhe B Bt it TR riah bl e Bfe sty added
potentiah€usfdaHS Theufetfiishedt of thetalidiiein iRY gha!rse o {deifying the

ot herwi se be renoved fromthe listing of suggested

individyat asrit suggestadotratialrystgdiapn Passsusgestesiie uieat supthasdn ghectronic

dlscovill}%ssogfa?é’ LS obsAA304 ?éﬁhalaéusﬁ)&%h Q4] tb%%ﬁse'/rﬁatﬁa‘i' r Hﬂﬂls regard,
strong’associ ati on na ef i ned having net

as morp pettetid cnstodidnsdae added te bast Iwﬂmshﬂal\fd 11612 camd Agpociabern wgh a

a3 R B 4995 Rk BRL RO BT RER LR iR
removeEirbadhdistidg oh aupgesied prémiatcubydide 36 uAlkeie aisedaﬁ@l with the
det erm ne suqgest ed potentlal cust odi ans 36. _For
previogsty adsied P"WBF%PB% ignsyif sreng A gl ‘Q’tgrqsf%iﬁélo}‘rﬁlﬁyﬁ’é defined as having
met a proRtGHBMCR A Ratde E}ﬁésﬂblﬁ%ﬁa'ﬂ%?ﬁ P Blteﬁ&Ehﬁhed suggested potential
custodians and the results presented by listings
Guﬁnd@nQQpééﬁbyﬂ@ﬂgsrlthn1or the results of each algorithm
nay b e
10073130 o SBRI Fibo iR EF o B AR R ol BBy ey
implerm@iteioto dsmggms segkepod potentil costsdiai3sn Fapa’tanqm mﬂt:lﬁ@ dif&rent
aoritE g e Sl et U e B St RS & L resuts
presenfB &F11fs1i8g O B Blgokilten S4B WsuftObf LR ﬁi%&ﬁﬁhi By B cérﬁlﬁned
suggested potential custodians 36 is a “display, such
such agly avemging peighindawesgingloe theilike, that is presented in
conjuqﬁmh .
Km74d|scovery8£§M%%pg %yﬁ&ﬁﬁunggg“?jﬁ? %%gé agggﬂma%%1%%m
confighied tcpoeid2 an ohﬁput foir pres@iaion, of tﬁdmggas@qmeadalpmstemtama} 6. In one
speciﬁgggbe%la}%gts tag Hitﬁ t ﬁgrrétse?nﬂart{ogéﬂtf t = elgge%%:fl ba& 1%&%&8&%&1 36isa
display) Q@ UsiadopGpSkiadb@ B8 theQikk NBatGR PR sl ihRBnjuh&Hon®¥ith a user, such as

suggested potenti al cust odj ans may be refined and/or

an eleciropigritiegyery gssogiate, adding P%@ltl’q‘*bﬂ@tqﬁéﬁﬂé A itathe caser2d¢ ilm Ays regard,
the su%%%st\%1 ?%t iaft QQs%jduS:% &%@e&ﬁ&a t6 the eﬁ&gﬁféﬁ I?lésgg%?ﬁ éﬁg@&é 'during the

suggeste ntral custo
initial phase of adding potential custodlans to the case and the list of suggested potential

custodians may be refined and/or expanded, in real-time, as more potential custodians 26 are
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is inmplenmented, the output of the determned plurality
of suggested potential custodians nmay include a
ranked |isting of suggested potential custodians with
t he hi ghest scoring potential custodi ans appearing at
the top of the list. A threshold score may be assigned
such that only suggested potential custodian 34

havi ng a suggested potential custodian score 66 at or
added ti3b¢ easa 22 il iswal epbdinends, in whish sugssatad pefential pusodian scoring 66

i imp QR4 e SERorht PRI Bkl o A5 SHPRRLIELY Suddflng oy
includas eanked listing of bupgeaed pdtential custddizms withahe bighestl s@ning Ipetentlal
addi tion of one o re pgtentjal custodi ans

custod e PSSO D IR <R BEUP KEre BB A=t h it only

suggeskdPoRshtifustoBiah TR MEWRE b 8sestbd Bote Rt 88st@BarPdcBrd SR dr Sibve a
associ ations 32 and/ or predeterm ned data natches 60

minimg; thigshald argpresprted BytBg iyl y added potential cust odi ans
26

[0075] s ’rb‘slPﬁH&i oﬁ tﬁﬂﬁﬁ@?[ﬁﬁ&ﬁg?ﬂﬂne\%&ﬁ‘hle ﬁ!ful f &%ﬁst % tél%al

ined, ‘inrea as new pot erit I ans
. custod2@s 34 aeacﬁtwd m(rcalhanamstbé hm, b@ed 21 theThidgiontofiene ommdaotential

cu.stodglrggj % H)O% %:e?sﬁ/neaﬁtgr ?ﬂ;%}go égefs eélgalpc?fgt%alf?la gl%(gi:s iﬁt are 1m1§iemented
the scoP&@l 6 Hré Bdse€ BB h@ﬂbl@fbt&@gfaﬁémﬁﬁnedé@ﬂmﬂém@dﬁ gRichys SOWIIPEL of the
over tine as neM/%ptentlal cust odi ans 26 are added to

previopshpadded poteptial cpgodipnssfeiAg Bel fhepusgssicd ,pg‘feﬁ@altcgstodlan score 66 is
reﬁnecf’ Bﬁ%hlf fiffie GOROG %ﬁﬁ&cu&@&%}_&lé&ﬁe Qdd de%'t@ e, c%&'/fﬁatter 22. Thus, the

di scovery manager server I ncl udes suggest ed
rankedprdsef tetlistng nfxugg@tedemtqntie}rﬂus@dpm 2@ tin ehichChe tahking isbased on

e PR ST g O G PR ED N e

custodRhe¥6 eddyedddieccadse22.he case based on an associ ation
with one. or nore npreviously identified recipients of
[0076]t he preditapatly.cicoTBIe ¢ sRerticsImRpH BRI FEROFY 1t Plffiectronic

dlscovﬁg er@lsx%lof 1 iBE1ulNGuLNR R HreBR LG EERE E&%lﬁﬁtaﬁﬁﬁdaﬁd)n 70
cl pi nts In this regard, the suggest ed

that is perdigmredao detarmioe buggested prsbasyatioamotitergeipents72 frak agongst
potentigpca.ls Vﬁ%ﬁ:a%g F aic’o‘?l(s) 'agééedgtg)r%l\l/éﬂ%als% lr)]é)sn o?h glgéss &gt%rg\kﬁlg] E)fci'e or mote
previolistg Rieﬂ@fﬁbdh}émplen@toé tHel Réseputib0dotive and previcie prdervation notice

recj pient in the ca e/mtt{er. at ha and/ o
hlSt"fY ]!\’/40 T AR SYLBESLP P%tem{aa)f??‘ﬂ‘enlt% Q‘U@ﬁ r%%%d#%ﬂ%%ﬂ?ted

preser&a'ﬁ%n Bﬁﬁ&erEéﬁ?feh%Fﬁé’iﬂoﬁ SORALE M a@BRAt RRclaPBndWh BRvious
confi gure erm ne Suggest ed preser vation notice

recipientsaing Wi ypas of yesevatitienotigeiieavs begirrecdividdivye pitetigbestpdian

con&d&n@d ?&" d’@élh@ﬁ]t L{:_L%edc%ggﬁl%&' af garﬁiuﬁl%? Efﬁ‘e@%’ﬁseggs% atters
custodrans. For exanple, ~suggested preserva

[0077]not i Cénkedi qanteidirsern® yhedyedatadonhotia rbna:s;& dppﬂmaﬁommhp be

predeterm ned data associ.ated.with | east

Conﬁgﬁrﬁé &%W%stf“;gg? TPICPEHOR BRG TEHPISNS fpyan ot émteral

prev1oﬁé¥)‘3 HRelis8eH 1R PéIRGorCONRIARIBh RSodiARBBRTERM s8R FBRExample,
Mor eover, a predefined threshold of nmatches may be

suggestadtpressrieHon peficetrpripignts sy ibe dateringd hitied o £ maehchrbgeen
predetélﬁﬁlgedtcﬁtaba%s&%t&f Wit §Aeds? 01?3(151%1%'101.?18y identified recipients and the potential

custodian being considered as a suggested recipient. Moreover, a predefined threshold of

matches may be set, such that the predefined threshold of matches need to be determined to exist
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bet ween the predeterm ned data associated with the
previously identified recipients and the potentia
cust odi ans bei ng consi dered as suggested recipients in
order for determ nation of a suggested preservation
notice recipient. Simlar, to the determ nation of
suggested potential custodians, the predeterm ned
data associated with the previous identified

betwegnda predrieanigetidatngssogiged mith de prageedly hstifiesiiseinisnte andithe
potentfa@&lsﬁkﬁﬂz@ Pei ¥oﬂs%ll‘éﬂda§’51|}|€%tstgﬂ lc‘ecgtg%nté inBri& %ol ermination of 2

enpl oyment hai n- of - co oyment | oca
suggestediresemation pdticegedipicntt iSomjlaritthe dgemusatmoed smgastbd potential

RS ) B R e P ek
potentﬁp plstaziteins oonsiderotiRig rédisiontp fag i lidR] BMaNEHt 1inBied b, ichfpldyehent

erm ne suggested preservatlon notice reC|p|ents
Cham-%ﬁi T{gieﬁfﬂ@ﬁfmgﬂd@‘@é% sHDlpyESEt classitisatione data soyreggsessibility,

generaBlQUata \Dnfef andiE1IBY THRAR fRihet LRbbdiheY %Eg glteg%vdeglron notice

preservatlon notice reC|p|ents InN ara
recipichp@pFatRaf /grmaynigcarpordleGelegangy feightidg srdeermiss mhggesmded

e 10028 1 5K GRS sori o

I ans Or a case
the puhosoeflatiyg S)pgeseet) prederaion howdraecipiehts in QF@Q@H omet s of

t he pr [ nt on. Al Event 82, first inputs are
[0078); ecei vgﬁfg’frﬁ’gt 0§16+ ha Haw ‘ié%% i demicied ofer rpthed $Q far determining
sugges@@d%%ﬁﬁ}}’cu%ﬁfaﬁmo@Q@aéeﬂﬁit’tég th &h élééﬁ%ﬁfc%()@é'? Q%Qté}ﬁ & accordance

t he case. ti mefrane may i nclude a’s
with emb@r%bmﬁ@tﬁ géthy @seéaltomveybemu At Bvang B Sirgfrinpiteart irevetved, ttm define a

case wgﬂﬁﬁ h@f{f)c%g)g.}l cﬁ\%}%ggrg ?St%‘ﬁ anr@ Ien%our(ll aI %ngelrﬁam%:a%seoc?aéeél \g}btgae case.

The tlmdffaalmadaiy innmden spaife: thoé enge Bised us seudifinditesiod tHetBneframe may

b § A@%BE i ousl notef the initial custodi ans added
eoPeP(ffn cddn P als% I Y I8 ¥Pdual s within the

[0079]ent er pLtiERRNtH49 Mdcknd RIpEN AR rebQvddBaGRd %ne 6Pflbte é%’f%'tl!ﬂyoustodlans

potential custodi ans added to a case becone
to the gt HuPgHisuBY aeted thedaitis] entodianpadisdiioa sesgare epigallindividuals

witin R g e DL 95 AEBRELEL il Mo
case bevagg estnalctugtodiant orak acksisiodiisinadd 8 ad@.ti&rdaii:a"ib@in ftl&rmdﬂvﬁlual or
of the suggested potentia

ﬁmnd%ﬁg?6ﬁ$§ﬁgiﬂ@ﬁﬂgéggﬁﬂa Al association with the

[0080]Pr eVi QuFvEntHbd e gluedliy 66uppSst shtdnfial édsfmtahgt&detemned for the
associated with the case. The association may be

case. Therdeirrpapieenl (e stascatedpeteniiad sesiodiansdrbasedon o uslsoctmean with the
previolRlEYdded §1!ls‘t'ocﬁ'zqg &d B%ttﬁﬂéﬂcfi{r ez%k'(ﬁ:‘ié?gd @it thte%gge e sogi jation may be

I ndi vi dual s bei ng consi as sugges potent
a matck befveehi pmdetervbnalolata gssediged with érenprenddusbnadued pu@gm t‘&:ﬂodlans

t odi th | h
and R SR e SO R P e R b B nreatahe
deternﬁﬂaﬂombﬁgg@wdl poestigiedustoffms A fiueRr indlide nfatdhg 4 prBidi&@hined

npl oyment chai n- of - command, enploynent "'ocat i on,
ﬂmsh@éﬁ‘?ﬁﬂ By R e uRRed fath.c hhs pyadeterspedsdsirr ey iabidedu piriot tispited to,
employdSRe bR RIF S3hakP @ﬁl‘f)ﬂ)tyrﬁﬁfjlot:zﬁﬁml, élhﬁoyﬁént classification, data source

accessibility, generated data content and the like.
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[0081 ] Additionally, determ nation of the suggested
potential custodians may include weighting the
predet erm ned data based on respective relevancy to
association. In such enbodinents, the weighted val ues
of the determ ned data may be summed to result in a
suggested potential custodian score. A threshold score

be set, such that, a suggested potentia
[0081]c ust oddsfidnally élp@rrmnﬁw pfithe suggesipdadiential Qistndians mapdaclude

we1ght?fgctﬁ%ﬁl%8&%nécpcga§fggasé n{)&g\(/ geﬁ%?dﬁ @Ls%cﬁ iS5 LR uBP

ues may be |np
embodaseis; ltlmtweagﬂe(bmhme]ﬁ thee Mwmaidtdgtaoﬁayﬂyeesunmesll ty r@dhi @dla

todlans nd .i ndi vi dual, bein onsi der ed
sozees ROl Reu R St o] WHTHEY DRl s soEResed
potentibB&RdURH eSdetdrvedfidthe itleshol d dcordik @ikt &f excasie@Ci at i ons
between the plurality of previously added potentia

[0082]cust od &Hgleaﬁabq%@emﬁ aiusieumtechmgie gnayhsdmplemented 49 determining
e et Ty O ap GO PEARE o oy apd nciduat bing
considé¢red ﬁg]sugges@ gm_en% cusipdianst [Silastéranggedmiquesialtsfw fonédentification of

T LI A TN T

being dohsidered ﬂjﬂsug'@yte@ Bot@ntvdl Stdbdiank; &SwEll &, idehtifiGitieh odthedtrength of
paop-up Wi ndow or the like, displayed in conjunction

the assQgigtipns. gj splay that provides for the addition of
[0083] p0t entdidlveuit Adb@ps it ?rotvnﬁd S8R delefninBd pRBARY of Mggested

ch suggested potenti custodian scoring 1s
potenuamswd'@m ela, acedrdangk swith| sppri s embediments,iths oy patvnajebe oyiszl
presen%ﬁon ggch allslt Steol ? r\glgg}é\gf t%lr vﬁle qgcg,;&@oq%)% §¢ Qc%n'gﬁ}cng ek t?ld & sp%ay that
providesfet the iadditise of @ten@ﬁﬁd:ﬁstdﬂli@h kyythe thee. IIm Bistafges @il which suggested

su f ed otentl stodi ans_ may be refined anpd/or
potentigl}iiadien Spdrinedaimy Armeh Sia o e ey proyide fora anked
listing BOHE @ﬁ%;@kte& ﬁ&r btk 8odishsibRSdcRASReir E@]%&ﬁlre ﬂgg@é@éd ShéHtial

Event d inputs are received that a one or
custodign seoref Addtéonaélcrg@@ disteng giovegastedipotentislsystadions way brerefined

and/or %%?aﬁdedﬁ??eah I? n{e%als&ﬂ% the IXF&UFS o otérg%l glsl?'o%{a?lg P e ggset he

scovery assocl ate
[0084]0r t heittoptiohl EmemIQQ tivhrit 1ﬂ1mtmt mtredjthlamddtcme baseek ofahe

sugges g Faan A s dieet o gt tae- e Badamiidndy W5 Shlirerption of the user,

for exaﬁﬁﬂ’é tah @RctrQIE 8is@NVBry s sE BRI E 05tHE ﬁﬁﬁﬁlﬁ%\t@ B3l ed b@tﬁﬁlafé@%puts based
been added, the nmethod returns to Event 86 f

on predetrminse critrie o mngcmsuggessqsﬂg@wwup@d@n o thie case/mat_ter-
[008 5] ¢ u St 0 qﬁ tiote ' H ( ?f?a% c}l&géﬁ&{% ogﬁngﬁés%egw%ﬁ‘é\fhg lﬁuathod

Iat custo hIS regar
retumsdelEsenﬂSﬁefdm ﬂmhm'fdetesmg@eem eﬂsxggtsmltpoainuammdlaamssing the new
occurs in | -time . a ar.e add the .
informQEHsSortrted i e 195 LB S BAE BT 1 s 329T ot Betkbgation of
suggesfeﬁ%bteﬁflﬁ AEbERAE AL GrsHe FANBmIBE BustddERlaYe ARSOES @b S5ke and, thus,
with the roup of added custodi ans based_ on
the suggasted pﬁt@fﬁ{ﬁ?@ﬁtqdﬁ:‘@p ,thjtt agdsterningd hecomeanrsclosely associated with the

group SUREAPLRRARhs b2LE 8 dEt%nﬁllﬂQtl&laﬁﬁng fifto account the latest custodian(s)
added to the case.
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[0086] As a neans of providing an overview of a

conposite, enterprise-wde electronic discovery

system which nmaybe i nplenented in conjunction with
the computer nonitoring of network status descri bed
above, FIGS. 4 - 12 are herein provide and descri bed
in detail. It should be noted that the system shown
and described in relation tQ FIGS. 4 - 12 are by way

[0086]of  exsrAoneans of proxiding acovends ob eQapasitss e&&%ﬁﬂsﬁﬁ’@ée dectronic

d1scov§?t§9§érﬁe\9ﬁ t§1% gf;??f B g'nf%l@?ﬁ@ﬁﬁ:ﬂ e cf6n ®IR @H@ cgglrgp}@xé Irf&lkl]itﬂonng of

her el ec covery systens or onl
network etadustdepuibed ey coFIGH o -e1|2€’¢¢ h@rnmqarmdd@am’t\ﬂbsmbs#m datail. It

should B¢ LIS 7 B lE shp e Bt ta e G RIS, 712 e by way of

exampRGROf ﬂﬂﬂ g€suchy grésetly @éﬁb@lﬁﬂdrmﬁodﬁﬁenﬂ:shﬁ' thomeaitionmaay bt embodied

nbodi nents, the enV|ronnent of the electr
within gt gl Bl RFapicdi sqoueRY SEICINS Of PRy FrAPlEMERSFISH ROBNS of @erctromc

&&mvﬁﬁ%&&&ﬁ%&ﬁ%lﬁgmgﬂherprlse for exanple a national or
I -national corporation, and includes a nultitude
[0087]of serRl6: 4 illystrates meexcombaty ehretrvm ﬂlsm‘@r)afg'etemm%e gedordance
with an 8{1@1"&1 1&181% or ik ir\% nﬂm? N& s% %Odﬁ?e%s the% ?}91]1%1 %?E)f {28 electronic
par |cular ronrc di scover
dlscovdsf@rsggaﬁﬂ 00 isstee indsrmbiiOn teahndl@spla@crrm sfabhahrsriss efor/e:rample a
. collections server enterprlse rsona

nationa] Gy téP@‘Tﬁ‘cF"r@ﬁ‘l‘t&np?‘}ds‘B"lf‘f]{?Sé‘ i OF ek rrrehing. g rigd
nemoxﬁtstdrﬁg%ﬁevfé&einQﬁﬁl%ﬁﬁﬁJatl&ﬂvﬁﬁ bke SRRSO (%?nrﬁ‘lﬁgcaﬁbn network. In

| east” one shared network storage area, enterprise
particulanednl clepsiovisrdiscoBay manegsmest ssrom 18@ray legions drigbase samer 120, a

I d
colloofg e et AR s ohli o Piers A e ferp AP ST TSY Thfuding
at leasmmmbmmmmk stetago adca hkPat lé"dseommmm metarido storagt aren kK
de area network, Iudln

102 3
Cnterpri§s é{:rvexg ﬁdcaaq:ongi:rélgnﬁ eGP Qerg?.r R’t % %’ﬁ’gften%s%lf% g ee180,
and a 10838k fetwirk EtBﬁgE inkiQorit PSIBAE al$n &mBnitRiohR0ed @Ekmunication

d|a8ran1of FIG "5, the electronic discovery managenment
networkdpy.e The s@nppgoatipagetysek 10 may pg eavideiraybehisnik, insfudjngthe
Intemelt',saq{) dlg}egr te%.‘;o &%traxlé? asvgﬂaessqm&k r@qﬁ 1 t he
gl°ecttoni ¢ I'scovery managenent server 1 a web
[0088]serve rAst shatvn Grathe ﬂnk)ckal(agm efiFI =25, dw@d:mtxbmoMovery maoagement

server R et S e Bipactr i o N o eranse iR Tedome

embodhﬁkélits fRYel fifronk @Rk 5 Ry iahhdeficnfscveta D0 il WS RIved thaflcan be
nachlne within the enterﬁ£|se Through the el ectronic

accessef} Ya 3P Provssh gl foartisalay epbadiment; H}@ elpsBPNiF diseoyert e
managdmént B e oHE Sﬁ' d vieBsite d§é§\%& aPinal BE aRUERAS ﬁmﬁé a web

managi ng t ectroni ¢ discovery process an
browsquiop @eeszbBie d*eﬂmr fhbedteheisei ﬁhltohgln thareéeciroiie dsndverhmandgement

server i o s Bl s 8 BAY B BSccttp R D5 R Pasa o manding the

electrohi&kﬁ&fcﬁ%i‘%ﬂobgsslaﬁd an peotRisey @& chibeddRidin aat 8¢ iferdnbthereto. For
0 serves an_electronjc d| scovery managenent

lﬂustraflzﬁ? Eurpam hway b pspmpd hereindhatdbe pmary “Fﬁénte@@@il%%b Hyeypser
interfalPNRYE bn empRyeH GRG0 IF the o??aﬁ% wilBk&ivks Qleél%onfchﬁscovery

e-di scovery nanager may uti | e user |nterface 118
managementaplagmddesefer is referred to as the “e-discovery manager.” As discussed in

greater detail below, the e-discovery manager may utilize the user interface 118 to manage cases,

23



23 custodians, collections, and collected data. It
shoul d be appreciated, however, that any individua
coul d use the user interface 118 to performthe manua
functions herein attributed to the e-discovery
manager, and, indeed, that an automated process coul d
performthose functions as well. [0089] Referring
again to FIG 4, the electronic discovery nmanagenent
custodigny, gallections, pad ¢allected detaniteheyld he apnreriathd bawerdsathat any
individyEY QU Rt el 5 phTn B R Rt e prriuted o
the e-dishowany mandgeg abdl,aodeed] thgfraarauminakdd@rod@ss caudd parfrringbwse dunctions
lfo provi de database services for the electronic
a5 Weldi scovery managenent server 110, includi ng housing
[0089]t he UmRckidrfifl h)ali@UIG, A the Rdiradic dRt@RASAadagemeiieRr 110 is in
includes data relating to individual custodians, the

commugiggtiop ¥ithtbrdatabase seprer d R0 kg aelicctiersserver A0 v theo
com@g&ibﬁgéﬂorﬁﬁﬁﬁ?%&e% badd}GREh (L QA éh%%'i? the H#@ék‘%? of FIG. 6,
, I ch 1 ncludes

ata relating to collections belng
is configudwslrtt akende dasabuasesenides daotthoelsctymiodiscoy@y maaagdmant s¢rier 110,

. foreqoi t es, Wthin.th at ahase, server, 120 i .

mcluafhEHe PR FATIRR b St [P SRR T G Sing o

individuRledustadiahs, Mheccaskad Adtase 1 B€ kheshSnclndds datagel atmplo@attttular cases, and
i nstead of a singl e database server, and _reference to

ongoing celleipas daabasralstd, whichdrclydes dapa relating focplieatipns bpipe undertaken
by the %&f&ﬁ&se‘s@ﬁ%r Py, PRSG I %I‘ngﬁlrg RBIRS ithithBe Wthbds€Cerver 120 is

rectory 122 could be stored in one database server
discussed dh déiail beigwi Highewd be undessteoditinbmulpipleciatabasetservstsould be

I n.apot.her . dat se server. 0], R d of th

employel AR 1F b ARBSE B0l Shu oty UL ER Rl B o

illustraﬁﬁrflz afhiadeniatt @u@g sdshollyp rEgﬁ erdmplavea Unifled Digttotial 22 could be
relatjng to custodjans and cases he red.in the,

stored {pqritsaiilase SR and3he PRRsSHERIERHORS o 2§ £t alaregin another

databa&lddeivetn the Unified Directory 122 and case data in

the case database 124 may be |inked or correlated
[0090]wi t hi Reghrdiegneizbesemberrof dptabase serfvers emplayadlitis anklbiget of

embodﬁﬂéci'{i&gg tﬁ@ére?ern? u%%&ﬁo%ncﬁ& cfg% r@ﬁ{lﬁé &)LQU?{OCII%E; SR cases be stored in the
custodi ans nmay bé nmanaged separately from cases.
databaseweret 02(@indepeaderalyc akleild cusiodiahidataiiz €e GrifledDirasonydi2annd case

. 1.s assi.gned t he se, infarmati.on for, that
asta infie SR8 1SR L 24 i b G e PR ot ieh (R GerbRe seger 120, for
exmnp[éy%@fi&@ﬂ)didngf aﬁ%ﬁ%ﬁeﬂ% pEﬁfichlEﬁ‘c&éé? Gﬁsrt&ﬁéxﬁ rﬁ’dys&%ﬁ{ag@d
managenent server 110 in the Unified Directory 122 in

scparatelycfreacagsas Eherefors, shen 2 gasgivinitiabigetands quniedigans assignet to the
cas R ToTF PRETEOHR rt i ROl bl B RSB g pocesed
by the tlects@tadiatavary riinapemédtaaivagl 10 in kleegiéniitd Dirastbndi22rin the database
sorver [FCERERR 1CHPE SRl B e abmagemuneea BY DedSgvens

managbBhRith®gaskO the col lection of data from custodian

stora%g | ocations during electronic | )
[0091] urthermore, in addition to'separating (but allowing linkage of) custodian

management and case management processes, and as discussed further below, data management
processes relating to the collection of data from custodian storage locations during electronic

discovery are also separated from case management and custodian management processes. In
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di scovery are al so separated from case managenent and
cust odi an nmanagenent processes. In 24 this regard, the
data collected froma particular custodian is stored
separately fromboth the custodian informtion and
any rel evant case information (as discussed below, it
is stored in long- termnetwork storage network 190),
but is linked to a custodian, which is in turn |inked

this regagd, dlredads collgeieed ﬂ@mﬂlmlﬂr@us;tgdla@ irtnredepastche famdeth the
r
custodIaH ??tgt\frul%{eﬁog%tslg gﬁ)} fe\'f’gﬂc 8.%{‘%%0?12%&(& dg§ di@ﬁ%k%{}%?o%%a is Storfi/d in long-
term n&t@oﬂhﬂmr&@ wdtivorkt 190), buhis ﬂmka:l;ta(a&).lstbdlamtwlmbh istihéurn linked to one or
custggjan S _assi efore t he va

more g L0l LA ETHE Baes™ gi° TRE BRI APHOER sty to

multipR¥:a$8 a0 8B d B8mGAE SeIdiARdaybd §Haféd%ﬂl @k ofl@B&ase(s) to which
manag enent, cust odi an I’mnagel’rent or data I’mnagjel’rent

the cusmdeﬁnel\s a9signed U Shereiate he VAHSRTRIPERSESs anf QOTBBITIeIsOb ecpdosronic
dlscov{[?é%st@gllo@ﬁma DG r&%@%ﬁgl o of"c&%frﬁaxéggﬁg,vcs%%&{ah' y

et wee the arious datastores to
managemergeniatt mafagéthentoviad avén thbeght cases, custhdsane)madycollected data may

ol be RGN e B T ST PR Ee e R Risres oo

managbiiént o RS Bfalliele¢abhit AikcotdiPpidaessi ed
Di rectory/ cust odi an database 122 houses i nformati on
Um92helatéﬂﬁiﬂégkﬂﬂl potential custodians within the

[00g31eNt er Riit ?eg@ﬂl%ﬁ EH&O(#IQI?&I%&%&C% §¢cor %&?ﬁ@%ﬁ%@f@?ﬁe&%ﬁts of the

store data e i nformation store
presenOinvetioos the VaHiade)iréctry/oaktodiar databpss 132chwuags inlosngtingnlating to

all pot%ngi%{)ﬂlsg)g@% gféthflﬁrlﬁ? Sﬁg‘%’gg%%l &Bgﬂ)ﬁ w%?:get th chlgocqa ians store data.

The inRRARMERored id the URificdTREdciRy 1 2B Al wmﬂ&tfoﬂ Dpaatit 04t custodian, for
domai n, emnil addresses, network user _identificatio

exampkg:e];hgcgﬂgpd% SEnerRosiionditnan setoneces [epicrd? RniguerugRer 7 for each
emplofle W @f%en %ﬂ%tﬁmeﬁ’t‘ﬁk&{wnaﬂbmélﬂ Gl dMreshRr Rfhvork user

ives an work history, related persons
identificatinrh pasonahmagémﬁ) w@maﬂ:@rﬂf aclvosk storage detierstused by thad

custod@nslgglt g E} tels %{1 L gat S, W%I‘kr l%lstg}éﬁ ot pérgo%s {(such as

unman res rces
managbxd,aﬁﬁmﬁmaﬁber@rahbﬁﬁﬁlal&m)l, ﬁm.tEarfy(n‘th@ atfbrmativh oliht aky bieitelevant to the

. some enbodi ment the Unifi rectory 122 y be .
dlSCOVWg)é?ﬁG%‘..‘e(ﬁd &Eﬁ@u@ﬁ‘é@?ﬂm‘éﬁ% 1‘?%‘%‘?5?15 é )¥ GRAHT 19 Faé’f‘cl?‘ ppfodian, in
some etfbolilientd) HRTRELPDik&bAL 12D gnatyq)erlﬁﬁ\élﬁﬁﬁ k8l i1€%human resources

Directory 122 is generated iS mul ti-step process
identiftenatllief (e infosmatidntrelating i @atU il RiieptorytlRS disgeperated is a

multi- sit%) e&%{:esy hggutgl%eg YalHple éﬂ%ﬁl%’tﬁg EﬁJlme&ngg(ﬁ]ldgnT %ﬁ%m

ronlc di'sc nmanagenent ser
informeddrabase server 120 may interface with the conputer

dat abgses of .th uman. r esour ces co uter s
100941 e orREFRPEE oA EURyia oV Ho GRARRETBR: s L RO Riffeoase
server "1%91‘91{/ RS LR LAMARE Sohpit@ dafi®addd bof R thumh F&6@EYcokmbliter systems
I n sone enbodi nents, the el ectronic discovery

of the grierageate Py &e\y@fpm_[q@nlfgyn gledyman resources databases into the Unified

Directory 122. In some embodiments, the electronic discovery management server 110 may also
reach out to a network directory, such as Windows Active Directory, to identify network

resources related to particular custodians and integrate this information into the custodian entries
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reach out to a network directory, such as W ndows
Active Directory, to identify network resources
related to particular custodians and integrate this
information into the custodian entries 25 including
the copi ed human resources information. Information
for the Unified Directory 122 may al so be obtai ned

fromthe nanagers of the informtion technolo?
including thsopiedihugan resperses infaserpier Jafampéanion dedinifipgPirectory 122
may alS§ bhd bﬁt&né’cpfrﬁﬂ%é m%%@fé’gf%é‘ ﬁforﬁ%&ﬂ%%ﬁggg REWHRK Y Hbse
the vari ous rvers o e enterprise.
individoalstrésponsdple forl snttlag dp eineil at@unistfer cemoriigns aufdonamgmgnhe yarious
file SE:IIV?]IS 8?@)& e?"]pns(ﬁ:i € ﬁtiﬁe%%g]f'eabo‘ﬁgﬁmgg? 6e?nevir2g2m?o§'ma é?{e]fl at{lcélalanners

descnﬁeﬁrabb@ ireqoplel c@roldmtd, Brifbingdtiod @dthe N fidd Diggharyed? Bysenerated
e electroni¢ ov ry mana nt seryver 110. In
throug{a ap Rlicéﬁ‘Pférlmuﬁ‘FFeg cAH s clegrogielior sy FiagpgaRengserver
|
0. A G o, 0GR i
112, angcamapiing appbicaticat i drarerovided: be deployed by the
el ectr. r n
(00951 ot | glglr & go o§ carglélgldg%P ?112% g%m‘ﬁ% r?%rye% \Ng ﬂ% %)C?%mc discovery
managSmart sewen! Kf andtiheongighed i raerl mercemnahwaﬁmpnmebﬂc 1020scan each of
and transnjt to the database serve 20 |dent|%%kn
the enterprise peisqngheoppytars Lok And Basrike the S vt ﬁ%@ﬁ@
1nform§ﬂ§h éb%u?éh@ﬁ 88Biputd Such dsicShpQier Rdrhe andPfalidRSs, and'£lid S A
denogr aphi cs i nformati on, {or net wor k user
profilep,dacluding demogsaphicssnfoemaliand (aninetwork nedh idsofification) associated with
[
each céﬁ %1? r{g&g}p %dtlc dﬁfﬁ%ﬁrﬂ E%%H%ﬂ[%ﬁlte u%ﬁlg gca?.{%ﬁg i)éhcap%l}] 112 may
be run dna;lmlmtmmahmgm dansgeoat se?cﬂd&) 110.tBe callcbémt seover $20,\08 tmother

e 35 BB LSOO CB SRR

applicidR 1112 & fuRRerkbafipfed 14itbRITY Gﬁi‘frhrﬁ;ﬁﬁﬁg tRcQak MG defdér #MPthe most
transmt to the database server 120 the nobst recent

recent daie anciiare i Yiche pariicalar profite wasclopgad gsrte fhe reaching. (Whgged
L
server 12(Duses He pﬂeﬂila efemnatmer which 12§ indeds seheaiprsef idérdifications, to link

nf.or mati on i C i nclud, ver al
thepartigt CprmefiF o cErlafr o Mt PR nsintad wit those wer
identificBorsU The ditahiie kétvérn20didyf d190kebdrll @CE4RN YustdBans 606} AltBUnified
with those user identifications. The dat abase server

Directary d 2% lat §lalert%%ﬁrwqt¢¥ Ve aReaserst ydhaerstodéam: aspording fedhe profile

o] B QAR s LBl ol D R OHB Y i

applicatidhdrlﬁuttlnmhely pemesates 4 kel olﬁpersdfrml pom;ﬁutd:re u@dé:ymadgcustodmn and this
. ti 12... Thus, th

ist ma R pr<EE 1510 G55 YeRu el et a FaBERO pifbugpodian' ocal

machifRfy) $onalalicalypydiensddsgdetail belaeh custodi an, and this
may be resented to the e-di scovery manager when

l'ist
[009615, col I1Baes0HES Wi sofae Sutbadiments o€ e myaalioR g @ppniag application
114 is béHeighdird 8wl 8% ShfiSSHen hawdpt fid mﬁeéx%e[&@aﬁérpﬁe file

accordance wth sone enbodi ments of the I nvention,
servermEypending pp thieomtringumication network 102 to locate and identify the path of any

personal network storage area on each server. As used herein, a personal network storage area is
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114 is configured to craw the conmuni cation network
102 and exam ne the enterprise file servers 150
residing on the communication network 102 to | ocate
and identify the path of any personal network storage
area on each server. As used herein, a personal
net wor k storage area is 26 a netvvork storage area
agsoci ated with asLtE) a‘g% gatafromor
anetw Y88 ERassRFiqted wi g Se% ‘Mﬁa olrager sriesdaipdy it
PersondEndtRofkMorhg ditRmd)IeR fHe 1650 bARRWIR G GESE RWickOhIBIRrs or other
or other resources within a network storage device
resouregs (vithirya pework Séwmaqjda:vcﬂer@ed auytberefeaed o herdatiyr fouelpotyauirposes
« S r nt
Ho?}?gpgn%ge zﬁ%%gagn ?0?{; 8%! %Eﬁﬂne%%ﬁ% rﬁ#&:m%nrgﬁgﬁéat 04%4 may be
run oneheeﬂemmloailmosﬁ'gvmnygdmamﬂﬂ 0 sb¢ vellectldsertdn €30, or another

coll ection. server 1 anot her .. serv in t
server GE{ T RIS T WIRNUZ 0 SHHF Sahngieasas i aRibne plcation 114

is a WHEBWS BGvid®Mat Katheatled Istexcodte %r%@ﬂ@s\é’%f ?ﬁh&dv%es&l@@ﬂed ”Fask As
schedul ed to execute through use of Wndows Schedul ed

the mappigg applicatioth bl 4rspipls e eoppnunieation metrprk £97% ¥ is coufigured to examine
cach ARAHIP Rl ARG e dtRerlct 136 B! T P B o
mthmllﬁiplmhhtyp}ftsh'velfs lamyhaln&mnkelyudmaﬁes Badfomefipabd, Mntshige

embodﬁggrég i g%)féquaepr 1&2{ 2 :rﬁﬁ 152% g‘ll’ﬁg ﬁc?SIPtlérﬁ geﬁg&gg nt Iff lé see?’vers
150 byasdihia g bhdieviebdng the ARBI I8 RGatIDsc@¥dR lafd 8vAing the paths of each
enterprise file servers 150 bé@obt ai ni ng and
network s{rags asep thereingincb@ingripldsrsgnd ethenstermey é@\n@ﬁs @nd resources.
7eval u %'a{het i r I
[009 ]t her e f\gitﬂ & ¢l ud ?%Bﬁg?% eggﬁgﬂ%nget her lg??%‘%fg% edgg{v}?(g%%smce’
accordangdo semo annb@tﬁme{l@,aﬁc? plawmg] ap@gatich 1ld is denfigufeditogtibze

cons R Y SR B R SRR B s

paths oF hétwosk et gwa@dnm th ¢ﬂt¢rpﬁse 118 BMOB 1190 &lat MAMIBEn indicator,
techni ques for paths_in the communjcation network 102
based qrythe gemtentignal hysa terhniqycsy fhah e artieuls Ypege aspeasgociated with
those piHs Qk@a&g@e@ﬂ‘fdﬁ{seﬁ by Bnlly lch&uSer MAaSe t}él%fc;rg' Pﬁ)lﬂe@ﬁiclég eman
I ndi cat or ased on the conventional nam
accord@l@@hmﬂm@e@ emﬁmdnnetrh@eofﬁm niventloay each asagé tlaroeamlumcataon network
102 is %s%f@% %t a%qea\’\f one uﬁft(:fh §n§1f1tc%téor11 and | fy os%élgéztgeggg geﬂmpﬁ are%e Mdicators

one US

that thampmﬂgmp;ﬂlcwdrhl Ionemerhe cakithin pathdhérndentfy@a HomeSpaces.
each yser qof, the communi cation network 102 is
In Suchagg*i’%%aﬂ% dt 1 the cop¥entigh dhag therpathgof Hopes pades An Hisgommywication

network 9P xﬂdﬂﬁfétthé 1Rt LORSdeAlifodildn. U?l(*hé: 611119{ Pnd! s Jf Rfared network
nmappi ng appl i cation 114 attenpts to locate within

storagepaedsslontos melude psdrfiganti§cations Shherefore, thermappiiy apphcatlon 114 may

explor %l e‘ggrgés dof nea%l'héee%re& %itll}ﬁn t@é?ﬂl&élgy of {}: %{%eﬂgﬁt ﬁ%c]h l})&@ in tum,

and makha de&emmtlus &Y toivitetter bif matheopath Moludbea gdchRlenti@dadon.

[0098] pat hs qPar ed work sto e areas do .ngt inglude

ser 1t i detsrminen shal thomadh e lyEs the Hesisalsghipdicator, for example, &

user 1dé&ﬂﬁic‘aﬁ&§ R mdpindBplicRioR! 194 s édﬁﬁgﬂﬁ‘eﬂ ?&f)(%'itix%ﬁ/ 1@Entﬁ'§‘% particular
server within the plurality of sérvers, evaluate each

networfs storagerfreaidentificd vy thaiathas a&mﬁpmanérﬁ;aasng to thir dethlease server
120 thf%arﬁa}lalilﬂgr 183&&'1&19&1 éﬁg.letﬁe Satﬁl 3fthe 'I—ﬂ)%gslpgéec 3Wh hat information is
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[0098] If it is determned that the path includes the
desi gnated indicator, for exanple, a user
identification, the napping application 114 is
configured to positively identify the particul ar
network storage area identified by that path as a
aneSpace and transmt to the database server 120 t he

rtjc user identification and the path of th
recewaﬁ%%%i%%aswrt RGihs fAtEARRIGTER 178 usts fi wsekidgaiiicgon to link
the partifada AERE: RERY &lstoltd in Eﬁﬁjﬁﬁwﬁﬁ%&o@%ﬂ%s&%%d%ﬁﬁthat user

the user 1dentification to |ink particul ar
identificginrsgn seme emberimeniss thelinapping alom@amm Fliddelalpp pendigored to
recognilz%ﬁb%mgffrirtgs?rrlﬁta&? e d#%%%s@ %%rvgl’; 0 is ccﬂﬁ%#ef fﬁ %ﬁs% Aﬂwact%ﬂeof the
last t1m:eahé HotieBphct vas eeesgd by dueqmmcmi‘aa nsar] for emq)lé hla: Iast time any data
abase server 1 O IS onfl red to house, an
was reqc B 20 BB ot e HaBESiacHe A HEORE R BIEE gdiments, e

mapplﬁ%ﬁﬁ&ﬂfén hy4 i @nRAEkd Me@dgn%eﬁhenfn‘ﬂﬂhﬁé ?Biﬁ!s fap ft(hﬁe st
tine any data was read fromand/or witten to the

networkisiepagsaess: Thdapllactipmparyer 13A coppwreepdbuionBistsame ubrs to determine if
. ' | t 7 €.

duphcelvf\’ﬁg Eﬁtﬁgf ?JHB bI‘l:lﬁs Q%t%éuilg 1?3%@3 S::lgﬁg%%eto? mru?[&)?%%ﬁélr%gtéogs of the

same datae Jhus e proﬁleescannmg @phtsmmn 13D ultinmpely ganepaéshslist of HbineSpaces

sa uset. ne .if Ilctlve entries exi
used bFFAE cHlotib 200 DS A pnes B0 iR ¢ o e e 2
collectféﬁ'o'f@@ﬁét&ﬁ&n QHohﬁspao‘émemﬁaﬁ@d asiscusdell en QAT bdiSw.
scanni n%ﬁg&%l cation 112 ultimately generates a |i st

[009910f Hode to stpging agipt elpassopglosmuteRs andrddpragfipscasivsed by a
{
partlculg:ﬁx R %gc{}l 1R ¥ Qe gg@erzﬁﬁ(gbiglg g e E’&Bﬁ'ﬁg i a?xl{"lzlél dz’md the

Fection a cust paces Is
mappirgsapplisatios § d4 raspectietly) in abedrdance Oh3IOIne Iembadha’hetltsmf tHegpresent

v B e o BT FR G13 EE RSB S 6o s
areas uGRIy At ktdtarl. NQs e htlel, & eldied ﬁ@wal?kmtdrﬁg’ﬁ dr@dis h btk storage

th I t 114 t I
area ww%%”&‘%ﬁ' b g RS or e Hite i Shared network
storagé s rﬁtld E{ tlﬂ-;al%)ﬂ}? @?ﬁ‘e 1 6raéf.2 s B RPFOEH dhl E%Qurces
to sto a i st any S are storage area
within ugtg@rlbgtonag@dmm oud sy bAgefgrs@Uo thereaftcr forclstkapegoses as “Shared

ne rk _stora etvvork st.or area. .
Drives; C M e UPHRET 1R PrluRa RGBS FORRT T Ed Piysimput by the e
dxscova'si Gﬁ@.ﬁgeMahd stofbth@pdth irl the Ubledeirstedrya LK in fladibAGLoRs R @sore

al so be in the formof network storage devices or

custodiipy HEPEn OUERUKEHSaH ddere REFHalyn@saBciembegimggls, once a
particufl b 88 tRNGmIRMidAfok BAROALLDLQ clﬂ%@ﬁe ﬁfrttl?ercoﬁl%tlo% éﬁ'&degé’ the e-

purposes as "Shared Drives." The user interfa
discovéry npopgdr grayeuderteke é@ﬁiemefyath@mubﬁr shargfh aetendriDresaueces that that

N [ Ve TT V&L & the Rath

1nd1v1dh£]l ?ESIQ% &g gltlﬁﬂ %? 8 ﬁg&l 5 I' e QEOSS ﬁl? d%eﬁWOIE(rI’CSOHI‘CBS

This majabeaccou@hﬂd:ﬂ allirsuglhctdiliﬁﬁ‘sﬁtﬁﬂl@ wwithahe paaailifihdividadl, bMuilezing data
enbadj nent s a particul ar

returne dioim ¢ 1 gepbeisr ARG e AU6R e CasHied 3o e ten g Kghown in

the blotlN§iag@h] FIIRN) MpRGRA o tHehartRulaf LRERYcHin Qﬁ’&ﬁss@@ﬁ‘l detail
undertake to |dent|fy the particul ar shared network

below)y ansirbyasilizinga filébrowsingdipplieatian 1 ﬂ@emuh@ on glegtronic discovery
manag& QI%}JE d @Sﬁ%e@¥1@5f5500| ated with those shared
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This may be acconplished through conversations with
the particular individual, by utilizing data returned
fromthe local collection application 132 executed on
col l ection server 130 (shown in the block diagram of
FIG 7) deployed to the particular user's machine (as
di scussed in detail below), and/or by utilizing a
file browsjng application 116 executed on el ectronic
[0010Q]; scoviscprdingginagme cabpdiments pf thegesspigprpentian.thefiledyowsing
applicyii1 03 CRRABLEN e ABOTEY B TRy Tl [ RERE Mer ntefuce
118. Thefilé broweig applization |16 giwes thy ciiseoerylinguagee elpvatehagierity within
through the u interface .. 118 The fil e browsi.n
the corpiyRTm v 07 1 CASE e i amiy il e oy 150
within it do@drhinicativh AbtRvorlt NE2. CWHITRIthic Tk brotvsingtapplidetidd 214 May not allow
access, in alimted manner, the enterprise file
acoess &g s aptalfes stopetl i ot Blscioitom Eallpwh teerdsokerygaanager to
browsé’“ﬁi‘dughttﬁhedilfebio?iepf)% ﬁ?,?sleﬁ%@ 1502108 ﬁiels%d'fm(v&%efl g!:éegg@d by the

access to the actual i

_ es stored on certain
custodiar andrdsterninedhd sussofithetilss.dinsasourdance vithesgore ampodimaniss die e-

. hrough the .directories of. 1h Ile.servers 150,...
cico i Bl Rl e BBl AR oL A SRl B et et e
enterpsesilosiradrs 1 Shthatibt endnbdign hhaisad inahopast. Borfeikiufple, tha custodian

accordance w th sone enbodi nents, %Ef e- diﬁfov ry
may CRREYERIc e PHCPYTY 12R38FE 2 RIGSHEF toldyr garme gpd/gr dnve name on
which B&Eid K k@bed filk€ RGNSl thRbRe EMBodiRIRhAT BE b schldr® manager may
servers 150 that the cuStodi an has used in the past.
have alreadyamdertaiken a {avel eplisetisali papresherythe ohsiedipt amachioe, twherein the local
- dj SEQV- i r .
o BRANERYTRATHEL, Ry ABOK M 8 LSS AT B i
has used dh thao nédnt, the ¢-dissorRey mbinpd MeNbS awirb ef theativalae dyve referenced

nmanager have al ready undert ake | ocal ..
by the lisFy 4Bt FORCRYEER BERaEsH Ak Heg FaRlny i e hrawRa applisatisns] 1§ to
browsd S8 td B PhrticGRl 186 MeRiARSst&Ptht @NddS ?or@uﬁ? W8 hadink hShme

of the network resources that the user of that machine
resemifiimg thes agme piyep by theape identifyeang paitiselgy Bloy creaied i andrgyaccessed

. of i i .

by o L U, B L L RIS g v
including dasibelpngipplto thetisen 116 to browse out to the

articylar _.drive nentioped,,.scan the faol ders,f an
(0010415} g r i HREFLPATER (o SEEAITTIF) TN per i g e pgnually o
automdtRelly $€the UrdREH Dir¥ctaiyy1 2D a4 the GetaBiselsbves 1 201 e@diug dhdWVnified
and/ or accessed by the user, determne the size of

Directenjd 2 pay store irfgnpestion &id ang supedien @nd dmpartigilerap rlgion to the
custod.?%%& alfrbsbfces id_@ﬂ‘ﬂifg%} Qﬁst%ﬂlﬁf&%oﬁﬁ%hglggﬁﬁ H%ﬁlegﬁeﬁ%s, and

1] The retrieved paths of the Drives may
Shared Digves assoaittd dyittethathastodmnu Bh¢hyofdhese docabomtis e pbleytial source of
data St‘tﬁgg Q)L/J Ielchlélgt%ﬂﬁ%,ir % to(r)lr - ?Iéﬁxezlgs{ti%atgcggor%g gc&?%?%%?ﬁs\{gd’ianlizs %iitiated,
the locé@diiatdrm@iontbridd e ClsfiQUDRE tdrgNd2 imayPantdegiddas détBrmine the
relation to the custodian's human resources

particulay stprqseileqafions thatsieed fo hapddirssessivains thsripyrstigaiion/collection. This is
j ; e :
advantHUSBORAE %%ws‘%[‘ﬁ)mﬁ%@aggﬂdé%@tﬁr%ﬁgﬁﬁg%ﬁ&%%ﬁ% Al ather than

custodi an. Eac a pote
relyingsan the e-degsfcovery manager to manually input the targeted machines and file servers at

the time of collection.
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data stored by the custodian, and once an

i nvestigation or collection of a custodian is
initiated, the location information stored in the
Unified Directory 122 may be accessed to determ ne the
particul ar storage | ocations that need to be addressed
during the investigation/collection. This is

advant ageous as it allows a conpl et iﬁg@autom&t ed

[00102] nvest 1t goviddpr reded el the Hnjfied Qitcstory Ay baieegulaglgoyi ng
coninfi 54 KRB0 RATERY ] oL BB berin
More pacicubely] tha cle2@orfi©OtAREry marsigantnd sbrwenbitlanayt teatonfipered to

Unified.Directory,.122 may be re ar | .. .
automaily st F% SRELE e Fesaweon G atcs B petivgRirssiory and any
other rél&vangsdul&s ARBN hCiatdr@agorriRsiiol ildetoféd or listdDisewell as deploy the

particularly, the electronic discover manaqerrent

profile segnping applicafiany 1 bkanddhe mgnpiag aprlicaien bifa el regiipy scheduled

intervak‘? tﬁ[llce%/agvgg,t I%thfef #h h&%cﬂéﬁ 'Pﬁtﬁ@ﬁﬂ% Pz‘&g ?roglar}l@ Qm d%‘g‘.mllqrces
ctive Directory and any other relevant sources, suc

such asthe hwhen reagurees datbhses)|thgsysthinr it oay esconfighied sech that the database

server Qﬁdd{stcﬁlithﬁg | }9 ﬁ']éﬁt:rggmg% fl;hls ﬁat%%i@rggs%f:lggﬁ* t;lg ?{,}ijf?e% I}i:lLe%tory 122
is updatsdia gt fiche ds flcRdatplvBhinAhd @taduidse blyange.alh@ihet M@&Ance, each of the
eriodically retrieving data fromthe various data

RE cal . . )
feeds of nfpropasion dnje theddnifipd DRirary 2ddbiseelady yadaighiosgsure fgt the data in
the Unﬁ‘)éﬁt[ﬁfgcﬂo%lm chefionfigured such that the database

X ]

server I's continuously interfacing with the data
[001033 our cds seue tmbdibmenthdhd itihaselsediar d 20 oropnfiggred puch that all

.. .updated in real -ti.ne. as the .2 W I hin dat
histor i Sl 4 8o B L el b P Rl sspecs
identifRf in tlﬁé Qllhﬁ&ﬁiﬂgfhcfdgﬁ 021, hHldslmﬁérﬁtﬂe Beﬁ@@% iafoymatzeh mﬁ) the Unified
. reqularly updated to ensure that the datg in t
Directagil¢7 &% upfsted p e eyt data telgfing o th f@@ﬁm% ﬁﬁ%ﬁi the database
server €9PRdb & tolsPfe AAtha DRARRATSIFMRIry 12DiHe et Mfal BHBRY relevant
such that all historical data relating to a custodi an
metadats inlstieg) forrexprplat the timeqant idate of thetcbangenaswellaamaintain a record of

resour.ces, . i tifi [ ual &= ed D
the ol RS {3 s IEE el g el MM 8 TR DHiepy 12, For
examplal frﬁtﬁé ovent &Ed%r(iﬂle ?]aapﬁha% aﬂplidgﬁoﬁ EPA igmﬁiﬁg:s dakw pesbadlicogputer

.to the custgodia as anged, the database . server 12
associafed Wi PRSI 19 0F BF Eheimerspd C@ﬁlpﬁe@&smcrﬁé@twe@ifﬁstogan
previoﬁéi‘yeis%%rgﬁéff RleRiNGbda i daRb8aBver TRY 8 &t Brurdd6 lstéed MAhe Unified

for exanple, the tinme and date of the change, as well
Directery 132 thetinformationdpneagh pmputes ap well gaingdicgtionsiagfo when the new

" _ b . o i

compal sy D B P kS 1 v
the cussabanprofileayfhin thatlimfiedDdtabade 22 ap ncdudeaiipenyod tieel personal

conputer = assogj ated with a.custodi an and gne.of the . .
compufsdy BA LY e attens SueUEIRteR Ty R (i 20 Riginie of Vestigation
or colliRY oPihe!cYstb&amo | onger identified, the database

server 120 is configured to store in the Unified

[001040 r ectQneyfeadaf ipfgamatingpriedhe bniffed Ditestony E&hwhich is pagiicularly
Y : M ‘

s TRy RN SR e M O 5 10, v

the feel ofi gforniation fiofri thel huhan tdsdwcasadatabases to the Unified Directory 122

includes a change as to employment status of a particular custodian, the electronic discovery

30



the custodian profile within the Unified Database 122

may include a history of the personal conputers used

by the custodian. Such information nmay be rel evant at

the tinme of investigation or collection of the

custodi an. [00104] One feed of information into the

Unified Directory 122 which is particularly relevant

to el ectronic discovery is enploynent status. )
managapedsgiva! 1ds senfizusadie droreniea! e\&i;erge ang pogshdyypegform particular
funCtl({Hg Er?fe%@ Phé[‘:(:ntt gsfﬁkélggaif}u 1 E\?ﬁgﬂa CE arﬁg&e ﬁg@é@&ﬂeﬁ ﬁl&@tory 122
that the epploymenttstaisatf laspanfcuhr pwtdﬁdlmlnhanges tstoalitiva to tehminated, the

elecﬁog%:r{ﬁ%craofprlg gaa%%gs’e?lge\égﬁ%ng Ha cO gﬁrgé tosﬁ i 1 eftger the custodian is

asmgn&ﬂbfaﬁ? QAR hiaGl, aid, if saNEl @RS tid tHeASH SREal mMHg@r or contact for the
specitically, in the event it is recorded in th

case OIRAHGr @B CROpyEe epymumioationiefifiipgthe mﬂnaw@ﬁtheﬁlm%edoﬁtatas and

mqumﬂgﬁg foGl R C?r %%Qﬁ ?r";v&.ﬁ@ﬁﬂ@ fhe & RRAGE ¥R diaf’ s data collected. In the
termnate ctronic |scovery manag

event the mapaget fk@pmls cuoﬂublaﬁlrmeﬁvt dheld eatromicriBsonkety hmnagdm@nt server 110

. ust odi a SSi t 0. an ase or matt

s confG Pailient B PSR iR Naf SRS iagie Ginesditappventon

Theretf)ﬁf theRk@stodia® e dth niiHe@dvaiitagebaty Edlikted ARG aE:St@LBtlon or
notlfﬁ}ng t he manager of the term nated, status and

unavaifahyijy thahgpudbg ¢p be lermanagighagiemagiahy 1 ptier guphodiments, the
electro'ilﬁ:rdﬁcg%rg e b %Pve? 9 @'h?ay%'t L&hhgdcatt G/lthtﬁﬁ‘e m&YARBE and may
he manafer responds in the affirmative,
automaticeldy nmmt@ccdlesm@o;a reqmghigagethasgsrin empkmlent giatus.
0010Sjonfl to automatically initiate the various
olle processes of the present invention.

[00106Ther efwitk regﬁhﬁo@ﬂ&lrﬁﬂia@ﬂnént@%o@sﬁﬂ)&b@r&lﬂg &ﬂﬁoﬁlmnlﬁid)knents a
case mp it TEBAIZEY B b By RGO WA et mentaed T1S. s
regardpéhE BIARbLV € nhnaded nf Qﬁfcr ﬁf@ﬂl‘é'u@&%@ﬁa&hﬁ 8 cBhAf L8 dtion about a

|scovery mana emen server 110 may not conmuni cate
particuldrthaticher ¢rah audy asarrdsmgme andtasmambersp short desetiptian of the

e 5, FEAEOHBED BB DR 03" 95 B BTN e cenc,

managEBRAgertai fop learsted, e dadioiddals gnviobred Meenmmcaem magter

ase m be. nitialized by the e-discovery
rather {bap feAToRsst, Hse Hesrdinioy epviiunaear) Susipiiann ple. The giFgonis fiscovery
manag@m@ﬁtss%ﬁ?élef 30 HRONERIcd B Yt R infdMnRtidd iR thS&ise HathIRIsé 32in the
18 certain informati on about a articular matter or

databamver d2%ehThescase datalmse hifeis ganfigiredigiiouse this 1gﬁqmaqtlon such that all
[
mfonn%ﬁgr? fe%a?t%k ;rﬂl%lggrurggf?etrto? %439 ‘ri'ssrfélat Mﬁﬁﬁ‘ lthé; ggé’] t Hg?e{: %234eand a
user cdanQisb ﬁleoxsmem)‘face mnagmv\sa profibooftthe tosttérar cadeenciedihgall the
In%ﬁ , individuals involved in the substance of the
informglion-or  rather than the process, |ike the e-discovery
[00107TBNag&hice thd ahi@Fiafdor cRt Gas @éﬁ fliflfed QR 6 dIit &Py RaNager may
managenent server 110 is configured to store this
add cupidigniigrthomaiter of hesee 4 orpperabeiiments 4he pleqtonic dgroxerise
manag%ﬁé%t:s'é?%llz gl{)l 11? fdotﬁ %gldj ?Eﬁt@ﬁ)étg él.las:tfﬁiléilg Be & Qiﬂﬁl%‘;na&@r or case at
one time. In this regard, the e-discovery manager may use the user interface 118 to enter in

identifying information about the custodians. The identifying information for each custodian
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information relating to a particular matter or case is
related wthin the case database 124 and a user can
use the user interface 118 to view a profile of the
matter or case including all the information. [00107]
Once the matter and/or case has been initialized, the
e-di scovery manager may add custodians to the matter
or. case some enbodi ments, the electronlc di scovery

does nﬁ%@é%wp the papesy LYRS OF T Sx @Bl lRman beerierad fsopg gustodian, an

email S840 Fh:AMShEL aRecBidtBh&r RLifEatBh f53R6thet, an@®RRuthhlResodrbes
this regard, the e-discovery nmanager may use the user

ldentlﬁmtf@raﬁla r. 11183 user igterfage 118 is cordigurddyip n@elvnﬂlmlﬁmufmng information
in dlffé}lg l'ﬁl% tgfeag H%egglfggg% &E? e%)g'\r:éeenE ﬁ;ugél gnf O{H&B]% Iél?érecewed The

electr(m}qxhscoﬁeny reatapggrhent sﬁvﬁ&rte ineynfigared nd edeabe Pt iBMEmation to search
dlan 25 &ﬁg addr ess,_f or _anot her net wor k
the Uniies Dirgslary 127 inhr drtabase SefMet Ao defRinine which fustedians e s

assocﬂt@’@ﬁﬁthftﬂeeihpﬁt%foﬁﬁﬁioﬂe i) th-EQﬁséJogfearhuh%%sfoafé@s Bt} being entered,
configured to receive the identifying information ﬁ

only opg gystadéamtin iheddnified Pasclaepl@ddnnpasonichhenthghethand, in the case
[ e ed. The

of  naftE¥¥ode Kk 88, M GETBI ARSTRISRE T 1 0%,

[00108Fonf i gﬂreeadiectmnmsieschy trramgemenf srvantl l @fieoseachinghhe Uhiied

. Unified rector 2 i.n. the, dat abase server 120 to
Dircotgy, 127 3 mpewdéa}if%a ofanation, s seuigmred fe&r%mtﬁgwgh the user
interfab& PLE a 1iftloP AIMBEdt @ ans hlﬁht@lﬁ‘&g e %ﬂ)u@ {deptifHFRRfHARIN CIE ﬁle event

identifier being entered onl one custodian in

only oummﬁicwamt@@%%y apagicalgy sl alm‘mdéwfym nnﬂagnatomethe electromc
el |

dlSCOV aty fa grkgc-r:ahﬁélﬂ ﬁg@@i@ 0 6{9 Ir:roarﬁibgﬂpeﬁq% m E%tl%‘lg%é %9[ t?é%ﬂs[odpane[o be added

to the chise oomettyr. Khrtheethertand cinvier evbﬁomoafthmomemtc}hwmglotdtai for a

particqit s S ideRh Ml in i Bt ey e lBiple mite R A brescated

togethértb eief @@1@001/&1?7 rAarla&t thidbigite ysHSIhR NS STHRH GlHRd sbMat the e-
i nput identifying information. In the event only one

dlSCOVﬁ%(tl%ﬁlaaﬁs}mwé fayigvethe mytiple slafrtqdlérupraﬁ@ essogiptefl ith the matches to
determdinfEAE bor¥dcP Bus i RS g&nd bk Q K6 it cj:%l% & miltes CRYV (ﬁ')'i.l?/ so, the e-
managenent server 110 1s COﬂ |gure to automati %
discovemny] mg@mnamslddi thmother in&radtientin thepiofitescaisk asnorporate title,
work l%a{tlgﬂ, assom dgcgltstgtggﬁé repca ré%’ﬁlé !ru{q-P%‘?ﬁ%é’P a5 nt fcg?n tﬁﬁ 6 El?scovery manager
as to wheeet thk Y(bda@dIcﬁit&ﬂlmﬁiisltﬁ)&’londlh%ﬁdédﬁ €r H&&dlkd@k/@'yﬁﬁnﬁé’&%wen
presented fogether to the e-discovery_ nmanager

select i?lﬁ COmEMH chtidigsior Sqditien odbecape or miier A Redfirguihetrdk custpdians

] tA 5
sl EGHRI 1 IAEREnINS! Y APl B,y

custodigatie A gRsser nlagcioveleet linking adickating Heetcustodigh prd@e mdbetified
Direct(?}r'g 1bh ?o £2338ser Lt Srtfilfhg tcﬁ{a?)g eﬁl?o‘r the e- discovery

er -y CONg: mation in the

[00109r of i IABfS:ochn,gﬁb safic @Mbpdinhs, ipdnl Rding\wastkdibaaa tairgdter, the
asspci at ed cust odi ans, etc. Sych information can

electropigy %v?rﬁga@a%ﬁ%wg 118 iagpmiigured tq igitifthp pnsnygsion of
preservya@6A hegkes dad QQ{/@@ té BelhQoMAts. TSI ALHd, FRGerfatHnSOAVE Hd

manager nay t hen
surveys relevant to the particular case or matter are stored in or linked to the case profile in the

case database 124. Transmission of the preservation notices and surveys to custodians added to
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sel ect the correct custodian for addition to the case

or matter and confirmthat all custodians selected

may be added to the case or matter. According to sone

enbodi nents, "adding" a custodian to a case or matter

i nvol ves linking correlating the custodian profile in

the Unified Directory 122 to the case or matter in

the Case database 124. [00109] According to sone
the casg grydicfuiomatedy i sxaaalpere gy deipaesst ingrustipny Wighin thefase profile

. . r r . i

that calf R LR i S g TBRGR D 13D Finchda bticular preservation
notice pnesevayat a particolar das oaite stwpoayaspartoculdn riggesng dveah such as a

¢ dthibs' re S"dqb reservg}tgl Ocﬁ noti ces and survegs

custodjan bging afdqd 10 fhc.case oF e T UFCOt sy dNBPETHARP PRy §3usT &

preservafioR hotided kedlsureeys hebEagRmitt«d iTh Sorhdethbelimes ahélabamae
124. Transm ssion of the preservation notices and

discoverypanpgemeit sereerdd P aneonfigmed te Bansmit the pregeryatipgyngtices and surveys
vin SRS kYRR WG (EBYy BE0RE S Blo st iy
are tragsngtied torvustodipsciogaher, asimngsmony meybe died tol@oteghary enepmgservation

. _agparticular preseryation otice and survey .at,.a .
notlce.pg\ﬁ-jfzp gﬁpi?tﬂax)a?e Qs fa'd survey, ﬂwg SUIVEY 6‘%\5P?Iilsg a5 rg¥elved by the electronic
discovéryingi@agénng:t exeat1103ué blofd i relStlonito theavlebait Dgstadiatenh th®case

the case r the e-dLscovery nager . may manual |y

profiledn thecara firtabpiceledy FATTEMmLHicACoRly diispyay Sapagagent server 110
may bd RS Hel k& Sorel M FAPHRIRAUWLSBM Rceil MENThESATRNESonse in the
di scovery managenment server 110 is configured to
Unified Pastaitt | 221n theraustedipatsippefilaot i ces and surveys via a
tandayd email function. The e 1i ; .
[001 l(ﬁ he p ?{ecs(’sgrr%\% tlo OSP]HIR %{*ﬁ'bg@glegﬁtﬁa%# ﬁ\é@ﬁ?ﬁsgéyofgar %'Ese?‘gaugl? notice and
surveytt aesdtbdiig dnd eachudireghoading r3geisbas tracked ivthe rélavaneyasapyofile in
be tjed re than gne preservation natice. n a
the case(@giab%ﬁeéﬁg-r Lhs ety ISFOXER RAFAB AL §er‘;}0r%@'p3m§@ Gogfigured
to tran§R RInYiRgerRtib AT RESMEEADkife sulte§s AERLY retBDRDRTIBRN L predefined
~ server 110 and stored in relation to the rel evant
period efiimgdTha clepiremiediseayery prisgpmentisprvehil Oonayeal ghalbetsnbigured to
. : | N ® .
schodrffimindl RTH Sy oohll G O8 pln A B TR GRENBAL memory
of theipdwty tmpr.esisfrvd ﬂIeg/daIummmq;eftaiﬁmgim tHehmattear Itespmemﬂxodsmentm once a
preser‘%agg]i Eéjt]ri]éef,_{]ég g?% s{qgtcttp 3&%31 %%ﬁﬂ%%lpwe Cmuczéigcglg%% n?an%égnflénlt (s?érver 110
may utdeR B o pSdvent My raineRS T YéitdsRing B0tHeGastadiah’ s peiisMeY coimier(s) by
custodi an, and each correspondi ng response, is tracked
transmjtiing prealed PEPERreseRgoRAicE Lethe gnicmyise’s afermptioatepdaology
manaelie 138, SLSEHERL, PSRN TRISRRTRA GE0MERY ML o nom
the coll&ktioreprposss.e Fot exatiple, sui suewey mayeingate asdo eihaektwotkistarage devices

redef i ne eriod of tinme. The electronic disgover
the e Pen BP0 o e G Be SRR 1§ R S5y may
informIBO QM $FIRaRd Privedtd e Sudt@liRepBEMin ik Ukift@DaBsset102 that
refresh the custodi ans' nenory of their

peri odi cal | )
may bejyned 1atey lﬂﬁ@ieéﬂﬁ?’é files/docunents pertaining to the
[0011 lﬁgt te rAﬁgbéBh%g@%oﬁ%%bMH%’of ent iﬂ(/&ﬁi%f‘l,vtﬂg bQikcovery

tice ha en sent to a custodi an, the electronic
manageli Isapvidizg thewmsymbefice $ 6% tperdd hit@chments, notes, tasks, and search terms to a

case or matter. In some embodiments, the contacts/managers for a case may also access the case
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may undertake to prevent any reimaging or refreshing
of the custodian's personal conputer(s) by
transmtting an alert of the preservation notice to
the enterprise's informati on technol ogy managenent
group. In addition, the survey responses received from
cust odi ans serve to inform the collection process.
For, exanpl e, one survey may inquire as to what network
el

profiledp Hhefgse 4 ystig 2otk WaraT 2ud 8wy aHd Attashments o kesks, and
h Thsans ihh hi ' i

Sﬁncinfgrn1?ﬁgmgg%%??oﬁhggﬁgﬁg?ggwgpive§é§gﬁ?ﬁg§gﬁgﬁﬁgggﬁﬁy“Mh

access(ip tieicpee 4nd cadeananaiéthend applicatiersef tixzeltdiranic dismyvdrpg masagement

I ' i On. ording. to nme ..
server 4,7 Fi el h%oroRlhe aachbiebl, AREPLR! A% 8B BERuvipe pvant
the casewn ageer. Mayome embadimetite, the akks 4 exkadst phitiulad cadtistians must

ttachnmenpts, .nqtes, tasks, and search ter to a case
complls S RE B e sty phBGREHORTS Ve o oMM e A g s notice
to the &uRfod@in€ BREthAPYe BlsR BediS 6886 cdnlfete@SRriRgs Wit dthRiatd e fie

case dat abase 124 using a web browser and may add

functiogs+ Yahrregard fo #trchments, dhkerdiseqnsry maragen or tewantag/manager of the
[ +di manager may not

case, £ E%dgﬂ%ﬁgﬁlers ;{%?tﬁwegictg é%’l s&%&t%ﬁié case and case

[00112X}anag ek tegapitbiticedeheh seroik, the e-didceadry anahgzetl bsiho ¢ase\contacts or

managenent . .server 110. The_subj ect nmatter of the
manag e A A PLEn RSP0 B ose 2ERLS Lo PPbET za'ﬁm frafrgng the collected
data toll 68V rebfonsiv Or FASANAD (HERId8Aying BsSQTE tHREAQM S}t Sthe search
the tasks are tasks that particul ar custodi ans nust

terms widhp (s caseprafiteria adyegtageai g itarastss warsprarahihg seneehing that is to be
, red : i.cq:

e B85 VAT, AR R AN Sulhtag] S R o el e

below.per haps using standard email functions. Wth regard

o attachnents, the e-discov manager, ,.or the C
001300 o R oBr PR 0T R Byt PR whpddecison i
made thatlieis i theolddct B6MeErtiia chiedieRSa aRhAet, It ¢-B8EMEA] mMdsBr may

regard to the search terns, the e-discovery manager oOr

; g9 .
use theyyer imigglace b ta eelsass the Gyiedigay Somdle maderde ieanderd apggase. This
releasettﬁgéé?ﬁh% %§ﬁnﬂf15€nﬁén??f &11%&1%%%@&3%1‘%Hs’%ﬁ?a( GRisBde LR diments,

colTected data to [ocate data responsive or re evant
the ele¢tepnichdiseovelrymhanageméns sereer 119 is banfigasd.to Sow kib gudtditians assigned to
h [ ithin the case profjle is .advant ageous
the ma 0 B o BT ot (BB "B Doy MR SR o
discoverpaemhgds das pletiousle srerl gianpt BEcdaideand Ratha 186 cds8, the electronic
organi zation of the data, as discussed further bel ow

discovery tnapagement svrid 0 ixconbigred ihallavhi BToup of custrdises éa bawelcased
from a iRl aAse MiIB sathedfd SiON is nade that it is tinme to
collect fromcertain custodians in a nmatter, the
[00114¢- di sé¥¥BAy nmanager may use the user interface 118 to
el ea ' from.t ter t he
[00115] 01 o Rt 188 BhOREn AR ANSE (b, WhehdPmanualty by the o
discovarg mmaage wehy behg edddselfromn midttek kea cd¢s ttheltlagifonicdit@veryRystem
ni c di scovery managenent

. SO enbodi nment s the el ectroni, )
1001 %‘E’?@‘é‘iﬂ@%ﬁ?@a%ﬁf’ gt et asie i dafe siag dlaraiios information
stored MSBé UABRA Directory 122. Therefore, the electronic discovery management server 110

accesses the custodian profile of the custodian to be collected in the Unified Directory 122 and

determines, from the information stored therein, the different locations of data storage for the
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the matter to be released to the case at the sane
time. In addition, in instances where the e- discovery
manager has previously created groups of custodi ans
within the case, the electronic discovery nmanagenent
server 110 is configured to allow a group of
custodians to be released froma natter to a case at

ame tinme. [0 4 DA [00115] ! cust aodi
Pamcqi%uﬁe@an rhaeﬁwh[bﬁé % 1oEE PIgRY A0 alzﬂtﬁg? system
100 caR¥ddrB&, ﬁ‘mluﬁin%ci)@i'é%ﬁé{ cORPAYRT erhil BtoRAS REd h@[lw%ﬂ(sﬁgraéé hs,
a matter to case, the electronic discovery system

including dlomeSpanss ﬁ@(hﬁl@ded]@rlmﬂ omatically collect the

[001 ltﬁt"ztr gglf g@u&%ﬂzﬁiﬁ ﬁﬁ: égg Blcpgcg{h%? ;f;etl%ggi fo[lj_ uli §6ﬂ9%01¥%es at least one

personel @atputnisfasdoSaed with tiepousgdizpnthersthe eketrdrid diseoeesmamagement
custodi an praofile of the cust dlan col | ect ed
server | 15 p sty eRols BIFe Ao 90 Besa i oT e, 1q SeERE

dlscovbr@ rhéR s§i 8190 niYaE@icPe theh8lefhint i‘nﬁ&ﬁﬁ‘é ide o QR¥Sridtion,
ta storage for the 34 particular custodian fhat nust

such abéon@éun,l nagieely. adgirpss, elcarand mayyinigplizedepleymienicftei logpd collpgtion
apphc&tgﬁ 1§? ?&rﬁiﬂg olllocQ)lll(e‘&fbn@ 9&5&51%0 rg%ﬂ:‘%t&g E S onal
conpu

ers, “emal | accounts, rage ar eas,
[001 l’n'] ncl u dj‘mgodebmi]spm:e@phmhoﬁhaﬁ edcobfipwed to lbd)dblalcﬁded Fiomethe
tod| I ease

collectl%afs Isgger )or or Ofd fa'& eléxfnt ggﬁt egwérli]( 182 AL YRS tﬁg fr:nterprise personal

compu€STPHL. eTHefeford SHP & patiealaMbdstbdidASthe UschPebldtiont dﬁ)@ﬁcdtﬂaﬁ 132 is
el ectronic dlscovery managenent, server 110

configyyed & witlice theonedineddentifyiag mfp@@ah@n synplisd bwﬁerﬂl%emc discovery
manag%x%gﬂt%r:ﬁ[ﬂel 1 OttB Be QE]?E%{do[B e 1d&itﬁﬁ8‘6ﬁ§t¥dl%§ﬁ%f&§ itAncéglrdﬁl%"to one

may retrieve e rel evant machi ne
embodnmém;thatqcaircoliecstmhpplscadomm213,3 copfiigired 0 becidtomsgicalbt iastalled on

t d t. of I . collecti
e ot Shi bl R TR PRl S e
conﬁgﬁth@%gdn@ra&l fﬁnaﬁs)hot 6084 dth rebitng Qcaik 1602l dte@bé 8the personal
plication 132 is configured to be deployed fromthe

comp% Ilﬁ%cf?li Sl Py BFiNg 8 eoxameaﬁa@kyrﬁérall@éff wﬂlcwomwwh 33fhe Volume
Shado»@@o SErAQ2stheR t éhag%ho? {ifa ?&tagé REh SER eﬁsgﬂﬁlco mputer, and

ters 140. ore, for-a particdlar custodian,
transmtth;epllemﬁihe Gitels Im;rlmdednn ﬂpphanshon to ﬂil61c®1zle¢tmns sawdrilglr Bt t o

wansffb o gl DR T Rl ot b B ISR B e e

compuh’@ tﬁewcﬁi)t@ﬁedtwntabphdaﬁeﬂﬂ]ﬁ a@dnﬁgaiu@l@'l allowe ¢i¥Rubtedian to continue to
Accor di n one errbolgl ment, the |local collectjon

use her;gaghineyy ti‘é’ﬁtaptéald%tﬁ FrgRfedEPm dhedecal gellcHen applicgtion 132 and

even 1ﬂt51§$t%lr1ﬂ1et‘l:16 Qhta sfolR1 JrAhE Rird it Q8HNR RnabsRR 03 Blalata is being
onputer. The |ocal collection application 132 i1s

transnﬁttcritttb]d]e cobentibhgysarest 180 generate a snapshot of the data
[001 1§é[ esi di IIH gdc%ﬁ%rﬁ Eﬁh& ﬁﬁl@‘llon tcf%Ec%%%d %oéeh&e ﬁ’ocalscorlll%étlonl e}pyhcatlon 132

may al&ybé d:(ﬁllﬁlg&rea pqotransain Iﬁmhédlm&basﬁsseﬁ'm 15’1@ b wamlog S &ﬂdﬂbﬁﬁﬂ)&d@d in
the sn??gl?c\g/ Igglgq st %rsg.yht[hs P)Ielgojagj gcﬁ[l:ctzoxlls database:o r,[%? catalioegamg)[] be Ig?erenced by
the collections server 130 in order to determine whether collection is complete and to resume
interrupted collections at the point of interruption. Additionally, in accordance with some

embodiments, the local collection application 132 is configured to compile and transmit to the
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transmt copies of the files included in the snapshot
to the collections server 130. By transmtting the
data fromthe snapshot of the data stored on the hard
drive of the personal conputer, the local collection
application 132 advantageously allows the custodian to
continue to wuse her machine wthout substantia

interference fromthe | ocal. collectjon appl jcation 132
electrogigfliscayesy mappasieat s A 19 Alstpimstvarpreserress thyeseh g,

1nclud1ﬁ? ' ﬂﬁee}éﬁl{pﬁfh ﬁe%ﬂpiﬂbc Btatfhs WAEAtabAclsIh P\ Ger has used or accessed.

ot ‘ansmtted to th ol ections server 130. [00118] In
This ligi@di rqsomneﬂmast Peestérad ot tho databhss @wtreldOamt}we:ustoﬁien s podlle in the

L 132
Unified PircBfly 8. 3R 1GRHS fodsifiag 0 it 3R MRnBAREL BULRRRE B one
embodfrhdre f the hwedech, itk lotdﬁ eolbeepd limihchtﬂ)nbﬁﬁﬁ (‘mﬁ’@uteﬁ td Bempress,

goj n | ect.i taba Thi s cat al og
hash, apdf éﬁ%@’égjﬂwml’c‘ gr f‘ewls?t%eerv?%f)der to

[001199€t er Q&n&@%&ﬂﬁm&@'tﬁ@%&t&&d ﬁs&%&?‘r&{tﬁ g @ht 5QvELY TRy
interrupted col l ections at the inf of Interruption.

utilize Ad@lmput@rmpmlyonng rapplication éh’b@ dmemmo’ﬁt@n teptaoeit msptlection from a

custodfapx% me%ﬁﬂll %; néﬂt?xﬂn%ﬂ% | g%@@%@fl&? lrjo% © Cﬁ%ug X o\r/ géﬁ'onﬁt& the
networlmna gadediernies which df the antetpﬁse pérsoveil mnﬁutexe 440 amlmdn e

user js using, . inclu r et wor Kk
Therefig b pie5H Beiia® Feaniber dohie broicsdelo Tas e e
compufk nfa8SEEplicatidnd 17 iSdonfburles $OMERInIRNBBh &L RIBshel jBins the

t he database server 120 in the custodian's profile’in
networkHE2 (ighi wheadt Mipeas taoihy cqmutem/mtmtm@gamhqabon 117) and inform the

I I e

electroHc%q%m&i {n&ﬂa&h 'élpsf‘eﬁ{/éé rllt?lé gﬁﬁpﬁgﬁ(ﬁhﬁf it a ﬁ%l lg%a'i] golfegtl&p
applicatiopl1B2 ahmediattB2 i s configured to conpress, hash and

root2dfE) ed BieodeltoTin s hunled {rirCBRe bou Hapcs any paths

for Hoﬁllas?@bﬁ&t SHAFHAD1EH 5 GBMEMY cBRGHE ARESveRehiRizerhdft s8B¥%r 110 may
ize a _conmputer nmonitoring application 117 to

undertﬁ@ltt@ eeHaskthaides frasn Hiesehls seryesdiyiinibalizng fhe dilg gerver collection
apphca‘ﬁ%ﬁtl gﬁfj hﬂﬂlg% %hb&ﬁ)n sgll%@r P’a?fé@y Liifer R @Ihoﬂ Nhe ﬁle SeI'VBIi(

icatl I's confi to nonitor the
collectﬁﬂ&ppm*adeﬂy wsicnefiguredtto aocess tie féasavarlosede t@(gn‘adn path,

C ters 140.are._online. n,the event
whetnef APHIE SVe R BB Sl it o s Bt Pnghe fe
server, @8l ke@pRek, hidhCanditbmtiahe Sopd dakd (0 Sheaguillebtivat b&RerllBD. he file

configured to determ_ne when that nachine jaoins the

server grllegipnkappdioation, 184 mayheprogrampisd Rth nreset lﬁét%ﬁﬁwletraﬂow itto
only cdﬁ?l&sorﬁbé?ﬂ; %&@Alh ERleh® rfo}é@np?@ E1dsthQhad &?tameﬂﬂ@ kR,

covery genent server 110 that 1t shou
Alternativielyi, ﬁiemz@r&rhmeﬂ ostrhcteok Irrelgytpmmnt thppld s@aiter gcpilet@@ application 134

If ac
fom oG 024 g Rl sien it AR, it Byspoine
advanth@oud TSP AC&SeBr mONGESH nbY intteStedtih Copyinitexeb@ahle 6ilds ©r source
di scovery managenent server. 110 may. undertake tQq

code, tpbagle. L dom Paodinsy e Gl Fr1eh calel s Sbgacon 1341s also
confighr@ll td génbrtd Wit \&tifral o rIRY NRE reSRlid &5 th@ Birgeted file server. In one

embodiment, the file server collection application 134 may automatically begin the collection

process (copying and transmitting data) if the size estimate falls below a predetermined
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application 134 running on collection server 130 (as
shown in FIG 7). The file server collection
application 134 is configured to access the file
server | ocated at the given path, whether the file
server is a HoneSpace or a Shared Drive, copy the data
residing on the file server, and conpress, hash, and

transmt the copied data to t he col |l ections server
threshald . In Fditien, [ soraeemladimentsdes ﬁbﬁe@prmqllé@tqn@mphmond% is
e t I
conﬁg{ﬂ%d‘l‘,J eﬁé s p\s‘h %r éﬁftﬁ: Fa‘f rf{%lﬁ% eﬂH& gtt 1% Qélfechnggﬁoﬁ affﬂ}évsértfer includes
more thamm‘mkm arhoune sf hdzslinefdve and id therevént ltleat éhetfeldsr does include such

oS, R  RERIS TSl RoAd s B ltn

accord QY ldierért le@BodiedehROthe €ild Rirfer bR tiSX hslshtuns] 33 copted 8l or a
attributes. Either of the foregoing i's advantageous

portion} of the, Eles residinmoned filosrveycated abibe path giiea 41 g relpased custodian’s
AR ce code, for exanple.

pmﬁle%%wone gsﬁg&gltt@n@ﬁ %gﬁécltlﬁﬁs %ﬁ%qggr ver collection

[00121dppl i d&t ceodidvprofilefes @ custoditin g@!eaedd foo cg}mama)tmcladsianemail

mat e..of the files residin et .

adares§ Bl sl gessiyBCon i SikeTrERE ShER s 160 BF <BSirpit Fsgpyery
manag@Bhti seiet DI thafumtRtaidio@OBéd: Gl filys b ithe dnlf@pERl dnfbltdeBRr 160

process (copying and transmtti % data) if the size
by initwdizingihecactiz¢ pyaibeellsgiion gpderiionr] ﬁ'&H“I%O“t I letinms gerveml 30 (as
shownqg?‘ & AN %m%%ﬁﬁo&%ﬁ%’ gi%%t:ﬁve S Jo'lll‘-:@cwiea@gﬁ(f tion 136 is

co ectl on application 1 confl gured eterm ne
configwied tharcess tbtapetrtmudtrd‘vhcmsbﬂamhm séryen witlo theentarpripe femaihserver

a f. ser.ver ,incl udes tha en_a
160 or e e S s e R oA R Ro Pk PER o P Bl Biiomnctudea
in the Uﬁiﬁea QEreSWIZZ) vl ial@niall | &atedth@ Sacliidin ehailsddl@ed by the

such files so as . to av0|d over | oadi ng the server.

custodipadp 8 peedetegaingd astiny afding Brias i fhe callesianfiafesamplgeseven days
prior td tﬂe%oﬁ&“tx\’)ﬁ)' arﬁiq}a!n%ﬁft 'tﬁbo?%’&'e‘n&ﬂ% tPie l-@lft:cﬁ&&' LeAl30.0r a
portion of the files reSiding on a file server |ocated
[00122dt t hengatdhesg pi/idn storageesoresk decstion Gramtwditadatsis heingfollected, or
the par?iagl L ans L gge gcg e tﬁd r[ﬁ% F(ﬁlecf" s s%r\]r%r ?ﬁ%ggéﬂf%%d to store the
data tﬁ;se(velaﬁeﬁe édllrecﬁi:cﬁi s etill bmgb)mggri@theda&tmmﬂg cllraxédrse&atﬂ the
. for an emmil account .on the enterpri mai rver
particulggsolleoien 1t feRftE A AGH? Eﬂ&@@é@@&% fsﬁ@fﬁar@ Hing frem thgppartioular
collectioh? aftPihet B thélfa §4 & ﬂfellﬁ%ttehﬁ Stobdgle @fealneQBrk @@0 for permanent
enferprise émai| server initializin
storage clfurthermaerai the eellactensissrvenpifl ﬁr@mmt@ thelgeogy| @rrl@u@n to the
electro%??bcllgc%trérgt mﬁ?%%e%gc%g%é(lgkf)? 9[81\@%1% ﬂ}e dlgﬁb%s% liv%g%ﬁo it example,
in the &todiah’s profikeiig theddhified Babss 12Adn pelatidnau Iﬂ&rsthed: inderadation about
Exchange server_within the ent rrlseerrml
the Parp b P ROt MBS BEO A B TR a5 P 4 Sollasien, & e server

collectlfdholé\l@ braseebrethd BiRcddlicar BRLdATor e d: a lafer UAG to determine the
nified Directory 122), copy all emmil |ocated there,

origin pﬁ@le defian g\ flerlicidgtachar beascropipditn de lengsieaiserpeg graeaietpork 190, the
collect?cgn“:s‘ (s{gljvglr f?OrI:%gpol%E 't}%%ggﬁmé bf‘ﬁe R Q4 pérﬁnah&ﬁ fb?ege && ﬁ&e%%ﬁ d‘lal data

exanpl e, “seven days” prior to e col
in the $taging dtite 180eandpib nlmdmehmg issdtmmall;]purgd the dita dost the stagmg drive

180, 137

37



[00122] Regardl ess of the storage resource |ocation
fromwhich data is being collected, or the particular
type of data being collected, the collections server
130 is configured to store the data first (while the
collection is still ongoing) in the short-term staging
drlve 180 until the particular collectionis

lete, attach a barcode to the set of data

[00123r]es ul tPreg the dte haseniesad the Inngriermy Hpiage ped Aetwark 90n s not
necs BBy et BT I B 356 Brocppgt bt
is searciwblecmtl isuitablsfor veyiewl BPinvesigsiors sdtatternbgs. deadexample, the files may

be enctBi R T8 Y phB s ol 1oleRRE ot PP WD B J5ee rea

netwolkOI90e XaBR e, actddihl € Sonsd @b RINMEnt) 1 datLmbybé Epicd to the
Uni fied Dat abase 122, inrelation to the store

conversion SERFISES BVl tvherefesepias ofi degivation g standpigiization, E-mﬁwns may
|

be ool 7 A0LPA80aE0) NSl 8 PP EOL N0,

storageama hetwode POfaprd nnaerfremelmberato e dcatssed fhareyigvopuposs.mi n e

he Lgin of the he data ha
001241071 o MG rili@hosy PG &0 b bR Pl BrolBie 89 uspps e
electroﬁﬁ:l dlmife@ﬁﬁana@’n‘iéﬁlt sthfure 0N peSeitieventio)iadghrdihg tdi®me
in permanent_storage.to the ori |naI data in the

embodémstgﬁ ngs dhusided B lin &, Cotin ecHTses ﬁiie?f@ P hergigrnaychy categorized

mthm%ﬁé 8E&st BfanslhRnf, HORBEIEN S @QBﬁﬂk Q()ﬂ) \(ﬁsto&:lgﬂ) maﬁz ement, as
[00123] Once the data has entered

represmtftﬂiagﬁloak é%ﬂ nedm plang@ment, s mrqsmted h}éBk@k aﬁO | $xs dessitlped

above, ftﬁe %}e% dlSCOV $ gStg;lntt} 8? Is l Lk cleél sutcﬁ fla E a%ﬁ&t@%ﬁr&yand data may

proc e I I'S Sear C
be mamged ﬁiﬂbpenﬁart of eid anuthey. Hﬁweeérj tgaﬁedsf stitpaicklah i o e Sategorization

of progespHRGH 1 e%gﬂ?@fs B3 TosChiranah and g ong be h@dqtrgﬂ@f gt

procesSdsQRAAR RELALy RELWAT 6 IR0 thahlRE 8hLESRy. @ﬁéi‘@fopé Q&gnlta the
sone “enbodi ments the data may be copied to

architestyrg el the axstose 1) dllosvsseparate MepgEameat @ calsl@éranwasys, and data,

certaisFE RN 0P e FeR AOAREAAGLHEN 0GOS oFFRE rorRoing.
[0012@ anddriatifiretchrodets thst faitd withindhd east handgengnt @ttdporysik oreatien of a

matter 5 85 p SRS P o6 LOETHOH SAO S o BB i 0. As
descrifell @bo, tiR éﬂh%@eﬁ' B&38P they RfQ\AE KL dRPintdriakbs!$19 @t
|

the electronic scovery managenent structure of the
informgtiersgiput § partierlprgnattes OF easeli SHeh 89A easprBame gl nrhes a shart

descn%dghr'l%ﬂl{ea&lﬁ%g'cg]se % aﬁden‘fl re; %%ﬂ&?ﬁ%@cﬁ?stglg@ gr’ JVJBS QSked for the

ori ze n one

case tu’@r@gm&),rmﬁmagers loe poresesfoe thehyatalr (JCEK izdiQidualsi gtvotlicdim the
ene esent e ck 220 at a

substaffgr i e ERer rier AR E RS W e b AR olkay S DR bed

[001264bov e, It fshtedtRE i aedisn ﬂif&ﬁﬁﬁ@ﬁ ¥% s‘??dféd Siparktidy fromahé eRged
such that cases, custodians and data nmay be managed

informpierepkaTeim for dte BrIs caredine i mpjipiacases. {herrsoyidesdor e elggtronic
dlscov?g'tesgﬁ% 2the ;E@seﬁﬁh@&ﬁ’i%h %@flév%@cal%lgﬂfr %S%ﬁ}e?\ga%fcg b&oliBRd with

ories that is conceptual it shou
one custndiien stayde usdthbin nodtiplaicases.
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processes may be correctly assigned to nore than one
category. Therefore, while the architecture of the
system 100 al |l ows separate managenent of custodi ans,
cases, and data, <certain processes of the present
invention may affect nore than one of the foregoing.
[00125] The first process that falls within the case
managenent category is creation of a matter or case

[00127ds a f Flmadeudioricidiscolery impangavent spayasrld O glordasvhis indermation in the

case deﬁﬁ%%liﬂn %eo&alfab%QeZSer&%? 126j ﬂ;er éapggat Y P4 ﬁ(!?lSCS t{us 11%format10n
e-discovery e ‘user inter

such thhi &1 mﬁfrhﬁtlm rdlamhg Itdimpamnulabmaﬂtera)r pase tid welstairwithih tlercasy database
ase, h as a case nane and/o nu

124 anl dsér; BHEF G BYARSRE OF SENST ease the e B ATE e vigy and e a

profileldfehcRadtick 6r¢36. requester (i.e., who asked for the
case to be opened), nmanagers or contacts for_ the

[00128%nt t e/Theinew: proqeayiithis¢asesmanegernens s the creRiion of sescriakien notices

and s1.11Q/fe?§,st %%cﬁ@tté fk n{a@tﬁh% sﬁo%n?%g % ?ﬁ‘ this Ilehot e%@@ dlscovery

overy nmanag ér
manageiusiy ahraugh thé ummattenﬁawe i1$ S@meegbnmwm@msmmmmhmes or

|nfornat| n allown cust
survey et 8 Ui gpic T oree i Ruloestotd RAREr St oy Btné dase
databa&h mQ:h‘ Gdlﬁérrﬁlﬁs‘%l\z rllrﬁtfa préRrikies abficel dR @Y SlRcatip sldAddEn the database
scalability, er eby evi dence associated with one

server $25todhe ease peofilepel the Brecifie casn ermatier aldsws. Adp V[n@onz@sp

t
s Ei ) LA pERRSR TR B Gl P RR
As desciabclzheec, derordiscol 26 mﬁfagemae:odtattabmag@imfthm sass ntayiuse the

user integ{n?ﬁg Eﬁtlg ?E%H hdlt&ﬁrl] gt %ete?gsnérgs‘%gralétf:r% s%t% lt%ag %gﬂlgggoathe data

harves@ati@hasase. 12 dorad émBodimeiits, thel SdarchRedn s ARAGHImRd to be used with
contact, can use the user interface 118 to view

particulagicpstediansandlior @imatticularhpmeriedratztypes. Thsosvel temﬁ%wﬂl be saved
in the Q8 Yatf¥=0 ?flf’so%ﬁt% IﬁQySﬁe m%g%;ﬂ% td BrddiRd gﬁt%%ﬂ Q8edqh

preservation notlc surveys specific to
conneatigh wath, Sttﬂ:mgshﬂ)msultmg BSMIVZ@A'E& In this regard, t he

[OOl.’ZQ‘ildI SC[%;/ ce%sg%gfa %ﬁ%lngar%lg {n hr thet {' 1S, o g’sﬁz{gfilugg%%g t?%epartlcular
case oxstuﬁtvae}a&o If:ﬂlséwiﬁﬁ]ﬁ ﬂie@aﬁd’lﬁamgémblﬁ uhﬁgor@ﬁ&eieﬁfonm&'ﬂj’y Blﬁcks 208
tored in the case groflle in the case

and 2195 The P 0 v REv1SFE PG ook RAPIEE! OF BaBRRrR PRE RSOt s Miprtace 118

to uplo%H QY &Mncts sﬁﬁ@}ite? hoeeshd dindrhBedak ahaShclu®fp Vidatds%8d Qninders, to
case profile of the specific case or natter at

be storﬁ:d; mﬁbe case peotilg ofithe cesgdie thervaseadptabeset 1 24s Qrige theseattachmenss, notes
and up %t cﬁrh Qﬁ%ﬁn’&lﬁg gb@?&%reg&: V{?l%ng % us&%a&%nﬁlg %gsg&)%%ilg erough

SCr ove he~e-di scover
the uscaramadgee 108. ﬁhﬁﬂﬂtamhmﬂbnﬂﬁﬂﬂ@@bf&@pﬂkhﬁlm@mﬁmﬂmyahS@Kmeﬁes

the user interface 118 to input_individual search
that arg %ﬁl?ﬁg’na? SRR UATRCEIS1AS SHOWR f"e%b?@% 33&139 Iegard, the

electrohﬁrd{@ar@rgj rﬂaﬁa%éﬁ?en@ &3er 110 uEiBFR 2R0RQMiMEBSappliifiot 88 &S mine
terns may imted to be used with jgartlcular

the cosg g’éh@msang arthegvising data, hagedion rasmbisaeleetprdnduding, for example,
numbeg“ chﬁﬁtodl-ragg a?lﬁﬁfl{:gf I{a?\;egéd \%.l!a, dzRe?tyB@s\,/ gfé Finally, case management also

includes a number of tasking and workflow processes that are represented by block 214.
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in the case database 124 so that they may be readily
applied to harvested data and used in connection with
storing the resulting responsive data. [00129] The
processes of entering relevant attachnments, notes and
updates to a particular case or matter also falls
within the case nmanagenent category, as denonstrated
by Bl ocks 208 and 210. The e-di scovery nmanager or a
[0013Qase AMaviagnow o suslodipmapageniand, qepainpEeaessen fadlineawithin e
categox(aﬁbftéﬂktgé’i ﬁé%ﬁ?‘ar@gﬁjo w1080 Wﬁ‘iije t‘ﬂE BRJcedsEd iﬁV@U{ng
at I nc I g updates and rem nders, e store
generation oftbe Uad'@dtﬂlmfctdrya 123 carfamly emdd bqncsttmmedsa astodian s@mnagement,

the prokiies Op ) Ffigy» BEMAE RO Rue By R e BietieSfo fifodians

within tHeEscoBSE apfa@ef orl iRatteRr DG ref@, thS Bist prat @k basstollif. mﬁﬁgement
cost_esti n nodul es of the present invention

includedd ig JIf Bés 8@ ltl?%%ftcuéﬁoélaﬁ%{t"é’g‘@?"? Ptiss, 45 @ in Block 222. As
descrit®R RBORBRle- cﬁ&:%@ t ; on%é%cﬁ%rg{@%e' WReBhQEKc 2% to Lk hRlistodian’s

regard, the covery nmanagenent server
profilefiom t!ﬁUmﬁ@tstemtlZ%gt therpaitionlanggst prodild iorthe ease database 124,

mhus, HEL S50 S 80 PGP0, B g AR B soin

manageieil ey thetraﬁsmbsi@t} (i&l’liieseamﬁdlm hottfes had stesdye th @l.ato’dltang,ais ghown in
es, .etc Fi na , case managenent aJ so . 1ncludes a

Block ‘ﬁﬁ%dthsﬁftss@ﬁﬁlwgoféwdswym 99e8 SRaVR dplogk #26. The

clectrohRRERSEH 8nRYenthPédtvet 140 uf thOQhBRI 1nM?ﬁ1'aﬁ&1 hane étfétodlan s

cust odi anh managenent, certain processes falling wt
profiletipyghe lbaﬁﬁcblaﬂwt@ﬁf 122 40 watisamit ﬂmp@gmr@tmm @tlee(s)tmwsutvny(S) Stored in
t | |n t i.on
the casg Ppcﬁjl %ﬁg ? di a% rﬂgg rﬁ{: gﬁ?é@ﬁé%rétrs s cgec% 11 isused, so
that theadle grfoimztidn aseded Sitoadiha Mnmfbdﬁagﬁm 122 isike msmdmmm
8 |n | ude t es i nvol vi ng

addre%W@%ﬁ@ﬁ%&lﬁ%&%ﬂf el en NeY HAT s grmegsagg daerein, and

when sBE opdHs tief mebddgh, RS sur@gakill be dJi’@seﬁt'eﬁ & hdt! TRE §t§rvéjf may be configured
cust odi an_managenent ‘included in FIG 8 is

such thatiwhen Pe fdls itcanbtbeisuarry i éutameh@élyétanmttpébackég tlmbttabase server
120 fcnl étoé é’&kth@&%e f%%itt%ﬁﬁstﬁé LGS zﬁlb%gr%ﬁi Jhe e-discovery

er may e user |n erface 118 to link a
[0013 1@ u st 0 Mmfaﬁmgpmﬂﬁm bestddimnmaragetoitfis thet pRicessadf| melyasmu&mmans

rticul ar, case profijl.e.in the case dat abase, 124.
from  icF B 558 AR s 26 T4 8 QR PTG Ve ghe et nterfuce
118 to GRFK Bk 3hi®6diant 8 Brofifedo tRAARS SRR i§ bW abikmtAGbAbllection of data.
managenent is the transnission of preservation notices

This mgy, geadiy; witdipsthe ease datebase A4 sinegsths uvipdinms prifideik linkal thegetp. Once
the cus&{?l%tvtan § F&@a@%&%ﬁg{gﬂ%%%e %ﬁar YiEdb%ely! ﬁfé’l?,érg%i\tlz gc%}?er A% may access

In' B ectro
the custralieadeprefitc and nmtmhztl:ﬁllwtlen bhded omﬂntt wrious dﬁtm stn&tgb toeations

R e A T
vt s ot

harvesieR gy atqté%gqt‘hf PP PIONE Wdbebilin Siveciosy (R, Aliamatively, the c-
I
oY SEEASE ok AL By Ry L o M

custodian’s profde.sBigelly, hen@uhmgseanmagement custodian management also includes a

number of tasking and workflow processes that are represented by Block 232.
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when she opens that nessage, the survey will be
presented to her. The survey may be configured such
that when she fills it out, the survey is
automatically transmtted back to the database server
120 for storage in the case profile and the
custodian's profile. [00131] Also falling wthin

cust odi an managenent is the process of releasin

[001324 1 o RS CAIPSSRY it GHiR TSRO FeREreciedkhsSowi 24(h @reaRior sct
f

of procE s pL B BB PR OB PRIAE 1Bkt BB Bt

shownam Btlm;lst |Zé?4 ”lflsesa pwcasses waludd theaolleaioh ef tate froof allkht different storage

t t 124 s {
areas of i r Oy B o BRSBTSt eagiog 1o gtonl
compubdsGy, Ak cﬁi@tddﬁmrs&ieaﬁi‘rﬁ Gordpkclaesds, thouseldatity GHMIE; afd SE/REarcas, as

‘fhnEnt server 110 may access the custodlan S

are deSﬁFlg? &eiandllohithe dafq ipdhepirions stpmge Bisavig copicd rd Wansmted to the
I f

collect%g r@f:eﬁ%r‘rjl e?a@ gzgsde%gﬁtﬁg ;ﬁgﬁettaél £ @édhl ﬁaﬁgculzag 8&1&@H9ﬁ Se’;fﬂélg?t}ognor process.

Upon ma@mtéc yollemamgsewsnw(k data e¢su1m1@ frousya partiowtert Godladtion is

copof SR B0, AR 0L OGRS Bl B ey v

point it i isfor&@iin Dhe' lotg- &*Ih)ﬂl slikﬂa?ge aﬁéd I!tlrt]\lﬁaﬂd 196 |u§ assbdigticerwith & qsgxzﬂ‘fcy

.. ..Jmnager may nmanual |y nake the sane determ nation by

identifyng gg@P dOTFRRARE REPCPIvdS TPIRsERIEY BnBlock 2ot e data thay require

decrypﬁbﬁ‘ 8 été.‘ndaﬁﬁza%ﬁ RuirkRSH tTBBAFAMRNG it ik BRIPH: &N H@Q&Q&ﬂﬁl@tandfor

al so includes a nunber of tasking and worKkf |
otherwiseagehie g thetmext proeess et Sdle mithih dnje BreagkmRdIs th¢@0pymg of the data
T

to the c%oglg%rg@én zj&g: %)@e?ﬁ (ﬁ{l ?(%%BXIy%% a&%o%g?ﬁ%ggt%g ngcfets ary; &, glgogvsn in

Block SM& hDicedid &tmmagmmdtlt Birefuted t@ﬂﬁdﬁ@ﬁﬁn mk@b lafeg network 190
t he. harvesting of data, as shown in Block 242. These

tObeuﬁ?U8é§§@§ i nclude the collection of data fromall the

(001331 T T erQed AR vAdsn ddh 8dagimdt RARd és@éﬂlﬁfon%f%h@ighﬁf‘data sets with
i ncludi ng the custodian's | ocal storage on

partlcuﬁfé isele Abscarchderpnststaredin the ease profilod the caﬁe datebase {24+ brthiggegard,
B85S O P e PO
certamstypnsa)@ data nsd{er éestanmnsmdlan‘rsaﬁatar aximativelgt, deptainsearch terms may be

. collections s ver 13 e rlbed in.detajl .fqr
soplic R Gl RGP Lo opRots 15h GratrLmtFess. BF o bes discovery
managbiRrt séﬁ%ﬂ'%cés@@ tEOtds€ Bl Ae@ANMES thé 3hrctiRtms to be applied, and
resulting froma Eﬁrtlcular collection is tenporari

assocwé%StheaPar tenms WiHbihe baispds afitheiprjorniats data Bts indenig-term storage.
Thus, tﬁQ Eéaﬁ AT et Q8% Wil &%‘E&Eh@& o th @ 4aldih he r@ﬁﬂt@ }vé%t)e héhef'e{t&{ &8 presented

g-ter torage area netwo
to rev1assro o biratalgsis.WFinallyg aswﬁh itei @herinokamagérhepnt ngeglmes,aﬂm mdiagement

oo SR RHEEE3Re bhSRIS P o B 2.

[00134f unct iWis rdferelR t8 RG] S dinteReplal é&@ forin@agihg h@astéeis provided,
searchabl e and/ or otherw se usa so the ne

in accopiagee wathong pmbediment lith pregeat @Vﬁ*ﬂ}%‘g eﬁﬂﬁéﬁﬁr‘ﬁe&eﬂl‘i’é{ Block 302, a
case oﬁﬁﬁYér f@cr@ertec% Al dalds go@é}%ver S%E‘? BN EESER ﬁl%rc\c’téeccﬁ&bﬁéaer 8" Next,

0 for ana S an on as necessary, as shown
custodlans arBladddd to 46 ca@; eesitaver idBlack Wicbnlidringthe chstodian profiles of the

Unified Blre(r:tg S dl 25%0 t(he case prgﬁfee I’1\1mx§' tag ;ea Sefted gy E?c}cmf)g, tﬂ'g Q—discovery
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to be used in review. [00133] Also falling within data
managenent is the association of particular data sets
with particular sets of search terns stored in the
case profile of the case database 124. In this regard,
certain search terns stored in the case profile are
stored with the intention of being applied to certain
types of data and/or certain custodi an's data.
managgy angfor Hie aeq spntacken aReeaslde fearcitamnsia e peplicd tp fate Barvested for
I
e a8 RLLRSH S8\ SR oAl W pes
custodmﬂ.ﬁ) Bbcleéﬂbsptehmt&:ﬁas deqamuﬂmﬂlcm, thatenust be made asfte v@eﬂrecthere isa
" L8e O BRI e a0 LS oS SRS S ¢
mateer F P - o0 B L becpRopioe By iR BRLO ol or

exampleQftd ah QidR, SiedtRdfrocesd Ril$ mol O SrHSRANE ﬂletlﬁﬁﬂlﬁza%lll bf &¥a collection.
appl i ed to that data and the results will be generated

On the pifyer pris Hifherg is %ﬁqré'@ﬁhéx/@?%msw cagpdhensthe creﬁi'imwﬂ pyescgygtion
nt categories, data managenent

mﬁm&%%%%mﬁﬁgﬁgges a nunber of tasking and workfl ow

[00135pr oc e Shepraspryation wticeps eberm wdBlbgk Bl4os kragsaitted [o(lﬁd@xs}odians

Wih referepnce to FIG, 9, .an ex l.ary. proc r
added {YAE RO RERGE 1 Rg i, A Bt PR 1o, BB e module
may beedtslayaiie s shbwh heBRcR S €8\tthd Revtmder ﬁﬂ;ce‘iﬁodu@dﬁﬂi'ﬁﬁﬁﬁ’tb pétidalyc
Bl ock 302, a_ case or matter is created_by the

remindgt pRtSEDPEHofiERn gbie noHaesIst RapepoYeR émélé%d @AY Epyadcustodians
about tﬁgﬂresé}l@eﬁfon noﬁ&@&%rqaﬁmarcﬁstéﬁgﬁqotf@l duhGusaRe ’Wﬁl’?re;
| ock 304, I 1nking the custodian profiles o
Surveyunm fhe@ﬁelmarswm n%/reqmgdtcm desieedcapserdpread |E1@ck IROxa suresy 1s created.
[epresent h 1 nana .
The sulév%g Sf ! ﬁgﬁegax éhecc%&i %{%E Ea 1n ‘ihe cage (gartgbaag SRA A C ﬁ&ock 322, it
is possible toenalplp tHeatrey teibd ﬁtabm‘d\/te&hé d'a:lflsmltted With &&S;&eservatmn notices.

100136 5 eV aF SOOI B o~ Eer S FIers iR epgostodans

from tHeSRARS BIthS cideewheh GlifAIDAY LARCHHRST tHY SlstRBarP@Ra. 8RS {Rdwn in
whether there is a matter or just a case. |If there is

Block 39, theter dipeoyeryauanegpras s alestiopls disspyws snanpgenent server 122 accesses
the cus\[la 'ﬂrgﬁile ée%rmu?eﬁ ?ﬁ%)da‘?at tﬁégsr anﬁrfo 91'1 Ig bd &)ﬁ@ tgi' %{1&’ b3S the

nmove stral Inirtra |zat|ono
applicabtd dod?lecttlommpph(ﬁ’lonm gotchBect genthta. iOncehler datd sasrbaed edllected and a

. rat % ust case, t he eatlo
unique @Jgg

t he of .
B esSHRgE tock Qatpsst Bsed o Taecpadihlis Cpsiodipang storage
location kdm WEIOHA 3 2righARAPELHBHY 34 BRIK RS, 'tﬁ@seaﬁ:% t&ﬁ%"}ﬁeﬂl(ﬁhsly stored in
Bl ock 314 is transn1tted to the custodi ans dded

the case peofihgma pe assiangd frsthe datagpt bangtl pn ﬂmnsmnwmmorslr@gakdmg the
. : ' L

s Yl P TLAIPEROLE e B 0 DOUGE BIRLRAERS o o
pmmmﬁbd&m@mmh@mﬁbrmm@mm rem nder notices to custodians.

he nqtice ove mai | and. may ren nd .
100137515, od i EPerdi 6 TG, AR SRy oot 1oL Beappb Costodian i
prov1dd$d‘-‘ i fdodegdeOsitldse dnfboldirhdnt BFthe pris¥RMSventbi. NFik@ OB ehréRnted by

urveys, in the event a survey is required or desir ed,

Block %Q;i’c Beeniofan 1§ apfdesir agpater ar ease.vithis segard Shepstodipris profile in the
Umﬁe@ﬁfr}é@M 1?&111&:@\{@ erBleldi® %%g?ﬁ rn%%t%f ﬂrlbtﬁle! y bd36r ©35&ie the

124. own I n
custodian’s proﬁle, a custodlan search module may be employed, as shown in Block 404.

Therefore, the e-discovery manager may enter any identifying information about the custodian,
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is possible to enable the survey to be attached to and
transmtted with the preservation notices. [00136]
Next, as shown in Bl ock 324, the e-discovery manager
may rel ease custodians fromthe nmatter to the case,
which initialized collection of the custodi an's data.
As shown in Block 326, the e-discovery manager or the

el ectronic dlscovery managenent server 122 accesses
whetherlifds hesreiadian's proe. nebvorl aserdentifisationecrgail addrgss.caic. gFp custodian

scarch ln%(dﬁf [)1 t&% tﬂﬁ,e 111%81! 1hﬁ)?ﬁ1§@0 'd%eér@lll {He%ﬂlﬁ&istrFlﬁ eréf 122 Igor a match.

I'e co tion app Icatrons to go co
If moreiﬂnhm onélnateh ishebtaladdy tHeasehisterfacol l|Sewillguicsantchllamatcires (q.ué allow the

bar code has,been assi d.to h . dat ase e
c-discq R U BASeS PR R0 SRELes B RS SR egien In
this wayt thelcb@éd 3hR6tiaR iGhaBd hitl Bk pfifilS@Bhatttodiar isdthkb @t e

preV|oust stored in the case profile my be assigned

approprigtetcage (atai§et based on the input instructions

00156 9% AP PR 48 TSRS AR E il

may deﬁcmmheihdzrdha’ parii@lercgstbdian ad@ldyfsa menibemﬂiﬁe} entérphise “do-not-call
10, .an.exe

ise” TR EREAG: Mefrot SR Ga e dhtodh e Seniigd Pirectory

122 thRke SiMQakrastbdieh sHduel it ®s @&itaétéd/ﬁgirﬂﬂig cofftdtivhs, aﬁ@ an alternative
represented b Bl ock 402, a custodian is added

contachsé:pp]@rbedqse% 549k asjap aglwrgst;a@gggqflstqnh@f the sustefitam: %ltematlvely, there
may beoﬁ ?Jg'alla?e ddndtlR&n llg“nkdrb@ th dt H?ﬁl?égé ¥er§'«%21 20 $halt hﬂl%ﬁge atcgestsaﬁand

vant case or matter pro order to |l ocate
searchedma demtrmdvlathes oipmat thel austodiap Lappeaoh (arthstdmt ch aitbehihsance, a

s sho .
detennerﬁ%loré 13&}1@%&% ﬁtﬁﬁr Oé' gp% )c/:uset% 1%1} éﬁlgﬁpdélbe {;t%{ congagc?ed, and in the
event th b@stdidn &Guldb@tlbe difetl9 dsitaded the c%atamhmfdmmm)ﬁ for shetdngtodian’s

cust odi an' s name, . nhetwork user | t|f|Cﬁt|on fﬁal

assistagi{QF eier standcn) shoaldchrabanesn Thidatematigutilbaysed
transm'ilttzlgg Pﬁ%aﬂoﬁfngﬁg@tahgguﬁgﬁ search the Unified Directory

or a match nmore than one match is obtained,
[00134] h e ueaxt,iimaewotdaves Wik Biwok|40B; axdasermingtion ppmadecy the glectronic

| ow the .e-di I
cisoor Sy ool R LS I wHERATRE ol Bl MR Beckiied t 2 matcr ora
case. Klitst @dase)xhen the cliftodiamByeritibg a€ elidvacin Rlock 474, alpplﬁnental data may

be add{:(g !%f:lllsgcg]bq%g%pﬁt ]gtllé H@iiréli‘aq, 8{{9% {)]%::.12 %%%glgfd] ASS Shown m%qock

426, at CRECERREASLSRYIEREH ﬁi%uoﬁme ﬁh@eﬁizé@%ﬁm@le%ﬁem@ dicovery
managenent server 11 may determ ne et her

managpaentiseryemt 1 Ocigs edlecton efctbeenstaglian’ sdatb @p shypwry ind3lock 428. On the
EJ tdo t .
other hﬁﬂa{lﬁgg 1§aaf] 1?1Ia.‘crt]e%1 t%la re(s‘&%rzlmo noﬁct:essa{é % Péds ]rh%ge?(g easis?]&%'ﬁ én Block

The ¢u Han"s pr
410,a bl‘bhéﬂvﬁﬂ)n@ione@isaem vid &Rait teathe tlksﬁ)@m]rdrlcastbdlan stensd-ond iAﬂ’Bhown in

Block gr%o gl}q(,jf.‘é{s]li%b@g %@%& el Cet eg]%{y %8 i n@g gggel&ggﬁsg ggraﬁqme reason data
does néﬂ[@eﬂ‘ toohd RlleMEd Aol the altodhn. R eheCMkQHIRRA it comes time to collect
Alternatively, there nmay be a se arate do- not - cal

from th astodian the cuaﬁoctlﬁbwdhbea@e@@a@éwé owp i Blegk 4%ist be
[0014 cces Ztgﬁjer g: eservalbif H&H:h Héjseﬁlﬁ ga;%fe n gﬁ{ﬁﬁfs I?I%[de ‘B& tl{Eoélectulaﬁtc

ust odi an appears on t er 1 nstance,
discovery management server 110 as to whether a survey is required, as shown in Block 414. It

should be noted that in alternate embodiments the decision on whether to send a survey may be
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determnation is made as to whether or not the
custodi an should be directly contacted, and in the
event the custodian should not be directly contacted,
the contact information for the custodian's assistant
(or other stand-in) should be obtained. This
information will be used later for transmtting
preservation notices and surveys. [00139] Next, .in

made BQrde srRding thy PrRsemyaiior natiee: [a sudy aliermale ol imentypifdhe pyvey is

requlrécp?c E&ﬁ@h%o g&&ﬁpyﬁﬁé/ ggﬁgcesﬂdvﬁﬁls 1083 to
the cust odi an has een a to a natter or a

snnultmesly bff thetcustsdlanc Hasurteyenretjiieeds ii 4 waispmitédsn venjinfdtiod with a

preserYZﬁlop hsitecs gu%d | %ﬁs‘%ve?zd' Icgl"[lt%J ﬁedquetﬂiﬁeﬂdog%caﬁnapéaygﬁ%ﬁg%em server
110 andistorediai th@d’atalﬁSe §dﬂ€ﬁM’120 s Bh@®ekin 136k 4 8 Reénfifflertnbeices for the
various coll ection aeﬁllcatlons are initialized by t

t he
presergtion PPRTHs andi PEEDF Ry alseditdfreseiticd s g spstadign.fag shown in Block
420. I@é?dt |c§i‘1%$1 je iRl td J?)?le&téﬁiaoﬁie %ﬁs@dlgfi‘kq'ele?s%d SRgVRe F]rﬁltt@ 8%k case, as

he ot her IS a matter,

Shownpn @é@k\ﬂéﬁa ad thfmalms Cdteetlme@nnhp@mns Teanigalized byabe o batuemic
o) P8 et Moo 02O RN Rh AEC B s

In thisBraeks, thk2ustbdien’s pediidelinatic Uhﬁieﬂfmfbchﬁy 1 2B tab sl teddn deemo
t.he case becauyse, for some reason, data goes not need

determiy e varigus deseliepsrwhsss e suitodiph ey Hava sioreg datpy Figaly, as shown in

Bkmk%@@@hé&m@@ﬁﬁ%cﬁkﬁ@c&ﬁm&%‘|90t fromthe custodian, the
custodi an wi Il be reacti vated, as shown in Block 422.

[00141]0014RRefting fo BIGS.ddend 2| Gow dgiaos argproganted of a method 500 for
ot L

G A0 2005 e O B e

inventioaq IAlt Eeeht 583, thé coltection &ff cm:akerﬁﬂ.ék anfifat E‘ShﬁlﬂOd the t}lpetoédata is

) that i | t ate enbodlnen on on et her
identifie)” Dal BRck S04 SbtnETpse ol fashi caﬂ QN &8 xTiagEs Hatem or
the lik& ASBVR50Pihe ARiohfatd afivSal @hk@ﬁdﬁaatpgh@aﬁ@ﬁ% wRfentdd to
t he survgﬁv%f required, it may becone a conponent of
1§

collect;gmail froag dypmaibaddeass.a fes, previensly nateds gadin accordance with
prescn?%ﬂ%ﬁt%cfruggl’ﬁg Pty 1&%&&&2 i e{?ﬁ%%g%a%'%g%fﬁé &f?l& ? %s%&ﬂm{ %leased for
collectpmae seltudas amemmbaddu:&s fare drdadl aaosineors tharcategmisk et derbgr (160),

ect.roni ¢ di scovery man n Y 1
then e By PRSP e e e OB D bbb a3t o SpEies fom
the entédPise ElQM SaHedr (16T b§esitiAlRAing IAE actPlc@Bi\CBIEHon REHIEESN (136)
and surveys may also be transm tted to the custodi an,

running 1 §AURAHORSSeRIcH 16 0)-4 msomesmbodiments,ithe acdive pmail peflection
apphcéiﬂ)lnl(?%)t AL gultea %o Q&ﬁgsqgé ﬁ?ﬂﬁ&lﬁfﬂr Dﬁ%ﬁ%@& 4 an%@er within the

case, own 1 n t he
enterpNgrdnmilservet L @bern whlch;lipzl dus@tlianissacenuat renides @ihicted kbgywh hased on

the infogfFih AR fen PR DMEE DR AT 200 e Y AEemlipe Pl aroingiuding

emails4RRted pio bldesigiitaCss ,peﬁtﬁtﬁ feh@gieageven @i}@fpnloﬁ‘td the EdlRction,
Uni fied D rector&1122 accessed I n order

and @K A CqBICp REA 14 e S0l <SHaHS ST (1RB o Tohemat ellsafiamapplication
is also @Wabmngfeﬁfeﬁﬁingjﬁhﬁ reqab&é dyfor @%leéh‘fﬁ’\éhélpon BlaesudBhsis, such

cust odi an’' s dat a |s co
as daily. The email collection application is addltlonally capable of being implementing
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[00141] Referring to FIGS. 11 and 12, flow di agrans
are presented of a nethod 500 for harvest data from
various data sources, in accordance with enbodi nents
of the present invention. At Event 502, the

coll ection of data ensues and, at Event 504, the type
of data is identified. Data Bl ock 506 signifies
active email that is collected from an exchaq&g system

enterprgye-widg @ng regairesmo seipshidenioiers piethg liketosnollect e achize el | In this

| ect
regard L LA LA AAPA BRI B, ETEALE Sy £ el y
(00142 ot ed,Atdhdni iiOaa:bmcﬂhng@plmcaﬁDn ip ﬂmﬁelnentedrﬁ@chtmg Iscagion, such

o shor L MGV D oS PR Ll b

particul @coBétti6NBThe BE€A¢A ar@ s thbe c%ﬁ&cﬁitﬂfdom&mmdd t8 ﬁi’e\d&ﬁg-term
then the el ectronic scovery nmana

storagé%r%%fftwetiq(é?o)rfaypw siErge o Faigharete, thsgo ¢Citle§s fereE{130)
vansob eSS ARaEEL) e Bt 180N BBk B o
stored gotht datebase sersar(VaD), {ot 803mple.rin derestediudiprdrie & the Raified

DatabiBE L8 i g WG et PReo BP0} RN PR bl deeom Apestore

the bard€dev@h babdd for tefi@ence At £ [4ridaR t6 deteimige thé@iigikost tﬁeﬂdata After the
whi ch the custodlan s account resides (which is

kno
data hagbegnicapied tp His Ippg-lrmalarage arsrdireiHerd G?P)t g collfetipuserver (130)
compa@s rﬂ?&ﬁa@ﬁﬁﬁ d2dht ’daﬁ‘?ﬁ’}ﬂer?riaheﬁ%ri et %tcﬁ"%lﬁab&ﬁg in the stagmg drive

I ncl udi ng emai |'s deleted up to a designated prior
(180) q@ér 1|f & haflung isxidentical, pwreesshe d@ty £r0pvrt|’hg stagipg dhiwe (180) As such,
barcod? 1F ggrttfo oﬂetsi Wé@?)l\lcjt e&rle ?ﬁg"}) %x Fetﬁg Qar? dlrggna)@ ?at 091 on a% exchange

server a:m; s e@hindhumias 1L&éﬁmtmﬁﬁﬁéeﬂe@fn ma‘phedsr&qirbdegs bl lscordance with
and for collect] ng enai | a schedul e

embodéga}l%ggg tﬁfﬁl prgsent, glvalétﬂqny onerparcqdemay ‘t@aS?l%IHil 05k custod?an per data type

andpe@@&ntfi@t CaR m&@dgﬁl onal 'y capable of being
ehenti ng 44 enterprise-w de and requires no server

{00143] d ent i/tikivient Y2, thaeollickes anepiledstd mey be arsocizted with espgdific search
e st b w08 s U5 R AR S0

including thosa tdoag (theli‘segreh gy Ialist’ Omm presant;ﬂd&ﬁﬁmtrev:iem’:r amd also stored in

e a8 O QAL R o o P o A ronie
dlscové@%hgélﬂenft E@9Rrt1NG, whigh hiaGWhe mAR! d Redrinfatiod Rt other documents
barcoded data is then copi ed and conmmuni cated to the

within thsrrgarch famm bit list ageneie éllielﬁé‘? WoFRPQUED®) for per manent

[00144jt or agg. BVF .‘;1'3:6{11@‘35 ctéd%?)d%%co&&f Ac?l(}ec' erﬁ%ﬁ Hﬁﬁ 1s( g@i toa
ransmts ebarcoeln rmetion to the electronic

processing davefoy sutreqgeatnmiatysiselt slould hd Ajted thatthe nsthicer af@dniail datasbviates

SR S O T P e .
data set RQo&dc@i1R6 tHetnalyEB bipslitaBOOMd, hi¥eyeROS 18, Bieldfa set is exported to the

collection. Therefore, the barcode can be used for
requestopf i@V &oranalysibat er date to deternine the ori gi n of

[00145t] he daia, gk 850 &Eﬁﬁe&' 8fher ﬁlﬂlsixkeg%g g&%ﬁg‘\s&f) hdlf such as email

ong-term storage~area networ eétions
accesse:bthmﬂgh @ rHeyt-servenpallaberdtive appishatioy sadh Etsrle)tu}?efﬁ aei®or the like. At

Event % ﬁﬂ*e ers g% acl)nryaoq ertf(fe {yrf)gs SX50cIhtod lzvitg %to&e;ic a}lgeeserver gaseg email is
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(180) and, if the hashing is identical, purges the

data fromthe staging drive (180). As such, barcoding

is perforned without the need to execute the barcoding

application on an exchange server and, as such no

human i ntervention is needed in the barcode process.

I n accordance with enbodi nents of the present

i nventi on, one barcode may be assigned per custodi an,
manuaﬁghar@gqtgl ﬁl‘%@n e@;ﬁ@nﬁ@-graéq gmail BV, havigg sallabegtive papablhtles such
asaL&ﬁ&D%nﬁBQéééLneﬁdl ©ent 512, the collected email data

e associated wth a specific search termset or

[001468 et s. ANtyentt 322, sbacating apphsatames amibmati;:d aal sit@,tirigigcaﬁbn such

he fil es d nent i ncl,u se
as shork 8 sagtie e P R = pp Sty BLR e AP RE bikes seigmail
resultifflor kiscpasticull# Golldttioh. NEh&IRrediRE Gata @ ther cdpletland chi@nunicated to
reviewer nmay provide an indication of this to the

the longyterst toieearcyngwetkell JOnRRBgBIREFH SWEISFe Futhaymorg thetpoliegfions
server E]%@P e a?ﬁﬁ %%ﬂd@xﬂ?ﬁﬁ%nt@ e e@cﬂ‘ﬁﬁ]ﬁ QEE %énag%ﬁaﬁ'ﬂ Sdrver

termhit t are nore
(110) tp bs plorsliiv ¢he dabbdaseservar (1208 fior éxamplet inghe cjllsltceh&ne&jpraﬁht in the

uniied PRGBS 15 b Sa e urdr S BotpRoB Rt iR SRS e
Therefbieethd dhidbée & bRABéd fodl aetféreﬂ&vat atl®é& datde deraflint thep@igi0ofthe
conver si on and/ or dec&gptlon on the data set.

data. Afigs the data Bastbogcanig t helangriarysiragq BerRa Rk (&0 Q)htgg Colleetions
server {30} &’(ﬁhl?‘art%ﬁﬁclt: lééétﬁfn b QR 1N hta RipefaYBiRht stdkBze e ﬂg%lﬁal Q&ta in the

I'S expo requestor/reV|emer for a SI S.
staging @0@45@@ Pad.af Bicbeshi®P6 iddngedlf pragesdhdata from—tbc(sihgmg drive (180).

[001473 er verAt%as tdSZ%nELI lcPlIeg%'e%h o%sexgl%gja ser@ r%%rc’aﬁecfgtat har)Pl%legasso%lated

lient- server, C0| ora Ive a |Ca 1 on, SsucC
with a kgcli® sbiatle Eeéllh)semr skfae Wlhekehe s%hrchEMﬁﬁtaré\S@ﬁbhed\lSI-—hsfmg ebthe files

or any. ot her f|Ie ty ci ated .w.th non-exchange .
and doglupents ing R tgrms Et 64%%#31&93} ig, tigt a)r%glfeé%ﬂ?drtsﬁbf‘arﬁmwer
and als%@?cﬁécpﬁ'ﬂ tﬁ@dﬁﬁtﬁg@s&@ klooge rﬂl%rreﬂ@s%érﬁﬂa}ﬁﬁbhﬁgﬁﬁ #ldic¥Bon of this to
capabilities, such as a Lotus Domi no ‘server or the

the cleptrduic dis@uenBhanagermensserve2ll0, whishmesydhengmalgy datermiieation hat
rt-term

Oﬂmrdbgﬁg I'ng gﬁﬁ& %%%%Hgghﬂg %%ﬁﬁkg%ggﬁ ggepgﬁgﬁg%%et of

[00148)0Nn- extcxlmn&gieSZSeﬂw eNSkefitas or amyenshf.lr lﬁilampésrasmcidn:ei with non-exchange
|qu ol l ection. oded ta i.s t .

server Bt et At EGine SR SBOD PIfE SP B SEeT P SPToRr 8,

accord&%waﬂkenﬁﬂe%gheﬁt%f tREpIBIE Eﬁveﬁﬁcﬁf aYRe erchfpiiBs GIRISE fildshRcurs at
Il ections server (130) transmts the barcode

the useir ﬂﬁvelr grel therefare onlydheysst hasghe pasawerdoessyarrderaiserypfien. The
decrypf@ti%@hoﬁéﬁlz?gsng Ib(i%cﬁ{ﬁ)ﬁfénﬁ g tjcl:lgs ﬁﬁ?lgﬁﬁ?ﬁ%r g?'ﬁlﬁ)ruyglre knﬂwledge of
the usdr)hncfryﬁdr Eﬁ’teai@a@ptlérﬂ.aﬁ))xpatmm firels ADifdes that ekisearsmdiersdn the enterprise

t ti I t. .
systomyfailer btsbaen gt WatR gl RaRcE S 4Pie By biveeneppigr and
submnhéﬁghkﬂgbﬁth@dg@tern1ne t he orlgln of the data. After
data has been copied to the |ong-term storage area

[00149,] et wor KAtEren)530; the nerexd@ngaissver emai data set is loaded into the analysis
application and, at Event 532, the data set is exported to the requestor/reviewer for analysis.

[00150] Data Block 534 signifies journaled data, such as electronic commerce data stored

on a repository for the purpose of regulation, compliance to regulating bodies, such as the
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server (130) conpares the hashing of the data in

per manent storage to the original data in the staging
drive (180) and, if the hashing is identical, purges
the data fromthe staging drive (180). [00147] At
Event 526, the collected non-exchange server enuil
data may be associated wth a specific search term
set aqr_ sets. Wen the search terns are a

Securifigssgl Fgyclmee fremmipsian (SEfd OB e dentAl Fveed %ér ﬂ&e%wétracted from
input s?rﬁéﬁﬁmﬁ hﬁﬁual@eéar&su P d ggate& i art @S Gedth ftataGlrieal.

he revi ewer al so stored I n"the dat abase server
[00151]120) Aﬂﬁwnr 53381, éwéaarcnélylg ppldmati@l snmpledicott abmstaging ication, such

as shott ?ermt#?f %rﬁ r{? @Eﬁ% d%ac & g.r dgg({nt%g %&e oﬁi&usfneag%/dﬁJa alr%g)ultmg from
the parﬁ@ﬁlufmﬂléstldﬂ tThhie hatch@edsdntd © |ﬂ1etn&:bpieli lahd térBiumt fedi the long term

soragg HFEQShB P OLERBPRNTG ol AL EBi e Gl epied and bacoded

journalRARE@HEARAR socHEEMBHL D %%%Hices%ﬁ teh'ﬁ%t dRysbe encrypted
i s decrypted using a decryption application, in
[00152ccor dﬁré@nwfﬁrsommmmsmgos 1mr,blemgrtet@nnsurmhemnydﬁose files

are pr%%xg)’r ah %aﬁ@c* m%nsta?ndfuu%: ﬁ bdrhip &lfgr%%eﬁ‘a acg&ﬁlnﬁég one gm’t?odlment of

erefore on e us er
the inveeib@s kmsy fifed armmmmﬂ fanreletiiey adddf geiﬁvamnsta:m lin £ pioperndata

al | C f the NSF fjle-t dat a . ,
formatgpicRét e PORAIRHOME L}E The mefigia gasorieisaopie pon-Fipdardized fles is
retained @6d Y&ﬁ&%ﬂl@ﬂﬂe'r@ﬁ%&&df&aﬁ@d Dséirt&e-proedssiay il conversions may

anywhere in the entergrlse system creates a database

be req@fedtCIi?eEMb formatted filpssMECApanaticd dilescand lasslikewi t h t he
/ .
01551, EFRISER yHRSEOHER b1oHEArBL, LISk i o

at Evexldid4, the joursald¢dodatiest 1srdxpontduieto dlireadegpsdstor/raviyyrdr datanalysiand,

100154] et Blte 2 oita Btk o2 SERRES Sa bprusdoee! Brpse

CompR&4PEY),HER hsesntdrprie T @doy alt EBvest 3D, @8 IRbELIIE&MnGpplication (132)
comerce data stored on a rep05|tory for the purpose

is implgmentad i enlleeiratachirm dpagnated R shyfakiag pngpapehot eef the dmce s hard
drive. {Q %Jrﬁl:ﬁ% gc.@or%féﬁg@v 'g%?&% gg{ﬂg u@éﬁh&f‘ Y IGUTbFR LG éﬂ@%ﬁon%ay be

Cri terl als extracte
autodeploped they,sbeiating the meeilifok hyy mated eotry by the dalicgnay @thnager or the

ike. gk BB TR b e oo sbP iRl L magpe

employ’rbd&ba@lﬂdwdzit@ﬁr@inlr&ﬁvoﬁls&ﬁageas short-term staging drive
S to attach a barcode to the set of %Purnaled dat a

[0015%) so 0 ity ent S theiparcpding meelication isimelemested atthgaging location, such
as sh01}9 %l'ﬁl s n%j@{\,% '1§0 {15 6 QR 48 RFhE gg{l‘gf mcﬁpit@ Hath Qeshﬁﬁg from the

tora e area network (190) for pernmanent
partlmmr@r)ﬁg:@onAifthWmdeEd@ta is then copitdatdmdnemehitrégddo dedong-term

storagét agFaHr WPIq( (?eé)aff) %[%gﬂfég‘]%cié?t gp{?ﬂtgﬁ% RO& Clivac eﬁ and bar ggded

local PEQdstL@AY Be HNsOERBS Wit alspedifiPscarchittmdlsdi or dosur e t hat any
| oose files are properly formatted in_a standardi ze
[00156] or mrat/At Frignt WOSOREEAL-Brocaet g Bl PRl e tEh e léﬁe&ahemloeﬁe files

are pro‘p dy fdi‘fﬁﬁﬁéd 1A% stdnBRAEzel bt AMPtHERPA! eééc(gl‘afngrtg bY &R6diment of
rel evant, stored in a propér
the 1nvent1on loose files are examined for relevancy and, if relevant stored in a proper data

format, such as a PST file or the like. The metadata associated with the non-standardized files is

47



format, such as a PST file or the Iike. The netadata

associated with the non-standardi zed files is

retained and remains with the refornatted data files.

Sour ce-to-processing file conversions may be required

on EML formatted files, MSG formatted files and the

i ke. [00153] At Event 544, the journaled data set is

| oaded into the anal ysis application and, at Event
retaineB 464 rerrains) withnth ecfoutadtted datn files. eSquarettechreasssingfile conversions may
be reqt{-i%%%% / ! ev %(rg fl\gﬁgafnl gnl %ﬂes[ %]'F&TrlatjtQ %ffqéﬁrz{nﬁ%é fike.

I es’data ftr
[00157Per s omaIEvem,uﬂhe tocalPE filssule nexy berhawpled e detiypdQping a

At Event 550, | ocal llectio pl i catl on
decryprlgnfi B Eq E%W@&m iraers o ey ‘%Cs%)b‘“y

ﬁ@ﬁ‘bﬂﬁhcﬁmnsdﬂ%% 'ﬂﬁ'tdec%tl&ﬁ‘@f e l"CCfﬁe:ssdzaﬂ?'&rﬁ‘l101.1‘fzI fHeM@owledge of the
According to one enbodi nent of the invention, the

user/ericopidr. dbé Hectyption aaplmangraﬁnqlﬂimﬁlys that e)gsjtagﬂ@]pﬁr@ y)ethe enterprise
t hus, e

system crgiitg- @%zrlb%tséngﬁtga Q? fi 2&% %ﬁgc%thatgg dmg%vﬁtgﬁﬁ% 1 egécﬁﬁﬁ?r and

subseqﬁéntlyh&cﬂyptsemaam t he | ocal coI | ection application

{001 58§t g r 2’:19 g& %PV%H ]_Sgg]p T.Lg}loec%\/ﬁeq?@atg BOS IS ]tpﬁcgeadﬁ éﬁ%ﬁqques}sva\%{aﬁcaﬁon and, at

Event §620tHeq&dal PO dafh seiR e@pBRl 86l tHRlregheStbAtk RGrel R ahaIPHs. such
as short-termstaging drive (1380) to attach a barcode

[0015% 0 t hdateblogh SG4otignitieclagralrem nebNork FAREersYpR etveshared drive or
i I is
o 5L 5035 59 HERHL @R DB FRI S0 et
automatmhnpdsdlle(:ﬂc&&) frérashared drivesahd/st Homg8pacht Adcosting oo etnbediment
col | ect nd bar de | ocal P ma
ofthe Sl AT 50 R LSt GO P SO Bploges tpus obviaing
the ne&dqgﬂéﬁ,]mﬂuaféﬁ@f@vtbyﬁﬁée@g%@ey fandpePEOREHRG | S
i mpl enrented to"insure that any loose files are
[001608r operAtyEves Yot the bajcadiag gprlirationis Juplemshisd ot 2 yiaginglogation, such
s hof SR REREAS 805 DAL TRD e R L HESBLP i
from theqiaﬁumtﬁr colctioe dThabacqsled datn igihracopial andtcs)nmumﬁca&:sl tathe long-

tom stiike alea Raerk I o PeRen PR O aHTg: Penal e

barcod%dﬂ Retiveflodioratd @fa ﬁhay Be hisbéisted SO Lpetific @é’a@ﬂﬁﬁﬁh 8 of kdte
onversions may be required.on EM. formatted files
(00161486 1 eﬁﬂtr%’FP‘éﬁ’szP}“‘é%m'PW%%%#&%"P@%FHWF%@ I ey ihese files
jo S t
are proé%g% )ﬁ/)ﬁng@@d al%':r\eé%gfng%?%{c% g&ﬁlg. o g‘f"\gus rQ% a%&l)rgﬁl% to BB ediodiment of
the invappin, baté Hies anen:xamnmd demrelevaticy landg nb@l;hvmimtsredﬁn 2 heoper data

format? %}%ﬁ gg% P§g:ﬁ?eg{zirl tgc? li{;eh waaﬂétgt L9 nla%ﬁp 1H1 tﬁ%: hgﬁgt%fha?&ed files is

retaineld RO 26iGHes With theeefotifated Aariiiey. eSoura'dﬂ&)-ﬁﬁee"ssiﬁg lﬁleouversmns may
application finds ID files thgt exi st .anywh

be reqipfloP Y dormey Bl MPGuipuRstied rm b v uen g3 the e

iles, t
0160 AR S s £ SLRRERE ok S0 IR Bt ving

a decr)mon apizatios & ade@ddaeavisieembeyimenis eﬂthp prasenttieveahien.y dhe

decryp‘?lBI? Llpp‘ii%%tlo%nal%w% ’fora&ecryption of the network storage data without the knowledge

of the user/encrypter. The decryption application finds ID files that exist anywhere in the
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Event 562, the local PC data set is exported to the
requestor/reviewer for analysis. [00159] Data bl ock
564 signifies data fromnetwork storage, such as a
shared drive or HoneSpace. At Event 566, the file
server collection application (134) is inplenented to
automatically collect data from shared drives and/ or
HoneSpace. According to one enbodi ment of the
enterpiigpsgsitinpereatesddtatage elthg B fikes) 4sseciaterthe gppbasamitbihe

L A

[001631i ke. LAQCEEJGﬁI]57AI thEmetmorISﬁSragé Hsta bfmlsckbddlerdgmaph)é arabtsisapplication

d
and, atFysp e e tiaek Hotier 18 seueporict B s BHus g Pusye Ppanalysis

[001641he S ahatPbloBIeSYPSi knifibLs18@RnRalath oL fodédsici At Eveans$28 forensic
particular collection. The barcoded data is then

collectppiplicatipndsuch srbinC ese®aray be exseutpderythedsyipessaf dntargst ta caliect data.

ocon 5 VEKI G BEGERSE! RN e a0
automazaly dqﬂmd\mnttlne deviped irfterestyathootthe knmls@e ﬁ@@@v&ne user. In
'OOlGﬁL Eve t. 572 : SQurce t 0- proce IS . .
accordarllpﬁvél e ?qllglﬁiil %Y ? vgﬁ&% ao%)grgau? 1tma]r1%apphcat10n may

be impRirRR@sd (Motfs}hbﬁﬁ‘iﬁ FIGS nla)ra!zmqﬂhdmz&gdthfe%mk td dtdribirfe the
regard, according to one enbodi nent of the invention,

additiongw sebtractienolbompaiesniotbemgtyerk based errrsfw ek statysrindicators, such as

t r per data format, such as a
D' %&fﬁ%@% rlE".or etgr;ﬁgoq? {h{%e rg net adat a associ at ed wth the
[00165] 0 n stmrﬁian'di &ledlefuatceélngsapplroatm meskpknwnted @mha stsging ideation, such

s ol SRTBN S Bl ol B PRER T RS om e

particdlp@ofl &ytioht Tﬁ@lbzirbd;&a dataROmER coFitd a6 donlresniciia b fig: lohgeerm
[00162] At Event 574, the network storage files that

storagaga BRWEHCHLYP! ferpamanens stojase e dit By §80 ?J@?}}eyﬁtiua@%barcoded
forensiRRRLal i) B%socﬁﬂe@&ﬁﬁﬁgﬁ&gﬁ Wi iephediept s of the

present” 1 nventi on cryption application allows
[00166] or d ettr}w@nt 8 sofirctfie prosesstnglds gimimagmedMIasw thabarty lobss files

ar profA s P G R R PP U RGN et of

the invBti®H) LREPfilcS QreSekam@ml forr Ieht/ﬁﬁ:yandiaf Mkﬁﬁﬁt stbreti i a pidper data

T A,
retame[d%& Ohaidd wigY ﬁ'f@:trd%?lﬁatterdhﬁtarfﬁteém Kurs - ﬁ%@esgﬁ @ha%% réqiured on

| oaded 1nto the analysis application Event
EML fomgattedHidespn MSﬂbfdnngitt fige [0ia tfermagied fites @R‘ibﬁlethé(é to the

eque r i .
i e T R S
decryphi8R applichiere s aceordandd veith anb«a:ﬁmlemte af ihe presentdivedtion. The

ncas be executed on the devices of inter
deorypiign agp %@enn%ﬁw for JeEBHAN AL So0IRE BB FRBAGR (if knowledge
of the LdRY/RRRG. Tﬂé%ef:&r)ﬁ&ﬁé 11@5% dn%fde D R th4t ¥kisPdhyWR¥REn the

aut omati cal | oye devi ce of interest
enterpuipe Sb/@t@m, t«rh@tekfm de@ég ef ﬂ;ﬁ HP rﬁéCSd asppeiatey digdatapgse with the
di ment of the invention, a

v RSB SRI705 pRIBELTer
[00168] At Event 592, the forensic data set is loaded into the analysis application and, at

Event 594, the network storage data set is exported to the requestor/reviewer for analysis.
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be i mpl emented (not shown in FIGS. 11 or 12) that
monitors the network to determne the addition or
subtraction of conputers to the network based on
network status indicators, such as |D s/1P addresses
returned fromthe network. [00165] At Event 584, the
barcodi ng application is inplenented at a staging

ocat i h as hort erm staging drjve (180) to
[0016@ ¢ acrbaa pleck 3% siepteneotishoragye dabp apch a5 d@%@trss@@g @4 isgayery
sites, fof SfEntpeLiveBk®CY kR 1ieOhk BGdH: 895, aﬁ?&:opﬁﬁr sRd&sd Rt Iﬁatlon

then copi ed and conmmuni cated to ‘the long-term sto
such ag p davehankfoedlectpoapplicatfonparyipmenseuted on tigalevises cﬁmmest to collect
data. éc%grdlrﬁé;t% gg leln?ﬁ&ﬁ%g@cgg]il%) ﬁb&gg’g‘?@ﬁ di%gc?v%!r;‘)g%edc%ﬁlgctgp eserves at

least a[ﬁb:&kﬁﬁjf thd disooeery sh8 8atslmsé ﬁﬁthé e-diycowgs ditahse,Sncluding all files and
files are

nted t nsure. t hat. Ioos
all revmr%a é’?ﬁ&‘? filsy nﬁttlvé gesal Sheiscanitey dits golleetor ABRlication qusries against

the dafaB&Rk6l defieGHaEHRY nb&d 9B r@cﬂ@&&' {ReRtosts th&ﬁ%lésrﬁéﬁéﬁ diPe result
| oose files are exam ned for relevancy and

of the gugrp\Mptadats petasing tp the flas petietaiiadan ﬂfe@ﬁ«ﬁmanag@@mtasst@m tables.
[ r T
In acodiSincepifh Aol Enbdifon UIRTRLAB DA SRIN LB S8 cllchoriaBBticarion
collects i doefnnema bibidie delbtad frictadsta afd uses ehd metpdac ReRitoIGativaly rename
th flbe required on EM. formatted files, MSG formatted
CUFi les, IPD formatted files and the like. [00167] At
[oo1783vent BOvent 6, f&%ﬂﬁ)ﬁ&gfabbﬁfaubﬂ alinipRndAfdeng EMQ&E Gbcation, such

are decrypted u3|ng a ecryption application,

as shogderst damendsiye (A 3SrB eHadherhascade te the spiraf lisaevern s/l@mdatmsultmg
from tﬂ_{gaﬁ é}ro\ﬁ L3R, P i)%ggéa&e'd%taﬁg {h%%wglg{ ﬂlgaq? the long-

etmor storage data wthout t
term stosage/asnageimirk (1 907[‘13 ptdanam:pt stmng@p@tl Eweat 6(&211 tlfel cnﬂsctd:d)md

i,l,es that. e er.e he rprise system
barcods] HRale P il POYR R Sed Bithiafope TG SRBh GRSV B ST
[0017dat abageEwnt 604 %ﬁrcelt%fdc@ﬁﬁ{ RlrBpleRBiled HOBAGE @At hiy loose files
decr¥pts the data 168 Event 592, the forensic

are propsely %{a ?%lm acﬁé@éardﬂw@ cﬁomr@é é%ﬁﬁ%/@géfda%?ﬂ’lid@@ttp ehe gtpbodiment of
the mv%fmoﬂz %.L éxgﬁurﬂ:ﬁtfgﬂre;%vﬁc_ PNty & re'dsin a prOé)er data
export e requestor/revrewer or aha ysis. *4

format] @@h@@]ﬁi PSithIe bt fbc Iklk69 @'hs ingtaditassscc ik ddabith the nve-stiadadized files is

retain and E@rﬁz}(%sa‘gw hees'rI aclc}( @tda%[ oV ﬁ?%ggg)l E)I'gg%st?;lilg g >%ﬁ;r@qulred on

EML fﬁhﬁﬁted(ﬂléseMSH fomedtecbfatas om;) fo@mthd fesand theeikenk (1)
tor. application may be executed on the devices

[0017?&f | nt &F Ex6i 006 dbs igeorerypie data el Faerhintthe Aaalysis application
and, atFRACG0E e ddlcoldre sﬂté"tYa%p&ét Hex thH&l AIBCR ﬁ&és%rﬁéﬁ@wer for analysis.

col | ector preserves at |eas ortio
[0017%i scovBwy, present efsholiaerds herrelnidescmgﬁ povide fyr itptaomsets in

ele:ctroI C(Jtl#%%]?e glglr 8dfn{;e§1§s h%rem (élP Sp\{'gltﬂ%d% 0(1% lagfg?tglﬂmse-wu?e €-discovery

systemathpd proddésdor dpieto lﬁidagﬂieﬂ,Slbcatéd) eettlatedD@rericd, stafdhed, reviewed
W?at files_need to be _retrieved, then copies thgse

and prodied mEacdfcieh; e GoRESar Ve TBANCHRSTRR S el SE System. In

additicREhY fhRtBhgrPankGndt Bﬁé-disémfeﬁ'% 54sB&6n batenhfetel @8Qodian and data and

managenent systen1tam
providing for linkage between the same, further efficiencies are realized in terms of identifying,
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I n accordance wi th anot her enbodi nent of the

i nvention, the discovery site collector application

coll ects the docunents and the rel ated netadata and

uses the netadata to automatically renanme the files.

[00170] At Event 600, the barcoding application is

i npl emented at a staging |ocation, such as short-term

.Staging drive (180) to attach a barcode to the set of
locating, @36@%@?&}11% fta agcleyerpging respigof nredans hdisGox prgsoviipgurrent
reques®O! | ection. The barcoded data is then copied and

conmuni cated to the |ong- term storage area network
[001741190) $pseifisembadiarntsqreriousdy digtlosed mvid0Ry detéreining suggestive

. coded, di,scover i t.e ,dat a _may, be
potentRLUSEHFH 1 0 iR 1€ SRR BER AR oottif ARG R BNEHE The
detern.ﬁﬁdllibﬁii batd &v e 0émpdibos ofidats stich :jisrpé%ﬁf%ﬁe:tl lﬂ@taios like, associated with
v g . nment e (0] nsur e t any Qose 111 es are
individyafs Ehdy ?f@?ﬁsrﬁﬂ begeranbal P@ﬁfdlé‘flb’il‘g@ﬁ ip Herfatcrpiss, i frm the
group lbffﬂ@létﬂial AGERE s Nty :S.d't‘l_itﬁﬁ?thf% @ﬁg&{i@%ﬁtof Qfta g%&(}ﬁs él)‘?:‘{ Help&iied

. oose files are exam ned for relevancy
timefrara¢ defiied by sheotaselioj insuze fhebibe sugigsted pétontinh custelingls aseswithin the
[ ] Lke. . et sqci ated wi th the
contnESD b it D L8, ATIEBL AR BRI e
deterntitieg pesavabint mticel aicmpidntd IRsed GoalcaBpdriBo600AS Sirdhths Peisonnel data

required .on EM formatted files, MSG formatted
or the i, g 0oxisp il lﬁﬁl_t%lawfﬂmggg‘f%%a#wep ilfte/g_.“ﬁ["g@f‘?‘ﬁ“’? ¢
presertatRA hoBQbandlolRr ShACANRIMRL hSettill BustGiardsSIn LALLM, hot 0
the analysis application and, at Event 608, the _

determination akicy inde acsowritthe pretervation e dsforyfithrecustodian and/or potential

tor ey : 1S . 73] .:Thus,
L R R S T
{00173]npr oVWhBatstaimexealpicy embhodimenis haweagn dEsekibel aenshswn in the

herei n. di scl ase rovjde for an.enterprise-wde . .
accomggrmr&%‘gx&n&s, 1§1}§g(3 qu%g&o%tﬁ%s chembpdiments are metely illustrative of
and not 8@tHckib¢ 66l thelbagaatiBekntib R aht E14€ this RN ERRN\REbe BBAECRARS specific

reviewed and produced in an efficient and o
constrychions g asrpEgRCHiBET ¢ dewsibed sinepyarians ofhcesinpese combinations,
omissidysS M fichfons2d skl BNmioRy h?ﬁcidi't%ﬂ%'tﬂ&e A TERE ave aragraphs,

e-di scovery based on case/matter, custodran and at &
are pogsitde. provi ding for |inkage between the sane, further

fficigncies,ar.e.realized in.ter of identifyin 50, .
1001745 1 RS RUE A Y bR R uhoms e B wBcations
of the JUsEIEsQilfed @nbo8ia @B/ dak be Bbrifbutddr wigitfut déRauRItdm tHeQOdptnd spirit

Specji fic_enmbodi nents previously disclosed provide for )
of the wxendian; Thargiaaghisde beundepseasihatawithindbeironnal the aprended claims,
the invRAHEEMEPLENGERA Tt Blan LRI ARhRCd4:Lbdd kg overy

system”™ The determnation iIs dsed on a conpari son of

data, such as personnel data or |ike, associated with

i ndi vidual s already added to the case and all other

individuals in the enterprise, who formthe group of
potential custodians. In addition, the conparison of
data occurs over the specified tinefranme defined by

the case to insure that the suggested potentia

custodi ans are within the
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confines to the tinefranme of the case. Additiona
enbodi nents of the invention provide for determning
preservation notice recipients based on a conparison
of data, such as personnel data or the I|ike,
associ ated with individual s that have al ready been
identified to receive the preservation notice and
ot her custodi ans and/ or wgal custodi ans. In
addition, the determ natH kes into account the
preservation notice history of the custodi an and/ or
potential custodian being considered as a recipient
of a dheethod dorpuegestingpoteriiah eestedsarfs doriarsie inven eaterprise-wide
ri:al ﬁﬁaﬁ ' .5 .have been descri bed and
ekdn%ﬁﬁ%ﬁbﬁﬁﬁg e g%%%%g%ﬁg?ﬁgﬁﬁﬁ'mﬁngs, it is to be
umackevisg, b corhaing slecibe, diriidoputethbisdefine a kasedhatuding a timeframe
mmmf%%%uﬁ@ ative of and not restrictive on the broad
HHVE i¥#%nd that this invention not be limted to
tl’e&iﬁﬁ% Gt & cOmp@RRSdci 6, se@nd il MhT ADREB ndreSiaMiiaPRBtodians
descri bed, since various other changes, conbinations,
to the @G§fissi ons, nodifications and substitutions, i

n
ARl N CoRER S Bvicbeld 4 e R B B
custodapp rvdera thetdatminatiomis based ayptastociation vt theoaticfdr aatré presiously
of the just described enbodi nents can be confi gured
added Rt A Rlior G fper P g e S B4 of 't he
| PR Bk 0l & comphRigdeRice] dn diSpit Of BR deftetamSd PREAIBE suggested
w thin the scope of the appended clains, the
potentiphgisiodiagh may be practiced other than as specifically
descri bed herein. 51 CLAIM5 1. A nethod for

suggesting potential custodians for a case in an
ént er pihie seethada cllimdt fustheccanssngseseidys tabayomrding device, third

- conmprising. receiyi . at uti devi ce,
s 6L AR 010 pliBrTet i Bl AR Y458, et e
associated with the case; receiving, at a conputing
evi c second i nhputs that add one or nore potential )
g’us_t odnsmetiadptelgnd sy, crepedels R BIthes comywives dotorgpining, via
the corfiSéing ?cﬂE@ﬁx%&h&%n afleftt HAAhbhicl b&ﬁve&&'ﬂx@@étgzﬁgn&ﬂ?ﬁ%%s@éiated with

cust odi ans, wherein the determ nation Is base
at leastzpng @ddesiriotmtial quistotdiae and e segzested potpnté cotislian. added
potential custodians and the tinefrane associated with
the case; and providing, at a conputing device, an
@dut putT he:indttbel of gtaﬁnm', Whéi‘emlhdﬁaiinﬁrir:l;lyg ﬁﬁt#smﬁq&kl &dctermining, via
otential custodians. 2. T met of claiml,
the compiting é‘F‘_’lﬁ%ﬂrﬁF?Sé‘i’rn%aP LRfTRg (rathold eigRpEASs YRV es the
predetdrircd dataRiskfitddRAth #dehsPRAR MBSt cdsBRiUBE aShEshsted

potential custodians to the case.
potential custodian.

5. The method of claim 4, wherein providing further comprises providing, at the

computing device, an output of the determined plurality of suggested potential custodians that

meet the predefined threshold of matches.
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3. The method of claim1, wherein determ ning further
conprises determning, via the conputing device
processor, at |east one match between predetern ned
data associated with at |east one added potentia
custodi an and a suggested potential custodian. 4. The
nethod of cIain13 mherein determ ning further

nprl via _the. co i ng device
ot ettt ke SR Bihor forgries aigessing, via a
compu@ig bvibeproBRor! H: orﬁ’;'icﬁ‘éi BitefpRkO@Aaiadsao ASe Ak HRGt WakiRne

| east one added potentjal custodian and a suggested

match b@%m fhgpredgteraiied data gssogiged methras deagifong lagile pptenfilqustodian and
r conprises providing, at the
am%g&ﬁ%%%Q?ﬁ%I e%%gg an out put of the determ ned
pIurallty of suggested potential custodians that neet
the predefi oId of .mat ches.. 52 6. . The met hod
o o e o< S B 7 AP G bR Oalh g OgbGmployment
chain-@C&MEB4ndY, VvVia a conputing device processor, one or
nore enterprise databases to determ ne the at | east
one nmatch between the predeterm ned data associ at ed
th
\gugge?ihg potdeér?t?zlisd1 %gﬁgl? %g{ ‘ﬁ%feg&e ﬁg@g’#?&& ﬁﬂg s er?%b#?ent
locale.3, wherein the predeterm ned data includes enpl oynent
chai n- of -conmand. 8. The nethod of claim 3, wherein
the predeterm ned data includes enploynent |ocale. 9.
The methesktadd oflchiii 33 whiafeed 18é Predbiermpihedi@ds &m&aeﬂelﬂﬁbﬁnent
.Jncludes enploynent classification. 10. The net hod of
classificpliinm 3, wherei n the predeterni ned data includes data
source accessibility. 11. The method of claim 3,
wherein the predeterm ned data includes data content
glé)n er dihedndblyodpditchanmi3aiwherest thel predsternlied ddteinvhidbodhtosource
accesm% im3, wherein determ ning, further conprises
app ying a predeterm ned rel evancy wei ght value to
each match of the predeterm ned data and sunmm ng the

predeterm ned rel evancy wei ght values to result in
sldggeglﬁﬂsal%aﬂ%é}f 250 e HRETH A PedgrRminaddaty e e Frgicappent

generaféh@y'fibﬂe%hal%@ﬁ@ﬂ fs.providing an output of the
detérmned plurality of suggested potentia

custodlans further conprises providing a ranked
InSt i S stodlans
o o Re Betl OGN LB e RASDIR, SSHRLSERSs peptyine o
predetesmiipd stlechnpy tveipht edlue to each match of the predetermmed data and summing the

predetermined relevancy weight values to result in a suggested potential custodian score.

13. The method of claim 12, wherein providing an output of the determined plurality
of suggested potential custodians further comprises providing a ranked listing of the suggested
potential custodians, wherein the ranked listing is ranked based on the suggested potential

custodian score.

14. The methed of claim 1, further comprising determining, at a computing device,

one or more suggested recipients of a preservation notice from amongst potential custodians
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custodi an score. 14. The nethod of claim11, further
conprising determ ning, at a conputing device, one or
nore suggested recipients of a preservation notice
from anongst potential custodians 53 previously added
to the case, wherein the determnation is based on an
association wth the one or nore previously
. identjfied recipjents, of the preservati on notice an
Pfe"lob%qﬁé 45140 e ety Yhereimnihe figemindtionay %ﬂsy{%‘? a1} gEoFiongtith the one
or mor@RFe ity a8kiBdd FRE iR EMRe prbServatids nBBENAR PEvislsFr&8edtion
. Wherein determ ning one or nore suggested recipients
notice history; ef the onger mers suggesledresiments.vi a t he conputi ng
devi ce processor, at |east one match between
predeterm ned data associated with at | east one of the
prievi dile malentdffcladd 1Aewhpradeterminthgonesn gges fgested recipients
recipien 16. The et hod of cl.aim 14, wherein
forther fQREP R AERTBIE 51 (ot uneigg oY SHP BRI BrESt OfREiHapetveen
predetGHRId BBSasERI RSV IM Adeasy bk dMBe SrevbiM 1dBe i fa\bGfients and a
processor, that a predefined threshold of natches
suggesgsd; re¢ipisel ween t he predet erm ned data associated with
the at |l east one of the previous identified
reci pients and the suggested recipient. 17. The net hod
alf6. c| dibeniethodwifetadiri 4; Wherpmatitrmininged o atcre sapgestedateeipicnts
with the at .l east one of th revious identifi
forthor b i R (B0 Grybliebl SeBEF ploSiiton el brst e eypshota
of mat€Rk exief bet el tay preddterttitdd\tab assEuiaTRIith G1FI RUERAE of the previous
.. .locale, enmploynent classification, data source
identified secdpipds pnd the speggepdrestpdtdat a content. 18. The
met hod of claim 14, wherein determ ning one or nore
suggested reci pients, further conprises applying a
piriedetlemiatiedd afslagmddcwheveinghe predétermital datecssorgatechwish the at

th redet erni data and.sunmm ng, the.predetermnm ned
tast ot BRI EIHATE Fn % R A BT GELER oRE S more of
employanére Bhdidlof-poamend @inplymivat locgle! @l Pyridt cRsdi@tiod, HataAdurce
apparatus for suggesting potential custodians for a
access'gﬁgéofgmenﬁﬁteé‘rﬂa@'%’ﬂ%b-vvi de electronic discovery
system the apparatus conprising: a conputing platform
including a nenory and at | east one processor; an
difect ridaimethiided glaemyl 4rwhergardeteppiningaricon nerosuggested tepipients,
. t -the at __ one.progessor. and
furter PSR A e i Ao ancS Hfichf RS RrRRRon o e
predetaxmihdddatautlé samininpethe predetenniaod tebdvank ywwviphttvaties asiesianid a
Sugges%ﬁcei ve second .i nputs that add one or nore potenti al

ol pLeseryatiohotics SerigH o8-

19.  An apparatus for suggesting potential custodians for a case in an enterprise-wide
electronic discovery system, the apparatus comprising:

a computing platform including a memory and at least one processor;

an electronic discovery manager application stored in the memory, executable by the at
one processor and configured to receive first inputs that define a case and include a timeframe
associated with the case and receive second inputs that add one or more potential custodians to

the case; and
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a suggested potential custodian application stored in

the nmenory, executable by the at |east one processor

and i ncluding a suggested potential custodian routine

configured to determne a plurality of suggested

potential custodians for the case, wherein the

deternination is based on an association with the one

nor e Vi 0 dded ﬁotentla st odi ans and }

¢ PrRIBESS 92&%63 pdipdien g EL i RERSRIOBY iegeeutgkle by the at
least 0B pRIEEssOF arddiBeclGihe b BidhREted hiteRddl E¥st@fiarSa@RSIRBigured to determine

potential custodrans. 20. The apparatus of clarm 19,

a plurgligy pﬁ%gmﬁﬂqt@it%cuméraexs For tireecags, aheraiinthe deffesineléonyis based on
r
an assBRARAKid hebHE bARbrGRANLA Sftel i Bok it cxs%o odiflisalg A Srame
associated totli theeast and previda e outpit ofﬂn@de&q&nmﬁtp]makﬂfy of kadgeytddpotential
.urther conprising: a case database |ocated in the
ry and configured to store case-rel ated data
including the tinmeframe associated wth the case; and

a_cust odi an database |ocated in the nmenory and o
cOhf | gl}hee%ppﬁ@u@toé elaimy 9. hrther|compssing whereingthe elgetrenag discovery

¢ .
manag B R S R R e Bl 4 R R B R Sl e
potenttl custetismspotientseal custodi ans to the case is reflected

in respective case-related data in the custodi an

dat abase and the potential custodian-related data in

the cusicgpanandal slns €9, fdrher EBApARARr at us of clai m 19,

wherei n the suggested potential custodian routine is

f /PR é?ta%ﬁiq%@gw@@%%ﬁm prafiguredde storegee-friatedhdata including
the tinRELHRERRIAACHE dopad, daf @ associated with at - east

one added potential custodian and a suggested

patustrdian databsseddéaten in 28 mmeryamdapafigisedto stirapote@] custodian
amim%ﬂfr%hﬂhthe ! gsted potential custodian routine is

PREI % gq%'d to determ ne that a predefined
t whesinahdlcnt daabao 6Sirkyd &1 thbelst@ieh dditbasd¥ueh GlaChddifEshe or

data%ﬁgsoclated with at |east one added potentia
more RAtERtigHFUsiPdiaag torths GRig dsielgcted Brrernertye ‘i?‘é%%e@ﬁ!l?da‘i"?ta wrhogustodian
databadd)8nPRP 6 RAHE cﬁ’éctocﬁil@féiﬁt&f’daté(%%s btddie HBg&st ed

potential custodian application 1Is #urther confi gured

to provide the output of the determned plurality of

sAlgge ti-ayl st.odi.a sthat ef_ 1.he . .
A er PRChoBORRL bl B THSHRMANR BlecRRlonliliustodian guine i
furthecdontigni2d fo ddtantndatihet Gieggasi Bewpai @oddt@inissdsdattisedtiated with at
roq@k e is. further configured to access. one or nore
least opgp Bmp?anﬂépﬁe%@%gn psuggetetptentphessidigneast  one
mat ch between the predeterm ned data associated with

at |l east one added potential custodian and a
23.  The apparatus of claim 22, wherein the suggested potential custodian routine is

custo

further configured to determine that a predefined threshold of matches exist between the
predetermined data associated with at least one added potential custodian and a suggested

potential custodian.
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suggested potential custodian. 26. The apparatus of
claim 22, wherein the predeterm ned data includes one
or nore of enploynent chai n-of-command, enpl oynent

| ocal e, enpl oynent classification, data source
accessibility or data content generated by potentia
custodians 27. The apparatus of claim 22, wherein the

e Otent St |an routlne S f rthe_ . N
D bR belhint o s i i oo PRl oy i pplication
is furtheRbatfighRodad Bhovigt BHogbuildTehe RISHRIANARY of atg%e SbHifal

the predeterm ned rel evancy wei ght valueS to result in
custodigns thgtymeetdle predefed thapsheldaf satehies.score. 28. The

apparatus of claim 22, wherein the suggested potentia

custodi an application is further configured to

p:rSovi dehetapparatut pfitlaiaf 22, néhebint ﬂmersitg@dtep poteatlia]l Cystadian routine is

est otential custodians n the

ruheAEREE %S Rk B oS RIeE Biabotlt el st il gne match
betwedhlthié PRUIA&BEnineBdla aﬂa@cﬁab@wtth Qt leadl bR6ladded pbiR@tidl Sustadik@shd a

based on the suggested potential custodian score. 29.
suggesfadepolgnyiak asigdiagf claim 19, further conprising a

suggested preservation notice recipient application

stored in the nmenory, executable by the processor and

idec| udr lwgipaaratslu ghdsitel, prhesen thatpraielenoined datnéimh;dee ne or more

out|n ured.to determ ne one.or

of e Qi osl S R0 s Ak el SR TR o at sy SfsPHGHOR o source
accessiblit@ot Hah cG&it @harned By preaiss bistafigled to the case,

wherein the determ nation i s based on an associ ati on

with the one or nore previously identified recipients

of7 t herpry g &59(1@5¥ 8&#{@2 'vﬁﬁr&pﬂle Qﬁ ol otféﬁt‘?% QL MAihPRutine is

notice ory of t one or suggest e
ﬁnhenmﬁglkre:m tts ap3 B a phedefFhminap ;ﬂqrvan%swgrght:\taalerm 28ch mitel of the

u ested eservati.on, n nt. rout.ine
predet i G HHER SRR B RGuRR kS G PRl o Spesestca
pﬁmﬂhE&mﬁﬂnmpp@@eterntned data associated with at |east

one of the previous identified recipients and a
suggested recipient. 31. The apparatus of claim 29,

viger ei ’fhetagﬁarﬁﬁi' gEShiRth DRARRGY ﬂfe'sﬁ% R :%Sfénﬁﬁ %hﬂb(ﬁ&{ application

routi ne i further conflgure ne th
is further eerdiguraddo tpm‘thbe outpit arghadrseminddaturpléty ol elitggettbdapotentlal

custodfaﬁs %}e?é’lm g@%@nﬁ% 294! a%tkg&j 11¥¥t fttll}:e u%%%s e%}%‘en?ﬁ cu. gtfodlans

€ preV|ous | ST ecH |en
and whicgeih feartiiked 3idtinglRearkpp baskt va tha‘ suggastem p’bﬂ:nnmh&nmdmntstt&e.
predeterm ned data associated with the at |east one
of the previous identified recipients and the

5243 g eSFIféQltpf)ﬁ'ﬁﬂuﬁ’ be&kini 1§ |f£ﬂr@§‘e‘§ c@tﬁﬁnﬁﬁg E'E’l!g%eﬂéd reservatlon notice
mpl oynent chai n- of - cormand b\wi;m%nt oca

rempleehmpbyartmstqrcchmsth(t menrin ﬁxecuaabh: ¢ p@cesa@mglaniudmg y
sugges?gd &gﬁﬁ}’aﬂpﬁ gotgc%trgclﬁlgﬁlttrgﬁ]ﬁne configured to determine one or more suggested

recipients of a preservation notice from amongst potential custodians previously added to the
case, wherein the determination is based on an association with the one or more previously
identified recipients of the preservation notice and previous preservation notice history of the one

or more suggested recipients.
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33. The apparatus of claim?29, wherein the suggested
preservation notice recipient routine is further
configured to apply a predeterm ned rel evancy wei ght
value to each match of the predeterm ned data and sum
the predeterm ned rel evancy wei ght values to result in
a suggested potential preservation notice recipient
score._ .57 . . . . L
30. he apparatus of claim 29, wherein the suggested preservation notice recipient
routine is further configured to determine at least one match between predetermined data

associated with at least one of the previous identified recipients and a suggested recipient.

31.  The apparatus of claim 29, wherein the suggested preservation notice recipient
routine is further configured to determine that a predefined threshold of matches exist between
the predetermined data associated with the at least one of the previous identified recipients and

the suggested recipient.

32.  The apparatus of claim 29, wherein the predetermined data associated with the at
least one of the previous identified recipients and the suggested recipient includes one or more of
employment chain-of-command, employment locale, employment classification, data source

accessibility or generated data content.

33.  The apparatus of claim 29, wherein the suggested preservation notice recipient
routine is further configured to apply a predetermined relevancy weight value to each match of
the predetermined data and sum the predetermined relevancy weight values to result in a

suggested potential preservation notice recipient score,
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