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rights managenent. More particularly, the present
invention relates to a nmethadjand systemfor issuing
a licence to use digital content, and a nethod and
system for request] Leenge ND OF
THE | NVENTI ON Di gibigiégghFégﬁﬁﬁaaéﬁgﬁﬁﬁgﬁﬁﬁfuis t he
termwhich is commonly used to describe a range of
t%&&ﬂquﬁsw 13&NV§ETI6§ i nformati on about rights and
r +ghtshotde to—fafage copyright nateri al
(particularly digital content) and the terns and

condi tions @ReWgicheht ESvERESoAVALLABLS HEnebatly- taothe
The application of DRMto the Internet (or just abo

aﬁ9eééheﬁ ééﬁﬁﬁﬁic5998ﬁ3n89m69§$epyp|Harﬁypﬁﬁ$apvé§r&Y: the
Ip&ea@gts&hvahtseﬂdragaaebleenaemavnbdtaﬁdleyetaﬁtfbe

a, device. rogcessed e.device, the_l.icenc
AFGWERS, Ao LOGOREE £G HS6 PNE SLoEPREBHCa| GRfap Method and
cepteetn folrer2fuksténge thgpildakhgeconsi sts of usage

rights that define what can and cannot be done with

the associated digital content. it is possible that a

t BACHCBAPNY O8ulHEc ANVENTIANer cept the |icence when
exchanged over the Internet and 30 thereby allomﬁng

the third party ai n unaut hori zed access to

digital conPéﬂ%ta&nﬁéeaaénvﬁyagﬁweﬂﬁy(BEM>dé§.F56|Eera which
ha%ecbﬁmbh&?eubéahﬁde@%c&H&é al kawgkhef keechncgube RBBat use

PS ket APORE (3obREraRR r2uRkohaT dert 2Rl Ranapg,

!co@gmégbermamealaéqupartﬁculahéylddgdcal Ebatehd) eand the
h%b yaﬁhsgogglgggbsaghew ?ﬁﬁ!i% E%Vﬁad% E%@&&aﬁle to

ismfor  chec request
IM@@#@@ is valid. WD 2005/091552 PCT/ AU2005/ 000287

The application of DRM to the Intermet (or just
about any other communication network) typically involves a
licence server sending a licence over the Intermnet to a
device. When processed by the device, the licence allows
the device to use the associated digital content. The
licence typically consists of usage rights that define what

can and cannot be done with the associated digital content.

It is possible that a third party could easily
intercept the licence when exchanged over the Internet and
thereby allowing the third party to gain unauthorized
access to the digital content. Consequently, it may be
desirable to have in place techmniques that allow the
licence to be securely exchanged (allocated) over the
Internet. Furthermore, it is possible for parties to send
the licence server a request for the licence. Therefore, it
may also be desirable to also have in place a mechanism for

checking whether a request for a licence is wvalid.
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2 SUMVARY OF THE | NVENTI ON According to a first
aspect of the present invention, there is provided a

worbismdi$sor allocating to a 5 device a |icenceCcrauaes/ 000287

digital content, the nmethod conprising the steps of:
receiving a first block of ciphertext fromthe

devi ce; decrypting the first block of ciphertext to

10. o . N or ock _of ciphertext; determ ning

WREEA gktgg @@%Cng 'égof ci phertext neets a

criterion; and allocating the licence to the device if

the secondyblock:af ¢l Pheeiexd dmalsy e Gl Lerd ol

15 Thus, t%é nefﬁggsé%%orgﬁn% tot é§?irst asgg%tgp

t hevernbsen: Fhekatisrppevidedsaamstiedf ferntlhecakingeto a

WabGhcEesUl i Sehé@Ntd N8t 8DgDEatlebohPiit NOtMbeh8ehod he
second bl ock of ciphertext neets a criterion. The

aBERT AgER2 0t BRI AEPRaPEit provides a mechanism for
checki ng whedédeiving r&£gfessét fislodbent | €bplter et Chirom the
mguld be acconpani ed by the first block of
cipheftext) is a valid request. If the request is
val i d : (t hade¢syptimg setontibsodiklotk o Hheipkextexiets
t jterj Ltenee. W |l ocated to the
2gﬁﬁéé#c§.g§§%?§?§%%$? ?ﬁecﬁ%%%rggnglocating t he
licence cohptesebning whephenftheregord dyledle ¢f r st
b&@%ﬁe?ﬁeﬁhﬂﬁ@éﬁsxé tPit8Pidht ahAga third bl ock of
ci phertext; obtainjng a usage right for the dlgltgl

rH the

content; aRH-PFILIRE nPe METERRNFE et Hhe tHEVEF
bkaeknaf blechheft exphantend meetypthd yeisesionl the
usage right. 35 The previous three steps provide two
advant ages.
Thus, the method according to the first aspect of

PO

the present invention provides a significant advantage
which results from the step of determining whether the
second block of ciphertext meets a criterion. The advantage
being that it provides a mechanism for checking whether a
request for the licence (which would be accompanied by the
first block of ciphertext) is a valid request. If the
request is valid (that is, the second block of ciphertext
meets the criterion) the licence will be allocated to the

device.

Preferably, the step of allocating the licence
comprises the steps of:

encrypting the first block of ciphertext to
obtain a third block of ciphertext;

obtaining a usage right for the digital content;
and

providing the device with the third block of

ciphertext and an encrypted version of the usage right.

The previous three steps provide two advantages.

The first advantage is that by providing the device with
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The first advantage is that by providing the device
with WO 2005/ 091552 PCT/ AU2005/ 000287 3 the third

wohoeskofs2 ci phertext, the nmethod is supplyi ng PO®AU2005/000287

device with a bl ock of ciphertext that will ensure
that the next request for theg l.icence which the
device issues will be considered vaIid that is, it

bl h d .
bk EREPh R BECEY! S5phE-BpREOLEE AoPh8 48 pyppiving the
adaancagE1sheasblooh1oﬁeCiaberthat ahaEnwlypteusure that the
VEERE OPehie kRO ep el 1 08LnbL GRRER) cf thé BL0YLECHstes will

dev I'S mnimzes the a
uhaucﬁbsiéeaedpaaiydtothakelaseIBfW%hé 9@3@%6erﬁtdev1ce to

£8Ys8ei b b3odf SECEYEESQteEEeEEéathetEh@hétSﬁlﬂérlon. The
eterm_ni ng whether the _second bl ock o ghertext

nﬁ%?gn@h@dxﬁptesﬁoﬁtEEﬁpFFQ@sth?hEagFeB F 8Bt BPARTHPRED
whetBeent BE sReondagboekght 1bieenbelt £xtpeoviaspondsthe

t .| ast k. of h d I to
SpRites: TROP PHOPIEBACERS PPEFEFRLES" PHe Sraprar:sed
abaotat tagmake hseenfethenpsagesrtghtsbepauseupﬂaisng
tQﬁCLgéke | ock of ciphertext .20 such that it

on

corre S to the first block of ciphertext.
Preferably, the nmethod further conprises the steps

of 1 determ pLageMRBIPEr thbetEefXbBt e BePhENIiRYSWRLEELr the
25 of C|ghertext that was received in relation to

afiseABE Pleghesf FbPhﬁrFF§EnE@e5ﬁdtRﬁ|SﬁlESFF8§p8ﬂﬂErlses
tehéhetapceﬁddehb@mknmﬁgcwnbehéextheasdcbﬁanmgckhef

not i f n that th cenc S
ciphErteit; PoPPerrpfh FBub: nartt RiopkoghopibRlgtent
breckiwvkdcipheeflextionxiet 8 aﬁquaas fbrakhedlpreoret o
the last block of ciphertext being obtained;

wherein the steps of determ ning whet her there exists
a previ ous Breérrabiy. i shei agephefdalieeating the licence

n@Eh&kEQEBOEhér%t@ﬁrBEeﬂpauhlﬁgoﬁh@eiﬁﬁﬁ‘BlngtBthEBﬁertext
35 second bl ock of hert ext does not neet the
cEEEl that it corresponds to the first block of ciphertext.

Preferably, the method further comprises the
steps of:

determining whether there exists a previous block
of ciphertext that was received in relation to another
request for a licence and which corresponds to the second
block of ciphertext; and

issuing the device with a notification that the
licence has expired if‘it is determined that the previous
block of ciphertext exists and was obtained prior to the
last block of ciphertext being obtained;
' wherein the steps of determining whether there
exists a previous block, and issuing the device with the
notification are carried out upon determining that the

second block of ciphertext does not meet the criterion.

Preferably, the licence is arranged to expire
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aspect of the present invention, there is provided a
nmet hod of requesting a 5 |licence to use digital
content, the nethod conprising the steps of:

0 ining_a first bl ogk .clphertext froma system
a?%gﬁﬁea PgegFFSEQPQeghgg%ﬁégngg;Eéﬁ%fypting the first
bl ock of ciphertext to 10 obtain a second bl ock of

Ciphertext:Aaagﬁgﬁﬁé;g%nQ %ﬁ@oﬁ&cggsegkogktEéelpresent

ciphertext to t ' em when requestin I cence.
PieverkbpPy, thersefBoRrPYLitREr 2cBRpRPSe st HeTWLEpingsa

ofi ipea¥kdiBIukRegigsend bbaeknef ehphpetexk tLempRoLhal the
devi ce far use thereby when requesting the |icence.

ABESPEi R§*to a third aspect of the present invention,
there is proktdefdingsusEepetoblatkoest tnghart@lt from a

licence to use digital.content.to.a device, the system
c8¥6??§1ﬁ§r§nSF§c% sﬁﬁé°ﬁ%§§sE§Fr%ﬁ§88°Fo performthe

steps of: resekybhgng thesfibkbcklotkcppheipbrrtéxbnto
t BBadRY LCBecoRal BILLR! bEI iRk EESE ; Dhak of

ciphertext to obtain a seco Cci phertext;
det er ni ni ngPRATLAdRTt KBeseesaBdbPéerkopt eiphertext to the

”E?E%eﬁzﬁhbhekbgﬂésiﬂﬁgahhéciﬁbaﬁcbhe l'icence to the
device if the 30 second block of ciphertext neets the

criterion. Preferably, the processing neans is
arranged t orpefeeablyhethel hevhed stephewheébmprises the step
al l.ocating.the. licence t.o. .the device. 35 encryptin

RS FRPYISPEC b SEERE PabeR, 57 iBnedesSl kbl apPner
oﬁe@ﬁpbeﬁpgxmge thereby when requesting the licence.

According to a third aspect of the present
invention, there is provided a system for allocating a
licence to use digital content to a device, the system
comprising a processing means arranged to perform the steps
of:

receiving a first block of ciphertext from the
device;

decrypting the first block of ciphertext to
obtain a second block of ciphertext;

determining whether the second block of
ciphertext meets a criterion; and

allocating the licence to the device if the

second block of ciphertext meets the criterion.

Preferably, the processing means is arranged to
perform the following steps when allocating the licence to
the device:

encrypting the first block of ciphertext to
obtain a third block of ciphertext;

obtaining a usage right for the digital content;
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encrypted version of the usage right. 5 Preferably,

the processing neans is arranged to performthe

foll owi ng step when determ ni ng whet her the second

blogk of ciphertext neets the criterion: determ ning

whether the second bl ock of ciphertext corresponds to

a |last bl gskoefdihgheh¢ edevieesaried time rehitd dnleck aof

r e Feebesabby. ight.

p?ﬂggééFeégnégasgﬁ ekhggﬁggﬁ to 5 erforn?%ﬁeug?%% E%ght

updating the | ast bl ock of ciphertext such that it

CorreSpondSPLQféPﬁbiyr3Eh@'§§$ci§s£ﬁ§”ﬁ%$§§tls1§r¥$ﬁ§bd to
era

aIIocatlng the Iicence X t he proceSS|ng
neakECr® EheafgbiovsngpareBr i eRelebrIBirAgIsvRpEher the

dskesranbgcwhetheiphBetexexinsétsatheewrQuerbbAckde8rmining

of . ci phertext that cei.ved in relation to angther

"BREEBEE( bR sPPeRACRIaRE hi APRBTFERBoREETPaPPAES o 2

smasndblbbhc&fo&mphphéekéxtecahﬁedsiuinglahéodevbce request

Wi not i, ion that the 1licence has expired if

'FEQ St%r%?ﬁg% “that the previous 25 block of

ci phertext exists and was obtained prior to the |[ast

bl ock of C'PPSE&E%BlPe'Eﬂe0$£6é8§§1n&mﬁé§h8 iQea§£§ﬂ€ed to

of determ ning whether there exists greV|ous bl

aRE*£e¥n; & BetﬁEeBeV?cEPﬁPthghEhenBFFFl 4PFBnCL girhertext

caﬁEhedhaut1upear$ebpbﬁualag that ripet3B16erond bliphkrtext
C|phgﬁtex%.doe% noé.neet the criterion.

PWEF Br 361L9C2FARY| FPENEECPE 8rranged to expire after a

predeterm ned period of time. 35 According to a fourth

aspect of t e re PE QVi

devi ce for ?gagesgsﬁg Eﬂ% gégggsfaﬂgs é?éi%glggggnaed to

cperéorm the delileowinangtepeng a

determining whether there exists a previous block

of ciphertext that was received in relation to another
request for a licence and which corresponds to the second
block of ciphertext; and

issuing the device with a notification that the
licence has expired if it is determined that the previous
block of ciphertext exists and was obtained prior to the
last block of ciphertext being obtained;

wherein the steps of determining whether there
exists a previous block, and issuing the device with the
notification are carried out upon determining that the

second block of ciphertext does not meet the criterion.

Preferably, the licence is arranged to expire

after a predetermined period of time.

According to a fourth aspect of the present
invention, there is provided a device for requesting a

licence to use digital content, the device comprising a
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WD 2005/ 091552 PCT/ AU2005/ 000287 6 processi ng nmeans
arranged to performthe followi ng steps: obtaining a

woiowstoodseack of ciphertext froma system arr arRQeATROS/000287

all ocate the licence; encrypting the first bl ock of
ci phertext to 5 obtain a secgnd bl ock of ciphertext;
and providing the second bl ock of ciphertext to the

m, wh t th b
SHSHERAAED BERESLLU AR LOCEUE Rk PLET B oudDS occps:
of provi di ngbtdinbeg ondf bFoekbbick wﬁmplee(rt_:ent from a
aEgEEQﬁ Q?i‘éﬁgg&"{éoUéflégégéb%&‘hfﬂceﬁggueﬁ' ng the

ence. Acco to a aspect of the present 15
i nventi on, ¢m@ﬁxptan$r%h¢d%ar%td%h®@$e?fp?ﬁ@h%h#ext to
CSBEahﬁlQgseé&n&eﬁﬁécEHSfl8§§hé§£éﬁﬂ fgﬁdcau3|ng a

conputi ng deV|ce carry out t d accordin
the first RPREt iﬁgtFE@ %#%%%%tgﬁ%gg o%%E#e¥ﬁ%xg to the

neybedmawhendraguéstihg sReobilceAspect of the present

i nvention. 20 According to a sixth aspect of the

present invention, there is provided a conputer

readabl e neRreferaohyr i Shagotdeessipytreans ogs aarranged to

' fLEL t
cguassioein bl b progiaris ho' gBhESMR o
Neirherseshdtaganalher herveapofPAeHes tharehuywhes| |

Wb Bh8sthegSeRBE1 DEchBE. Present invention, an 30
enbodi nent of the present invention wll nom;be

descri bed, by way of exanple only, with reference to

t he acconpangéﬁmﬂiﬁgguéea,fiﬂtmhésﬁecfi@ﬂrehé pf@yéﬂes
aiggge ghc ELQ éaHLOfrgvi en1 §5 Iﬁeaccoédance Wi isin
an e Pirentof St Hié Bresen? i AivERTT O argmecp p5 g
f abwlehatt oné iastnustsoepgovmbacsanQQSEQmputlng dev1ce to
ngé@§QgQ§/QﬂQ2§gthod according to the first aspect of the

present invention or the method according to the second

aspect of the present invention.

According to a sixth aspect of the present
invention, there is provided a computer readable medium
comprising the computer program according to the fifth

aspect of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Notwithstanding any other embodiments that may
fall within the scope of the present invention, an
embodiment of the present invention will now be described,
by way of example only, with reference to the accompanying

figures, in which:

figure 1 provides a schematic diagram of a system

in accordance with an embodiment of the present invention;

figure 2 is a flow chart of wvarious steps



7 performed by the systemof figure 1; and figure 3
is another flow chart of various steps perforned by

woheosgygstsem of figure 1. 5 AN EMBCODI MENT OF THEBCT/AU2005/000287
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I NVENTION Wth reference to figure 1, which is a
schematic diagramof a system 100 enbodying the
present invention, 10 the systen1100 conprises a
licence s rger 603 and seyv rﬁ conpftlng devi ces 105.
TRE® ?Egﬁ eP¥eFBEr SYB5° %At A&IUESnplt ARG devi ces 105
are connected to a conmmuni cation network 107, which
in this enbpdi toof Lt e | | ' P
based packe?gg&F? e%sn%?%gégé(g%% gggg% 8ﬂ i 2us steps
| pecFaempd g Whel spetemadf| figpparént to persons
skilled in the art, the comrunication network 107
coul d be based on other netmorklng t echnol ogy such as
aARpEMB OR;MEMQQFHEHEHIWEHH Q:Nn Corrput| ng devi ces 105

are in the formof personal desktop conputers;

however, it envisaged t the c devi ces

e veul d HeLfRcTeEBRdEce B8 £ dife ST B8 L8 8 CEonamatic
sd¢hgaamaoﬁeassmateml@DOaémhséysng(EDA)prasepaptnpentlon,
Ceﬂguéggtgﬁ EEB ESmQFEESS EaiEcQBHEUEEEQeQGXR §€,485:89eral
conprises traditi on ardware such as a not E 3
Rapppukang devkcemel(br kThat dirapee 9py¥ercaPa, apéméhe

see%bﬁtlngldeolaeglnas 2k8ybeand.and PBUSEcomREnhakEion
sk of _eac nput i, ng device, 105 i s | oade

oB@FHPFHglgystEHFCQOFPmEPéS(§H9Hdé§ePﬁe°ﬁlEgssBFFS%Pt
omﬁﬁahtmgnsistaﬁ)IPmbaedeﬁaeE&enbwatbheGOﬁaewakRs(such as

ith the har e, Cco ut| device, 105 to
oEb; BBEaRABRYT T BRnirit T ROWREERL 28 PREFESSE,BF: aFPaRS
cakibéedxévuthd. akh,t bhe regamndice&ibn vekporknd07 could be
ﬁ&%&ﬁ s8ooBasy ASk Lkﬁﬁn ”té&ﬁnBiEggdbEEhaaEeQ'éFRs

ayer software app |cat| at enabl es a user a
swlgéhsaﬁungtuevkee 105 to play digital content
(media) such as a video and/or audio clip. The
various functions (or,6 steps) perforned by the nedia
pl ayer softmﬁ?ecaﬁﬁthﬁglGﬁVlceS 105 are in the form of

personal desktop computers; however, it is envisaged that

the computing devices 105 could be just about any persomnal
computing device such as a personal digital assist (PDA), a
laptop computer or mobile phone. Each computing device 105
comprises traditional hardware such as a motherboard, RAM,
hard disk, network interface, wvideo card, power supply,
video monitor, keyboard and mouse. The hard disk of each
computing device 105 is loaded with operating system
software (such as the Microsoft XP operating system), which
essentially cooperates with the hardware of the computing
device 105 to provide an environment in which software
applications can be executed. In this regard, each
computing device 105 has installed on its hard disk a media
player software application that enables a user of a
computing device 105 to play digital content (media) such
as a video and/or audio clip. The various functions (or

steps) performed by the media player software application
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WD 2005/ 091552 PCT/ AU2005/ 000287 8 are shown in the
flow chart 200 in figure 2. The licence server 103 is

wonodshe1$sor m of a conputer configured to oper RUE/AAR00E/000287

conput er server. Like 5 the conputing devices 105, the
i cence server 103 conprises ghardware such as a

not her board, RAM a hard di sk, network interface, and
aggwgaoaﬂpg'ytE figglahggtteobhf haiguace, the

| Fcence Ser ver “183°¢c nprises opera? i NQ systen1softmare
(such as UNI X) that |s Ioaded on the hard di sk of the
10 licence $ReveLcdfide JDEvOPCLgsi g SUSLAD £OHLBE Ca

basi cal |y cooperates with har dware to ErOVI de an .
eR9TPBRAENEORA LgHT Bf §8fPRﬁFét3p§F|éaFPBB§ gansSpEver. Like

eﬁﬁéubéﬂputhﬁgtHé$1&§galds t BReh@li deflbeksebvebe103 comprises

ce server 103 is a digjtal
"HASHERER: Eoh: Adr 8 B8EARRPPELtr ofdltrna hrary 418Fr gRetwor
minagefane, sahﬂmarﬁowappbupplyon s aaaéaibalty the hardware
r onsible far na mhlch
@g?aﬂé gngF %ofggargbggc" ukﬁlon ?Baa gingnsg ﬁm “software
céﬁpthng tNEXEethes u5eéoadeésganthalhyrdedésk1qé the
WheLBgEe2 sa§%arliognt'&h@doberakaﬁg(ggetehafofh@&&er

l1sten _20 to) a particular piece cont ent
THGSWSPFéMSCPBEGFﬁ6ﬁ§ véFbp§§ pharéWﬁﬁe by Previdgi eal

féﬁb?%onﬁ&ﬁﬂgfﬂeghlaﬁfE&@Eﬁa@@phb @ibaalaﬁ? §Eﬁgﬁe|€xecuted
Qw char g menti one
pEBVFEa§|§eQFﬁ8 gﬁﬁuﬁ?EﬁtHbﬁk ﬂstﬁhﬁklis?an PRTVAE 103 is
f boadefl ahthPabdigdtpackeghsni mahademeatweoktware

CapeaugiL, {Re SRS LISRICHIRLEATE, GORRL55°

necte routers
shpphicatipe fLSgasesptlﬁ\élpersepoambledfpn nhvaging3@igital

w&hbhkeadwhxcﬂpeaecmaagatBﬁayeytssﬁtaaﬁebﬁgggéhgxion loaded

arranged to royte data packets anon Ves in
oPBeP3El geFPYELngt AevigealpacREes Fpoﬁﬁaegéhaéiyt@egermlne

fﬁﬁéﬁh@ﬂta teeeXxghangeidaka abtﬁla§cntﬁhhe&s;helew or listen
utlng 35 d$VICe$ 105 ﬂ%ua t he glcence serveg

aF8 cBnREEFEGUL BTt RESCEo teaERONCABERBER 18 VV3r1°us

détiackiioks 188epEichbedtfibBmed by the digital rights

management software application are shown in the flow chart

300 in figure 3.

As mentioned previously, the communication
network 107 is in the form of an IP based packet switched
network. Consequently, the communication network 107
comprises a plurality of interconnected routers (which are
not shown in the figures). As person skilled in the art
will readily appreciate the routers are basically arranged
to route data packets among themselves in order to deliver

the data packets from a sender to a recipient.

To exchange data with each other the computing
devices 105 and the licence server 103 are connected to the
communication network 107 via data links 109. Each data

link 109 is electrically coupled to a respective network



link 109 is electrically coupled to a respective
net wor k WO 2005/ 091552 PCT/ AU2005/ 000287 9 interface
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to a network access point of the conmunication network
107. 5 As discussed previously, -in order to play
digital content the nedia player software application

ipstalled o Ln c 05 is arranged.to,
obfeREaCe gr, kRS FRGRHEE Bt RuL  Epd 8r, SopREBIRE iPice 105
centleht. al netbsk megerd, pohntf pEsthet epmPOBichbionheetwork
mggha player is 10 arranged to performis to obtain an
Initialization Vector (IV), whichis in the formof a
cryptographically secure random string of binary

data. The |gkthakigaté@npYeeidtsly, ﬂﬁnsfaéﬁdtbypﬁay digital
secure randon1n§nber enerat r that is_.,inte

i APBEERE FBgi B FﬁyB ¥6Ft #8 EwﬁﬁﬁIFBBFFSﬁtlgﬁ #ﬂ%talled on
Sehéndoﬁbﬁﬂiﬂ@5débatetmesnﬁdlarﬁhﬂged te0bbeaLfA a dlgltal

a n r he |m
TRREhE (1L 2eREC) OLEP o1 B! nENGLARL A "okt
f oegeofl, thheAﬁvchethPCBthtbﬁtsthﬁdmﬁdléAES?YarthSZO
PK %?angafﬁen e§%b%h¢gs othtQE£ &h'&nQEEEES Ego#hﬁgctor
ncry t on a ns such as Trip
béIVbseUhFﬁ ofBeine edﬁﬁﬁﬁtgfoﬁ Fﬁgptﬁ9§ﬁ?héﬁaltmesecure

S@Qﬁadm55991n§05flB!ﬁb&?sduﬁhngTEeS!HHEEEEQzSEQBMDVéeEor is
is also known to the |licence sever

key

1@3“ Fﬁ%FdMgYSFoFESuBﬁ 580HA0 AYFRSHi SRPGFAERE that is
canpeyiragedeinte thb. mébeasplaperi sofenarygphpphikayion.
(Ks) is actually generated by the licence server 103

and distributed to the conputing device 105 wusing the

I nternet KeYhé&xshanyd ¢r&F)2pFotbabl th@emedhs pikyetred

| Bolgagel o hhcam\@ﬁvgagfamseekaes Lhakygnenskey 30
exchange te ues co be enpl oyed ternative
eﬁﬁé&FﬁéhFétéPntH@cﬁp€séﬁﬁn9n§eﬁFF@ﬁ9 ERerypting ahgorithm

|&httﬁblESEhOvaeﬁbohdbaﬁééasEhBr?thbﬁtSEEQEEer(AES) with

RS " bios AL LRsTTeS SR RLETaLE 100 SpblSiare ehat

other encryption algorithms such as Triple-DES could be
used in other embodiments of the invention. The second step
205 involves using a symmetric encryption key (Ks), which
is also known to the licence sever 103, that is stored on
the hard disk of the computing device 105. The symmetric
encryption key (Ks) is actually generated by the licence
server 103 and distributed to the computing device 105
using the Internet Key Exchange (IKE) protocol. Persons
skilled in the art will, however, appreciate that other key
exchange techniques could be employed in altermative
embodiments of the present invention. Encrypting the
Initialization Vector results in a first block of
ciphertext; that is an encrypted version of the

Initialization Vector.

Subsequent to carrying out the second step 205,

the media player software application proceeds to carry out



Initialization Vector. 35 Subsequent to carrying out
the second step 205, the nedia player software
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PCT/ AU2005/ 000287 - 10 the third step 207 of sending

a licence request nessage to 16he |icence server 103

via the communication network 107. The licence

r e ssage | I n

EHer ERuERT AR, p27 “BRosklapy; B EREERke BRtupsg messave to
ctbhat bilcender sagvehelgacuvha GhepcgmﬁyniaﬁtidenBEtWerk 107.
Ofnb N1 6OHPU! £BGuedeVineEsd0s 189uBAE! 0 bhCIb! £EBEEE, and

aut henti cat on credentialS used to validate
i aPTPaLseecEReefitgtieblockanf 51€€§§F6ﬁt|&EHFPF|EFS freated

thﬁlﬁ?b@ﬂé”BEEoﬁ& beeppnes¢ntanlm&eﬂtnemertbg the computing

{ f th g.d 105 10 bl
CASBLEG IPI E=RESSEEABnE R OhDREPAG: dBVFamGagachen

reﬂaéshtmglbhasédceacealIaetaubhec1niypamglapbn0ekegquest,
ated ag a,hash_of._th [

FicRcsSePy et PanitRe) by Enfa OHbLARaRRY EF EHE prosen

ahgmenthnnsubheasdeSHAfzss oft thel tobpubppgededied BY5 is a

ﬁﬁ@ﬂé ék?% grhﬁhﬁﬁeké§ GEtthEanhSGthHthé@héé b5

e co evice 105" coul d _be another form of )
|§éﬁFPF épgs bﬁ éécﬁﬁéekPTHGdPBEéleCFHEtOEEHEB%FnEeY is

F@&l@ﬁlé@%g YBen h?@h'b@eﬁﬁe &6&#?E1ﬂ93déGE@éVQ85tﬁ@lvate

I cence Leques nessa rom conp
 BEYPERETAPRIEaReY, PORRY PaRkGonEnigatoataonihn Sten as
apphi eabi.onIkoadad be tpprbatidtedi by perkbasl| skéhted in the

SSELCLpA03 RESLSRLLY cRLOCRESRRC! NEnbLEPASEALEHUES 05 courd

etermne
rbghapotbeuséorNeodlgdeatléeﬁreﬁUCQhasluhBeIPssdéuesssof the

tgohagagﬁgpugbggedgbgce 105. The first step 303
e

carr out by the digital right nanagenent software
application is to process the licence request nessage

to detern1nﬁhéﬁeﬁﬁérllbéﬁcéiQéﬂﬁérsﬁbgefeégﬁvéésthe licence

previously received the first bl oc p te ..
PEGHHERE BoRARBPNE-aBVELE FOBPUBSPOnASYACRNLPPal the digital
r eiybse mahagbmehiccebtewhlre hpphieatienvabaded mnlthe hard

disk of the licence server 103 basically processes the

licence request message to determine whether a licence
(digital right) to use the digital content should be issued
to the computing device 105. The first step 303 carried out
by the digital right management software application is to
process the licence request message to determine whether
the licence server 103 has previously received the first
block of ciphertext from the computing device 105. For an
initial request for the licence the licence server 103 will
not have received the first block of ciphertext, and so the
digital rights management software application validates
the authentication credentials, and if valid, allocates the

licence to the computing device 105.

The process of allocating the licence to the

computing device 105 comprises the step 305 of obtaining a
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not have received the first block of ciphertext, and
so the digital rights nanagenent software application

woabisdatsss the authentication credenti als, an@8CirfAu2005/000287

valid, allocates the licence to the conputing device
105. 35 The process of allocaiing the licence to the
conputing devi ce 105 conprises the step 305 of

bt WO 2005/ 0 52, P A2 0287
OReE Pt dadud T ives  DRRaen far rLnES el 0GR ana Lammet be
béondonethnthet@egﬂtgltabntentbnt$ub€EQSGQUeh¢ performing
p@ﬁ%g €930§h§f %ﬁ?a§9§ feRbt alpi 98 Lbe ée£1§£tgsa9ﬁe

S manag ement Sso
a@bgiballEhgbb$fm¢n%9?m€n5 §?€5W§E¢ PP Lheryponnperferms the

fheeh Bbpcksobnei-pheih§xtnel £eBEVEHLbEK! HE éiﬁﬁ@f@ext
request to, produce a second bl ock of ciphertext.

eﬁeﬁ9bv?ﬂgl%heh?.}g?eﬁ?scﬁegFeSE.BﬂePF%Q Cehd a?a??§|b1°ck
rbsh&5pnaﬁagﬁﬂenthﬁfémafyptaﬁgltnetfoﬂsusBSOeheosane

encr vanged. r n 10 Standa algorithm
CREPEBEEeR s CHA SEGL ERE YRR AenSHBRERE (e SEBRRLL T
t Apphbdabiphayses sbhewaameapptiryption AdvadeddoEnthpption

' 5
SEURHALEA R0 o 00u DEFRUEDEapREoLb L Tk Bovne
sprevapusiypprsedt Ponthernedis p%ﬂﬁegtégfguerefappllcatlon

enchyBli B8 the dsmpetihghlisvidsi ngsthe sane Advanced
Encryption Standard al gorithm and cryptographic key

Ks that was used in previous steps. Follow ng on from
the | ast steibsSéQuehbetdi petibrhifdt sShampogeirdns step 307,

t ; 0 t f st
<2ha A4SLFe cRErbER h2RaB8net RrEtoetb Bpiliatring portomme
stbp 8608p, 30AecoSeenadybtidnyg bhe uSpgerreghtégreaLag the same
dﬂﬁbgﬂcgﬁeﬁngggét13ﬂdSEaﬁa §H°Ql bQEEhhféﬁ& Egyggggraphic

| i cence I ssue ssage e co utlng evi ce
Theyl Keehbat| wageuaedsagePrsviene sbePRe 2Boddapimgngn from

dewiCeadBSs¥Ld 809, CQHEUthﬂEanrEQEﬁ@rﬁaﬂgiemeﬁhesoftware
| i cence issue nmessage | s sent as P pac ket .

Wen
aFPB&éFPH§°?oPe§EﬁHWﬁthFhEtFPcéﬁ&e°FoSFﬂ@1n9 the encrypted
usage rights (created during step 309), the second block of

ciphertext (created during step 307), and a session
identifier in a licence issue message to the computing
device 105. The licence issue message is sent to the
computing device 105 via the communication network 107.

The licence issue message is sent as an IP packet.

When allocating (or sending) the licence to the
computing device 105, the digital rights management
software application on the licence server 103 also
performs the step 313 of making a record of the first block
of ciphertext received from the computing device 105. The
record of the first block of ciphertext effectively
represents the last block of ciphertext received in
relation to a valid request for the licence. The digital
rights management software application also carries out the

step 315 of recording the id of the computing device 105 as
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conmputing device 105, the digital rights managenent 30
software application on the lIicence server 103 al so

woeodsoons2t he step 313 of making a record of tReTAROS/000287

bl ock of ciphertext received fromthe conputing
device 105. The record of the first bl ock of
ci phertext effectively represents the Iast bl ock of

ci.phert ext ed i | to a valid request

f et%‘érﬁzééﬁécgié(%e% ?a‘]‘e &%ﬂllcg ts nanagenent

software application al so carries out the step 315 of
recording t ' 199_,{%;% Qg devi 32 AR

2005/ 0915.525}%&%&0%{%%0002 - 12 the currﬂeﬁeté/\Qhe
hbleercefissies meetrge ¥R e LEPPRE® RLEST ck03osia the

I €5fhYeScd bfon | AEEREEK | BEUE ﬂE@S@Q&iifﬁlﬁiéﬁ ééﬁem&ﬁe
server 103 via the. 5 comuni cati on net wprk

th
SO LL R beR LR do e CT | LoD BHIRe et s 108’ Berforms
CORPUstEg Zieyise déﬁ&fﬁtimgnﬁhet@ﬁcﬂtﬁpe&O@s@ée rights in

decrypt i n t he encrypted sage, [

i e%%ef 5 elfl%?%g'xgﬁ%a%%v%n I%cr 2014 ?%%QSSJF I Clggé:dlon

as gandahdn ahgioth’ehmrgqadog]nep@rxcpk@grmhld' Heey ksl t THE result
Oéfd&8£¥féh e@&aygée 3 US808e Lo Ss 1 S5t PRL e BRe media

twar e I cat n obtal ns the usage
rpyayer smétWﬂ%euapplaye 1%%f?hb?bn%pﬁh?6%f?%ﬁ pights. The

PREE DL NB1EPEr SEEPEwRRd @5p§xéae£&hngléaepéﬁﬁeﬁﬂsbtﬁékstep
of ciphertext apd the sessngn}agde tl%le[ romt

I?%%n@@ pEtrRChiRIabRe 38°9H PF gRtREGF Eext “and the
bassegabhyidentibjetheramditne Diagﬁéesbééuarmessage
application to control the use of the digital

content. For exanple, it may restrict the nunber of

ti mes the digetesagentigihts sape dyesidalyneaded Bxcthy media

hgmagg tESfH 208 5§£f§c§£§oﬁxeseééﬁer59 ﬁﬁatﬁgg sfethe

glta content is outsid e SCO
tdigispecrentartonForpatanplper $bnBa¥kresbaich Fh@ Bppber of

W£hheQDEhscaﬁgftAbeesnaéﬁt m@lklgyean(vaaﬁeap eXpk8EEly how
usage rights such as (j\/A

the usage rules are expressed to contr the use of the
digital content is outside the scope of this specification,
but as persons skilled in the art will appreciate there are
well known ways to express usage rights such as XrML, ODRL

and OMA.

The media player software application of the
computing device 105 is also arranged to perform the step
213 of recording the second block of ciphertext (extracted
from the licence issue request) for future licence renewal
requests. When the media player software application wishes
to renew the digital content licence, it basically follows
the previous steps 203 to 207 for the initial licence
request. However, rather that encrypting the Imnitialization
Vector to obtain the first block of ciphertext, the media
player software application encrypts the second block of
ciphertext recorded during step 213. The result of
encrypting the second block of ciphertext (yet another
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(extracted fromthe licence issue request) for future
licence renewal 30 requests- Y¥en the nedia player

" software application wishes to renew the digital

conte li cence asic I t he previous
SBLpER 05 FEPBRTtPEE e ERPEi 5P Fhfohibonel BEEPER 103 4n a
k@meeapg retihestt hatsssger yphiinl thesenktt vakhi hei on
V%g&ﬁhggeaEQBﬁ'ﬂeEPSrL'ﬁsasbhﬁckpoﬁaEkQEerteXt t he

nmedi a pl'ayer software application encrypts the

second bl ock of ciphertext recorded during step 213.

The result gh réeéiyﬂﬁgnﬁhéh§u§§é énbl 0ekefbe request

ci phert ext gﬁet anot Mg 2005/ 091552 .
PReFRBI60SFHB0dagital Big FEcR2BRIEPBREr BokEYaFS gpRfication
tafthhel&&eﬁﬁ6eseé¥95rlQ33lpeafokheeﬁhe Eegpesi7 of

ssage, . Whi IS _sent _vi omyuni cation, network,
TEE3RgRE M0 e 2e28Rkal B1L0E oEORTRRLERLNR T USing the
IAdeaneedeqnesyptuess3gepdahd dilgptrakhm ghtlsthe

IBSTREPPorRL P B2y KBy, OBpa ] oliePReh TEPRERAFIER. mhe

~bPB§KYBFeé|éﬁépF@%FlPﬁﬂéé egmﬁgrﬁﬁetOAa gn&egord of the

Eaﬁkgetbgacﬁta&daaﬁhakgektthﬁhaeﬂ the agggksmteﬂgaeglc
ke Ks to obtaln encrég id i nformgti_on

nc ted
SRAEFEBL POELYRPSE! 3°fhdoPe 6ﬁdWBFntRSr%PFP£g
bbaebiohscbmb?reext Idhichb Bhbséggﬁhallﬁbghb? request from
age‘nen soft e ap catl on | er R
[ RBROEBERLc3 8L HaKSAPROLCSE 9R1GH] chECaRBELEELH Bl cormation
réqb@sunédodurﬁngh@heoppaVupgsdetepe3105 pgdyv &ghedreherd of
e%ﬁEyEE%Qt' gBEﬁgbkoﬁlpggQFékEeﬁlgﬂrb@gt Eaﬁgv'ewsthe two

step 317) reco the Tirst
cﬁshepﬁewﬁtﬂh thea the éaﬁéncpfrﬁﬁéeﬁﬁoWléé péfeptivply be

t beRstiBerbdCeRea1180ues th hthEEQCEhEﬁE% R8nagement
consi der ed |nxalld the digital rights managenent 20

b
sﬁPFﬁHPéeaBBP &&PF&H ‘If the subsequent |icence
request is considered valid the digital rights

managenent ingﬂ@rSugggaﬁggk PPcence request is considered

valid the digital rights management software application

\J

will allocate the licence using the previous described
steps 303 to 315. However, rather than encrypting the first
block of ciphertext to obtain the second block of
ciphertext (in step 307), the digital rights management
software application encrypts (using the Advanced
Encryption Standard algorithm and cryptographic key Ks) the
block of ciphertext received with the licence renewal
request from the computing device 105. This encryption
process produces a third block of ciphertext, which is sent
to the computing device 105 in place of the previously

mentioned second block of ciphertext.

On receiving the licence renewal, the media

player software application of the computing device 105



will allocate the licence using the previous described
25 steps 303 to 315. However, rather than encrypting
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bl ock of ciphertext (in step 307), the digital rights
managenent software applicatisn-encrypts (using the
Advanced Encryption St andard al gorithm and

{ hj f ckph
CEYBESBAER, e Rl ThehS B BhEE R (CBRE Shbpgran)
caqurdngngvlthelpﬁevihuslﬁn@¢§pribﬁd ptepesgl9d to 213.

PHEOHEGES, arLhEd Phogkket Qh@hér£Sé&rd“QECEhéssé€8£d block

to the conputin evice 105.Tn place of the previously
nefit FbRBErsesbndor| fukuse %%5ﬂ%??eR?ne851CﬁeﬁEé§F§rn@ record

tBe theepreraepevek, oktheipRéigexpl 8yekepof E¥RI Gurther
lication of the conputing device 105 WO 2005/ 091552

P ALBOEFBBB287XSIUeA S nr ocesses the encrypt ed
information (licence renewal) according to the

previ ously S ed sLep 0 3, wever
r at her thanggegéln %1?gc€?% 3%é?%gfs€%%ﬂgs5?%%%ge%?nt
cspﬁewaegtaﬁpllﬁatmpa biEctheelicencal seryarsif3 mpdates

r?&ﬁ %hglhyiEﬂebkgegrefof'Eﬂ@rkﬁﬁkt'ﬁlﬁéﬂt or

nce renewal reqguests ol nt the
ngPbaFtPFEhF§CHaﬁh§§néﬁtC°§5PFRBP@SaEhFPC§ Bofihdrdt héock of

Ib@@ﬁagtéﬁevemhéoapaadaaeﬁecagd(dunnnseshgad3$ﬁ)thaedlgltal
recogd of the first bl ock of ci ext sgch t

corf §ﬁoﬂ8§aﬂFFﬁthE°FﬁWFHebFBEE18F 1BPpR rFB%til?ﬁace
updatred LeBOEd whkkkbéomnsedlhy Lheedtcgi kahewnilgkbtguests.
managenent software application of the licence server

103 to check for valid licence renewal requests. 15 If

t he subsequ®ft thecenbeegegubsii¢encensedeest isngehsiidered

(%He%laa <Ep§tem9ryﬁb@dehe£9?ﬂaal9ﬂfagaakmsnrssargﬁeOEecord

I rst herte are not the sarre)
dpPéi £he ﬁFgﬁFsbﬁﬁﬁgg@ﬁeﬁFPBSFFﬁéFeaEBpPPEthSnSﬁﬁsbedthe

opigfthherkphercRananeaentO3cktivhrecbbpl ichReost €8addd on
oLhe licence sexrver 103 will perform the step 319 of
determining whether the block of ciphertext received with
the licence request corresponds to any other blocks of
ciphertext that the licence server 103 has received in
relation to licence requests. If it is determined that the
block of ciphertext does not correspond with any other
blocks of ciphertext, then the digital rights management
software application will perform the step 321 of issuing
an alert. The alert can be interpreted in a number of ways
depending on the application domain of the system 100 and
how far back in time the previously received block of
ciphertext pertains. For instance, in a content exchanging
game scenario such an alert may be interpreted as a
previous owner attempting to access a new lease to a
content licence that has been transferred and recently
accessed by the new user/owner. In another scenario, such
as in a secure ticketing system, this may be interpreted as

a man-in-the-middle security attack, wherein an
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received in relation to licence requests. if it is

determ ned that the 25 bl ock 9§ ciphertext does not

correspond mﬁth any other bl ocks of ciphertext, then

t he, di I ion
wirrepRepdent: AEtErEReass thtesdlbkyhd PEBLLEALETE request.

alert can be |nterpreted in a nunber of ways

depending o tthg A EéaCEﬁaentﬂgnﬁéehsa ﬁfewﬁyéﬁeEh%OO

and 30 how ack 1n tinme the previous receive

bEyEResFic P EHREPEXRPPAFt BPHS. Kﬁoﬁrﬁngﬁﬁﬁ€ébuFﬁdat°

conhestidasthapgings ﬁayevaeynaétﬁeéﬂcapgmlaaeabnaay P8r some

|nteg‘£re ed as a gri us agwner i) ting to aCCGSi

2RB PBLSERF02aS 1RGN EeitY| FEHEE PRaP ARSI pBEROSS all

taansﬁesuedhaedmakﬁﬁgthhesaeargpssed pyotbesnawiform between
L/ n_anoet he nscen h secure.

tlgke ng ¥§gtmaE1Pﬁ|s nay %e |n é?%rnggerabie §'cTient-

nandenathsChlddEa otberi aprattcatikonehehégheans@@urity can be

20056081852, PELLA28031 090287 cne L8crbB! REPHEhYr device.
enpts to intercept an I'icate a request

ndbég mﬁahoéh§eﬁﬂ@ﬁs§ By ﬂﬁFEﬁ £RE °§yﬁﬁetFrensfer of

CH!QEQE&aBBhEehQY§eKﬁeéhed@bibébbeeﬂanuEelEEbVHQUQEe
devi ces _nma etmegn applications. For so

o HePERETaRs 08 EhRorenaaporBetigoneatiaP T a0RoSE 2HE

denddesdunhi 2 etinlieftrd cehecdeetgpbhonhpr seeseruni f or m

between clients, yet naking the system nore

vul nerable to client- side attack. In other

appl i cati ongt heghetedethatt fheaprésend éntventidnbys not

'BQE&EQH@E‘%&%& hB& £8er 8bm) ﬁ¥15§ H@%;Q@%'&@s ?Eﬂhin the
requires an extra sef he transfer

dﬂggﬂéﬁlcSﬁF§ﬁFtbeﬁﬂH€Ne§evPéeEeF§°Pnék&éée@héndéhpcért will

I@aaauﬁyeapgiebmatéeeﬂenalggvagecoﬁeenﬁtebama BE 8bkained
divid devi ce secrghs on the server.

It is
noEem £ ﬁt&%ﬁsnﬁﬁe§8ﬁFan9 €1 Of FBY BERSEoREBRREGT Content
wisklrve@wecbhaeectsdutonghdevosmanigatabhai netherk 107. It is

also possible that the digital content could be obtained by

taking possession of a computer readable medium such as a
CD-ROM on which the digital content is stored.

It will be appreciated by those skilled in the
art that whilst the embodiment of the present invention has
been described in the context of issuing a license for
using digital content, the present invention has
application to a range of data that requires a license to
make use of the data. For instance, the license may enable

a device to make use of a particular software application.

Those skilled in the art will appreciate that the
invention described herein is susceptible to variations and
modifications other than those specifically described. It

should be understood that the invention includes all such



digital content. However, as person skilled in the art

wll readily appreciate the digital content could be
woho@ioned220 fromthe |licence server 103, or aRgTithers/000287

conputer content server connected to the

comuni cations network 107._ Itg is al so possi bl e that

the digital content could be obtained by taking

possessj on_ of conput er, rea e ' ..AS __
R RSP, T H A S Arre a e Tt DR Sy epirie
vand seoppprctlat ethbsntiwse skilled in the art that
whi | st the enbodi nent of the present invention has
been described in the context of issuing a license for
using digital content, the present invention has 30
application to a range of data that requires a |icense
to make use of the data. For instance, the |license
may enable a device to nake use of a particul ar
software application. Those skilled in the art wll
appreciate that the 35 invention described hereinis
susceptible to variations and nodifications other
than those specifically described. It should be
understood that the invention includes all such WO
2005/ 091552 PCT/ AU2005/ 000287 - 16 variations and
nmodi fi cations which fall within the spirit and scope
of the invention. WD 2005/091552 PCT/ AU2005/ 000287 17
WE CLAIM 1. A nethod for allocating to a device a
licence to use digital content, the nethod conprising
the 5 steps of: receiving a first block of ciphertext
fromthe device; decrypting the first block of

ci phertext to obtain a second block of ciphertext; 10
det erm ni ng whet her the second bl ock of ciphertext
nmeets a criterion; and
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allocating the licence to the device if the second
bl ock of ciphertext neets the criterion. 15 2. The

wortdsodisag clainmed in claim1l, wherein the stepTau2005/000287

all ocating the licence conprises the steps of:
encrypting the first block oficiphertext to obtain a
third bl ock of ciphertext; obtaining a usage right for

t jgital content; 20 and providing the device with
t*ﬁ‘ﬁ#&h&'block of ciphertext and an encrypted

version of the usage right. 25 3. The nethod as

clainmed inclai pherg jpdheist e o gevi

determ ni ngf'v\he%_(]enrl%}ﬁ%d secon :ET o;cl‘%'%é ci pheer‘{le?et_a

nektencéd cte riserdiomi tohpronkant hetke apeithod RABRFA Fing the
rof he second bl ock of ciphertext corresponds to

9L
a last block of cjiphertext received jn 3Q relation to
a request fRRCIHEING &ideEsh. Cl’ﬁfﬂ‘ rfb"’l( HOP M 8%k rfg’ii’“i‘ Fhe
cha¥ies; wherein the step of allocating the |icence

conprises the step. of ,.updat.i the .l ast bl qck .0
ci phertext ¥UEHR gi*ihgstairosplgebs%%crﬁsm{ ocjtrl%eé( t]'%xs to
bbloekimfa cépbend extocM® R 08Epet &&2t PCT/ AU2005/ 000287

- 18 5. Théemg&ijfﬁ A ii—1519Cé‘@‘i"‘%‘ég'IEPJI'rO((A;\k/iqecﬁwer

further conprisin _steps of: determ ning
t pipherkext smeeh? v GULERrEHOR; ¥Rdci phertext that was

recei ved i I fdddi iy tohdNDidecd t8GesStadPicd if the
i cence and which corresponds to the second , bl ock of
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that the licence has expired if it is determ ned that

t he previou bl gck of ciphertext.exi.sts . .
obt ai ned prfor tgﬁ?hﬁetﬁﬂgl%%tc%?ﬁ%ﬁdo%nc?%%%%?gktWhereln
behagsbbpadficdllohating the iiepscefcdepriseni hge steps of:

whether thefg. il BLs Gnd! EYLOUS, POEkos AIbESSHLAD to

the device W notification are carried out upon
debbaiinanghindt biaek of ciphertext;

obtaining a usage right for the digital content;
and
providing the device with the third block of

ciphertext and an encrypted version of the usage right.

3. The method as claimed in claim 1 or 2,
wherein the step of determining whether the second block of
ciphertext meets the criterion comprises the step of
determining whether the second block of ciphertext
corresponds to a last block of ciphertext received in

relation to a request for the licence.

4, The method as claimed in claim 3, wherein
the step of allocating the licence comprises the step of
updating the last block of ciphertext such that it

corresponds to the first block of ciphertext.
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second bl ock of ciphertext does not neet the

criterion. 15 6. The nethod as clained in any one of
wobheisme1ss2 to 5, wherein the licence is arrangedTiA®2005/000287

expire after a predeterm ned period of tinme. 20 7. A

met hod of requesting a licencegto use digital

content, the nethod conprising the steps of:

obt i ni ng ag s{1 7Syl Aeknglh CLPBELEAKE ngghslghet§¥‘4

arranged to~all ocate cence; encr st
bEsckher epphoicérg tbe stepit afn a second block of

Clphertext d8PErRiAYLEI WRetREr SERQRY Qk?gksoé revious block
phertext to the sysStem when requestin I cence.
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Cﬁﬁgﬁéﬁtngokh& itaana& aﬁevwﬁnag tbereapendsbtecknef second
c t to,.an ice for use thereby when

%S ﬁ cfﬁBng ﬁCe A system for allocating a
deV|ce mﬁthlasuﬂﬁglthendevi@eusftﬁigihatlﬂbﬁaenbn thet the

SLSLESOMRL! SRl RECES! 18 HEORFRROLATYEN, Bpo provious
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ci phertext to ain a second phertext;
detern1n|ngwﬂﬁﬁ?h%rtkﬁeSE%E%nﬂfb¢%€ﬂr@¥nlE9cvbﬁ%h?%xthere

nekista ﬁfpkeﬁheﬁs Basanlﬁﬁaﬁnssuthgthhgeaae%&e Wh€enh the
secon C Cl reext , ngets
CRPEERIGAELEE aFRoSeicieth Sul pBphodeRibiatApothat the

whecend blOckhefpebpbsstagtndaas netameangeHet 6riterion.
performthe followi ng steps when allocating the

licence to the device: encrypting the first block of

ci phertext o oBbaimebhedi agd olatiedf ini phprongtof claims 1

to 5, wherein the licence is arranged to expire after a

predetermined period of time.

7. A method of requesting a licence to use
digital content; the method comprising the steps of:

obtaining a first block of ciphertext from a
system arranged to allocate the licence;

encrypting the first block of ciphertext to
obtain a second block of ciphertext; and

providing the second block of ciphertext to the

system when requesting the licence.

8. The method as claimed in claim 7, further
comprising the step of providing the second block of
ciphertext to another device for use thereby when

requesting the licence.

9. A system for allocating a device with a
licence to use digital content, the system comprising
processing means arranged to perform the steps of:

receiving a first block of ciphertext from the
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obtaining a usage right for the digital content; 15
and providing the device with the third bl ock of

woipis@wisdxt and an encrypted version of the usBge&/AU2005/000287

right. 11. The systemas clained in claim9 or 10, 20
wherei n the processing nmeans jis .arranged to perform
the follow ng step when determ ni ng whet her the
second bl ock of ciphertext neets the criterion:
TErTT ni ng whether the second bl ock of ciphertext
orrespondsdécr:r}q:ﬂnasg tHeoddft Wigdlerafe)aiphaxtiantd tia

LJ.0na Qe ke RSl fOF dmdBidiepnce, 12. The

sys T as alne claim erein the processing
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@é,% Qie&%t%e&tspf@ré@ﬁeﬁm thad it 30 corresponds
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the 35 follow ng steps: determ ning whether there

exi sts a previous block of ciphertext that was

recei ved inlmelaThensYstamoaheclaEmeﬁosmO@l&ﬁ@ 9, wherein

[ A j n
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previ ous of C|€hertext exi sts and was
opbhr#Bd2pEReFdt B1PRE Of 581PBEBERXD! ci phertext being

obt ai ned; vélet£itihidiea Si€pFe of igiet ef ot Nting At hel content;
there exists a previous block, and issuing the device
WPt the notification are carried out upon

det er m ni ngptéatdihe e séewvhce bvbcthk Uhe ctlpired tlhkeck of
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ny-one of cla ereint | I cehce
arranged to expire after a

11l. The system as claimed in claim 9 or 10,
wherein the processing means is arranged to perform the
following step when determining whether the second block of
ciphertext meets the criterion: determining whether the
second block of ciphertext corresponds to a last block of
ciphertext received in relation to a request for the

licence.

12. The system as claimed in claim 11, wherein
the processing means is arranged to perform the step of
updating the last block of ciphertext such that it
corresponds to the first block of ciphertext when

allocating the licence.

13. The system as claimed in claim 11 or 12,
wherein the processing means is arranged to perform the
following steps:

determining whether there exists a previous block

of ciphertext that was received in relation to another



predeterm ned period of time. 15 15. A device for
requesting a licence to use digital content, the
wdenisge1Bsonpri sing a processi ng neans  arr ange#Crau2005/000287

performthe follow ng steps: obtaining a first block

of ciphertext froma 20 sysa0em arranged to allocate

the Ibfence encrypting the first bl ock of ciphertext

to 0
ﬁ%u%se% L0 bar Oc,kcog}?c D pﬁi; Wi ol Rt Edon@n ke prnd didebnd

rtext to the system when
b bogke s f r@-ph@rtamc@d 25 16. The device as cl ai ned

inclaim dé?ﬁ QS | oA
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notlflcatlon are carried out upon determining that the

10 second block of ciphertext does not meet the criterion.

14. The system as claimed in any one of claims 9
to 13, wherein the licence is arranged to expire after a
predetermined period of time.
15
15. A device for requesting a licence to use
digital content, the device comprising a processing means
arranged to perform the following steps:
obtaining a first block of ciphertext from a
20 system arranged to allocate the licence;
encrypting the first block of ciphertext to
obtain a second block of ciphertext; and
providing the second block of ciphertext to the
system when requesting the licence.
25
16. The device as claimed in claim 15, wherein
the processing means is arranged to perform the step of
providing the second block of ciphertext to another device
for use thereby when requesting the licence.
30
17. A computer program comprising at least ome
instruction for causing a computing device to carry out the

method as claimed in any one of claims 1 to 8.

35 18. A computer readable medium comprising the

computer program claimed in claim 17.



