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Receive, by a computing system
of a domain name system
("DNS"), a first user datagram
protocol ("UDP") -based DNS
request

v

In response to receiving the first
UDP-based DNS request, send,
by the computing system, a
UDP-based response message
to the source address, the UDP-
based response message
comprising an empty payload
portion and a header portion
containing a truncate ("TC") flag
that is set

When a first transmission control
protocol ("TCP") -based DNS
request corresponding to the first
UDP-based DNS request is
received from the source
address within a first
predetermined period, send, by
the computing system and to the
source address, a TCP-based
response message comprising
an answer to the query for the
destination DNS record

400 —/

When a TCP-based DNS
request corresponding to the first
UDP-based DNS request is not
received from the source
address within the first
predetermined period, cause, by
the computing system, one or
more second UDP-based DNS
requests from the source
address to be blocked, the one
or more second UDP-based
DNS requests comprising the
first UDP-based DNS request

Fig. 4A
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Send, by the computing system
and to the source address, the
TCP-based response message
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425

comprising the answer to the
415 | query for the destination DNS

record

Send, by the computing system
and to the source address, the
destination DNS record, the
destination DNS record being
obtained from at least one of a
cache of the computing system
or an authoritative nameserver
search

400 —/

Fig. 4B

Send, by the computing system
and to the source address, a
message indicating that the

destination DNS record was not

found
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Update, by the computing
system, one or more rules of at
least one access control list
("ACL") to grant access to the
network to the source address

440

Cause, by the computing
system, a threat intelligence
system to communicate to each
of a plurality of DNS resolvers to
allow one or more third UDP-
based DNS requests that are
received by the plurality of DNS
resolvers from the source
address to be processed

445

Cause, by the computing
system, one or more second
UDP-based DNS requests that
are received by the computing
system from the source address
to be processed

Cause, by the computing
system, one or more fourth
UDP-based DNS requests that
are received, within a second
predetermined period after
receiving the first TCP-based
DNS request, from the source
address to be processed

450

400 -/4

Fig. 4C
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Cause the one or more second
UDP-based DNS requests from
the source address to be

blocked

420

Update, by the computing
system, one or more rules of at
least one ACL to deny access to

the network to the source

address

Filter, by the computing system,
all DNS requests from the
source address

Drop, by the computing system,
all DNS requests from the
source address

400 —/4

Fig. 4D

Cause, by the computing
system, all DNS requests that
are received from the source

address over a third
predetermined period to be
blocked
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400 /4

Analyze, by the computing
system and using a machine
learning model, one or more fifth
UDP-based DNS requests that
are received after the second
predetermined period, from the
source address, to determine
whether or not to block the one
or more fifth UDP-based DNS
requests
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v

Perform, by the computing
system, one or more DNS tasks
based on the analysis

Drop, by the computing system,
any one or more sixth UDP-
based DNS requests that are

received from the source
address after receiving the first
UDP-based DNS request and
before receiving the first TCP-
based DNS request

Fig. 4E

400 /‘

Fig. 4F
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/ Processor(s)

510

f Input Device(s)
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Working
Memory

515

[ Output Device(s)

520

Operating
System

540J
/545

Application(s)

[ Storage Device(s)

525

Communications
f Subsystem

530

500 Fig. 5
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