
The present invention realizes implements matrix authentication for offline
two- factor authentication, reducing the risk of authentication information
leakage. A two- factor user authentication system using uses as a password
a derivation rule for generating a one-time password by applying the
derivation rule to an element factor included at a specific position in a
presentation pattern included in a presentation pattern, and further using
the password to authenticate identification information of a client used by
a user. wherein Wwithin an offline authentication client, authentication is
carried out by: storing on the client a plurality of pattern seed values
which are values that combined with client identification information
uniquely determine a presentation pattern, and a plurality of verification
codes respectively corresponding to the plurality of pattern seed values;
generating a presentation pattern on the basis of the client identification
information, and one selected pattern seed value; and verifying an inputted
one-time password on the basis of a corresponding verification code. 


