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aut henti cate each prospective user of a conputer network before such
person is permtted access to the network or to data therein which may be
consi deted s%&ﬂl’gb@g&ﬂ&m al . Each conponent of a network, and each
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technologies, which enable access to data from virtually any location and a
multitude of access devices. For example, regulatory requirements affecting
some industries, such as the health care industry in the U.S. (where rules are
being adopted to ensure that health care facilities take all reasonable measures
20 to ensure the security and privacy of individually identifiable health information),
create an increasing need to be able to authenticate each prospective user of
a computer network before such person is permitted access to the network or

to data therein which may be considered sensitive or confidential.
Each component of a network, and each pathway between such
25 components, can become the subject of an attack (i.e. to permit data access by
an unauthorized entity). Moreover, the ability to access confidential data over
a network does not necessarily require that a person log into the network
because an unauthorized observer within viewing distance of a network
computer screen may be able to access confidential data simply by viewing the
30 screen when it displays such data. Thus, the usual approaches to achieving

data access protection which target user authentication to provide such
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20 used to recreate the document or transaction itself, and which is extremely
sensitive to small changes in the document. The digital signature is verified by
decrypting it with the corresponding public key to recover the message digest
and then comparing this message digest with one computed by a verifier from
the document which was purported to be signed. This technique can be used

25 as part of an authentication process in which a party proves they have a specific
private key by their ability to encrypt and return a message digest. In this case,
the specific contents of the message are not crucial and the message digest
may be discarded after authentication is complete. More commonly, the
encrypted méssage digest will be used to prove that the holder of a specific key

30 - wasinvolved in atransactioninvolving the message, usuglly to indicate that they
gave their assent to the message, just as a physical sighature is used to

indicate the participation of its owner in a document. In this case, the encrypted
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20 validating central server containing the verification data with which the
presented biometric is compared). Therefore, the manner in which a biometric
identifier is handled and processed is critical if it is to function effectively as a
security measure.
There is a need not only to identify the potential points of failure by which
25 a computer network might become subject to unauthorized infiltration but also
to develop means for addressing and reducing such areas of vuinerability in a
comprehensive manner. Security breaches may occur in various forms,
including the following: replay (referring to a situation where a former response
element is captured and used to interject a false response), snooping (referring
30 to unauthorized observation), spoofing (referring to the situation where an
imposter inserts itself and manager both reception and transmission such that

it appears to be a genuine element of the network) and/or tailgating (referring
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20 signatures which are used for establishing secure access to data stored on a
network and for performing secure transactions over a network.

A security system in accordance with the invention controls access to a

computer network at a network access point comprising a workstation e.g.

personal computer (PC). A personal digital identifier device comprises: (a) a

25 wireless communications component comprising a transceiver, (b) a biometric

acquisition component containing a transducer and a software component for

obtaining a user’s input biometric and producing a digital representation thereof;

(c) a processor configured for communicating with the transceiver and the

biometric component and operable for: (i) evaluating whether a template

30 derived from the digital representation corresponds toa master template derived

from a users biometric digital representation previously produced by the

biometric component and generating a matching signal when such a
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A secure central server has access to network storage and utilizes the
security manager component and the personal digital identifier device to

25 authenticate the user. The network storage contains a public key corresponding
to the private key generated by the personal digital identifier device.

Preferably the base unit regularly transmits a first signal to the personal
digital identifier device and the personal digital identifier device automaticaily
transmits a response signal in response thereto when the personal digital

30 identifier device is within the envelope. The system preferably comprises a

plurality of the
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reference n”Wd%étiéﬁWenttﬁé%@PQlﬂeréﬁdl idemtifttrende)ice [ lgpuatedwitisn he
general bl ock diagramof the system of the present invention 20 for

securingoa ca@mnvelipeati ons network by controlling access thereto; Figure 2

I's a schematic bl B?%B%b? ,[]&gc‘&eifgﬁ’é%%r %%pﬁ@ﬁ;a%ﬂ?ént%a% §8hakcedt © tiaé

identifier device dance wt present 1nvention, wherein
the PDI is positlybAna the \Gorkeehieongithg ukeviscacdessdier applicatiass thoeugietter k
access froma secure single-user |location;, 25 Figure 3.is a, bl.oc agram
showi ng conporeiwosk if dgtasayeedidivt a( BRiCYoManager §8%1Lprqnte§‘t s‘Q}E‘Fan'g%le? ﬁég

present invention: Fi b) and 4(c) are flow chart diagrans
illustrating Sfcﬁ)]@g'rﬁagg %ris%%?élaeﬁl%d | og-on process in accordance with the

present invention; and, Figures 5(a) and 5(b) are flow chart diagrans
illustrating It3he Sr oc_ez_s UE?!d ﬁ?avt\)/}ﬁ tshe security systemof the preferred
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Reference will now be made to the accompanying drawings which
illustrate, by way of example, a preferred embodiment of the present invention
(and in which like reference numerals refer throughout to like elements):

Figure 1 is a general block diagram of the system of the present invention

20 for securing a communications network by controlling access thereto;

Figure 2 is a schematic block diagram showing components of a personal
digital identifier device (PDI) in accordance with the present invention, wherein
the PD! is positioned on a recharging device holder (cradle) for network access
from a secure single-user location; ‘ )

25 Figure 3 is a block diagram showing components of a base unit (BU) of
the security system of the present invention;

Figures 4(a), 4(b) and 4(c) are flow chart diagrams illustrating a user
acquisition and log-on process in accordance with the present invention; and,

Figures 5(a) and 5(b) are flow chart diagrams illustrating the process used

30 by the security system of the preferred embodiment of the invention for

producing digital signatures.
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display screen of the PC 100 such that it includes any person/PDI pair who is
close enough to see the screen and able to read or understand the contents

25 displayed on the screen. By so configuring the communications envelope
between the BU 50/ PC 100 pair and the PDI 10 the security system detects all
PDI's as and when the persons wearing them come into effective viewing range
of a PC 100.

The PC 100 communicates through the network 200 with secure central

30 server(s) 300 on which security manager (SM) 340, policy manager (PM) 320
and transaction manager (TM) 380 applications run. The transaction manager

380 manages all communications between the secure cental server(s) 300 and
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enrollment and verification, to create and verify digital signatures and to

20 implement asymmetrical and/or symmetrical cryptography. Secure storage 25,
as is well known in the art, is provided to securely store only cryptographic keys

and the user's biometric template. No individually identifiable data (i.e. data

which itself directly or indirectly identifies the user) is stored on the PDI 10
because this might then enable a very skilled unauthorized third party to acquire

- 25 both the identity of the user and that user’s biometric template in the event that
such party were to be somehow able to penetrate the secure storage and gain

access fo the data stored therein. A wireless communications transceiver 15
permits short range wireless communications (using near infrared at 890nm).

A rechargeable battery 40 feeds a power management system to allow the PDI

30 10 to run continuously for an appropriate time period (e.g. 2 weeks or longer).
Each PDI 10 has a globally unique identification (ID) number assigned to it and,

therefore, each device is recognizable by its ID number. A battery charger S is
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65 (e.g. USB connector) is provided to connect the BU 50 to the host PC 100.

20 Each PDI 10 and BU 50 includes a combination of hardware and software
which controls the operation of the transceivers 10, 55, respectively, so that they
operate with range and angle characteristics closely apprdximating the ability

of the human eye to read the display screen of an associated PC 100 so that

the presence of any person/PDI pair close enough to that host PC to read or

25 understand data on its display screen is detected by the BU 50. The shape and
size of the detection envelope are controliable and may be varied through a
combination of hardware and software changes applied to the BU and PDI to

suit local PC/workstation configurations or organization requirements. One

skilled in the art is readily able to achieve such variations as desired for any

30 given configuration. The communications software allows any and all PDls 10,
within such predetermined detection envelope, to be acquired by the base unit

50 and the base unit maintains communications which each such PDI, in the
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security manager. The cryptographic software module of the PDI is configured
20 to sign a message digest generated and forwarded to the PDI by the security

manager, based on a message from an external application. Before the PDI

signs such a message digest, it authenticates that the message digest actually

came from the security manager by verifying the security manager’'s key used

to create the digest. This safeguards the PDl against being spoofed into signing
25 any document other than one which it should be signing.

For the closed system of the present invention the cryptographic
infrastructure is relatively simple and comprises a database record of the public
keys supported by a single layer hierarchy and a secure server to providing on-
line validation of ’digital signatures.

30 A biometric software component is included in the biometric acquisition
component 35 of each PDI 10. This software component converts a digital

representation of a biometric image received from the fingerprint microchip 35

10
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20 PDI 10 is no longer within the predetermined detection envelope. When the
TM 380 receives notice that a new PDI 10 has been detected by the BU 50 it
instructs the PC 100 to display status information about the log-on process to
the detected user and, if appropriate, invites an authorized user to log-on to the
system. Depending upon the policy manager settings, any sensitive information

25 currently displayed on the screen as part of an existing logged-in session is
automatically blanked. The screen is not restored until the user of the newly
detected PDI device has biometrically authenticated themselves with the
security manager and the policy manager has determined that they have the
right to view this data as an observer.

30 In addition, on being notified of a detected PDI the transaction manager
component 380 directs the PC 100 to display (on its display screen) a visual

identifier of the detected user, for example the name of the user or, preferably,
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20 legitimate users present that something is amiss.

The security manager component 340 manages the secure processes
which take place between the PD! 10 and other components of the network
security system such as the registration authority database 360 and aiso those
messages sent by external applications to a user and vice versa which require

25 verification and/or digital signatures. The security manager authenticates a PDI
10, using a challenge/response mechanism integrating digital signatures,
whereby all further actions can be taken only by an authenticated user. The
security manager also creates a message digest of any document(s) or
transaction(s) to be transmitted to the user and a notarized log of all system

30 events (the digital notarization process being well-known in the art and used to
affix, to a signed document, both a time/date and a frusted third-party

signature). In addition, the security manager may, depending upon the
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the basis o hi erarc classification such as where highly

confidenti al bdqieamited to ahmltpémumhafd)ftl@eéﬁ Pl t ed number of users only.
The security syst ut| I | st rgiﬁ%%;ead < Jrégo%@dugr FOGE O(f;égs for

regi steri ng a ne rto omt stem as assi gned

the 10 prividgeeriag o @&N%@éf W@ efasmnglaeestdWhmrtbg isystear has assigeedihe rrust
be | ogged into the network and runnin

for ma-the {1 eriviegriobIeiatAtng BVSest TI6R B PIYIGBIBHENDS (HIPHBN A
user (referr d%hg‘()%oer[k%‘gﬁ rﬂﬁnﬁ’lgb %@fﬁ@tﬁh)aﬁgﬁcm% ORNS HsefrohPeme of

registered i resent sane BU 50. The
registrati Ontlﬁ’élféyiéﬂréhbrdamlaba’%cmmmmanM 36Af dk neari (mfea@d&@ hgEings 4 hej r

Come ol r corms Bamsegony o vt A8l fser, EEP2, RoiptofEel R o ARY #58 By oo

ati'on privileges

may also act ot %‘?]érﬂea{ e sgfnege@f 8Dt Ahe %@T&rbﬁéﬂ cautﬂmmgrombbm odataanabout

a new user en entere possi bly including the new user's, r? o)f
addr essis dat énfofmbtion rebouinsers; theirsoiasofe-Ongu@sRniREnaRd (R PHY!Ieges

establish identj and an ot her C
configured tdc€% rlﬂgeng\’YcH 8 ANy rﬁ§ é"lfcr%@qée@ﬁ%s% ﬁgr Eﬁés@r? ’T%ed%\gﬁgﬁgg”

entered is 3&§rs%tueﬁ ﬁﬁ\ﬂle@ésdﬁbﬁ@§@ Aol i, tr&ndoleoof gnatantorP3orne. basie user
is then han

through the hiegiphisal dgﬁfqﬁgdnévgﬁﬁ%qgﬁﬁeﬁeﬁ ?b'%l éf% i F‘:'dti ﬂgé/'a&ﬁl nd
checking the uPs%lrs na 'nqg(s) address, date of birth, numbers of supportlng documents used
20 to establish identity, and any other specific data the system may have been
configured to capture such as a facial image of the person. The data so entered
is stored on the RA database only, and not on the PDI 10. The user is then
handed a PDI device and the PDI’s operability is tested by going through the
steps of acquiring the PDI by a BU 50 of the PC 100 and checking the PDI using
25 the security manager to ensure that it is in the correct state for assignment to
a new user; if it is, then an enrollment process is started as follows. Using its
microprocessor(s) 20 the PDI device itself generates and internally stores the
user's biometric template and one or more public and private keys. The PDI
samples the new user’s fingerprint until a consistent and satisfactory fingerprint
30 template is achieved. The resulting achieved fingerprint template is not
transferred to any external component of the system but is stored within the PDI

device in its secure storage. No biometric information about the fingerprint ever
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25 the security manager to ensure that it is in the correct state for

assignnent to a newuser; if it is, then an enrollnment process is started
as foll ovwo o6 its mcroprocessor(s) 20 the PDl devi ceCirtg@kMogener at es
and internally stores the wuser's bionetric tenplate and one or nore public

and private keys..Th : e [ &tr i ktB B\ Hhe registration
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pairs asd aldndstorart i theyRA)databassedl- af Bel SEPWHY INRRAIE ISP PRIAS 'S VBDl 10

and are never . trapsferred t Sl . |4 YéheSEF ekerist ed
are forwar VA KRE Héﬁ??%g %8%&&&%8{3%%%‘?%38% tiq?\ge?the RA dat abase
360. The SecybiidedMABEPDRAAG hell dsthe RDIGnsecye istaragek ehheserprivaésipad

d The public key f | f i s. i dedyto.th
PDr and hol dpubiiclkeysrBe Beseattardisecanaie Pohdod St Bkt S
are thereafter “Sg%,%ntsgﬁtigﬂcﬁg@ﬁhéwnges\vﬂﬁ*ébtfeﬂ t6'or Glofrdhe ribvguserts PDI.

si gnat ur es, ?'P4A i'ons an engeS directed to or fromthe ne\g user's
PDI. 1Q Juri parikgeheewvuseer regissatian puressdbesaiarnetauaR% MeoreaFapo

required t irmtheir identit ia t fi ' i :
Guarantor o eoReirddouty g e ingeihfint ffig o PE AUardinoP S FDICRACE 50

the guaranto s%éré&&%%gitél%gﬁétme prRvirdsiet thEnguaahtor Hasofouched feefent
security systemare protécted against 15 tanpering between the factory

(the I ocationewfuseei r manufacture) and the usage site ( against events
cr ypt ogr aphi ¢ pr oHEs AR fRul e Y e P et
1 3,00 st ot e e N o
the institut isija.(aagra'mst cﬁv%rﬁ%!qccym ' @\lmg '. gr'gmitéﬁ,leéj@’éf@f;trelog cﬁ%@?@ | o
e Loy THLEBEHCE| By SPGB ibpyeddrinan papntemans KOl degton |
initial i ssur@peo@anvate Wity a( pliblishkeyhot the §@@l¢nitytryaﬁ@g%{g@’q, thﬁa@ec?ﬁ’én%ubl i o
key), and t h(?ns’titu’cion and with an initial issuance private key. When these PDI devices are
20 sent to the institution a list of their unique ID numbers are separately and
securely communicated to the institution. During the process of registering a
new user, the PDI authenticates itself to the security manager using the initial
issuance private key (of which the security manager has the publickey), andthe
security manager, authenticates itself to the PDI using its private key.
25 Additionally, the PDI device’s unique ID number is communicated fo the security
" manager and this is matched against the list of PDI device ID numbers received
from the factory. This protocol protects against the construction of fraudulent
devices and the same protocol is used for PDl devices returned to the institution
following maintenance at the factory.
30 Log-on and other privileges are available on a given network domain only
to PDIs which have registered with the registration authority associated with that

network domain, but because each PDI 10 also has a unique ID number it is
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security manager, authenticates itself to the PDI using its private key. 25
Additionally, the PDI device's unique ID nunber is conmunicated to the
security woanagesso and this is matched agai nst the |ist of PPDICAdeniioe | D
nunbers received fromthe factory. This protocol protects against the

const r ucti op oo fis ey ! R sedifit] fifthags gaarecopinel partibulas registiafion PD
urn ot t

devi ces ret e institdtion foll ow ng maintenance at  the faﬁtory.
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nunber of the PDL perm{ |t LA b @Ry the @ey Lisition (Bythens
(i.e. systens opjpgts’lt%ggs @%@gp{eg’ib&gééggguﬁtgé?/%@{at i@{ngaut hgri t i_es()_ by 5
sharing t he giabahasby 20BUtStethdt &RDIet isripgasgelkandauksatient veriicatipRedofst eps

erformed by the it t I h | SLLI QR (1 ..e.
get ection b)yla E%lﬁigt%%;%écgg%ﬁegi%%%Bgﬁtbﬁ'gﬂgi@wgﬁlahlsoﬁﬁ %rﬁgrf't(ét@f) iufglhcat I on
of @ PO T ofd 0dlapceacniy & cdAstint iR Aignal thelifdons fuarountiing ther BE 4( )

t hough 4(c). transmts a constant signal to all qpoh)rlils
surroundi ng 10G/BRC50 wHi ABUWEDINhE detegtioneavalePe hASEOCBAS DR U RUFBhe. As

PDI t I nt o that ' ' } [ th
B0 ana | medni i3 ruelpBraeoceos U IRREnR] of FEBLY i Moty E“?S??‘*b”ﬁ e

BU. The BU t{eipeasidsnitieng®s atquisiien byahkiBlg. MheBU theéhdds thecliDi tethepy any
BU for which it is in range regardl ess of et her .the PDl is r&}q?&gfed on
the system opohﬁng.lodmeAd%lgUBﬁcﬂU'é?ﬂ by @pyiBU 1oy WyRR ifds dyraoe eps % dCess

moni tori ng. ¢ HESRET MR BL e o B B e . rarager
i denti f)g ng apAdEtent RdoWhsrovessjlevel Bhenetiyshe &U ards frg newPDk¢aviepi0 i s a
[ 7no. one. | oggealiea lose teerEuBolIBARS 20| R, S HuBReRide tq 3 cBhal ! 10T @
20,109,070, L0, g o igsty Flortrpg b enstistovumoorntine Bt b
det er mi ned byhé RB| j=0h registeratdpiioe emtharysiemelieatsss §asa -@aprlgﬁl&geaag sual
there is no one logged on the PC 100 (workstation), the user will be invited to
20 log onto the PC 100. If the PDI is a registered device on the system but
someone is already logged onto the PC 100, any sensitive information (as
determined by the policy manager) may be immediately blanked, and a visual
identifier of the user associated with the detected PDI be displayed on the PC
100. Depending on the privileges of this new user to view the data associated
25 with the currently logged-in session, the new user may then be permitted to
biometrically authenticate himself/herself and remain as an observer. This
occurs through the same process as the rest of the normal log-on, except that
in the last step the TM will record the presence of the observer and request the
network application or the PC 100 to restore the screen, rather than to log on
30 the user. For a user either attempting to log on or to become an observer, the
next step is that the SM prepares a challenge message which has some

randomly chosen information in it and which the SM digitally signs with its

15



identifier of the user associated with the detected PD be displayed on the
PC 100. Depending on the privileges of this new user to view the data
associ at ea023/06456( t he currently | ogged-in session, the neaTuswe/oomay t hen
be permitted to bionetrically authenticate hinself/herself and remain as

an obser ver u i} hieSkey CTHISMEBS A0 thBe tedserprdethe RBI dévice eTheafser lie
nor mal Iog-gn, except that in the |ast st%{ the TM w |
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received a ssage fromthe |leqgiti S if A4
digital sigriBet B 3Mmepkat Q?a&?sﬁg&%gs ?%%%ﬁ@g%%@]&&ﬁ{%fﬁ&&& n\%\/ﬁiﬁ_gh i s
stored on t%a‘ﬁ@hg@@ﬁﬂ‘é@nﬁﬁﬁ@thﬁﬂﬁu?sefrhaslbe@m biomeétscallyautaenticated) Emg  t he

tenpl ate extracted and conpared to the_t | ate stored on the devi | f
there i1® a meswgm@wdlgltﬁ’éﬁéﬂﬂg@di'%yﬁ‘@n‘?Dle)ggK'c?dJSt'%'tﬁlfﬂ”\xmeclﬁeyc%tﬁ’{%ﬁ?ﬁg t he

chal | enge and cqnfir . t r: [ [ i itkiegat ed.
Thi s 1ogrress %alf ibg{%pfiﬁﬁﬁﬂg rﬁ:e:sgn I%gaﬁﬁﬁgﬁ%@gg\r}iﬁ%?ﬁ%lb\gﬂﬁﬁ%ﬁ \?g?eekey

sth or edbf)n berae. Phaevieafwhich g stoesd igthel regiaitationt authesly aig etrekem i9si ng
t ic k f the PDI device which is.stored indt: ' i
bt hor 1y anchasedhaldng GhaleTaR 5% baRn GaRtSatiar Bk TS SplsGRbRl AR

returned. Thj | de®iBY id I88hausattzrake althdriteafbh nimarisce i s
bei ng used aér%{ @I%?ﬁéﬁgi @gﬁ Q?I meaansl 15 fgr a single sjgn-on %KS?rOEC
>~ the

processis i n funiactinglegsign-cnc(SSR) procgsarin sdichplog-mraceess igranted;
fequesti ng t A6 OPGRETRgel3ggen s AR ERAEERg 4o Bk ke borithent | ged
onto the PC 1Q¢hapt desiregsest at theser bpdogded onet wor k based application
RSN AR W R RN N
informthis server that fie 1sekdApIiBaRh bPapsttdtins] thene TM 380 wil
20 mutually authenticate itself, through the SM, with a secure server running the
application(s) and will inform this server that the user has been logged in. Inthe
healthcare area, for instance, there is an emerging standard for context
management on PCs called CCOW (Clinical Context Object Workgroup) which
allows sharing of log-ons. The TM 380 would then interact with the CCOW-
25 enabled applications to allow the user access only to that subset of applications
and data which have been determined to be appropriate by the policy manager
320, using the information about the user's roles and privileges obtained from
the registration authority 360 database. In general, the security manager 340
and policy manager 320 together act as a security filter on all network
30 applications and data, throughout the user's logged-in session.
A PDI may be recorded in the security system as being missing or stolen.

In this situation, once the PDI is acquired the SM verifies the PDI and, as a
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heal t hcare area, for instance, there is an energing standard for context
managenent on PCs called CCON (O inical Context Object Wrkgroup) which

al | ows shaipioagesio | og- ons. The TM 380 woul d t hen i nt er act Pairtdao2ieoCCOW 25
enabl ed applications to allow the user access only to that subset of
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comuni cate periodi.call . @n ' getedmahli gt e
detection en@@%‘émﬁ%t&o'f%%' 'Cglo%@%ﬁggﬁléltgggleﬁlcll?ggskﬁ%%pt oegrz?pgi Cer-ﬂ&. 4
conmuni cat i oBgowdrclunauEiuTizedneldviceetalimiseri mesiskges dnigethe CORMYURIER G DL by

anot her (unaut horized) device to jnsert nessages.into,t [ Lpn

stream |f tls&eager' K the U§?§%5PQL) i EQWTHHQ S‘F}Q t"ﬁ%1 %Wf%?@sp

predeterm ne%rééé{grrﬂﬁ{eidoﬁméc g(erieaa%ﬂ Bxarhpleh #eelsaeheksaapyf from tive 15
or der

wor kstation i"n 0 get sonet hi ng, the DM directs the V\Drkstg{ion to
carry eyt avrkstationnin oeder togaifsometbiogsthet BVedisesta theMorkiaipmir FTY zed

person can continue usin he licat.l ' f AWt | user.
Thi o mmy be @UteanBaRERG Bsorey sroie Hef R Frutiree e e 3
resunption ofcdihfue WiPHeoAp Mcatibe iplakk eitheauttorized yserniThishwayderawas

at when the BUlost its 20 ability to co nb te \é\{ith t he use{.'s Plaj1 i f
the user's PhemporaiytaupsttiegasPff by which the will direct a résumption of the

operation of the application at the point the user was at when the BU lost its
20 ability to communicate with the user’s PDI if the user's PDI is detected again
within a short second predetermined time period. Optionally, the system may
be configured to require the user to biometrically reverify their presence with the
PDI during the logged-in session, and this may be triggered randomly, by
elapsed time, or by policy manager 320 decisions based on the user's access
25 to specific data or applications. This ensures that the user remains physically
present with the PDI during the entire logged-in session.
| In the acquisition/verification process, as described by the flowchart of
Figures 4(a) through 4(c), the system establishes a tight link, in both space and
time, between the biometric authentication of the user and the cryptographic
30 verification of the PDI, user and security manager so as to securely establish
that the authorized user is present with the PDI assigned to that user and is

communicating correctly with the security manager. The identity of the user is
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within a short second predetermned tinme period. Optionally, the system may
be configured to require the user to bionetrically reverify their presence
with the\NBDmmdusdng t he | ogged-in session, and this may [PETICAOggEI0&d
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generated fromthe |ive iometric transducer (e.g. fingerprint mcrochip),

bot h of whi chyaneanseef digitallwisigiiedl RES3YS. t hr oughout this process. The PDI
and security mnalﬂgf\%‘é%ﬁrée ofvl?#]g{; ?Seﬁc\ggycé’cm%el%’ 'H&Ja%@uﬂf&heﬁt‘ﬁﬁﬁﬁéﬂes

conmuni cat ed acco response protocol and the security
manager14s nekef tedidiallyhsigPld dlonumeemmrtother fdrm o&ﬂﬂgﬁ\r@avh@n (e.g. a drug
docunent/transaction mgnat ur e,

digitally si @hesFriptieshgthe F"F?F{SJQREB{[?VSQG EYS gcrgﬂ ea%§ qr'té‘é%BﬁRi?%Z?reé ngy
be a requirenppp [Jmfe% rbhgacﬂdh HeededPivel Byttt Mbwehan of Figeeststh) and 6(t)er

form of transaction . drug prescription). The steps taken by the
systemto cr érateesgnmmlpractesa im aequestedrbya thel gowhisalion, r‘é(ﬁ%‘chrWﬁr%ﬁ dhe

described by Ehe LI NENaLt 8l (FaUgse (Rl el St SyTRRAL0N HRRigE eSS

S request ed orwards the cunent ransacti on

to be signed dptdififgSMe dberceMrcd @l@tsmata)nnasmgeeé,Saonessaga digeshef doar ce
and destination addresses a nessage digest of t 8 Ofurrent/trans ction,
g o

time stanp artboumensienseationa Bm@eﬁgfﬁﬁé‘r\dsraPHQW RisIMessagdy
forwarded to é‘?aﬂl?%v%rq?edléﬁﬁfo&;&dgg)lto v,bgﬁ Eiiest verifies the signature of

the SMand th possibility at anot her process m ght nmake a
si gni ng request ofhemDIRBviaeisteerifies the SIgnature of the SM and this prevents the
possibility that another process might make a signing request of the PDI device
20 or that the message digest could be tampered with or substituted. If the signing
request includes a requirement for confirming the user's identity then it is the
responsibility of the application to request the user to actively digitally sign the
document or transaction currently under review. The user should then place
their finger on the fingerprint chip. The PDI device then waits for the user to
25 place their finger on the device. Once a finger placement is detected, the image
is captured, processed, and compared to the stored template. If the template
matches the presented finger, a message is created containing the source and
destination addresses, the message digest of the original document/transaction
and random data. This message is then digitally signed and sent to the BU
30 where it is forwarded to the SM. If the finger does not match the template, the
user is permitted a certain number of retries, after which, a digitally signed

message indicating the failure to match is sent to the SM. The SM looks up the
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20 or that the nmessage digest could be tanpered with or substituted. If the
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positive authentication of a user's presence at a particular network

access point SINPWES ot up and nonitors a secure encrypted path between
the netygrk acces$h@mdmdaa@@ctrmmammmemngfmmesutn?/ edinthenforegniogi des

i abl f I ect t
Gl ectroni ¢ ariespribed sseieg e nERooiten pres iV RERAdue f BodBlie S bl BB .
preferred emggiEalng s id! %'tsiélahharstd&l by tnslesaderatiaby \dniese of St ed

in the art. e under st ood he reader that a variety 'Qf ot her
i mpl enent at i qnﬁ)lémgnmodevmasetieldpvgedlbyeﬂ("w ReSeNs bor SYRSIHGHAR: | BATSOPEr sons

skilled in the fields of electronic security systems and communications design
20 will be readily able to apply the present invention to an appropriate

implementation method for a given application.
Consequently, it is to be understood that the particular embodiment

shown and described herein by way of illustration is not intended to limit the

scope of the invention claimed by the inventors which is defined by the

25 appended claims.
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skilled in the fields of electronic securit [ [

_ _ : y systens and communi cati ons
design 20 will be readily able to apply the present invention to an
appropri awe o2ioegssenent ati on method for a given applicati orCT@NZBEUENt | Y,
it is to be understood that the particular enbodi nrent shown and descri bed

herei n by wWay,fi Id|AIHT%HI’|§tI0n is not intended to I|mt t he sco e of

h
i nvention clalnea the 1 nventors which is defined by the g gndgde
clains. 19 VD oqumrs@malmnguaiA@Qmmf@I@@vmmfaf CP@tfe\“agr?é‘@eﬁé fod C%ﬁ&éﬁ%onal

S;?ht ﬁlat :,\gregeé{b_{l 4 gll%\&ogﬁo{ﬁ;ﬁﬁp%lﬁﬁb ltﬂgh %?%ﬁ(été‘tl@h Rling ABLYET K,

statlons ea havi ng” a base
unit associ ajfid dsBesiawid Rhersith, beaid base thmt rt@nr@@mO@lgmleeldff@r wre@séss 5

commu t h d
ot wor ko f urmemUBeRaS mﬁ@réﬁé'ic'mrw%@o@m%a Qtiiet SerGEnntl el PottiRage:
conmponent agﬂghgﬁééméhﬁﬁg%r&gﬁval sa r%ﬁﬂiﬁ%&léeﬂﬁﬂ X IRANSGEMPATIBnet andi at ed

with a priv correspondi ng public key and said network s
t
cont ai ni ng anetivobk btorégy, said lsespnilycmagager componeitasgegiated withya BEYafe orege

per sonal ital identifie

devi ce bei ngﬁm Qﬂ?’\ﬁ&P@ﬁ?Sp%‘Hﬁ d{}?ﬁ’g‘g% Salqc/j\é%%r ﬁ%@ﬁﬁ/ tg}a?%lr??/rﬁﬁgﬁ |agr user

regi stered thereto rég%aamlta@ pri\ate geyvhéejltgs@aldp&munatdtgltahlsleobmronent

conprising a transcel ver comruni cating with s c{ i t

gln grrgﬁ g:joc acde\nsaé t$aih pemmmh@lm'teﬂ aiermﬂ@adﬁwﬁ@ b&'%@gh yeﬁ'gs#ﬁu?oﬁl%ﬂ?é&}?f 15
uci ng a_di r

for bommuni odeArE At Rpr SAFR T B elsel dedigRT e er oty B Re R onent and.

operabl e for S)a )(i)a eviiesy icagnmbsichtions comppnant coeririset far @r@nggelmem‘@f t al

representati corresponds tQ a ter t rrpl ate derived froma user's
bi ometri c di gi talconﬂvuﬂ'@ﬁi'@gé\fitﬂ“aﬁq”a aﬁ?é‘&‘ ously produced by said biometric

conponent an ge”aeB%Hélﬂ g&tssﬁf&'n%rﬁ &E@{tfmamawggams@%nmmdmamis

det er m ned; | i) genera ald private key h
( m ned; y said personal digital
i dentifier devi C@ncapmdslalmi; adigitat representaties fwiaehg t hereto and out pu?tl ng

said gener at(éa)d pelaJ Biolc%sls(gly con?lrgutrédle Posfrgoﬁq%ﬁ’rﬂcgt}’ngs\mﬂq shidARSERIMRY and said

biometric component and operable for:
(i) evaluating whether a template derived from said digital representation
corresponds to a master template derived from a user’s biometric digital

20 representation previously produced by said biometric component and
generating a matching signalwhen such a correspondence is determined,;
(i) generating said private key held by said personal digital identifier
device and said public key corresponding thereto and outputting said
generated public key for transmission by said transceiver;

25 (iii) producing a digital signature using said private key; and,
(iv) verifying, using said public key for said private key associated with
said security manager component, that the source of an encrypted
message ostensibly received from said security manager is said security
manager component;

30 (d) secure storage containing said mastertemplate of a user’s biometric, said
generated private key and said public key for said private key associated

with said security manager component;

20



25 (iii) producing a digital signature using said private key; and, (iv)
verifying, using said public key for said private key associated with said
security wamagerssconponent, that the source of an encrypt @dT/Mw3sage
ostensibly received fromsaid security manager is said security nanager

conponent ; (d r @€ containing said mastertenplate of a user's
bi onetri c, 3§?d %denerasﬁ)ggé%rl vate key and said public key for said private

key associ at(@@d ‘asilidusiw,d security manager conponent; 20 WO 02/ 061550

PCT/ CA02/ 00106 e), a power,. source:..and. . (f) . Sl j

digital identifi %P?ddwg‘&'\é\“ﬁ H&'ﬁg'dSBH?‘?r&%%% 4%’?9 %@HE‘?’J&?%"?PE@@ Q%“f‘

gener at ed préé(iétggf‘eﬁé?é{tedaprﬂ}eﬂétl@y \a gigaakd sifmeldl elrellengespsperserssEgge 5
e

|
foll owi ng sal nerating of _sala mat ching signal, in response to
chal | enge nelflaging saidigeneratinghEaald Hatayng $'oRa %@ﬁpeagﬁgﬂéh?h%{%@gﬁor
transmtting_ said res j h @4 Ist@fingf i er
devi ce bei ngMeEEAYTF 5‘?&92‘8‘3%?@ r?@%g&l{rﬁgﬂ?ﬁ?gg{ gﬁﬁ%fe th’g/éy(\)c?fdsrgli%éi Sﬁgsly gr
tenpl ate of gaiSRISpPDNsHiMBEBEAde; and seid pepsonaltdigitalyidentfier daviser beingl
digital identifier device according.to ¢claiml wherein, sai i i.C
conponent i nednfigged te PM@V@P?’”&&'W Bg?‘%ﬁg?a'gin@?%ﬂ t‘?rﬁgﬁaﬁt?ﬂfé@é &Vi ce
accordi ng tOPf@' .tﬁbqagm%ric?-gﬂvﬁe Kefsponse signal is automatically

transmtted msai d tranSceiver “in response to a signal received by said
transcei ver fromone said base unit. 15 4. A personal digital identifier

devi ce according fo claim,1. wherei. L1 .41 n.:sai r&igt orage
is by i%t%el f Znon- @@Fﬁqnﬁwglﬂ't\éﬁ]@?nbﬁ?rgd%\gges;%ra&gggrdsTbblﬁg? %ﬁgﬁaﬁ%lé
identifier d?YArﬁ@tri@%ﬁfﬁHﬁé@lﬂ&lLﬁdéﬂ atransbeceri n said transducer conprises a
solid state tingerprint sensor. 6. A personal digital identifier device

according to claim5 wherein said 20 transceiver transmts and receives

optical signals. (. A Dejh N iR lideBbEdifly ©eMAaiRe1amesEM &9 to claim
6 wherein sai%d t‘?zé’ﬁé%ogﬁllgfd}%rl !'sldngsn?fllh%ga%\ﬁggraecei vegs radio frequency ‘
signals'. 8. rdspisrise0sighalds aLtomhaticiiytiisnsanittetbirowesaid tanaceiyet & TeFAPRF i n
conbi nati on ) . . . "
to a signal received by said transceiver from one said base unit.

| 15 4. A personal digital identifier device according to claim 1 wherein all data

held in said secure storage is by itself non-identifiable of said user.

5. A personal digital identifier device according to claim 2 wherein said

transducer comprises a solid state fingerprint sensor.

8. A personal digital identifier device according to claim 5 wherein said

20 transceiver transmits and receives optical signals.

7. A personal digital identifier device according to claim 6 wherein said

transceiver transmits and receives radio frequency signéls:
8. A personal digital identifier device according to claim 1 in combination
with a device holder wherein said device holder is configured to co-operate with

25 said housing of said personal digital identifier device such that said personal
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with a device holder wherein said device holder is configured to co-operate
with 25 said housing of said personal digital identifier device such that

sai d per swpak/o630 WO 02/ 061550 PCT/ CA02/ 00106 digital i decwidaoewodevi ce is
hel d by said hol der device when it is appropriately positioned relative to

sai d hol der feyl)GEentir 4R B iLsai6 At ersdevdcer wheanitrisiappidpoiately
connector for~conmmunicatively coupling said personal digital identifier
devi ce di r eqidsjtidnedoresative tb weidk dodderofevipRnsaidi ¢e\ies Sl??éﬁr BPGPISNg 8

identifier device is.held b | i hol.der : i iegn f or
control | i ng GEYRIcAHORS 88%%%?@# %ﬁg}%\m@gmg? {“géy ﬁgt%ﬁéﬁgﬁga%%ﬁélw
conpri si ng gquRfifcst @vien direatly ts yeicesaid onpricitiog: when saidpesemsl digigalt al
identifier device conprisi n?: (a). a vm,%%eﬁ comuni cati ons conponent
conpri sbng ddentifirrciaviceis heldby sRichdeyiepBPIdeE acqui siti on conponent for
obtaining a user's input biometric and producing a digital representation
thereof; (c) a processor configured for comrunicating with said transceiver
and sai d bi oget r ifcsearipspstemaiod coptroliby @ctess tq @ pompalterietwgriakeher a

tenpl ate derived fromsaid digital. 15 repk n i r ] to a
mast er t enpl REWIKACGRIP PPIBHF pU%‘QQ'%WBﬁ%i@fO %gﬁlﬁ{gtt‘%ﬂ °¥°e§r eslei't ation
previously pAOd“%eﬂe#%ﬁnélaaigitalhaéhﬁm‘rerrid@vre@rwwmngand generating a matching
si gnal when such ~a correspondence is determ ned; (il

(ii enerating a private
key to be hel d byayai wt{e@aa@pnungnipai_lonsz@pme@fﬂﬁf?tfqoégpr W9 e _raa(ﬁgea’eﬁ’ubl ic
T ananissi on by 9B d- 4 PHGEge B e B g e aarEr e
using said private keysjom@tic &nd protiudiry/a rd@gitdhe&praserdati@yiﬂﬁ@épf:ecei ved
o ivate key | assoeat capidEssS aneares oy Crmnau korin B YangEel
gener at sd pr vat e key AReeaa e G R oD var e key assoct ated
with said security man@gevalmiipgnednether a template derived from said digita

15 representation corresponds to a master template derived from a
user's biometric digital representation previously produced by said
biometric component and generating a matching signal when such
a correspondence is determined;

(i) generating a private key to bé held by said personal digital

20 identifier device and a public key corresponding thereto and
outputting said generated public key for transmission by said
transceiver;

(iii) producing a digital signature using said private key; and,
(iv) verifying that an encrypted received message is from a

25 security manager component using a public key for a private key
associated with said security manager component; and,

(d) secure storage containing said master template of a user's
biometric, said generated private key and said public key for said
private key associated with said security manager component,

30 said personal digital identifier device being configured for producing,

using said generated private key, a digitally signed challenge response

22



30 said personal digital identifier device being configured for producing,
using said generated private key, a digitally signed chall enge response 22
WO 02/ 06 1wWb02PAFACA02/ 00106 nessage fol l owi ng sai d gener &CirrgroeNo®ai d

mat ching signal in response to a challenge received fromsaid security

manager corrponenhéét, ?éflmomﬁﬁga@aﬁa‘g%hbﬁﬂlr@%f@aro&ﬁﬁwhﬁ@ signaldg eespumdedai d

personal digital devi Ce being configured to revenh@ﬂ_I
transmi ssion of anghaiengaireceined dromssaié seCHiY BRNAIeE EPMPOBREEENH 1orand
said private key

configured for i mappg\ﬁ nﬁ@%glgl%shg %?Pr?és%tagg 2hd Palﬁl é?s&‘ﬁ’él%ﬁ%@éﬂ.@@nﬁ[yﬂ

aining Wre es conmmuni Cations w t
said personal di gk bdifgabnfi gmeddemreeenﬁmmmsmmfmy ohsalelxmeﬁtﬁrng
over an area defined by an envel ope assom%\é th sai d workstation; and,
10 C. aScentral &mplate ﬁﬁ%luﬁ@réé’!%%t”@@r\%? PKVE d?eé’ge and utilizing said

security manager Our]ﬂpéss%@%té@\/\ﬂth i¢ QRRkstSHicH Rd cbRfg\rebifer initkitinge f or

aut henti cating s&i ser sal netwo storage containing a public key
correspondi ng t o ggdi thahthiniriee vikesfesee menmutichiionsivithn saisb persanali digital

identifier device, 15 1Q. A sec r|t st.em [ in
sai d bionetric cdﬁ‘ﬁiﬂﬁ@ﬁ evipR S ﬁqrﬁ%g@&%&fé}lﬂé] rgaeng%rrﬁzatra ye?‘é‘\yé“@%ré’e
according to claigg &, eebébo%fl’ét@d\&vﬂfrk%ldtw&nsﬂaﬁoﬁ, amr sonal cormuter 12.
A security system acc or Ing to claim9 wherein sald base ugl uI ar y 20

transmios a €ir sta segtiall seryek Hiadinge ASER A tyingiwelK staeads en d
said personal | di gl ol haSHd ELBIodiRH 6 e Al gftahﬂéﬁ‘bﬁférhév%e"f&sponse

signal in respon sal per son Identifier device is
wi thin said enVe'élHﬁentlob%ng%a@wét tsa@y\etwmkasiomg@l cqntaining ai poble key

conprising a plurality of said personal i tal ntifier d
plurality of wor Kmréﬁﬁp@ﬁﬁlnﬁn@ gaig) BFAe l§ey0 eﬁgraﬁ%(gz)yuﬁ?'gsp%\ﬁgﬁgfﬁfgétagase
unit i s associ at said workstation, each said base unit

transmtting a pgﬁﬁl ng™ si gnar to each said personal digital identifier
device within said base unit's associ ated envel ope foll ow ng said base

Iugle;t ;sfji%(racgié : cg; Sgglig'l ygggtg%nasgco% nc'\g%o clalnq B\ ARG Aindlido R SRR %nﬁyogl'ehﬁl

includes a transducer.

11. A security system according to claim 9 wherein said workstation is a

personal computer.

12. A security system according to claim 9 wherein said base unit regularly
20 transmits a first signal to said personal digital identifier device and said personal
digital identifier device automatically transmits a response signal in response

thereto when said personal digital identifier device is within said envelope.

13. A security system according to claim 12 comprising a plurality of said
personal digital identifier devices, a plurality of workstations and a plurality of
25 base units wherein a base unit is associated with each said workstation, each
said base unit transmitting a polling signal to each said personal digital identifier
device within said base unit's associated envelope following said base unit's

receipt of said response signal from each said personal digital identifier device.
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WO 02/ 061550 PCT/ CA02/ 00106 14. A security systemaccording to claim?9
wherein all data held in said secure storage of said personal digital
identifiewOodewsrseois by itself non- identifiable of said BEEFCALB0106\
security systemaccording to claim9 wherein said network storage 5

i ncl udes datgy i dandddurpsterh SRiotdiHg &6 claimh Sivbetely afinlata belddiarsaid sai d
wor kst ati on when said user's personal identification deyice (s |located

wi thin sai d seoueé ogferage16f saidmausenal digiak idatilisr deNipe: & QYalted Wb ei n

sai d envel ope _h ha d area which are configured to enconpass those
derfitatle of ER"

| ocations pr wor kstation at which an observer may read

and/ or understand 10 information displayed on a screen of said workstation.
17. A nmethod for controlling access. to a conputer .netwdrk, i ' ,

wor kst at i ons1r o} SRCYSHY ﬁY%tgm‘ AGRAELY tP&'%“ﬁ\n@ “&E{%ﬁ?&@%ﬁ“@qhgﬁgﬁ

I ncl udi ng a j,GRMeG aééﬁl%ﬁﬁﬁatﬂ@%ﬂ%btf&d\@pﬂéy&%@Jgr‘é@h@béﬁlv@@&smmnsecur e
networ k™ storage, and a base unit configured for initiating and maintaining
wirel ess 15 whemsaicaderseradndl idenitication depiee ivlosntegl withiaisajdeRysleper
device carried or held by a user being associated with each said

wor kstation, said wreless comunications extending over an area defined
by an envel opg, a%Qéb@ﬁt?@yg\ﬂehhacécﬂrﬂmg\/\t@méihagivﬂ’fere'maeiadti eavélogedwspa i si ng
the steps: (a) on registration of a portable personal dlipgia{.al identifier

devi ce to a skapeised ared which argicenfigriesdrensempssaitneReicFaNoRYRIIPA

device: recgi vsit%n(gr\&g?éspégwn_ Bl QRLA ﬁnogb%élggr URSY  reBROEHBI0RJuRd&listarichl

representati €riving trom sal Igital representation a naster
tenpl atygy sepifpehatioriipriyed on & scrtemestsaid werkstalian.in  storage, generating
and securely maintaining in said storage a 25 private key, generating a
public key corresponding to said generated private key and providing said

generated pubbi c key-d8f forséd?ﬁﬁﬂmgi(é‘cc%s%@édmpht@h@fm iamdhictecei vi ng and
storing in said 'storage a publickey for a private key associated with a

network secwdrkstatianagravideopgiotserftaccess tomid pebwarsceripashvaInedg 2 (b)
transmtting cgn’];ria( Sstewséirg%%hlra{lr%r@aﬁng Fith l&l.giot \Aﬁ)?l?é%ﬁf-iéﬁsegnw {dbpaenStlotik
storage, and a base unit configured for initiating and maintaining wireless
15 communications with a portable personal digital identifier device carried or held
by a user being associated with each said workstation, said wireless
communications extending over an area defined by an envelope associated with
said workstation, said method comprising the steps:
(a)  on registration of a portable personal digital identifier device to a
20 user, within said portable personal digital identifier device:
receiving an input biometric of said user, producing a digital
representation thereof, deriving from said digital representation a
master template, securely maintaining said master template in
storage, generating and securely maintaining in said storage a
25 private key, generating a public key corresponding to said
generated private key and providing said generated public key for
storage in said network storage and receiving and storing in said
storage a public key for a private key associated with a network

security manager component ;
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wor kstation to said personal digital identifier devi i

atl « _ tal ce and automaticall
transmtting fromsaid personal digital identifier device a response Y
si gnal eswambkiostssng conmuni cations between 5 said base uniPCTAM®29@i06
personal digital identifier device in response to said first signal when

sai d personal di gyt al yaAemitihg 8fFirstérjiat froha Bagduimit sssotiatad el '

recei ving at sai )persona (;lligi tlzras ?gent iofi er de?/qﬂtijﬂa %Ii'.e?'?‘lﬁhr.mes?wg‘ed
chal | engte me;sage ?stmkﬁiat}oﬁ r tom $8id d PEEIQRR! kdgé’f@ﬁr'ﬂ?y' nafgee‘f‘ge 16%f
conponent and verifying wi thin sal d Lokt ' Iftar '

origin of said chall eﬁgémﬂjé‘#gﬁgys@?@“ﬁﬁ@’ﬁ?%sé %%rﬁésrg?ﬂangpﬁﬂ\?g?%g@gw °the
associated with said gieoiteid yesponagesigralngstalslishing ¢epmarigstionadaiwesai d
portabl e personal digital identifier device an i nut i tr i c,Qf. (,d
gfse_r, }oﬁodum ng a di giseid bApr Eg'érﬁr!ﬂi%dtﬂ‘%r?%?‘ %aﬁﬁ@&n@gﬁv?%m?ﬁbm sai d
lgital representatl Oi'??g?&%lsggﬁtﬁi& firGNEh RI8vherl 8XideyatuRAll digitati itbhtifierai d

portabl e personal dig I er device whether said bionetri
. i denti _ ic tenplate
corresponds to sai d navese istwatnit agaid envglepgier ati ng a mat chi ng si gnal rr&hen

such a correspondence is deternmned, 20 (f. i A0 L b i

digital identifi dF) deJPE%‘}“”Qﬁ?ﬁ@'dgpaqrﬁon%éﬁ@aé?deeg%g%@%{"\é\é EE’W 329:icl’|sbglﬁlslogal
si gned chal | enge respaipRend®neadssgé estepsibdraraisdidymteodtsacyritfmanager
matching signal in response to said challenge message and.trans H; g
saltﬁ nesponse Messagecanop@End At yeritwngmn rsaé‘?)rpﬁ’g?fé??g qigita 29@'1 fier”
authenticate said user; and, (o). Lid ] i t YRR

access said conputer ‘?m%‘ﬁ%m? @@'ﬁ%%&ﬁ’@%ﬁ?@%ﬁ gﬁﬂ %lgwcgfénet h?gtd)
according to claim17 gnié Wey besociateolrwith sgidcsaeliityumanggeheompaaget and

Nor kst ati on at WHcbh- aCBE Jbra RPN PEEPIRA A REP L B e
To: A et hod aceor di ngb P &P g o= ol | owi nq.sai d
15 and deriving from said digital represer?tgtion a%?émfet?{cl tgmpT&e?al d
(e)  evaluating within said portable personal digital identifier device
whether said biometric template corresponds to said master
template and generating a matching signal when such a
correspondence is determined;

20 ) producing within said personal digital identifier device, using said
generated private key, a digitally signed challenge response
message following said generating of said matching signal in
response o said challenge message and transmitting said
response message to said security manager component to

25 authenticate said user; and,

(g) permitting said authenticated user to access said computer

network through said workstation.

18. A method according to claim 17 and further comprising configuring the
shape and area of said envelope to encompass those locations proximate to
30 said workstation at which an observer may read and/or understand information

displayed on a screen of said workstation.
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base unit's recei pt of said response si [ i gi

_ uni _ d re gnal from said personal digital
identifier device, transmtting fromsaid base unit a polling si gnal to
sai d perswoak/ogisgital identifier device for determ ning wogidaee/osiasd
personal digital identifier device 5 remains |ocated within said base

unit's assogigat e RENRIRRordify td\clith Ntarse fathbr rgntpaisirigr folloling said
conpri sing displ ayi,ng on a sgg?een of said vvorks'?gt ipgn c?at N egtili. :J:];her
sai d user whasessitls (ersiptiof saitbiaspened signg| frop fal iﬂﬁﬁs‘%{lﬁﬁﬁi#é&é@f%{ai m 17

and further conprising.i.niti . hegl j S Al i , ichdi i
the pr esencéi%éfizpeat@ﬂ‘ﬁﬁ}mﬁé&'{ﬁi%‘g bfag’gﬁ}sﬁgp Sggg%g%égﬁ?egﬁibﬁs c?algaéh V(fae?:\gl 2
regi stered ygertifth ddviceclorpatemining witdthanshid gedsonat digital ienkifier dgvisecess
to the computer network and veafrﬁlgi ed by said securit fanager conmponent to
have regi st ramains [acaied Wik, s a?%&ﬂﬁrsi?ﬁfpcﬁf%creg\é 3PS guar ant or provi de
to said security manager conponent a bionetrically digitally signed
nmessage to authenticate said guarantor and that each of said registrar, 15
guar ant or argh.us @\ metingd acedrdingriosiaion Ehast Gwdhereamyising dispEyiRg 8hishg of

said wuser. 22. A pethod cording.to.cl.aiml7 i Ci A
component  rSffeqaMn PE\%@'Q%?&?W %%%é‘i?{‘tg\”ﬁéga (Fjd %\%P ﬁ[sht(:a g%éﬁ;ﬁdn@%é II I}ﬂgﬁgﬁ&%t
when a new personal digital identifier device noves to a location within

said envel ope until 20 such tine as the use i i
digital iden2ifi ¢k medivedacqosdingi@akgim i1Za’ﬂnId3f{“|'t eréq?%ﬁ?rféggﬁjg %‘@‘aﬁ'%gg‘g%rﬁ‘%nal

said user by a registrar in the presence of a guarantor, said registrar and
10 guarantor each being a registered user of the computer network and said
registrar having access to the computer network and verified by said security
manager component to have registration privileges, and requiring: that said
guarantor provide to said security manager component a biometrically digitally
signed message to authenticate said guarantor and that each of said registrar,

15 guarantor and user remain within said envelope during said registering of said

user.

22 A method according to claim 17 whereby a policy manager component
may direct that the screen of said workstation be blanked out when a new
personal digital identifier device moves to a location within said envelope until
20 such time as the user registered to said personal digital identifier device is

biometrically identified.
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