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1 A METHOD AND SYSTEM FOR MONI TORI NG THE MOVEMENTOF
PEOPLE Field of the Invention The present invention

woeb@twrs2br oadl y to a nmet hod and system for noRCTSIGRO03/000291
t he novenent of people, andito a conputer readabl e

y § , ERT OF PEOPLE
nmet hod of nonitoring the novenent of people Background

Currently, a passport is the only docunent used in the
Eﬁﬁiﬂiﬂﬁiﬁémﬂﬁmﬂof passengers travelling in and out of

a country. However prior to reaching the destination,

there are chances of foul play, such as inpersonation,
Ther@gesegt tieentiah archute  proatiyg taph neahddianddsystent hdr monitoring the
passport, It is difficult for an immgration officer |
moyerpeRt ?ﬁ/pm,r@% fong cRBIPYEF rsﬁabif‘ewg]@fas%r@g% megdiym deipg stored
tHeRRnPESRARe 2388 IREMs! fort BHSIRARIPA" bompifiel 9 JexdSutt NEM fet

H S goﬁ%:@?ﬁglar§ty, gn fﬁ%igra?%gn S?Pﬁ%gr a%foag£a§ cthod of
mpage@mge ntavepreocafgetopler t her. As immigration officers

browse through nunerous passports daily, it is tedious

to visually identify whether the holder of the
BR Qhd s wanted by the | aw enforcenment authorities.
‘T%§§E§TVes roomfor fugitives to intrude, escape or

proceed further with their objective Terrorismfacing

t he present rld.may .be.tackled wth the.hel f
Cpenfor DRt ety thcario ettt Y 9 dadfiafon o passengers
trd@IlinE il aid Yuthef & Toadtyy. (IPowwélap tpridh do @BdLARMpethS Qledtindtidn, there are
systens to track passenger novenents in and out of a

chepgest efyfoulmpipy sHelupoinerersonationyiforgingsthe dan gndagiofpgraph contained in
ry, £,

GHIER, 5, P RSB 5Ll PRSRE WER e of

passpart fsiindeet hige pateont ddsyritdd ianhe pedpurtl Ve loh @ uotheés: i8Bome similarity,
i mm gration officer who checks the detai|s of . . .

ath FRYRHFRPR Oﬁﬁ‘?ﬁﬁ é‘ﬁPXY.S ATARSSEREST 19 ,ﬂrg/cqegsfg{t g /¢ immigration officers
! o . a o '

yRst ke i A5 NRIESES BG4 YilBEREp pethr o

hddergrfahée pagspontms grated by thd fawcenfercement authorities. This gives room for

fugitives to intrude, escape or proceed further with their objective

|

Terrorism facing the present world may be tackled with the help of technological
advancement in security systems. It is particularly necessary to adapt and enhance security
systems to track passenger movements in and out of a country. This would deter fugitives
from fleeing a country, as well as prevent free travel of passengers who pose security
threats.

Existing methods of verifying the identity of an individual involve an immigration officer
who checks the details of passengers manually. This not only results in inefficiency, but

also increases security lapses.

There is a need for a method and system that could aid emigration, immigration officers

and others in screening and monitoring passengers entering and/or leaving a country.
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and others in screening and nonitoring passengers

entering and/or |eaving a country.2 Summary of the
woOnvesmkeia3n According a first aspect of the i nPemiSGRIVA/000291

there is provided a nethod »f nonitoring the novenent
SamieaPbEhe IRVAItoH NY: Obtaining, at a first point

al ong the novenent of people froma public area to a

secure area, bionmetric data of individual people and
at a second

| a i dentification data; obtaining,
A%%‘?lﬂf‘l% %q’?ﬁeasg“é% it éﬁ%ﬂ%‘@?ﬂ% ris drerdded afméthall wf dalitoring the
peepkat RS 6ih igpent:ihEi gatd dat a; apnd
conpar i%péioge nti fl?gsgltqjgl c?%%%l g’ ag%tfggg%odgtaat%%w@eé%@(?mfm of people
81 #Pullie reehiata stusd med, biontehte e QTind@idil pafifle and associated
ge

: h .i.s. made, conparing the associated |1 ma
' oEtifai‘fedﬁ%ana;é}tta‘:’t %betglfl}nrgs@t ;ﬁ‘o?‘i?f’n@viﬂo%’tt Hethgsseewieatred biomptric data of
indbtidiab qdople dddeassesiond RS HHcafi e t . . .

i dentification data. The netcﬁggﬁ H.{ad%’ fag?t%gﬁﬂggﬁﬁfi?lgléicatmn data

obtpigeq Aptheisecandmeintwigh that abteineil mtithe sdoaid peopbed, aftbro a match is
%S Q64 ' R ion data obtained at the first .
S e AL b R it srsomepeated image
obtainert at theyecoad boinafadheinatRe@ideRBfitatonigtsf | TSt Poi nt
may be at a ticket check-in point. The second point

may be at an aircraft boardi ng point. The above nethod
dat a

THS®MefHOt ASY GRERT d erring the. biometric, ¢
of i ndividual peodgﬁg) r}asﬁy‘%in {é}egl?iglale efiath 1of dadivigigal people and
asgfgiadecbidenli fieation datalubtdingdsdt t}&d’lﬂ{sﬂ?oiﬁﬁm tH@&é&E]?d %ﬁnﬁ
third point along the novenent of people out o e
secure area. The above nethod may further conprise
Thelfirst hdn@cof pdiftg mhdyl B0l b; i data. of :
i ndi vi dual pe%pl e agr?d ags%%@gtt %lgéll entT:hFiﬁggttﬂob‘ﬁrﬂ%ﬁ]&‘? at a ticket
checknigarainig Theieasond peiat ey belat an gibiral begtdag johig, t hi r d
point with that in the transferred data, and where a
mat ch i s nade, conparing the associated bionetric data
The rabbiie rhethots hedyr REthdAtampmhd ﬂahé}agﬁk SEC] | optLiC ..
dpgta Sbt ai ned at the thi Fd poi nt o% @%etﬁzr)é?%ﬁe(gaqg of individual
PeoRe Apf asvostateshidentiicatiph datd pbitapnsid it thefirdeandsee ateshdapoints to a

thifd m i ' rt.. Th ird point may be an
K %lgr at | oéfﬁl@%%&%?{%h%e%lgfﬁﬂt{ﬂﬁSEC‘EE?GF‘Urt her
conprise periodically obtaining biometric data of

eppl e duri.ng their presence in the secure area and
Th08 i ﬁnﬁgloflré@’eg“ﬂ’&r genpripg petaining et the third point, biometric data of
individual people and associated identification data; comparing identification data

obtained at the third point with that in the transferred data, and where a match is made
comparing the associated biometric data in the transferred data, with the associated

biometric data obtained at the third point for the matched identification data,

Th third point may be located an a disembarkation airport. The third point may be an

immigration point.

The above method may further comprise periodically obtaining biometric data of people
during their presence in the secure area and comparing images to determine suspect

characteristics of any person in the secure area.
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characteristics of any person in the secure area. The
periodically obtaining the bionetric data of people
woayosme7esnduct ed on an aircraft. The above nePODMGREN/000291

further conprise transferrifhg the bionmetric data of
Thagériddetaly JpepRhs nan i.at i dentifjcation data
obtgai ned at the gi r st Olg%%]?o(ara ?as(gfgp(?ﬂaleeﬂ’&?ynl?escqnéfme on an aircraft.
conmparison with the periodically obtained bionetric
f opl e dyri their presence in the secure
Tgéra ‘é‘g‘?‘%rﬂ‘%ﬁﬁ’@ovéy M%dcmﬂsmﬁwéqmn@m baenetric data of individual
peobBNaid besob@tedt idbARRb AN RALL HD;QF riodically =~
obt aj ned bionetric datlgno_ apgﬁc}gﬁngd d“wﬁ%%thﬁéﬁ%@ §econd points for
Com%ém withrthe m@n@h@ﬁlb’@mlﬂal bioniduec ﬂﬁta@)ﬂp@bﬁl@ Cﬂﬁhgtthelr presence
in?lllé)&%u}e"h?e novenment of people out of the Secure areéa
or corrpare}'son wWith bionetric data and associ ated data
of people obtained at the third point. The bionetric
data may conprise one or nore of a group conprising
Tl@n%’@@% methodgapy firther sompyise samferdag at 1eASCOBEHIBE of theeriodically
ventjan, there is provided a

, C he, i :
ob%?éﬂrlqoﬁgr n@%rt]e}o%f o}%ﬁogbe ({]Uﬁ]élg S1E RESSenGsn lglg'oigcgr,e area to the or a third

system
poing mpmigshe giovembitr &tpebhlegat b the ' evice .. :
dafaQr s0bt ai ni (ga at e?filjrst‘ poiﬁln?s%g g%g%ﬁﬁ%@%‘ﬁ%’ﬁtm&bmmemc
atﬂ@&ﬂlaéswm thefifreoplepbgaingdmnt shesthindpeintr ea, bi ometric

data of individual people; a first data storage device
Thf g_r stqridng associ ated identification data; a second

pbtomatri¢ datd atay conlpriee bho@or er e F6% Lo .
eyes > ogdt point in the secure area, %i opng%ﬁgﬁ%%g%a%%’ ﬂ%gerpnnts,

i ndi vidual peopl e; a second data storage device for

storing associated identification data; and a

processor device for conparing identification data
Acgqrgingdo arseponsl dspeeitofie inventicggRerd @y baRidbd! dsgs8] for monitorin

st.orage, devi ce, and, ere a g

' second .dat )
the ?ﬁd)\feﬁ‘fé:ng OF n}%egﬁl’e, gm?gi @aﬁrﬁ%blgglgg’& @@Qg@pllenﬁge dohiteafon ebtaining,

mat ch i
at abfjrst peéntf a6t the b etk ' lcewth the .
4 2S50c) at edlfgi mage obt atforﬂjgbglﬁ@hrﬂég?&%@%%@a{%%ﬁuﬁaf&% ometric
ata, 8? Fr@gpﬂ% ngepicc @ firgirdatsh storrme clesitei foe sotih g Geddcedd@deRtification
datal iF St Y) ionetric data,collection devices
atar’rarh; kb &’é‘g?éejtﬁa“f“‘?%g"lgﬁ‘:ﬁﬁ% vicgHgr pplaiting; #nfesedond dwint in the

secuge |arese bicnmetde dita & fiBdividaal gopted s"éEcI)r?iectle{tg Kfka Cdleeggfe Intgp storing

0i.nt.. The second bionetric data co ctiron
assdgéat?dg &dé:pggcaé{ona(}ptqa'i gdr 3 Prougerer diemige foi rompathez ak@Mfcation data
stor&V i 8o I ri a.transmtter device for
ort V5 6 eﬂri'i*réfi/ %%‘ch’ﬁs%o@&%:i (ge?égt%r\%vizﬁ thht 'St 0T I h16 second data storage device,
and, where a match is made, comparing the associated image obtained by the first
biometric data collection device with the associated image obtained by the second

biometric data collection device for the matched identification data.

The first and second biometric data collection devices may be located at an airport. The
first biometric data collection device may be located at a ticket check-in point. The second

biometric data collection device may be located at an aircraft boarding point.

The above system may further comprise a transmitter device for transferring the biometric

data of individual people and associated identification data obtained by the first and/or
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data of individual people and associ ated
identification data obtained by the first and/or4

woeeawrd7hasonetri ¢ data coll ecti on devi ces to apPChiSGA004/000291

data storage device |ocated4at a third point along the

SERY:8 RAthettik dﬁﬁgﬁcgﬁcﬁ% dg\fflcésjk% asﬁﬁ | ot F%;@e?$e§ic%§8§a¢ced at a third

system nay f rise:

point hleog tlermoesmen olfpe@ledumftmmcﬁﬂm dréh. poi nt, for
obtai ning bionmetric data of individual people and
wherein the third data storage devi ce stores

Tas §19(We%;y@c@m' A8 Rlrftef @6‘18@‘?% ?tﬂ‘ﬂrd lﬁgglegﬁas(?a? ]ae%ﬁ %\gs}ge located at

devi ce for conparing ication
theﬁblrd hoing for @hfwlnrngiudmb‘mcaiatd cﬁahdwmudbpeop& abidtvihdréiatthe third data

of Qf traqsferred dg{ aﬁ re a match i s made,
bbb e “is® Eh el Slenhfiiop date saichn ismeaidoprosessor device for
dth: deg ; t
Pl ) SO TR L i v
thepin tthe trpaslerred datmnaid; i whare onneiithais Tiwdef Bom@aring the associated
i l.| hird d
bl%t"%ﬁ% ﬁee{t% érg ﬂ%egtr%%?r% tc?agac é’YlgH (e?égci]cgadégglotgx}éugc datgto%talned by the

thitidbesthettils dhiacidl1aétidd0ddvice THEthE it chel i QIBIEL b o0 2

col l ection device and the third data coIIectlon ‘devi ce
nay be located at an inmgration point. The above

f d
BB A RSO 8 B D BTG B Sy e s

lodatxh abdn mdmahxbaﬂaanom girb&rei ThePhad HiGBetio Jataecoieet%@dewce and the
a anﬂﬁ ter m ne suspect characteristics of any

thﬁg &gt eé’&?&?@’ b legatedrpleansigmigration peist.r i ¢ dat a
col l ection device nmay be |ocated on an aircraft. The
or afirst transmtter device may transfer the
Thsi dvmrsyctedamyofurthnd |cumpr1% apfeonh eianetridseds icall@tion device for
atlo dat ta t the first and/or
peng@ ¢ &yB 1811“6%&1%&? ) p Lwngﬁ}éelb@qefs@@p émiheyecure area and
to @Bﬁeﬁhﬁﬁ@u@e@ﬂ@ia&éo@er@ﬁ&@o%y ARk & gi'é deBGe LRS! T
presence in the secure area. The above system may
further conpri se a second transm tter devi ce for
ortion eri odi cal |
i 0SB B S50 BRALL B0 B R B e o

trapsmﬁ&n alevice rhie tﬁﬁﬁdf thedbidmetrit HAE dff 1n§1v§(ﬂia[ ? Encl'i*id associated

nél% g.the nmovenent of people out of the secure are
idgntificatipn, dptaseiraifpd 1t Bhe sttr and/atasesonh gois doi ad)mﬂarttahawﬁh the

peﬁBdl@Q%&ﬁaﬁQ& Blofiki@lath %§Pmo|p Lgl.,}rp tgelsa%gglg%bﬁ tsrﬁlglgre area.

rise one or
i mages, flnger prints,

The above system may further comprise a second transmitter device for transferring at
least a portion of the periodically obtained biometric data of people during their presence
in the secure area to the or a third point along the movement of people out of the secure
area for comparison with biometric data and associated data of people obtained at the third

point.

The biometric data may comprise one or more of a group comprising images, finger prints,

eye scan data.
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eye scan data.5 According to a third aspect of the
invention, there is provided a conputer readabl e data
webtaersaga2sedi um havi ng stored t hereon conput er PCOSE2004/000291
means for instructing a conputer to execute a nethod
' [ f P | e, i Sing:

AS5p R, Lok o Bl D R anop D BER, R e BB ha o Gister readable data
sfoeagel reedinmrhazingsdred tiarem donputeande eneahs for iRitAIMEAE aComputer to
data of indivjdual people and associ ated . o

exefatg # fmethad ﬁn@at%l;ngdg% BIOVERgNt eftpeaplse eonpriping mbtaining, at a first

' [ indi vidual people . .

PO BEE Pl Sy TR Fop T000C ' ef 6 ¥ o8l Biofaetric data of
indjeidualf pavptd anl gavcatebtidémifitaién the; seabitk, PO antecwhd Moint in the
t hat obt%ine .at_the second point, and, where a matc
SPUrGaLea, DOBIET (Mg Athiadnidit pserle Aoprsec et idrtifigetion data; and
cbiBart e bR : _ . - .
e B PR3 R TP 2B 2RSSR the second
peint,efnddwherei pmiateh is fmadee conparinggthe Nosociated fmayg obtained at the first

enbodi nents of, the invention are herein described with .
pf B} b TRE St MneeifiRhod HyBh Seen gomt foy i hed identifiation
ditagure 1 is a schematic drawi ng of an exanpl e

enbodi nent of the invention enployed in an airport;
Figure 2 is an exenplary flowhart to illustrate the

B ?h@&& Qiogfofttlﬂgdexgr%lqe enbodi ment of Figure 1; and
—ggbure—gLrs—a—schéﬁu = drawing illustrating a
conmputer for inplenenting the nethod and systemin an
exanpl e eg‘%odi ment of the invention. Detailed
Ngadiwuting jegipoginenin apithe dmsaomern heorimdesstbed mjiths yeferenee to the

Q ﬁ@;@{, ¥ i r ing. passengers during air-travel is
descr |%e§qfanmtll—$sgﬁfr:‘§hf%g'

This is made possi bl e by
accurate identification and tracki ng of passengers.
lndiyviduals are.identified by using their bionmetric
Figure Liisetsehempatic devwing pLan praip)siembgAiment of diepinyertion employed in
ad Afgei tion, retinal/iris recognition etc. Data
transfer, in this exanpl e enbodi nent i s nade through
wi rel ess technol ogy. Conputer-vision is enpl oyed

Figure 2 is an exemplary flowchart to illustrate the operation of the example embodiment

of Figure 1; and

Figure 3 is a schematic drawing illustrating a computer for implementing the method and

system in an example embodiment of the invention.

Detailed description

An example embodiment of a security system 100 employed in tracking passengers during
air-travel is described in Figure 1. This is made possible by accurate identification and
tracking of passengers. Individuals are identified by using their biometric features, such as
facial recognition, fingerprint recognition, retinal/iris recognition etc. Data transfer, in this
example embodiment is made through wireless technology. Computer-vision is employed

to intelligently track the movements of air travellers.
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tointelligently track the novenents of air

travellers.6 Figure 1 illustrates an exanple
wendemest i nvol ving an airport security systear/s60004/000291

The system 100 i ncl udes an enbarkati on airport 300, an

' [ rkat.ion airport 500. The
PR T oS AR SRR R an il ufhiod vpdreivatiy System 100, The
sysdemrii0eimcludes an Rithaskation HEdpyrtad @), QMNdr$af 90888 B0ikembarkation
an enigration area 307 and an air-side area 309. The
a %ﬁﬁ@gside area 301 refers to the area that can be

accessed by the public at a disenbarkation airport 300

i.e. the area before the em gration 307. The
The embdrkaticie amp@a 360 in theckudpke anbddieniCamirieSddee areas, namely a
| ocated near an airport check-in or an airline
g‘iou“l?a'é% e tiintR Fgdationiga 397 ard an arsideatasdB0qt t he

check-in counters 305 checks for formal matters, such

as passenger identification, passport validity, visa
The groyewi-déds ares30in gefarsbtfoathéi nga ﬂh&Scan\'lA'hhe a%%di?éﬂhbﬁrfﬁé Public at a
303, captures an.,li e,of a ssenger when he/ she i
SFERBER O Sfodth 0L T P erciifintirs; he epimaon 380=Thecgmpnd-side area
30tharnhwiel lacaas & EED ngi i bR ticketi
area 307 is res???%?%%q?o paéggﬁggﬁgﬁﬁ%ﬂggglﬁg%?%g%@ﬁgnd«mng
camts0detThe pHicialuldsated ap thesehedlelin colerers BDS @héals for formal matters,

. . e e i ification of

s%ggg é%%s'gﬁ%er%e%%@?% fq%oﬁ%rsé(éi Iﬁglﬁlglmvisg gtr}:él}c{s{d%s }ssulng a boarding pass.
Theleftleb fdafiRid 803 @bpihittgi dnl M@ pAlRn@r wiindRe/ e3P in at the
refers to the restricted area neant for passengers
aifpogt chepleimpQimterad0Br eni gration 307. The air-side area

309 includes a video canera 311 | ocated near the

boardi ng gate check-in counter. The video canera 311
Othapthanestfiche fromggovefmneny @iptidi€x tth® Bhi@htidh 8rep TR UREtricted to

bef or e l;]_i%%r di ? t he ai rgr aft 400. The security systems
paggengesy e § i chcakedetiidn R N BRSaFIEes jidwitificationg Ognigration
cl dicseirRalKali i:£ PO h.nk 2ach
O oRIRAC ARG FNRaBeT Wb s, SOERER, from wavel
idgutdicatien af fugitbtes ekecr eeni ng and cl earance server 321. A

wirel ess antenna 315 is installed proxinate to the

air-side area 309 for transmtting passenger data to a

THeRHPSIAE lavd IO @FRd to HeQediAbted ARlaONEAR FHERRLGR Y N eas after

a W rel ess nodem
emigration 307. The air-side area 309 includes a video camera 311 located near the

boarding gate check-in counter. The video camera 311 captures the image (for

verification) of the passenger before boarding the aircraft 400.

The security systems of both the ground-side area 301 and air-side area 309 of a
disembarkation airport 300 are linked to each other through a local area wired or wireless

network 319 and a remote screening and clearance server 321.

A wireless antenna 315 is installed proximate to the air-side area 309 for transmitting
passenger data to a respective aircraft 400 (at radio frequencies) through a wireless modem
317. Similarly, the passenger data from the aircraft 400 can also be received by the

antenna 315 for processing.
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317. Simlarly, the passenger data fromthe aircraft
400 can al so be received by the antenna for

wonRosaesi2Bg. 7 The passenger data transmtted bycrise2004/000291
antenna 315 are received by7an antenna 401 and a

B e TR 5508 00T s 01
wﬁ'efeﬁi Ablef r409 PR HRFMEL004TRe A TERN A of AELSGrf Q§3 @eSrocessed

pl aced inside the aircraft for obtalning I nages
atyhe g@ﬁg@rondm@mvermﬁ)s aOnfhoalfdt Qamm 40ﬂa@eplaf:ecbmstdlaehea1rcraﬂ for

0c,[ameras are also di re@ fﬁ %d ar.d seryer

gt Bndke of paSseheds PR aidfe 2Hhm RICCEETR TS iécameras are

alé@ ARedted Od tﬁ@%n@ﬁn&'@b&%ﬁ doslgew ﬁro@@s‘éﬁlgpﬁ%ﬁrkgﬁhp?@ 8mBb&iment, an
nonitored periodically for correct natching.

optjored rrgfmietee| 407 mﬁé’ dabowudtedanrve 4ach myseagen aié are monitored

P9 B35S0l B 16 SR BB 8 ey i e

mbOfkedl Beilﬂ)@oﬁnwgﬁﬂ evmnhe dIOTETY A6HTRE nfRft fob 686 FHs&RBer.
namely a ground-side area 513, an inmm gration area 507

and an air-side area 505. The ground-side area 513
Tﬁee(fh@ nébeIrE?‘lt_L &g{oﬁ?@gﬁﬁheg%&@geoéﬁ&?ﬁ&%& qreas namely
a gﬂmand-mdegtrealtﬁlﬁnal‘ﬁﬁﬁmlgﬂﬁﬁ)ﬂ ared §0Bardom Ar-side 5&-& 5|os.cl udes
a video canera 509 |ocated near the immgration
counter 5 The video canmera 509 captures an i mage of a
TRASARAAKIIMIRR 18/ & ab th i
ai rport 5(?0. I mm gr at |Son o?%?%ﬁ?hggg%éiﬁn?%ﬁggt 1:hse Blflbhc in a
dis¢nebaskasaragport 590cie. s ares sbardles inrdigndtiohi 504t | on, Vi sa,
identification of passengers who are forbidden from
travel, identification of fugitives etc. The air-side
Thes ﬁﬁn@@tubrﬁ af QS50 &A™ Vidb® BASEEHOE 1ScalliOnél:! th¥ Qmm1grat10n
to di senbark at an ai rgort 500. A wireless antenna
couster A&1-alhecdden earneraoed captites aaumagfr ata aa%angﬁmﬁvlfeurhe/she arrives

regel i S e espect
ot Sl BB ARRRE R B B REG Rk iRe Bt Bl e possenger,
suﬁﬁ)as p&isengdep ideytifitdtonpaiss, Gﬂ&ﬁfﬁcdﬁérﬂoﬂlﬁﬁséﬂg%@ Wiko are forbldden from
g mtted by the antenna 501 to the aircraft 400 fo
ﬁ%@ depdifiggiom{dugiivessiger data recei ved through the

antenna 501 and through the w rel ess nodem 503

The air-side area 505 is restricted only to passengers who arrive to disembark at an airport

500.

A wireless antenna 501 is installed proximate to the air-side area 505 for receiving
passenger data from a respective aircraft 400 (at radio frequencies) through a wireless
modem 503. Similarly, the passenger data can also be transmitted by the antenna 501 to

the aircraft 400 for processing.

The passenger data received through the antenna 501 and through the wireless modem 503
are routed through a local area wired or wireless network to an immigration server 515 at

the disembarkation airport 500 for processing of the data.
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are routed through a local area wired or wreless
network to an inmgration server 515 at the
wdizemsmeaniat i on airport 500 for processing of PO®/SG2004/000291
data. 8 The | ocal area netwosk 319 at the enbarkation
[ I t he
e e 210 Bt R B IR 60 30 (4 tonpe gpwork 515
apyihglgigembarkatiom pirpirt 80 s linkdé taeamh otisd b9robhDVired BE wireless wide

| I 0 passenger taken by the video canera 303
aﬁﬁéﬁgﬁg}éﬂ% checks in at an airport check-in counter

305 may be processed in the foll ow ng ways: . The
i mage is verified with the existing database of
The dinggel ab e askengerdiaken bavhe nideocmment 30%itwhenite/shs dhecks in at an

hat enger is not.on ng them In case
o6t Wesk R b Tud 8 U F e wderReat in Pl P neck  n
counter 305 alerts the airport security, police or
em gration 307 imediately. 2. The image is optionally
lsent The inags ienerifisdamitbnthai expssing d&odasn of findividanly wanted by law

ik i.d ify th er b
oo ftEmeRt b, SRul MR 1 iR o Iof pabee them. In case of
inicomlisterbita| shevwanff ed thanigp3t ThekLiNB@Rnics 305 WG he tait?ﬁort security,

[ rport .database for future reference. The staff_a
pﬁﬁg%éﬁF’b%fﬁ?o%Wch@mter 305 keys in, scans in or

t f ok I hj.s/ h assport
2ot op S R ppdRuBReas 19 s it gl S0P BRET R any otter
awtharttics e igumtifiothef pastemgpabyp engedting Ather adagywithehy i8Rs of those
. canmer 30% re.stored in the renote screening and
1ng1V2§}a§nxg%n g‘gra{}@r 321 of the enbarkation airport 300.

3 At thige BhdgeSik dforad ﬁ?ﬂ%oﬁgp%tltllﬂgb&m ﬁﬁﬁfc@%{eﬁéﬂc@? The staff at the

300, another video camner ocat ed near
aifpesr ehesly i apentendek keys o woarerin cagitersatatd b the passenger, such as

B0 SRR 15 B AR, BT S0AS Bt o o of

thamdsseagdr daptutdieby eHeveided ddmefa 303 HAGEN 2 RN Al JtP Ukening and
3%35 V\hge%rei ﬁmt he }Shgto ?aph taaken at the boar df ng gat gong an

clearncg spiver ipfdhe gmBarkatieromieared00ni t h that of t he
earlier photograph taken at the Check-in counter 305.
This ensures that the passenger who is boarding the
Atathe eiraide drea 30feofthoenmbarkakien aiforB00 CREleedided BRetd £ located

e aj.rport eck-in counter 305.
negrt thtehboarcimg gate check-in counter, captures the photograph of the passenger. The

passenger’s photograph is attached with his/her passport details and sent to the server 321
of the embarkation airport 300 wherein the photograph taken at the boarding gate check-in
counter 313 is compared with that of the earlier photograph taken at the Check-in counter
305. This ensures that the passenger who is boarding the aircraft is the same as the one

who checked in earlier at the airport Check-in counter 305.

Real-time passenger data stored in the server 321 is wirelessly transmitted to a server on

the aircraft 405 (“Aircraft On-Board Server”).

While a passenger is seated in the aircraft 400 before take-off and during the journey,
cameras 407 that are installed in front of each passenger repeatedly takes photographs of

the passenger. This helps in monitoring and tracking passenger movements. Repeated
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Real -ti me passenger data stored in the server 321 is
wrelessly transmtted to a server on the aircraft 405
wO2605r0e728t On- Board Server"). Wil e a passengecTis&2004/000291
seated in the aircraft 400 defore take-off and during
: J ' I I front .
s o e TR ARt T o 0le O ol BHAT A0 b teeck et picture of
appassangs whichi & ftetgdsin pasyenet Qlatabgs@ e the agkEme server 405. The
passenger nmovenents. Repeated9 images of passengers
ephanced dmagesf Rassengals| @nhecused ip ddeify passeagas e acourately and

f r; ' i t: A

“RER . TRe Bh el 028 MRS AR il ek 305 GO EE wifpao data of he

pesshiagec e theagamtokepatagngses 3Qan Ihecass f discrégi@iies| the security
assengers, nore accurately and safely. The passenger

PHSPHt 8 dbe | mbaikatigny et SBP @vbaey e ritcerb A0 t o at the
: PSS screeni ng
dﬁgge%?hggg%n%ﬁﬁgase g?gggggﬁg%gﬁ%'ggﬁsﬁhe security
personnel at the enbarkation airport 300, onboard the

ircraft 400, or. at the disepparkation airport 500 are
Thy bicBerphs cansred By C@mer%n‘@m@oim@w@r@%@%@sy alse ge used to
idéﬁti%lhﬁlsﬁ_ﬁmﬁ"s 3ThASurdINAs A Al i iRl dir 43P 4U@ySL@E§fbu§ %ehaviour
_used to identify suspicious behaviour of passengers
inchsliesi but lenefi linitesk to, fidgetinguspianicotss ehedsaof sweat, nervous signs, such
| ncl ut is not limted to, fidgeting novenents,
o P GonEitbe o oflBhot, v RGO conlRISE SEmTERIoR of b passenger
Hbivghdrg Ramgbromull 56 | xercased taluveidelehEBihd '&Uﬁéﬁex‘%ﬁle as a suspicious
novement of a passenger. However, caution Tnust be
chagacterimaeglyt kycanssihg/shelbas @ fegi offlvingpassenger as a
suspi ci ous character nerely because he/she has a fear
of flying. During the journey, inmages of passengers
Duﬂbg)ahqj j(blhge)aiinmﬁes‘ bf passeAgeso obboam rie %‘{1‘7&&% carh also be wirelessly
tran [t o the rmmgration server 7 of  the
trggsE b o he BIGRApD FeVE0D 1o (B A@barketion pirearh a0 inenable the
fFofR1d RThORh R0 i e R that
° countlr y. Bef oéf)elt hg 1ai r Eﬂf %@ﬁg@ﬁ%@ b?ﬁgagg%@?}ﬁat i on,
immgration officers would have al ready recei ved and

Bc%’ft81lr'le:j I&lgegflfr?%ﬂgge%glgng%;%e%ﬁlté%@n:gﬁrﬁgq%igh éf%cér% v%c?l?llde}rlave already
reddiV @NEADELENES tHeQRistBigas daf. THERFFBPH D 8Ak
who are in the vf\:/aqﬁsedgl ist. In addition, tﬁeaﬁérr%ggg&)%?ons who

nﬁgggg@hﬁj@tgnﬁqﬁ@ws@yﬁng er toagvisn app@h@ld_ prsa¢ngrsoyha hee in the wanted
' lisJFtJ.nﬂ] gﬁ(ﬁtci'og,nth%.oi&%X ao?ege}%r%e%égﬁgﬁe %Ht, %yl %née{rr];x%asl fSOS‘ located by the

assenger ‘arri Vi
immigration 507 may be processed to identify if a passenger arriving at the point of

disembarkation is the same person the one who embarked or boarded at the embarkation
airport 300. The passport data would also be cross-checked to ensure that it is same as the

one used at the embarkation airport without any tampering.

The photographs of passengers stored in the embarkation server 321 and disembarkation
server 517 may also be retrieved and referred to when the passenger makes his/her next

journey in future.

Figure 2 illustrates an exemplified process flow of an example embodiment of an airport

security system 100 shown in Figure 1.
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di senbarkation is the sanme person the one who enbarked

or boarded at the enbarkation airport 300. The
woasspar3dat a woul d al so be cross-checked to BaE8G2004/000291

that it is same as the one Wsed at the enbarkation

ai rport without any tanpering. The phot ographs of

passengers stored in the enbarkation server 321 and

Tihies prdoassk dowostasir Welstdpl 2ONRAtakIp O3, " &k I AifURAIBRA staff at the

referred to when the passenger makes hi s/ her next
fcgﬁlﬂmgé‘ij“eﬂﬁm (FOHRIET 155Ug%, rkoapding |ngss, rigeergs alhe epasagrigefs’ eptofile and
p@§s‘éﬁ$e?%ifdag¥‘! of an exanpl e enbodi nent of an airport

secufrity system 100 shown in Figure 1.10 The process

flow starts at step 201. At step 203, an

irlipe/girport staff at the_ticketing/check-in
1@&5%@% ﬁ?&%@%ﬁn%’ér ehesip arafile isstered 4n theedasahase afrempte screening
Bd SllehdaBcdity P 3 ARG arfatl HBHPortAL Step 205, the
apasgeﬁggrs' check-ir1%ﬁ%%|I e Pg'stored in the database

of renote screening and cl earance server of the
arkation ai.rport. At .step 207, airlinel/airport .

ATPRBT Bt it e eSSl i radeqsids Bavgeneers’ partculars
wierd tleat igfage Wt tHe BoabdifR saleBRES-A cdudferRO qgnqﬁ ggssgﬁée?s’ verification
check-in counter to form passengers’ verificatio
Pfﬂfé?i le At step 209, the passengers' verification

profiles are stored in database of a renpte screening

and cl earance server. At step 213, the database
At ostdpa 200, nifhe NRSSRBES! S/eriViCdtidnl prflNaRr §btddein FataORLESF 2 remote
to the i min gration server of the disenbarkation
PG A\ GleATICS ISVl r ed and/ or wirel ess wi de area

network. At step 211, the database (containing

passenger's verification profile) fromrenote
As ctapedl Hghanhitabhen camtaiime pysendess’ t veriTatidd §fofile is copied to the
. W rel.essl an(% opi.ed. tq aircraft on-board server. A_tp
inipigatspeselyo o e Wisempasiafioe Atgerd whelohel Rk Rl wircless wide
areinbQafE cameras repeatedly screen and nonitor

passengers during the journey.

At step 211, the database (containing passenger’s verification profile) from remote
screening and clearance server is transmitted wirelessly and copied to aircraft on-board

server.

At step 215, the on-board server and the network of on-board cameras repeatedly screen

and monitor passengers during the journey.

At step 217, the database containing passengers' data from the aircraft on-board-server is
transmitted wirelessly to the immigration server and a copy of the data is stored at the

immigration server at the country of disembarkation.

At step 219, the officers at the immigration clears passengers once the passengers' records
at the airport of embarkation as well as the airport of disembarkation tallies and the

disembarking passenger is not wanted by any authorities at the airport of disembarkation.
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At step 217, the database containing passengers’' data
fromthe aircraft on-board-server is transmtted

woRoBslesrBy to the immgration server and a copgTsG210a®00291
data is stored at the inm gnation server at the

Tﬁ@ Lé@ﬁl{r}‘(yo sk SRR ?é%l?fé eftbodinfRe S%%%A%&ghﬁwge%c%e hid intelligent

gration passenger

tephl&ﬂegigﬁfoSaSSIBmDmﬂﬁlgﬁdtmhhﬂ’ﬁ&brﬁ@ Qiehtlﬁfinﬁﬁf@@pﬁé’ct Tﬁé‘sﬁﬁem alerts the

well as the airport of disenbarkation tallies andt
redgvaahBuihRITHE B’&@% dHEBnENS brbevavahtnieionyy.afey further observatlon and

S rkation, 1

n@ARY PO LRbUENS BB By 8L OB AN E s BpVor and actions
offypassamigeiscs and intel ligent technol ogi es to assist an

immgration officer in identifying a suspect. The

systemal erts the rel evant authori ti es when passengers
TRESRNA S Uit g |

necessayrs act i o#ﬁb?é%tnfé%ﬁe E%Hr%l%ﬁl tge ﬁﬂéﬁ%t}la&%a@g qppligations in air
trd\@l ahahg'js betused blehmmmnngmjr aratfelenSSandf e ahgehs. pakbdiger who

url stem descri be the e | e enbodi nent

oo THSSPBERD i Rosepiran (ng iy any fheraagecpger beichapks out a
th Binkt Of hitiaPdrb e A4R! €h
ggssl,lenger \%/hcf cheﬁﬁg3 | nl% I?ﬁgn&ggglgﬁ%e%(la%})et@ogé%wm&) y capturing
the imeges ofi nasseaters £hyl atm@eopmm)garthMOkﬁhgdﬂlsclom cainter, boarding
t.o ival ,are the sane. This js hleved|n

et B BB R Do iRe M nadkl | Baindt A beiportprofile of a
papSBgen @ﬁicﬁtldrﬁﬂy,ath\élréﬁ@tédaﬁﬁfagé aJf gabRngers taken on-board the aircraft

ti cketing/check-in counter oarding gates, aircraft
are g aee ite sheghdf ﬁieé%éssmww maf@égpmjlaamstoftthmpassengers or is

I a enge ition

e3P Bl oy S FORSE DB AR i borktig people who

ar@waatedftty laweerrfmmemd atthofitiecsr ﬂthd PREgeSs ided from entering or
ar anc of the passengers or is any

ch in the
CX?H@%WFW@ °c bRt |a9 afeyfyif g @rcheglisd-i8 \pgssengetlis found missing
8%9/sht Qodsh aw
ame nf oS rc e(r)rgn t(ﬁ g{ftﬁ% raI’E‘tEhleg)g) ggirlﬁ% %A}g 89%Jt:[}sl¥\ﬁ%%€(?fs£§§%n ed
fromentering or exiting. The system can al so detect
is found_ m ssing

d.alert .if h d
el R e ra R hOR eaiin ey BETRRe plap G gl aEier: o
1. t Rer Reb#itie ofTfndivahal, lﬁHHl@fﬁCﬁQéﬁhﬁo fg?/t 8Rh %F $afRbt limited to facial

invention may utilise the fol | owi ng technol ogies
Ftﬂcog@a@@rﬁngpbmﬁfre¢mitmndr@ml frisomeagriitien ¢tedhanbhyyd.

iqmied to f recogni tion, finger
r| {r;é r é‘%g%%llgg#' rtﬂ%%‘frpﬂsaﬁs of ?aifaf“%‘l%‘é Ption etc. is
3. eﬁbinpy&d vision based technology for object tracking,

4. Server, software and database for storage of passenger data in an aircraft

5. Server, software and database for storage of passenger data in the airports

6. Appropriate on-board airline computer, interfaces and software in an aircraft
, .

. Cameras at ticketing/check-in/boarding/immigration counters.

The method and system of the example embodiment can be implemented on a computer
system 800, schematically shown in Figure 3. It may be implemented as software, such as
a computer program being executed within the computer system 800, and instructing the

computer system 800 to conduct the method of the example embodiment.
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2. Wreless technology for the purposes of data

transm ssion. 3. Conputer vision based technol ogy for
wohp®sak7msacki ng. 4. Server, software and dat abassGb@m/000291

storage of passenger data im an aircraft 5. Server,

f a .or st ar f nger_.data.in
TR o 0o G B o SRR PR P g s as o
keyioard 8@ andmduscodtornaiden plraity of bthaf devices GRHELAS dﬁElay 808, and
ti cket.i ng/ check-in/ boardi ng/immgration counters. The
PHBIRBY)-and system of the exanpl e embodi ment can be
i npl emented on a conputer system 800, schematically
shown in Figure 3. It may be inplenented as software,

Thecdongmitar motplet 802 [ eghastidieiG ex@pulet thetWdlti 812 R@a a suitable
conmput er. syst em 800, and |nstruct|n% the conputer

U3GSCPRYAY deyice 314 dhenable 29¢essrperb dhoierpet e inetwork systems such
2STDOHIATEN e orll @g%gy BPWBY AreiaR AP Rvaagpr | ses a

comput er no I Npu es s S a keyboard
804 and nouse 806 and a plurality of output devices

it atr i bl S8t i STl il s iesion £ D1 kadom Acces
Mentdty (RRNG) §IPRRRCLRERI OHEY MnFH4ROM) 8RR gﬁl‘ﬁggt%r hfodule 802

e.qg. the I'nternet or other netwbrk systens su
also dedludes eanuxiehenof knfut/tpus (/) deteriaees, e tewamide(N\iterface 824 to

Th t d 802, 4 h i ncl ud
s B8 80 TOIM et o BbEERERETY A “820 and a
Read Only Menory (ROM) 822. The conputer nodul e 802

al so includes a nunber of |nput/Qutput (1/0 .
The:eppeneats, of ey campripneodyleBVhiypidally codanmicate vie an interconnected

b 18 A SnasBcloi) TS TG phiia e ©

typically communicate via an interconnected bus 828
nd in a manner known to the person skilled in the

The Perligaton PrograRels Aypicplky sPRicgr o ghaHsPs of yhs eampyter system 800
o0& 5289 dh sttcg'g%é‘ﬁl%ﬁiuﬁf sdci&s é%ﬁ%%&g@&@%ﬁ% read utilising a

encoded on a a storage nedium's
cdrtaypdingi dida stmtageemeddiuti diied ofja dataostoragpdadoag3olatiae application

t or age diumdrive., of a data storage device 830. The
o BT sl rcis et it S rierid 15 latgrmediate storage
ofpr8giein Ofta AMybSecBRPEARAUsin3 AM gHicer medi at e storage

It will be appreciated by a person skilled in the art that numerous variations and/or
modifications may be made to the present invention as shown in the specific embodiments
without departing from the spirit or scope of the invention as broadly described. The
present embodiments are, therefore, to be considered in all respects to be illustrative and

not restrictive,

The number of stages wherein a passenger identification is made may be increased.

Additional cameras may be mounted in emigration area 307 and air side area 505.

In the example embodiment, identification of a passenger is achieved by comparing the

photographs of passengers using a facial recognition software. Alternatively, other
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of program data nmaybe acconplished usi ng RAM 820. It

W Il be appreciated by a person skilled in the art
woOheds/muer ous vari ati ons and/ or nodi fi cati onsPOBSGR@®4/000291

made to the present inventildn as shown in the specific

. n h r r
ERRALUTTEr bRl oith A BD Dllal OTRhSn Shlcyr BlgF 98F scanning
tehboldpyanyalsarbe uskder ef ore, to be consi der ed in all

respects to be illustrative and not restrictive. The

nunber of stages wherein a passenger identification is

: ber LpnCr: .6 s._may b L

E%ﬁ% ?n@fertnﬁ]éérlgte%gﬁma%gag/ ?653’ S %ﬁﬁ{tg 8f3§%e§ SgEgration and
ithmigrhigorexéfiqetsy abitine citafénind dthlentd fileaily potaliaBy dangerous persons

assen chj eved by conparing the photographs of
SEE AL ieing o1 TR AERM S BRB GAPRTOA SoPOHALE Mraf or any ofber

m‘%JdE At MdhbpbRiaton, A ﬁfaﬁﬁ‘lg ﬁ@&&ggﬂ ﬁl%rpl%ﬂ 5’59&%?6 toSHEH ASreal- time,

finger print récogniti
fadasiaricn gefore emitogy amdaypoal asdvabe used. Enbodi nents of

the invention nay al so aid security personnel,

emgration and inmgration officers, airline staff and
Efibbeinsentsof tHe ﬁi\ﬂeﬁﬁloﬁﬁfaz @f)éeﬁl dpycﬁt%%ecrl@aﬁ‘zﬁlc@ @hd %Brice the efficiency..

entering or |eavin venue, area or coun ?
The systenbaWY dlsorassist '@rlaf-?lteam thiﬂ’iyVQitOIf eccurpgeinopassenger 1dent1ty They

i,0 Jaki n nf.or nat i on
G BB b Rl TRALReRERRE P PR Blopstoms auicty
wﬁ&mambu@anﬁnmgumgﬁc@mylvaI Enmbodi nents of the
i nvention may speed up custons cl earance and hence the

efficiency.. The systemmay also assist to increase
n
Eltélggcrl]ﬁfeégbf {t?% llg‘%alti[)@&% |>) FhL gIr? %ﬁger tél eev @ bE Xel%l]élpy Vﬁasc{urport as it
provilee pbysicat eachiagsinstead In@éﬂ: YnfMlhﬁwmt m@ﬂiﬁﬁfgo Mhei YSem ensures
secur Enmbodi nent of the invention may help to

R PSl hping % PRTSPBT 18 ARk Ay e Iocreerdng peiromst |

provides physical matching, instead of nere

i nformati on matchi ng. The system ensures that a person
Embedimegtsepfighe spention maytdsesbamepriedtio i sea hoaeklitvatn trh]\&:l etc. In the

aft nmbodi ts of thl?1 nvent| n. my al so

cag f {1%18 tliage gléthl %ﬂéﬂilc gting qun‘qeﬁ énQ: glggtlﬁcatmn of

pa@iengén’él May 'y eladei 4t ﬂl'eablaﬁ&%@ kenBen R Yy kﬁedltg UftafMle. In such cases,
ticketing counter and identification of
passengers may be identified by identification card or by biometrics data, such as iris

scan. The invention may also be applied to issuing entry tickets to venues, such as sports

complex, or in any event where identification is required.

Embodiment of the invention may be used even when the tickets are purchased over the
Internet. At the time of purchase, the purchaser prevides a photograph and data, such as
identity card, passport data, which is compared the photographs of those who are wanted
by the law enforcement authorities. When a person with an entry ticket enters an airport,
stadium etc identification details are checked at the point of entry. In case there is a
change in the physical appearance of the person, or if the person is wanted by law
enforcement authorities, the system alerts the security personnel to take the necessary

action.
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passengers may be nade at the platformentrance or

train entrance. |In such cases, passengers may be
woderstoefazed by identification card or by bi onePCT/562004/000291

data, such as iris scan. Th@ invention may al so be

applied to issuing entry t%ﬁ&gpﬂsto venues, such as

sports conplex, or in any ere identification

is required. Enbodi ment of the invention nmay be used

even_when the,tickets, are &érchased over the Internet.

A the ti megRopar Bralering the maKcaeat el pegplov Perarrising:
phot Gﬂtraﬁmi‘ihg% apd fat ﬁoin’csg‘l%?% e h%%@%%ﬁty%féﬁ%)glet Iﬁgl%sg \%ﬁ lic area to a

data, whi i s conpare e phot ograp ose
segree e theamdyic tlate of andiddha peeptenhd assobiatedtid@gifichendaa;
pers Wi t n entaﬁgtickg} enters an, airport, stadium

h
etc ?@‘SWF?%’ PEAPTERY detnh i Sefegure Recax ipmatris Heta méitpdivisinal people

ar@hdskyciated ideA Bcdiidgdatal snc® change in the physi cal
appearance of the person, or if the person is wanted

by | evinRaingridentidisatiendatopbinined at tHessesymstt mintaieh that bB@ined at the

I r | t ake, the necessary actiqn. 14 ‘
SBPI Y B IR S ml sy PG o toRBAId iage obtained at the
fipse quoliret, withnihe | Skdvrited Bin@b® i Ibhindd af thd s8donROp&ht FDOLME matched

t he. nmovenent of people froma public area to a secure

identificatign dat@dt ri ¢ data of i ndi vi dual peopl e and
associ ated identification data; obtaining, at a second
point in the secure area, bionetric data of individua

peopl.e and methot aedoeding dendldif €afurer 8ahpsisias Gtoring the biometric
d onﬁar%n‘%# dent ifl cation, data obtained at the second
25b oh o Hel Pl BRe oot dsetiSeionadsseiohtainant, the first point
MMMﬁﬁﬁaﬁmﬁﬁjﬁﬂnﬂs made, conparing the associ ated i mage
obtained at the first point wwth the associ ated i nage

obt ai ned at the second point for the nmatched
...2. A method_according to claimal,

identificati at a r
further ng r%e?I?%qd ?%og({ng)g FhERY fRe 8f rpeedingyelaingy, wherein the first

antl Bedonid hoarts aemwaeedadﬁqngﬁls&@j ated identification data
obtained at the first point and/or the second point.

3. A nethod according to any one of the preceding
claigrs, Woer&idy e[clggrdflrllgr & any one of the preceding claims, wherein the first

point is at a ticket check-in point.

5. A method according to any one of the preceding claims, wherein the second

point is at an aircraft boarding point.

6. A method according to any one of the preceding claims, further comprising
transferring the biometric data of individual people and associated identification data
obtained at the first and/or second points to a third point along the movement of people out

of the secure area.

7. A method according to claim 6, further comprising;
obtaining, at the third point, biometric data of individual people and associated

identification data;
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and second points are located at an airport. 4. A

nmet hod according to any one of the preceding clains,
wohersaem28he first point is at a ticket check-PaT/SGR004/000291

5. A nmethod according to amg one of the preceding

cl ai Lo ' | S,at. an ai.rcraft
soar Tonp A Rk ARG SEMAGARLAY A A SRRl b vanstma
dathe apd,ewheieng mhhnis, mhds,t E@hpLHIED HieS hit@cibfedNBib/lekid data in the

t he biongetric¢ data of individual people and associ ated
trf“lfg“r‘%’ffidf fq%ﬁt ek Garasseniated beumerictdate pbteined a dhethird point for the
nﬁ%@@ﬁieﬁﬁfﬁéﬁtg)nt t# third point along the novenent of

peopl e out of the secure area. 7. A nmethod according

to claim6, further conprising: obtaining, at the

thir point,agignetrﬁc data, of indivjdual people and

assoti at eft TEEAL APGOLdRE & clginps,6 o1 7 cwhgiain thethird point is located an a
dik&lebdrkdticradidef. dat a obtained at the third point wth

that in the transferred data, and, where a match is

made, conparing the associated bionetric data in the

transferred data, wth-the assocjated bionetric, data . o

obt s ned SRS BRICSE 49 AEY PRF OF ABUTYS ihagwherein the third point i
an igleRigkdtionddoimn data. 8. A nmethod according to clains 6

or 7, wherein the third point is |located an a

di senbarkation airport. 9. A nethod according to any

one cl @i . erein t third,.point i n ..

s 1 at 1 i bRt ) Sttt BiraBE et comprising
peiodichity pbairtayd bigntrid d@a of pedpledurRthéit Piddéhce in the secure area and

periodically obtaining bionmetric data of people during
COMMSFIAE HRagssntoslstermingsushedt charapterstion @f emypersmig the secure area.

i mages: to determ ne suspect characteristics of any

person in the secure area. 11. A nethod as clained in

cl ailnh. 10, Awhethed as tchiémpd in ctiirald, ywibdiaithé p&ié(h@allyf obtaining the

.bi onetrijic data of people is condycted on an aircraft.
l”Tﬁgnﬁd%bﬂﬁgﬁog@d%FﬁFWﬁw 8n@P§PﬁﬁgﬁO or , further

conprising transferring the

12. A method according to claims 10 or 11, further comprising transferring the
biometric data of individual people and associated identification data obtained at the first
and/or second points for comparison with the periodically obtained biometric data of

people during their presence in the secure area.

13. A method according to any one of claims 10 to 12, further comprising
transferring at least a portion of the periodically obtained biometric data of people during
their presence in the secure area to the or a third point along the movement of people out
of the secure area for comparison with biometric data and associated data of people

obtained at the third point.

14. A method according to any one of the preceding claims, wherein said
biometric data comprises one or more of a group comprising images, finger prints, eye
scan data.

15. A system for monitoring the movement of people, comprising:
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bi onetric data of individual people and associ ated
identification data obtained at the first and/or

weeend7qei nts for conparison with the peri odi earisg2004/000291
obt ai ned bionetric data of 19eople during their

resen [ secure. ar.ea., 13, t hod according.to
gny %ngx%’(c) ?’ﬂ’&t‘%ﬁﬁg dea%ocelgecb? dF\Llﬁcf: I’f&’ ggt@mg’_s?qtn@ first }gomt along the
nidvengheof pasplatfrdneaspuldicPaes t®a RbufehBeeFibREANAY of individual

obt ai ned bionetric data of people during their
PgPRl&ence in the secure area to the or a third point

I l. t.
for AR et R ORyiRe e Rled T ERE 2080 et
of pecptendohivaietréddath collectiohi deslicedbnbbtadifing, At BEROEY point in the

accor di to any one of the preceding clains, wherein
S%“éi‘?‘?}larﬁ?’g’%‘é??tpﬁ datsrof indimidpalaneeplshe or more of a group

conp IS, i LI . A La. 5 A

oy B S B DL p SR ARAR G
conpripsoagssot Gevice iforscton’qiadﬁgﬁdeintiﬁck?ﬁoa datdhétefefdi inMh& Bt f@ﬂa storage
for obtaini , Jat firs oi nt al ong, the novenment of

ApBtpPan e e fe seopd i Houe dedicnr v Wheometmaleh is made,

célapaipfthé Qﬁbt’i'afé'delhiagg 8hthfied b&'tﬁéﬁrsfjﬁﬂ)ﬁlgﬁﬁ@&eﬁg %oﬁigch'og Qevice with
for storing associated identffication data;, a secon

thsi avedipied idage obtdihesc by dhe desdndebibmetrizbtiath niofigetiat device for the

m%ﬁ%?@?d gg{ig%igig&age secure area, bionmetric data of -

a second data storage device for
storing associated identification data; and a

processor device for conparing identification data
st or &% i nAt fistem pegording 4o laimag® whereinethwi fidst tldisecond biometric

Ny S orage device, and, where a
d%%g@ﬁngRﬁ%gg?e%%ﬁ%%?ﬁ%gg%%éxggsociated i mage obt ai ned
by the first bionetric data collection device with the

asso 'atgg i mage obtained by the second bionetric data
col | gét i oft WP 8CqUEHINE HR g HAdot Henwherpiatbie dirsdbiometric data

colfRctidh méeqm&%fe‘ara%@igkét%hgélﬁ@i}ng?o , Wherein the first
c data collécti

and second bl onetri on devices are
| ocated at an airport.

18. A system according to any one of claims 15 to 17, wherein the second

biometric data collection device is located at an aircraft boarding point.

19. A system according to any one of claims 15 to 18, further comprising a
transmitter device for transferring the biometric data of individual people and associated
identification data obtained by the first and/or second biometric data collection devices to
a third data storage device located at a third point along the movement of people out of the

secure arca.

20. A system according to claim 19, further comprising;

a third biometric data collection device located at the third point, for obtaining
biometric data of individual people and wherein the third data storage device stores
associated identification data;

and a second processor device for comparing identification data obtained by the

third biometric data collection device with that in the transferred data, and, where a match
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17. A systemaccording to clains 15 or 16, wherein the
first bionetric data collection device is |located at a

woRelsa7ebeck-i n point. 18. A system accor di ngPCD/SERY04/000291

one of clains 15 to 17, whdrein the second bionetric
. c ] ' i - ed .an.ai rcr aft .

3 UhEahEBEIATLE HAREY R 08 LR gri win
asdoalara biomtBic data tdbetinalobpilicsitig BiotneatSAith tceneailemi &Rice for the

for transferring the bionetric data of individua
mpiehed ‘@H§C§§§Ugﬁ%ted i dentification data obtained by

the first and/or second bionetric data collection

devices to a third data storage device |ocated at a

thira@lpoi it sptangctdidingoioesi®ints Of ope0pivRerelst thef thirBSiometric data
%gggre an%%@Fﬁg' A(féften1according to claim19, o
cellfctipg Aevig ¢ Hyrd datp gtorageisienics arq located at acdipemalarkasion aitport.
device located at the third point, for obtaining

bi ometric data of individual people and wherein the

t hi r 82.dat & systemageecdeling ¢o shpree of shahatl@dio 21, wherein the third
identification.data;. and seco rocessor device for
bloBIFRS OHG SoUBRiqEr F8lie? ahd S ERGhaf@iiesion evien prlocated at an
iln@sFRidn goiftat a col lection device with that in the
transferred data, and, where a matchl7 is nmade,

conparing the associated bionetric data in the

transferrqd data, w th the associated bjonetri at a ..
obt al%ﬁed VPR Pﬁ‘f(’,f‘gmﬁit&?élé’ ¢ a‘fl?ﬂm@oho é‘b??’oﬁl Y cegprising a

fdueth Bibvaetiiidatiesbllictigst ddvi m&i&ﬁ&aﬁl}y blaingH&héfc data of people

according to clains or 20, erein the third bionetric

dyringathels| rewenro in Hhevsectreanraa ené te idieteamingt sispecd chapacteristics of any
' 0 ed at a disenbarkation airport. 22. A

p%§§%@ﬁ?§%§%%ﬁ?%% to any one of clainms 19 to 21,

wherein the third biometric data collection device and
t he ?ird data col l ection device are |ocated at an ]
i m*n'é; -at i OnSyHimas slatmed dy qlaim décothsraiy the femgthobiemetric data
cAlectbPlldcdif Iated ot duRicrPMPr 1 SiNg a fourth biometric

data col l ection device for periodically obtaining

bi onetric data of people during their presence in the

secu area and to determpe s ect characteristics
%5 sygtem according to claims 5? por 24, where?n the or a first transmitter

device transferrs the biometric data of individual people and associated identification data
obtained at the first and/or second points for comparison with the periodically obtained

biometric data of people during their presence in the secure area.

26. A system according to any one of claims 23 to 25, further comprising a
second transmitter device for transferring at least a portion of the periodically obtained
biometric data of people during their presence in the secure area to the or a third point
along the movement of people out of the secure area for comparison with biometric data

and associated data of people obtained at the third point.

27. A system according to any one of claims 15 to 26, wherein said biometric

data comprises one or more of a group comprising images, finger prints, eye scan data.
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person in the secure area. 24. A systemas clained in

claim 23, wherein the fourth bionetric data collection
wdevispe7028 | ocated on an aircraft. 25. A syst eRCT/SG2004/000291

according to clainms 23 or 24, wherein the or a first

transiitte ferr e Di.. ri.c dat f

o dual SRR Rk S bk i Bpseon computer
coth¢ aicaedfoatinstivetifig b longucth @6 eS@LENS nfdEHIdL & tBhitoring the movement
goqgﬁrlson w th the periodically obtained bionetric

O4RPP ' BIEOPRESE" during their presence in the secure

ar ea. : [ f.cl.ainms 23..

o’ peohing, AXSHARLARE AdleMe LbyRNnLBP LS PR stplic area to o
s¢qyre areaiidmetricrigtanif ihdissiiakbpaopletand swkiatdieidentification data;

periodi cal |y obtained. bi.onetric data_ of people during
Phei PosFBR L8 SEpmeiddp fhescabscines biorebio daiaof individua people
ap®hdibciale@ MentifiCatilVEAB Rhd Of peopl e out of the secure

area for conparison wi'th bionmetric data and associ at ed

dat a cemppépidentifisation detaabtaitee at thier somal paint F¥th thht obtained at the

SRR BT, Vhif o B BDRyRrG, Somfeia rariacoledinepaptained at the

fiesongints vl theB@eGeiatel NaRige PSHRAMS! 2B%Be SEAthad ﬁBi%t 18r 4fe matched
kﬁ%éﬁnputer readabl e data storage nedi um havi hg store

%@ﬁn@BWputer code neans for instructing a conputer
to execute a nethod of nonitoring the novenent of
peopl e, conprising: obtaining, at a first point along
the novenent of people froma public area to a secure
area, bionetric data of individual people and
associ ated identification data; obtaining, at a second
point in the secure area, bionetric data of individua
peopl e and associ ated identification data; and
conparing identification data obtained at the second
point with that obtained at the second point, and,
where a match is nade, conparing the associated i mage
obtained at the first point wwth the associ ated i nage
obt ai ned at the second point for the natched
identification data.



