METHODS AND SYSTEM FOR UTI LI TY NETWORK OUTAGE
DETECTI ON RELATED APPLI CATI ONS The present application
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Serial No. 60/898,551, filed January 30, 2007, the
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As used herein, the term “outage” includes, among other things, a loss of power or
utility service to electronic utility devices and locations supported by those devices within a
utility grid, and the term “restoration” includes, among other things, the reestablishment of
power or other utility service to such devices and locations. As used herein the term “utility
devices” includes, among other things, electric meters, other communications devices, faulted
circuit indicators, and other distribution automation devices, such as, for example, capacitor

bank controllers, transformers, switch reclosures, etc.

The present invention provides a method and an end-to-end system, components, and
information flow architecture used to assist in outage and restoration management of a utility
network. The method and system of the present invention can also or alternatively be used to
gather information rapidly and accurately, and manage outages (e.g., failures) and restoration
events of a network used to deliver services and/or utilities to end users across a networked

infrastructure. For example, the method and system of the present invention can be
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A simple example of an outage event sequence works as follows: Caller #1 from
premise_id ‘0001 calls in to report an interruption of service. The ODS module flags this
instance as being related to “feeder 1” and “transformer X”. Subsequently, other callers from
that same feeder call in, also reporting outages. The ODS module tries to relate the outage to
a particular transformer, for instance, by “walking up” a hierarchical topology tree within the

ODS module that represents the connectivity structure of the power grid. The utility
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The method and system of the present invention can notify a utility company ODS of
an outage, verify an outage and detect the extent of the outage, verify a restoration and detect
the extent of any secondary outages, and/or calculate key outage statistics that regulated
utilities are required to maintain. In offering the capabilities and features described above,
the method and system of the present invention can operate as an ODS in an autonomous
manner, or it can serve as a support infrastructure to facilitate a smart ODS system to detect

and manage outage and restoration events.
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In addition, the present invention provides a software program stored in machine
readable code and used to manage a utility network. The utility network can include a
product distribution pathway and a plurality of electronic utility devices associated with the
product distribution pathway. The electronic utility devices can monitor at least one

parameter associated with performance of the utility network and can communicate
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Fig. 4 is a process flow diagram of the outage detection system shown in Figs. 1-3.

Figs. 5-7 illustrate outage events and operation of the outage detection system of the

present invention.
DETAILED DESCRIPTION

Before any embodiments of the invention are explained in detail, it is to be
understood that the invention is not limited in its application to the details of construction and
the arrangement of components set forth in the following description or illustrated in the

following drawings. The invention is capable of other embodiments and of being practiced
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parameter associated with the product distribution pathways. In some embodiments and as
explained below, the ODS 10 can also or alternatively manage restoration activities and/or
maintain up-to-date topology information of the grid service area. While reference is made
herein to an electric utility and a utility grid 14 for power distribution, it should be understood
that the systems and methods described herein can also or alternatively be used with other
utilities, such as, for example, water, gas, and/or other measurable and widely distributed

services, and also in any other instrumented electrical devices (e.g., street lights).

As shown in Figs. 1 and 2, the utility grid 14 is deployed by a utility company in a
topology designed to serve customers in a service area, with a distributed hierarchical
network of network infrastructure devices 18 (¢.g., communication nodes, gateways 42,

relays 44, substations 20, transformers 22, and feeder stations 24), a utility grid distribution



Figs. 1 and 2 illustrate an outage detection system 10
("ODS") for managing the identification of sone or
wGauesvenvé al |y all outage events in a utility BET/USINT/O73457
utility network 14 having aynunber of el ectronic
utility devices 26 depl oyed al ong product distribution
pat hways of the utility grid 14. The el ectronic
operatibnsl dehter 8 \wind esgidfal womtirdl centats ]Oeaﬁstommenmammework can

associated with the uct di rlbutl at hways.. |
il BT i b s e BRpH S Bt Bk tfie TR St 16: s shown
in Fig§aNarfy ?Qh@éon%hhﬁf:ﬁﬁ;ns %@ﬂ%rﬁ@ﬂﬁﬁl@luﬂ@ §tf9§t§1tetv@d"rk (e.g., alocal area
activities and mai ntali n up-to-date topol ogy

netwark{*drANT)) o6 w;lmcln h@ (g\relrldy 9rd proyideapogununiyation beyesn shepeents of

e ulyfy BRET4 0 BoerR BREICEbion Vot ok afprR s AN which can

link thedleduhadilit aévitdd65 psdys 8, ﬂf&baﬁ@bd’}@d& ifl @idl®RGkh a utility grid
herein can al so or alternatlveéy be used wi th ot her

distrifytionjoppragon sgpder 39sandragietworkipteeface pftaaietwepkgnanagement center 38
N RS RS AR, AP PR RO
other é@bgdimests| 2gihgleingtwak or Agestranbreinetvworks carﬂfaa]ﬂndaté t he

1li.ty grid 14 is depl qyed utilit apy in a
comn}ua&a%ébea\@%qngth% aiepsnBar fi QST Eres thepesvomip Feructre
devic&y l%atheVﬁtfh'i‘y i@ bRt{Huash %gexlah&{s%ﬁ!%} 86l anAgheQMC ?}é

networ k 1 nf astructure evi ces €. g., connunlcatlon

nodes, gateways 42, rel ays 44, substatlpns 20,
t rhaﬂlgflﬁumtesi emzoodan@ntf the dBMC S8zen gﬁ@ﬁ@ﬂl)cateavm 'gatti:wg/ys 42 over

the sel e Glclar i BEGRRARL 2 Sor Sl Rl T RS RAR AR

electrérﬁe utilityale®ice® DHUNérahd finnGethRtVe®N(Ad e hadbinths t@stBetess
,outage detection system 10. As shown in FI% 1 and 2,
point’t anel “eatemian| attuseth glt%hamfeablba i herEstunsiverkliomay ervendelutility

grid akdy a%fi its @0&1 gg%ran%r ﬁ& rhatt Ve ) hd%l@ﬁ%%}:ﬁl?e fb?glog?/ In

over ovi nl cation Between el emen
some Eimbodhmelntst the@gidctroiid, utlzhlbddcancs:e (26ntdiie lrdawaI; adlgdteways,42athe

NMCEiEGE s of Gt Wéﬁ(gejw cotbe pgepe tlnizfgtifre%lggicasa% $inslyde
frequél%y-ilf&{)f)igg Igﬂeﬁ&l g[r)éMthl &nﬂﬁﬁﬂlbatt%n%btgc&i'cﬁ]?e[lilll?tyt IBI‘Bdeand

oper a ent a network interface’ of N
commuaioatiok cambﬂiyserfﬁm cgemuricatd® ¢aphihlity) IR mmuuldeatlon capability,

to neter readi ng, rid,control and nonit.o
modufjiaf RS Haditb it sprai sttt eriaton Sy An St redtEper-
divisibh Qi eI AP AR ALY EApablidy faC|||tate conmmuni cat i ons
bet ween the el enments of the ODS 10 (e.g., the network

infrastructure devices 18, the utility grid
diAstshpwnin Big. Spibe aeicwnys 4o elays Aeandiene ige mukgo 3y eleptionic

o 5L S SO RIS PSR AR B
first ng’aﬁ(ﬂwaﬁ &nd/%r tharecomdmenvarkBd. Viiht helayd 4dycandé phavdd diigh for best

line-of-sight to electronic utility devices 26. Several electronic utility devices 26 can be

associated with each relay 44 and several relays 44 can be associated with a gateway 42. In
some embodiments, an electronic utility device 26 can also or alternatively function as a relay
44. For example, the electronic utility devices 26 can include a network interface card
(“NIC”) that enables the electronic utility devices 26 to maintain two-way communications
with the NMC 38 via relays 44 and/or gateways 42. In some embodiments, the electronic

utility devices 26 and/or the relays 44 may have direct two-way communications over a
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discovered routes. When performing an on-demand ping, a user can specify a one-time route

to a destination that is not saved or reused.

In other embodiments, the electronic utility devices 26 receive, evaluate, and use path
cost and link cost information from neighboring elements to determine a prioritized list of
next-hop neighboring elements. The electronic utility devices 26 then send packet
information to the next-hop neighboring elements, which forward the information through a

gateway 42 and across the first and second networks 16, 34 to the NMC 38.
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(e.g., the ODS module and the back office management module 58) can have a number of
different locations, can be distributed between multiple locations, or can be stored in a single

combined location.

As used herein, the term “downstream” refers to a direction of a communications
route whereby data travels towards an electronic utility device 26, and, as used herein, the
term “upstream” refers to a direction of a communications route whereby data travels towards

the NMC 38 from an electronic utility device 26.
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signaling, authentication, and error detection required to send information over a
communications channel. A network protocol can define a “language” of rules and
conventions for communication between network infrastructure devices 18 and electronic
utility devices 26. A protocol can also or alternatively include formatting rules that specify

how data is packaged into messages. Alternatively or in addition, a protocol can include

conventions, such as, for example, message acknowledgement or data compression to support

reliable and/or high-performance network communication. The Internet protocol family can
include IP and other higher-level network protocols built on top of it, such as, for example,

TCP, UDP, HTTP, FTP, ICMP, and SNMP.
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can also or alternatively upload utility topology information to the NMC 38. ACIS46isa
database which, alone or in combination with other system elements, stores meter and
customer data and profiles. The data in the CIS database can also or alternatively include
grid topology data. Alternatively or in addition, a legacy utility OMS or grid information
system (“GIS”) (i.e., hardware and/or software used to facilitate management of resources)

may provide topology data.

The NMC 38 generates “reachability polling schedules” and polling reports 64 (as
shown in Fig. 4) for key parts of the topology (e.g., Feeder 1). The polling schedules can
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the illustrated embodiment of Fig. 3, Gateway 1 and/or Gateway 2 can add electronic utility
devices 26 to a preset reachability polling schedule at regular intervals (e.g., every 5

minutes), or on ad-hoc schedule basis.

In embodiments having an FCI, the FCI can be an NIC-enabled faulted circuit
indicator. As shown in Fig. 3, at least one of the electronic utility devices 26 (e.g., M8) can
be a top-of-line, highly instrumented meter such as a GE kV2c. These types of devices in the
gateway coverage area are ideal devices to participate in the ODS task. The transmitted
message formats are explained below separately. In a normal polling sequence in

decentralized operations, all or substantially all of the information necessary for the NMC 38
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Determining whether an outage has occurred, can be a configurable process. In some
embodiments, utilities can input their own criteria and thresholds for different aspects of the
measurable first network 16. For example, in some embodiments, utilities can specify what
percentage of the electronic utility devices 26 being polled as unreachable in a pre-designated
area of the utility grid 14 covered by the first network 16 is within operational norms.
Alternatively or in addition, utilities can specify a configurable threshold, such that a possible
outage event is triggered only when the percentage of the electronic utility devices 26 which
are unreachable rises above the configurable threshold. Alternatively or in addition, the

utilities can specify a number of electronic utility devices 26 being polled as unreachable that




devices 26 to a preset reachability polling schedule
at regular intervals (e.g., every 5 mnutes), or on
wa@eeoRoe2sc hedul e basis. I n enbodi nents havi ng BCIT/BE10)7/073457
the FCI can be an NIC-enablbt faulted circuit
indicator. As shown in Fig. 3, at |east one of the
. _electronic utility devices 26 (e.g., M) can be a
is withigpperatipnal @orths gind gonfigyrablenthrasheldnsmich thag a phssilgle quiage event is
. k\M2c, T t S Vi ces..i.h the e covera :
iggefefiny NIER henBifdy LB RiY et FHBH aRQEER e rises
aboveTlthe corfipusabld theekhorssage formats are expl ai ned bel ow
separately. In a normal polling sequence in

decentraljzed operations, all or substantially al] of
¢ ALY vt Hidens outaey determinptiongar bsssoBhpwEdia inglude the

numbbd\§F @&%ﬁﬁ,um@ aévl?efeﬁ 265t @R ﬁ%%%é@%%‘)f H AR utBiH devices 26) that

obtalin neter l‘ocal e power o ndi ti ons can
respond with an tindichtion of herned] ®peration,er ah indit¢agiod éndicating@hat Itheraiis no

centrali d pollin thod, the N 8 and/ or .a.
probigih Aohen G5 rinelt Thiiame ghis 41 dertignid T gdljoe2may have
a probdém uirdl 4184 EPNRERAR IRBRtIBh. THY ODIRoNE 58 Mhyebel dodfikured to
status information. Status information can i'nclude any

includerir greluide eandationshiafarmatien,gegponsasi ¢te.tthatdes/inglided g prdl gegponses
|l nd/,or hnformatiqn the el toni Coutil |t
(or engél\cllf:cg grg 112 rgfqaog%%s') ele P@’%"}?&P ééoerg a%%l%ﬁ&a’icpalsge;lg},’ 5utaée vents and
to disteghfdaioatdintape svemsages or traffic fromother el ectronic
utility devices 26 connected across the first network

1 etc.). Message fornats i th directions are )
eiﬂmr@gﬂeanﬂéwsmog apﬁ%md&?ﬁg mgVroseihg figst gptvase 16, which
may igﬁggt z i &%ﬁlsg% &F 4iDE mMARLIRE. Ik J}eexbjlﬁil?ﬁt, {lel e tronic utility

nic utility devices 26 being polled are
devicess2fcdralilegoll@h etesontei ®nfigumbleanteiahischedle. dlternatimelyior in addition,

ot ST B AT G5 E RS R 2ot B FEL RS e

messdz@ReBRd ffodh bRE6r BreldTEhe el utility USHBATH eled vohen a battery-
request) a foll owon nessage back to NMC 38, giving

backefl wptdewice 3p bregink operbting en bajternpewerit i on. 1f one or nore
el ectronic utility devices 26 fail to respond, the NMC

e 5L LB DI IS A

outagéittirbshioyd ¢hwiia: elndhe etemt cHetiafofmativh ebiginkdifrbm miptlairmg thafirst
the status of the nonresp ndina_g}ectronic utilit
AL

netwogled b arestsABe coneyaiie eHags! FIHYS Bdelersifie déelare a
possilléifb blidabd aflfMke ?1%'5%506 ta@ﬁorwhﬁl%ﬁgﬁcgm\%ﬁlﬁ%t ldaﬁrﬂnégéﬂet“%gducting

ectFonic utfli evices 2 part
additioallpotlinggifietecirdniangligndeviceh 26 iethddestinstwor dhecormlatmgahe

infon{qg#o\glrnoﬁ)gqi{l 2 \lzvgg %&cﬁgg@% ?{fﬁg{lgg{ﬂﬁb%&?ﬁgﬂé% I)Bi;? sources (e.g.,
neighb@ALEYctRANCEA Yy BbAELS )] hdWrichinp¥risiemes®Pedftributes from

reachable electronic utility devices 26 on the first network 16.

The criteria for determining whether a possible outage exists, or declaring that an
actual outage (e.g., a local service outage, a network-wide service outage, an equipment
malfunction, or a power failure at a specific utility device 26) has occurred, as well as the
actions taken in response to either condition can depend upon any criteria available to the
first network 16. For example, in some embodiments, the first network 16 can be divided

regionally, by communication type, meter type, premise type (residential, commercial,
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The outage condition can be translated into outage threshold criteria (e.g., X devices per
feeder coverage out). This information can be made available to the utility grid operations
center 36, so that the utility can create its own ODS determination thresholds, establish
canary devices 66 in the first network 16, and/or receive imminent failure (e.g., “last gasp™)
and async messages from any electronic utility devices 26 in the first network 16 informing

the NMC 38 that it is facing power loss.
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The NMC 38 processes the polling information to determine the outage situation. If
an outage condition is found, the NMC 38 can determine the extent of the outage condition
and the location of the outage within the utility grid 14. The NMC 38 can also or
alternatively identify the grid nodes (feeders, sub-stations, etc.) which are in the outage area,
and can also or alternatively include the status of the grid nodes. In some embodiments,
canary devices 66 may be installed at key grid nodes such as feeders, sub-stations 20,

transformers 22 and the like. In some embodiments the canary devices 66 can include battery
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(i.e., outage condition).

In some embodiments, there can be exceptions to this polling process. An exception
can be described as either a receipt by a network management component (e.g., a gateway 42
and/or the NMC 38) of an asynchronous event (e.g., a TRAP or NOTIFICATION from a
electronic utility device 26 that a power failure has occurred), a missed poll (i.e., a polled

electronic utility device 26 does not respond to a poll), and/or a set or series of missed polls.
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higher system layers, to allow the same application infrastructure to be reused and overlaid

on many different physical media.

Multiple messages at different layers of the NMC 38 can be used as needed to quickly
detect and efficiently correlate outages in the first network 16 with outages in the utility grid

14. The NMC 38 can guide product implementers so that their products will consistently
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At another layer of the NMC 38 (“Layer 7”) messages are exchanged in order to
assess grid metrics associated with the electronic utility devices 26, such as, for example,

whether a device 26 is powered and/or whether neighboring network electronic utility devices

26 have dropped off the first network 16.

In order for electronic utility devices 26 to communicate across the first network 16,
Layer 2 link maintenance with neighboring electronic utility devices 26 can constantly take
place or can occur substantially constantly. Accordingly, network infrastructure devices 18

within the first network 16 will very quickly know if electronic utility devices 26 become
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device 26 powered), and neighborhood health (e.g. have neighboring electronic utility

devices 26 recently become unreachable).

Device health exception messages are either acknowledged or unacknowledged
unicast messages sent upstream to indicate a change in physical state of an electronic utility
device 26 (e.g. whether the device 26 has lost power) or to indicate a change in network
topology that may indicate an outage “in the neighborhood” (e.g. ten neighboring electronic
utility devices 26 disappeared within a short time frame). Device health exceptions may be
sent multiple times by a single electronic utility device 26, and can be proxied and coalesced

by intermediate, “smart” electronic utility devices 26 which can correlate a large number of
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26 or a neighboring network infrastructure device 18 (e.g., relay 44A in Fig. 5), which can

then forward the message to the ODS module 54. In embodiments having an agent, the agent
of the ODS module 54 can convert the Layer 2 message to a SNMP Layer 3 and forward the
message to a gateway 42 (e.g., gateway 42A in Fig. 5) or the NMC 38. The gateway 42A can

forward the message to an event receiver 72 of the ODS module 54.

In response to the imminent failure message, a poller 74 of the ODS module 54
transmits poll requests to and receives poll responses from electronic utility devices 26
similar to and in the neighborhood of the initiating electronic utility device 26A based on
stored utility topology information. The ODS module 54 then correlates the results of the

imminent failure warning and the polling requests to confirm that an outage has occurred at a
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predeﬁh&ﬁtoru?é?'ﬁle%ffelcfemélectromc utility devices 26A, 26B, 26C and the transformer

22A can also or alternatively transmit the imminent failure warning to neighboring electronic
utility devices 26 or neighboring network infrastructure devices 18 (e.g., relay 44A in Fig. 6),
which can then forward the message to the ODS module 54. The network infrastructure
device 18 (e.g., the relay 44A) can combine the Layer 2 messages into a single SNMP Layer
3 message and forward the message to a gateway 42 (e.g., gateway 42A in Fig. 6) or directly
to the NMC 38. The gateway 42A can then forward the message to the event receiver 72 of
the ODS module 54.
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neighboring network infrastructure devices 18, and/or other events and operations described

above.

The transformers 22A-22G and/or the affected electronic utility devices 26A can
transmit a Layer 2 imminent failure warning to the ODS module 54 via other electronic

utility devices 26 and/or other network infrastructure devices 18 (e.g., transformer 22H) not
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poll o R F B aeLo b HeE oty PSS SHoR o Wb i St
perforafah€€ b Rshel SfARS AT BEWDOALalRBGHE Gy Q8 $h €dsBehseltd irdfbimation relating
topol ogy information. The ODS nodul e 54 then

to the gblepssioat paramgterythe ayaluation ingludingairwerhasedanalysis afgnaphthe
' .rmthat a
pman@?gﬁé?%?ﬁ@kkbgggﬁ%%ﬁggéiﬂ%ggﬁgg%%ired and that the
outage affects nultiple custoner |ocations. The ODS
mpdul e_54 can then, disp]ay the immnent failure C
war ni ng P slaim deWhgeiaat St O IRl lcrleqivgnic utiity
devicdsiAARIQ A Wastione df BrdddbarkV SHmSHEIRN apbif9, IR@lcommunication
appropriate corrective action can be initrated. '
capabffity tand freqaencly Heppmgtspread ispectmot ¢ammminsicatingmotanel dapability.
conpl eted, the ODS nodule 54 can utilize additiona
polling data fromthe poller 74 to confirmthat normal

Ser Vi Cahbapidig8nclafs i OWRéte aNRagdRe bhaR eictiBhRYutidity devices can
nmessage confirm ng that normal service has been

act as ap ggent of theThanagsmensfpro¢essarer m "t r ansf or ner - | evel
out age" refers to an occurrence of an outage at sone
"l evel™ of the utility hierarchy topology (e.g., a

f @eder Tha sysibftlaing 1 Swhersinadnc@f theath@nagemiedt précessor and an agent
illustrates operation of the ODS nodul e 54 during yet ..
of the prneEeReRs Presgasos wshides ghicat opag! breaghand gemmupicetigp gapability,

IPv6 %ﬂgﬁgﬁgﬁf& ctaBmli{ybgncf)H&fhgﬁcﬁH@ﬂHiﬁg éﬂrééﬁp@&hﬁ'ﬁ, ﬂl@dlﬁétgﬁ‘l, direct-
sequence spread.spectrum modulation, orthogonal frequency-division multiplexing

modulation capability.

5. The system of claim 4, wherein the agent of the management processor is a
gateway terminal associated with the utility network and in two-way communication with the

management processor across a wide area network.




Specifically, a feeder 8CA providing service to a
nunber of transforners 22A-22G and a nunber of utility
walewsoerIq col | ectively "the affected utility JdBUI/UE®07/073457
26A) at different custoner J6ocations within a
nei ghbor hood experiences an outage. In the illustrated
exanple of Fig. 7, one or nore of the transforners
20A- 22Ghasctam obeleinpi, winreindhe maragsfrieatprodesser in¢luges a
dﬁuﬂ9§ViceS B6A can send i mm nent failure warning nmessages
NSAJUIARE £ st network 16 to the ODS modul e 54 to
report the outage event. As described above, an outage
event can be di scovered and reported in a nunber of
di'f f er &he sysigmef glaimd cuherpinghs ruleysibaged iy &t deasteng of a

e i D: t.0e AT f al ' it -
per B LSOk UBRSECY Afmprr sl i
deviceslregorting & pedbjenbe reported and/ or discovered in

response to schedul ed polling, custoner telephone
calls, periodic polling conduced by nei ghboring

egect r R cysinh bf El¥int € VivR&SindRe Alle R&aSdHH étﬁ&sﬂ@ﬁé’%ffé<

infrastructure devices 18, and/or other events an
perceropeer cftelatronitaridity tedceamepoatingin probleamsf apneatesiga@ed azgof the
i and/ o th affectég Iectrqqia utilit .devic% 26A can
utilityefvari;apd g nimber obelpqironieayitiity deYigssSeREHRE A HTEY H22 PSs
desig¥Ridres S&hY uAliQtmerorRl ectronic utility devices 26
and/ or other network infrastructure devices 18 (e.g.,

transformer 22H) notconnected to the feeder 80A

experi [ r .
S0 6B P Ao SOl A5 Um0
subsel.éhthE elRcth@Bs agiety denices @poiting lagr&hdA, dral/eherdina baastrone of the
. .message and forward the nessage to a gateway 42 (not
Welghélﬁ%\ﬂﬂ‘? thegubsgt pEelestjoniguiilyy dRiKEesS PreF‘ﬁ%HQH{\ggway 42A can
then forward the nessage to the event receiver 72 of
the ODS nodule 54. In response to the inmnent failure
mé8sag&he systerpol tlaim Pdwbéreintbe @Righing id Basédion atdpastiongof a

IETRCT R N T e
electrGEY LERE &SRe, ﬁﬂdsoﬁlv@afé loRdCorttht kiekiole vtiigdexfeeand

transtorners 22 simlar to and nei ghboring of the
affected electronic utility devices 26A and the

? gﬁ)gfggg\e Its{#%}%%gﬁ:%ﬁ%, \%ﬁéfeé%ge kﬁggﬁﬁd%a%%hglﬁ ﬁerélﬁgiliy}; bt didoronic
utilityCdic@b adpetighRoblems) 4nd vHerdihehd mBhdpement @rbtdsse@ inapdralilg to

and the gqlling requests to confirmthat a feeder,
establishttheyeelinbiditoeicaidsastsommeltthapluralsy alielgefeonig waity devices based on

. [ nd mul tiple customer |ocations.
priot %L}e&%ﬁéﬁﬁg gtr é)?llsefashen di splay the i nmm nent
failure
12.  The system of claim 1, wherein the rule is adaptable based on prior

information reported to the management processor.

13.  The system of claim 1, wherein the rule is based on the subset of electronic

utility devices responding to polling or not responding to polling.

14.  The system of claim 1, wherein the rule is based on electronic utility devices
that are reachable by at least one of the management processor and an agent of the

management processor.




war ni ng and the source | ocation corresponding to the
feeder 80A in the event sunmmary 76 so that appropriate
w@orseeLdee action can be initiated. Further, BGSI/UR®07/073457

restoration action is takemyand is conpl eted, the CODS
nodul e 54 can utilize additional polling data fromthe
poller 74 to confirmthat normal service has been
r €5t or €He sysctbne aficlhine b, whespihale mlaiB basgeorcamrfdfrelatig: topological
t hat poymal  servjce hﬁs been resto{ed The enbodi ments

and geggEaphi B LRFOXBRRECIHMEAh AklE Pleglrdtic PRI VIR ur es ar e
presented by way of exanple only and are not intended
as a limtation upon the concepts and principl es of
t e pr EbesystanmoLelhino h, whaeinshsmhragemeatpranehserds aperabjle $0

establh g RGTREPAT TRvel el festanspbibh PrsRidy OF glera iy devices based
on respOERE tospdiing.@ utility network including a product

di stribution pathway for delivering a product; a

plurality of electronic utility devices associ ated

hth t i1 n ; [

obane B S bY S ) P it B P Bleb B p S8 O Bperable o

receivp ah wainena fudluge Wamagefiemtat pasiams 96 the pluralitynafrelecabniontility
~wWith the devices and operable to poll at |east a

devicesybset of the el ectronic utility devices in response

to an input to evaluate perfornmance of one of the

utility network and the systemin response to

i 18.0r nthé systere bétlaingy 15 wherhim the mapagsmenhpropessamistoperable to slot

the evaluation including a rule-based anal ysi§g of .ane
commypicafensEGTA e RIpra Woodf'tq%%tfiomcd’ﬁﬁl&f dSicde 3{%&1&% ¥R
packeR2ERITh&En tRe cdiBfuRitali G sRittedlifdlfaelan iMisihehtTaidire M@@&Fihg from

one of the plurality of electronic utility devices
at least oot affés sabset ebelectromis wilithdeweksand conmuni cat i on

capability, I Pv6 comruni cation capability, and

frequency- hoppi ng spread spectrum conmuni cati on

P9t ocghe gpR@R ol tlaim 13whdieih thy fla@Agedient picsdsds iswiperable to
at |l east one of the electronic utility devices can_ ac

t .
comparg thginfeyationfelating thubradeashengpasuagsoyith predeicamingd caigria
.of claim [ 53 :
g S 15 Bl S FORAROTSAB REAor
operableas poldaeleadt ohe ofito phdalitymfelecratit atiliyaleatvies int gsponse to the

comparison to determine whether there is a problem associated with the utility network that

includes at least one of a local service outage, a network-wide service outage, an equipment

malfunction, and a power failure at the electronic utility device.

20.  The system of claim 1, wherein the management processor is operable to
compare the information relating to the at least one parameter with a variable performance
threshold criterion to determine whether there is a performance problem associated with the

utility network.




| Pv6 communi cati on capability, and frequency-hopping
spread spectrum nodul ation, directsequence spread
WG p@so42ee nodul ati on, orthogonal frequency-di vPGI/O82007/073457

mul ti pl exi ng nodul ation capgpility. 5. The system of
claim4, wherein the agent of the managenent processor
is a gateway term nal associated with the utility
net wor Khagygkténn of vlaimvdywhermimthe matagement pfocésser is operable to
nmanagepent, pr.ocessor acrgss a . w de area network. 6. The.

deterripe (A8 1C4 i CLocHRFar i 1Y £ UCoRand Je RahE ep Gt by devices

neighbdMHlgURGirécHABIE EleBY B ulii§ RIRBYo defermiRe wh¥dbemeRfis a
claim 1, wherein the rule’is based on at |east one of

performapes prohicayassodiatefl edthrameiof thetutility petovovk askthe upreachable a

I tgnob#$n1 nd a nunber of electronic utility devices

eecrxg&B Vﬁgvgeproblen1 8. The systemof claim1, wherein
the rule is based on at | east one of a percentage of
electronic utility devices reporting a problemin a
pre-designated area of the utility neﬁmork_an_ a, |
nékber T8¢ syttean of elaing 1ywherpinythejahsgten ¢ eégemcmg!tYadevweS are
(¥e]o] b 3 ' : of the utility

locateﬁétt?\%grg{)grh@?l@ e‘ﬁg@ffs’t%l gpﬂlﬁ%g aclﬁgi 1, wherein the rule is
based on giving a weighting to a subset of the

electrgnic utility,. devices. reporting a prohle nd ..

oRr of 1 hs fvtemof obirg Towiiaia’ GE MM kg Tobiralhs EehssRgR fime-based
input.Of electronic utility devices is predeterm ned. 10.

The systemof claim9, wherein the weighting is based

on at |least one of a location of the electronic

ut,i,l i ty,devices.in.the utility.network

Ry acibf S Ogpimd ubisie b R I St Phgs stenpons, st

software | oaded on the electronic utility device. 11.

The systemof claim1l, wherein the rule is based _on )

r @bi abiTihe systen o claim dowherein the inpyt iscagnerated by ueof Hy plurality

erei n the managenent processor is

Ofdeg%gﬁégﬁgwf%0§§¥gblish the reliability of at |east sone

of the plurality of electronic utility devices based

on priogr poll responses or, |ack of. responses. 12..T

2960 e SRtemiat SAAR BRI e Tk inch oS BB BT Ot

. . d'?gﬁl@ﬂl ihfRRALGGH ah IP¥ WBNAYRIFBI Meader and payload

paCkegy%\gé%gg?%&g% e sylst em of ‘cl ai rg]i%c wherein the rul ep d
informhatidnasetia oon-TR®/1P askdt hating adeedenangd payload information.

27.  The system of claim 1, wherein the electronic utility device includes an
internal power source, and wherein the input is generated when the electronic utility device is

operated using power from the internal power source.



utility devices responding to polling or not

responding to polling. 14. The systemof claim]1,
wob@se429¢ he rul e i s based on el ectronic utiliPgI/US2007/073457

devices that are reachable f3y at | east one of the

managenent processor and an agent of the managenent

processor.15. The systemof claim 1, wherein the rule

i 88 basadmethodpémohitoriigad utviety netvadrbghe alettaddomprising:

geographical proximty of unreachabl e electronic

uti |t yhod@utinest leasBonelprraayet &3dbcihted Math'Petformhieif the utility
t he managenent processor. is operable to establish a

netwoglp With ggheralityeafslectrgpic aitilityedayices assogipted yatipd progdpgtidjstgpution
y devices based on responses to
pathwgk?ﬁh%gﬂ‘iyf%#h*ekt systemof claim1, wherein the
manage tamnmupicatiss siformation peataly to th@atrleaseomepaaatneter toa
immnent failure warning fromat |east one of the

managamenh pIOcEssgl, el ectronic utility devices. 18. The
syste n’PQlflmg laje3t LomWOE fiR éi‘echlaﬁlcrmm%gmcfgs n‘i’ Fégﬁ&%é @4 a1'1 fput to
operable t0 slot comunications fromthe plurality of
detemme athethei thete iis [aipeyforharice psobiem pssoviated wits the atilitjaneawork; and
packets, and wherein the comrunications slotted
i ncl udeerdorminga ndptbafed dnalysiswdone afjthe parmeterlaad te infoemation
of the subset of electronic utility devices. 19. The
relating fo R pPIMEELi m 1, wherein the managenent processor is
operabl e to conpare the information relating to the at
| east one parameter with predeternmned criteria
r 8Pat i he nethperdfotaim?Se fusthet banprising trgnsmatting IRy6-fnhatted data.
wherei n t he managenent processor is operable to poll
at | east one of the plurality of electronic utility
deyi Ceghé metiRRAR RIS, filtthef EoTRGYdiSOusihiPatdedse bl 6fa percentage
whet her there is a .probl em associ at ed wth the utility
of elegieanippiility hlavwﬁwpg@@g agroblemand gawmber of ¢lewrmicsuility devices
t servi ce outage, an equi pnent
repon%%a%%b eﬁlo’!r’(lB é‘iﬂ}i}ﬂeg‘\%gr failure at the electronic
utility devi ce 20. The systemof claiml1l, wherein the
management proce perable to co are the

i Af or ndfiF GiFthad i 1% WhRiahe rdsd DAL oA LAt oas of
perce %@oiaelé’di’fo\'rll\ﬁ:mtﬁltf 8Ei 085 né QEM dnfh h{u?x[)éxocff l&tronic utility

erm ne there rformance problem
devicessspaiiag egratiléth. t he utili ty netvvork 21. The system of
claim1, wherein the managenent processor is operable
to determ ne reachability of the electronic utility

deyi ceghantbthdd AUdimelge GheRM the Hilkelid based B aERESt one of a
percentage of electronic utility devices reporting a problem in a pre-designated area of the
utility network and a number of electronic utility devices reporting a problem in a pre-

designated area of the utility network.

33.  The method of claim 28, wherein the rule is based on giving a weighting to a
subset of the electronic utility devices reporting a problem, and wherein at least one of the

weighting and the subset of electronic utility devices is predetermined.




nei ghbori ng an unreachabl e electronic utility device

to determ ne whether there is a performance problem
waz®sovaved with one of the utility network anelCT/iig2007/073457

unreachabl e el ectronic utiljgy device. 22. The system

of claim1l, wherein the subset of electronic utility

devices are located in a geographic region of the

uB#l i t Theetetherdaf ckdm ZBh furtyst@npriding bsmgmelipbilityeo falectronic

... the. input is an.internally generated tine:based input
ity oo DRy AnR P FaroLvh SRl A SoEP SR DS BeE pol
respoisses PIREmTi RS £RINAPRItE fr the # Feast HnSHThe Phudlitf bAélBtonic utility

wherein the input i's generated by one of the plurality

devicgsf el ectronic utility devices. 26. The systemof claim
1, wherein the input includes at |east one of an | Pv6
packet having a header and payl oad i nformation, an

| B§4 pank eethvaMoftthit 18¢ Adther esttlprisyd Gtk prel usHresoted
) and a non-TCP/| P packet having a header and payl oad
informatoprtaadans the mife. The system of claim 1, wherein the
el ectronic utility device includes an internal power
source, and wherein the input is generated when the
eBéct r he emettidd oftclainkeds, fiethics capprisihgusing thegnfoawetiorf recgived

t he Jinternal wer urce.28. A net hod.of nmonitorin
from o GatherSH HRouB PHESC pfdheBRFIEY b FIB TRT it ST E feing Bhifed to
establisBafd n@f1e paraneter associated with performnce of the

utility network with a plurality of electronic utility
devi ces associated with a product distribution pathway

of ,the utili.t work, conmmuni caft i i,nformat.i.on, .

a7t Ag st R R pRRR SRt B R T driee
correPoREES I WeogRPhicirBgioRbf theasilitstwol the el ectronic

utility devices in response to an input to determ ne

whet her there is a performance probl em associated with
t ut i . I:

ol o T ALY iy 2 58 OO B 35 n
electromik atilityoddvires it prraachtiele and 8sing helativet froxinify ofluaraaci2ble

further conprisi n%&_t rahr%srrktti ng | Pv6-formatted dat a.
electrgpic uithly davigse P eatdishile™§: further conprising using

at | east one of a percentage

39.  The method of claim 28, wherein the management processor learns from

information received in response to polling.

40.  The method of claim 28, further comprising determining a confidence level for

the at least some of the plurality of electronic utility devices based on poll responses.

41.  The method of claim 28, transmitting an imminent failure warning from at

least one of the plurality of electronic utility devices to the management processor.

42.  The method of claim 28, further comprising slotting communications from the
plurality of electronic utility devices to prevent loss of data packets, and wherein the
communications slotted include an imminent failure warning from at least one of the plurality

of electronic utility devices.



of electronic utility devices reporting a problem and

a nunber of electronic utility devices reporting a
w@e@bloenzve 0 establish the rule. 31. The net hodP@f/Usioat/om3457

28, wherein the rule is basgd on at |east one of a

percentage of electronic utility devices reporting a

probl em and a nunber of electronic utility devices

r ddor t ilhg r@pﬂpmb@ﬁ aéananﬁz flérmee comphiging tfceiving pnl28sponses from
ctecrlIERBHD, st VegbudiB AP ESPRIR 7oA B0 Bpgfes eforg ordering

cone@h@b&ﬁmnln a pre-designated area of the utility
network and a nunber of electronic utility devices
reporting a problemin a predesignated area of the

Ut4'4I I € yl‘h@ ‘?ﬁé@%&ad;oef ﬁé"lm 2 Gur iRt Bad Rélﬁg h&%ﬁ%ﬂ%ﬁ?& @Q:%)E@ ity of the

the ruleis on grving a
pluraliltbl of eleetronio utlhtyLﬂelvices yncblm!lmgdemms metghbgrn&g qur nirkaimble
in at |east one of the weighting and the

electrgle}s élwrlty evigede dptgpmine yhether gaebeelg jAqgtiofraance pro lem associated with

one oPHRWEiB) MBtAEHk a3 thd e ABHaPREIRErofilc ¥ily2&videur t her
conprising using reliability of electronic utility

deV|ces reporting problens to establish the rule, and

ri res onses to det
AP R St St it Rer SGRRANEE Sorheriiefie Phieffy with
prede%lnﬁﬁieﬂ Qfitegialtlatihg 16 stefor@esce 03%he UthRy REENYRK tddetérhAhdWhether
28, further conprising using previously reported
there jsFRsPRIgHY %ﬁpm%r@w&bﬂhq pdity gpavorkgthat nghidgpetHerst one of alogsl

i By REPROT SRR PR g LA SRAL B0 55 5

failure htabt elecireniviitilifytdevitevi ces bei ng poIIed to establlsh
the rule. 37. The nmethod of claim 28, wherein the
subset of electronic utility devices corresponds to a
geographic region of the utility network. 38. The

ngkhod TOE ntdiiRd d0128iml 45, tleler E&HBﬁéuﬁg paide tHerEIé'lQroBﬁeutlhty

rul e based on electronic utility devices that ar
devicesdaaerpbhss tartke eosnpeagisem| at i ve proxi mity of unr eachabl e

el ectronic utility devices to establish the rule. 39.

The nethod of claim 28, wherein the nmanagenent

processor learns frominformation received in response

t @7pol Mheghethod of claim 28, wherein determining whether there is a performance

problem includes comparing the information relating to the at least one parameter with a

variable performance threshold criterion.

48.  The method of claim 28, wherein the input is one of an internally generated

time-based input and a customer telephone call.

49. The method of claim 28, wherein the input is generated by one of the plurality

of electronic utility devices.

50.  The method of claim 28, wherein the input includes at least one of an IPv6
data packet having a header and payload information, an IPv4 packet having a header and

payload information, and a non-TCP/IP packet having a header and payload information.




40. The nethod of claim 28, further conprising

determ ning a confidence |evel for the at |east sone
w@boosle2pd urality of electronic utility devi ceBCOES®A7/073457

on poll responses. 41. The 3%t hod of cl ai m 28,

transmtting an inmnent failure warning fromat | east

one of the plurality of electronic utility devices to

t B¢ nmadigamthnd qfwdmas@o wheee2at lepiieonemtf Hasdeledtromicautititp gvices
ttjing conmuni cations fromthe
aasa%?%%%%#?iﬁgpﬁééég ?% %FeﬁPgllty devi ces to prevent
| oss of data packets, and wherein the connunlcatlons

sl otted |nclude an _inminent failure warning froma

| @dst  dhe msthadrf chaimZd, furhepeoraprising wsgnmn&aft %eyst one of IPV6-
formatiRVda5£ §P\ﬁ§forﬁgﬁed@§tg g %B G _1p éa% B%lerforrﬁ%%rd' Bt Wom the

recei vi ng po responses From el |c ut y
managhanvint eeocessgar di ng non-respondi ng el ectronic utility

devi ces before ordering corrective action. 44. The

met hod of claim 28, further conprising determ ning

r 3Chalphk infeyhdef oﬁc'ﬂﬁmm@" FuHet Uorﬁf)rlﬁhfﬁﬁr{s?rﬁ’rtﬁn Watdl f’rSrM one of the

devi ces and pol I'i ng devi ces nei ghboting an unreachabl e
managgdnesnt pagessoniand an qgedéwﬁ the mapagiatent pionessohestifpat l¢dscone of

rfor nce associated wth.gne of the . .
broad BB PSR BV PR RS ifln by RGP Sh sbrepipation
protodﬁvalfa@lhtf’rfbaﬁaﬁlﬁtylmt hod of claim 28, further conprising

conparing the paraneter with predetermned criteria

relating to perfornance of the utility netmork to

deyer he e Lol

ﬁe u{nl'{ﬂg K éi?cﬁ*’v\oc}a{zﬁe%’ V\Jh?rrc]%rt@l g!zn@yf El%gntvfgr&«]:ssor isa

gatewlay) canirgad assmatedumagme uélityatetwoork- auddletmmy e:emnum&gaon with the

an equi pnent mal function, and a power failure at the
mana%qngat PWF%OD?‘?F?S&/"V@@\WW“‘W@ The met hod of cl ai m 45,

further conprising polling the electronic utility

devices in response to the conparison. 47. The nethod

oB5cl ailitre 2&thodnefrcdsim Sc%ewhewim¢mgnutlieath@infdnmaéori Bichudes

erf or mance i ncl udes c in i nformatiaon
comnRieafhpaitos 4 wEclst Pl arcd e R b eing G ot Red Dy Papriee
sprea@%ef:ﬁﬁﬂ%ﬁﬁnﬁd"&a@éh %&o@(ﬂ' diflct QRAuertl- SPEEQG spRhed aﬁ’ci orthogonal

cl'aim 28, wherein the input is one of an internally
frequepsyiakivisien multiplexiag swdulaion. and a cust omer tel ephone

call. 49. The nethod of claim 28, wherein the input is

generated by one of the plurality

56.  The method of claim 28, further comprising transmitting the input from one of

the plurality of electronic utility devices when the electronic utility device is operating using

an internal power source.

57. The method of claim 45, further comprising adapting the rule in response to

the comparison.



of electronic utility devices. 50. The nethod of claim

28, wherein the input includes at | east one of an | Pv6
walaa0s/opaeket havi ng a header and payl oad i nf or PEL/DS2907/073457

an | Pv4 packet having a heager and payl oad

i nformati on, and a non-TCP/I P packet having a header

and payl oad i nformation.51. The nethod of clai m 28,

Whgr e atsofieasd propfandstotedaén alaekine esadablutcodd dnd wed tcmanage a

... acts as_an agent of the_managepent, processor. 52. The |
utilitypetresll, e ubilil netwerk ingluding @ pEQHSH Aisiribytion RABWRY ndhg phyality of

- - 3 . _f .
clonb AR Aneh SR E ol Rl AL B i
utilityrdemimgemenitorrigat éssoone fmBamditeassedtidted with petfaimar8 of the utility
further conprisi.ng transmtting .data fromone of the
netwoR PRI S BRI nE GR e RETerRE ARy RaERE:

proceﬁBQQl?egiﬁﬁfwa&@i:&ﬁpﬁstiné:e_aSt one of broadband
comuni cation capability, |1Pv6 comuni cation

capabi kicogtrolinpudnle fomeval iasing thepgrfamanes oicthp ablityinejwork based

th& ab&jL%¥ 54. The nethod of claimb53, wherein the
on %ﬂﬁﬁm & %e managenment processor is a gateway

t er m natogash @6ddREabMé tdpdlhg laski 4 subgetvFtiedlbctavmnit utility devices
) two-way communi cation wth the managenent processor
in respanse &xaminppide capfimn waether the informatinn Tristing & e paragjetsr indicates
a prob%g’m am%{a?%d%ﬁﬁmiligpﬁét&grlé nformation includes
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utilizing one of frequency-hopping spread spectrum

communi_cati on protocol, direct sequepce spread s
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devic#?ddah'agi fs’ﬂnﬁ%eﬁm%@ﬁlhﬁdkenéﬁt prof&séret hod of cl aim 28,

rther conprising transmtting the input from one of
the plurality of electronic utility devices when the

electronic utility device.i s operatin i n n

05 ndihe Sollibre eerad of him S Rt it e rfiRymodule and an
agent 0¥ feNRAnGORBNt b RGsRGRMideR Bné BELIOEARANH RoMm@ERIIA%6N Lapability,

the conparison.58. A software program stored in

IPv6 ermumimicatiarcatnbbilitys aerbirequencsbePring sripalywPeairyR cpmmpnication

tonqtmo%@ the utility network including a product
proto¢al eaOiYi on pat hway and a plurality of el ectronic

utility devices associated with the product
di stribution pathway, the electronic utility devices

i t orligotwarceuagram Rl im0 VEFreHsHE @pe O thy pepagement
proce?s%? Esoe[ Q&?&%y RminAPasdbdihted With the utility network and in two-way

communication with the management processor across a wide area network.

62.  The software program of claim 60, wherein the control module communicates
with the plurality of electronic utility devices across a wireless local area network utilizing
one of frequency-hopping spread spectrum modulation, direct sequence spread spectrum

modulation, and orthogonal frequency-division multiplexing modulation.

63.  The software program of claim 58, wherein at least one of the electronic utility
devices includes one of IPv6 communication capability and frequency-hopping spread

spectrum communication protocol capability.




net wor k and communi cating information relating to the
paraneter to a managenent processor, the software
w@eoopdeihig: a control nodul e for eval uati ng tPET/US2007/073457

performance of the utility jaetwork based on the

par anmet er; and program code operable to poll at |east

a subset of the electronic utility devices in response

t 64.an Thesdftware pespram f wlaah 58y whéreinithé comml module is operable to

rel ati to the paraneter indicates a problem, . .
perforzoa g Rt SRS PREIEh bF £ SR PR amSGT S e Sefopigtion relating
to the phidded) Of claim 58, where at |east one of the

electronic utility devices can act as an agent of the

managenent processor. 60. The software program of

cl.aim erein one aof the coptrol. mdule and a

2GEnt ae sHEHE R of st B4 SRR o B L hpff g teastone of
a percBhita@sbpaIctHATEMItE abVieds repdrahE b iptoblerh Bivda oMb feRictronic

~_capability, and frequency-hoppi ng spread spectrum

utilitydswieanicpaxtingrt ppple@col capability. 6 1. The software

program of claim®60, wherein the agent of the

managenment processor is a gateway term nal associ ated

webh t Mae sdftware propgamef klaind4] wherein-thayule Grivsed aateliability of

wi.t h t he managenent processor across a w de area
electropi¢ Wity degiees TRRRItMGRIYRIF®S pr ogr am of cl ai m 60, wherei n

the control nodul e conmuni cates with the plurality of

electronic utility devices across a wreless |ocal

avga ndhewsofwareiprogramef claém@b, Wherginghe yoringd piadlylesip operable to

et RS IR S At R PR Ry B Bas o
prior Pl fesPorRd. ﬁg nodul ati on. 63. The software program of

claim 58, wherein at | east one of the electronic
utility devices includes one of |IPv6 conmunicati on

bi Lt d f Q0N
R munTeker B PG UETXIRRE, et GEGERAAEEUe bascd on
prior R&@Hatioh @dpoeted tdniheGnanapaneit pradessoeont rol nodul e is

operable to performa rul e-based anal ysis of one of
the at | east one paranmeter and the informtion

rebati ’etsm?%ipggér%mﬂaim%; wﬁ@ﬁgﬁt‘gprﬁﬂ@ri@bé%@gﬁ &#Ho sﬁlt)set of

claim e rule is base n at | east one o
electranip @titinndexipes edspehding toopullingit i | i ty devices reporting a
probl em and a nunber of electronic
70.  The software program of claim 64, wherein the rule is based on electronic

utility devices that are reachable.

71.  The software program of claim 70, wherein the control module is operable to

learn based on responses to polling.

72.  The software program of claim 70, wherein the control module is operable to
establish a confidence level for at least one of the plurality of electronic utility devices based

on polling responses.

73.  The software program of claim 70, wherein the control module is operable to
receive an imminent failure warning from at least one of the plurality of electronic utility

devices.




utility devices reporting a problem 66. The software
program of claim64, wherein the rule is based on
wo edosapi2bé ty of electronic utility devices repPCT/USIP07/073457
probl enms. 67. The software 3y ogram of clai m 66,
wherein the control nodule is operable to establish
the reliability of at |east sone of the plurality of
eI ectronic utility devices based on prior poll
pon 8. The software _program of claim 64
30 ol 58 hetie oromi oL SR B, BEGEE Bogpitymodile is operable o
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The software program of clai m64 ereln the rule iIs
whereirathe ¢ommuninatisnbsiettedsnclutie an imminentfailinetwardisgiftns at least one of
respondi.n olling. 70. The software program of
the e'ecﬁ?%ﬁ}% ﬂl,t}gg\%vé?egl n the rule is based on electronic
utility devices that are reachable. 71. The software
program of claim 70, wherein the control nodule is
opsr abirge "s@ftwlvﬁ% &)Poéi’&ﬁ%@ cFé'i}n 7OSRAGERShE BoRl iddlle if 8perable to
The software ram of claim 70, wherein the control
compare the infirmatipe reéai tp sheepararhtter with pradaterniined eritesiaatlating to
plurality of electronic utility
perfomc%géﬁjﬁgﬁga'@ﬁ i‘rl i ng responses. 73. The software
program of claim 70 wherein the control nodule is
operable to receive an i mminent failure warni ng from

at least one of the plurality of electronic util
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include an immnent failure warning fromat |east one

of the electronic utility devices. 75. The software

Pr79gr amhekofeware PrddtamWie@h 70t WhereRithé 8bntfadehtdeld iS operable to

operable to conpare the infornmation relating to the
recelvsaxoaﬁe&p@nsqutqm Breeelrstropieiutidity deviiges regqrding aen-rrypewing electronic

e etwork. 76. The software

utlhtyga%ggc?’épn@é?e Orﬁgnlﬁ%gc%éeé%mﬂ t he program code is

operable to

78.  The software program of claim 70, wherein the input is one of an internally

generated time-based input and a customer telephone call.

79.  The software program of claim 70, wherein the input is generated by at least

one of the plurality of electronic utility devices.

80.  The software program of claim 70, wherein the electronic utility device
includes an internal power source, and wherein the input is generated when the electronic

utility device is operated using power from the internal power source.

81.  The software program of claim 64, wherein the rule is based on at least one of
a percentage of electronic utility devices reporting a problem and a number of electronic

utility devices reporting a problem.




poll at |least one of the plurality of electronic
utility devices in response to the conparison to
waledosomizoe whet her there is a performance probP@mMUS2007/073457
associated with the utilityigetwork. 77. The software
program of claim 70, wherein the control nodule is
operable to receive poll responses fromthe electronic
uB2l i t Yhelsoftwas plrtmamdjf rkrim®d; whapmrtte nde & tesed cnmatdeast one of
utility devices.before order.in rrective action.
a perceplaas O GBI WY ARVIEPS TEPATAE S BTORR op R lanﬁﬁe@rfiasof the
utilitydfe@wérk 288 alnibdenat élé’ctﬂ)%ﬂ,elﬁtﬁft? Ge\hbéﬁe?ﬁfﬁﬁg a ipFobém &4l pre-
custoner tel ephone cal ." The software progran1oP
designgated mar@f,thmeﬁef network. | nput is generated by at |east
one of the plurality of electronic utility devices.
80. The software program of claim 70, wherein the
eBect r Qhé oftikvarkipkygrai \of CRirh 64| wiesinahe rulé & taséd @D%ﬁfﬂg a
source, and wherein the input is generated when t
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a percentage of electronic ut|I|ty devi ces reporting a

pr bl em an unber, of Iectro ut|I|t devi ce
go rti 'g‘ EPE Blap7g1ng pergymangs ]e lemsip Gg’#lgﬁﬁ l&ﬂiweﬁeﬂm method
comp ﬁﬁn mhereln the rule is based on at | east one of a

percentage of electronic utility devices reporting a
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paraniéter labdoyi abeit vt erf&ﬁ}anadﬂ@ftﬁebbmnﬁlmy agteadnagll cl ai m 64,
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g

subset deferminingevketherdhere isa perfarjapes preblemy eys ths idorgation
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se

ctronic utility devices is
predeterm ned. 84. A method of managing perfornance
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t he et wor I nformati on rel
perfoinemst coeeopar anmet er associ ated with performance of the
polled utility meters; and determ ning whet her there
is a performance problemfromthe information

86.  The method of claim 84, wherein the performance problem includes at least
one of a local service outage, a network-wide service outage, an equipment malfunction, and

a power failure at the electronic utility device.

87. The method of claim 84, further comprising ordering corrective action if a
performance problem is determined, the corrective action being based upon a set of

configurable response rules.

88.  The method of claim 84, wherein the predetermined performance criterion is
based on at least one of a percentage of electronic utility devices having a performance

problem and a number of electronic utility devices having a performance problem.



received in response to polling. 85. The nethod of
claim 84, wherein determ ning whether there is a
w@esoBov4rasce probl em i ncl udes conparing the i NPOT/IBL00DO73457
received in response to pold7ng to predeterm ned
performance criterion. 86. The nmethod of claim 84,
wherein the performance problemincludes at | east one
oB9a | dhemetexivifchinBdayberem desdrminmikg wihdthes Bied is @ performance
. an nt. mal functio and a power, failure |
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C urabl resp rules. 88. The nethod of claim
ﬂw;ng% Qﬁﬁﬁﬁﬁe fOPRE™ F&%EF@rn1ned performance criterion is
based on at Ieast one of a percentage of electronic
utilit¥‘devices havi n r{)erformance probl em and a
ndfer The methodiaf shim &gt fu h@ycmmn%%cmﬁrwg afleast one of
. 4
nfor b 6RIG PLARLET bl IR SR e o i of
perforptanbd amtenm:taﬁ&annmnhalpenfgnﬁdmee probtenmat i on r ece| ved in
response to polling to predeterm ned performance
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ab | eaghe Mgl of chEmM4U hBblelYth@ boRing ¢ pQRirmel i debydance with
devices If the information received in response t
a perfpuphdnice detduriatiert rubmaod w&lhl@npd@cmnemmwiethep thefers mmecfennance
crit 90. The. neth d of
probiqfh sFider RemBRiagaht MG B AEE S HED BRDIE Jr RATPG o the
perforif®6é Y&BmhifatidshRNse to polling and the additional
information to a plurality of performance criterion to
determ ne the performance problem 9 1. The nethod of
chal m p . . . .
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rule. 92. The nethod of claim91, further conprising
pol ling other electronic utility devices if a
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etermnation rule specifying.the other electronic
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94.  The method of claim 92, wherein the other electronic utility devices to be

polled correspond to a predetermined subset of electronic utility devices.

95.  The method of claim 92, wherein the other electronic utility devices to be

polled includes electronic utility devices without internal power sources.

96.  The method of claim 83, further comprising determining the subset of
electronic utility devices to be polled according to a rule-based analysis of the at least one

parameter associated with the product distribution pathway.




93. The nethod of claim 92, wherein the other

el ectronic utility devices to be polled correspond to
w@2@engraphi c region of the utility network. O9BCT/Ukm®07/073457

nmet hod of claim 92, wherei 38 he other el ectronic

utility devices to be polled correspond to a

predet erm ned subset of electronic utility devices.

987. Thdhewtettod affclami3nfudther odmapresimg mstim atiebased analysis of the
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poll tHeNUbsR Bf elfbroni 6tiliidecidef claim 83, further

conprising determi ning the subset of electronic
utility devices to be polled according to a rul e-based
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temof claim1l, wherein the nanagenent
Ofdwgﬁ%%%gggﬁ%%ﬁ%Pﬁﬁggog plurality of distributed

i nteractive processors.

100. The method of claim 28, wherein the rule is based on at least one of a
percentage of electronic utility devices reporting normal functioning in a pre-designated
portion of the utility network and a number of electronic utility devices reporting normal

functioning in a pre-designated portion of the utility network.

101. The method of claim 28, wherein the rule is based on at least one of a
percentage of electronic utility devices reporting a no problem condition and a number of

electronic utility devices reporting a no problem condition.

102. The method of claim 28, wherein the rule is based on at least one of a
percentage of electronic utility devices reporting an indication of normal operation and a

number of electronic utility devices reporting an indication of normal operation.




100. The nethod of claim 28, wherein the rule is based
on at | east one of a percentage of electronic utility
wa@lewsoer9s eporti ng normal functioning in a PCT/US2007/073457
pre-desi gnated portion of t3ge utility network and a
nunber of electronic utility devices reporting nornal
functioning in a pre-designated portion of the utility
network. 101. The nethod of claim 28, wherein the rule
is based on at | east one of a perceptage of elec}ronlc .
utl 93 t Pheimpthadclaimpficlaimg 8a whereHt tiiiegrideat Famo Al 1A §legtronic
aye . r‘ | .
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el ectronic utility devices reporting an indication of
normal operation.103. The net hod cl ai mof clai m 28, )
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devices to determ ne whether there is a perfornmance
probl em associ ated wth nei ghboring electronic utility
devices. 104. The nethod of claim 28, wherein the
input is a recognition that an electronic utility
device has not transmtted data for a pre-determ ned
period of tine.




