1 METHOD AND SYSTEM FOR CHANGING OVER SMARTCARDS FIELD OF INVENTION The
present invention relates broadly to changing over smartcards. As an example, the present invention
is described by the changing over of a Subscriber Identity Module (SIM) card to another SIM card on
a mobile phone device. BACKGROUND There are a few instances a smartcard needs to be
exchanged, For example, when a new application{s developed on a SIM card, or when users decide
to upgrade the SIM cards (eg. to a card with bigger memory space), or when users decide to change

a telco oper |C Vj %%al card % such need arises, the current
practice is tﬂ%&@%%ﬁ%% Eﬁ’% t @M@% IQ) %fé%@@f)@ﬁg%ry out the
exchange. POS usually refers to shops where mobile phones and subscriptions are sold. This is a big
hassle for users as it takes up their personal time and incurs cost. Furthermore, there will be a period
of transitioﬁi@hgrg%mz?%@r will not be able to make or receive any calls. Furthermore,

inconvenience usually results from e.g. transferring the Abbreviated Dialling Number (ADN) list on the
old SIM card to thdmeweStt davdnidN disties sinplyicaliedrtiegplipoeboarafietsde.the speed dial
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inconvenience for telco operators as logistic arrangeme o be'made to distri Suctgbt%re SIM card
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exchange as mentioned creates a certain level of dissatisfaction for the subscribers and thus inhibits
telco oper@grﬁig{%@&? ively exchanging SIM cards for the majority of their subscribers, Moreover,
SIM card exchange of large scale will require additional staff at the outlet and may impact other
activities in the shops. As such, another practice should be adopted. One such practice would be to

post the SIM cardrie:taespadhaldes wsinss Egiataiesaeennabpaibdaueysy, His anlascepted by
the telco oalﬁrear'%ogs r?gv%agggligt%ge\!’\s/ %%Qlce égsedzon a SIM card, or when users decide fo

upgrade the SIM cards (eg. to a card with bigger memory space), or when users

decide to change a telco operator or service provider.

tn the case of the SIM card, when such need arises, the current practice is
that subscribers have to travel down to the nearest Point Of Sale (POS) to carry out
the exchange. POS usually refers to shops where mobile phones and subscriptions
are sold. This is a big hassle for users as it takes up their personal time and incurs
cost. Furthermore, there will be a period of transition where the subscriber will not be
able to make or receive any calls. Furthermore, inconvenience usually results from
e.g. transferring the Abbreviated Dialling Number (ADN) list on the old SIM card to
the new SIM card. ADN list or simply called the phonebook refers to the speed dial
numbers that can be programmed into the SIM card memory. In addition, this practice
is also an inconvenience for telco operators as logistic arrangements have to be made to
distribute the SiM card to the various POS location. This again incurs time and cost.

The current practice of SIM card exchange as mentioned creates a certain level
of dissatisfaction for the subscribers and thus inhibits telco operators from actively
exchanging SIM cards for the majority of their subscribers. Moreover, SIM card
exchange of large scale will require additional staff at the outlet and may impact other
activities in the shops. As such, another practice should be adopted.

One such practice would be to post the SIM card to the cardholder using
registered or normal mail. However, this is not accepted by the telco operators because
of a few concerns.



Firstly, telco operators cannot track the exact receipt time of the new card and are hence unable to
coordinate the change over to the new card. Secondly, there are security concerns as a new card may
be lost, mis-used or tampered with during transportation, and confirming that a new card is indeed
used by the targeted subscriber. Hence, it was with knowledge of the foregoing concerns that the
present invention was conceived and has now been reduced to practice. SUMMARY In accordance
with a first aspect of the present invention there is provided a method for remotely changing over
smartcards compFisfity, tHlcstopsatreceanngt dtaekciisuerast sgiesirh iauesitfernsvangidgoder

smartcards faBr¢I5aEOEaS el A8 Vireuiligp & afirstismasicardy comparing the request with a
database of anticggg(t}%%ire uests; and groviding a key to the user for acc ssingciﬁa second smartcard.
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The request may compné’e aTirst portion i
with the firarspesiedavih Thersetonsbpdeiion ofthecratjositonibgt conguriserdrie bdasroresfdabyroup
comprising;f Mahile Ptatienitiegrated Services Digital Network number (MSISDN), an International
Mobile Subscriber Identity (IMSI) and an Integrated Circuit(s) Card IDentifier (ICCID). The method
may further comprise the step of the user gaining access to the second smartcard utilising the key.
The method may identprise wetsfyivit) thedwelp dsingfanthanticipadéd keynpeenstoiet oz tihesseapnd
smartcard irestEmtisiph to devedradid htsenprobigket redy cadyoo@ aticeypted. The provided key may
unlock a PIN of the second smartcard for gaining access. The method may further comprise setting
permanenty avsgakopde to indicate that the second smartcard has been accessed at least once. A
message may be automatically sent from the remote device to the central location to indicate the

second smartcarqAsarc%%(‘:jgatr(])cgewaﬂ%tl\éaft'% 1ifsr;:)l'elzesc:(%‘ cl)r} ﬁ'le present invention there is provided a

method for remotely changing over smartcards comprising the steps of receiving at
a centrai location a request for changing over smartcards from a user of a remote
device utilising a first smartcard; comparing the reguest with a database of
anticipated requests;, and providing a key to the user for accessing a second
smartcard.

The request may comprise a first portion input by the user and a second
portion inherently associated with the first smartcard.

The second portion of the request may comprise one or more of a group
comprising a Mobile Station Integrated Services Digital Network number (MSISDN),
an International Mobite Subscriber Ideniity {IMS!) and an Integrated Circuil(s) Card
IDentifier (ICCID).

The method may further comprise the step of the user gaining access to the
second smaricard utilising the key.

The method may comprise verifying the key using an anticipated key pre-
stored on the second smartcard.

The anticipated key and/or the provided key may be encrypted.

The provided key may unlock a PIN of the second smartcard for gaining
access. |

The method may further comprise setting permanently a seal code to indicate
that the second smartcard has been accessed at least once.

A message may be automatically sent from the remote device to the central
location to indicate the second smartcard is ready to be activated for use in a

commumnication network.



communication network. 3 The method may further comprise automatically connecting the second
smartcard to the network of a service provider at the central location to activate the smartcard
according to the protocol standards of a mobile communication network service provided by the
service provider. The method may further comprise the step of automatically transferring data of the
first smartcard previously downloaded at the central location to the second smartcard. In accordance
with a second aspect of the present invention there is provided a system for remotely changing over
smartcards compldtdnetistrana¥nferthsr eBRAISG adigatigalcHampeiBde thign areaRds from a
user of a remateslevieehstiistig i ik svaiteamoaidatabase insieringarlicipaiethergursts; wherein

the centrasl Server compares th{s0 r %uest Witr] tsr}e a t}g@%t{eg reggﬁsts in the datﬁbase; ang provides a
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key to the user for accessinga second smartcard. € Tequest may comprise a first portion input by

the user ag@rdicecopddpdipiniaserivgy/paesigeiated with the first smartcard. The second portion of the
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unlock a PIN of the second smartcard for gaining access. The second smartcard may set permanently
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utilising a first smartcard; a database for storing anticipated requests; wherein the
central server compares the request with the anticipated reguests in the database;
and provides a key to the user for accessing a second smartcard.

The request may comprise a first pordion input by the user and a second
portion inherently associated with the first smartcard.

The second portion of the request may comprise one or more of a group
comprising a Mobile Station integrated Services Digital Network number (MSISDN),
an International Mobile Subscriber Identity (IMSI) and an Integrated Circuit(s) Card
iDentifier (ICCID).

The system may further comprise the second smartcard. ,

The second smaricard may verify the key using an anticipated key pre-stored
on a database of the second smartcard. |

The anticipated key and/or the provided key may be encrypted.

The the provided key may uniock a PiN of the second smartcard for gaining
access.

The second smartcard may set permanently a seal code of the second
smaricard to indicate that the second smaricard has been accessed for at least
once.

The second smaricard may initiate sending a message frbm the remote
device to the central server o indicate the second smartcard is ready to be activaied
for use in a communication network.

The central server may initiate connecting the second smaricard to the

network of a service provider to activate the smartcard according to the protocol



device to the central server to indicate the second smartcard is ready to be activated for use in a
communication network. The central server may initiate connecting the second smartcard to the
network of a service provider to activate the smartcard according to the protocol 4 standards of a
mobile communication network service provided by the service provider. The central server may
transfer data of the first smartcard to the second smartcard. In accordance with a third aspect of the
present invention there is provided a smartcard comprising a PIN to be unlocked by a key so as to
allow access to the smartcard; a database for storing an anticipated key; a processing unit for

verifying the, iniggr a%mdéfsamagmeﬁ@%m&%ewh@@ S?slv%%?ha%ﬁé @@%@5&4@3@ for

indicating that the smartcard is used for the first time. The seal code imay comprises a file in the
Master File DirebiSry-8PH# SRT4FicAPY TIREHIRS AP cBmpifsdigvaAR REtd iR 88%AEd valid

when thessmaadsrrd is accessed for the first time and deemed invalid when the smartcard is accessed
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P for the User to gain access t6 the smartcard after the
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invention will be better understood and readil arent fo_one of ordinary skill in the art.from the
following %ﬁﬁgﬁ ooés ?p[?ﬁ?f , E¥/ \%Pa%%"&?aﬂ%ég nYﬁ'/'tanfﬁer;n %%?ﬁ(j)%%s&ioﬁn\fallit% 318(-:%] dFé)\f'\‘/?né%f in which:
FIG. 1 is mdichtimgahehtimmsofatieack snphel donbislfitst itnEIG. 2 is a flowchart showing the steps of
changing over the Sivhrards pldhecfatue sRheHERRLE Prisinactayenar deiaiinndhe steps of

breaking seal of the new SIM card on the mobile device of the example embodiment.
The file may comprise a validity field that is deemed valid when the smartcard is

accessed for the first time and deemed invaiid when the smaricard is accessed for more
than one time.

The processing unit may check the validity field of the seal code every time a
user keys in the key.

The PIN may be unlocked for the user to gain access to the smartcard after the
processing unit verifies that both the key is correct and the validity field is valid.

The key and/or the anticipated key me be encrypted.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be better understood and readily apparent o
one of ordinary skill in the art from the following written description, by way of example
only and in conjunction with the drawings, in which:

FIG. 1 is a schematic view of the exampie embodiment.

FIG. 2 is a flowchart showing the steps of changing over the SIM cards of the
example embodiment.

FIG. 3 is a flowchart detailing the steps of breaking seal of the new SIM card on
the mobile device of the example embodiment.

FIG. 4 is a table fabulating the properties of the software patch file to the SIM

card command table of the example embodiment.



FIG. 4 is a table tabulating the properties of the software patch file to the SIM card command table of
the example embodiment. 5 DETAILED DESCRIPTION In detail, FIG. 1 shows the hardware setup of
an example embodiment that is used to describe the present invention. The hardware setup
comprises a remote server (150), a remote mobile device (130), a SIM card slot (120), an old SIM
card (100), a new personalised SIM card (110) angl a wireless connection (140). The remote server
(150) is a device residing in the mobile network of telco operators or service providers. It comprises
processin? EhHSER e StfdidONata transmission and wireless data receive capabilities. The
remote server (150) is used to verify the identity of the targeted subscriber and to provide the

subscriber with a, one, tim age, Sealed PIN Unblocking Key (SealPUK) where PIN, stands for
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location witlsethtosigsseitedthateaaniseeeptistessing, data storage, wireless data transmission, and

wireless data receiye @@P&WF@%@E}? @N@%E@@'Qé’rﬁ\é@ .ééa@rh s g riMseard,bnite SIM card
slot (120. The SIM card slgt 1|‘§"[c')()éjls a slot on the mobile device used to house the SIM card and to

connect the ] ¢&rPnde PIRti{ 16 theA A8t Mot 0 3 2SY) PPROBRISIM T (100) is

a SIM card:ma;(ﬂ*i@)sabéaib@ei&aa'ssotmmﬁlmé!41Dl)e new personalised_SIM card (110) is a SIM card
that the subscriber v Hfa Use 19 'aRlars e %Q@Jﬁﬂ&ﬂ%&%ﬂﬁe@&%ﬁ%@%@o

personalisation process, it comprises a root directory, a Mobile network system (eqg. GSM - Global
System foPRRIBIR TAMPRINIRGMEPETBIfe A9 IAE S TRIRCG S PR IR B GiRge J‘P{%@lﬁﬁaﬁéfas of these
directoriesteaniain driaranatinnaé isaietaqeosicepsatiebitepliathdiethets wesesbersfoes aibgaical GSM

system, e arr\}glr fesgenr](tialci)?ft (em[atioee osnt inC(a;ri in tzpe etlgctroni {oéileu%rse }Ergerrna%onal Mobile
Subscriber?den‘ﬁy%ﬁ/l 8 \r\{tegrateda rcul (35J ar ﬁsenr{ﬁier REJ& , Su Schber Authentication Key
(Ki), one time usage Sealed PIN Unblocking Key (SealPUK) where PIN stands for

Perscnal Identification Number.

The remote mobile device (130) is a device residing in a remote location with
the subscriber. It comprises processing, data storage, wireless data fransmission,
and wireless data receive capabilities. The remote mobile device (130) houses a
SIM card in its SIM card slot (120,

The SIM card siot (120) is a slot on the mobile device used io house the SIM
card and to connect the SIM card that is siofied in it to the remote mobile device
(130).

The old SIM card (100) is a SIM card that the subscriber wants to replace.

The new personalised SIM card {110} is a SIM card that the subscriber wanis
to use fo replace the old SIM card (100). Having gone through a personalisation
process, it comprises a root directory, a Mobile network system (eg. GSM - Global
System for Mobile communications) directory, and a Telco operator directory. The
datafields of these directories contain information of the eiectronic profile supplied
by the subscriber. For a typical GSM system, examples of essential information
contained in the electronic profile are International Mobile Subscriber Identity (IMSI),
integrated Circuit(s) Card 1Dentifier (iCCiD), Subscriber Authentication Key (Ki},
Card Holder Verification information (CHV) and code for unblocking the specific
CHV (UNBLOCK CHV). During the personalisation process, SIM applications are
also downloaded into the SiM card.

It is to be noted that for the example embodiment, the instructions in the

operating system of the SIM card and the files in the directories have been adjusted



Card Holder Verification information (CHV) and code for unblocking the specific CHV (UNBLOCK
CHV). During the personalisation process, SIM applications are also downloaded into the SIM card. It
is to be noted that for the example embodiment, the instructions in the operating system of the SIM
card and the files in the directories have been adjusted 6 to accommodate a subscriber verification
process. Such adjustments can be made during pgrsonalisation or during manufacturing the card. The
purpose o{ the ad ustments isto c te a soft are feature re§ rfe 0 hereln as SIMSeal in the new

personalised Sl g\%df’ﬁ@ s aeirlél T ciﬂ G BSHES B LPEMALS N iR e to the
first user. GurdestheeseetdddatikenySiiiBoal omdabeinegtotieel, cand. h€éhee fucposke ofsdbeto indicate
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later part of the detailed_description. The wireless connection (140) in this example refers to a physical
communicRBGRRRREC e safddd heFifmsa r’ﬁoﬁ‘i?e‘ﬁ'éi}fbét@lt%)"arﬁi Y reandidt SRR (150)
establisheddiig€38M siathdafic. dran theruer posasaf t@lerekampmmeeaewmdmbbllﬁeﬁevm (130) is
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Further, the remote mo evice (130 ocate or example, In't area 0 the subscriber's
home ope%%%@ﬁt@@%tﬁn%é@&ﬁtﬁ@% éfedtitﬁté%%%‘ﬁat@r@ trireasapiitipisiaipiasd between
the operatassclipgdigmote server (130) is connected wirelessly and/or wired to the PLMN of the
subscriber's homehoperaé)r and 'trﬁ?en stab 15% W|re ﬁss conneitlon% 40) Wlth the remote mobile
device (130). In detail, EIGT25 |Ilu§trate% e step- y step proc YR of thE Exa ﬁtp% g ﬁgafment using
the hardwassatiicetiFiGonndiao betwetsdttisatetiale muskadevice i BY) thedstitzscribetausing the

remote maRiloL4Yise) 3N A e BY hetEerIigsserver (150) are based on Short Message Service

(SMS) in the example embodiment. For the purposes of this example, the new personalised SIM card
(110) is dellvere &%ngﬂﬁe&‘l ﬂﬁénns example, the remote mobile device (130) is located,
for instance, in a Public Land Mobile Network (PLMN) and the PLMN can be a GSM

system. Further, the remote mobile device (130) is located, for example, in the
PLMN area of the subscriber's home operator or iocated within the PLMN area of
other operators where roaming is agreed between the operators. The remote server
(130} is connected wirelessly and/or wired to the PLMN of the subscriber's home
operator and it can establish a wireless connection (140) with the remote mobile
device (130).

in detail, FIG. 2 lillustrates the step-by-step procedure of the example
embodiment using the hardware setup of FIG. 1.

it is to be noted that all the messages sent by the subscriber using the
remote mobile device (130) and sent by the remote server (150) are based on Short
Message Service (SMS) in the example embodiment. For the purposes of this
example, the new personalised SIM card (110) is delivered by conventional mail
(registered or non-registered).

After receipt, the first step (200) is performed. With the old SIM card (100) in
the SIM card slot (120) of the remote mobile device (130), the subscriber sends a
message to the remote server (150). The content of the message contains an
instruction from the subscriber to the remote server (150). The instruction can be
“‘change PIN’, which indicates the subscriber’s intention to change over the old SIM
card (100) to the new personalised SIM card (110).



(registered or non-registered). After receipt, the first step (200) is performed. With the old SIM card
(100) in the SIM card slot (120) of the remote mobile device (130), the subscriber sends a message
to the remote server (150). The content of the message contains an instruction from the subscriber to
the remote server (150). The instruction can be "change PIN", which indicates the subscriber's
intention to change over the old SIM card (100) tothe new personalised SIM card (110). 7 In the

second step (21 e remot erve ).Jeceives the subs r's message thrqugh. the wireless
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targeted subscriber fora particular card. Firstly, comparing the received message with the
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(130) is vERRRYFES Y SR I SEABE PART R Follrfh e E50) e e P G Fh the fourth
step (230) sthearediy. seeeenhbOackaongetigestatred MSISDN with a pre-stored value of

the subscribers MSISDN in a database residing on the remote server (150).

If the message and/or the MSISDN do not maich, it means the subscriber is
not the targeted subscriber. In such a case, the remote server (150) will perform
actions (260} defined by the administrators of the remote server (150), for example,
warning the subscriber of unauthorsed access or not responding to the subscriber
at all.

If both the message and MSISDN maftches the data on the remote server
(150), the subscriber sending the message using the remote mobile device (130) is
verified to be the targeted subscriber and the fourth step (230) can be performed.

In the fourth step (230), the remote server (150} acknowledges the
subscriber by sending a return message containing a SealPUK via the wireless
connection (140) to the remote mobile device (130). The SealPUK is a one-time
usage FPIN Unblocking Key (PUK) used {o break the SiMSeal.

In the fifth step (240), the subscriber receives the message containing the
SealPUK from the remote server (150) on his or her remote mobile device (130}. He
or she then changes SIM cards by removing the old SIM card (100) from the SIM
card slot (120) and inserting the new personalised SIM card (110) into the SIM card
slot (120).

In the sixth step (300), the subscriber uses the SealPUK to break the
SiMSeal and gain access to use the new personalised SIM card (110). This step will

be discussed in greater detail later with reference to FIG. 3.



subscriber by sending a return message containing a SealPUK via the wireless connection (140) to
the remote mobile device (130). The SealPUK is a one-time usage PIN Unblocking Key (PUK) used
to break the SIMSeal. In the fifth step (240), the subscriber receives the message containing the
SealPUK from the remote server (150) on his or her remote mobile device (130). He or she then
changes SIM cards by removing the old SIM card §100) from the SIM card slot (120) and inserting the
new personalisedWSIM_ carmognto the SIM card sloté%ZO . In the sixth step %’:OO , the subscriber
uses the SealPUK'® BBV SNSHA 'Sntain L S036RY a5 88 5t Sriafse P card
(110). Thisstepawbrizdisidctdechinl gid e tietadrizitr withite idegmee(t3FIG. 308 réhdfiftal juncture
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mobile device (130) is now ready for activation of the new personalised SIM card (110). After this
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this transfer is required, the remote server (150), at some Eomt in the process of FIG. 2, downloads all

‘the recoré’?%?r?@%fﬁﬂfé&t‘i%gth@ BiddiM e P He AR SEHLRY SFFE O MEURE PRI e ADN list
of the old Sibizards(A60pIAR ckemple pbaoaalsaa il wad bRk activated.

Following this activation, the remote server (150) can automatically start to
transfer records and applications belonging o the old SIM card (100) into the new
personalised SIM card (110). It is to be noted that if this fransfer is required, the
remote server (150), at some point in the process of FIG. 2, downloads all the
records and applications in the old SIM card {100). An example of records would be
the ADN list of the old SIM card (100). An exampie of an application would be an
electronic organiser.

Otherwise, if not done automatically by the remote server, the transfer of
records and applications can be done manually. For example, a manual transfer
may ulilise a software application in the remote mobile device {130) or in the new
personalised SIM card (110). This software application may contain features to
download the records and applications of the old SiM card (100} into the memory of
the remote mobile device (150) or on another device with memory and later aid in
downioading the records and applications from the memory of the device into the

new personalised SiM card {110).

In detail, FIG. 3 iHustrates the step-by-step procedure of performing step six
(300) in FIG. 2.

The first step (301) of step six {(300) in FIG. 2 is powering on the remote
mobile device (130) with the new personalised SIM card (110).



electronic organiser. Otherwise, if not done automatically by the remote server, the transfer of records
and applications can be done manually. For example, a manual transfer may utilise a software
application in the remote mobile device (130) or in the new personalised SIM card (110). This
software application may contain features to download the records and applications of the old SIM
card (100) into the memory of the remote mobile dgvice (150) or on another device with memory and
later aid in down oa?‘kigg the records and applications from the memory of the device into the new

personalised SIMEANE (1867 th HEBaI° B3, 2D AR ThecktdD - Bneedy Pl 4amee F R ming step
six (300) e A.3he Tirstobtegk([@0k)ref sieesiX B0@rdoMd G d2rsfpatetNyohdne B pie mobile

device (130 Ihepedh BRIsanaliied i £75] R SLANNBSECONISIRR4 0% anpiggnal check

is done by the remote mobile device (130). The check Is done to see’if a Personal Identification
Number (IS RSN PSR REREeS VWP CAHITPELBYeR D darnbiRpbsing Bloeres. dMdhenabled
during thesaergotalisatian iptecesscheduringothmeeikd manuisaityring prcsssddthe isamedime, the

internal chiegi AI.FIRCRAIR NAIHHRIIE RMPARLT 810,08 NolRe athe BIOc Aol PINL is
used in the ex_a_mp?e embo imeit to provide an additional Securiy tayer This is uRlikéthe lisual case
where PINAIEiigbEREH B dRUSIEabNS iuTBikeSig cater. gagsevdrTgittN {3$0)rdflerkert ek is such

that PIN1 duiibloekegwrotprapdMSeal is invalid, the conclusion is that the new personalised SIM
card (110) has bﬁ%ﬂ used ?ptr. ta %red with befi?ére. In this case, if the new personalised SIM card
(110) is tampere befofe '.é‘”h'&?

BREILEE B TE R SURHEAhEREh TS i QsKREAN Ider. If the
condition @08patteistirevalitctés suutiubianPiNthas the peselpdionkecscand| Bl SdatiisOnasked as

valid, it means,thedeeyy RersRhalisaeh$M.rard (110) is used for the first time. As such, under the
condition of the new personalised SIM card, the remote mobile device (130) will prompt the subscriber
to key in the In this case, if the new personalised SIM card (110) is tampered before, it is

up to the subscriber to report the incident to the service provider.

If the condition (303) after the check is such that PIN1 is purposely blocked
and SiMSeal is marked as valid, it means the new personalised SiM card (110) is
used for the first time. As such, under the condition of the new personalised SIM
card, the remote mobile device (130) will prompt the subscriber to key in the
SealPUK to unblock PINT on the first user interface session at step (304).

In step (305), the remote mobile device (130) checks whether the SealPUK is
keyed in correctly. It is to be noted that a value of SealPUK is pre-stored in the
memory of the new personalised SIM card {(110) as part of the electronic profile of
the SIM card during the personalisation process or during manufacturing of the SIM
card. This pre-stored value is used to verify the SealPUK keyed in by the subscriber.
It is to be noted that this pre-stored value may be encoded, encrypted or
compressed.

if the SealPUK does not match the pre-stored SealPUK value, the procedure
loops back to condition (303) where PIN1 is blocked, SIMSeal is valid and the
subscriber is required to unblock PIN1.

If the SealPUK matches the pre-stored value, the subscriber is prompted by
the remote mobile device (130} to key in a new PIN1. In step (308), the subscriber
keys in the new PIN1 for the first time. After keying in PIN1, the remote mobile
device (130) prompts the subscriber to key in the new PIN1 the second time so as to

confirm the new PIN1 keyed in the first time is correct.



SealPUK to unblock PIN1 on the first user interface session at step (304). In step (305), the remote
mobile device (130) checks whether the SealPUK is keyed in correctly. It is to be noted that a value of
SealPUK is pre-stored in the memory of the new personalised SIM card (110) as part of the electronic
profile of the SIM card during the personalisation process or during manufacturing of the SIM card.
This pre-stored value is used to verify the SealPUK keyed in by the subscriber. It is to be noted that
this pre-stored value may be encoded, encrypted or compressed. If the SealPUK does not match the

pre-stored SealPORERIGE0 e pRcordardbes sy barihe eewdiidd (sodysverrerrfines Bibked,

SIMSeal isneakicbanditre isskbgetiber tiseregririd ta-anteck RN (HobeahaaRUKRaaichesitbe
pre-stored , ribet is prompted b erem bile device (130) to key in a new PINL1.
i siep (300 e S S B e R T R SR U Aroinn, the remote
mobile device (1B0}iBrRMBPE tifetidassurerr KONk sirkayethdw trngve BBébrisl simred@adhe confirm

the new PiNi keyed istpdy shdimebiscrpEersr ABribslaRgR0HhesHBRCHRANIKSYS [Bdhe new PIN1
for the second tirpe.tlft i correcré Plé\llbis ke%e&& in, the condition returns tg step %06% and the remote
mobile device prgmBFs e sﬁ‘%’c %% )to ﬁé?/r e Hﬁ‘vﬁ%’l‘ﬁlf%gp}h%ffﬁ%@tir%euéﬁa M %?@B (308), if
the correctrRiikedsskayealith, This newsRidsdsystonediagtthth 2P iiNd tebeassshbijstie Sbseniber for
normal usgge piihekemote mobile device. In the final step (309) before the juncture (250) of FIG. 2,
the SIMSealis marked as invalid. This is necessary to indicate that the new personalised SIM card

has been used . In detalil, FIG. 4 illustrates a newly created Elementary File Seal (EF_seal) (400), or
simply called a séalditaherMasteiifiter4ME) Diteatgryeiee MEsmpatsgnatisedSIMmEard«2,1.0).
EF_seal (498)is Use, impl n.t fiwate fegture SIMSeal.i t@e example.embodiment. The
Identifier r[(&efe%s?l ’toBé_shéjl BL%I ug % e‘?dén%%cgaetigér{\ rﬁ?n%%?%tﬁ{h% @é‘g} 68?%1pr? h%ﬁ?hé] Sife system of
the new pERISAARYEES HA¢1{010). EF _seal (400} is used to implement the software

feature SIMSeal in the example embodiment.

The Identifier refers to the unique file identification number of the EF_seal
(400) file within the file system of the new personalised SIM card (110).

The Structure of EF_seal (400) is defined as fransparent, that is it is
composed of a sequence of bytes.

The EF_seal (400) is Mandatory, meaning its existence is of significant
importance to the workability of the new personalised SIM card (110).

The file size of EF_seal (400) is 9 Bytes where the first Byte holds the Seal
Status Flag and the second to ninth Bytes hold the SealPUK (Length of 8 Bytes).
Within the first Byte of the Seal Status Flag, one bit is used to indicate the validity of
the SIMSeal. The second bit to eighth bit are Reserved for Future Use (RFU). The 8
Bytes binary coded SealPUK residing within EF_seal (400) is used to verify the
SealPUK keyed in by the subscriber.

The update activity of the EF_seal (400) file is set as low. This is because the
validity of SIMSeal is only updated once after the subscriber keys in the correct
SealPUK (recall step 305 in FIG. 3) and after the hew PINT (recali step 307 in FIG.
3) is confirmed.

The EF_seal (400} file type is Elementary File, i.e. it is composed of a header
and a body.

The EF_seal (400) file resides within the MF Directory.

All functions stated under access conditions of EF_seal (400) file need to

satisty access condition CHV5 before they can be used. To satisfy access condition



The Structure of EF_seal (400) is defined as transparent, that is it is composed of a sequence of
bytes. The EF_seal (400) is Mandatory, meaning its existence is of significant importance to the
workability of the new personalised SIM card (110). The file size of EF_seal (400) is 9 Bytes where the
first Byte holds the Seal Status Flag and the second to ninth Bytes hold the SealPUK (Length of 8
Bytes). Within the first Byte of the Seal Status Flag,;one bit is used to indicate the validity of the
SIMSeal. The second hit to eighth bit are Reserved for Future Use (RFU). The 8 Bytes binary coded

SealPUK regidimd FitHRIEEPER AT DI YMU s G0 Vesry i QK Apne rRepegrinesy aiiseidtriber. The
update actiasgrifeberEHGsehl (400) file is set as low. This is because the validity of SIMSeal is only

updated once aftgr i j : C P %5 call step 305 in FIG, d after the
o PINT (rocall o0 S ol 5 YR e o B o Sl e e

is composed'beaTHeAHHY) dAd %."W@éﬁﬁ%&ﬂ%@?ﬁg re$ie Supttinn teenvirebdedivly. All

functions siaten isnderessasssocandiionspetdnatieat(@l)Jdrinaad)te satishyarsassheonsdition CHVS
before the a0 Stgpage%ep. g]%§atis;§}%q&g%s condition 11 CHVS5, the subscriber must key in the correct

SealPUK during su schiber verification described in FIG. 3. A softwar_e patch is needed in the
command table of e RREGHpistsdHasisebie sivpc &t (@e4) (60@plaaetthidmexistiNgLINBL OEK THV

function coppieaged NisoRRlEh isaneasssaryaiontie BevmsrsPRalisedaiM cue(GERR tedigplay the

ONELOCH ERY EORNPTBA3 BTG BT R T} Eo AW RAREIE ek SORIELIBGR CHVI
APDU cortireareiietgalieduilpon®ncevéhpattehiet thabsehiberibeakaysiniGeaittdiaps thetremote
mobile de\gggrg%ﬁpgnq'%%gﬁgriber has unlimited attempts in the example embodiment.
g The checking of EF_seal (400) is done on the least significant bit (LSB) of the
Seal Status Flag. The LSB of the Seal Status Flag also refers to the validity of the
SiMSeal software feature.
If the LSB of the Seal Status Flag is 1, the conclusion is UNBLOCK CHV1 is
run more than one time and SIMSeal is valid. Further, if the LSB of the Seal Status
Flag is 1, the subscriber has to key in the normal PUK1 of the new personalised SIM
card (110) instead of SealPUK to access the card. The usual 10 tries for PUKA1
come into effect.
If the LSB of the Seal Status Flag is 0, the conclusion is UNBLOCK CHV1 is
run for the first time and SIMSeal is invalid.
The paich also involves setting the LSB of the Seal Status Flag to 1 after the
correct SealPUK is keyed in during the first use of the new personalised SIM card
(110). First use here does not refer to the first attempt to key in SealPUK. it refers to
the first correct capture of SealPUK keyed in by the subscriber during any of his
unlimited attempts. It is to be noted that in other examples of the present invention,
a restriction to the number of attempts for keying SealPUK can be defined. Further,
it is to be noted that the LSB (as in the above example), or a defined sequence of at
least one bit in the memory of the new personalised SIM card (110) can be used to
indicate the validity of SIMSeal.

in the production procedure, adjustments to the random check of the cards
are made in the example embodiment. For example using random check with a ratio

of 3% of the total number of production cards. As PIN1 is blocked during the



The checking of EF_seal (400) is done on the least significant bit (LSB) of the Seal Status Flag. The
LSB of the Seal Status Flag also refers to the validity of the SIMSeal software feature. If the LSB of
the Seal Status Flag is 1, the conclusion is UNBLOCK CHV1 is run more than one time and SIMSeal
is valid. Further, if the LSB of the Seal Status Flag is 1, the subscriber has to key in the normal PUK1
of the new personalised SIM card (110) instead ofsSealPUK to access the card. The usual 10 tries for
PUK1 come into effect. If the LSB of the Seal Status Flag is 0, the conclusion is UNBLOCK CHV1 is
run for theAFRANABSEHE S RIGESSsAhVAIN I HEBUEFHES I IBR 3I¥b A tHR BB BRamePBeal Status
Flag to 1 aftebthitmenitreiit Sealdeeléiskeyechinistkimgthe fissthsexofshernamarmonalisesd SIM card
(120). Firs e.do t.refer tg the first attempt to key in SealPUK. It refers to first correct
capture ofés%%e?ﬁ’ﬁﬁJ{K l(geyaeggql}r)l g’y ﬁ%%ugﬁgri S?Eﬂu%lﬁﬂgcgn@q fe\S[f ﬁ?sa%ﬁrj\ |#§%d%ﬁ€?ﬁ5{sﬁﬁa§)td%e noted
that in oth&eiR&REILY GTaprspreceditiniy&rtivh, tgetailtidirtosidasupsrebofraapimpaiddrikeying

SealPUK caglierdetmrg. muthes iitds toghsdieieddbaldhe d:RB (asdRifieRb RURSBEHIRIE) P &
defined se yence gg%.ée?]% ?(i]f bit in the memor}/ Sfé!re ngw personalised SIM card (110) can be
used to inglca e the validi Yy 0 ﬁ\‘ﬂ@@a‘f’.r?ﬁ?ﬁgrﬁr?’o§ 8WB ocedure, adjustments to the random
check of the cardkiratky memituriidneegangiethbiICIERTC RYBdisampiealfsing random check with a
ratio of 3% of thestatghaimReLRIRrasiNGioR Gats-A BANDIS bipgked shiringdhentaxpy sgnalisation

process or.during manufacturing the SIM card in the example embodiment, it is necessary to unblock
PINI to chédRH R 4ionality that is, SealPUK is used to break the seal. Since the read/update
EF_seal (400) is Protiyteditby tatiegs eoRditisnfiGH b ishesSaatdStats friag ¢aa barmanipetated by

acquiring ehdyaady96 Ldey piodupectin andl elleyshesingdheuostianglie In, Quagrdp g this, the
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following procedures is followed. Firstly, production to genera € iMoA fle.

Secondly, triadeR pieo?r ek $aiusdnasie and performing checking of
Lastly, reproduce the seal by blocking PIN1.

in the foregoing manner, a method for changing over smartcards is
disclosed. Only several embodiments are described. However, it will be apparent to
one skilled in the art in view of this disclosure that numerous changes and/or
modifications may be made without departing from the scope of the invention.

For example, it will be appreciated that the present is not limited to
application for SIM cards, but applies generally to smartcards.



functionality. Thirdly, after testing, a PC software is used to read from the card to get ICCID and to
seek the corresponding CHV5 from the file, so as to use it to enable updating of the Seal Status Flag.
Lastly, reproduce the seal by blocking PIN1. In the foregoing manner, a method for changing over
smartcards is disclosed. Only several embodiments are described. However, it will be apparent to
one skilled in the art in view of this disclosure that agmerous changes and/or modifications may be
made withﬁﬁﬁaning from the scope of the invention. For example, it will be appreciated that the
present is ifited to application for SIM cards, but applies generally to smartcards. 13 CLAIMS 1.
A method for remotely changing over smartcards comprising the steps of; receiving at a central

location a iequeshRIFRARIIIANBIATANISAITS JRIPSisRLAadsmalRAS Yicelising a first

smartcard; comparing the request with a database of anticipated requests;-and providirig a key to the
user for accessing a sec8R8'YHAAESrGCDIrThiOTABELA ERILREH FhaNdingLo Vi ardiarter de quest
comprises a first fagrtiandapuir byrieciseicane amreega paitiomanergntly associated with the first

smartcard. 3. The method as claimed in claim 2. wherein.the second portion of the request comprises
one or more of a group 88%5?}2.’?199%‘ 88”3%%{{%18 I% é%tr)gtseedogaenrgff %{ﬁ{éﬁ?ﬁﬁﬁﬁ% kdflumber
(MSISDN), an InternatioPf@Mddislie Subsdhibearseidistitg(rsipardsendntegmaddabitcuit(s) Card
IDentifier (ICCID). 4. The method as claimed in any one of the preceding claims, wherein the method

further cor’gprise he step of the user gajning access to the second smartcard utilising the key. 5. The
method asclaimed'fh mgﬁﬁ)ﬂ, &R ThEtABY doBIRERY VR TARE RARILHTS h Uticipated

key pre-stored omptivé@ecund bnttcaser and a second portion inherently associated with the
first smarnicard.

3. The method as claimed in claim 2, wherein the second portion of the request
comprises one or more of a group comprising a Mobile Station Integrated
Services Digital Network number (MSISDN), an International Mobile

Subscriber Identity (IMS!} and an Integrated Circuit(s) Card |Dentifier
(ICCID).

4. The method as claimed in any one of the preceding claims, wherein the
method further comprises the step of the user gaining access to the second
smartcard utilising the key.

5. The method as claimed in claim 4, wherein the method comprises verifying

the key using an anticipated key pre-siored on the second smartcard.

6. The method as claimed in claim 5, wherein the antficipated key and/or the
provided key are encrypted.

7. The method as claimed in any one of claims 4 to 6, wherein the provided key

unlocks a PIN of the second smartcard for gaining access.

8. The method as claimed in claim 7, further comprising setting permanently a
seal code {o indicate that the second smartcard has been accessed at least
once.



6. The method as claimed in claim 5, wherein the anticipated key and/or the provided key are
encrypted. 7. The method as claimed in any one of claims 4 to 6, wherein the provided key unlocks a
PIN of the second smartcard for gaining access. 8. The method as claimed in claim 7, further
comprising setting permanently a seal code to indicate that the second smartcard has been accessed
at least once. 14 9. The method as claimed in anygne of claims 4 to 8, wherein a message is
automatically sent from the remote device to the central location to indicate the second smartcard is
ready to be activated for use in a communication network. 10. The method as claimed in claim 9,
further cor@iprisin@hautestiatitally conrectingrihesecohdsimartasdgovine Rt afsagendice

provider at the cgiighiRralionihe sty ihemaraackeiRinadadbe BrajoselsaRonls of a

mobile communication network service provided by the service provider. he method as claimed in
any one of the prE¥@@RRPBAIPRRATRRE: Coffpftiir) b astvgieralronraidaly Gememierfigata of the
first smartcard pragtausky downloaded at the central location to the second smartcard. 12. A system
for remotely changing over smartcards comprising; a central server for receiving a request for
changing over smartcards from a user of a remote device utilising a first smartcard; a database for
storing antiéipatedreqmsitndvirgeipialieaskritralckime@cofuphrss toeeipiest withicinatigaiyipated

requests in the daiaRastaRckPEuides shiayciadhe UsehiolRFREISINEA RS QG RiBALE . 13. The

system as claimed in claim 12, wherein the request comprises a first portion input by the user and a
second portion inkETERNPERUSRIIRRFINRIGHRS ALPLIFRIRATEOEANS R R RIS LRARERI S claim 13,
wherein the secontiqpmtiie abthenretomisincartvariteseoriecoprmvade o by gre e cara prisiigea Mobile
Station Integrated '
' 11.  The methed as claimed in any one of the preceding claims further comprising

the step of automatically transferring data of the first smartcard previously

downloaded at the central location to the second smaricard.

12. A system for remotely changing over smaricards comprising;
a central server for receiving a request for changing over smartcards
from a user of a remote device utilising a first smartcard;
a database for storing anticipated requests; wherein
the central server compares the request with the anticipated requests
in the database; and

provides a key to the user for accessing a second smartcard.

13.  The system as claimed in claim 12, wherein the reguest comprises a first

portion input by the user and a second portion inherently associated with the
first smartcard.

14.  The system as claimed in claim 13, wherein the second portion of the request
comprises one or more of a group comprising a Mobile Station Integrated
Services Digital Network number (MSISDN), an International Mobile
Subscriber Identity (IMSI) and an Integrated Circuit(s) Card |Dentifier
(ICCID).



Services Digital Network number (MSISDN), an International Mobile Subscriber Identity (IMSI) and an
Integrated Circuit(s) Card IDentifier (ICCID). 15 15. The system as claimed in any one of claims 12 to
14, wherein the system further comprises the second smartcard, 16. The system as claimed in claim
15, wherein the second smartcard verifies the key using an anticipated key pre-stored on a database
of the second smartcard. 17. The system as claimggl in claim 16, wherein the anticipated key and/or
the provided key are encrypted. 18. The system as claimed in any one of claims 15 to 17, wherein the
provided K& unibBRsSYSHR GREHEAREShIT SRR PloF giNSintRakedds it einetgswaian® claimed in
claim 18, whereirfitibesexsngdrsmattcasdcets paanaaently a seal code of the second smartcard to
indicate that the second smartcard has been accessed for at least once. 20. The system as claimed in
any one of claims 15 to 19, wherein the second smartcard initiates sending a message from the
remote deVRe to The SYstan seriaitad dieslaithe! Sevvirreimdhe sredene atyattchedavtivtiged for use in

a communicationmaekgrkistly EResmmRmas kEimee iierlain 30 Waedsis dhercpriral sehyer initiates

connecting the secon sn&artcard to the network of a service provider to activate the smartcard

: sriaricar : o ; .
according to the protocol Standards of a mobile communication network service provided by the
service provider. 22. The system as claimed in any one of claims 15 to 21, wherein the central server

ransfers deta of e 54 GRS 1nde S ERARE R8N AAG Ao A SATIRRIK Comprising; PIN to be

unlocked by a key so as to allow access to the smartcard; a database for storing an anticipated key;
16 a processing RINYFGUETHAG BRETRERTity of the key by comparing the key

18.  The system as claimed in any one of claims 15 to 17, wherein the provided
key unlocks a PIN of the second smartcard for gaining access.

19. The system as claimed in claim 18, wherein the second smartcard sets
permanently a seal code of the second smartcard to indicate that the second

smartcard has been accessed for at least once.

20. The system as claimed in any one of claims 15 to 19, wherein the second
smartcard initiates sending a message from the remote device o the central
server to indicate the second smartcard is ready to be activated for use in a

communication network.

21. The system as claimed in claim 20, wherein the central server initiates
connecting the second smartcard to the network of a service provider to
activate the smaricard according to the protocol standards of a mobile

communication network service provided by the service provider.

22. The system as claimed in any one of claims 15 to 21, wherein the central

server fransfers data of the first smartcard to the second smartcard.

23. A smaricard comprising;

a PIN to be unlocked by a key so as to allow access to the smartcard:
a database for storing an anticipated key;



with the database; and a seal code for indicating that the smartcard is used for the first time. 24. The
smartcard as claimed in claim 23, wherein the seal code comprises a file in the Master File Directory
of the smartcard. 25. The smartcard as claimed in claim 24, wherein the file comprises a validity field
that is deemed valid when the smartcard is accessed for the first time and deemed invalid when the
smartcard is accessed for more than one time. 26. The smartcard as claimed in claim 25, wherein the
processing unit checks the validity field of the seal,gode every time a user keys in the key. 27. The
smartcard as claimed in claims 26, wherein the PIN is unlocked for the user to gain access to the
smartcard after the processing unit verifies that both the key is correct and the validity field is valid.

28. The smartcardeagrotaissainaniopnedelgimne Aiderdy ovhereipyting keyngudigriHe@yticipated
key are enc\m{?{[q]qe d%{[g%’gggl%r@\m SYSTEM FOR CHANGING OVER SMARTCARDS ABSTRACT
A method for remotely changing over smartcards comprising, receiving at a central location a request

for changing over 8RaMGaR Pbindicatiae e Heerstadevidds yarsife Arrrdtsdiimecard, comparing the

request with a database of anticipated requests and providing a key to the user for accessing a
second smajjcardaElG ) aricard as claimed in claim 23, wherein the seal code comprises a file

in the Master File Directory of the smartcard,

25. The smartcard as ciaimed in ciaim 24, wherein the fiie comprises a validity
field that is deemed valid when the smartcard is accessed for the first time and

deemed invalid when the smartcard is accessed for more than one time.

26. The smaricard as claimed in claim 25, wherein the processing unif checks
the validity field of the seal code every time a user keys in the key.

27. The smaricard as claimed in claims 28, wherein the PIN is unlocked for the
user to gain access to the smaricard after the processing unit verifies that both the
key is correct and the validity field is valid.

28. The smartcard as claimed in any one of claims 23 to 27, wherein the key
and/or the anticipated key are encrypted.





