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WD 2007/ 015946 PCT/ US2006/ 028213 VERI FI ED COVPUTI NG
Wi RESENT FOR PERSONAL | NTERNET COMMUNI CAT

AU CF 11T E TRVENTI ON 5 Field of 1 he | RGaNERgg 0213

The present invention relates to the field of

.i nformation pr Uﬁ&@@ﬁ RYING ENYARONMEN TR | cul ar |y,

to a system and"HEPNBY FROFRYHLCOMATNMCAEORS i ed
BACGS uti ng environnent for conputer systenms used to

dHE EN I nternet. Description of the

FielRgluatiedngynt 10 Conputer systens have attai ned

W de d use for providing informtion managenent

cap a%ﬁlésl%?)l/m?%on rﬁ%ﬁv% g8 &ﬁlg ﬂﬁlgfowt:ctn@a)&vs@; seapsetd/ mor particularly, 10 a
systeR@RSANRN 15 QRGeS em can usual |y be defined as a

i croconput er thgflﬁ%?%‘)é‘}pﬁtgé§m'gm§‘§?§tt ORI SYSt0S woed t communicate
over gy Bitegi, pr ocessor and associ ated vol atil e and

non-vol atile nmenory, a display nonitor, a keyboard, a

Description ¢f #¢ Rélated artage devi ce, an optional renovabl e
st 06R88, da%L o820 .optional. printer. These
per sonal g%orrpu‘t’ er g@&t‘%g%eag?sg o RSP einosmRtiprp@pgement capability to
many Ssps R tadk’ £daciath.eA fe s 0GhulRf 4 0BY | e 15
__independent conput ?ng 3pg§v\]g)ﬁ t 8@%%?#1§bgg%feed(138?méfr"comp‘“e”hat
ncludgt pifienpinithedrzs syaent freceasad BociREl SRAR n CRARML S 1§emvc\)ﬁr1yi z?clﬂs la
monitSEIVE as conputer server systens) and are » & Py
onttor A kexhopd; ABPd/igkriometdefion, apwtichiseoviye itk Vivitd @ldSn 8ftional printer.
Thesegé}?én!u pnll,l%lensesses. | {1 recent years, there has been
gni 11 cant  groViiHMerRatohartdive syftentshdioh are eipadd primarily to give
indepca @RRMLEL; e . infor ion over the Internet.
Thi's eiﬁ‘ﬁ%"n"g"é’p%? Qi?%?%)s?r ‘”taigE?Hg?*Ié’S%&@aCaéﬁofaersonal computers which serve
as comphibraetidr SRIcMGandBEBLxpWsk By 1081 HSSh2e nRSLSQNAl  comput er
operating as the cl Fent ‘t”%) acc gghaé%]fﬁmé‘f“g%gar Pl Gpsinesses.
plAeeehiivears, Gfre hintbeenRhifis Bl ¥eWidin 12 AscIPHE pdi L8 %&%‘mem to exchange
informS Vi ce {)r oviders provide a conputer to a user as par}t £
fnrormggion gvep Bptutegiet (Fhis exchinad dfamishiton tsdascrndigRsdfat REdBLith the user’s
As part of the relationship, the Internet

persone§ Gt iut%xe opgrat i
SErVI CePHPEERYET skt weesssirsnmt by mediy dtinterpt @wede
. sef i MAaLS ages to the conputer relating to software
upgr ades. gﬁ‘g&é’g"f"{dﬁﬁi@@“ HEPPTBA ddes asiattiof 4 contektual relationship to
providedBiEMdt 6@ oe. ADBIEFIS iR a_verification mechani sm
to monitor and contr gﬁgt ﬁ’eﬂteﬁlﬁ%] %felwé%eipf?ﬁ%@fmag fprionally need to
providegeffwamapdagepaaicag@futer Z2mtikiS8 btwiR ¥naldso, to . "
. downl oad conputer progranms fromthe | ﬁ?%%ﬁ%a%trpmtwges additional
sorvices; {leredf p 1qsd (g emmiodiontadchapismfts UiSOME €Al HOMstafRY: FOln Biware
secure. There is a need, therefore, for a verification

ackages, ! .
packag f)r ocess that prevents users frominstalling

URak Lok oftware that may adversely affect the
oper a{%? égr? ég P ? ko V\@?Pg GEe cameF e fhedeent pho install programs locally
from soRdth ﬂlg@crniea? g vo Qb Ve g %ra%gédgtgcgefg¥, fgrra]ieverhﬂztitieog gr%}:esssﬂ?art ;J/rlex(l:egts users

provid
from installing unauthorized software that may adversely affect the operation of the compuier and interfere with

authorized software provided by the Internet service provider.
In view of the foregoing, it is apparent there is a need for a method and apparatus to provide a secure
computing environment for computers, particularly those used as personal Internet communicators (PICs) over a

communtcation network provided by an Internet service provider,
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In view of the foregoing, it is apparent there is a

wieed7hové@ met hod and apparatus to provide a §
[ ' . 006/02
30 conputing environment for conputers, parti cmﬁy /028213

: ersonal Internet comunicators (PICs)
Smm;&&s ‘ fon network provided by an I|nternet
ser Viegethpt awd hrpentus oflthe\WdsedOiRhE: DR%Bes RCI B 8213
SUMVARY OF TI M | NVENTI ON The et hod and %p%’glgg‘éngém’g?m"m fora
PP TSP e SURTUTAYe iR Vainuspmbuintes ofthaieveifon @Rk R URNRt BSiofiwars files on &
pers&MLEQQMENL for a . personal |nternet comunicator. In
vari ous - enb SRR & wdifiehassdrop d Prsotate ¢fiie user,
fungt teonadohtY tware.files on a personal
Internet c oﬁ’n%{i‘%};‘%:"gr?’[é?‘m AN B Eig ticedibresdly ereprised of a file
datatiBgythaBtontas Nfist $6:iMdS Sffward re conputin '
1 gipvi ronment pr ovi ded by f E%g%g?ig%gcﬁ o8 ’%@glﬁ%h?td%’i’lﬂéble to receive requests
to loggrageititaye pedagahdie dorifare@helrbch@ted SAGAR AR B 00 I .ai a
Jist of verified software files i S itvgrafi%%%opaﬁoweds"ﬂ“’a’e
PACKEEY gt Be ebadimey offirerabiics whoein Go&io iy EGRASES hakPod *&amga@state” of the
user §o£. tyar e gackage and to conpare the requested software
' packagé tisT PrETss disiopsaige pyisign wisk inBrhatiweddn@ oty WR b8 status of the user.
UponR3EKAGE epbodi ment of the invention wherein
- ﬁt i o%g?%‘?‘?&}tﬁ% Sﬁaé?wnﬁ%mbé%@%@ﬁnqdwé usepihy vesiticatia! fite list
contaffng bip@vedsSBY: NPV i tor prqvides the, i
oper ating syaéet%?n %ééta ﬁi{a?s{ﬁﬁ Sc??{r%g%atvis%tﬁgocfgﬁggfWidﬁﬂ‘q‘ﬁé"hﬁ}awﬁwam
packages aanbs exefutddh @hd iBR6nal ARMMRORmEi BV | Qad ;8 amali
particular software package, t he vgpr%%a})l!%g)fftml‘%%hnﬁ%eéi&f“é“°m“ty°f
certaiSofigare prgkogesrif tded ont & B phy die dnil SlofferGO RindoRdRha @R BY é’s‘é&ﬁd pay state,
ackages and al so uses the pay status of the

such ag 812 tiwa:r e : A
OSEFTEE" JAFRT e ditpriiued bis tonaraal iplabkagpast GATBRt service provider.

BRIEEHESELBY1oN BE | | nternet communicator is
oper 1o ¥ted functionality of certain
S OfE PiaseRs yetRagedeibttiehagedodnana it ﬂul’n%usﬂ%’!otﬁ' bahes AR gldvfmgages made
of o functignality based on a second pay state,

fer
wpparegl i 1°*5§“¥6ﬂ & W bR Fsfesprcipg e eccempamine dhavingdli ThE 03 bf tRURSLe roference
relationship with an Internet service

i tu
““m"effr“i"siﬁ e R oo e i iy IR DAV NG Th
PFREE Nis albRVIEN] etter understood, and its
n u%e rous obj cg%glt ag{hf?g%fagﬁé}gmglﬁ%te@%f\tfﬁlﬁ fayREcHigg aver one or more
comnrajom@n emtorks0 t hose skilled in the art by referencing
the acconpanyi ng drawi ngs. The use of the sane
r EpEe 2t e evstemibivblediagrdnr cfaghiiter yhiem SEK QY @ersgﬂagﬁi{eﬁg‘t communicator, in
aocG.ddesi_gnat es a like or simlar element. Figure 1 1s a ’
"BIOER THIORYTRAT B! B presshiitwpntioh. conput er  syst ens
CR {E‘%ti chk%ve_r one or nore 20 communication
networ ke 4 GUPEE YN P PECESHRE BSHRIN I oekin @ pegoaatrinGfncarommunicator.
CROgaRM h.as a.personal |nternet
commu nsﬁi“éﬁ%}?%grﬁrg%gsg %tlf BRE OC&F‘T Hed/a Faugelsotetrsattatsion end
executiopfin héy@rspriaCRRmkt cbiﬁfﬁ@rﬂ(ta{op&the%iregéﬁ¥ SueRignows a bl ock
di agram of a processor systemftor use in the personal
I nt ernet communi CatBETAILED DESCRIPTION

While illustrative embodiments of the present invention are described below, it will be appreciated that

the present invention may be practiced without the specified details, and that numerous implementation-specific
decisions may be made to the invention described herein to achieve the developer’s specific goals, such as

compliance with system-related and business-related constraints, which wiil vary from one implemzentation to
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Figure 4 shows a block diagramillustration of nodul es
wis e Gogont rol software installation and 25 q;&eﬁ:ﬁg
in the personal internet comruni cator of the pr eser%b(%'r{bmzm
i nv§}nti on. DETAILED DESCRI PTION Wile illustrative
oWt S it ddeworpie ffortmighibe fomplentid Gme-asoeundl B & hb@Ebvertheless be &
it.wll he appreciated that the present
m“‘?‘ﬁxtf’gd\ﬁ{i‘ﬁk’é’ﬁf"\pn%hﬁsek?g"fﬁ?‘%gfkrlbé te o kamseithe banefit ofybis ilibdlasete. For example,
seleClQf BlebiSare AT LIRAL rous | enment gat.i on-specific
deca?ﬂsf3 i ons rrarilﬁlbe }Fr%%hg% fgm{’ ﬁglg;i[%%\‘?élh‘{;fa@’ﬁ“ YE% &4 9vpid gbsouring or unduly
limiHe@v@ipresdnOin @6HIne ¥ o DG AN SAQRLL: SR ES L Gy 892k Sh . SUEN
as 30 conpliance wit hlpgy_st em&?esf _zfthgrg%gﬁ%d%ygmesmedm cartto
descibpsindren ey the bubbtebe ofttisitwoal 6 bifiers SMNLLH 1Moty | TIMAL Yorf 1&‘%@?3 ?@1 1now be
i.mpl ementation to -2 WO 2007/015946 PCT/ US2006

deseribed ifitoferepysity e drawhesadleddpébaprent ef fort ni ght be
it would neverthel ess be a

corf{gk%)é ﬁﬁd t ilrre- consum nng,a
rout 1 het DAREFakTIAG dearm efte semplryaeidiond pY/is soivh vherain 4 fh@ality 105 of

ek ' nefi.t of this disclosure. For
comfel s 198 180 1SR el e B SR PR A deilisrated,

each banipier AR, 11080 aishreflgl Al Lo ol Q5 der _to avoi d
obscuring or u%ula; “Tm !t)%lsﬁéﬁ u? ﬁgdig?cé"’%ssenet"‘cfsr?{}%"l’ﬁ”i’%ﬁ.‘eme*
comiBuighiore G4C) i- ptopernidy ausled 1O IREALA QRS idal B -
those skilled in the art to 5 deslce%ipogle énéy%gﬁl\?%eotrﬁlgm
Conmgﬁwgloncl%é 1?(3f Thhisiemetservike mrovidet hie FSSOLSJK:H kol tmnt.blﬂettlttﬂh@ rstfurﬂler coupled
t0 a phe, P ent invention will now be described with
2 pr“é@%’r"[éﬁ@%h"ff&e‘?ﬁéwﬁr L 189y s wrersishin echodses informatRedoR Kk et uses a PIC
2. 1 Q) Gl a_ bl ock di agram of an exenpl ary network
e | B e B B B8 G b i s s Vet e
SYBile@I05118 hdel Lmmubod N GAL8S. Qe ,one, or .nore
corm uni cati on networ f(ogg ,eﬁsoﬁwf’rﬁé’?tragi"ésd?e FIG 4o send and
receive ompUIRiossytS i Mofu8hednterhok Mrvice prodldSQ 26, iodl
mul ti nedi a access devi ces cﬁe%er sonaﬂh?%{%%ﬁ&é:%mi%‘agwmand
softwat R tTh O E 3 Fsto ERIbBE)a comminteat aniabikyheeeRé @it Q@ Rier 120, The
I nternet service provider (ISP) 120 via one or nore
commUBHIINTE B8y {530y Piskariew2s conffggon|typessinaheling 8 @4rvd @EnoRfo0 i Y link such
as a diiaPend S.COUPI to the Internet 140 that is further
o dl%‘%‘ﬁ%‘f’%%f’“‘ 5 “2%1 1 Wieprpigd Bivicgglpit erok SDHY & caBondSiby, a wircless
iDLy Ly WM. G0 0 cess iL.nformation on the
connecliovia £rclhif or ﬂcﬁ@d&%{)h{ peh.%lée. 1?0%?161?1111% 350 QL A [IJP{’@ dgﬁtransport system, such as

I nternet uses a

Etherngtpplokes aibd ©Br AbQMr@ReSEHQr €d on the PIC known as a Wb
browser. The PIC 110 i ncludes comuni cati on hardware

afthes bt conpme chtbat regbestanSnfbrnetioRbfenlokifs (oS8R AN, thoRwser, the PIC
110 se£C€1 V& _communi cations to and from t%]e I nt er net ’
serdap {Fived 195 Pﬁﬂnéfé’% 8;920.3 a Sghreh %odmmhts aﬁamﬁ tohhap @il Bpia Bk specific
twar.e ows the PIC 110 to establish a
W . AL
P %gfr?rm%ﬁ’f‘%“éﬁf%vﬁcelpfci’{ IRy phigha opnfprapidethe sovestitoe aprrapiat 8feb host
server 158 Qia ind i | on .link. be any of a variety
B lgonneé?e?ggﬁn?%p%%%?tﬁ% R oﬁ’ﬁlg};ﬁ%"r‘aﬁ’&s SRS &R Frespivingpnd reading
requestehcsit@iots telbRKvsG UER: Ini@Set QerfliGhd Al crib | ine (DSL),
Ti, integrated servi ces dagjgi tgléﬁe%?}\%ef S%P%apélfcamnpmgmm
that mopigpil resuesbrIR@ b refuestEfoMhd ifbiBRSon of GRNRGENS SVe\é istgve@ and transmits the
) cel lular or satellite network, phone nodem I al up
informagontp beussys BIC|Lal data transport system such as

Each Web host server 150, 151, 152 on the Internet has a known address that the user supplies to the

Web browser to connect to the appropriate Web host server. If the information is not available on the user’s Web
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20 Ethernet or token ring over a |local area network.
wenblag,custoner enters a request for infor I
entering commands in the Web browser, the Plg&hi§§2a¥ﬂnszw
sends a request for information, such as a search for
hOStd'B-Eeu ﬁ@nfgaghlﬁéﬁ 149 pﬁnﬁgasta@cngalgdetmtfiilce\d Veb pﬂr@rs 160, 18, 152 to communicate

wag aﬁ% %ﬁ! a} to the Internet service provider
PO &G up tp egted nformgtions ﬁ@aqs%&/@lé@fve{s 5% kb1, 152 can contain more than
one %@ﬁa Q Eﬁe @gegwmgo QJQGQ' ér in t?e ad}f W?ilfgﬁaﬂéc)l% T Qfebéégetgxg;v?&tbtp élée‘rvg The

nt ernet ser provi
addrés@ falsé REBGH ¥ aﬂﬁlv@rﬁh(ﬂrego‘%@glo% hSHYE 3
browser. The Internet ser \I;I&&L or ov‘?ﬂéz’ﬁgé%%seé‘i?‘é‘&ﬁ%‘*“? of numbers that
indicg\g ke seevey 8xl tiepqehtion af thaidgdoh@@saver, ahdlebbus Nk QFRe address. For simplicity, a
requests, services requests for the information on
domgipppme ptemi vt feyelonpd thatg@qrme;ers taspekifysarnsdind Soclidits using names instead of
N |nf8&H&1 on 1o the user's PIC 110. Each Wb host
umReLs, Turipes specifympagiquiprigage i aspunef papgidelenglon Grvarvontent provider by
VWb browser to

inclu el (DAL fonalid Iser lies to the
1%%%&§§§ fﬂ@ ¥ Hh 88r?%¥’aV@ﬁn%ost server. |f the

nect to tA
I NReemmd b o :
2007/ %946’“%%%50 3%%@51% r‘]ﬁwsmﬁ‘ dhehicTi0 l?v‘g’destar?é"“esmr 202,

inputforpre (11D teorlrdDic Gy 20, Sne&Sry%n&t@imgrv@llaul\l: fafMomtaBals m%lnl) hemory 206

servers 150, 151, 152 to communicate wth one anot
and n?lé;V%bplllﬁijWﬁéﬂr(@qmexs@a&@ devifec! MBbdh@Na mBROPAAS € 4 214, The processor
202, (grveﬁs 150, 151, 152 can contain nore than one Wb

‘z gpato ‘F‘f?é""&éeé’Pfy\/%P‘F #nd gerapinisption dfwee R 1 ardiateraaiidicd sia wiviog More buses

nts to view. The address,

212. Hﬂ Eig em od1ment R g({fgsgr 1sgrg§w@%a3|aaé§{qgeoqm§2 bx@qﬁG gpmpatible

Knowa ‘B84
roceﬂ&nﬁe 8|
Py RSP PR Bore B Ve R gL pprmenca s
CRT thidretorS @ Ad@ition, BB AdrOGRHIS nkRorf2PSY iRfulid LB Qﬂg F.r%é S00 ks 1n1plemented
sinplicity, a domain nane system was eve pe$t
as an gleprefods3. Uisadrigrdtdpk dppeeiith y msdivedagaciyd, «H0Q UGE rli@erléﬁibdﬂgof the memories
nanmes instead of nunbers. A URL may further specify a
208, 2B’érln:ty bg Eﬂtegfateé a@‘.@ox, eﬁtexaalgq thufiC 0. pade $ichehondgiting dévdeall, an integrated
i ncl udi ng addi ti onal i nf or mat i on

56K I’gl? ntgz Mocel«%gx%gllfag g;r;tta‘a cinﬁecﬁtélﬁg be R@fj g;rsp;pgq@ diffgrenr plg:lx}e &ystPms throughout the
world,%oggl%ﬂgf Iﬂ&fﬁl@l% %é g E%%Sno%alg) may ,1160 e ﬁlﬁe&t ;Ewrﬁ% ft wclillie@premated that other

i ncludes a
device@@iifzirdlonOheMl 266 2@ fo ' v
SO fi@lond n%glr e RAN) fn%r?g{cgss& B Lnlé:gégp goo6n%\'ligcl[dgla ?{4 anéj communication
dewcerftéh&pxycl@@%ﬁd ceOenBRIsRAtieOibt LB i6 Qleddnls Rl tﬁeSPI@ 110 are desctibed in
dem) and a display 214. The processor 202,
detail. (,Sﬁﬂltdleré’ﬁq agywell fgownrie o pf @OG el i benrt addosly Wﬂf]bzd(&l\bh @R particular
re interconnected via one or nore buses 212. In

compu%r veg(? é%rid U AN ST R Frt Morfa(hrér, 151? BEdd e mpy inghgle pher buses, devices, and/or
subsysﬂerqp ldc%gxﬁi %%g h%?inp%’]meﬂatlon %gc% gor € 3 ?péﬁ?r@% Fl)égi?%‘égyg?c%tgllg E%s, modems,

processo

parallcTIPRiBAG fales AIXGT LRE: g§ SR AY indkd nted as a 15
CRT nonlfJ? I n adgltlon mﬁe ﬁ%%kvﬁﬁhipFe menory 207

mayillisnetedid Eigare Rahll/ @ bcadfor ddﬁvﬁc\z‘ QO@Q&)ugaﬂB Ifb%evhcgmog rﬁﬁ(ﬁll a?gle or more
as an integrated 3.5 inch hard disk drive with

USB posisrikanbesd a prudet apdippeal@isgpic, The BGRntr&Eidb e Do4aE almtalbsle@fto non-volatile
t he nenorj es

storage 207, such as a flash memory or other read only memory (ROM) 208 and/or hard disk drive 209. The PIC

110 is depicted as being connected to communication network 122 and the Internet 140 by a communication
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206, 207 may be integrated with or external to the PIC
wblQe7Asedor the communi cation device 211, an

integrated 56K 1TU v. 92 Modemw th an exteFﬁTﬁUSZ{mmszm
4 connector may be used to support different phone
ev;ge);él SR astaH?QS‘E@WeUhe CPW@C“OMM tg establigiodby a3 dsived ﬂaﬁ&ﬁﬁommumcatxon

al so be used. O course, i t
devifepthnio Rok SLATDREHL (aeh B Hse D08 v a5 beim congled dicoty t
or the processor 202,

d1spl§r'r§gd3rrfglr:é3ﬂ%%téa ppcg% 5/(9%%17 e oSDe cougliéi (g’ﬁ’&t i dimniay 214 thRueh g digpleskor /0

contrdllet devic@rSidifiaal | the }i)r@&go %@ﬁ(ﬁv Qb p andi
the el ements making up the Ple%?%ﬁar%ou ggécrél%o%‘%lﬂr?mto‘hemn‘
volatiemagiory, 20 Biohgiddt@bduplin iisdBinteniBRIN t 0 those of
ordinary skill in the art, and may vary based on the

D a}/ﬂrfoewr%rammg@ﬁm@ﬁs expd sv@mhnre sendl It €PIORRES'S FOF exdRE the basic
buses,

, | C 110 I ncl ude ot her

mput/g/bteu%s éfgm (%I??g) pe that atgtgsylgat%(ﬁglo apipemainy stord inh@I0S ROM device 210 of
- | the PIC 110

the nd II?%&QE&E@EP}P [;chj F s a&{ (R gg(grﬁygl})&%ﬁr@ ?n fblchgsé fPr%rammablcrarﬁgM) such as an

i ncl ude cac
EPRGMIBRAbR0ROM) SGBEPk MG r

and the Iike As il] S’gt@%fﬁg’?%ﬁe%d@e rﬁfe“ ‘{“ﬁ@(&iaﬁ A
Memaz0 0t anp bthetewp 6By dpfroiQld @dr@t@nﬂg@[d)é Q‘hg BRI a2 210 S essentlally

as one or nore USB ports, a keyboard, a nouse, udi 6
mv;sﬂg%tégﬁ gyesand éeludes Thenpafil® iwotvkdeoto eﬁkﬁléltlié&’l(?%rah@ s?éte%go be an embedded
closed% ?{g ed to non-volatile storage 207, such as a ash

I8 'r“%xsyét‘r‘m’o‘t“?‘i‘é‘F a Wandewsd vl Wpe@mmg sy R@NYouR0By agechtity sy.hﬁ{ @heluding
but nofiteifa ARl C 110 is depicted as being

e Connec t‘ﬂgg&tw % g%:sgdrﬁa% %“3’%\?%“&99 FE{ARSYHemEepuld esuprseed by the BIOS code.

4 WO 2007/015946

The BIOSIRbt8dcr 114
" BCT/ US2006/ 83%# 5 N ce%%i’if”r and bogts *8§hegp%%‘a%ﬁ¥fte%ut

t REC oonneriatustlia Bey 8%
net wor k comuni cat i gﬁy dg)\é;imc}:rgﬂ{(}ﬁ%\/\}%étdgmtl "%g@’% gqeq e storage 207
and exqopfed Hd/opprecessaiompheston 202 TROES Si@ifivard 02 tha 1&@9%1@% e B&rd (MBR)
231, coupled directly to a display device 214, the
> PR gydt'emﬁé%, adrglivative resuplpedtidnial, k ety uﬁdﬂtetnﬁ&ule 234, user data 235,
h a display or 1/O controller

214 t hr
and a k dglglln ove lnéoldﬁ 6t ﬁ%e I}gglg%%g%tbq,ﬂrp@ecg)h GWwhbyzes lobgion ghe hard drive

evc

209, Tﬁ@é&&&%@m&ﬁb%@&&gﬂp %gig ald aﬁar?P ntt%? i@{ bogtgtg?ﬁ Fq?dﬁtglg?eélﬂgin%n the PIC 110

vol atil e nenory oug
boots ug oxt e opbrithe s)RMI Q4Sat
are st orogd in %{he PIC ﬁ%ﬁ%&y o%leeo%gr%%ﬁ Barar?cae “%)aé%afléffe“ the
perfonria}ﬁ:p ot theowtipuire srystndigaréBk 05) of 60 ewhdato GileRl: gs%mﬂah? inkt ngﬁ_ 1 the drive
209. Ti Oﬁat startup may be stored in a BIOS ROM devi ce 0
O3 halge- lwd@tapwleat@n pogges 220 Hat agueddedfsr tie IROM o iR@AGion a5
PROM ( Progr anmabl e ROV) such as an

r
spec1ﬁeg§§é\)ﬂm{@? é%e é’B‘fq at% ma;gﬁch@Epmv(s@, Blagh mlamlpkeyentanon viewer for

Random Access 10 Menory)

OWEel éﬁ ame, Fé 5810 LY, C-1
Powerr G 8RN A 9“”%% EHbry y“iiiﬁ’ﬁ PSP aiowp g e

or any other ty
and/or B applif@of fﬁ/d(ﬁg)&,t hoRadef, ssent | a :
invisible to the user étalg#gtoﬂ ggc’t%‘e uéeﬁﬁgatt%lsﬁlt’@tauserhas direct
access tctfbmstr@laaiemmexemaialpﬁ,tettb&ﬁﬁt@e&ﬁeﬁﬁéd B ¥t Qeli€o 2N
enbedded cl osed operating system guctu&aisegl%gvégcommon‘)f
the data pytn irph@s oyprapearsi ng syst em t hough any operating system
but not limted to W ndows-based and

%} ncl u %1
st ?g%fi”ﬁi‘é PaEI N 0 Sypatested Yeaive uhedthbrizedicppionidne) Byfiguring the

coge. .
PIC soft&@@ﬂ@gc%at app?icatxons are added or updated only from boot loader devices that have a

~5-
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The Bl OS/ Boot | oader 210 is essentially invisible to

wdaouseovs@and boots to the operating system 1 |
software 230 and user data nmay al so be stor ed%gﬁllﬁﬁ%()ﬁlozszls
hard drive 209 of the non-volatile storage 207 and
pregofenipdavtherisetion pr SpuoE Ey's éd clynpprdselssiabt 1202 devld @ FIs8-connected flash
smrSOf gv\%%rfe 230 may include a master boot record ('BR)
25 18N MG P SPRP Y HEP SN s i dmtallation sagfibtion isteortmilep bty @ffware update
RRME Lik; f.tware update nodul e 234, user data
0035 o “§§ﬁ?Wé§1§fﬁ9ﬁt‘%@§aﬂlP@3 g‘i)’&?%z‘“‘ﬁ*ﬁ%‘fﬁé thotggtchop|g docpliBRtored
insta3tlonik8y, fudRasfaluhigle sSBGY Ry 24PdA ; S mOR9). 08, the hard :
drive 2009. Thiasfj Ssec%ory co%f%ésltéxotge%ﬁ%% %og"rvglﬁtﬂ%’&?f?rya?r% Lhe unique
secupirriet 240 omy beatalqee forldag PROOtS 11, AR2, GPRE) the EREEH
the PIC 110 20 boots up. As for t hgylopér at | n%&g t\é}?g{?ns ©
COlleg%\@b(rcaqtrounqt@@@p yeceso fifm geingidob@copgl BPiINY. RakaMIRE &htddiment, the unique
Secut.hgt gﬁn affect the performance of the systemare
BY ESXCEN PP Bdbedrastprdpat resprd £ Heof the harkenive 208 Bthwiak i wiad alicSe stored in
the fall el L0 d on the drive 209. The software
©530 ei'raﬂ% odfﬁ%ﬁégleiso ggrpoﬁlaih?f%‘flfes (PSsradg vl Dos befhramy apeating system files
or appRREAGIE a6 iR Bl ol f tion as eci fied. For
exarpl e, the appl i f:nage ﬁgﬁ%leﬁg&hgx&u? dﬁ% F‘ﬂ@% 2&%@“%1"‘6"\%'@? that the boot
devidbhas higpinay@ikey (F RSERE Rolhai kWS ondQS (O TH) ,
chat, game, conpression ut ity Og-sna?l‘fl?npt\%sreﬂln%yq{eyzﬁlo‘ I this way,
the upigus ey key 24pran baishibeprote®I intdgBWRE the BRALR: sPh@YR AR 110 by
restr.and[ or_drawi ng applications. In addition, the user
"t ge8lisHonl grepiingpitemnyods tretherseftwase o atambis devicaattat BavklS Ritching
direct access to the user data. This user data is

oo pr otected fromthe rest of the operating systemto
rus or other

I RMERL t,i t data by a vi
oame g PR LB Bl REHP oY B Ta pochimet, e prcessn
202 ipr@beabethragadr Balla TRk AL L 48/ allations by . .
configuring the PIC software §§gﬁs/%ls't ﬁlae &ppl ‘|¥Ugé’{°}“8‘ﬁﬁ§p‘°cess°"
core 339, & beschd atbriare unipt Atagchplonipyoctsid 81400 8ikp1dy QafEHer 98VinS € Sideo processor
313 that have a 5 WD 2007/015946 PCT/ US2006/ 028213
’ FBF@H)@?S@F Airilsel inglpdeh owénrat joorpller33e.ea iDictnfroke YterfAB 332 and a display
. exanpl e.of such_a boot | oader device is a
dewce@g?ag%%ﬁ,e%qu%}&t ki 3% fpp regf.%q.% dietgegitrolers dng ingerfacescaaybk @oplemented
externb1TR) BOBHLALI AR5 1, 1§ Lnstall ation restriction is
e T s %&bz;?? {1 g A3 oo Bt e PrRtSEeN 282 ewtoqpilekre stored in the
memo2hg, 261 th @WBCthRSHAb] ALIPRS: &L devi ces having a
~ key that mat ches a | o%:eal I%/yst%gragg%?lﬁ% ngel‘%rgrt"itbl%%d?g’ﬁs,”‘at do not
inclidsanahthagedsigiming thet rs@Bedlof oyredsGMs R4 Jnﬂ@éseéuﬁtyﬁt&ﬁ:t&d in
the non-volatile nenory 207. The unique 5 sécurity key
ZE@urﬁﬁfﬁ lock dipgimec it fine@od cHhGndlOor ihidmentlab verfifed PRYuting
envh_ogng%tfe td sharie,d anong the PICS to collectively control
IS TSI RO Herd sumppisaprn aergines withihegeesneingntionl SRR functional
29 Y howh el ected enbodi ment, the unique security
S 96 h e e S G G onsibed e ot ot o the
' - AW By al.so he stored in __the
e o e B PR T B8 e aF oy o P T basd o
the payinpitt¢gnsat ed circuit. Thus, before any operating system
files or application files are transferred fromthe
b&stmEhPeand enfows oftte@resypdiatogtidiRaiibeSmg S fentfll Sl V»Q&trﬁ%mf Qferating
cerm | hat the boot 10 device has a signature or key that
SYSIOm HHREYS IR atbedinens ef tegreses pomden, thowt BEiguROE oftware operating

curity key 240. In this
system él@lronment\éompnges %me layers: a Windovy\s@ ¥Win 327 Jayer 402, a Windows® “CE Kernel” iayer
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t he uni que security key 240 can be used to protect the
wWntegnivys of the operating systemon thePl C 130 ¥52006/028213
restricting installation of operating system code or
other software to bootabl e devices that have a
406,pad eI AdpatiurlasesA0k eThe [iRefoeservida grotiter FR00H ©iner s@tddhed to the
di agram of the grpcessor 202 is shown. In one
Opergtlipg e {h,e P¥Hd pif HEyeies grenagpgnixgperi4g) that Guoreic®42o the PIC 110 overa
cessor avall.ab rom Advanced M cro Devices. The
con B SEEEER T3 RN GulUOR SrbeRotogot 2 cgitimes o\ il
- ' . I.GS. processor 3 .
e v er s AR R B hont B Wppvec o compres
an DFie 1PHACEISHON 4,202-0hEQodulG 61 A8S: 1By NBIRF Mod‘&}%gﬁz{ Ak BLvice Update
330, an I/O controller interface %32 and a di splay
Cliend 81/ repdntdinytupgricacior BSUC 1thau gbeivel scyibth do 1RRh RBPIREEARE line parameters
that these controllers and interfaces may be
that iinﬂ?ﬂe BifEATEHor Wietherraysr [sypurreptlyt swbsciiod crewmbieritRO Rith despettlen particular
.illu%;rate enpodi nent, .the processor 202 executes
SEVIEOT TWAP'S PATEF e of P 1 CAP M PaRBIRiGHS (Vanihlss) tmpdefipe pegtigularipratvisioned state
j | ation of operating systems and other software
ﬁnﬂ%?%%ﬁgbot devi ces that do not include an authorized

H e t t o n ue s
T A S P v
state fhgmge tifomation cohpipdthisor froduld 41p) BHRPREMBGoAI4EIE U 5l Bflages the PIC 110
conputing environnment for the personal internet
basedd)a SIS RtiGystaterof tie vsor dawddaingitlte hystehesiobal eigte arid pedibdR ity réfdests system
f ional ~ conmponents shown in Figure 4 can also ‘
wate ‘-Eg’gsﬁssﬁg’g’c‘%eo‘gﬁ"ﬁw% tensl e sscian i mofua e T Perpph: modile 413 s
[ he 25 payment, status of the user and =
also o%%%ihef i?gs!sg a;’*‘%?‘fffjlﬁlg‘is Igo or% ues: %at%df su}fSEréo%s}qted riatignat predetermined time
intervAB AfHe @&y»itﬁe Inbcﬁﬂeall Qza;r 3-190 @@ﬁﬁ&is @ 'Hlonﬁopﬁe B@ﬁﬂ)‘% putne Jat%eqﬁc I1]10 is
The nmethod and apparatus of the present Invention ca
discorpectddfjplnenalAl £, [ffhe@IOM 106 Hisdng ko RR TR b A Grol BYSHEM of time, the
envi ronnents. In an enbodi nent of the present _
Pay-Stateyofele 618 castaspthe PIC D guedscelr clichimtesd fawadnalitg prRIpaddeitighined set of
syst em envi ronnent conprises three layers: a W ndows'
SORWAGIES 327 | ayer 402, a Wndows' "CE Kernel" layer -6
15946 PCT/1JS2006/ 028213 406, and an CEM
TR ST A AT R TR PERHo e CoLMEA i o Rgglows CE Kerme
, re fi . t.he .. operat |
oA LA TR SO oL bR L0 R B
verificdtioR vothad 420 QIBRAGE BRk:BSioh QonlelnefheCurlchDve@N@lionRtate and performs state
comuni cation network 122. The Wn 32 |ayer contains a
changep i} ascostapclyeid @nfetth@ion prdiail b ghe Rat aitoroHl 8. SN LaniERioh filk 88 426
.that are eligible to execution as well as a |ist of
wntﬁﬂ’ﬂé‘i‘lﬁw‘r‘ wolvere 5t e gpprsddeneresnion. Prra :Wedreg st tayerifialigonodule
- ' [ 14, Pay- St at e
1SR L56R AR BT B BT it e ooyttt
; ) (= ' TR i.ns rades far the PIC.110 .
o P S GBS, ML B PR BER e Pl e g sion
list, the (a8 10A8 SilBexcdulR@e rdgRGLAUES, PALANRL BE ?eglfe&ﬂéj ﬁ’l‘@‘?h& ?Jun@onl{ﬁeex?eﬁﬁed Tist,
is currently subscribed or unsubscribed wth respec

the OS {L.oadgr Wil netiegarbtathe requested file.
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service or software package. Scripts can contain
wnzoawetserss (variabl es) that define a particul .

provi sioned state for the PIC 110. 10 The Pay- gmﬂmmmmzm

nodul e 416 nonitors the subscription status and

paylﬁ'é?ﬁ’e Sglfaﬁ?rﬁgsucé}fas 1 thengg day-Aat Owﬁwardﬁﬁate s patieisyRatige application

h.nfor mat t he Pay-Mnitor nodul e 418. The

may ll_-;e ’g’/la‘i\/t')"“ #13 el)iplﬁ‘g éiﬁh iheéf_{%rcﬁ,ﬁ\ﬁ gﬁjx@gns fiqﬁ)gcapxpngthg_t:p@l belplrsddn g verification file
he, r ! It maintains the

e S Pkt EPyhAL R TR iyl Bt

st athepreatatveios & QBN i cﬂgyk &8h
t he Pay- St at eorrédul e 1%116 The egg%%l\%n%dug&ﬁ asd”‘{ﬁ & %%gs inherent

therejng Whild thoprope nabiltien HaObes@pRies Qbsk@d, hd it &eﬁﬁ‘eﬁ%y FeRordn &AL BRficutar
updat ed subscription state i nf or mati on

emb‘iﬁ’i‘%@t’@l*"rﬁ"\‘?é@ntSpmefqrﬁnca&ﬂoelpwapls a luiitreoxﬂayhe&vaﬁtian ABOR sBch limitation

is to Bk S can lgmlso use timers to nonitor the length of tine

?‘h AP ChEPPRERPY § oprgble pficapsisiaile medificptonrnltertfion |agPeqhRlentd if form and

di f the ISP f
functIEP %s sy rl]lgigéx;g tljlo§e &;S’aﬁ%{‘ ﬁﬁ%dt in ?’ﬁ ggrt?r%)gﬂsgt A% (‘]éplﬁtgférfals desgribgd embodiments

are eﬁﬁxﬁle&@%ﬁldtﬁg%ﬂ}{;@;@om{g séo‘ﬁ%ﬁ}% L8l i mnate the
functionality of a predetermne Set "of software

f i htipuglifponesee tneatisn s ek REHBELin §iIEXBEHE & uBaen@lol }/I@tr g ous
package, an OS Loader 422 in the Wndows CE Kerne 0

chang&s@ @bﬂ:@ﬁ’@?sﬂl@gte’au%?aﬂ bé wadeihemto mtbue®partin fibkl @he spirit and scope of the

inven el EIC%E on nodule 424 in the OEM adaptation | ayer
UGS ISFRY by Fepprendedieliih modul e 422 mai nt ai ns
i nformati on concerning the current verification state
and perforns state changes in accordance with
i nformati on received fromthe Pay Mnitor 418. The
verification file list 426 contains a |list of
software files that are authorized for execution. Upon
a load request, the verification nodule 424 checks
the list of software files in the verification file
list 426 to determ ne whether the requested
application 25 is on a list of "verified" software
applications. If the requested application is found on
the verified application |ist, the OS Loader w ||
execute the requested file. If, however, the requested
file is not found on the verified Iist, the OS Loader
will not execute the requested file. -7 WO 2007/ 015946
PCT/ U52006/ 028213 In sone situations, such as a
change in Pay-State or software update, a previously
verified application my be placed on the expired
list. The expired |list contains applications that can
be pl aced on the verification file |1ist upon a change
in the user's pay status in accordance with the
prot ocol s outlined herei nabove. The present invention
is well adapted to attain the advantages nentioned as
well as others inherent 5 therein. Wile the present
i nventi on has been depicted, described, and is defined
by reference to particular enbodi nents of the
i nvention, such references do not inply a linmtation
on the invention, and no such |imtation



is to be inferred. The invention is capable of
consi derabl e nodification, alteration, and equival ents
in formand function, as will occur to those
ordinarily skilled in the pertinent arts. The depicted
and descri bed enbodi nents are exanples only, and are
not exhaustive of the scope of the invention. 10
Al t hough the present invention has been described in
Whetét edimed st shoul d be under st ood that various changes,
substitutions and alterations can be nmade hereto
W t hout departing fromthe spirit and scope of the
i nveAtson Tagmeepinmaeicdsy comeristpended cl ai ms. - g_ Wiat

| S sppl,\l@dcggﬁfdoﬁu?able to CorEI HONMs el Git Shet fﬁ&wmig ﬁ&:pﬂetwccn said
nmpri1 si ng: processor opera e to control

pm%@%ﬂﬁ? C%W“@H?FMﬁﬂésﬁWPes and data files betmeen sai d

persanaonikdHofs et 10 CONTPURhERWATy 8NEidAoBREY ks orfy \Q:ﬂﬁcahon fist
erable to control functionality of sa

)
m“%@*f%ﬁ?@“'iwg§;ﬂw a verification list based on
subsopdrptni O teat @bwgihg 2 fiadiod PRLaS d:d'}g)l isigt em provi di ng

C dat abase
pr Xic{aa.ﬁaﬁa P'§"’§1”b?8f RUESS B T ¥ Pl Pordesee on
by asari ﬁbap‘ecpm{éﬂeias osmhpristg v &gtiof miail EI/@TBOﬁWhle r lels Saﬁd
t hor SO
© ol B, RondEhnelbic 31t £ B3k 5h Sorpiag il oo
Cxecatimbp‘éa avliwrge $1iﬁsa1@nmlooa1dm sfidrrequestet stfivere Wif @ said authorized

sortéé}éh}é@&@safd'd 1.anﬂ , hi9;gompar e sai d requested sof tware
to sal aut orlzed software files on said

veﬁﬂ?@ﬁatlon file list; wherein: said verification

filsgabidrgleadod rRdadk gﬁjdaég 9&51@1 i3 e 50 tpﬁ&pﬁa%sloﬁ“ 5 hs%p

status of a user, said su scrlptlon status conpri's

i NP AEEEEHOR SR eUnrsess AforN e relaieds s spsi salpﬁcmmloamo an
Imqhag@mm@hoag&V|ce prOV|der sai d subscription status of

said i.s updated a pay-state nodul e operable to

r eéaéi‘ ser %’H%Wﬁ’sﬁ’(‘ S% “%t ﬁt“ﬂ%ﬁtqdﬁ’ff&rﬂ%ﬁﬁ@‘é nofple apesahle to receive

substiittien nets iBRFMAIGR DAY IHi@fict ¢ aEe RoGANBUREK 68 th@ftation network,
nitor is operable to npnitor the

coﬁ%@é?¥dﬁ“%@ §aﬂé€ggr@oﬁﬁ“mfﬁ P FHBECHOR gHMK| estoss pigrmet

cmnmamdmﬁmnnuhm@mmn@nmmeﬂwmkhmdand said pay nonitor is
oD?ﬂc‘?FAy momto i %geru% eoagpenrm a(?c a ngLlCL(ljl I’[]L%tctlu%ra]lfaily Icgay 10Fsgg1tariollcducc

the fi metlona]ny of a pzedelcn mined set of said software files after said personal Internet

communicator has been disconnected from the communication network for a first predetermined

time period.

2. The personal Internet communicator of claim 1, wherein said pay monitor uses said
subscription status to provide maximum functionality for a predetermined set of said software
files.

3. The personal Internet communicator of claim 1, wherein said pay monitor uses said

subscription status to provide limited functionality for a predetermined set of said software files.



the functionality of a predeterm ned set of said
software files after said personal Internet
conmuni cat or has been di sconnected fromthe
conmuni cation network for a first predetermned tine
period. 2. The personal Internet communi cator of claim
1, wherein said pay nonitor uses said subscription
status to provide maximum functionality for a
4. pr et erana dorewelt copfrusightdr sOfltimal.evhefdil edd pd. mFkiwr uses said
subREHEANBhus kO BT RS &AM & @41951 e@erfiln@l @ & ’salﬂ\,@(ﬁ{w@il enf'ics
sald pay nonitor uses said subscription status
provide limted functionality for a predetern1ned set

5. Of ‘SR drs s In‘l@ﬁc@ccfn'm'u%aton oBelfm !Tuﬁelﬂﬁgaﬁ@ﬁ(@l mdrfth&% BELable to
onmuni cat or of laiml wherein said Pa noni t or uses
e

ém%‘f’& copip SRt 3 F%'“%‘t? Aeunqignadiiy ofi nedstepriinct Seb piataick spliware
fi lci)éﬁites aidl p@E(ﬁQelbﬁanﬂ @)ﬂﬂmﬁi&ﬁtoﬂﬁas Sadnti el enes ﬁ(nfl |tl{eec%mn§mlcauon
Per son %nte r net conmﬁml cator of claim1, wherein
e Basro e Ype Pl YEReRat Bedeiaites dine period
is g&hterTadn shid fiedt prtidaaiheed e patidgt i onal ity of a
predeterm ned set of said software files after said
personal Internet comuni cator has been di sconnected
6. fr ohmethed clommulirgatkécotion sfetivor fitosn @Apesesad hdernet communicator
Lgdetermned time period, wherein said second
redetermined time period is greater than said first
pr ediat érimpagesdr toi qpptigdhd bahsfed of Afimetehides ol dewnilesobdiivarg said
pe:s@ﬁ%@ﬁ%ﬁ@@olﬂﬁmﬁr&m %cwéll es on a personal Internet
comuni cat or nprisin using a processor to contro
t het PRy HR8iHe Pp%ﬁ‘bl%@fc?lmf gmetiqn@gy alrsaid deltvenrd filbseen doestifientinn list
bascddh ubsRHHiSPNANs; bt €rnet communi cator and a server; a
pay nonitor operable to control functionality of sald
soFFWAREORETAfIBESSYSAM 40 RFRYiq ¢ weafitagan Peses copagert: on

subsiag k E!itzhk@ﬂ: 18 bl Upluraintb rUskRge MBs @P&E@hbm&/ s%ﬁﬁspﬁ &E@s&o
provi d process. caonp usin

i fication
d atpéoag 1&, 36" IE(iaa?lbfal llmceﬂp@psnlé)g lzétfof §18¥1q.| W%fjrcé?f Ly gges faﬁg
exe@mgmomumyu@amdmmrmaeﬁﬁ&nxmq@ﬁ@W@ﬁlep@mwai@%hﬁabm@nm;
st conp aut hori zed

exelipgel b SR TP VePrei e oRTRIILINO TS Redbrys hori
soﬁwaqGESm1ﬁnbmm&nump@ean;ons system | oader for
exg&&%{on of a software file and to conpare said
requested software file to said authorized software
fi s&d vonicg@mhdladist is bpdagt ihonrdingliethk Bdbcription status of a user,

said subscription status comprises information related to said user's subscription to an

Cot

Internet service provider,
said subscription status of said user is updated by a pay-state module operable to receive
subscription status information from an Internet service provider over a communication network,
said pay monitor is operable to monitor the connection of said personal Internet
communicator to said communication network; and said pay monitor is operable to generate a
reduced-functionality controt signal to reduce the functionality of a predetermined set of said
software files after said personal Internet communicator has been disconnected from the

communication network for a first predetermined time period.
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wherein: said verification file list is updated
according to the subscription status of a user, said
subscription status conprises information related to
said user's subscription to an |Internet service
provi der, said subscription status of said user is
updated by a pay-state nodul e operable to receive
subscription status information from an Internet
7. ser Viecestsl oU#aay . glerringaid pammummicauseonidrebsaintion stagaioghrovide
maRRAYm TORIidrlty it a1 QRBE@RRILA oFB bRkt IRs cOnNnection of
sai d personal Internet communi cator to said
comuni cation network; and said pay nonitor is

8. Opel‘iﬁbzhdﬁqoﬂ Qf YRS, ah@eid saill BHURSE LHEBCJaidQG@l:I ifidn GO0E o Phovide
reduce the functiopality of a predeterm ned

Mn@g mBF“?@W&“déﬁ??%ﬁF%”ﬁﬂPé@“&Pﬂgwe§5ﬁd per sona

I nt er net connunlcator has been di sconnected fromthe

co ti on net f.or first predeterm ned tine
0 pe?ﬂg’dm eI B oo e oo Sl oo o odaien Ty ©
elinyipwd fhmmomaﬁ@snfsaad{ pregutbsiaed ot ofGaid Sdradattsfilesd provi de

maxi mum functionality for a predeterm ned set of said

software files. 8. The nethod of claim®6, wherein said
10. payllwonrilodf dges, shirdn saibpymqitbon ostableus gtrerapraohice Signal
to elldnma{vc\ggee%{&ﬁ)gégg? gl E%Jﬁcd&g%tu%d S& c?esta%rsg}ugeg i etea}hén srelusﬂgpcrsanal
Intepgly camsptnicater haselpes él*@ns‘ts:ﬁ:écfrqnpthemomsmarwwntn@twm k for a second
pred®@leiiihaiatigief Henl%l ' %Q’Llht éélcpfsubééﬂmepr %‘f{@t QJI{BI‘IQ(%ng%ptSUf%EI iption

said software fil

‘“mﬁﬁ@P%FﬁmgéW@d%ﬁv”ﬁbﬁF%or |s operable to generate a
control signal to elimnate the functionality of a
predeterm ned set of said software files after said
personal Internet communi cator has been di sconnected
fromthe comunication network for a second
predeterm ned tinme period, wherein said subscription
status conprises user subscription information
related said authorized files. 11
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