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The present invention relates in general to data processing systems, and in
particul-ar, to transaction ordering in nmultiple processor node data
processi ng system architectures. BACKGROUND | NFORVATI ON
2 . Modem data processing systens incorporate a plurality of
processi ng nodes. Each node may itself include one or nore central
processing units ("CPU'), system nenory,2 which may itself include cache
nmerory, peripheral devices, and a peripheral host bridge ("PHB") coupling a
system bus to a peripheral bus. Addi tionally, nodem data processing-
Ssystens having nultiple processors may inplenment a shared nmenory
environnent. In such environnents, a processor, or processors, in one, node
may access the menory in the other nodes. Typical environments for
i mpl ementing shared nmenory across nultiple nodes are the non-uniform nmenory
access (NUMA) environnment and the cache-only nmenory access (COVA)
environnent. Additionally, it is desirable in these systens to

Modem data processing systems incorporate a plurality of processing nodes.
Each node may itself include one or more central processing units ("CPU"), system
memory, which may itself include cache memory, peripheral devices, and a
peripheral host bridge ("PHB") coupling a system bus to a peripheral bus.

Additionally, modern data pfocessing systems having multiple processors may
implement a shared memory environment. In such environments, a processor, or
processors, in one node may access the memory in the other nodes. Typical -
environments fof implementing shared memory across multiple nodes are the
non-uniform mémory'accesé (NUMA) environment and the cache-only memory
access (COMA) environment. Additionally, it is desirable in these systems to
implement direct memory access (DMA) by devices in each node, to both local

" memory and remote hemow. "

The nodes in such a NUMA or COMA system are coupled via a device,
referred to as a "fabric," which mediates'the transactions therebetween. Node-node
transactions across the fabric, which may include load/store (L/S) operations to /O
devices and DMA peer-to-peer transactions, 'may give rise to coherency loss, unless
the fabric includes a mechanism for transaction ordering. Coherency constraints may
be imposed by thq architecture of the CPUs in each node, and may also be imposed

by the architecture of the buses in each node. Additionally, transaction ordering must
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i npl ement direct nenory access (DMA) by devices in each node, to both.| ocal
menory and renote nenory. The nodes in such a NUVA or COVA system
are coupled vi‘a a-device, referred to as a "fabric," which nediates the
transactions therebetween. Node-nodé transactions across the fabric, .which..
may .i ncl ude | oad/ store (L/S) operations Lo |/ O devi ces and DVA peer -t o- peer
transactions, nay give rise to coherency | oss, unless the fabric includes a
mechani sm for transaction ordering. Coherency constraints nmay be inposed by
the architecture of the CPUs in each node, and may al so be inposed by the
architecture of the buses in each node. Additionally, transaction ordering
nmust : 3 be i nposed
to avoi d deadl ocks and assuring data in the coherency domain of the system
followwng I/Ointerrupts. Thus, there is a need in the art for an apparatus
and nethods for inplenenting transaction ordering rules across the fabric
connecting nmultiple nodes in a shared nmenory environnent that -preserves

coherency an %ee}x\{l%iogesd tE) %3&%%&&18&5%%3%2&%}%%@@ in the coherency domain of the
system following I/O interrupts. Thus, there is a need in the art for an apparatus and
methods for implementing transaction ordering rules across the fabric connecting
multiple nodes in a shared memory .'egvironment that preserves coherency and avoids

transaction deadlocks.
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4" ' SUMVARY OF THE | NVENTI ON The af orenenti oned needs are
addressed by the present invention: Accordingly, there is praovided, in a
first form a data processing system-including a fabric bridge. The fabric
bridge is operable for nediating transactions between nodes.in the data
processi ng system the fabric controlling a sequence of transactions
between the nodes wherein the fabric brigge deternines an ordering of a
precedi ng transaction and a subsequent transaction. The ordering is one of
t he subsequent transaction may be allowed to bypass, nust be allowed to
bypass, and nust not be allowed to bypass, the preceding transaction, and
wherei n said sequence of transactions include |oad/store (L/S) to
i nput/output (I/0O device, and direct menory access (DMA) peer-to-peer
transacti ons. There is al so prOV|ded in a second form a nethod of
medi ati ng transacti ons between nodes in a-.data processing system The
nmet hod i ncludes the step of controlling a sequence of transactions between
t he nodes by determ ni ng an orderiﬁgﬂof a preceding transaction and a

subsequent t rEMVBMARYOY THE BYVIENLKINi s one of the subsequent transaction

may be allowed to bypass, nust be allowed to bypass, and nust not be
al l owed to bypass, the preceding transaction, and wherein said sequence of

transactions incl upg dfRedentiordd ﬁeleﬂs%retatheﬁiadtﬂyqué piékerttlinventiogvi ce, and

direct nenory access (DVA) peer-to-peer transactions.
Accordlngly, there is prov1ded, in a first form, a data processmg system including a
fabric bridge. The fabric bridge is operable for medlaung transactions between nodes
in the data processing system, the fabric controlling a sequence of transactions
between the nodes wherein the fabric bridge determines an ordering of a preceding
transaction and a subsequent transaction. The ordering is one of the subsequent
transaction may be allowed to bypass; must be alldwed to bypass, and must not be
allowed to bypass, the preceding transactioﬁ, and wherein said sequence of
transactions include load/store (L/S) to input/output (I/O) device, and direct memory
access (DMA) peer-to-peer transactions.

There is also provided, in a second form, a method of mediating transactions
between nodes in a data processing system. The method includes the step of
controlling a sequence of transactions bétween the nodes by determining an ordering
of a preceding transaction and a subsequent transaction, the ordering is one of the
subsequent transaction may be allowed to bypass, must be allowed to bypass, and
must not be allowed to bypass, the preceding transaction, and wherein said sequence

of transactions include load/store (L/S) to input/output (I/O) device, and direct

memory access (DMA) peer-to-peer transactions..



5 ' Additionally, there is provided, in a third forma _
conput er progranlproduct operabl e for storage on program storage nedia, the
program product operable for nediating transactions between nodes in a data
processi ng system The program product includes programing for controlling
a sequence of transactions between the nodes by determ ning an ordering of
a preceding transaction and a subsequent;transaction, the ordering being
oné of the subsequent transaction may be allowed to bypass; nmust be al | oned
t o bypass, and nust not be allowed to bypass, the preceding ttansaction,
and wherein said sequence of transactions include |oad/store (L/S) to

I nput/output (1/0O device, and direct nenory access (DVA) peer-to-peer
transacti ons. The foregoing has outlined rather broadly the features
and techni cal advantages of the present invéntion in order that the
detail ed description of the invention that foll ows nay be better

under stood. Additional features and advantages of the invention will be
descri bed herelnafterogghch formthe agggﬁﬁud%f the clains of the

i nventi on. Add: , there is provide orm a computer program product
operable for storage on program storage media, the program product operable for
mediating transactions between nodes in a data processing system. The program
product includes programming for controlling a sequence of transactions between the
nodes by determining an ordering of a preceding transaction and a subsequent
transaction, the ordering being one of the subsequent transaction may be allowed to
bypass, must be allowed to bypass, and must not be allowed to bypass, the preceding
transaction, and wherein said sequence of transactions include load/store (L/S) to
input/output (I/O) device, and direct memory access (DMA) peer-to-peer
transactions.

The foregoing bas outlined rather broadly the features and technical
advantages of the present invention in order that the detailed description of the
invention that follows may be better understood. Additional features and advanta.lges
of the iﬂvention will be described hereinafter which form the subject of the claims of

»

the invention.
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6 ' BRI EF DESCRI PTI ON OF THE DRAW NGS For a nore conplete
urrder st andi ng of the present invention, and the advantages t hereof,
reference is now nade to the foll owi ng descriptions taken in conjunction

wi th the accompanyi ng drawi ngs, in which: : FIGURE 1 illustrates a
shared menory data processing systemin accordance with an enbodi nent of

t he present invention; FI'GURE 2A jllustrates, in block diagramform
a fabric bridge in accordance with an enbodi ment of the present invention;
FIGURE 2B illustrates, in block diagramform a faQric bridge in accordance
M th an alternative enbodi nent of the present invention; FI GURE 3
illustrates, in flowhart form a nethod of transaction ordering in
accordance with an enbodi nent of the present invention; and FI GURE 4
illustrates, in tabular form ordering rules inplenented by the nethodol ogy
in Fl GURE 3. : : 7

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present invention, and the
advantages thereof, reference is now made to the following descriptions taken in
conjunction with the accompanying drawings, in which:

FIGURE 1 illustrates a shared memory data processing system in accordance
with an embodiment of the present invention;

FIGURE 2A illustrates, in block diagram form, a fabric bridge in accordance
with an embodiment of the present invention;

FIGURE 2B illustrates, in block diagram form, a fabric bridge in accordance
with an alternative embodiment of the present invention;

FIGURE 3 illustrates, in flowchart form, a method of transaction ordering in
accordance with an embodiment of the present invention; and

FIGURE 4 illustrates, in tabular form, ordering rules implemented by the
methodology in FIGURE 3.
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DETAI LED DESCRI PTI ON . ~The present invention provides a nechani sm for
ordering L/S to I/0O and DVA peer-to-peer transactions and L/S to system
menory and DVA to system nmenory through a fabric coupling nmultiple nodes in
a shared resource data processing systemenvironnent. L/S and DVA
transactions across the fabric are controlled by a state nmachi ne which
orders the transactions. The state machifpe determi nes whether a subsequent -
trdnsaction may bypass a preceding transaction in accordance with a
predeterm ned rule set Transaction ordering,in a bus bridge has been

di sclosed in comonly assigned U S. Patent No. 5,694,556 to Neal, et al,
and which is hereby incorporated herein by reference. The present invention
provi des a transaction ordering mechanismin a NUVA or COVA environnent.

In the foll ow ng description, numeroeus specific details are set forth to
provi de a thorough understanding of the present invention. However, it wll
be obvious to those skilled in the art that the present invention may be
practiced wi thout such specific details. In other instances, well-khown
circuits havPEIMNREPJESCRIPHONK diagramformin order not to obscure the

Concerning. (1 m ng 1HBRRBRARISANG BRIt mbrte 68 ChleeiBl s 1 BB o mucn

as such det aﬁMApr@rﬁ%eeﬁ&ﬁﬁs%%ﬁéﬁéén@WSE@kﬁte%ﬁﬁWhﬂDMﬂ&&ﬁféﬂﬁ ng of the
present invention and are within the skill's of persons of ordi'nary skill in

t he rel evant mgmory through a fabric coupling multiple nodes in a shared resource data 8
processing system environment. L/S and DMA transactions across the fabric are
controlled by a state machine whicﬁ orders the transactions. The state machine -
determines whether a subsequent transaction may bypass a preceding transaction in
accordance with a predetermined rule set. Transaction ordering in a bus bridge has
been disclosed in commonly assigned U.S. Patent No. 5,694,556 to Neal, et al, and
which is hereby incorporated herein by reference. The present invention provides a
transaction ordering mechanism in a NUMA or COMA environment.

In the following description, numerous specific details are set forth to provide
a thorough understanding of the present invention. However, it will be obvious to
those skilled in the art that the present invention may be practiced without such
specific details. In other instances, well-known circuits have been shown in block
diagram form in order not to obscure the present invention in unnecessary detail. For
the most part, details concerning timing considerations and the like have been
omitted in as much as such details are not necessary to obtain a complete
understanding of the present invention and are within the skills of persons of ordinary

skill in the relevant art.



Refer now to the draw ngs wherein depicted el enents are not necessarily -
shfown to scale and wherein like or simlar elenents-are designated by the
sane reference nuneral through the several Vviews. Refer now to
FIGURE 1 illustrating a nulti-node data processing system 100 i n accordance
with the principles of the present invention. Each node 102 includes a
pIurallty N, of CPUs 104 coupled to a sywstem bus 106. A portion of system
mermory, nmenory 108 is also included in each node, and i's coupled to system
bus 106. Peri pheral devices reside on a peripheral bus 110, and are
interfaced to the systembus via a peripheral host bridge (PHB) 112.

Addi tionally, the peripheral devices, such as devices ‘114 may thensel ves
reside on one or nore sub-buses 116 which are coupled to peripheral bus 110
vi a peripheral -to-peripheral (denoted PtP on FIGURE 1) bridges 118. Such an
I mpl enentation may be enployed in order to neet fanout specifications with
respect to peripheral bus 110. For exanple, peripheral bus 110 nmay, in the
enbodi ment .of the_present v ntlon e a eruggﬁral conponent interconnect
(PCl) bus wherei nlég‘?fﬁmm@ ‘é‘dg ?‘Eﬁntﬁém"t@ﬁcqsﬁ@lbus | t

woul d be undggsiPRf %ﬁvvmerelgxlge%r @ﬁ@.ﬁ@;@i&%@d&@ 'd@gigxagg&wh{het t he

present I nvent1 on my be provi In O ar e m)ry

dat a processrefgrenyesnmﬁ&alﬂmhghstha@évem:ﬁdwg;t ed to systenms in which
peri pheral bus 110 is a PC_bus. Nodes 102 are coupled via fabric

120. Fabric 120 | Refadey oEURE} i@g&gﬂwamwnﬁm f4tp PEocssRiRg $ysten 400

|9nt er connect iPfochffincith i prthdipted of {He FresiRfifivaiton. BALH n8de 102 includes a

plurality, N, of CPUs 104 coupled to a system bus 106. A portion of system memory,
memory 108 is also included in each node, and is coupled to system bus 106.
Peripheral devices reside on a peripheral bus 110, ahd are interfaced to fhe
system bus via a peripheral host bridge (PHB) 112. Additionally, the peripheral
devices, such as devices 114 may themselves reside on one or more sub-buses 116
which are coupl_ed to peripheral bus 110 via peripheral-to-peripheral (denoted PtP on
FIGURE 1) bridges 118. Such an implementation may be employed- in order to meet
fanout speciﬁcation_s with respect to peripheral bus 110. For example, peripheral
bus 110 may, in the embodiment of the present invention, be a peripheral component
interconnect (PCI) bus wherein each bus'of this type supports ten loads on the bus. It
would be understood, howéver, by an artisan of ordinary skill that the present
invention may be provided in 6ther embodiments of shared membry data processing
systems, and is not restricted to systems in which peripheral bus 110 is a PCI bus.
Nodes 102 are coupled via fabric 120. Fabric 120 includes fabric bridges 122

and multiple node fabric interconnection 126. Devices within first node 102, such as



-CPUs 104 or one of peripheral devices 114 may engage in transactions wth
anot her device, or nenory, in another of nodes 102. These transactions are
nmedi at.ed by fabric bridge 122. Fabric bridge 122 and nultiple node fabric

i nterconnection 126, for exanple,- may be in an enbodi mgnt of the present

I nvention a scal able coherent interface (SCl), or, alternatively, an

el ectronic switching fabric. In an enbog nent of the present invention,
fabric bridge 122 may nediate | oad/store to I/ O transactions. Additionally,
transactions may include DVA peer-to-peer transactions. Although system 100
in FIGURE 1 has been illustrated as having four nodes 102, it would be
understood by an artisan of ordinary skill that a nmulti-node data
processi ng system 100, in accordance with the principles of the present

i nvention, may include any predeterm ned nunber of nodes 102, and such an
enbodi nent would be within the spirit and scope of the present invention.
Refer nowto FIGURE 2 illustrating fabric bridge 122 in further detail.

Bri dges 122 are C%L{JI ed to each node via a nmultiple node fabric
i nt er connect i GU8 Yt oxgnecaf neoipherl devices 144 meayengagedntrapsactivnhwith abetheren

t he node and br i . The contral gi | sqd nform the interco ction of
t he 't ransact i(i()erqﬁf b&%@gﬁgﬁg}%ogﬂerﬂgpga?sgf@ew% priQpsiare lge&a cti-on
may be post edabiic BHdge122. FBric bfige X2 Emultiple RoddShBriEhidr8atthetASH €34, t O
system nmenory_ in a operation, the re&uestl ng device 114 in a first node

102 may at t erfpf examplegnaybgiinsan embadiment ofithe present inventioms sgaldlile colierenti s
Egy sically | C}ﬁf’%}ﬁge tﬁbﬁ, osr,e a?l?e?x?aﬁ%%@? ar} glzebtr(\;\{(ﬁlc %Qviticﬁiné ?a%rxllcb LHI Lr(:i_ rer(:i"l(?)odiment of
the present invention, fabric bridge 122 may mediate load/store to I/O transactions.
Additionally, transactions.may include DMA peer-to-peer transactions. Although
system 100 in FIGURE 1 has been illustrated as having four nodes 102, it would be
understood by an artisan of ordinary skill that a multi-node data processing
system 100, in accordance with the principles of the present inirention, may include
any predetermined number of nodes 102, and such an émbodimenf would be within
the spirit and scope of the present invention. .
Refer now to FIGURE 2 illustrating fabric bridge 122 in further detail.
Bridges 122 are coupled to each node vi_a a multiple node fabric interconnection 126,
which communicates data and control signals between the node and the bridge. The
control signals inform the interconnection of the transaction to be performed. Data to
be transferred in a transaction may be posted in buffers 202. For example, for a
delayed read request to system memory in a DMA operation, the requesting
device 114 in a first node 102 may attempt a read request that is targeted to a

memory 108 that is physically located in a second node 102, which is then buffered

-
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in fabric bridge 122. Then fabric bridge 122 forwards .the request to menory
108 in the second node 102. The data received fromnenory 108 in the
second, destination, node 102 nay then be stored in buffer 202, and
forwarded to the requesting PHB 112 and then provided to the requesting
devi.ce 114 when the requesting device 114 re-attenpts its request.
Trahsaction requests executed on the syqben1bus 106 by the PHB 112 that are
destined for another node 102 are then accepted by the fabric bridge 122 in
t he requesting node 102. These transactions are then buffered in buffer 202
and are received by control and routing | ogic 204 and state machi ne 206
perforns the operations for controlling the particul ar internode
transaction. In an alternative enbodi ment of fabric bridge 122 illustrated
in FIGURE 2B, CPU 205 perfornms as the ordering rules state nmachine, in
accordance wth a programof instructions stored in nenory 207.
Transactions to or froma systemat a node 102 exit or enter the fabric
bridge at node interface 208. Simlar]ly, transactions to or from other

|
nodes 102 exilk fahricdridge 127 Them fabgicihridge 422 forpvardsithe raguest éo memosy 10&in 210.

Transacti ons d e ' I el C ni cat £d.acr oss
fabrio 120 1 ATEICPREnGE R e Pefrepb B apimf) [ HIRTIR06T BrvidiiR
appropriate qodel02thagahsi beitoied iNBitfFér 202) altBforwRids o MRUBqRKASPHB 112
architecture of CPUs 104 and peripheral bus 110 be observed, state nachine

206 or, alt erapdfheparovidedto thesequesting deviceclddtwhen the riquestingslevived 14n nenory
207, nust inqés&ggwa&q&%%%.ion ordering
Transaction requests executed on the system bus 106 by the PHB 112 that are

destined for another node 102 are then accepted by the fabric bridge 122 in the
requesting node 102. These transactions are then buffered in buffer 202 and are
received by control and routing logic 204 and state machine 206 performs the
operations for controlling the particular internode transaction. In an alternative
embodiment of fabric bridge 122 illustrated in FIGURE 2B, CPU 205 performs as the
ordering rules state machine, in accordance with a program of instructions stored in
memory 207. Transactions to or from a system at a node 102 exit or enter the fabric
bridge at node interface 208. Similarly, transactions to or from other nodes 102 exit
or enter the fabric bridge at fabric connett interface 210.

' Transactions between nodes 102 are continually being communicated across
fabric 120 in FIGURE 1. In order that data coherency be preserved and appropriate
ordering constraints which may be imposed both by the architecture of CPUs 104 and
peripheral bus 110 be obsefved, state machine 206 or, alternatively, CPU 205 under

the control of instructions in memory '207, must implement transaction ordering
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rul es, whereby the execution of a subsequent transaction is constrained b
a’preceding transaction. In other words, .state machi ne 206 or, o
alternatively, CPU 205 determ nes, froma set of ordering rules, when a
subsequent transaction ei.ther may be allowed to be perfornmed ahead of a
precedi ng transaction if it has becone tenporarily stalled, nust be allowed
t o execute ahead of a preceding transac{{on, or nust be executed in order,
that is, nust not be allowed to execute ahead of a preceding transaction.

St ate nmachine 206 or CPU 205 deternines orderings in accordance with the
Jret hodol ogy 300 illustrated in flowhart form.in FI GURE 3.

Referring nowto FIGURE 3 illustrating, in flow chart form a nethodol ogy
300 for ordering transactions in fabric 122, FIGJRE 1, supporting L/S '
operations to I/ O devices, and peer-to-peer DVA transactions and L/S to
system menory and DVA to system nenory.- Additionally, CPUs 104 may

I npl enment instructions that inpose an ordering on bus transactions. For

exanpl e, the Power. PC architecture ("Power PC' is a trademark of |BM
Cor por at i on) f\ﬂﬁﬂ‘@h‘-‘éﬁ‘—chystilgymc“&ﬁa o p subsequant Brrsaction iscnstrainaddnta on of

I/ O instructi : ' : Cetl [ res. tha oad
and Store i n?tpérbéglt ons pri g’r ﬁ%g&?ﬁgﬁ%@,{%& t??\éd{cﬁﬁltgtzﬁgﬁ?’gﬁié"gﬁme{:g@] %]r?Lft he
bus bef ore puetgrmines xfea i setofurderbgomiledpwhen § Sutt¥difent Radsabiédn Sither B el o
instruction execution causes all Load and_Store instructions prior fo the

execut i on of allgwediabeperformed aheastpliapreeeding tansastion ipihesbecomse on t he bus
gﬁfe?(r)e any Wedd Sotafiff¥allbay ma B0 foila$h Be& e tead Sr 4 &%fe hg H’%rixs%gtigr];, e
must be executed in order, that is, must not be allowed to execute ahead of a -
preceding transaction. State machine 206 or CPU 205 determines orderings in
accordance with the methodology 300 illustrated in flowchart form, in FIGURE 3.
Referring now to FIGURE 3 illustrating, in flow chart form, a
methodology 300 for ordering transactions in fabric 122, FIGURE 1, supporting L/S
operations to I/O devices, and peer-to-peer DMA transactions and US to system
memory and DMA to system memory. Additionally, CPUs 104 may implement
instructions that impose an ordering on bus transactions. For example, the Power PC
architecture ("Power PC" is a trademark of IBM Corporation) implements sync and
eieio (enforce in-order execution of I/O)'instructions. Execution of the sync
instruction ensures that all Load aﬁd .Store instructions prior to the sync instruction
are completed on the bus before program execution proceeds past the sync
instruction. The eieio instruction execution causes all Load and Store instructions

prior to the execution of the eieio instruction to be marked for performance on the

bus before any writes that may be posted subsequent to the execution of the eieio

-



i nstruction. Methodol ogy 300 starts, in step 302, and, and-in step 304 .
determines if L/Sto I/Otransactions are allowed. If, in'step 304, L/Sto
|/ O are allowed, then in step 306, it is determned if a preceding
transaction is a DVA operation or an L/S to systemnenory or an ei'eio or
sync transaction. If not, nethodol ogy 300 then determnes, in step 308 if
the preceding transaction is a L/Sto I1{9 or a |load conpletion fromI/O |If
not, met hodol ogy 300 continues in step 310 to determi ne if DVA peer-to-peer
transactions are all owed. I f, however in step 308 the preceding
transaction is aL/Stol/Oor aload conpletion froml/Q, it is determ ned
in step 312 if the subsequent transaction is a L/S to systemnenory or a

| oad conpl etion fromsystem:nmenory. |If so, then in step 314 the subsequent
transaction is allowed to bypass the preceding transaction, and net hodol ogy
300 termnates in step 399. If, however in step 312 the subsequent
transaction is not an L/S to systemnenory or a | oad conpletion fromsystem
menory, then in step 316 it is determned if the subsequent transaction is
an ei ei o or dystuctiomndMethodology 300 startss ireste33€2, 1and, andiin stpp S04 deteamamsif on i s

Cubsequent « FORHPBRstcdoRt £ atohel i 5 Siat e 1R TG lidvnd $0an | 0 or

| oad | et | - ihed IR i i
oad conpl et isep J060id ddeerntibed ﬁ’%"lﬁ&&ﬁldgrtraiﬁﬁﬂloﬁfi@? %@@?ﬁgﬁgﬁ@%u&g

transaction is not an eieio or sync transaction,
det er m nes i §ysiemmanoryior anieézie abgeqg transactiomnKawot,imethodolagy 300 themd .t o

%St em memor ¥lete|r1tn1n' Se(s),’ intspe%r}olstif {he p?gc:[e 1rn%1 tlrr]a%(sjaclt1Ic]>nSlst 8 E.IS3 t%%/(s g? ; léarc]ie subsequent

completion from I/O. If not, methodology 300 continues in step 310 to determine if
DMA peer-to-peer transactions are allowed.

If, however in step 308 the preceding transaction is a L/S to I/O or a load
completion from I/O, it is determined in step 312 if the sﬁbsequent transaction is a
L/S to system memory or a load completion from system memory. If so, then in
step 314 the subsequent transaction is allowed to bypass the preceding transaction,
-al}d methodology 300 terminates in step 399. If, however in step 3 li the subsequent
transaction is not an US to system memory or a load completion from system
memory, then in step 316 it is determined if the subsequent transaction is an eieio or
sync transaction. If, in step 316 the subsequent transaction is an eieio or sync, then in
step 318 methodology 300 determines that the subsequent transaction is not allowed
to bypass the previous L/S to I/O or load completion from I/O. If, however in
step 316 the subsequent transaction is not an eieio or sync transaction, then
methodology 300 determines in step 320 if the subsequent transaction is a DMA read

to system memory. If so, then it is determined in step 314 that the subsequent

-
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transaction may bypass the preceding transacti-on. Qtherwise, it is-
determned, in step 321, if the subsequent transaction is a DVMA wite to
system nenory.” If so, in step 324 the transaction mist be allowed to
bypass. O herwise, it is determined in step 322 if the subsequent
transaction is-a DVA read conpletion fromsystem nenory and the precedi ng
transaction is not -a | oad conpletion. 1¥3so, in step 324 it is det erm ned
that bypass nust be allowed. If, in step 322 the subsequent transaction is
not a DVA read conpletion or the preceding transaction is.not a | oad .
Lconpletion then, in step 326 it is determned if peer-to-peer traffic is
allowed. If not, in step 328 it is recogni zed that the subsequent
transaction is either a load or store to I/O Oherwise, in step 326, if
peer-to-peer transactions are allowed, it is determned if the subsequent
transaction is a load or store to I/O. If so, or, if in step 326 it was
determ ned t hat peer-to-peer transactions were not allowed and that

t herefore the subsequent transaction necessarily was either a Joad or store
to 1/0 in sit@psagdon F@Yii’@%?é DreeRding transaction; Q/‘P@U‘gs%}tss fei%teTm’@eérml oad

conpletion f QEEQ”E{& . : a .
destination g%g}:&gg,gfﬂ-{é%ué%ﬁu?# 'S de g##?%&i%tg@%e%n{eﬁgﬁb%ggg I S not
al  onwed. Howstep1324 itlie trdisactivmimist be allowed teetypasss Otberviks; isisdetermingtiep 332,
it is determined_in step 314 that bypass nmay be all owed. [f, in

step 326 peeftepdZpédhe pubsgquenransaghion ise BMésread gompletion fiosegiistane

[ ansact o0 il s e bt oS, ARBE B

menory. |f sdetetrhined that bypass must be allowed. If, in step 322 the subsequent transactionié
not a DMA read completion or the preceding transaction is not a load completion
then, in step 326 it is determined if peer-to-peer traffic is allowed. If not, .'in step 328
it is recognized that the subsequent transaction is either a load or store to I/O.
Otherwise, in step 326, if peer-to-peer transactions are allowed, it is determined if the
subsequent transaction is a load or store to I/O. If so, or, if in step 32_6 it was
determined that peer-to-peer transactions were not allowed and that fherefore the
subsequent transaction necessarily was either a load or store to 1/0, in step 332 it is
determined if the previous L/S to'J/O or load completion from I/O and the subsequent
L/S to I/O are to the same destination address. If so, it is determined in step 318 that
bypass is not allowed. However, if the destination address is not the same in
step 332, it is determined in step 314 that bypass may be allowed.

If, in step 326 peer-to-peer is allowed, and in step 330, the subsequent

transaction is not a L/S to I/O then, in step 334 it is determined if the subsequent

- transaction is a DMA write to IO or a DMA write to system memory. If so, it is

-



determned, in step 324 that bypass nust be allowed. If, however, in step
334 the subsequent transaction is not a DVA wite to I/Oor a DVA wite to
system nmenory, it is determned, in step 336 if the subsequent transaction
is a read request to I/O If so, the subsequent read request to I/0O may
bypass the previous L/Sto I/O or |load conpletion fromI/QO step 314. If
however, the subsequent transaction is not a read to |I/Q nethodol ogy 300
tetermnes, in step 338 if the subsequéat transaction is a DVA read
conplection froml/O and the preceding transaction, in step 308 is a | oad
completion froml/Q |If not, it is determned in step 340 if the subsequent
“transaction is a DVMA read to I/O If, .however in step 338, the subsequent
transaction is a DVA read conpletion froml/O in the preceding transaction,
step 308, is a load conpletion fromI/O then, in step 314, bypass may be
allowed. If, in step 340 it is determned that the subsequent transaction
Is a DVA read to I/O and in step 342 that the transactions are to the sane
destination, then bypass of the previous |oad conpletion froml/O by the
subsequent r eddtepminet gnistap I24dhatibypassusast be aHdbwedielf, howevpr, 32 dtepGBAdheni se,
in step 314 the transaction is allwed tqQ bypass. .Returning to step
306, if it isSHRSCAYSHHapsacHoR isnek ag?l\ééewwgo DO oriaPMA prits to.ssisiom BISBIORY:i on
or aL/Sto sys Vi kgl ' S yhegk in
Step 344 11 ¢ Ha CEHBERnRlop NGa feSuBleget isdonBl o kall SedRSAETOH

store to syst aoythesubsyquelnt rdali eecuebiste /(> niay bypass st provious LS tONFO opkyadt i on or
L/St t t hen, hod 300, i t 346, th
? rans act? i 3%2 ?:Eqmgﬁa%glﬁom f/?), strergglg. ]?tjh%%ver, (t)he slugsesquglg) ’cransactlgz)rncié‘»a Lgt a reg.d

to I/O, methodology 300 determines, in step 338 if the subsequent transaction is a

DMA read complection from I/O and the preceding transaction, in step 308 is a load
completion from I/O. If not, it is determined in step 340 if the subsequent transaction
1s a DMA read to I/O. If,lhowever in step 338, the subséquent transaction is a DMA
read completion from 1/O in the preceding transaction, step 308, is a load completion
from I/O then, in step 314, bypass may be allowed. If, in step 340 it is determined
that the subsequent transaction is a DMA read to 1/O and in step 342 that the
transactions are to the same destination, then bypass of the previous load completion
from /O by the subsequent read completion from I/O must be allowed, step 324.
Otherwise, in step 314 the transaction is allowed to bypass.

Returning to step 306, if it is determined that the preceding transaction is a
DMA operation or a L/S to system memory or an eieio or a sync then, it is
determined, in step 344 if the subsequent transaction is a DMA operation or a load or
store to system memory. If the subsequent transaction is a DMA operation or a L/S
to system memory then, methodology 300, in step 346, orders the transactions in



15 "~ accordance with the nethodol ogy for ordering L/'S and DMVA to

system nenory transactions described in the co-pending, commonly assigned
U S. Patent Application entitled, "Apparatus and Method for Fabric Ordering

of . Load/ Store and Direct Menory Access Transactions,” incorporated herein
by reference. If, however in step 344, subsequent transactions are not DVA
operations or L/S operations to system ry then, it is determned, in

step 346 .if the preceding transaction, fromstep 306 is a L/S to system
menory to | oad conplete fromsystemnenory. If so, it is determned in step
348 if peer-to-peer transactions are allowed. If not, then nethodol ogy 300
determnes, in step 350 if the subsequent transaction is either a |oad or
store to I/Oor a load conpletion froml/Oand, if so, in step 314 it is
determ ned that bypass of the preceding transaction by the subsequent L/S
or load conpletion may be allowed. If not, nmethodol ogy 300 returns to step
399. O herwise, if in step 348 peer-to-peer transactions are
allowed, it is determned in step 352 if the subsequent transaction is a

DVA wite to |39criiance with themethodejosy for erdenagds/s and PMA fo systeoe aensey t he

orovi aus Ly S 1 5tisbitfont Geacrbed in SURL TR IRE XN axiaPe O hashh AbeIRatem
step 346. entitlefl, "A}PARiey andM&thed for Fabtib OrdetipasfURAl/StéreAsaBiterp i S not

a DMA wite to I/Oor systemnenory then, in step 354 it is determned if
t he subsequentMemongAgedss Aransaciions,Sincorporaded hergin byengferennel df, ihoweterdm | / O,

It so, thent h&eﬁ 5@1?, %%s%ﬂﬁen& !&man%%ﬁgxllsoar}e HglyDMA operations or L/S operations to

' system memory then, it is determined, in step 346 if the preceding transaction, from
step 306 isa L/S to éystem memory to Joad complete from system memory. Ifso, it -
is determined in step 348 if peer-to-peer transactions are allowed. If not, then
methodology 300 determines, in step 350 if the subsequent transaction is either a load
or store to I/O or a load completion from I/O and, if so, in step 3 1-'-; it is determined
that bypass of the preceding transaction by the subsequent L/S or load completion
may be allowed. If not, methodology 300 returns to step 399.

Otherwise, if in step 348 peer-fo-peer transactions are allowed, it is
determined in step 352 if the subsequent transaction is a DMA write to I/O or a DMA
write to system memory. If so, in step 324 the subsequent DMA write to I/O or
system memory must be allowed to bypass the previous L/S to system memory or
load complete from system memory, from step 346.

If, however in step 352 the subsequent transaction is not a DMA write to I/O
or system memory then, in step 354 it is determined if the subsequent transaction is a

L/StoI/Oor a' load completion from I/O. If so, then the subsequent transaction may

-

’



16 ° " be allowed to bypass the previous L/S to system menory or | oad
conplete fromsystemnenory in step 346, step 314. |f, however, in step
354, the subsequent transaction is not a L/Sto I/O or |load conpletion from
/O, then, in step 356 it is determned if the subsequent transaction is a
DVMA.-read to I/Oor a DVA read conpletion fromlI/O and, if so, the
subsequent DVA read, in step 356 may be.all owed to bypass, in step 314, the
previous L/S to systemnenory or |oad conpletion fromsystem menory
determned in step 346. O herw se, nethodol ogy 300 goes to step 399.
[Returning to step 346, if it is determned that the preceding transaction
Is not a L/Sto systemnenory or a |l oad conplete fromsystem nenory, in
step 358 it is determned if the preceding transaction is an eieio or sync.
If so, in step 360 it is determned if the subsequent transacti-on is a | oad
or storeto /O If so, the subsequent |load or store to I/O in step 318 is
not allowed to bypass the previous eieio or sync. O herw se, nethodol ogy
300 recogni zes, in step 362 that the subsequent transaction is a | oad

conpl eti on frobekllovedth bypassthe prayiausdy 4 systfm niemqry evlcadsomiplite from sync,

A AR AN M O S NN T S
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menory oper at i determimgdiifithetselpsegaéht ittansactide issa Dk deddf to i@ osa DMEY vent
completion from I/O and, if so, the subsequent DMA read, in step 356 may be
allowed to bypass, in step 314, the previous L/S to éystem memory or load
completion from system memory determined in step 346. Otherwise, methodology
300 goes to step 399.
Returning to step 346, if it is determined that the preceding transaction is not
a L/S to system memory or a load complete from system memory, in step 358 it is
determined if the preceding transaction is an eieio or sync. If so, in step 360 it is
determined if the subsequent transaction is a load or store to I/O. If so, the
subsequent load or store to VO, in step 318 is not allowed to bypass the previous eieio
or sync. Otherwise, methodology 300 recognizes, in'step 362 that the subsequent
transaction is a load completion from I/O and, in step 314 bypass of the previous
eieio or sync, from step 358, may be allowed to be bypassed by the subsequent load
completion from I/O from step 362.
Returning to step 358, if the preceding transaction is not an eieio or sync,
then, in step 364, methodoldgy 300 recognizes that the preceding transaction is a

DMA system memory operation, and in step 366 it is determined if the subsequent

.
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17 - transaction is a | oad conpletion froml/O and the preceding
transaction is not a DVA wite to systemnenory or if the subsequent
transaction is a L/Sto I/O If so, then the subsequent transaction may be
allowed, in step 314, to bypass the previous DVA system nenory operation.
O herwise, in step 368 it is determned if DVA peer-to-peer transactions .
are allowed. If not, in step 370, it isqyecognized by nethodol ogy 300, that
the subsequent transaction is a | oad conpletion from1/O and the preceding
transaction a DVA wite to system nmenory, and the subsequent | oad
conpletion froml/Q, is not allowed to bypass the previous DVA wite to
'system menory. The subsequent |oad conpletion froml/Ois not allowed to
bypass the previous DVA wite because the preceding DVA wite to system
menory nust be globally coherent prior to the conpletion of the subsequent
transaction, that is the load conpletion froml/Q I f, however, in
step 368 DMA peer-to-peer transactions are allowed, then it is determ ned
in step 372 if the preceding transaction is a DVA read to system nmenory or
a DVA read conpRas ggn iy gempletinn fiony I/Qrasdithepreseding tramsaction mmobe DMA i s

Cransacti on | s BUBKRS BeRBrLpE B HENGSTrAISFHOTdEBLAS D, FEShiiBt | on-
the. pr ovi ous. an e LGk 7516 ¥ Pl B8 o bl |
condi ti ons, theyst¢ém meanegry dperatiomeOthevwisquirstep 368t satetermined)if DdAl | owed to
bypass the pr e%gg'i-tg%eer transactions are allowed. If not, in step 370, it is recognized by
methodology 300, that the subsequent transaction is a load completion from I/O and
the preceding transaction a DMA write to system memory,. and the subsequent load
completion from I/O, is not allowed to bypass the previous DMA write to system
memory. The subsequent load completion from IO is not allowed to bypass the
previous DMA write because the preceding DMA write to system memory must be
globally coherent prior to the completion of the subsequent transaction, that is the
load completion from I/O.
If, however; in step 368 DMA peer-to-peer transactions are allowed, then it is
determined in step 372 if the preceding transaction is a DMA read to system memory
or a DMA read completion from system memory and the subsequent transaction is
either a DMA read to IO or a DMA read completion from I/O or the preceding
transaction is a DMA write to system memory and the subsequent transaction is
either a DMA read or write to I/O or a DMA read completion from I/O. If the
previous and subsequent transactions satisfy one of these sets of conditions, then in

step 314, the subsequent transaction may be allowed to bypass the preceding
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18 ° transaction. If, in step 372, the previous and subsequent
transactions are determned not to satisfy one of these sets of conditions,
then, in step 374 nmethodol ogy 300 determ nes if the subsequent transaction
is-a DVA wite to systemnenory or a |load conpletion fromI/Q and the
precedi ng transaction was a DVMA wite to system nenory. If the
subsequent and preceding transactions sqgisfy this condition, then, in step
318, the subsequent transaction, either DVA wite to system nenory or the
| oad conpletion fromI/Ois not allowed to bypass the previous DVA wite to
System nmenory. Qtherwi se, in step 376, nethodol ogy 300 determnes if the
subsequent transaction is either a DMVA wite to systemnenory or a DVA
wite to I/Oand the DVA in the preceding transaction is either a DVA read
request to systemnenory or a DVA read conpletion fromsystem nenory. |f
so, it is determned, in step 324 that the subsequent transaction either a
DVA wite to systemnenory or a DVMA wite to I/O nust be allowed to bypass
the previous DVA read request or read conpletion. O herw se, nethodol ogy
300 goes to stteagsapyion. If, in step B&2, Ghepreyions andsubsequenipirBBactians atddetemsined|i ng

Lransact1on | Soff WSt e R Er bt i, o Btk SR B p o
oL SR et ACROER 00N 400 G
det er i ned i f complgtioadeam VY, andthequrededing tsansadtionrwds/aDMA Whif tr systefrpad
conpl etion fr?rrf?emory.

If the subsequent and preceding transactions sé.tisfy this condition, then, in
step 318, the subsequent transaction, either a DMA write to system memory or the
load completion from /O is not allowed to bypass the previous DMA write to system
memory. Otherwise, in step 376, methodology 300 determines if the subsequent
transaction is either a DMA write to system memory or a DMA write to I/O and the
DMA in the preceding transaction is either a DMA read request to system memory or
a DMA read completion from system memory. If so, it is determined, in step 324
that the subsequent transaction either a DMA write to s&stem memory or a DMA
write to I/O must be allowed to bypass the previous DMA read request or read
completion. Otherwise, methodology 300 goes to step 399.

Returning again to step 306, if the preceding transaction is neither a DMA
operation or a L/S to system memory or an eieio or sync, it is then determined in
step 308 if the preceding transaction is a L/S to /O or a load completion from I/O.
The "Yes" path from step 308 has been described herein above. If, in step 308 it is

determined if the preceding transaction is not an L/S to /O or a load completion from

-



19 - " 1/O, then nethodol ogy 300 returns to step 310 and determines if
DMA peer-to-peer transactions are allowed. |If not, then nethodol ogy 300
orders the transactions using the L/'S and DVA to system nenory ordering
protocol described in commonly owned, co-pending U S. entitled "Apparatus
and, Met hod for Fabric Ordering for Load/ Store and Direct Menory Access
Transactions,"” incorporated herein by rgference. I f, however in step
310 DMA peer-to-peer transactions are allowed, nethodol ogy 300 recogni zes,
in step 378 that the preceding transaction is a DVA peer-to-peer operation,
in"that all other possibilities have been previously considered. It is
"determned in step 379 if the preceding transaction was a DVA read or wite
to 1/O If so, it is determned in step 381 if the subsequent transaction
is a DVA read conpl etion fromsystemnmenory. |If so, in step 324 the
subsequent transaction nust be allowed to bypass. O herw se net hodol ogy
goes to step 399. If in step 379, the no path is taken, the nethodol ogy
proceeds to step 380. It is then determned in step 380 if the subsequent
transacti on i 9/Q, thérBmethold610gy 306 yetumstorstep 3Y0 and detenadescidiiV At peentd-pean

|/ Cor system nenory. or an_eiei.o_or a_sync trapnsagtion, |If so, in step 382
it is further WSS 521 alloviede Iﬁ%s@a%mhqdpg}&@b Ogprs gleérqné%palopgugpgt em
menory, if notye | - t he
Subsequent 11 ang i SAEOME G BHR R Ror) e B o DSl BNy Vst em
menory or a | cawhedpogbendingUtS. entifléd> Appasatad and Method foxFabaic @idering forsync,
fromstep 380

'Lola]:i]Store and Direct Memory Access Transactions," incorporated herein by
reference. |

If, however in step 310 DMA peer-to-peer transactions are allowed,
methodology 300 recognizes, in step 378 that the preceding transaction is a DMA
peer-to-peer operation, in that all other possibilities have been previously considered.
Itis detennined in step 379 if the preceding transaction was a DMA read or write t.o
I/O. If so, it is determined in step 381 if the subsequent transaction is a DMA read
completion from system memory. If so, in step 324 the subsequent transaction must
be allowed to bypass. Othérwise methodology goes to step 399. If in step 379, the no
path is taken, the methodology proceeds to step 380. 1t is then determined in
step 380 if the subsequent transaction is a L/S to /O or system memory or a load
completion from I/O-or system memory or an eieio or a sync tlransaction. If so, in
step 382 it is further determined if the subsequent transaction is a load to system
Iﬁemory, if not, in step 314 bypass of the preceding transaction by the subsequent
transaction, one of a load or store to /O or a store to system memory or a load

completion frdm I/O or system memory or an eieio or sync, from step 380. If,

-
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20 however, the subsequent transaction is a load to system nenory,
then it is further determned, in step 385 if the previous and subsequent
transactions are to a different node or target RRO device. If so, in step
314 the subsequent |load to systemnenory, in step 382, may be allowed to
bypass the preceding transaction. Gtherwise, if in step 385, the subsequent
|l oad to systemnmenory is to the same nod@ as the preceding transaction,
then in step 318, the subsequent load to systemnenory is not allowed to
bypass the pervious transaction because the preceding transaction nust be
conplete prior to the subsequent transaction. Returning to step 380,
I f the subsequent transaction is not a L/Sto |I/O or systemnenory, or a

| oad conpletion froml/O or system nenory, or an eieio or sync, then in
step 384 it is determned if the preceding transaction is a DMA read to I/0O
or a DVA read conpletion fromI/QO If so, in step 386 it is determned if

t he subsequent transaction is a DVA wite to systemnenory, or a DVA wite
to 1/O If so, then in step 324 it is deternm ned that the subsequent
transacti on nusQwayer,4he sbsequent tignsaction is e lpadstoi systemDivemonya thenat ds/f@rther DVA

d | et LO., | ' t 386, Lt i det ' d that t
subsequent t r SeagrBBfh ikeon 85 & Bk e ant SisSaieEh Rrgmagns 4 inad et
conpl et i on fr ofBdeYT tAEIRAPINIR, Iﬁs@%sféﬁb‘i?tﬁbﬁlbééeagg'ﬂo% f‘ogsﬁgﬁl rtrl:g‘,%l% 0

determned if the preceding transaction s a DV conpl.
I f not, nethoddisepl&omaybeallewsd tobymenthe peecedingdransantioni Othdrefse3®dn it is
determ ned | f §t9pe3§§f Qﬁeeﬂx%gg&ueﬁ{ oad ?ocsty's%nm ﬁlsem%w%o Ed?easolanfeonq)':c)ile(aé.ts Iﬂ?enpreceding

transaction, then in step 318, the subsequent load to system memory is not allowed to

bypass the pervious transaction because the preceding transaction must be complete
prior to the subsequent transaction. _ '

Returning to step 380, if the subsequent transaction is not a L/S to I/O or
system memory, or a load completion from I/O or system memory, or an eieio or
sync, then in step 384 it is determined if the preceding transaction is a DMA read to
I/O or a DMA read completion from I/O. If so, in step 386 it is determined if the
subsequent transaction is a DMA write to system memory, or a DMA wrife to I/O. If
so, then in step 324 it is determined that the suBsequent transaction must be allowed

« tobypass the previous DMA read to I/O or DMA read completion from I/O. Ifin
step 386, it is determined that the subsequent transaction is not a DMA write to
system memory, a DMA read completion from system memory or a DMA write to
/O, in step 387, it is determined if the preceding transaction is a DMA. read
completidn from J/O. If not; methodology 300 proceeds to step 399. Otherwise, in
stép 383, it is determined if the subsequent transaction is a DMA read completion

-
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21 fromsystemnenory. |f so, the preceding transaction may be
bypassed, step 314. O herw se nethodol ogy 300 term nates in step 399.

If, in step 384 the preceding transaction is not a DMA read to I/O or a DVA
read conpletion fromlI/Q in step 388 it is determined if the subsequent
transaction is a DVA read conpletion froml/O: If so, in step 389,

met hodol ogy 300 determines if the precesling transaction is a DVA wite to
I/©or a DMAread to I/Q If so, in step 324, it is deternmined that the
suhsequent DVA read conpletion fromI/Q step 389, nust be allowed to
bypass the previous DVA transactions in step 389. If, however in step 389
the preceding transaction was not a DVA wite to I/O or DVA read to I/ QO
met hodol ogy 300 recogni zes that the preceding transaction is a DVA read
conpletion froml/Oin step 390, and, in step 314, it is determ ned that

t he subsequent DVA read conpletion froml/O step 388, nmay be allowed to
bypass the pervious DVA read conpletion froml/O. I f, however in
step 388 it is, determ ned that the subsequent transaction is not a DVA read

conpl eti on fr dE9msystemmemeny. 3bso, theypreecding Eansastion mey bebynsssedestepg14.
transaction i ' bl f: o ep 392, nethodol ogy 300
Z(Pﬁ’lf:ﬁg@% Welto ofogy 3{)6) ter g?ﬁg%mr;heg}

recogni zes th recedi ng’ fransa ave been a DMA read to I/ 0O

or a DVA read conpli€lingfepi38dithe placeding trahsagtion issiotR DMA réadtoyORr afviaand
the subsequent transaction nust be a read to I/Oor a DVA read to

syst em nmenor y . reatheempletion frep #Q4in stepe3 88Lib iscdetesmineghifl thessbisaquent/ teansactiohlis
read to syste 2l M@ﬁdr@%ﬁlpl?eedo%l tjré)r}ll\%.tﬁ so, in step 389, methodology 300 determines if
the preceding transaction is a DMA write to I/O or a DMA read to I/O. If so, in
step 324, it is determined that the subsgquent DMA read completion from /O,

-

step 389, must be allowed to bypass the previous DMA: transactions in step 389. If,
however in step 389 the preceding transaction was not a DMA write to /O or DMA-
read to I/O, methodology 300 recognizes that the preceding transaction is a DMA
read completion from I/O, in step 390, and, in step 314, it is determined that the
subsequent DMA read completion from I/O, step 388, may be allowed to bypass the
pervious DMA read completion from I/O.
If, however in step 388 it is determined that the subsequent transaction is not

. a DMA read completion from I/O, in step 391, it is determined if the preceding
transaction is a DMA write to I/O. If not, in step 392, methodology 300 recognizes
that the preceding transaction must have been a DMA read to I/O or a DMA read
completion from I/O, arriving at step 392 via step 386, and the subsequent transaction
must be a DMA read to I/O or a DMA read to systein memory. Then, in step 314, the
subsequent DMA read to I/O or DMA read to 'system memory may be allowed to

-



22 7 bypass the previous DVA read to I/O or DVA read conpletion from
| /-O. I f, however in step 391 the preceding transaction is a DVA
wite to I/OQ then in step 393 it is determned if the subsequent
transaction is a DVA read or wite to I/O If not, then it is recognized

t hat the subsequent transaction is a read or wite to system nenory, step
394, and, in step 314 the subsequent DMy read or wite to system nenory may
be-a all owed to bypass the previous DVA wite to I/ Q. . If, however in
step 393 it is determ ned the subsequent transaction is a read or wite to
1/0O it is further determined in step. 395 if the subsequent transaction is
a DMVA wite to I/O If so, the subsequent DVMA wite to I/Ois not allowed
to bypass the previous DVA wite to I/O step 318. If, however in step 395
t he subsequent transaction is not a DVA wite to I/Othen, in step 396 it
I's recogni zed that the subsequent transaction nust be a DMA read to I/QO
Then, in step 385 it is determned if the subsequent DVA read to I/Oin the
previous DVA wite to I/O fromstep 391, are to a different node or target
R/ O devi ce. | fbypass thépreviows DMA redditot I3 os 44 gessiconiplétiorefromiAy. be al | owed

DVA T 6ad i s Lot he IGdmeYBR st 194 e precrdina o eias BaioMe auieinlOhten
wite, then thgg @@3%%&%&‘?@@@%39&% tﬁﬁ%ﬁé@%&ﬁ%é&ﬁ%&x\“ te,

step 318. Met hodology 300 then termnates I1n ste ering
prot ocol s i npll&peHinet, then itit feoogizeghthBGhe subsedpens tramsacticred aagad bt Waitd ft ed

in the table in FIGJRE 4. Th able.in F defines sets_of
system memory, step %9&, and, in step il%JtﬁeE sébsequent DMA read or write to -

system memory may be a allowed to bypass the previous DMA write to I/O.

If, however in step 393 it is determined the subsequent transaction is a read or
write to IO, it is further determined in step 395 if the subsequent transaction is a
DMA write to /O. If so, the subsequent DMA write to I/O is not allowed to bypass
the previous DMA write to I/O, step 318. If, hdwever in step 395 the subsequent
transaction is not a DMA write to I/O then, in step 396 it is recognized that the
subsequent transaction must be a DMA read to I/O. Then, in step 385 it is
determined if the subsequent DMA read to /O in the previous DMA write to I/O,
from step 391, are to a different node or target R/O device. If so, then in step 314 the
subsequent DMA read may be allowed to bypass the previous DMA write. .However,
if in step 385, the subsequent DMA réad is to the same node or target I/O device as
the previous DMA write, then the subsequent DMA read must not bypass the
previous DMA write, step 318. Methodology 300 then terminates in step 399.

The ordering protocols implemented by methodology 300 may be summarized

 as illustrated in the table in FIGURE 4. The table in FIGURE 4 defines sets of
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23:" " transaction pairs that are ordered as indicated by the
corresponding entry in the table where "A" indicates precedi ng/ subsequent
transactions in which the subsequent transaction nmay be all owed to bypass
t he preceding transaction, "Y" indicates the subsequent transaction nust be
al l owed to bypass the precedlng transaction, and "N' indicates the
subsequent transaction nmust not be all egyed to bypass the transacti on.

The present invention provides a nmechanismfor a fabric bridge in a

mul ti-node, NUMA COVA data processing environnent. Under control of the
state machine included in the fabric bridge, transactions between nodes
"medi ated by the bridge may be ordered in accordance with the nethodol ogy
executed by the state machine. The bridge orders transactions nedi ated by
the bridge so that coherency requirenents are preserved, and deadlocks
avoi ded. 24

transaction pairs that are ordered as indicated by the corresponding entry in the table
where "A" indicates preceding/subsequent transactions in which the subsequent
transaction may be allowed to bypass the preceding transaction, "Y" indicates the
subsequent transaction must be allowed to bypass the preceding transaction, and "N"
indicates the subsequent transactioﬂ must not be allowed to bypass the transaction.
The present invention provides a mechanism for a fabric bridge in a
multi-node, NUMA/COMA data procé§sing environment. Under control of the state
machine included in the fabric bridge, transactions between nodes mediated by the
bridge may be ordered in accordance with the methodology executed by the state
machine. The bridge orders transactions mediated by the bridge so that coherency

requirements are preserved, and deadlocks avoided.



V\HAT~I S CLAI MED | S: 1. A data processing system conpri sing: a
f.aabric bridge operable for mediating transactions between nodes in said

data processing system said fabric bridge being operable for controlling a

sequence of transactions between said nodes wherein said fabric bridge
détermnes an ordering of a preceding transaction and a subsequent
transaction, said ordering being one oR4sai mmtmnsaction may be

allowed to bypass, nust be allowed to bypass be aI | owed to -
bypass, said preceding transaction, and where Lﬁlmmu
transactions include | oad/store (L/ S) to input VI ce and

“direct memory access (DVA) peer-to-peer transactions. . The data
processi ng systemof claim1l wherein said ordering is sai d subsequent
transaction may be allowed to bypass, said subsequent transaction nust be
al l oned to bypass, and said subsequent transaction nmust not be allowed to
bypass, when said first and second transactions are in one of a first,
second and third predeternm ned sets of transaction pairs, respectively.

3. The dat WHADERCLAINEIYE:em of claim 1 wherein said fabric bridge

determ nes said transaction ordering according to a predeterm ned protocol.

1. A data processing system comprising:

a fabric bridge operable for mediating transactions between nodes in said data
_processing system, said fabric bridge being operable for controlling a sequence of
transactions between said nodes wherein said fabric bridge determines an ordering of
a preceding transaction and a subsequent transaction, said ofdering being one of said
subsequent transaction may be allowed to bypass, must be allowed to bypass, and
must not be allowed to bypass, said preceding transaction, and wherein said sequence
of transactions include load/store (L/S) to input/output (I/O) device, and direct

memory access (DMA) peer-to-peer transactions.

2. The data processing system of claim 1 wherein said ordering is said
subsequent transaction may be allowed to bypass, said subsequent transaction must
be allowed to bypass, and said subsequent transaction must not be allowed to bypass,
when said first and second transactions are in one of a first, second and third

predetermined sets of transaction pairs, respectively.

-3, The data proceSsing system of, claim 1 wherein said fabric bridge determines

said transaction ordering according to a predetermined protocol.
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25" ) 4. The data processing systemof claim2 wherein said first,
second and third sets are determ ned according to a predeterm ned protocol.
5. The data processing systemof claim1l wherein said fabric bridge
further includes: control circuitry operable for controlling said
sequence of transactions between said nodes, said control circuitry

determ ning an ordering of said precedi2sg transaction _and sai d subsequent
transacti on. 6. The data processing systemof claimb5 wherein said
control circuitry includes a state machine, said s Jq rm ni ng
an ordering of said preceding transaction and sal mmslmﬂﬂﬂmﬁmaction
“in accordance wth a predeterm ned protocol. * Thetdara processing
systemof claim5 further including at |east one buffer operable for
storing transaction information, said buffer comunicating transaction
information in response to a signal fromsaid control circuitry. 8.

The data processing systemof claim1l wherein said sequence of transactions

further includes direct nenory access (DVMA) to system nenory and | oad/store
to 4, The data processing system o claim 2 wherein said first, second and third sets

are determined according to a predetermined protocol.

5. The data processing system of claim 1 wherein said fabric bridge further
includes: _

control circuitry operable for controlling said sequence of transactions
between said nodes, said control circuitry determining an ordering of said preceding

transaction and said subsequent transaction.

6. The data processing system of claim 5 wherein said control circuitry includes
a state machine, said state machine determining an ordering of said preceding
transaction and said subsequent transaction in accordance with a predetermined

protocol.

7. The data processing system of claim 5 further including at least one buffer
operable for storing transaction information, said buffer communicating transaction

information in response to a signal from said control circuitry.

8. The data processing system of claim 1 wherein said sequence of transactions
further includes direct memory access (DMA) to system memory and load/store to

.



26, ’ system menory. 9. The data processing systemof claim8
wherei n said sequence of transactions further includes eieio and sync

i nstructions. 10. The data processing systemof claim1 further
including a plurality of central processing units (CPU) coupled to said
fabric bridge, each CPU being operable for generating one . or nore
transactions of said sequence of transaggi ons.

27 -
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system memory.

9. The data processing system of claim 8 wherein said sequence of transactions

further includes eieio and sync instructions.

10.  The data processing system of claim 1 further including a plurality of central
processing units (CPU) coupled to said fabric bridge, each CPU being operable for

generating one or more transactions of said sequence of transactions.



11 A nethod of nediating transactions between nodes in a data processing
system conprising the steps of: controlling a sequence of
transacti ons between sai d nodes by determ ning an ordering of a preceding
transaction and a subsequent transaction, said ordering being one of said
subsequent transaction nmay be allowed to bypass, nust be allowed to bypass,
and nust not be allowed to bypass, said_preceding t r ansactt+of; —and—wherei n

sai d sequence of transactions include |9ad/ st or e (L/ t / out put
(1/0 device, and direct menory access (DMA) peer-tojamy"ﬂﬁgaﬂwﬁm_
12, The nethod of claim 11l wherein said ordering is L
transaction may be allowed to bypass, said subsequent transaction nust be
all oned to bypass, and said subsequent transaction nmust not be all owed

t o- bypass, when said first and second transactions are in one of a first,
second and third predeterm ned sets of transaction pairs, respectively.

13. The nmethod of claim 11 wherein said transaction ordering is

determ ned according to a_ predeterm ned protocol. 14. The net hod of

cl ai m 12 wher elln saﬁ@lﬁh@%@fmg@@mtrmactmmrbgtvse@n@odmndedaéa piogessingccor di ng

to a predeter r@y&%% Po&r?ﬁx%‘fr?gl the steps of: -
controlling a sequence of transactions between said nodes by determining an
ordeﬁng of a preceding transaction and a subsequent transaction, said ordering being
one of said subsequent transaction may be allowed to bjpass, must be allowed to
bypass, and must not be allowed to bypass, said preceding transaction, and wherein
said sequence of transactions include load/store (L/S) to input/output (I/O) device,
and direct memory access (DMA) peer-to-peer transactions.

12.  The method of claim 11 wherein said ordering is said subsequent transaction
may be allowed to bypass, said subsequent transaction must be allowed to bypass,
and said subsequent transaction must not be allowed to bypass, when said first and
second transactions are in one of a first, second and third predetermined sets of

transaction pairs, respectively.

13.  The method of claim 11 wherein said transaction ordering is determined

according to a predetermined protocol.

14. The method of claim 12 wherein said first, second and third sets are

determined according to a predetermined protocol.
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15.." The nmethod of claim 11 wherein the step of controlling said sequence
“of transactions includes providing control circuitry operable for
controlling said sequence of transactions between said nodes, said control
circuitry determ ning an ordering of sai-d preceding transaction and said
subsequent transaction. 16. The nethod of claim 15 wh Ha—said control
circuitry includes a state machine, said state chine determ ning an

ordering of said preceding transaction &8Rd said ““m‘\lm“ft ion in
accordance with a predeterm ned protocol. 17. s\mm‘m 81 aim 15
wherein the step of controlling said sequence of trartsatti Bns’incl udes
further includes: ' providing at | east one buffer operable for
storing transaction information; and comuni cating transaction
‘information via said.buffer in response to a signal fromsaid control
circuitry. 18. The met hod of claim 11 wherein said sequence of
transactions further includes direct nenory access (DVMA) to system nenory

and | oad/store to system nmenory. 19. The method of claim 18 wherein
sai d sequence I trémeﬂlbdnéc im tl havherein the step of controlling said sequence of

transactions includes providing control circuitry operable for controlling said
sequence of transactions between said nodes, said control circuitry determining an

ordering of said preceding transaction and said subsequent transaction.

16.  The method of claim 15 wherein said control circuitry includes a state
machine, said state machine determining an ordering of said preceding transaction

and said subsequent transaction in accordance with a predetermined protocol.

17.  The method of claim 15 wherein the step of controlling said sequence of
transactions includes further includes:
providing at least one buffer operable for storing transaction information; and
communicating transaction information via said buffer in response to a signal

from said control circuitry.

18.  The method of claim 11 wherein said sequence of transactions further
includes direct memory access (DMA) to system memory and load/store to system

memory.

19.  The method of claim 18 wherein said sequence of transactions further



29 « i ncl udes eieio and sync instructions. 20. The net hod of
claim 11 wherein said sequence of transaction includes transactions
generated by one or nore central processing units (CPUs). '
21. A conput er program product operable for storage on program storage
medi a, the program product operable for nediating transactions between

nodes in a data processing system 'theZ28rogram proeduct—conprising:

priogramm ng for controlling a sequence of transactl'liﬂmlﬂﬁimmi]lﬁmr nodes
L M H *

* c

includes eieio and sync instructions.

20.  The method of claim 11 wherein said sequence of transaction includes

transactions generated by one or more central processing units (CPUs). -



-

by sdet ermi ning an ordering of a preceding transaction and a subsequent
transaction, said ordering being one of said subsequent transaction may be
al l owed to bypass, nust be allowed to bypass, and nust not be allowed to
bypass, said preceding transaction, and wherein said seguenree—of
transactions include |oad/store (L/S) to |nput/outp / Q) device, and

di r'rect nenory access (DMA) peer-to- peer3®ransaction !f!!{ﬂ "’”ﬂﬂﬂi gram
product of claim 21 wherein said ordering is said su un?|on
may be allowed to bypass, said subsequent transaction nust be' al’l oed to
bypass, and-said subsequent transaction nust- not be allowed to bypass, when
said first and second transactions are in one of a first, second and third

predeterm ned sets of transaction pairs, respectively. 23. The program
product of claim21 wherein said transaction ordering is determ ned
according to a predeterm ned protocol . 24. The program

product of claim 22 wherein said first, second and third sets are
determ ned accordi ng to a predeterm ned pr ot ocol .
computer program product operable for storage on program storage media,

the program product operable for mediating transactions between nodes in a data
processing system, the program product comprising;

programming for controlling a sequence of transactions between said nodes
by determining an ordering of a preceding transaction and a subsequent transaction,
said ordering being one of said subsequent transaction may be allowed to bypass,
must be allowed to bypass, and must npt be allowed to bypass, said preceding
transaction, and wherein said sequence of transactions include load/store (L/S) to
input/output (/O) device, and direct memory access (DMA) I;eer-to-peer

transactions.

22.  The program product of claim 21 wherein said ordering is said subsequent
transaction may be allowed to bypass, said subsequent transaction must be allowed to
bypass, and said subsequent transaction must not be allowed to bypass, when said
first and secopd .transactions are in one of a first, second and third predetermined sets

of transaction pairs, respectively.

23.  The program product of claim 21 wherein said transaction ordering is

determined according to a predetermined protocol.



25..  The program product of claim 21 wherein said progranm ng for
controlling said sequence of transactions includes programm ng for control
circuitry operable for controlling said sequence of transactions between
sai d nodes, said control circuitry determning an order,ﬂgﬁeﬁ

precedi ng transaction and sai d subsequent transaction i |on ln res on said
pr ogr amm ng. 26. The program produat of claim ié nt r ol
Circuitry includes a state nachine, said state mac = an
ordering of said preceding transaction and said subsequ%nt transactlon in
accordance with a predeternined protocol in response to said progranm ng.
27. The program product of claim25 wherein said programmng for
controlling said sequence of transactions includes further includes:
programm ng for controlling at | east one buffer operable for storing
transaction information; and programm ng for conmuni cating
transaction information via said buffer in response to a signal fromsaid
control circul %y The program product of claim 22 wherein said first, second and tﬁxzr'd sets are

determined according to a predetermined protocol.

25.  The program product of claim 21 wherein said programming for_éontrolling
said sequence of transactions includes programming for control circuitry operable for
controlling said sequence of transactions between said nodes, said control circuitry
deteﬁnining an ordering of said preceding transaction and said subsequent transaction

in response to said programming,

26.  The program product of claim 25 wherein said control circuitry includes a
state machine, said state machine determining an ordering of said preceding
transaction and said subsequent transaction in accordance with a predetermined

protocol in response to said programming.

27.  The program product of claim 25 wherein said programming for controlling
said sequence of transactions includes further includes:

programming for controlling at least one buffer operable for storing
transaction information; an&

prograimning for communicating transaction information via said buffer in

response to a signal from said control circuitry.



28+  The program product of claim 21 wherein said sequence of transactions -
further includes direct nmenory access (DMA) to system nenory and | oad/ store

to system nenory. 29. The program product of claim 28 wherein said
sequence of transactions further includes eieio and sync instructions.
30.. The program product of claim 21 wherein sai d Sequence of transaction

i nCl udes transacti ons generated by one ofp nore centys ' its
L1 e . _ AN

28.  The program product of claim 21 wherein said sequence of transactions
further includes direct memory access (DMA) to system memory and load/store to

system memory.

29.  The program product of claim 28 wherein said sequence of transactions

further includes eieio and sync instructions.

30.  The program product of claim 21 wherein said sequence of transaction

includes transactions generated by one or more central processing units (CPUs).



