
Express Mail Label No. EV748354580US [0001] DIGITAL
RIGHTS MANAGEMENT USING TRUSTED PROCESSING TECHNIQUES
[0002] FIELD OF INVENTION [0003] The present invention
generally relates to digital rights management (DRM)
methods in wireless communication networks. More
particularly, the present invention provides methods
for enhancing security, integrity, and trustworthiness
in systems operating in accordance with the Open
Mobile Alliance (OMA) DRM specifications. [0004]
BACKGROUND [0005] The OMA DRM is a DRM system
specified by the OMA, a consortium of mobile phone and
device manufacturers and mobile service providers. The
scheme is implemented on many mobile phones and is
intended to be used by mobile content providers to add
DRM to their products and services. Two versions of
the OMA DRM have been released: OMA DRM 1.0 and OMA
DRM 2.0. [0006] OMA DRM 1.0 addressed schemes for
basic management of digital rights for content
objects. As such, it did not provide strong protection
for either the content object or the rights object.
OMA DRM 1.0 specifies three methods of delivery:
Forward Lock (which prevents the user from forwarding
content to other users or devices), Combined Delivery
(a combined rights object and media object), and
Separate Delivery (separate rights object and media
object). The OMA DRM 1.0 was designed to handle
small-sized media objects such as ring tones or
wallpapers for phones. 



[0007] OMA DRM 2.0 improves and extends the OMA DRM
1.0 delivery mechanism. Adevice compliant with OMADRM
2.0 has an individual certificate based on a DRM
public key infrastructure (PKI), i.e., each device has
a public key, a corresponding private key, and a
certificate verifying this fact. Each rights object
(RO) is protected for both confidentiality (by
encryption) and integrity (bydigital signatures). The
use of PKI, encryption, and integrity checking
strengthens the security of the OMA DRM 2.0 system
compared to that of the OMA DRM 1.0 system. [0008] OMA
DRM 2.0 also specifies a set of protocols that
together are called the Rights Object Acquisition
Protocol (ROAP)that comprises various subprotocols
related tomutual authentication and registration
between a device and a rights issuer (RI), requesting
ROs, response to delivery of ROs or refusal to deliver
ROs, and joining and leaving of domains by the device.
[0009] The following are some of the main entities
defined in the OMA DRM: [0010] Actor - An actor is an
external entity that carries out use cases. [0011]
Backup/Remote Storage - Transferring ROs and Content
Objects (COs) to another location with the intention
of transferring them back to the original device.
[0012] Combined Delivery - A OMA DRM 1.0 method for
delivering protected content and the RO. The RO and
the protected content are delivered together in a
single entity, the DRM message. [0013] Confidentiality
- The property that information is not made available
or disclosed to unauthorized individuals, entities, or
processes. [0014] Composite Object - A CO containing
one or more media objects by 



means of inclusion. [0015] Connected Device -A device
capable of directly connecting to an RI using an
appropriate protocol over an appropriate wide area
transport/network layer interface. [0016] Content -
One or more media objects. [0017] Content Issuer (CI)
- The entity making content available to the DRM
agent. [0018] Content Provider - An entity that is
either a CI or an RI. [0019] Device - A user equipment
with a DRM agent. It can be either a connected device
or an unconnected device, but this distinction is
contextual andvariable in nature, since a connected
device can become an unconnected device when it loses
its capability to directly connect to an RI. [0020]
Device Revocation - The process of an RI indicating
that a device is no longer trusted to acquire ROs.
[002 1] Device RO -An RO dedicated for a particular
device by means of the device's public key. [0022]
Domain - A set of devices, which are able to share
domain ROs. Devices in a domain share a domain key.
Adomain is defined and managed by an RI. [0023] Domain
Identifier -A unique string identifier of the domain
key. [0024] Domain Key -A 128 bit symmetric cipher
key. [0025] DRMAgent - The entity in the device that
manages permissions for media objects on the device.
[0026] DRM Content - Media objects that are consumed
according to a set of permissions in an RO. 



[0027] DRM Time -A secure, non-user changeable time
source. The DRM time is in the UTC time format. [0028]
Integrity - The property that data has not been
altered or destroyed in an unauthorized manner. [0029]
Join Domain - The process of an RI including a device
in a domain. [0030] Leave (De-Join) Domain - The
process of an RI excluding a nonrevoked device from a
domain. [0031] Media Object -A digital work or a
composite object. [0032] Network Service Provider -
The entity providing network connectivity for a mobile
device. [0033] Permission - Actual usages or
activities allowed by the RI overDRM content. [0034]
Play - To create a transient, perceivable rendition of
a resource. [0035] Protected Content - Media objects
that are consumed according to a set of permissions in
an RO.[0036] Restore - Transferring the protected
content and/or ROs from an external location back to
the device from which they were backed up. [0037]
Revoke - Process of declaring a device or RI
certificate as invalid. [0038] Rights Issuer (RI) - An
entity that issues ROs to OMA DRM conformant devices.
[0039] RI Context - Information that was negotiated
with a given RI during the 4-pass Registration
Protocol such as RI ID, RI certificate chain, version,
algorithms, and other information. An RI Context is
necessary for a device to successfully participate in
all the protocols of the ROAP suite, except the
Registration Protocol. 



[0040] Rights Object (RO) -Acollection of permissions
and other attributes which are linked to protected
content. [0041] Rights Object Acquisition Protocol
(ROAP) -Aprotocol that enables devices to request and
acquire ROs from an RI. [0042] ROAP Trigger - An
extensible markup language (XML) document including a
URL that, when received by the device, initiates the
ROAP. [0043] Stateless Rights - ROs for which the
device does not have to maintain state information.
[0044] Stateful Rights - ROs for which the device has
to explicitly maintain state information, so that the
constraints and permissions expressed in the RO can be
enforced correctly. An RO containing any of the
following constraints or permissions is considered
Stateful Rights: <interval>, <count>, <timed-count>,
<datetime>, <accumulated> or <export>. [0045]
Super-Distribution - A mechanism that (1) allows a
user to distribute protected content to other devices
through potentially insecure channels and (2) enables
the user of that device to obtain an RO for the
superdistributed protected content. [0046] Unconnected
Device -Adevice that is capable of connecting to an RI
via a connected device using an appropriate protocol
over a local connectivity technology, e.g., OBEX over
IrDA (object exchange over infrared), Bluetooth, or
Universal Serial Bus (USB). An unconnected device may
support DRM Time.[0047] User - The human user of a
device. The user does not necessarily own the device.
[0048] Figure 1 is an overview of the existing OMA DRM
2.0 functional architecture 100. The architecture 100
consists of a DRM system 102, a content 



provider 104, and a user 106. The DRM system 102
includes a CI 110, an RI 112, DRM agents 114, a
network store 116, and removable media 118. The CI 110
distributes protected content 122 and the RI 112
distributes an RO 124. The DRM agents 114 redistribute
the protected content 122. [0049] The CI 110 is an
entity that delivers DRM content 122. The OMA DRM
defines the format of the DRM content 122 to be
delivered toDRM agents 114 and the way that the DRM
content 122 can be transported from the CI 110 to the
DRM agent 114 using different transport mechanisms.
The CI 110 may do the actual packaging of the DRM
content 122 itself or it may receive pr e packaged
content from some other source. [0050] The RI 112 is
an entity that assigns permissions and constraints to
the DRM content 122 and generates ROs 124. An RO 124
is an XML document expressing permissions and
constraints associated with the DRM content 122. ROs
124 govern how the DRM content 122 may be used; the
DRM content 122 cannot be used without an associated
RO 124 and may only be used as specified by its
associated RO(s). DRM content could be associated with
more than one RO if, for example, the RO has a time
expiration (e.g., 10 days), and after the time
expiration a new RO would be needed to access the
content. [0051] The DRM agent 114 is a logical entity
that is responsible for managing point-of-consumption
enforcement of the DRM content 122. The DRM agent 114
embodies a trusted component of a device, and is
responsible for enforcing the permissions and
constraints for the DRM content 122 on the device,
controlling access to the DRM content on the device
(which can only be accessed through the DRM agent
114), and so on. 



[0052] The DRM content 122 is packaged to protect it
from unauthorized access before it is delivered. The
CI 110 delivers the DRM content 122, and the RI 112
generates the RO 124. The CI 110 and the RI 112 embody
logical roles,rather than physical entities, in the
system 102. For example, in one deployment, content
owners may pre-package DRM content, which is then
distributed by a content distributor acting as both CI
and RI. [0053] An RO 124 governs how the DRM content
122 may be used. DRM content 122 cannot be used
without an associated RO 124, and may only be used
according to the permissions and constraints specified
in the RO 124. The OMA DRM makes a logical separation
of DRM content from ROs. DRM content and ROs may be
requested separately or together, and they may be
delivered separately or at the same time. When they
are delivered at the same time, they are typically
both provided by the CI 110, with the ROand the
content embedded in a DRM Content Format (DCF). [0054]
An RO 124 is cryptographically bound to a specific DRM
agent 114 by a set of keys, so only that specific DRM
agent 114 can access it. The DRM content 122 can only
be accessed with a valid RO 124, so the content 122
can be freely distributed or super-distributed. [0055]
The OMA DRM 2.0 allows one RO to be bound to a group
of DRM agents. Such a group is called a domain. DRM
content and ROs distributed to a domain may be shared
and accessed offline by all DRM agents belonging to
that domain. For example, a user may purchase DRM
content for use on both her phone and her PDA. [0056]
The OMA DRM specifications define the format and the
protection mechanism for DRM content (or the DCF), the
format (rights expression 



language (REL)) and the protection mechanism for the
RO, and the security model for management of
encryption keys. The OMA DRM specifications also
define how the DRM content and the ROs may be
transported to devices using a range of transport
mechanisms, including pull (HTTP pull, OMAdownload),
push (WAPpush, MMS), and streaming. However, the
OMADRM specifications do not address any interaction
between network entities, e.g., between the CI 110 and
the RI 112. [0057] The following is a non-exhaustive
list of the use cases covered by the OMA DRM 2.0
specifications.[0058] 1. Basic pull model [0059] A
user selects content to download by browsing to a Web
site, and confirms the terms of the purchase. The CI
110 identifies and protects the content 122, i.e.,
packages it. The content 122 is encrypted using the
content encryption key (CEK). The device capabilities
can be detected using advertised MIME-type support,
etc. The RI 112 generates an RO 124 for the content
122 and the target DRM agent 114. The RO 124 includes
the permissions for the content transaction and the
CEK. Lastly, the RO 124 is cryptographically protected
by encryption (using an RO encryption key, or REK) and
digital signatures, and is bound only tothe target DRM
agent 114. The DRM content 122 and the protected RO
124 are then delivered to the DRM agent 114. [0060] 2.
Push of DRM content [0061] An alternative distribution
model is topush the content directly to a device using
Multimedia Messaging Service (MMS), WAP Push, or a
similar method, without a preceding discovery process.
There are two variations on this use case. 



[0062] 2A. Content push [0063] The CI IlO and/or the
RI 112 may have certain prior knowledge of a user and
a particular DRM agent 114, so that the content 122
and an RO 124 can be formatted and packaged for
delivery. [0064] 2B. Push-initiated pull [0065] In
this case, the CI 110 and/or the RI 112 may have no
prior knowledge about the user or their DRM agent 114,
but may still wish to deliver content, e.g., to allow
the user to preview the content 122 to entice them to
purchase the content. Instead of pushing the DRM
content 122 directly to a user, a link t othe content
or a link tothe preview of the content can be sent.
Following the link will take the user to a specific
location and then the procedure continues as in the
basic pull model. [0066] 3. Streaming of DRM content
[0067] Both the basic pull and the push use cases
assume that the content is packaged and delivered in
its entirety. Alternatively, the content may
bepacketized and delivered as a stream. In this case,
the stream itself is protected (encrypted). The exact
format of the encryption has been left out of the
scope of OMA DRM, and can be chosen from existing
encryption standards. The streams may be protected
with encryption schemes which are different from those
specified by OMA for download, to address possible
packet loss, etc. After the stream is encrypted,
though, access to the stream can be controlled through
the same procedure as described earlier for discrete
content. An RO is generated, the stream encryption key
is put in the ROjust like a CEK would be, and the RO
is then cryptographically bound to a DRM agent. [0068]
4. Domains 



[0069] Domains are an optional feature and may not be
supported by all RIs. Domains expand the basic model
of the OMA DRM 2.0 where the ROs and the CEK are bound
to a specific DRM agent 114, and allow an RI 112 to
bind rights and CEKs to a group of DRM agents instead
of just a single DRM agent. Users may then share the
DRM content 122 off-line between all DRM agents
belonging to the same domain. An RI 112 may use the
domain concept to provide new services, such as
enabling users to access DRM content 122 from several
devices that they own or provide support for
unconnected devices where users purchase the DRM
content and rights via one device (e.g., a PC) for
later use on another device (e.g., a portable player).
[0070] 5. Back-up [0071] The DRM content 122 can be
stored on removable media 118, in a network store 116,
or in some other form of storage. The DRM content 122
is stored in encrypted form and can only be accessed
by a particular target DRM agent 114 using an
associated RO 124. ROs 124 can be stored for backup
purposes if the RO only contains stateless
permissions. The security model ensures that the RO
124 is protected and can only be accessed by the
intended DRM agent 114, even if the RO 124 is stored
off-device. Some permissions require maintenance of
state by the DRM agent 114, e.g., a limited number of
plays. Such ROs cannot be stored off-device, as this
might result in loss of the state information.[0072]
6. Super-Distribution [0073] The DRM content 122 can
be copied and transferred to other DRM agents 114,
e.g., a user sending the DRM content 122 to a friend.
The friend, in order to access the content 122, is
taken to the RI 112 via a link in the DRM 



content package to acquire an RO 124. [0074] 7. Export
(to non-OMA DRM systems) [0075] The DRM content 122
may be exported to other DRM systems, for use on
devices that are not OMA DRM compliant, but support
some other DRM mechanism. The OMA DRM architecture
allows RIs 112 to, if they wish, express permission
for DRM agents 114 to perform conversions to specific
other DRM systems, possibly as specified by the other
DRM system. The RI 112 may limit the export only to
specific external DRM systems. [0076] 8. Support of
unconnected devices [0077] The OMADRM enables a
connected device to act as an intermediary to assist
an unconnected device to purchase and download content
122 and ROs 124. Auser, for example, may have an OMA
DRM compliant portable device (an unconnected device)
that has no network connectivity, and an OMA DRM
compliant mobile device (a connected device) that has
network connectivity. After using the connected device
to browse and purchase the DRM content 122 and
downloading the DRM content 122 to the connected
device, the user then may wish to play the DRM content
122 on the unconnected device. In this case, the DRM
agent 114 on the connected device requests and
downloads a domain RO 124 from the RI 112. The DRM
agent 114 on the connected device then embeds the
domain RO 124 in the DCF. The DCF can then be
transferred to the unconnected device using an
appropriate protocol over a local connectivity
technology, e.g., Bluetooth or USB. Both the connected
device and unconnected device must beOMADRM compliant
to support this functionality. Also, the unconnected
device must belong to the 



same domain as the connected device. [0078] Security
and Trust[0079] The following is an overview of the
OMADRM 2.0 security and trust measures. In general,
any DRM solution needs to meet two security
requirements: (1) the protected content must only be
accessed by properly authenticated and authorized DRM
agents; and (2) permissions on the protected content
must be honored by all DRM agents. Enforcement of the
permissions and constraints associated with the
DRMcontent are the main concern of the security and
trust measures of any DRM scheme. Unauthorized access
to DRM content beyond what is stipulated by the
associated RO and creation of illegal copies and
redistribution of DRM content constitute the main
threats to any DRM system. [0080] The OMA DRM system
provides the means for the secure distribution and
management of protected content in the OMAenvironment
and meets the requirements specified above. The OMA
DRM enforces the use and protection of the content and
the ROs at the point of consumption by using a DRM
agent that ensures protected use of content under the
constraints of the ROs. [0081] The basic steps for
distributing DRM content can be summarized as follows:
[0082] 1. Content packaging. Content is packaged in a
secure content container (DCF). The DRM content is
encrypted with a symmetric content encryption key
(CEK). The content can be pre-packaged, i.e., content
packaging does not have to happen on the fly. The same
CEK is not used for all instances of a piece of
content, although this is not a requirement in the OMA
DRM. [0083] 2. DRM agent authentication. All DRM
agents have a unique 



private/public key pair and a certificate. The
certificate includes additional information such as
device maker, device type, software version, serial
numbers, etc. This allows the CIs and the RIs to
securely authenticate a DRM agent. [0084] 3.
ROgeneration. The RO contains the CEK, which ensures
that the DRM content cannot be used without an
associated RO. ROs are made up of permissions (e.g.,
play, display, and execute) and constraints (e.g.,
play for a month, display ten times). ROs may also
include constraints that require a certain user to be
present (e.g., determined by a user identity) when the
contentis accessed. These permissions and constraints,
along with other information embodied in the RO (e.g.,
copyright information), may be presented to the user.
[0085] 4. ROprotection. Before delivering the RO,
sensitive portions of the RO (such as the CEK) are
encrypted with a rights encryption key (REK), and the
RO is then cryptographically bound to the target DRM
agent. This ensures that only the target DRM agent can
access the RO, the CEK, and the DRM content. In
addition, the RI digitally signs the RO. The ROalso
governs access to the DRM content by including the
CEK. The OMA DRM Rights Expression Language (REL)
specifies the syntax (XML) and semantics of
permissions and constraints governing the use of the
DRM content. An RO has its own MIME content type.
[0086] 5. Delivery. The RO and the DCF can now be
delivered to the target DRM agent. Since both items
are inherently secure, they can be delivered using any
transport mechanism (e.g., HTTP/WSP, WAP Push, MMS).
The RO and the DCF can be delivered together, e.g., in
a MIME multipart message or can be delivered
separately. [0087] The OMA DRM trust model for the ROs
is based on the public key 



infrastructure (PKI), whereby there are groups of
principals, verifiers and one or more authentication
authorities recognized and trusted by both. A single
entity can play both as a principal and a verifier
depending on the needs of the context and solutions
chosen. The PKI enables a verifier to authenticate the
identity and other attributes of a principal when they
communicate over an open, unsecured network. In such a
system, typically, the verifier does not have to
maintain any sensitive information about the
principals it interacts with, for the purposes of
authentication. In addition, the Certification
Authority (CA) is not directly involved in
transactions between principal and the verifier. An RI
trusts a DRM agent tobehave correctly if the DRM
agent's certificate is verifiable by the RI and has
not been revoked. Similarly, a DRM agent trusts an RI
to behave correctly if the RFs certificate is
verifiable by the DRM agent and has not been revoked.
[0088] The primary entities of the PKI as applied to
the OMADRM are the CAs, the devices, and the RIs. The
authentication and key transfer protocols ofthe
OMADRMrequire the RI tobe able to authenticate the
device and the device to be able to authenticate the
RI. Such mutual authentication is accomplished by the
ROAP. [0089] In addition, devices are assumed to be
provisioned (either at manufacturing time or later)
with device public and private keys and associated
certificates signed by an appropriate CA. Based on the
certificate preferences expressed by the RI, the
device has to provide an appropriate certificate.
Devices are required to store the private keys in
local storage with integrity and confidentiality
protection. [0090] The RIs are also provided with
public keys, private keys, and certificates signed by
a CA. The certificate chain (a chain of multiple
certificates 



including the certificate of the public key owner
signed by one CA and zero or more additional
certificates of CAs signed by other CAs) is presented
to the device at the time of the authentication
protocol for validation of the certificate chain of
trust. [0091] It is noted that multiple CAs may exist
in the DRM system. The ROAP protocol requires that the
CA signing the RI certificates runs an Online
Certification Status Protocol (OCSP) responder for use
during the execution of the protocol. The CAs are also
required to define the appropriate certificate
policies to govern the use of the issued certificates.
[0092] The following describes the main aspects of OMA
DRM security. [0093] 1. Confidentiality, which ensures
that data is not accessible by an unauthorized party.
As stated above, the protected content must only be
accessible by properly authenticated and authorized
DRM agents. To achieve this goal, protected content is
encrypted. Encryption keys are unique to each media
object, and ROs carry the encryption keys wrapped in
keys only accessible by the intended recipients.
[0094] 2. Authentication, which is the process by
which a party identifies itself to another party. In
the OMA DRM, mutual DRM agent and RI authentication is
achieved in the 4-pass Registration Protocol, the
2-pass RO Acquisition Protocol, and the 2-pass Join
Domain protocol. Depending on theprotocol used and the
message sent, authentication is achieved either
through digital signatures on nonces or on time
stamps. The 1-pass RO Acquisition Protocol achieves RI
authentication through the digital signature on a time
stamp. It does not authenticate the DRM agent tothe
RI, but due tothe protected content being wrapped with
the recipient's public key, authentication is done 



indirectly through key binding. The 2-pass Leave
Domain Protocol authenticates the DRM agent to the RI
through the digital signature on a time stamp. It does
not authenticate the RI to the DRM agent. RIs are
required to authenticate themselves to the DRM agent
during delivery of ROs. This provides some level of
assurance about the authenticity of the RI. [0095] 3.
Data Integrity Protection ensures the ability to
detect unauthorized modification of data. In the OMA
DRM, data integrity protection, when applicable, is
achieved through digital signatures on ROAPmessages
and ROs. [0096] 4. Key Confirmation ensures the
recipient of a message containing a protected key that
the message sender knows the key value. In the DRM
context, this property protects against unauthorized
re-issuance of ROs from one RI by another. In the OMA
DRM system, key confirmation is achieved through a
medium access control (MAC) over the protected key and
the sending party's identity by using parts of the
protected key as the MAC key. [0097] The DRM agent has
tobe trusted by the RI, both in terms of correct
behavior and in terms of a secure implementation. In
the OMA DRM, each DRM agent is provisioned with a
unique key pair and an associated certificate,
identifying the DRM agent and certifying the binding
between the agent and this key pair. This allows RIs
to securely authenticate the DRM agent using standard
PKI procedures. [0098] The information in the
certificate enables the RI to apply a policy based on
its business rules, the value of its content, etc. For
example, an RI may trust certain manufacturers, or it
may keep an updated list of DRM agents that 



are known to be trusted or not trusted according to
some criteria defined by the RI.[0100] The DRM Content
Format (DCF) is a secure content package for encrypted
content, with its own MIME content type. In addition
tothe encrypted content, it contains additional
information such as content description (original
content type, vendor, version, etc.), RI uniform
resource identifier (URI) (a location where an ROmay
be obtained), and so on. This additional information
is not encrypted and may be presented to the user
before an RO is retrieved. The CEK needed to unlock
the DRM content inside a DCF is contained within the
RO. Thus, it is not possible to access DRM content
without the RO, and the DRM content can only be used
as specified in the RO. The OMA DRM includes a
mechanism allowing a DRM agent to verify the integrity
of a DCF, protecting against modification of the
content by an unauthorized entity. [0101] The OMA DRM
system assumes the presence of DRM time in the DRM
agent. Since users are not able to change the DRM
time, a mechanism is defined by which the DRM time can
be synchronized with the time held by an OCSP
responder. Some constraints (e.g., absolute time
constraints), as well as some aspects of the delivery
protocol for ROs, rely on the DRM agent having a
secure time source. DRM time in the context of the OMA
DRM specifications means an accurate time as well as a
time value that is not changeable by users. The OMA
DRM specifications provide mechanisms for the DRM time
to be synchronized when necessary, e.g., if the DRM
time is lost after a prolonged power failure. Some
limited-capability unconnected devices may not support
a real time clock and hence may not support DRM time.
Connected devices, however, must support DRM time. 



[0102] The OMA DRM protects against RO replay
protection attacks. An example of an ROreplay attack
is where an intermediary intercepts an ROwith a
limited number of plays during delivery to the DRM
agent. When the rights expire on the DRM agent, the
intercepted ROmight be delivered again (replayed) from
the intermediary. The OMA DRM prevents this and
similar attacks from occurring.[0103] The OMADRM
system provides application-layer security through the
use of the security mechanisms listed above. Hence, it
does not rely on, or assume, transport layer security.
[0104] The ROAP plays a central part in the OMA DRM
2.0 in allowing secure, authentication-based exchange
of information regarding ROs. The ROAP is the common
name for a suite of DRM security protocols between an
RI and a DRM agent in a device. The protocol suite
contains several sub-protocols: [0105] 1. The 4-pass
protocol for registering a device with an RI, as shown
in Figure 2. [0106] 2. The 2-pass RO acquisition
protocol includes the request and delivery of an RO,
as shown in Figure 3. [0107] 3. The 1-pass RO
acquisition protocol relates to the delivery of an RO
from an RI to a device (e.g., messaging/push), as
shown in Figure 4. [0108] 4. The 2-pass join domain
protocol for a device tojoin a domain, as shown in
Figure 5. [0109] 5. The 2-pass leave domain protocol
for a device to leave a domain, as shown in Figure 6.
[0110] Figure 2 is a flow diagram the 4-pass
registration protocol 200. The protocol 200 utilizes a
device 202, an RI 204, and an OCSP responder 206. The 



device 202 initiates (possibly upon receipt of a
ROAPtrigger) the contact with the RI 204 by sending a
Device Hello message (step 210), which contains
information such as the device ID (a hash of a
device's certificate that the RI 204 can later check
with the OCSP responder 206) and other information.
Table 1 illustrates the main components in the Device
Hello message. None of the information in the Device
Hello message is integrity protected, i.e., there is
no signature for the message. Table 1. Format of the
Device Hello message Mandatory Parameter or Optional
Notes[0111] The RI 204, in response to the Device
Hello message (step 210), sends an RI Hello message to
the device 202 (step 212), which contains information
such as the RI's certificate credentials (in the form
of an RI ID), some session related
(anti-reply-purpose) nonces and session numbers, and
other optional information such as the information on
the trust chain about the device that the RI 204
recognizes. Table 2 illustrates the format of the RI
Hello message. It is noted that none of the
information in the RI Hello message is integrity
protected. Table 2. Format of the RI Hello message
ROAP-RI Hello Status = Status not Notes Parameter
"Success" "Success"[0112] Upon successful verification
of the information contained in the RI Hello message,
the device 202 sends a Registration Request message
(step 214) that includes mandatory information such as
the request time, session ID, and a 



signature and optional information such as a
certificate chain, trusted RI authority anchor,
extensions, etc. Table 3 illustrates the format of the
Registration Request message. The Registration Request
message contains, at its tail end, a digital signature
of all the messages exchanged between the device202
and the RI 204 up to the Signature field in the
Registration Request message, i.e., the entire Device
Hello message, the entire RI Hello message, and the
fields of the Registration Request message up to (and
excluding) the Signature field. This digital signature
is made using the device's private key. Including the
digital signature provides some integrity protection
of the associated ROAP messages. Table 3. Format of
the Registration Request message[0113] Unless the
device 202 indicates, via information in the
Extensions, that OCSP verification is not necessary or
supported, the RI 204 sends an OCSP Request message
tothe OCSP Responder 206 (step 216) to request
verification of the information supplied to the RI 204
by the device 202. The OCSP Responder 206 looks up the
information in the request message to attempt to
verify the information and returns an OCSP Response
message (step 218) containing the results of the
request. [0114] The RI 204 sends a Registration
Response message tothe device 202 (step 220), which
include an indication of whether the registration was
successful or unsuccessful and other information.
Table 4 illustrates the format of the Registration
Response message. The Registration Response message
contains, at its tail end, an SHA-I hash of the
Registration Request message and the Registration
Response message (up to and excluding the Signature
field). This digital signature is made using the RFs
private key. Including the digital signature provides
some integrity protection of the associated
ROAPmessages. It 



is noted that while the SHA-I hash is used for the
digital signature, any suitable algorithm for applying
the digital signature could be used. Table 4. Format
of the Registration Response message[0115] Figure 3 is
a flow diagram of the 2-pass RO Acquisition Protocol
300. The protocol 300 utilizes the device 202 and the
RI 204, and operates after the 4-pass Registration
Protocol 200 has been completed and the device 202 has
received a valid certificate chain about the RI 204.
The protocol 300 is used by the device 202 to request
an RO from the RI 204. The device 202 sends an RO
Request message to the RI 204 to request the RO (step
310). Table 5 shows the format of the RO Request
message. The RO Request message contains a digital
signature of the message (excluding the signature
field). Table 5. Format of the RO Request
message[0116] The RI 204, in response to the request
message, sends an RO Response message to the device
202 (step 312). The RO response message includes an RO
or includes an indication that an RO will not be sent.
[0117] Table 6 shows the format of the RO response
message. The RO Response message, in successful state
case, contains a digital signature that is an SHA-I
hash of the RORequest message and the ROResponse
message excluding the Signature field. Table 6. Format
of the RO Response message[0118] Figure 4 is a flow
diagram of the 1-pass RO Acquisition Protocol 400. The
protocol 400 utilizes the device 202 and the RI 204.
In the protocol 400, the RI 204 unilaterally sends,
without request by the device 202, an ROresponse
message to the device 202 (step 410) including the RO.
The protocol 400 applies to the push use cases, for
example. Table 7 shows the format of the ROResponse
message. Table 7. Format of the RO Response message 



[0119] Figure 5 is a flow diagram of the 2-pass Join
Domain Protocol 500. The protocol 500 utilizes the
device 202 and the RI 204. When the device 202 wants
tojoin a domain, the device 202 sends a Join Domain
Request message tothe RI 204 (step 510). The RI 204
evaluates the request and sends a Join Domain Response
message to the device 202 (step 512). Table 8 shows
the format of the Join Domain Request message and
Table 9 shows the format of the Join Domain Response
message. Table 8. Format of the Join Domain Request
Message Table 9. Format of the Join Domain Response
Message[0 120] Figure 6 is a flow diagram of the
2-pass Leave Domain Protocol 600. The protocol 600
utilizes the device 202 and the RI 204. When the
device 202 wants to leave a domain, the device 202
sends a Leave Domain Request messageto the RI 204
(step 610). The RI 204 evaluates the request and sends
a Leave Domain Response message to the device 202
(step 612). Table 10 shows the format of the Leave
Domain Request message and Table 11 shows the format
of the Leave Domain Response message. Table 10. Format
of the Leave Domain Request MessageTable 11. Format of
the Leave Domain Response Message [0 12 1] All of the
protocols included in the ROAPsuite except the 1-pass
RO Acquisition Protocol may be initiated using a
ROAPtrigger. The device 202 may also initiate the
protocols unilaterally as a result of user
interactions. The RI 204 generates and sends the ROAP
trigger to the device 202 to trigger a ROAP protocol
exchange. Alternatively, the RI 204 may delegate ROAP
trigger generation to other systems by providing the
necessary information (such as RO identifiers and
domain identifiers) to these systems. A ROAP trigger
(whether generated directly or indirectly by the RI
204) may also be transmitted to the device 202 by
other systems (e.g., by a CI). [0122] When the device
202 receives the ROAP trigger, it initiates the 



ROAPprotocol exchange as soon as possible. Appropriate
user consent must have been obtained prior to
initiating any ROAP protocols as a result of receiving
a ROAP trigger. Since the ROAP comprises several
protocols, the ROAP trigger includes an indication of
the actual protocol (e.g., Registration,
ROAcquisition, Join Domain, or Leave Domain) to be
started by the device 202. [0123] The ROAP messages
and how the messages are handled by the protocols
provide not only the ROs and their associated
processing, but also security functions surrounding
the ROs in the OMA DRM 2.0. More specifically, the
following security and trust aspects are addressed by
the ROAP protocols: [0124] 1. Mutual authentication
between the RI and the device;[0125] 2. Countering
replay attacks by using nonces in various messages;
[0126] 3. Protecting the integrity of the ROAPmessages
or parts of the ROAP messages; and [0127] 4.
Verification of secure DRM Time in the ROAP messages
or parts of the ROAP messages. [0128] Trusted
Computing techniques [0129] Recently, trusted
computing techniques have appeared in the literature
and in products, mostly under the technical umbrella
of the Trusted Computing Group (TCG). The TCG
technologies provide methods whereby computing
entities can establish trustworthiness for themselves
and for other devices by way of using of a trust
chain, so that processing or computing on such devices
can be: [0130] 1. Assessed for the trustworthiness of
the platform and various hardware (HW) and software
(SW) components; 



[0131] 2. Validated only when the appropriate trust
level is established and can be validated for itself
and for others upon external requests; and [0132] 3.
External parties can perform assessments and decisions
on the exchange of information and processing with
other devices and is based on the manifested trust
levels of such target devices. [0133] The TCG defines
a core processing module called the Trusted Processing
Module (TPM) that has the following features: [0134]
1. Physical protection of the module and its
interfaces; [0135] 2. Protected volatile and
non-volatile storage spaces; [0 136] 3. Protected
cryptographic functions inside the module that can
perform encryption and digital signing; [0137] 4. Use
of Platform Configuration Registers (PCR) that
consecutively capture the "state" of the platform and
its SWcomponents by hash extending;[0138] 5. Existence
of device specific and secure Endorsement Keys (EK),
based on a PKI that serves as the root of the
authentication of the device but not in direct ways.
The EKis never exposed outside, but its aliases,
called the Attestation Identity Keys (AIKs), are used
to sign the platform's integrity measurement values;
and [0139] 6. Use of "sealing" of data, in conjunction
with PCR values signed by AIKs, in memory "blobs", so
that data can be accessed or extracted only when
platform or SW integrity (as measured and verified by
the matching PCR values from the TPM and from the
sealed memory blob) is verified. [0140] Trusted
computing techniques were inspected, especially in the
context of mobile phone devices, for possible
application in securing the DRM 



application on such mobile devices. Methods previously
proposed to secure the DRM application by use ofTCG
techniques included certain methods that use the
procedure of TPM sealing and the memory blobs to
securely store the DRMrelated data after ROAPprotocol
processing using TCG keys, in the TPM and in storage
areas with key protection. [0141] However, the
existing prior art does not explicitly address nor
address in an orderly way how to establish and use
"trust" on the platform and/or the DRM software. Nor
does the prior art address specific techniques to
secure the integrity in the ROAP messages, to
strengthen the integrity processing in OMA DRM 2.0
systems. The present invention includes new techniques
for such purposes. [0142] The current OMA DRM 2.0
specification provides strong security methods based
on PKI involving the CA, the RIs, and the device.
However, there are vulnerabilities related to the
security and integrity of the platforms, SW, agents,
and messages both within the OMA DRM 2.0 specification
itself and as related to the non-specified
implementation of the devices and RIs that are OMA DRM
2.0 compliant. [0 143] The OMADRM specification has
acknowledged the various threats and vulnerabilities
that any device or RI could face, even when they are
conforming to the OMA DRM 2.0 specification. These
vulnerabilities include:[0144] 1. Entity Compromise,
where an attacker may attempt to compromise an entity
of the DRM system, physically or otherwise. Types of
entity compromise attacks include compromising the DRM
agent on the device and the DRM SWin the RI. The
consequences of entity compromises include disclosure
of private keys, domain keys, RO encryption keys,
content encryption keys, and 



protected content, as well as the loss of integrity
protection of the DRM agent's replay cache, for
example, and/or the loss of protection of the rights
stored internally in the DRM agent. Further, losses of
DRM time could also occur. The effects on a PKI of a
compromised CA or OCSP Responder is discussed in
references such as IETF RFC3280. [0145] The OMA DRM
system relies on certificate revocation to minimize
the damage caused by a compromised entity. DRM agents
and RIs must always verify that the entity they are
communicating with has not been compromised, by
checking the entity's certificate status. An entity
compromise attack can take place in both "forward" and
"reversed" ways. Aforward compromise attack is on the
DRM entities (the RI, the DRM agent, the CI, the CA,
or the OCSP responder), leading to unauthorized
behavior. A reversed compromise attack neutralizes or
weakens a DRM agent's security, integrity settings,
and configurations. [0146] 2. Message Removal, whereby
an attacker may remove a message sent between a DRM
agent and an RI, typically resulting in Denial of
Service (DoS) attacks. A message removal attack can
include: message removal during the registration
protocol or the RO acquisition protocol, replay nonce
removal, removal of ROAP trigger, etc. [0 147] 3.
Message Modification, whereby an attacker may modify
any message sent between a DRM agent and an RI,
typically resulting in DoS attacks. A message
modification attack can include modification during
the registration protocol, during the join domain and
leave domain protocols, and to various ROAP triggers. 



[0 148] 4. Message Insertion, whereby an attacker may
insert messages into the communication channel at any
point between an RI and a DRM agent.The attacker may
also record messages and try to replay them at a later
point in time. A message insertion attack can include
messages inserted while in the registration protocol,
the 2-pass and 1-pass RO acquisition protocols, and to
various ROAP triggers. [0149] 5. Other attacks such as
general DoS attacks, passive attacks such as traffic
analysis, and privacy disclosing. [0150] The following
problems of the current OMADRM specifications and
implementations are identified. An expanded notion of
"integrity" as applied to the OMA DRM schemes is
defined. In the traditional sense, the OMA DRM
specifications only address a small scope of ROAP
message integrity. In the expanded notion of integrity
defined in the present invention, it is noted where
and what kind of integrity can be considered in the
following. [0151] 1. DRM Platform Integrity. This
relates tointegrity at or within the platform
entities, i.e., at the physical entities comprising
the device, the RI, and the content functions. The
different entities include the operating system (OS),
the boot code (e.g., the BIOS in the PC case), the
HW/firmware (FWVSW for memory access, the various
HW/FW/SW entities that process security related
functions (such as cryptography and key management, as
well as privileged storage of secret data such as
policies, certificates, etc.), and the network and
local connectivity HW/FW/SW. Platform integrity
determines whether the platform is valid, genuine, not
modified except by legitimate processes, and operates
only as intended. [0152] 2. DRM SW Integrity. DRM SW
refers to software entities and 



components residing in the device, the RI, or the CI
that perform functions specific toOMADRM
specifications and their procedures. At the device,
the DRM agent consists of the DRM SW. At the RI and
the CI, the DRM SW refers collectively tothe set of
SWthat performs the DRM-specific functions such as RO
packaging, DCF formatting, content encryption, content
or RO delivery, verification, ROAPprocessing, etc. DRM
SWintegrity is maintained if the DRM SW is valid,
genuine, not modified except by legitimate processes,
and operates only as intended.[0153] 3. Integrity of
the ROAP messages and information. The integrity of
the ROAPmessages and their constituent information is
maintained if such information is validated, genuine,
and not modified except by legitimate processes. In
the OMADRM 2.0 specifications, certain subsets of
ROAPmessages and their constituent information are
integrity protected by use of digital signatures.
[0154] 4. Integrity of the media object and DRM
content. The media objects and the DRM content must
also be integrity protected, i.e., must not be
modified, removed, or falsely inserted, whether they
are stored at the device, the RI, or the CI, or are in
transit or delivery between any two parties. Of
particular interest is the over-the-air (OTA)delivery
of content, as applicable tothe transfer of content to
a mobile device, where the DRM content is delivered
using essentially open channels. [0155] 5. Integrity
of DRM-related information. DRM-related information
such as the entity IDs (device ID, RI ID, etc.),
encryption keys (CEK, REK) and signature keys, the ROs
themselves, context information, certificates, and
other trust-chain related information must be securely
protected, which 



means that they should be protected not only for
confidentiality but also for integrity. [0156] It is
noted that neither the current OMADRM 2.0
specifications nor existing prior art appear to have
proposed solutions to the entity compromise or
integrity problems. This lack of solutions poses the
following problem: Even if all the ROAP procedures are
correctly implemented as according to the OMA DRM 2.0
specification, for example, how can a device really
know whether the RI's platform is trustworthy? In
other words, how can the device know whether the RI's
platform will not abuse the data that the device sends
as part of the ROAP protocols or abuse the DRM
processing itself? For example, the device does not
know whether the RI will arbitrarily and incorrectly
limit the usage rights of the device because the RI's
platform SW is compromised and it limits the otherwise
valid usage rights of the device. Similar questions
arise for the problem of the integrity of the DRM
software. More specifically, some of the problems of
thecurrent OMADRM 2.0 systems as viewed from the
expanded notion of integrity as described above, are
as follows. [0157] 1. A lack of methods to check and
report the integrity of the platform and the DRM SW.As
related tothe entity compromise threat identified
above, there is no method in the prior art for
explicit and structured platform integrity
verification and SWagent integrity verification
between the device and the RI, either as specified by
the OMA DRM 2.0 specifications or as part of the TCG
1.2 Use Cases. This is particularly true for platform
integrity verification, rather than just the DRM
agent. [0158] 2. Aplatform (such as a PCor PDA, as
related tothe device, or a server, as for the RI)
could be maliciously compromised, which may result in 



preventing the DRM agent and the RI agent SWfrom
performing correctly, even given correct and
confidentiality-protected and integrity-protected
information. For example, an otherwise well-protected
DRM agent SW may store some information in plaintext
in a shared memory prior to, during, or after
processing. A compromised platform may, in such cases,
egregiously access the shared memory and remove the
information, alter the information, or insert new
false information, which then could be processed
subsequently by the DRM agent SW which may perceive
such false information as genuine. This may result in
DoS attacks, unauthorized disclosure of private
information, or unauthorized delivery, distribution,
or consumption of DRM ROs or DRM content. [0159] 3.
The DRM agent SW and the RI SW, which are pieces of SW
that process DRM-related information, may become
compromised for various reasons. Such SW,for example,
could be altered by a virus or other malicious SW
entities. One result of such a compromise in the
platform or the DRM SWwould be a subsequent compromise
in the integrity of the messages and information that
the OMADRM 2.0 considers, especially the ROAPprotocol
messages. Partly because only some, but not all, of
the ROAP messages are integrity-protected, they can in
theory be manipulated in synchronized ways between a
compromised device and a rogue or compromised RI.
Messages could be modified synchronouslyat both the
device and the RI, and still may appear to be
"integrity verified", since the messages were modified
in the same way. [0160] 4. Insufficient integrity
protection of the ROAP messages. As related tothe
message integrity, the ROAPmessages and the
information carried by the various message fields are
subject tovulnerabilities that are not solved by the
OMA DRM 2.0 specification. For example, the ROAP
message integrity 



protection currently specified in the OMA DRM 2.0
specification leaves holes such as: [0161] 4A. Not all
ROAPmessages are integrity protected. Not including
digital signatures in all the messages could pose
vulnerabilities in certain cases. [0162] 4B. Even when
ROAP messages or certain fields of information are
integrity protected by digital signatures, once such
information has been decrypted, integrity checked, and
then "used" in plaintext, malicious entities could
access the plaintext information and remove, alter, or
redistribute the previously integrity-checked
information. Thus, a strengthened integrity protection
is required. [0163] 5. Vulnerabilities regarding the
integrity of the DRM content and its delivery. More
specifically, the following problems exist: [0164] 5A.
Content integrity checking mechanisms are incomplete.
For example, integrity of the content while the
content is in transit or in delivery (e.g.,
OTAdownload) is not specified. The signature for the
DCF, for example, is only generated for use in the
ROAP procedures. Until and before the ROAP procedures
take place, there is no integrity checking mechanism
that manages the content integrity while in storage at
the CI, for example. [0165] 5B. Content encryption,
even for use in the ROAP protocol, is mandatory but
integrity checking is only optional. [0166] 5C.
Especially for packetized content for streaming
services, the PDCF format has a timing issue. Packets
that had been illegitimately modified could be
downloaded and may even be consumed (i.e., played on a
media player) before the integrity of the whole stream
can be checked.[0167] The central problem becomes: how
can the various parties (the 



device, the RI, and the CI) be assured of the platform
integrity and the DRM SW integrity? Thus, a method to
strengthen and verify the integrity of the platform
(e.g., the OS, the BIOS, drivers, media player,
communication software, shared memory, etc.) upon
which either the DRM agent SWor the RI SWrely, is
needed. The present invention addresses the
shortcomings of the prior art. [0168] SUMMARY [0 169]
The present invention discloses several methods that
strengthen the integrity of entities, messages, and
processing related to the OMA DRM specification v2.0.
The methods use techniques commonly known as Trusted
Computing techniques, as specified by the industry
forum Trusted Computing Group (TCG). In a first
embodiment of the invention, techniques to verify
platform and DRM SW integrity or trustworthiness, both
with and without modifications to the DRM ROAP and DCF
specifications, are disclosed. In a second embodiment,
techniques to strengthen the integrity of the OMA DRM
ROAP messages, constituent information, and processing
without changing the existing ROAP protocol are
disclosed. In a third embodiment, techniques to
strengthen the integrity of ROAP messages, information
and processing with some changes in the existing ROAP
protocol are disclosed. [0 170] BRIEF DESCRIPTION OF
THE DRAWINGS [0171] Amore detailed understanding of
the invention may be had from the following
description of a preferred embodiment, given by way of
example and to be understood in conjunction with the
accompanying drawings, wherein: [0172] Figure 1is a
block diagram of the existing OMADRM 2.0 functional
architecture; 



[0173] Figure 2 is a flow diagram of the existing OMA
DRM 2.0 ROAP 4- pass registration protocol; [0174]
Figure 3 is a flow diagram of the existing OMA DRM 2.0
ROAP 2- pass RO acquisition protocol;[0175] Figure 4
is a flow diagram of the existing OMA DRM 2.0 ROAP 1-
pass RO acquisition protocol; [0176] Figure 5 is a
flow diagram of the existing OMA DRM 2.0 ROAP 2- pass
join domain protocol; [0177] Figure 6 is a flow
diagram of the existing OMA DRM 2.0 ROAP 1- pass leave
domain protocol; [0178] Figure 7 is a block diagram of
multi-party platform integrity checking among OMA DRM
2.0 entities; [0179] Figure 8 is a flowchart of a
method for performing platform integrity verification
between two entities where the two entities could be a
device and an RI or a device and a CI; [0 180] Figure
9 is a flow diagram of a 4-pass ROAPregistration
protocol for performing mutual platform integrity
checking between a device and an RI using prior trust
checking; [0181] Figure 10 is a flow diagram of a
4-pass ROAP registration protocol for performing
mutual platform integrity checking between a device
and an RI using modified Device Hello and RI Hello
messages; [0182] Figure 11 is a flowchart of a method
for performing DRM software integrity checking between
two entities where the two entities could be a device
and an RI or a device and a CI; [0183] Figure 12 is a
flow diagram of a 2-pass ROAP RO acquisition 



protocol for performing mutual DRM software integrity
checking between a device and an RI; and [0 184]
Figure 13 is a flow diagram of a method for improving
the integrity of ROAP messages and processing using
TCG techniques including sealedbinding and memory
blobbing. [0185] DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS [0186] Hereafter, the term "wireless
transmit/receive unit" (WTRU) includes, but is not
limited to, a user equipment, mobile station, a fixed
or mobile subscriber unit, a pager, or any other type
of device capable of operating in awired or wireless
environment. When referred to hereafter, the term
"base station" includes, but is not limited to, a Node
B, a site controller, an access point, or any other
type of interfacing device in a wireless environment.
[0187] The present invention discloses methods whereby
information regarding the trust state or the integrity
of a DRM entity (e.g., the device, the RI, or the CI)
is explicitly and mutually requested and exchanged
between any two DRM entities as a pre-requisite to the
OMA DRM procedures. [0188] Ageneral architecture 700
of this method is shown in Figure 7. The architecture
includes four DRM entities: a device 702, an RI 704, a
CI 706, and a Private Certification Authority (PCA)
708. The platform integrity checking assumes that the
PCA 708 has records of the trusted computing (e.g.,
TCG) credentials for the other DRM entities (e.g., the
device 702, the RI 704, and the CI 706), and provides
a root of trust for certification of the TCG
credentials. [0189] Any pair of entities (e.g., the
device 702 and the RI 704, the device 702 and the CI
706, or, the RI 704 and the CI 706) that want a mutual
platform integrity check between themselves are
trusted computing capable (e.g., are 



equipped with TCG Trusted Processing Modules (TPMs)
710). This implies that the trusted computing capable
DRM entity not only have a TPM 710 (or an equivalent)
but also related TCG resources such as the AIK 712,
the SML 714, and protected memory using blobs 716.
Also present are OS or platform software 718 and DRM
software 720. [0190] When the above requirements are
met, any pair of different DRM entities can mutually
check their platform integrity or platform trusted
state using the PCA 708 and the trusted computing
capabilities. As an example, the procedures for mutual
integrity checking between the device 702 and the RI
704 are as follows. [0191] The device 702, the RI 704,
and the CI 706 are all capable of performing a
self-check of the OS or other platform software
components (step 730) and a self-check of the DRM
software (step 732). The self-checks can be requested
as part of a larger verification process (as discussed
in greater detail below) or can be standalone
processes. If either of the self-checks were to
fail,that could be an indication that the entity has
been compromised and should not be trusted. [0192] The
device 702 sends information about its platform TCG
credentials to the RI 704 (step 740). Examples of the
platform TCG credentials include, but are not limited
to, a signed TCG platform certificate or a signed TPM
certificate. As part of the credentials, the device
702 can also send the RI 704 a self-attested Trusted
State or Platform Integrity Checked flag as
supplemental information. If the device 702 is going
to verify the platform integrity of the RI 704, the
credential information sent in step 740 will also
include an indication by the device 702 that it wants
the RI 704 to initiate procedures to verify its 



platform integrity. It is noted that the device 702
will be able to make a decision regarding whether to
verify the platform integrity of the RI 704 only if
the verification of the RFs platform integrity status
is an optional feature; in one embodiment, verifying
the RFs platform integrity is a mandatory feature. [0
193] Upon receiving the credential information from
the device 702, the RI 704 relays the credential
information to the PCA 708 (step 742) and also
requests the PCA 708 to verify the credentials about
the device 702, especially the device's most current
trustworthiness. The PCA 708 then sends the most
current trustworthiness information (e.g., platform
trust level, etc.) regarding the device 702 to the RI
704 (step 744). Upon receipt of the device platform
trustworthiness information from the PCA 708, and also
optionally the supplemental information from the
device 702, the RI 704 evaluates the trust level of
the device 702. The RI 704 decides whether to impart
sufficient trust on the device platform's integrity to
proceed further with the DRM procedures such as the
registration protocol or RO acquisition protocol.
[0194] The device 702, either as a mandatory procedure
or as an optional procedure, can evaluate the platform
integrity of the RI 704 in similar and reciprocal ways
as in the steps 740-744. More specifically, the RI 704
sends information about its platform TCG credentials
to the device 702 (step 750). As part of the
credentials, the RI 704 can also send the device 702 a
self-attested Trusted State or Platform Integrity
Checked flag as supplemental information.[0195] Upon
receiving the TCG-related information from the RI 704,
the device 702 relays the information to the PCA (step
752) and also requests the PCA 708 to verify the
credentials about the RI 704, especially the RFs most
current trustworthiness. The PCA 708 then sends the
most current 



trustworthiness information regarding the RI 704 to
the device 702 (step 754). Upon receipt of the RI
platform trustworthiness information from the PCA 708
regarding the RI 704, and also optionally the
supplemental information from the RI itself, the
device 702 evaluates the trust level of the RI 704.
The device 702 decides whether to impart sufficient
trust on the RI platform's integrity to proceed
further with the DRM procedures such as the
registration protocol or RO acquisition protocol.
[0196] The device 702, either as a mandatory procedure
or as an optional procedure, can evaluate the platform
integrity of the CI 706. The CI 706 sends information
about its platform TCG credentials to the device 702
(step 760). As part of the credentials, the CI 706 can
also send the device 702 a self-attested Trusted State
or Platform Integrity Checked flag as supplemental
information. [0197] Upon receiving the TCG-related
information from the CI 706, the device 702 relays the
information to the PCA (step 762) and also requests
the PCA 708 to verify the credentials about the CI
706, especially the CI's most current trustworthiness.
The PCA 708 then sends the most current
trustworthiness information regarding the CI 706 to
the device 702 (step 764). Upon receipt of the CI
platform trustworthiness information from the PCA 708
regarding the CI 706, and also optionally the
supplemental information from the CI itself, the
device 702 evaluates the trust level of the CI 706.
The device 702 decides whether to impart sufficient
trust on the CI platform's integrity to proceed
further with the DRM procedures. [0198] The platform
integrity of the device 702 can be verified by the CI
706 as follows. The device 702 sends information about
its platform TCG 



credentials to the CI 706 (step 770). As part of the
credentials, the device 702 can also send the CI 706 a
self-attested Trusted State or Platform Integrity
Checked flag as supplemental information. If the
device 702 is going toverify the platformintegrity of
the CI 706, the credential information sent in step
770 will also include an indication by the device 702
that it wants the CI 706 to initiate procedures to
verify its platform integrity. It is noted that the
device 702 will be able to make a decision regarding
whether toverify the platform integrity of the CI 706
only if the verification of the CFs platform integrity
status is an optional feature; in one embodiment,
verifying the CFs platform integrity is a mandatory
feature. [0199] Upon receiving the credential
information from the device 702, the CI 706 relays the
credential information to the PCA 708 (step 772) and
also requests the PCA 708 to verify the credentials
about the device 702, especially the device's most
current trustworthiness. The PCA 708 then sends the
most current trustworthiness information regarding the
device 702 tothe CI 706 (step 774). Upon receipt of
the device platform trustworthiness information from
the PCA 708, and also optionally the supplemental
information from the device 702, the CI 706 evaluates
the trust level of the device 702. The CI 706 decides
whether to impart sufficient trust on the device
platform's integrity to proceed further with the DRM
procedures. [0200] It is noted that in the above
example, steps 740-744, for the device 702 to verify
its integrity status to the RI 704, are a mandatory
feature of the present invention. However, verifying
the platform integrity of either the RI 704 to the
device 702 (steps 750-754), verifying the platform
integrity of the CI 706 to the device 702 (steps
760-764), and verifying the device platform integrity
to the 



CI 706 (steps 770-774) are optional, yet highly
recommended, features in a DRM system. [0201] It is
also noted that these procedures need not be initiated
by an active initiation by the entity that needs tobe
verified. The integrity verification procedures could
start with a request by the entity wishing toverify
the integrity of the other party. In such cases, steps
740, 750, 760, or 770 would each be preceded by
another step, whereby the entity wishing the
verification of the platform integrity of the other
party calls or requests the other party to send
relevant trust-related information.[0202] In an
alternate embodiment, for a practical OMA DRM system
implementation, the conditions or trigger mechanisms
for the proposed platform integrity verification
procedures described above may include the following.
[0203] 1. The device platform integrity verification
procedures (i.e., steps 740-744), could be performed
by one or more of the following. [0204] IA. Before a
device wishes t o initiate a new 4-pass ROAP
registration protocol. [0205] IB. Once per each RI,
before the first registration with the particular RI
takes place. In this case, the RI will receive the
device's TCG credentials once before the first
registration, and then the RI protects the device's
credential information under its own TPM by binding
the credential information with a TPM key. The RI then
later unbinds the stored TCG credential and verifies,
either periodically or upon some events, whether the
device's TCG credential that it has received is still
valid, e.g., by consultation with a OCSP CA. [0206]
1C. Periodically, every time a specified time
duration, for example, TDEV-PLATFORM-LAST-REG,has
elapsed since the device completed the last 



registration protocol with the same RI. [0207] ID.
Periodically, every time a specified time duration,
for example, TDEV-PLATFORM-LAST-REPORT.haselapsed
since the last time the device had verified its
platform integrity status t o the same RI. [0208] 2.
If and when the RI platform integrity verification
procedures (i.e., steps 750-754) are implemented, they
could be performed by one or more of the following.
[0209] 2A. Once per each device, before the first
registration with the particular device takes place.
In this case, the device will receive the RFs TCG
credentials once before the first registration, and
then the device protects the RI's credential
information under its own TPM by binding the
credential information with a TPM key. The device then
later unbinds the stored TCG credential and verifies,
either periodically or upon some events, whether the
RI's TCG credential that it has received is still
valid, e.g., by consultation with an OCSP CA.[0210]
2B. Anytime an RI receives an indication from the
device that the device wishes the RI to verify its
integrity status to the device, either as a standalone
message or as part of a modified ROAP protocol
message. [0211] 2C. Periodically, every time a
specified secure time duration has elapsed, for
example, TRI-PLATFORM-LAST-REPORThas elapsed since the
last time the RI has verified its integrity status to
the device. [0212] 3. As for the platform integrity
verification between a device and a CI, mechanisms
similar to the above can be considered for periodic
and/or event-driven occurrence of the integrity
verification process. Also, in the case of the
device's verification of the CI's platform integrity,
it could also be performed every time before content
has to be purchased or downloaded, and possibly vice 



versa (i.e., the device's platform integrity has to be
verified to the CI). [0213] The prior art has
considered use of a "secure boot-up" using TCG
techniques coupled with the application of robust DRM.
In such schemes, the platform's OS and other boot-up
related code are integrity-checked whenever a device
is booted, implicitly performing a platform integrity
check before any DRM application can be run. The
present invention provides a more systematic and
explicit use of the boot-time platform integrity
check, as well as platform integrity checks at other
times based on pre-determined periods of time as well
as upon the occurrence of certain events. The present
invention also generalizes platform integrity checking
from the device t o the RI and the CI as well. The
continuous platform integrity checks are beneficial
due to the fact that just because a device has
correctly received a particular valid CO, it doesn't
mean that the RI or the CI should be considered
trustworthy indefinitely into the future from that
time. A periodic and/or event-driven continual
verification of the trustworthiness provides a good
protective mechanism. [0214] Also, as for the need for
the integrity checking between the device and the CI,
even if the content arrives before an RO, the content
may be compromised when the integrity of the CI's
platform or the CI's DRM SW is compromised. For
example, suppose a user has downloaded a file. Even
when the RO has not yet been acquired, a user may
inadvertently click on the content ormay perform a
validity check on the content. If the content was
compromised (e.g., has a virus attached to it) the
content, even without an RO, could do damage to the
device. Also, in the pre-download interactions between
the device and a CI (for example, during the discovery
phase), a compromised device can do harm to a CI, for
example, by adding a virus attached to the content to
a message 



intended for the CI. In addition, from a business
perspective, a CI would not want to send content to a
compromised device; for example, a compromised device
could redistribute content for free to unauthorized
recipients. The mutual platform (and SW) integrity
verification between a device and a CI thus have
merits in protecting the entire system. [0215] It is
also noted that there can be several different ways to
embody the central ideas outlined in the above
architectural discussions. Two such examples are
discussed below, but it is noted that these are only
illustrative examples of the broader concepts based on
the architecture described in the above paragraphs.
[0216] Platform integrity verification [0217] Figure 8
is a flowchart of a method 800 for performing platform
integrity verification between two entities. The two
entities can be a device and an RI, a device and a CI,
or an RI and a CI. The method 800 utilizes a
requesting entity (RE) and a target entity (TE); it is
noted that either entity of the pair (device, RI, or
CI) can be the RE. The method 800 operates in the same
manner regardless of which entity is the RE and which
entity is the TE. [0218] The method 800 begins with
the RE sending a request to the TE to report its
platform integrity status (step 802). In response to
the request, the TE send its TCG credentials to the RE
(step 804). The TCG credentials can include, for
example, platform credentials, TPM credentials, or
conformance credentials. The RE then sends the TE's
TCG credentials to an OCSP Responder for verification
of the credentials (step 806). The OCSP Responder
reviews the TE's TCG credentials and reports the
verification status to the RE (step 808).[0219] The RE
sends a request to the TE to report its own platform 



integrity status (step 810). The TE checks its
platform integrity status (step 812), sends a platform
integrity status flag to the RE (step 814) and the
method terminates (step 816). [0220] The method 800
can be applied either without changes tothe ROAP
protocols (discussed below in connection with Figure
9) or with changes to the ROAP protocols (discussed
below in connection with Figure 10). [0221] Integrity
verification without changes to the ROAP protocols
[0222] Figure 9 is a flow diagram of a method 900 to
exchange integrityrelated information between a device
902 and an RI 904 using TCG techniques (i.e.,
utilizing an OCSP responder/PCA 906) separately from
the ROAPprotocol. It is noted that in the method 900,
the same entity 906 is depicted as being both a PCAfor
the DRM processing as well as an OCSP responder forTCG
processing. In the method 900, the platform integrity
verification (as shown by the dashed rectangle) is
performed prior to the ROAP 4-pass registration
protocol. Performing platform integrity verification
before the registration protocol is useful because the
registration protocol is not frequently performed and
the platform integrity verification process takes some
time to complete; if the platform integrity
verification were performed with each message, the
overall operation of the system could be unnecessarily
slowed. Aperson skilled in the art could assume that
after the platform integrity verification is
performed, that only one Device Hello message would be
received by the RI, as it would indicate a trusted
device. If more than one Device Hello message were
received by the RI from the same device, it could be
an indication of a DoS attack. Platform integrity
verification could also be performed in connection
with the authentication 



protocol and the object acquisition protocol. [0223]
The device 902, prior to initiating the 4-pass
registration protocol with the RI 904, starts a
separate set of procedures with the RI 904 to perform
mutual verification of platform integrity. The device
902 first sends its own TCG credentials (e.g.,
platform credentials, TPM credentials, conformance
credentials,etc.) or other information including or
related to the TCG credential, to the RI 904 (step
910). Optionally, the device 902 also sends a request
to the RI 904 to check and report its own platform
integrity status to the device 902; this request is
included with the device credentials. [0224] The RI
904 requests the PCA 906 to verify the device's TCG
credentials (step 912). The PCA 906 responds to the
RI's request and sends information on the device's TCG
credential (step 914). [0225] The RI 904 requests the
device 902 to report its platform integrity status
flag (step 916). Also, if the device 902 has requested
that the RI 904 verify and report its platform
integrity status in step 910 and if the RI 904 wishes
to and is able to oblige to the request, the RI 904
sends its own TCG credential or other information
including or related tothe TCG credential, tothe
device 902 in step 916. If the RI 904 cannot or does
not wish to oblige to the request, it sends a "not
obliging" message to the device. The RI 904 may not
respond to the request for a number of reasons,
including a resource limited RI (i.e., the RI does not
have sufficient available resources to respond to the
request) or the device credibility check fails. The
device may abort the protocol depending on the
confidence level that the device has with the RI; if
the device trusts the RI, it would likely continue
with the protocol even if the RI refused to respond to
the request. Upon receiving the request from the RI
904 to check the platform status, 



the device 902 checks its own platform integrity
status (step 918). [0226] The device 902 requests the
PCA 906 to verify the RFs TCG credential (step 920).
The PCA 906, upon such receiving the request form the
device 902, returns information on the RI's TCG
credential (step 922). The device 902 sends its
platform integrity status flag to the RI 904 (step
924). If the RI 904 received a request from the device
902 to check its integrity status, and if the RI 904
wishes to and is able to oblige to the request, the RI
904 checks its own platform integrity (step 926). The
RI then returns its platform integrity status flag to
the device 902 (step 928). The optional steps
regarding the RI integrity check can be performed in
any order; those steps do not need to be intertwined
with the device integrity check as shown in Figure 9.
In addition, the RI caninitiate its own integrity
check. Also, if RI refuses to fully respond to the
request with its own TCG credential information for
any of the possible reasons, it may indicate such fact
to the device in an appropriate way, for example in
step 922. [0227] The method 900 enables the device 902
and the RI 904 to achieve mutual platform integrity
verification. Upon such verification, the device can
then start the ROAP registration protocol. The steps
of the registration protocol (steps 930-940) shown in
Figure 9 are the same as steps 210-220 of the method
200 described above. It is also noted that these
procedures can be triggered or repeated at periodic
intervals. [0228] Integrity verification with changes
to the ROAP registration protocol [0229] Figure 10, in
another exemplary embodiment, shows a method 1000 in
which a device 1002 and an RI 1004 exchange
integrity-related information, also utilizing the
services of an OCSP responder/PCA 1006. In the method
1000, the existing Device Hello and RI Hello messages
of the ROAP registration 



protocol are modified to convey both the TCG
credential and the request to the other party for
platform integrity verification. [0230] The device
1002 sends a modified Device Hello message to the RI
1004 (step 1010), the message including the device TCG
credential and an optional request to the RI 1004 to
report its platform integrity. The RI 1004 forwards
the device credentials to the PCA 1006 for
verification (step 1012). The PCA 1006 then returns
the device TCG credentials to the RI 1004 (step 1014).
The RI 1004 responds to the device 1002 with a
modified RI Hello message (step 1016), the message
optionally including the RI's TCG credential. [0231]
Next, the device 1002 optionally sends a request tothe
PCA 1006 to check the RI's TCG credential (step 1018).
The PCA 1006 checks the RFs credentials and reports
the result back to the device 1002 (step 1020). The
device 1002 checks its own integrity status (step
1022) and reports the integrity status to the RI 1004
(step 1024). [0232] If the device 1002 has requested
that the RI 1004 report its integrity status, the RI
1004 performs a platform integrity check (step 1026)
and reportsthe integrity status, e.g., its trusted
state flag, back to the device 1002 (step 1028). The
steps 1030-1036 are the same as steps 214-220 as shown
in Figure 2 of the ROAP registration protocol. [0233]
Checking the integrity of the DRM software [0234]
Figure 11 is a flowchart of a method 1100 for checking
the integrity of the DRM SW (e.g., the DRM user agent
SWresiding at the device or the DRM SW residing at the
RI or the CI) among any pair of DRM entities. A
requesting entity (RE) sends a request to a target
entity (TE) to perform a DRM SW integrity check (step
1102). The TE checks its DRM SW integrity (step 1104),



sends a DRM SW integrity status flag to the RE (step
1106), and the method terminates (step 1108). It is
noted that when the TE is a device, the integrity of
the device drivers and media player SW can be checked
separately from the integrity of the DRM SW,if these
two components exist separately on the device. [0235]
The method 1100 relates only to the RE obtaining a DRM
SW integrity check from the TE. Toperform mutual DRM
SWintegrity checking, the method 1100 would need to be
performed twice, once from the RE to the TE and then
from the TE to the RE (with the RE and the TE
switching roles). During a mutual DRM SW integrity
check, the requests can be intertwined (as shown in
Figure 12) or can be separated as shown in Figure 11.
The operation of the method does not change if a
mutual DRM SWintegrity check is being performed.
[0236] The OMA DRM 2.0 specification assumes, without
suggesting how such assumptions can be validly
implemented, that the DRM user agent SW (or the
deviceDRM SW,in the terminology used in the present
invention) as well as the RI (or the RI's DRM SW) can
be implicitly trusted. The authentication protocol in
the OMA DRM 2.0 specification thus only specifies the
actual authentication procedures between entities that
are already considered trustworthy. For obvious
reasons, this implicit SW trust assumption in practice
cannot be automatically assumed, without actual steps
to implement and verify them. The methods described in
this section concern such concrete steps.[0237] Figure
12 is a flow diagram of a method 1200 for applying the
DRM SW check in connection with the ROAP RO
acquisition protocol. The method 1200 utilizes a
device 1202, an RI 1204, and an OCSP responder/PCA
1206. First, the PCA 1206 communicates with the device
1202 and the RI 1204 to perform platform integrity
checking and the ROAPregistration protocol (step
1210). The 



device 1202 and the RI 1204 perform a mutual platform
integrity check, a unidirectional DRM SW integrity
check, or a mutual DRM SW integrity check (step 1212).
[0238] The RI 1204 sends a request to the device 1202
to check and report the device's DRM user agent (UA)
SW integrity (step 1214). The device 1202 checks its
latest DRM UA SW integrity (step 1216). The device
1202 optionally sends a request to the RI 1204 to
check and report the RFs DRM SW integrity (step 1218).
If requested, the RI 1204 checks its latest DRM SW
integrity (step 1220). The device 1202 sends a device
DRM SW integrity status flag to the RI 1204 (step
1222). If previously requested, the RI 1204 sends an
RI DRM SW integrity status flag to the device 1202
(step 1224). It is noted that the steps of the
optional RI integrity check can be performed in any
order and need not be intertwined with the device
integrity check as shown in Figure 12. [0239] It is
noted that the method 1200 can be generalized for
mutual DRM SW integrity verification between a device
and a CI, instead of the illustrated device/RI
interaction. Upon completion of steps 1210-1224, the
device 1202 can start, for example, the 2-pass RO
acquisition protocol in steps 1226 and 1228, which are
the same as steps 310 and 312 as described above in
connection with Figure 3. It is further noted that
although the method 1200 is shown in conjunction with
the RO acquisition protocol, it can be used in
conjunction with any other ROAP protocol, but to
minimize the overhead associated with the method 1200,
it could be performed with only an appropriately
selected subset of ROAP protocols at any given time.
For a practical OMA DRM system implementation, some of
the conditions or trigger mechanisms for the proposed 



platform and/or DRM SWintegrity verification
procedures described above may include:[0240] 1. The
device DRM SWintegrity verification procedures can be
triggered by one or more of the following. [0241] IA.
Before a device wishes to initiate a new 2-pass ROAP
registration protocol, 2-pass join domain protocol, or
the 2-pass leave domain protocol. [0242] IB.
Periodically, every time a specified time duration,
for example TDEV-DRM-LAST-ROAP,has elapsed since the
device last completed the 2-pass ROAP registration
protocol, 2-pass join domain protocol, or the 2-pass
leave domain protocol with the same RI. [0243] 1C.
Periodically, every time a specified time duration,
for example TDEV-DRM-LAST-REPORT,has elapsed since the
last time the device had verified and reported its DRM
SW integrity status to the same RI. [0244] ID.
Whenever a device updates its DRM SW. [0245] IE.
Whenever the platform SW is updated or changed. [0246]
2. The RI DRM integrity verification procedures could
be performed by one or more of the following. [0247]
2A. Anytime an RI receives an indication from the
device that the device wishes the RI to verify its DRM
SW integrity status to the device, either as a
standalone message or as part of a modified ROAP
protocol message. [0248] 2B. Periodically, every time
a specified time duration, for example
TRI-DRM-LAST-REPORT, has elapsed since the last time
the RI has verified and reported its DRM SW integrity
status t o the device. [0249] 2C. Whenever an RI has
updated its DRM SW. 



[0250] 2D. Every time before the device sends an RO
request, in cases where the user is obtaining content
on a frequent basis, such as with streaming content.
[025 1] As for the platform integrity verification
between a device and a CI, mechanisms similar to the
above can be considered for periodic and/or
eventdriven occurrence of the DRM SW integrity
verification process. [0252] The proposed methods for
DRM platform verification and DRM SW verification can
be performed independently of each other, but it is
alsocontemplated that these verification procedures
can be combined as part of a group of procedures. In
such an embodiment, the DRMplatform verification steps
are considered a pre-requisite for the DRM
SWverification steps. For example, for integrity
verification between a device and an RI, the device
and the RI first establish the trust on each other's
entire platform by performing the DRM platform
verification procedures as described above. The
trigger mechanisms include the general platform
verification trigger conditions. Then, as the
conditions for the DRM SW verification trigger arise,
the DRM SWverification procedure follows. Note that
both types of verification procedures will execute
when their respective trigger conditions are met.
However, the DRM SW verification steps will be
mastered to the successful completion of the DRM
platform verification steps, i.e., if the DRM platform
verification fails between a device and an RI, further
processing in the DRM SW verification as well as
actual DRM ROAP processing and usage-related
processing will fail. [0253] Sealed-signing and
binding [0254] The OMA DRM 2.0 specification's
existing mechanisms to protect the integrity of the
ROAP protocol is limited to including digital
signatures (or 



message integrity checking) in some, but not all, of
the ROAP messages. Given that the ROAP protocol is of
central importance in the secure DRM processing
implementation, it is important to safeguard and
continually verify the integrity of the information
that is used and exchanged in the ROAP protocol.
[0255] Therefore, in an alternate embodiment of the
present invention, methods are disclosed to strengthen
the integrity of the ROAPprotocol whereby information
central to a reliable authentication and integrity
verification between the DRM device and an RI can: (1)
be safely stored using TCG techniques, and (2) be
pre-verified before being transmitted to the other
side or before being used for processing at the side
where the information is stored. [0256] This method
involves two basic procedures that use the TCG
techniques of sealed-signing (i.e., symmetrically
encrypt target information and then asymmetrically
sign the symmetric key plus a set of PCR values
thatindicate the then-current integrity status of
either the platform or specific SW components) and
binding (asymmetrically encrypt target information
with a key whose private decrypting key is kept in a
protected module such as a TPM). Sealed-signing
imparts the highest level of information security
provided by asymmetric encryption, digital signatures,
and binding to a trusted state of the device DRM user
agent SW as indicated by the protected PCR values.
Binding imparts a high level of protection using
asymmetric encryption where the decryption key is
protected inside the TPM. [0257] The following
systematic principles use sealed-signing and binding
to protect both the confidentiality and the integrity
of the information that is used in the ROAP messages,
and thereby indirectly enhance the strength of the
integrity of the ROAPprotocols themselves. In the
following discussion, both the 



device and the RI (or the portion of the RI that deals
with this specific device) are assumed to be equipped
with a TPM and support full TPM functionality. [0258]
The device and the RI can each set aside and use a set
of two storage keys to cryptographically bind and
securely store certain information related to ROAP
processing to the trusted platform on which the device
or the RI resides. For the device, these keys are
K_DEV_BIND_A and K_DEV_BIND_B. For the RI, these keys
are K_RI_BIND_A and K_RI_BIND_B. These are
TPM-maintained asymmetric keys (i.e., encryption is
done with public key and decryption is done with
private key protected inside a TPM). [0259] The device
and the RI each use either a single PCR or a set of
PCRs for DRM processing. The device and the RI also
set aside and use an Attestation Identity Key (AIK) to
sealed-sign certain information related
toROAPprocessing to the trusted platform and its
particular PCR values. It is noted that the TCG AIK
keys are used only for signing PCR values. For the
device, its AIK is K_DEV_AIK and for the RI, its AIK
is K_RI_AIK. Also, the sealed-signing requires an
asymmetric storage key for the encryption operation of
the target data. The device and the RI thus each set
aside and use a storage key for this purpose. The
storage key for the device is K_DEV_STO_SEAL, and the
storage key for the RI is K_RI_STO_SEAL.[0260] The
method then uses a combination of sealed-signing and
binding with an added measure of protecting
confidentiality as well as integrity to enhance the
strength of storing the various information elements
involved in the ROAP processing. For example, Figure
13 is a flow diagram of a method 1300 in which TPM
sealed-signing and binding operations are used to
protect the confidentiality and integrity of
information in the various messages that 



comprise the 4-pass ROAP registration protocol. In the
method 1300, a device 1302 and an RI 1304 each
sealed-sign a selective set of ROAP-related
information and bind the information using two sets of
storage keys that each either transmits (to the other
side) or receives (from the other side) during the
course of the 4-pass registration protocol. [0261] The
device 1302 first sealed-signs the device ID
information element (which, in the OMA DRM case is the
SHA-I hash of the OMA DRM public key) with the
encryption key K_DEV_STO_SEAL and the device-specific
AIK K_DEV_AIK (step 1310). This information is bound
(using asymmetric encryption) to other information
intended for the Device Hello message with the storage
key K_DEV_BIND_A (step 1310). The Device Hello message
is then sent from the device 1302 to the RI 1304 (step
1312). [0262] By sealed-signing information such as
the device ID and binding the other information
comprising the Device Hello message, the device 1302
could institute a policy that the Device Hello message
will be transmitted only when and if the device 1302
recovers (i.e., unsealed-signs and unbinds) the
previously sealed-signed and bound information from
their protected storage, compares them to the current
values of such information elements that the DRM SWmay
be using, and verifies the genuineness and integrity
of the current values. It is noted that the choice of
the information elements to be sealed-signed versus
bound in this scenario is given just as an example.
Other information elements may be sealed-signed and
bound in different combinations without effecting the
operation of the present invention. Other combinations
can be derived from items such as system time, any
information element in a message, algorithms, and 



nonces. One reason for securing the nonces is to
determine whether the noncesare truly random, as some
random number generators especially ones that may be
harmfully compromised, may repeat the same pattern and
generate the same numbers as their outputs in
unacceptably short periods of time. [0263] The RI
1304, upon receipt of the Device Hello message, binds
the information contained in the Device Hello message
with its binding key, K_RI_BIND_A (step 1314). This
step allows secure, integrity-protected storage of the
key information that the RI 1304 received from the
device 1302. Alternatively, the RI 1304 can also
extract the device ID (or any other information
element) from the Device Hello message and sealed-sign
that information element separately using the AIK
K_RI_AIK and the encryption key K_RI_STO_SEAL. [0264]
The RI 1304 sealed-signs the RI ID and the RI URL
information elements with the encryption key
K_RI_STO_SEAL and the AIK K_RI_AIK (step 1316). The RI
1304 also binds the other information contained in its
RI Hello message with the storage key K_RI_BIND_A
(step 1316). The RI 1304 then sends the RI Hello
message to the device 1302 (step 1318). [0265] The RI
1304 transmits the RI Hello message to the device 1302
only when and if the RI 1304 first recovers (i.e.,
unsealed-signs and unbinds) the previously
sealed-signed and bound information from the protected
storage, compares them to the current values of such
information elements that the RI DRM SWmay be using,
and verifies the genuineness and integrity of the
current values. [0266] The device 1302, upon receipt
of the RI Hello message, binds the information
contained in the RI Hello message with the second
binding key, i.e., 



K_DEV_BIND_B (step 1320). This step allows secure,
integrity-protected storage of the key information
that the device received from the RI 1304.
Alternatively, the device 1302 can also extract
selected information elements from the received RI
Hello message (such as the RI ID and/or the RI URL)
and sealed-sign them using the AIK K_DEV_AIK and the
encryption key K_DEV_STO_SEAL, while simply binding
the rest of the information received in the RI Hello
message using K_DEV_BIND_B.[0267] The device 1302
sealed-signs the certificate chain, the DCF hash, and
the Request Time with K_DEV_AIK and K_DEV_STO_SEAL
(step 1322). The device 1302 then binds the other
information intended for the Registration Request
message with K_DEV_BIND_A (step 1322). The device 1302
then sends the Registration Request message to the RI
1304 (step 1324). The device 1302 only sends the
Registration Request message if the device recovers
(i.e., unsealsigns and unbinds) the previously
sealed-signed and bound information, compares the
recovered values tothe current temporary values used
in the DRM SW memory, and verifies the genuineness and
integrity of the current values. Upon receipt of the
Registration Request message, the RI 1304 binds the
information from the Registration Request message with
the binding key K_RI_BIND_B (step 1326). [0268] The RI
1304 sealed-signs the keys, the certificate chain, and
the ROs with K_RI_AIK and K_RI_STO_SEAL (step 1328).
The RI 1304 then binds this with other information
tobe included in the Registration Response message
with the binding key K_RI_BIND_A (step 1328). The RI
1304 then sends the Registration Response message to
the device 1302 (step 1330). The RI 1304 only sends
the Registration Response message if the RI recovers
(i.e., unseal-signs and 



unbinds) the previously sealed-signed and bound
information, compares the recovered values to the
current temporary values used in the DRM SWmemory, and
verifies the genuineness and integrity of the current
values. Upon receipt of the Registration Response
message, the device 1302 binds the RI-generated
information from the Registration Response message
with the binding key K_DEV_BIND_B (step 1332). [0269]
It is noted that the sealed-signing and binding can be
used with any other ROAP protocol. The method 1300
described above is exemplary, and its principles can
be equally applied to any other ROAP protocol. [0270]
Data obtained during the OMADRM ROAPmessage exchanges
will need to be un-sealed and re-sealed to a new
configuration PCRvalue, if the entity that sealed or
sealed-signed the data has updated either its platform
OS or the DRM SW. When such an event occurs, the DRM
ROAP-related data that hadbeen sealed or sealed-signed
to a particular state (or, equivalently, to a
particular set of PCR values) will have to be first
un-sealed and then re-sealed to the most current state
of the updated platform OS. There are existing
techniques in the -prior art that address this
procedural requirement and it is assumed that such
procedures will take place to ensure proper un-sealing
and re-sealing of any DRM ROAP-related data that is
stored using sealing or sealed-signing as proposed
herein. [0271] One additional enhancement is to add a
field to the existing ROAP message formats to indicate
the TCG capability of the sending device. The TCG
capability field can assist in increasing
interoperability with legacy devices by making an
early determination whether the receiving entity can
support TCG related information and procedures. 



[0272] Modification of the Device Hello message and
its derivation [0273] A first modification is to add a
new device TPM Capability Indication (DTCI), which is
an indicator of the device'sTPM capability in either a
new element of the existing Extension parameter of the
Device Hello message, or alternatively and preferably,
add the DTCI as a new first parameter in the header of
the Device Hello message. The DTCI can be either one
bit (indicating either the absence or the presence of
a device TPM) or a few bits (indicating more granular
information on the device's TPM capability). If the
DTCI is inserted as a new parameter, it preferably
should be inserted as the first parameter, before the
device ID parameter, so that the RI can know in
advance of other parameters that the device has
certain TPM capabilities and process the information
from the later parameters (e.g., the device ID)
utilizing the DTCI. The benefit of the DTCI
information is that it allows the RI to evaluate the
trustworthiness of the device in its further
interaction with the device in the remainder of the
ROAP protocols. [0274] A second modification is to use
the device-specific TCG EK credential or the TCG AIK
credential to hash and derive the DRM device ID. The
benefit of this modification is that the EKcredential
and/or the AIK credential ishighly protected by the
TPM inside the device, and thus, deriving the DRM
device ID from either of these credentials strengthens
the integrity of the DRM device ID information. [0275]
Athird modification is to add a new signature
parameter where the Device Hello message, up to but
excluding the signature, is signed with the device's
AIK private key, intended to be verified by the RI.
The benefit of this modification is to protect the
integrity of the deviceTPM capability from the first 



interaction between the device and the RI. The use of
the device's AIK private key, which is highly securely
protected by the TPM, strengthens the integrity of the
signing operation. [0276] Tables 12 and 13 show two
possible formats for the modified Device Hello
message. Table 12 shows the format of a message with
the DTCI bit as the first parameter. Table 13 shows
the format of the Device Hello message where the DTCI
is a new element of the existing Extension parameter.
Table 12. Modified Device Hello message format with a
separate DTCI arameterTable 13. Modified Device Hello
message format, with DTCI in the Extensions [0277]
Modification of the RI Hello message and its
derivation [0278] A first modification is to add a new
RI TPM Capability Indication (RTCI), which is an
indicator of the RI's TPM capability either as a new
element of the existing Extension parameter of the RI
Hello message, or alternatively and preferably, add
the RTCI as a new first parameter in the header of the
RI Hello message. The benefit of this modification is
that it allows the device to use the RTCI information
to evaluate the trustworthiness of the RI and to
utilize such information in its further interaction
with the RI in the remainder of the ROAP protocol
procedures.[0279] A second modification is to use the
RI TPM to provide a pseudo random number for the
session ID. The benefit of this modification is that
the TPM provides a highly secure hardware-based
pseudo-random number generator. Using the TPM to
generate a pseudo-random number that is used as the
session ID strengthens the security of the protocol.
[0280] Athird modification is to use the RI TCG EK
credential or the TCG 



AIK credential belonging to the RFs TPM to derive the
RI ID. The benefit of this modification is that the EK
credential and/or the AIK credential is highly
protected by the TPM inside the device and deriving
the DRM device ID from either of these credentials
strengthens the integrity of the DRM device ID
information. [0281] Afourth modification is to use the
RI TPM to provide the RI nonce. The benefit of this
modification is that the TPM provides a highly secure
hardware-based pseudo-random number generator. Using
the TPM to generate the RI nonce strengthens the
integrity of the nonce that is used in the RI Hello
message. [0282] A fifth modification is to include the
device TCG credentials in the device trusted RI
anchor. The device's TCG credentials include the
EKcredential, the AIK credential, the platform
credential, and the compliance credentials that the RI
has pre-acquired from a trusted TCG CA. The benefit of
this modification is to enhance the trust that the
device can have on the RI Hello message. [0283] A
sixth modification is to add a signature of the RI
Hello message up to and excluding the signature signed
with RFs AIK private key, where the RFs AIK public key
has been previously distributed to the device as part
of the RI Hello message. The benefit of this
modification is to protect the integrity of the RTCI
from the first interaction between the RI and the
device. Using the RFs AIK private key, which is highly
securely protected by the RFs TPM, strengthens the
integrity of the signing operation. [0284] Tables 14
and 15 show two possible formats for the modified RI
Hello message. Table 14 shows the format of the RI
Hello message with the RTCIbit as the first parameter.
Table 15 shows the format of the RI Hello message 



where the RTCI is a new element of the existing
Extension parameter. Table 14. Modified RI Hello
message formatNew parameter: Computed using the
RSA-PSS algorithm on the RI Hello message up to and
excluding the Signature parameter, signed by one of
Signature Mandatory Mandatory the RI AIK private keys
for which the device has pre-acquired the public key.
The Signature is mandatory regardless of the success
or failure of the Device Hello message. Table 15.
Modified RI Hello message formatAll of the OMA DRM 2.0
ROAP RI Hello Extensions elements, plus a new RI TPM
Capability Indicator Extensions Optional (RTCI)
element consisting of one or more bits indicating the
RI's TPM Capability. New parameter: Computed using the
RSA-PSS algorithm on the RI Hello message up to and
excluding the Signature parameter, signed by one of
the RI AIK private keys for Signature Mandatory
Mandatory which the device has pre-acquired 



the public key. Also, make the signature mandatory
regardless of the success or failure of the Device
Hello. [0285] Modification to the Registration Request
message and its derivation [0286] A first modification
is to use the device TPM to provide the device nonce.
The benefit of this modification is that the TPM
provides a secure and reliable pseudo-random number
suitable for use for the nonce. [0287] Asecond
modification is toinclude the device TCG credentials
in the certificate chain. Including the device TCG
credentials can be either in replacement of, or in
addition to, the existing OMA DRM 2.0 device
credentials. The benefit of including the TCG
credentials (such as the EK credential, AIK
credentials, platform credential, or the compliance
credential) is to add to the trustworthiness of the
device. [0288] A third modification is to include a
list of the TCG CAs trusted by the RI in the trusted
RI anchor element. Including the TCG CA's trusted by
the RI can be either in replacement of, or in addition
to, the existing OMA DRM 2.0 RI trusted anchor element
lists. The benefit of including the list of the TCG
CAs trusted by the RI is to add to the trustworthiness
of the device. [0289] A fourth modification is to
include information about the device TPM in the Device
Details element of the Extensions parameter. The
benefit of including this information is to enhance
the trustworthiness about the device to the RI.[0290]
A fifth modification is to sign the Signature with the
device AIK used to sign the modified Device Hello
message. The benefit of this modification 



is to add to the trustworthiness of the device and the
Registration Request message due to the highly
protected nature of the device AIK. [0291] Table 16
shows the format for the modified Registration Request
message. Table 16. Modified Registration Request
message format [0292] Modification of the Registration
Response message and its derivation [0293] A first
modification is to use the RI TPM to provide a pseudo
random number for the session ID. The benefit of this
modification is that theTPM provides a highly secure
hardware-based pseudo-random number generator. Using
the TPM to generate a pseudo-random number that is
used as the session ID strengthens the security of the
protocol. [0294] A second modification is to use the
RI TCG EK credential or the TCGAIK credential
belonging tothe RFs TPM to derive the RI ID. The
benefit of this modification is that the EK credential
and/or the AIK credential is highly protected by the
TPM inside the device and deriving the DRM device ID
from either of these credentials strengthens the
integrity of the DRM device ID information. [0295] A
third modification is to use the RI TPM to provide the
RI nonce. The benefit of this modification is that the
RI TPM provides a secure and reliable pseudo-random
number suitable for use as the nonce. [0296] A fourth
modification is to include a list of the TCG CAs
trusted by the device in the trusted device anchor
element. Including the TCG CAs trusted by the device
can be either in replacement of, or in addition to,
the existing OMA DRM 2.0 trusted device anchor element
lists. The benefit of including the list of the TCG
CAs trusted by the device is to add to the
trustworthiness of the RI. 



[0297] Afifth modification is to sign the Signature
with the RI AIKused to sign the modified RI Hello
message. The benefit of this modification is to add to
the trustworthiness of the RI and the Registration
Response message due to the highly protected nature of
the RI AIK. [0298] Table 17 shows the format for the
modified Registration Response message. Table 17.
Modified Registration Response message format[0299]
Modification of the RO Request message and its
derivation [0300] Afirst modification is to use the
TPM to create the SHA-I hash of a selected TCG
credential (an EK credential, an AIK credential, a
platform credential, or a compliance credential) to
use as the device ID. The benefit of this modification
is that the credentials are highly protected by the
TPM, and thus, deriving the device ID from one of
these credentials strengthens the integrity of the
device ID information. [0301] A second modification is
to use the device TPM to generate the device nonce.
The benefit of this modification is that a nonce
generated by the TPM is secure, due to the TPM's
protected pseudo-random number generation
capability.[0302] Athird modification is to include
the device TCG credentials in the certificate chain.
Including the TCG credentials can be either in
replacement of, or in addition to, the existing OMA
DRM 2.0 device credentials. The benefit of including
the TCG credentials is to add to the trustworthiness
of the device. [0303] Afourth modification is to sign
the optional DCF Hash with a device AIK in the
Extension parameter. The benefit of this modification
is that the device AIKs are highly protected, thereby
making the DCF signature more secure. 



[0304] A fifth modification is to sign the RO Request
message with the device AIK used to sign the most
recent successfully responded to Registration Request
message. The benefit of this modification is to add
tothe trustworthiness of the RI and the RO Request
message due to the highly protected nature of the RI
AIK. [0305] Table 18 depicts the format of the
modified RO Request message. Table 18. Modified RO
Request message format[0306] Modification of the RO
Response message and its derivation [0307] One
modification is to use the RI's TPM to sign the RO
Response message with the same RI TPM AIK used in
signing the most recent successful Registration
Response message. The benefit of this modification is
to add to the trustworthiness of the RI and the RO
Response message due to the highly protected nature of
the RI AIK. [0308] Table 19 depicts the format of
modified RO Request message. Table 19. Modified RO
Response message format[0309] Although the features
and elements of the present invention are described in
the preferred embodiments in particular combinations,
each feature or element can be used alone (without the
other features and elements of the preferred
embodiments) or in various combinations with or
without other features and elements of the present
invention. [0310] Embodiments [0311] 1. Amethod for
performing platform integrity checking between a
requesting entity (RE) and a target entity (TE),
comprising the steps of: sending a request from the RE
to the TE to request the TE to report its trusted
computing group (TCG) credentials; sending the TE's
TCG credentials from the TE to the RE; forwarding the
TE's TCG credentials from the RE to an online 



certification status protocol (OCSP) responder for
verification; reporting the verification status of the
TE's TCG credentials from the OCSP responder to the
RE; sending a request from the RE to the TE to request
the TE to report its own platform integrity status;
checking the platform integrity status of the TE; and
sending a platform integrity status indicator from the
TE to the RE. [0312] 2. The method according to
embodiment 1, wherein the RE is a rights issuer (RI)
and the TE is a device. [0313] 3. The method according
to embodiment 2, wherein the method is performed
before the device initiates a rights object
acquisition protocol (ROAP)registration protocol with
the RI by the device sending a trigger tothe RI to
begin the method. [0314] 4. The method according to
embodiments 2 or 3, wherein the method is performed
periodically based on an elapsed time from when the
device most recently registered with the RI. [0315] 5.
The method according toone of embodiments 2-4, wherein
the method is performed periodically based on an
elapsed time from when the device most recently
verified its platform integrity status to the RI. [03
16] 6. The method according to embodiment 1, wherein
the RE is a device and the TE is a rights issuer
(RI).[0317] 7. The method according to embodiment 6,
wherein the method is performed periodically based on
an elapsed time from when the RI most recently
verified its platform integrity status to the device.
[03 18] 8. The method according to embodiment 1,
wherein the RE is a content issuer (CI) and the TE is
a device. [03 19] 9. The method according to
embodiment 8, wherein the method 



is performed periodically based on an elapsed time
from when the device most recently verified its
platform integrity status to the CI. [0320] 10. The
method according to embodiments 8 or 9, wherein the
method is performed when the device purchases content
from the CI. [0321] 11. The method according to
embodiment 1, wherein the RE is a device and the TE is
a content issuer (CI). [0322] 12. The method according
to embodiment 11, wherein the method is performed
periodically based on an elapsed time from when the CI
most recently verified its platform integrity status
to the device. [0323] 13. The method according to
embodiments 11 or 12, wherein the method is performed
when the device purchases content from the CI. [0324]
14. The method according to embodiment 1, wherein the
method is performed as part of a rights object
acquisition protocol (ROAP) process. [0325] 15. The
method according to embodiment 14, wherein the method
is performed prior to the ROAP process. [0326] 16. The
method according to embodiments 14 or 15, wherein the
ROAPprocess is modified toincorporate the method as
part of the ROAPprocess. [0327] 17. A method for
performing digital rights management (DRM) software
integrity checking between a requesting entity (RE)
and a target entity (TE), comprising the steps of:
sending a request from the RE tothe TE requesting that
the TE perform a DRM software integrity check;
checking the DRM software integrity by the TE; and
sending a DRM software integrity status indicator from
the TE to the RE. [0328] 18. The method according
toembodiment 17, wherein the RE is a 



rights issuer (RI) and the TE is a device.[0329] 19.
The method according toembodiment 18, wherein the
device sends a trigger to the RI to begin the method
prior to the device initiating a rights object
acquisition protocol (ROAP) process. [0330] 20. The
method according to embodiment 19, wherein the ROAP
process is selected from the group consisting of: two
pass registration, two pass join domain, and two pass
leave domain. [0331] 21. The method according to
embodiments 19 or 20, wherein the method is performed
periodically after the device has completed a rights
object acquisition protocol (ROAP) process with the
RI. [0332] 22. The method according to one of
embodiments 19-21, wherein the ROAP process is
selected from the group consisting of: two pass
registration, two pass join domain, and two pass leave
domain. [0333] 23. The method according to one of
embodiments 18-22, wherein the method is performed
periodically after the device has verified and
reported its DRM software integrity status to the RI.
[0334] 24. The method according toone of embodiments
18-23, wherein the method is performed after the
device updates its DRM software. [0335] 25. The method
according toone of embodiments 18-24, wherein the RI
requests the device to perform a DRM software
integrity check on a media player on the device.
[0336] 26. The method according toembodiment 17,
wherein the RE is a device and the TE is a rights
issuer (RI). [0337] 27. The method according
toembodiment 26, wherein the method is performed upon
initiation by the device. 



[0338] 28. The method according to embodiments 26 or
27, wherein the method is a standalone process. [0339]
29. The method according to one of embodiments 26-28,
wherein the method is part of a modified rights object
acquisition protocol process. [0340] 30. The method
according toone of embodiments 26-29, wherein the
method is performed periodically after the RI has
verified and reported its DRM software integrity
status to the device.[0341] 31. The method according
to one of embodiments 26-30, wherein the method is
performed after the RI updates its DRM software.
[0342] 32. The method according to one of embodiments
26-31, wherein the method is performed prior to the
device sending a rights object request to the RI.
[0343] 33. The method according to one of embodiments
26-32, wherein the method is performed periodically
during a request from the device to the RI for
streaming content. [0344] 34. The method according to
embodiment 17, wherein the RE is a content issuer (CI)
and the TE is a device. [0345] 35. The method
according to embodiment 34, wherein the device sends a
trigger to the CI to begin the method prior to the
device initiating a rights object acquisition protocol
(ROAP) process. [0346] 36. The method according to
embodiments 34 or 35, wherein the method is performed
periodically after the device has completed a rights
object acquisition protocol (ROAP) process with the
CI. [0347] 37. The method according to one of
embodiments 34-36, wherein the method is performed
periodically after the device has verified and
reported its 



DRM software integrity status to the CI. [0348] 38.
The method according to one of embodiments 34-37,
wherein the method is performed after the device
updates its DRM software. [0349] 39. The method
according to one of embodiments 34-38, wherein the CI
requests the device to perform a DRM software
integrity check on a media player on the device.
[0350] 40. The method according to embodiment 17,
wherein the RE is a device and the TE is a content
issuer (CI). [0351] 41. The method according to
embodiment 40, wherein the method is performed upon
initiation by the device. [0352] 42. The method
according to embodiments 40 or 41, wherein the method
is a standalone process.[0353] 43. The method
according toone of embodiments 40-42, wherein the
method is part of a modified rights object acquisition
protocol process. [0354] 44. The method according
toone of embodiments 40-43, wherein the method is
performed periodically after the CI has verified and
reported its DRM software integrity status to the
device. [0355] 45. The method according to one of
embodiments 40-44, wherein the method is performed
after the CI updates its DRM software. [0356] 46. The
method according to one of embodiments 40-45, wherein
the method is performed prior tothe device sending a
rights object request to the CI. [0357] 47. The method
according to one of embodiments 40-46, wherein the
method is performed periodically during a request from
the device to the CI for streaming content. 



[0358] 48. A method for strengthening the integrity of
rights object acquisition protocol (ROAP) messages
exchanged between two entities, comprising the steps
of: safely storing information to be used in the ROAP
messages at each entity using trusted computing
techniques; and pre-verifying the information to be
used in the ROAP messages prior to being used in
connection with the ROAP message. [0359] 49. The
method according to embodiment 48, wherein the storing
step includes sealed-signing the information and
binding the information. [0360] 50. The method
according to embodiment 49, wherein the sealedsigning
step includes symmetrically encrypting the information
with a symmetric encryption key and asymmetrically
signing the symmetric encryption key and a set of
values that indicate a current integrity status of an
object. [0361] 51. The method according to embodiment
50, wherein the signing step includes using the
integrity status of a platform on which the entity
operates. [0362] 52. The method according to
embodiments 50 or 51, wherein the signing step
includes using the integrity status of a software
component of the entity.[0363] 53. The method
according to one of embodiments 49-52, wherein the
binding step includes asymmetrically encrypting the
information with a key whose private decryption key is
stored in a protected module in the entity. [0364] 54.
The method according to embodiment 53, wherein the
protected module is a trusted processing module (TPM).
[0365] 55. The method according toembodiment 54,
wherein the TPM is used to derive parameters to use in
the ROAP messages. 



[0366] 56. The method according to one of embodiments
48-55, wherein the information is selected from the
group consisting of: a device identification, a rights
issuer identification, a certificate, a certificate
chain, a digital rights management related time value,
a rights object, an algorithm, and a nonce. [0367] 57.
The method according toone of embodiments 48-56,
wherein the method is applied to all ROAP messages.
[0368] 58. The method according toone of embodiments
48-56, wherein the method is applied separately from
the ROAP message. [0369] 59. The method according to
one of embodiments 48-56, wherein the method is
integrated into the generation and transmission of the
ROAP messages. [0370] 60. The method according to one
of embodiments 48-56, further comprising the step of
adding a field to existing ROAP messages to indicate a
trusted computing capability of the sending entity.
[0371] 61. Asystem configured to perform a method
according to one of embodiments 1-60. [0372] 62. An
integrated circuit configured to perform a method
according to one of embodiments 1-60.CLAIMS What is
claimed is: 1. A method for performing platform
integrity checking between a requesting entity (RE)
and a target entity (TE), comprising the steps of:
sending a request from the RE to the TE to request the
TE to report its trusted computing group (TCG)
credentials; sending the TE's TCG credentials from the
TE to the RE; 



forwarding the TE's TCG credentials from the RE to an
online certification status protocol (OCSP) responder
for verification; reporting the verification status of
the TE's TCG credentials from the OCSP responder to
the RE; sending a request from the RE to the TE to
request the TE to report its own platform integrity
status; checking the platform integrity status of the
TE; and sending a platform integrity status indicator
from the TE to the RE. 2. The method according to
claim 1, wherein the RE is a rights issuer (RI) and
the TE is a device. 3. The method according to claim
2, wherein the method is performed before the device
initiates a rights object acquisition protocol
(ROAP)registration protocol with the RI by the device
sending a trigger to the RI to begin the method. 4.
The method according to claim 2, wherein the method is
performed periodically based on an elapsed time from
when the device most recently registered with the RI.
5. The method according to claim 2, wherein the method
is performed periodically based on an elapsed time
from when the device most recently verified its
platform integrity status to the RI.6. The method
according to claim 1, wherein the RE is a device and
the TE is a rights issuer (RI). 7. The method
according to claim 6, wherein the method is performed
periodically based on an elapsed time from when the RI
most recently verified its platform integrity status
to the device. 



8. The method according toclaim 1, wherein the RE is a
content issuer (CI) and the TE is a device. 9. The
method according to claim 8, wherein the method is
performed periodically based on an elapsed time
fromwhen the device most recently verified its
platform integrity status to the CI. 10. The method
according to claim 8, wherein the method is performed
when the device purchases content from the CI. 11. The
method according to claim 1, wherein the RE is a
device and the TE is a content issuer (CI). 12. The
method according toclaim 11, wherein the method is
performed periodically based on an elapsed time from
when the CI most recently verified its platform
integrity status to the device. 13. The method
according to claim 11, wherein the method is performed
when the device purchases content from the CI. 14. The
method according to claim 1, wherein the method is
performed as part of a rights object acquisition
protocol (ROAP) process.15. The method according to
claim 14, wherein the method is performed prior to the
ROAP process. 16. The method according to claim 14,
wherein the ROAP process is modified to incorporate
the method as part of the ROAP process. 17. Amethod
for performing digital rights management (DRM)
software integrity checking between a requesting
entity (RE) and a target entity (TE), comprising the
steps of: sending a request from the RE to the TE
requesting that the TE perform a DRM software
integrity check; 



checking the DRM software integrity by the TE; and
sending a DRM software integrity status indicator from
the TE tothe RE. 18. The method according to claim 17,
wherein the RE is a rights issuer (RI) and the TE is a
device. 19. The method according to claim 18, wherein
the device sends a trigger to the RI to begin the
method prior to the device initiating a rights object
acquisition protocol (ROAP) process. 20. The method
according to claim 19, wherein the ROAP process is
selected from the group consisting of: two pass
registration, two pass join domain, and two pass leave
domain. 21. The method according to claim 18, wherein
the method is performed periodically after the device
has completed a rights object acquisition protocol
(ROAP) process with the RI.22. The method according to
claim 21, wherein the ROAP process is selected from
the group consisting of: two pass registration, two
pass join domain, and two pass leave domain. 23. The
method according to claim 18, wherein the method is
performed periodically after the device has verified
and reported its DRM software integrity status to the
RI. 24. The method according to claim 18, wherein the
method is performed after the device updates its DRM
software. 25. The method according to claim 18,
wherein the RI requests the device to perform a DRM
software integrity check on a media player on the
device. 26. The method according to claim 17, wherein
the RE is a device and 



the TE is a rights issuer (RI). 27. The method
according to claim 26, wherein the method is performed
upon initiation by the device. : 28. The method
according to claim 27, wherein the method is a
standalone process. 29. The method according to claim
27, wherein the method is part of a modified rights
object acquisition protocol process. 30. The method
according toclaim 26, wherein the method is performed
periodically after the RI has verified and reported
its DRM software integrity status to the device.31.
The method according toclaim 26, wherein the method is
performed after the RI updates its DRM software. 32.
The method according toclaim 26, wherein the method is
performed prior to the device sending a rights object
request to the RI. 33. The method according to claim
26, wherein the method is performed periodically
during a request from the device to the RI for
streaming content. 34. The method according to claim
17, wherein the RE is a content issuer (CI) and the TE
is a device. 35. The method according to claim 34,
wherein the device sends a trigger to the CI tobegin
the method prior to the device initiating a rights
object acquisition protocol (ROAP) process. 36. The
method according toclaim 34, wherein the method is
performed periodically after the device has completed
a rights object acquisition protocol (ROAP) process
with the CI. 37. The method according to claim 34,
wherein the method is performed 



periodically after the device has verified and
reported its DRM software integrity status to the CI.
38. The method according to claim 34, wherein the
method is performed after the device updates its DRM
software. 39. The method according to claim 34,
wherein the CI requests the device to perform a DRM
software integrity check on a media player on the
device.40. The method according to claim 17, wherein
the RE is a device and the TE is a content issuer
(CI). 41. The method according toclaim 40, wherein the
method is performed upon initiation by the device. 42.
The method according to claim 41, wherein the method
is a standalone process. 43. The method according to
claim 41, wherein the method is part of a modified
rights object acquisition protocol process. 44. The
method according to claim 40, wherein the method is
performed periodically after the CI has verified and
reported its DRM software integrity status to the
device. 45. The method according to claim 40, wherein
the method is performed after the CI updates its DRM
software. 46. The method according to claim 40,
wherein the method is performed prior to the device
sending a rights object request to the CI. 47. The
method according to claim 40, wherein the method is
performed periodically during a request from the
device to the CI for streaming content. 48. Amethod
for strengthening the integrity of rights object
acquisition 



protocol (ROAP) messages exchanged between two
entities, comprising the steps of: safely storing
information tobe used in the ROAPmessages at each
entity using trusted computing techniques;
andpre-verifying the information to be used in the
ROAP messages prior to being used in connection with
the ROAP message. 49. The method according to claim
48, wherein the storing step includes: sealed-signing
the information; and binding the information. 50. The
method according to claim 49, wherein the
sealed-signing step includes: symmetrically encrypting
the information with a symmetric encryption key; and
asymmetrically signing the symmetric encryption key
and a set of values that indicate a current integrity
status of an object. 51. The method according toclaim
50, wherein the signing step includes using the
integrity status of a platform on which the entity
operates. 52. The method according toclaim 50, wherein
the signing step includes using the integrity status
of a software component of the entity. 53. The method
according to claim 49, wherein the binding step
includes asymmetrically encrypting the information
with a key whose private decryption key is stored in a
protected module in the entity. 54. The method
according to claim 53, wherein the protected module is
a trusted processing module (TPM). 55. The method
according to claim 54, wherein the TPM is used to 



derive parameters to use in the ROAP messages.56. The
method according to claim 48, wherein the information
is selected from the group consisting of: a device
identification, a rights issuer identification, a
certificate, a certificate chain, a digital rights
management related time value, a rights object, an
algorithm, and a nonce. 57. The method according to
claim 48, wherein the method is applied to all ROAP
messages. 58. The method according to claim 48,
wherein the method is applied separately from the ROAP
message. 59. The method according toclaim 48, wherein
the method is integrated into the generation and
transmission of the ROAP messages. 60. The method
according to claim 48, further comprising the step of:
adding a field to existing ROAPmessages to indicate a
trusted computing capability of the sending entity. 




