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BACKGROUND [ 0005] The OVA DRMis a DRM system

speci fied by the OVA,_a consortium of nobile phone and
Qﬁ&? | ce manuf acturers EF@JWH@VE KON providers. The

me i es, a .

[(f(ﬁ){%zndedslt‘% used Vgﬂtl con gnt Q%?%wté’epcgg{t alaghts
ni2Rdgemehnt G(EDRM) Qdelldioﬂs allmd v&aHIUSSC eammlisticatms networlkk. More

t M have been rel ease M.1. 0 .and. OVA
DAY, RSOBF e A BRICR Tgotdas SRelbave (i SRINCE security,
ug'ﬁéhﬁy %H%ﬂ%ﬁﬁhﬂiesg 'ugkgts@émé bpdtafinkh a6RRAERE with theO en

obJect's. As such not provide strong protectio
M(ﬂnleeﬂlhhace &OMAQ@RMrspe@ﬁpaﬂmnsor the rights object.
OVA DRM 1.0 specifies three nmethods of delivery:
Forward Lock (which prevents the user from forwarding
[omaj ent to ot her users OBAGRGROBND Conbi ned Delivery

(a conbl ned r ts _object and nedia object), and
(06054 at e The Ql\%i‘\ DRMpisr at PRM ggysters hyneetfiednhy nibei QMA, a

cés)x@o \tn)n ofT Eﬁob 95&4 ]an d&Ac d%?érﬁﬂ?&uh?ro h@rﬁijlrgoblle service

-sSi ze j €Cts such as ring tones
pi‘@h&ldﬁ@@lﬁ@s&@ﬁxeﬁb‘l fmplemented on many mobile phones and is intended to

be used by mobile content providers to add DRM to their products and services.
Two versions of the OMA DRM have been released: OMA DRM 1.0 and OMA
DRM 2.0.

[0006] OMA DRM 1.0 addressed schemes for basic management of digital
rights for content objects. As such, it did not provide strong protection for either
the content object or the rights object. OMA DRM 1.0 specifies three methods of
delivery: Forward Lock (which prevents the user from forwarding content to
other users or devices), Combined Delivery (a combined rights object and media
object), and Separate Delivery (separate rights object and media object). The
OMA DRM 1.0 was designed to handle small-sized media objects such as ring
tones or wallpapers for phones.

[0007] OMA DRM 2.0 improves and extends the OMA DRM 1.0 delivery
mechanism. A device compliant with OMA DRM 2.0 has an individual certificate
based on a DRM public key infrastructure (PKI), i.e., each device has a public
key, a corresponding private key, and a certificate verifying this fact. Each rights
object (RO) is protected for both confidentiality (by encryption) and integrity (by

-1-



[0007] OVA DRM 2.0 i nproves and extends the OVA DRM
0 delivery mechani sm Adevice conpliant with

OVADRM
WQ 20081982641 i ndi vi dual certificate based on a BRMUS2007/010951
public key infrastructure (PKI), i.e., each device has

blic key, a _corresp ing private key, .and a
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l([QQ@bg] Thehe following greipemse oftheymaip engiies defined iipdhe OMA
fri ned in the OVA DRM [0010] Actor - An actor is an

external entity that carries out use cases. [0011]

[BHOk up/ ReAatbre- Shakctgds an BkterahbéntitydhROsarivd ol nik€ Bises.

Mj.ects ( ) anot her location with the intention .
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I t
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oripmapdevieet ed content are delivered together in a
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pfiteétied ebRRal ahl tHERO.MHd RO dhe\irdttated cotént! 418 deli9bred
processes. [0014] Conposite Cbject - A CO containing

tegeshegrinrppsinglecanitty oljedeRM ppssage.
[0013] Confidentiality - The property that information is not made

0 th%hof the

available or disclosed to unauthorized individuals, entities, or processes.

[(0014] Composite Object - A CO containing one or more media objects by
means of inclusion.

[0015] Connected Device - A device capable of directly connecting to an RI
using an appropriate protocol over an appropriate wide area transport/network

layer interface.

[0016] Content - One or more media objects.

[0017] Content Issuer (CI) - The entity making content available to the
DRM agent.

[0018] Content Provider - An entity that is either a CI or an RI.

[0019] Device - A user equipment with a DRM agent. It can be either a

connected device or an unconnected device, but this distinction is contextual and



means of inclusion. [0015] Connected Device -A device
capabl e of directly connecting to an Rl using
WQ&E‘%‘}QP% 63t e protocol over an appropriate wi dePSF@J§2007/010951
transport/netmork Iayer interface. [0016] Content -
One, or, nor e medi a ob cts
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wf}ﬂﬁrﬁ losEQRQ%ﬁpeﬁﬁﬁﬁ}ﬁfﬂ dl?éc@lf' &';ﬁhect toAneRLity that is

ei t her Cl or an RI. Devi ce - A user equipnment
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n cted.d ce, but this distinction is
ng JoREsy THRed, Kot QS

Lhacian Sin nature, since a connected
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according to a set of permissions in an RO

[0026] DRM Content - Media objects that are consumed according to a set
of permissions in an RO.

[0027] DRM Time - A secure, non-user changeable time source. The DRM
time is in the UTC time format.

[0028] Integrity - The property that data has not been altered or destroyed
in an unauthorized manner.

[0029] Join Domain - The process of an Rl including a device in a domain.
[0030] Leave (De-Join) Domain - The process of an RI excluding a non-

revoked device from a domain.

[0031] Media Object - A digital work or a composite object.

[0032] Network Service Provider - The entity providing network
connectivity for a mobile device.

[0033] Permission - Actual usages or activities allowed by the RI over DRM
content.

[0034] Play - To create a transient, perceivable rendition of a resource.
[0035] Protected Content - Media objects that are consumed according to a

set of permissions in an RO.



[0027] DRM Tinme -A secure, non-user changeable tine
source. The DRMtinme is in the UTC tinme format. ;UOOZSJ
WORHEHN93Y - The property that data has not be&fT/US2007/010951
altered or destroyed in an unauthorized manner. [0029]
Join Domain - The process of an Rl including a device
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ent|t |d|n rk connectivity ra i
[m] g@ ! Rgft& gﬁlah dsiyes I%,&s to SR/EA DRM
c&%ﬁﬁhht ggwgésl ovved by the Rl over DRM content. [0034]

ay - To create a transient, perceivable rendition of
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edewcefrom\/\,hlchthey wer e backed 37]

specesifully parbicinade gh %ﬂédhgrpmg)cglsdeﬁ/th,@ R{?A]?a suite, except the
I&E}sﬁz{atu{iﬁﬁﬁt a3 invalid. [0038] Rights Issuer (RI) - An

'¥5ues ROs to OMA DRM conformant devi ces.

[@@@9] RIRights @kject (ROV- Al ¢oilettich éffpeimivefons af@bildk aftributes
wiith a given R during the 4-pass Registration
vibyigh 8 m%‘ij’cw rrotegted gontent. certifi cate chal n, version,

[@aqrith J%Epﬁéqedlgifugﬁ Bbio0 (R f@"&ﬁo%élt Pht?enables

necessary evice to successful I cl pate
datices tuerenuesttcmxd acqouiretR@s Ro&Pams Rl e, except t he
Qt ocol

[&ﬁ&l] str atf{8RPP’fr1gger An extensible markup language (XML) document
including a URL that, when received by the device, initiates the ROAP.

[0043] Stateless Rights - ROs for which the device does not have to

maintain state information.

[0044] Stateful Rights - ROs for which the device has to explicitly maintain
state information, so that the constraints and permissions expressed in the RO
can be enforced correctly. An RO containing any of the following constraints or
permissions is considered Stateful Rights: <interval>, <count>, <timed-count>,
<datetime>, <accumulated> or <export>.

[0045] Super-Distribution - A mechanism that (1) allows a user to
distribute protected content to other devices through potentially insecure
channels and (2) enables the user of that device to obtain an RO for the super-
distributed protected content.

[0046] Unconnected Device - A device that is capable of connecting to an RI
via a connected device using an appropriate protocol over a local connectivity
technology, e.g., OBEX over IrDA (object exchange over infrared), Bluetooth, or
Universal Serial Bus (USB). An unconnected device may support DRM Time.
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[0040] Rights Object (RO -Acollection of perrrissi ons
and other attributes which are |inked to protect
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DRM| agentgl Ebrespetavonk stare 165 and semexable m@hmld& dbe CI 110
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e, S <He Cl ed>"or <expor
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[Q349%ugh phhehi a0 1san galbithat delivers| AR M ¢pntent 1i2s flhe OMA
DR dd ﬁ[a-s fﬁ o e%t g ITRM coR P! 1"226&3 [bgggé?é 416 DRM agants

super |str| rotected content nconnect
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e ety SeRE 1 EbnReiicren kR oAb THB By do
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tEe DRM R6htefn 2D2 ahd Beh&Gitéel RO3A94. ARG LS £F KME dd&finent

consi sts of a DRM system 102, a content
expressing permissions and constraints ‘associated with the DRM content 122.

ROs 124 govern how the DRM content 122 may be used; the DRM content 122
cannot be used without an associated RO 124 and may only be used as specified
by its associated RO(s). DRM content could be associated with more than one RO
if, for example, the RO has a time expiration (e.g., 10 days), and after the time
expiration a new RO would be needed to access the content.

[0051] The DRM agent 114 is a logical entity that is responsible for
managing point-of-consumption enforcement of the DRM content 122. The DRM
agent 114 embodies a trusted component of a device, and is responsible for
enforcing the permissions and constraints for the DRM content 122 on the device,
controlling access to the DRM content on the device (which can only be accessed
through the DRM agent 114), and so on.

[0052] The DRM content 122 is packaged to protect it from unauthorized
access before it is delivered. The CI 110 delivers the DRM content 122, and the
RI 112 generates the RO 124. The CI 110 and the RI 112 embody logical roles,
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provi der 104, and a user 106. The DRM system 102
includes a C 110, an RI 112, DRM agents 114

a
WRPBAON64 ore 116, and renovabl e nedia 118. TRETES20p7§10951
di stributes protected content 122 and the R 112

d| stributes an RO 124. The DRM agents 114 redistribute
rather Phan pleysicpl entitientin thosystern407. Farexample; in ¢ne deployment,

5y At Sy T APt
cagtient disedbttobiabting asbethl €l and RIt he vvaﬁ t hat 1t1 Bet (II))R{\/I

R egeni< B9 12F Reveint RBFdhe DRUTSBLAHE IrecRanbs feed DRM
cditent12d ddhdR e qgeci WeheGt é‘@hsé&@fa‘ﬁ&ngbglﬂf abhd ﬁlal?moy be used

content 122 itself or it may receive pr package
acondimgttofthe [IEHDWEIOOS aod censiraints $®©ﬁ'@]d i Hshe RO ]1242 The OMA

rffha Bt ncaonl 2654 4n o LR B et S0 ihonsgyt and

ROs athyXbb 1dqaedtBd tseBARILEISS b HodthéH, Sa5idO Fisey2 fith be dehvered
constraints associated with the DRM content 1

se.uzaragsdy er nt thes ane timryWhent tém' aredelivered ot tlmﬁme hene, they
EDsgVI lﬁéi?‘o% ‘%efa 1:216@ el % w1t F’)cég %ﬁ %xgcp g%sc%{?%n%em%edded

1@&3}1@Ma®@ﬁte861?‘5ﬂmammpntent coul d be associ at ed vvlth
nore than one ROif, for exanple, the RO has a

U&@dﬂ rati oo RO 124 lswntayrsﬁ)p bennd to aﬁeectlﬁﬁPRM agent 114
[
b SPbdt e 185 el ity e QU PBRIE RS 10 BE G830 o The DRM
cortent 132 casplydieldceessed withnagalid) REo1 24, so theamtempid2oan be
en o(i‘geﬁgt of the M.content 122. The DRM agent 114
f tributed oy, spper-Aig &t of a device, and is
[G(ﬁ%ﬂ’ons' bige HMA ﬂF{MrzC(!) Bfow 8n@ ROMTSHd Bosh R group of DRM
constraints for the DRM content 122 on the devi ce,

agemfisy Du¢h mgrcmme sglleradhmaDRI\WBMnoamntcandt R@s distiibated to a
&Tﬁl}r? Ix?n‘,i\l%{ esha %d g)l?d 8588 1ne rbgf%%hﬂfagen% gglongmg to that
domain. For example, a user may purchase DRM content for use on both her

phone and her PDA.
[0056] The OMA DRM specifications define the format and the protection

mechanism for DRM content (or the DCF), the format (rights expression
language (REL)) and the protection mechanism for the RO, and the security
model for management of encryption keys. The OMA DRM specifications also
define how the DRM content and the ROs may be transported to devices using a
range of transport mechanisms, including pull (HTTP pull, OMA download), push
(WAP push, MMS), and streaming. However, the OMA DRM specifications do not
address any interaction between network entities, e.g., between the CI 110 and
the RI 112.

[0057] The following is a non-exhaustive list of the use cases covered by the
OMA DRM 2.0 specifications.



[0052] The DRM content 122 is packaged to protect it
from unaut hori zed access before it is delivered,
WE200B{199%%81 i vers the DRM content 122, and the ﬁFTﬁi‘mmm%l
generates the RO 124. The Cl 110 and the R 112 enbody
ogi cal roles,rather than physical entities, in the
[Q em 102, Fdfasi medel n one depl oynent, cont ent

rs nay g@%ysé?@c‘fé( @&ﬁem% SRAh5 b M%v%in o LIWE\% ﬁit%land

[d ri bute a cont ent stri uto actin
camﬁirrﬁ@i th¢ Gexzg oAmhR@uiéltbsgoTherGI hoovidéretifidisVvhed pretetts the

122 be use ntent 122 cannot be_used
GRERb AP ahe agggfagaf & 1® cpakent af%? WE&PCEHP tod psingsthe content
eﬁexs@h@hn& t(@Ewefm@amléée bil dé”&é b3 uSheS dvefitsed

RY 124 "The OWA DR es a ogi ca separation
MIMERybe suppent, efa. Ghe RDI12 @mmmo d8d faxGhe cantetel 22 and

thfhreer BEMEERE 08 Yghol A e itan B perBilfin for Fageontent
tRIRa% X84 ekl @EK ms%?nﬁletmoqzzﬂl@ @M%bmhn%mected by
both provided t he 110, with thé t he

eponyptinn (esibg |encrarpDRMkemmxeﬁﬁEKFenddtg1(am@@nat@me5qu is

o] SRS A 39 3085 e

Raye24 aflel thetaleliversdsty the DRMagoRdMitont ent 122 can only
be accessed wi.th a valid RO 124, so the content 122
[Q060T be frael y Frshiof DRMeantent super - di stri but ed. [ 0055]

[Jdbqﬂ)RM A %%l%elq?%i\'le%n%ﬂﬁogﬁ&dgl 7 g@é‘m‘%xetcgnt%ngﬁﬁk%lly toa

ents ch a group is calle onmal n
devicé elsingaMhlﬁmedth Measkiging Betrvica (MM, rWAByPtlm-’n obar sithilar

and accessed offlj.ne. by all DRM agents bel on )
oo GO 2 PF ARG A erers PRSP, HagT e adariaans on this

usopient for use on both her phone and her PDA. [0056]
The OVA DRM specifications define the format and the
(1621 ect i HA.nedleabémmusbr DRM content (or the DCF), the

[(;(%rSﬁmt ( r’flgehélsl fo'didis Srstlh%rhI 112 may have certain prior knowledge of a

user and a particular DRM agent 114, so that the content 122 and an RO 124 can
be formatted and packaged for delivery.

[0064] 2B. Push-initiated pull

[0065] In this case, the CI 110 and/or the RI 112 may hdve no prior
knowledge about the user or their DRM agent 114, but may still wish to deliver
content, e.g., to allow the user to preview the content 122 to entice them to
purchase the content. Instead of pushing the DRM content 122 directly to a user,
a link to the content or a link to the preview of the content can be sent. Following
the link will take the user to a specific location and then the procedure continues
as in the basic pull model.

[0066] 3. Streaming of DRM content

[0067] Both the basic pull and the push use cases assume that the content

is packaged and delivered in its entirety. Alternatively, the content may be
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Ianguage (REL)) and the protection nechanismfor the
and the security nodel for nanagenent of
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PRgketirsiowg deliveraddsrystpeam. 356/ the spagbiteelbisprotected

RN i P, R o BURER ot B e srope o

OMAVRRM, aﬂﬂ‘mm be ehésehifamm eﬁ]sting ehetypeion stdiﬁlaﬂls THe séitdms
SR B A ) R A e
spOgHed | b? BMAr (8RR8I adl to §§§1‘e‘§s @H%élbl@%%i{et{ QQ@ 9e1tc ’%ft%r the

user selects content to downl oa briowsi ng t

stieam 1smd1w§ed, |thomgh lagcese rcmﬁlaﬂtrem cpube htaﬁ:eolleﬂtélrdihgh the
110 identifi he cont en

e RabERure A GRbeR beF i sisiEeERERGRE A B0 ngSidrated, the

streRhstcrepasy Ré dy' i%rpdﬁﬂ thERY justhiRe 8 ©BK & ot BPBL ianidith8 RO is
can be detecte advertised M Me-type support
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There are two variations on this use cas
new services, such as enabling users to access DRM content 122 from several

devices that they own or provide support for unconnected devices where users
purchase the DRM content and rights via one device (e.g., a PC) for later use on
another device (e.g., a portable player).

[0070] 5. Back-up ]

[0071] Th.e DRM content 122 can be stored on removable media 118, in a
network store 116, or in some other form of storage. The DRM content 122 is
stored in encrypted form and can only be accessed by a particular target DRM
agent 114 using an associated RO 124. ROs 124 can be stored for backup
purposes if the RO only contains stateless permissions. The security model
ensures that the RO 124 is protected and can only be accessed by the intended
DRM agent 114, even if the RO 124 is stored off-device. Some permissions require
maintenance of state by the DRM agent 114, e.g., a limited number of plays.
Such ROs cannot be stored off-device, as this might result in loss of the state

information.



[0062] 2A. Content push [0063] The C 11O and/or the
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ncr ion standards, T eans nay be protected
tgﬁ ﬂycg%\ {}'p i SBRC SRE?FéQh@ﬁMSYaSF%mﬁl %/feregt from t hose
sorgi i edgby @by ofiRiephaated a&iaddr ess possi bl e

packet | oss, etcC. After the streamis encrypted, _
[@Qflo"il]u gh, AEe©dA DRM enalilesmennnacted deviontaast hean mteuughary

b d f
th AT oA Aelite P PRIrhaSe R E fpuiont Yoot b8 aRa JrOs
124. Ruiker, forldxantfld, Ufidy haveartOVEKDRM c6mBHanBpsttiBle dBRce (an

is then crypt ographl cally bound to a M agent . {)0068];
upconmpastgd device) that has no network connectivity, and an

compliant mobile device (a connected device) that has network connectivity. After
using the connected device to browse and purchase the DRM content 122 and
downloading the DRM content 122 to the connected device, the user then may
wish to play the DRM content 122 on the unconnected device. In this case, the
DRM agent 114 on the connected device requests and downloads a domain RO
124 from the RI 112.

The DRM agent 114 on the connected device then embeds the domain RO 124 in
the DCF. The DCF can then be transferred to the unconnected device using an
appropriate protocol over a local connectivity technology, e.g., Bluetooth or USB.
Both the connected device and unconnected device must be OMA DRM compliant
to support this functionality. Also, the unconnected device must belong to the

same domain as the connected device.

[0078] Security and Trust




[ 0069] Donmins are an optional feature and may not be
S4p orted by all RI's. Domai ns expand the basi ¢ npd
wiiphriao
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l%97%?ust a’}%‘?ﬁ% UPWingRERR QEeRVIEW B #-Qyespmt }t#@itrust

Qnt gnt of | e
A e L TLIOg hofM R g et
relqmaememrsn ¢Ppthe praiected denbent mest ionbs besacéssad by properly
a&glgﬁ ol,| nge#%ﬂc{ qqfégmg%ﬁﬁg& gg%ﬂgg,gagltdg(gt 1221541%1%%113 t \eeprroéected

cHeADRREE séihs*we& 85 af ISR M HRRE ERtiredtast dr bige C‘gﬁﬁéhssmns and
content and rights via one device (e.g., a

comtealntss@ssgﬂa ible the@RM eontentgre the pain cabtarnof theseyurity

5 Back M
sl 3Pl e PR o B SR, MR ER o BT Mptent
b@yondWwIiQtniS stiptiBited By thed{ss6difted RO and erdabivh 1le@Al cobses and
i's stored in encrypted formand can only be accessed

redistribyian fPRM qoaw@tcomuég@m mﬁmthrgmgto &ny DRM system.

GRRDC. o ThEQUALDER S eaf obied Hethdels RICHP sccure

distributish and makugesreatof protevtetidonestttiin €lse OVBA edivieor’ibnt and
124 IS protected and %P only be accessed by the
8

o Eeauriemeegi s spacified abewe. TheQGMARDRI gnfozcesitheaipe and

S RS GO AR s
DRMyesgentSthdt GEnresaprodectek usé of emhterditf uniborithe constrainks of the

Rgjght result in loss of the state information.[0072]
Super-Di stribution [0073] The DRM content 122 can

[(WB 1$0pi edridwhsid A0S BF H%@nbﬁ’tlﬁé DRM ERNeROSGR R shiarized as

a user sending the DRM content 122 to a friend.
foith’éstl‘l end, in order to access the content 122, is

[(S(fgé?n to{ he %on%‘é[nzt pacﬁaéém!g' &l)(nt'elqt {shpacERg'\éd in a secure content

container (DCF). The DRM content is encrypted with a symmetric content

encryption key (CEK). The content can be pre-packaged, i.e., content packaging
does not have to happen on the fly. The same CEK is not used for all instances of
a piece of content, although this is not a requirement in the OMA DRM.

[0083] 2. DRM agent authentication. All DRM agents have a unique
private/public key pair and‘ a certificate. The certificate includes additional
information such as device maker, device type, software version, serial numbers,
etc. This allows the CIs and the RlIs to securely authenticate a DRM agent.
[0084] 3. RO generation. The RO contains the CEK, which ensures that
the DRM content cannot be used without an associated RO. ROs are made up of
permissions (e.g., play, display, and execute) and constraints (e.g., play for a
month, display ten times). ROs may also include constraints that require a

certain user to be present (e.g., determined by a user identity) when the content
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content package to acquire an RO 124. [0074] 7. Export
to non- OMA DRM systens) [0075] The DRM content 122
0818024 ported to other DRM systens, for useP§H/US2007/010951
deV|ces that are not OVA DRM conpliant, but support
sone DRM nechani sm, The, OVA DRM ar c, ct ur
15 APy Lo POTIBIoIons At CORE R Mt PG & b PfeE
ehfodiddNhate G (eld Fedpyrizht iﬁbfﬁlﬁﬁmeﬁ&%sp&&rﬁ% £ fHeCuser

ot her DRM systems, possibly as specified by the other
(@98l s y stefn  TIRO RrotéatiomBptare delivering the &), sewsitiye pations of

SRR b BIB9S BB R0, ang

the Rl(l)i‘iéttﬁén QM6 €rapBicAlly bdend Ro thd ﬁrrgm)mw agéntaPRisNdnsures
an unconnected device to purchase and downl cad content

thatyonlydthrdaraetsDRM, agent ¢an aeceasrphe ROrethe H3UK, and thva DRM

L, J evice Q devi ce
ot UepE AR, PR e T 15 chE RO RIS el 86ess o
the DTRMadcvntémtbby énéladingetheaCERN I’IQfét OVLA DRMERighba Expasssion
net wor k _connect| vi tggéAfter usi ng the connected device

grgRdRE lahepesities the evatax (Bih)cand semantics of pgrmissions and
t hg..C
°§“’§“ev.%2?5”%‘?3%"%@%%%%%Vlaf*‘ﬁzw‘l‘?erft Ao R0BR e g MM
cdiX2nbtypgehe unconnected device. In this case, the DRM
RN 0aad-a o HEERRGTEBO ARG RemROR AR How B detiseppd to the

tAFRODRM 4o, Shive %@ﬂ{‘ﬂéﬁ@ qréiﬁmeﬁéldmuﬁmﬁgscah% delivered

domain RO 124 in the ) DCF can theén be

usingrasiyetranepard meh:éamuofﬁ@cHéI‘a‘IMWﬁR: éNAB| Pupha MIMS). The RO
| | ocal tivit
PERREISGR 8 B06Ea B Eher, o et BT eipameseaee arpan

beeliceredrdpanagelgnect ed devi ce nust beOVADRM conpl i ant

to support this functionali t){ Al so, the unconnect ed
[R87] ce nukhe @MARRM drystanodel for the ROs is based on the public key

infrastructure (PKI), whereby there are groups of principals, verifiers and one or

ation

more authentication authorities recognized and trusted by both. A single entity
can play both as a principal and a verifier depending on the needs of the context
and solutions chosen. The PKI enables a verifier to authenticate the identity and
other attributes of a principal when they communicate over an open, unsecured
network. In such a system, typically, the verifier does not have to maintain any
sensitive information about the principals it interacts with, for the purposes of
authentication. In addition, the Certification Authority (CA) is not directly
involved in transactions between principal and the verifier. An RI trusts a DRM
agent to behave correctly if the DRM agent’s certificate is verifiable by the RI and
has not been revoked. Similarly, a DRM agent trusts an RI to behave correctly if
the RI’s certificate is verifiable by the DRM agent and has not been revoked.

[0088] The primary entities of the PKI as applied to the OMA DRM are the
CAs, the devices, and the Rls. The authentication and key transfer protocols of
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sanme donmai n as the connected device. [0078] Security
and Trust[0079] The following is an overview of the
¥40 security and trust measures. |n geREFA|S2007/010951

any DRM solution needs to neet two security
chs BULL B3 S v B Rl i i i
(BSERb 10 AU OSSR RSB SOy

theR@ARI ons and constraints associated with the
onte are. t he i n concern of the security and
QI "o AAGitoR ARy Branee. srstEmed bea be noorsiaedo G at

nhgh IPRMuERBIUERE oPRXEH Qviﬂﬁ‘ﬂévi%?plﬁl%cg&ﬂgﬁﬁ%tp l€e§sh.ﬁ}jd associated

associ ated RO and creation [ g copi es an
cedificates signedhy @in GQpwppoateeOA. Based on the certificate preferences

th ts t DR t 0080]  The ONA DRM. t .
ckPisSRiy (et A Mo R ot A SIS PT Bt GeCHE At Devices
ai@ FegeNBd tto OdtoRy The Priate AWeyeh loball BRradd @ ﬁl@ﬁéﬁ'ﬁ} and
and neets the requirenents specified above. The

corfidenttadity pzotepfdonuse and protection of the content and

RCs t pQi nt, of _coRs i on usi ng_.a
S8 nathdis e S pet e TBb FRoBE ReGhr Prifae Mpwpe and
cenifidated sigiediy 4 0A. REE cert#1288d chbiie (Défif ofnaRsplk Qértificates
cdiistributing, DRM content. can be summari zed as foll ows:

inclpdipg the @fe obhthaagblirgkeycarrervigned by ere fdand zgro or
.G . i ( '
SO oL s T B PRV U PO to the
dedekpt thhemeaftthe hutientivetipn preiack dopevhlidation of theteartificate
acka% i ng does not have to happen on the fly. The sane
¢ ‘?grﬁ"ﬁgt used for all instances of a piece of

ST, 2 SO 100k 11 AT P a2
Rﬁfblhpsoﬂomle'eqﬁimes that the CA signing the RI certificates runs an Online
Certification Status Protocol (OCSP) responder for use during the execution of
the protocol. The CAs are also required to define the appropriate certificate
policies to govern the use of the issued certificates.

[0092] The following describes the main aspects of OMA DRM security.
[0093] 1. Confidentiality, which ensures that data is not accessible by
an unauthorized party. As stated above, the protected content must only be
accessible by properly authenticated and authorized DRM agents. To achieve this
goal, protected content is encrypted. Encryption keys are unique to each media
object, and ROs carry the encryption keys wrapped in keys only accessible by the
intended recipients.

[0094] 2. Authentication, which is the process by which a party
identifies itself to another party. In the OMA DRM, mutual DRM agent and RI

authentication is achieved in the 4-pass Registration Protocol, the 2-pass RO

Acquisition Protocol, and the 2-pass Join Domain protocol. Depending on the
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private/public key pair and a certificate. The
cat e includes additional information s
Wﬁ%vésélg %ker, devi ce type, software version, gg?€u§?007/010951
nunbers, etc. This allows the Cls and the RIs to
curel y,aut.henticate a 0084], . 3. .
OPRGESiH PO 1B meRese St nEEREA GRS gisedsither dhrough
digiedl élé‘&itg?é\ﬂ bR rHo%Bés Sﬁrdﬁoﬁm*éestkiﬁﬁg Whi "RPLsARO Acquisition

associ ated RO are nmade up of perm ssions (e.qg.,
Ppot@yol aihgpeq\RI authe@kmmle)thmhcﬁmdxgahahtssgr(aéuge on a time

sPari ThBbesTel Bk e R B this ALt T Uiptected

cHHiteH £ Bbingew thppe 6¥i€h kh& @6ciPientls public kd@Niuthehtivktesh i @ne
contentis accessed. These perni ssions and constraints,

ingisredlyibroneb b indingr Fhe 2pasehenye Rumain Rratwcpl@uthenticates

RSB 2T M BRI L RS o
nee aatltémtéatmthe Ribgo d:he (DRMRa g U RIS ase trér%lé%ﬂ()o a’gﬂlerr]ltlcate
ted tio e and the
thenrlPesio e PROR agrlineing 49 REUAR 06 THeProkidsa Somesvel of
a88f9hce thuu?t tﬁ@%ﬁfﬁéltic@@tofﬂeﬂé gt he target DRM agent can

access the RO K7 and the DRM content. In
[APHl ti on,3.t he Datadhg,egdatyt Pmtegnentéresum thbealitlityt <0 detect

BB Hed G Braitom et g hB LTS DAY, ot akiyprotection,

WERAGIpPliBSbIE N8 ashiabed tKrdlkh dasith] SRIABErES DnHOAP messages and
perm ssions and constrai nts governing the use of the

content. An RO has |ts ovvn M I\/E cont ent type

6] 5., Deli
ERRPOL, oct-co S EophRRabihy oS &, cEshh 41, B messaee
cétaininf arprotdcyedsiasithat thd@gsshigh sbeddddinowarthd kus vaieallythe
transport nechanism (e.g., HTTP/WSP, WAP Push,

DM oy eriqthin @rORSFY BFF LSS @BRInGE vaguthagized ae- ls-@a@cg of ROs
cBpl AR o TS e AT o it
thwugh sadediun hecepsitanitrol KAC) over the protected key and the sending
party’s identity by using parts of the protected key as the MAC key.

[0097] The DRM agent has to be trusted by the RI, both in terms of correct
behavior and in terms of a secure implementation. In the OMA DRM, each DRM
agent is provisioned with a unique key pair and an associated certificate,
identifying the DRM agent and certifying the binding between the agent and this
key pair. This allows RIs to securely authenticate the DRM agent using standard
PKI procedures. | _

[0098] The information in the certificate enables the RI to apply a policy
based on its business rules, the value of its content, etc. For example, an RI may
trust certain manufacturers, or it may keep an updated list of DRM agents that
are known to be trusted or not trusted according to some criteria defined by the
RI.
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infrastructure (PKI), whereby there are groups of
aIs verifiers and one or nore authentlcatlo
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entity can play both as a principal and a verifier
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wéhhﬁ WHet&hh ‘?g@ mla a3t 1h9([) 1115&‘@0 &£ FI‘h'léc 4 §Bitib] information is

Authority ( I S” not |rec I nvolved 1 n
npt eneryptadoarsl way \beqreganted ixpthe uged before anR@ iwretriamedThe

ik RpeucRu i RRER DA SRR ARide S 0N i omtg e i e RO.

THAs, 18 Mot PYSHBIE- toIActddsARM contéiMvalient thd RO, andth&DRM
to behave correctly if the RFs certificate is

cortient |cab|oéﬂwetu$@d BRVRegiied ianthenBO. dde QMeh DEMdrelydes a

T i PRI By S 5 B i

aguinlse mddﬁiadaitmn ofthle k@itent bynah @haptloirizedleatioy.t he
uire_.the Rl tobe able to_authenticate._the
ce a ¢ QLR sypigmyassames the paesensn of DR timpeein the

DMF@% b Bher8 YL RO R Oftgh ASIONMI el hbkpbliin i

d t1on, devi c are assuned t
defined by ovidch {les DRM tiahe canbé aymchromiged with thre tlmiedre)d by an
e ubI i c and. r| vat e s and assocj at.ed

QSR retponie: Some e aitlh (S Bn Absfih Gme AonRRsIEAS s Fiel as

s&%@tasf)é&@b?tlﬂar @élﬁ’re?ﬁ PR RECRO8rdlY oh BEe BRM g€nt having a
devi ce has tOgrOVl e an approprlate certificate

semue die soercecBIRM dime én sho cententeofhihe/@MA RM supnclﬁcatmns
mera(x)lts gnfe%cg:]a % 6]\8%%% \LYEIII %% tEIX qug egcgng d\e‘?@% aI I t%)he by users.
’nhubd)lvm IDBM, sﬁv‘ciﬁcatleng@ysmdanﬂemmshﬁs it e DROD&ES o be
sg@ﬂ%pm;ggtvégrf Lécle(s:grg, g gall? t].'(lg D(i{]l\{/jlut?mgfls rlrysltta{ elrea prolonged
power failure. Some limited-capability unconnected devices may not support a
real time clock and hence may not support DRM time. Connected devices,
however, must support DRM time.

[0102] The OMA DRM protects against RO replay protection attacks. An
example of an RO replay attack is where an intermediary intercepts an RO with
a limited number of plays during delivery to the DRM agent. When the rights
expire on the DRM agent, the intercepted RO might be delivered again (replayed)
from the intermediary. The OMA DRM prevents this and similar attacks from

occurring.
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Sh%‘@?ﬂbt&:@lm@ncryptl on keys are unique to each nedia
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-pass RO Acqui sition r'ot ocol , - pass Join
[(D&%u n prét ocdhe men@inrdgnmn ph@p«df@cﬂcﬂevmémtam dopmain,
a ?‘ n§,ent ut hentication is achieved either

tRFOUGAT AT Tal si gnatures on nonces or on tine
[GIomps. THe 1Thas3-pRéd A dunidi@NpridtstoD e a alekriceVislelRVe a
authentl catl on throu&h the digital signature on a tine
Q@&Fﬂ) as| 0U@é§ Kigure6it henti cate the DRM agent tothe

but t ' . '
(01 e gL 15 P HERLER s refi 0t BRASHI I00. The
protocol 200 utilizes a device 202, an RI 204, and an OCSP responder 206. The

device 202 initiates (possibly upon receipt of a ROAP trigger) the contact with the
RI 204 by sending a Device Hello message (step 210), which contains information
such as the device ID (a hash of a device’s certificate that the RI 204 can later
check with the OCSP responder 206) and other information. Table 1 illustrates
the main components in the Device Hello message. None of the information in the

Device Hello message is integrity protected, i.e., there is no signature for the

message.
Table 1. Format of the Device Hello message
Parameter Manda_ltory Notes
or Optional
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[0111] The RI 204, in response to the Device Hello message (step 210),
sends an RI Hello message to the device 202 (step 212), which contains
information such as the RI’s certificate credentials (in the form of an RI ID), some
session related (anti-reply-purpose) nonces and session numbers, and other
optional information such as the information on the trust chain about the device
that the RI 204 recognizes. Table 2 illustrates the format of the RI Hello
message. It is noted that none of the information in the RI Hello message is

integrity protected.

Table 2. Format of the RI Hello message

ROAP-RI Hello

Status = [Status not Notes
“Success” | “Success”

Parameter
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information.

Peer Key Identifier, Certificate
Caching, Device Details: by
including this, the RI requests the
Extensions | Optional - device to return device-specific
information (manufacturer, model,
etc.) in a subsequent Registration
Request message.

[0112] Upon successful verification of the ihformation contained in the RI
Hello message, the device 202 sends a Registration Request message (step 214)
that includes mandatory information such as the request time, session ID, and a
signature and optional information such as a certificate chain, trusted RI
authority anchor, extensions, etc. Table 3 illustrates the format of the
Registration Request message. The Registration Request message contains, at its

tail end, a digital signature of all the messages exchanged between the device
-17-



[0102] The OVA DRM protects agai nst RO repl ay

Brot ectlon attacks.
an internmediary intercepts an ROwi th

S0P

An exanple of an ROreplay attack
PgT/U52007/010951

limted nunber of pI ays during delivery to the DRM

2ﬁgent

5 kot

p| re on the DRM agent,

h
éawgree é‘leh’gm the rPeqsll%mta;n \%re&H?St

niééga%eni er Bﬁélérﬁ:ﬁ% Dé';h@e 1My 8N %r{gl IRir ?—Ieﬁ&qnessage and
similar attacks from occurring. b103

thy Jieddn of dhe dRegistpation Réquest msa& wpr td j(andw retxcigldmg) ethe
use ,of curJt mech ni s.rrB ted ove.

St tie oA, TS feics) TR0 s ine TRe igickE pivate key.

1h Q48 The dRaMR Iig%?é.%ux% 9%&&' sOak tint

2.0 in allowng secure,

%tw of the

aut henti cat i ong%g\sed exchange

agfociated RMAK messagsar di ng ROs. The ROAP is the comon
nane for a suite of DRM security protocols between an

R

and a DRM agent

in

a device. The protocol suite

cont ai ns Tablees. aF ot ¢hthe @@gmrat{dﬂ uedt mbBéugd- pass
pratocaol faor r ing evice Wt an BRI as. shown
i Regztosio The 2- pass ui sition
p:lbg %%gfe? zlcl Egpses%th request Ioand del'l v%ry of an RO
as shown iry Figure 3| BRHR7As 3the-rg&sﬂanlf’i‘ES’uR@le RI Hello
aE3udish tmo PaaHeGRY rﬁieeézsa% ' Lbe @e! kyskY thbnathdRI
from an 0 a qu' Eet\ ates_rﬁﬁéi@gqéﬁ] 1911('3 Q,co‘ril.s.
FtnA e o S e Gk o
? gﬂg,& (;lﬁme[ 03By [NERE cpERERE IRRMetioeras mepsuneddu! the
e to ?ea ¢ dedcerai n, as shown in Figure 6.
[0110] Figure 2 is a ThoveHiRateNeHAe Archaks the device’s
registratign protocoll éQ¢ificdRebit AbPTRE rdf0 catkifichZe STHR
device 202,| an R 204, c&ffficaf: HaihispreRabdfles£R RIHSI0
message contained the Peer Key Identifier
Certificate Optional extension and its value identified the key in
Chain P the device’s current certificate. If the RI
indicated trust anchor preferences in the RI
Hello message, the device must select a device
certificate and chain which chains back to one
of the trust anchors indicated by the RI.
List of RI trust anchors recognized by the
zrustec'l .RI Optional device. If empty, it indicates that the RI is
uthorities .
free to choose any certificate.
Only (must be) present if a Server Info
Server Info Optional parameter was present in the RI Hello
message. If present, this field must be the
same as in the RI Hello message.
Peer Key Identifier; No OCSP Response;
Extensions Optional OCSP Responder Key Identifier; Device
Details (manufacturer, model, version).
An SHA-1 hash of data sent so far in the
Signature | Mandatory | protocol, excluding this Signature element.
Made using the device’s private key.
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device 202 initiates (possibly upon receipt of a
ROAPtriq%Zer) the contact with the R 204 by sendin

a
WB2)880348| | 0 message (step 210), which contai H§T/U59007/010951
i nformati on such as the device ID (a hash of a

ice's tificate that the R .204.can | ater
g b thedfiirac05n

t he atesvigdnormatipB inthe Eﬁtenswns,
tﬂétlttb@sﬁ vetibfiEstioidsGiot h@@essalyrbr%%pms&‘ ftfie RY 2in‘ §e£a=svalrf~‘@csp

| o message. None of the“information rn the Device
Rlelquéat messsgey® the OGHRBesponder 206:Gtepd 16) terequestereeification of

f t.h . Jahle 1 h
REiRTE G rrbiedda bRin At by hpdraneaer. e RpSFdiponder
20@116‘0‘H5Qilﬂ-ﬂﬂe H¥erithtidD i thd récﬁﬁa@@ﬁﬁ%séé& o tLBYL B verify the
Hel | o message (step 210% sends an RI" Hel|l o nessage to
infhematdon end 2eturps ae@@& JResp#nsetmessagealstep Eh®)ontaining the
rg#ﬁ@ OffaléPﬂlﬁgts certificate credentials (in the form
of ~an

Sone session rel ated

[q1aml i - r e pmemmmma)is ARegitratiofl Reepciise Mnesbadeab She @é\ﬁice 202
ot her ilcglh‘ informati on such as the information on
)u‘é’ Bfly

(step220 dg B drdicpdonyefyhethenthe registragionpwas successful
oxf_E‘ﬁFn?QEHegﬁﬁl aﬁ&Mtﬁeleﬂflohﬂ 51?“ ?%lgwlli%?@%% Qlfle tf&‘fmﬁl of the

message. i'S noted that none
Riegi‘stn*ammthzﬂsponmetmesnge IBel RegistsstinqyeR ésponsd ragesiapy contains, at

protect d. T For f .the Rl | 1 o message
. I—éﬂ’l@ti@t]a?‘% ot G Begissating Ramogt Mrspede and the

Re?lé%%ﬁﬁ ‘RespUfisEmesddit ¥d) tbaaa &aaa&asmﬁle sllgﬁawrb ¢Rid)Ohis

the informati on contained in the 0 nessage,
dightal degnatere 02 madelsismgRey Ril's apriivate Reayu datludiss dye digital

’%H@glﬁgé%é gs? ?o:%é it %g%}ﬁ%%qg ! %ﬁgaggoglra% f{BRPSiﬁJgsgagale% It

is noted that while the SHA-1 hash is used for the digital signature, any suitable

algorithm for applying the digital signature could be used.

Table 4. Format of the Registration Response message

Registration Response
Parameter[ geatys = [Status not Notes
“Success” | “Success”
Status [Mandatory|Mandatory Indicates whgther the Device Hello
message handling was successful or not.
Session ID[Mandatory - The protocol session ID set by the RI.
Selected The minimum of (device suggested ROAP
Versi Mandatory] - version, highest RI supported ROAP
ersion .
version).
The only currently defined ID is the hash
of the RI’s public key information, as
RIID |[Mandatory - appearing in the RI’s certificate. If the RI
holds multiple keys, the RI must select
only one key.
Selected Cryptographic algorithms to use in
Algorithm Mandatory i subsequent ROAP interactions.
RI Nonce |[Mandatory] - A random nonce sent by the RI.
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si gnature and optional information such as a
certificate chain, trusted RI authority anch

WRN8H8028hs, etc. Table 3 illustrates the forrrﬁFT/(yfsz‘{Oﬁ@l”sl

Regi stration Request nessage.

t i1 ts

The Registration Request
tail end,

to_ the
est nes
e entir

es exchphisd

#f Bevige st prchoss resegwized by
theyRAt1G isendti sehtiifithe Rl @lready has
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der” 206
t he i nfof
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D= 8@21”@5&5 SBoSAgSeciH LfF +ARd
el ShneTNiGicd gfaké'cll At En

%n@ﬁémag%lh ?ﬁ’e tReEfs ﬁ::;)ﬂgRg est
5

lgc t hp

al
-
al
=

eyrddeniitfier, Centdficate Caching,
IDeviratDetails:sbynoicluding $bimy theoRI
NdequestsOThe Madeetd retammgtevice-
cpécific 21ffornaticiUe@ianufacturer,
RJdePNirs YRE | fudeduent hﬂeg%étraﬁén
eqﬁgﬁqg §§e206 | ooks up t

T OTTTE:
verify t

Sisaage

IUII III L
he i nfor

Vindptod

1€ T equch
et i on ap
B) conta

d LEu l lU

g quest
esponse

H‘?eﬁ aﬁ% n‘?

- of,
egc

request.| [0114] [The R 23&“%“' geaﬁgaﬁtureﬁeld)
Responsd nessagel t ot he dbWs

i ncl ude an indication of whet her the regi stration was

GHET &3 Highs § 3¢ BT Biabrcel B e AR g, Protoca

308 ST 51 t600E SO tiliZEet etk ice 2021221 the RIPACan® s5é@Ces after
contains, at its tail end, an SHA-1 hash of the

thedipass Registration Faatocok200 s bepr completedyard the dayice 202 has

~FEERRE o SRRl 480, MRS SRR e by
thps dmatee%@yo rdquebtgh R from thHeoRI 204. Sl‘}gandﬁm@a?f setiddesm RO

sone integrit rotection of the _associ at
m%sggg% oy h(% RlI 204 to request the RO (step 310) Table 5 shows the

format of the RO Request message. The RO Request message contains a digital

signature of the message (excluding the signature field).

Table 5. Format of the RO Request message

ROAP-RO
Parameter Request Notes
Mandatory
/ Optional
Device ID M Identifies the requesting device.
Domain ID 0 When present, identifies the domain.
Authorizing RI ID. Same value as in the
RIID M . .
Registration Response message.
Device Nonce M A nonce chosen by device.
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is noted that while the SHA-I hash is used for the

ital signature, any suitable algorithmfor applyin
WPHE 08410830t al si gnat ure coul d be used. Table 4. P EMQW%I”SI

of the Regl stration Response nessage[ 0115] Figure 3 is

gram of fha 2 noc-c- RO Ar\run c-li'l oh—Prot ocol

J0Bhe eunrpnicBRM Time ascseen by thadevise
r at 4sIDN éfethe rbQuebtddPRO(SRepdalsahh @ptional
S bqeRashyTRheDEF itk ddVGcedRiiéBe e HEB.

o?/al3(|9 8 |C: fs%%%ﬁg}?ﬁﬁ@gi fbél’g&g '&?ca'f‘éség}i&#he

theRI¢ .,.

H

%qugmgﬁsbl e 5 shovd Pérs Keir Fentifiers Ne QS REgapytse; OCSP
nessage. fThe Re  uBespondesher IdeaviifmiryBramsdctiort HD

s$ %pat ure SAAOSHAEK HadHi TUtH R I REY@ibsY enessage

ajurer I Rtho@ tHelBigRAURE GH&Sdnt,

message, sends an RO Response nmessage to the device

[@0B] ( st epTkel BRI . 20H) 6n REsp@ SR OIS theRHRIRBSE melSdder 8Endd) aRRO
or includes an i nd| cation that an ROwi Il not be sent.

Regpomsp mgsiage grosthendetie 203 r(m 312); AderRr eespomspemessage
|
ifeea%n RONG: 158u35§ Q{f{fg@cﬁ&?ﬁfbur x gﬂw‘fﬁ?& elégﬁﬁt at e

case, contalns
[0Eagh of t'l’ufbl&@%qussthenﬁmagef dhel RO eedfones msge The RO

message excl udin th Signature field. Tahle 3 maf
REPPQTE eSS Y %@[cmeqn taing g digika SEEngtyredRatis an
S814.9135h 6f tHeHO ReRasst n¥es AU BiHe XY RBEInSS Al digi
protocol 400 uti |el zesnh:%e devi ce 202 an‘g)tnﬁ es%a%g(% g
thenSignatywredieddol 400, the R 204 unilaterally sends,

W t hout request by the device 202, an ROresponse

nessage to the device 202 (step 410) including the RO

The prot ocofraBRG. aPMa&SofttHeR@R@éb%‘ﬁsélﬁfés s, for

exanple Table 7 shows the fornat of the espopnse
neRarageeteT apP-®ass | RRamt| of t he RO Redjutese nessage
Success| not
Success
Status M M Indicates if the request was handled
successfully or not.
Device ID M - Identifies the requesting device, in the
same way as in the Device Hello message.
This value must be the same as in RO
Request message. Must terminate if not.
RIID M - Identifies the RI and must equal the RI
ID in the RO Request message.
Device Nonce M - Must have the same value as in the RO
Request message.
Protected ROs| M - ROs in which sensitive information (such
as CEKs) are encrypted.
Certificate 0 - Same as in the Registration Response
Chain message.
OCSP o - Complete set of OCSP responses for the
Response RI’s certificate chain.
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[0119] Figure 5is a flow diagram of the 2-pass Join

Domai n Pr ot ocol
WQ2018802%4> and the RI

tojoin a domain,

RagalLlact
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500. The protocol 500 utilizes the
204. Wen the devi ce 208CHA{3EY7/010951
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nat

sage—t
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bf t he

lest an(dTzavaetion Ientifies HhatreLissba Rl
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Message
Message

TaBighalu®ho

message.

Ta
Tab
[0 1

h| e

0]

S Nhe
e 9.

format| @h SHA-IohasIDUTBLHe RROP WRgRest
| For mat| 9bsdaBe adi@l the ROM LB ERbsage
-or mat %liﬂb JcﬁH‘S TR ?ﬁggﬁl% the

jure 6 ﬁl’ gram o

8.

Fi

(o)
<7 MAaoo

1
LTQAav

ey
LI

utilizes the device 202 and the R

D PPV S|
T UL L,UI IIIC PT ot OCUT \vaAvAw)

204. Wen the

UUU

[oeng] ce 20RguaNY §s h1dve ik amATRE N-pd RERO AL 9%189@ Protocol

sends a Leave Domai n Re

uest nessageto the Rl

4081 'Bye mrotocol 40{butilizezGhe dovice 2028nd tize REZU:dn thmprod:mbléoo

ﬂ?%#@%“‘%&%?%te

"ot the

dtohe defice 203 ﬁﬂgRﬁ
Leave Domai n Re

ttbthetmhu@a\szésq%fmﬁﬁamlm@gblelx’lesi@afg

B S BT BRS thr S 4 i Kfprosponse

430)dndlabifg tht RO.OFEe pro€ocoPL0®Applies

sponse rressagh Tabl'e 10. For mat
e

firmat of thedf @diespense

%eeave Donmei n Response Message [0 12 1] All of the
pr oétl cols included in the ROAPsuite except the 1-pass
RO Acqui sit 0 oco nitiated usin
ROAPt (rql gger : 18 E’W (ggg %&/hﬁﬁpﬁm? HEPa8S egt he
PRESHEGES] S-PaNsT RTer aI I y as a resul iNgpkg user
interacfions. Jfhe Rl 204 generates and sends the ROAP
tatag@er | t oM he ‘Iﬁ&icﬁﬁsapﬁletf@qﬁédt &%%aﬁdmc%sgﬁﬂﬁcﬂr not.
XT T vasy lII 20 evl.lu ate 1o
ﬁ?l‘@e@ gefier a E eSS %?E% k%:t{h
necessaly info lc i Sﬁ@?l eéPgs‘?a € same
dommin ldentif @.smt -;- message. Muspierminate i not.
(RhéPhel gdher atlé%nt@ﬁGISefémIRI : mndwfmﬁllthe btoredhBI IRD.
204) may al so pe transnmitted to the device 202 by
evice AR it Tue as }}e e t message
?@gnge hveet hITRORSE ARg ] £ (ihfhe KD Reaipet mossaze
Protected M ROs in which sensitive information (such as CEKs) are
ROs encrypted.
Certificate 0 Same as in the Registration Response message.
Chain
OCSP M Complete set of OCSP responses for the RI’s certificate
Response chain.
Extensions O Transaction Identifier that allows RI to provide the
device with information for tracking transactions.
Signature M An SHA-1 hash of the RO Response message without
this Signature field. The RI’s private key is used to
generate this Signature.
(0119] Figure 5 is a flow diagram of the 2-pass Join Domain Protocol 500.

The protocol 500 utilizes the device 202 and the RI 204. When the device 202

wants to join a domain, the device 202 sends a Join Domain Request message to
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ROAPpr ot ocol exchange as soon as possible. Appropriate
user consent nust have been obtained prior

WO 1403%4g any ROAP protocols as a result of PQE/&S%‘?OH@IO%I
a ROAP trigger. Since the ROAP conprises several

t}fehg{ g *O{ﬁtaffp mtﬁ%ﬁ% é y “37% uﬁ!@g %lgq%g;p%ﬂdns%hﬁg Ei IJ 81?1 lggmam
S t L d byi%ﬂte o theidavide pb rdste r51§f@£%1@%§&9§ thPfoPRiat of the

devi ce 202. nessages
Jeaind dmaint Reyuestmasegeand 'Babi&iﬂ) shibwythelfermatuifébelsin Domain
rovide not only the ROs and their associ ated
RB?QP&‘@%&‘??Gag%ut al so security functions surrounding
the ROs in the OVA DRM 2. 0. More specifically, the

follown P'% security and trust aspects are addressed by
t he ROAPTpbleté dligrmat|of thei Join DomainaRequesh dlessaget i on

gﬁF%@‘e‘Eﬁ’t agﬁgnﬁoﬂéilng nonces in va pEeRs messages;

[0126] 3 PrOSIQRtNW the integrity of the ROAPnessages
oDgace D off t heMROAP | fdertifipsstheanetiestiag |detice. This value
Verificatign of seculenidRieThesama ab ke §10Ad¢d valas figasthe
or parts off the ROAP|Regitaeion RésbBie hessized
ConRygpNg JechnyOUeS [THhAtResThE RI IIMmﬁ hﬁf‘the stored RI
conputing gechniques B\@mﬂ@ﬁg?(h xla@ osbbh %rhﬁ %rg

v _lnae n ca 1l

and in products rmqﬂ
dﬂ‘evtdeeNdErcwted Monpu Nogm@cbmqan(b?@@)a deﬁce TCG

§""?§§H‘8E;Sé itk ?&ﬁg‘) &4 rﬁ?; ] t"g"éf*?h't"e % doxige.
1 S

3

and for ot devi ces
chain__sQ t nroced § 9Nﬂ Yen ngd\ herec
caPomain] 0130] M As§ddendifigsdhe Dﬁmam ﬂmquerwiah@sto gsfin.
t Hdeptifief oqm and varijous hardware (HW and software
( Béftifigtporpent sO This parameter is sent unless Certificate
Chain Caching is indicated in the RI Context with
this RI. When present, the parameter value
shall be as described for the Certificate Chain
parameter in the Registration Response
message.
Extensions @) Includes extensions Peer Key Identifier, No
OCSP Response, OCSP Responder Key
Identifier, and Hash Chain Support.
Signature M An SHA-1 hash of the Join Domain Request
message (without this Signature field) using
the device’s private key.

Table 9. Format of the Join Domain Response Message

Parameter |Status [Statusis Notes
= NOT
Success| Success
Status M M Indicates if the request was handled
successfully or not.
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[0131] 2. Validated only when the appropriate trust
| evel is established and can be validated for itself

Wares189264t her s upon external requests; and [ 0FE§P{US2007/010951
External parties can perform assessnents and deci sions

ssina with

oA—t-he—exch;

ot RevicadDi cbs Mnd| i s
| evel s of spich tafget dewalesretuongBhereireustde theksamesis
a core procgssi ng| nodul € inaféiedDomain Resuest Rressasestheg
Modul e (TPM that] has t hetriggereddhigrdspanse. es: [ 0134]

1. Raym cal [ prgt efti on ofTR@aliRGFetinedthetd faust equal the
interfaces; |[0135] 2. Prlogefh gcht gldegig@qg the gfjeceding
non-vol atil g storpge spacgs, in Reqaest nli GG

€

peies Norse| y Ml oh and o et hase ibengame ovalye a8 mctbe
of Platform Confi i ing Joia DW lﬁ‘h‘ﬁs‘?message-

cDossdninfoe| y Mapf ur e t heTHist parimeter t dearrips aDbmain akeys
its SWonpopents
of device specifif and sjegell as BifdAnhatioR Abolethe A mum

based on a PKI thhat serViagfefitneldTehé Defna®f. Deftes may use a

aut henti cat|on offthe d gh%&&q&tfetﬁﬁ&_tma{hmgg%dggxﬁem
rneyelrAexposcu o UE DUl 1
ca??;igi.c%ee At t%st At i on Ide%lfipflr?%ﬁ %IS sk?‘;,prgféé’tdg%?fs
to §‘ﬁ'{j’ﬁnthe platfprms irﬂgﬂﬁcfe‘{ g E 0 ggtg?est
and [0139] b. Use| of "sedPPFigee bmtathed the feerdigyddentifisn
wi th PCR values s| gned byexkension,jthe getepsipnwasonefignered
that data chn be pccesseldbyothedidi anditevalneligentified the RI's
platformor|SWinfegrity] duxsentkey Whdn presentthé vebielnf a
the nat chi ng PCR yal ues [fCotificlie Qhtinapetabieden sl be as
seal ed nenofy blop) is Vieddstiibs [R14Bk Wersfeske Chain
conputing techni gues werlgdrafRes! i%he RAEKraidY Relpdrie
context of frobil el phone %gé , for possible
“FFocsp’ 70T LY A complete set of valid OCSP responses
Response for the RI’s certificate chain.

Extensions 0 - Currently only one extension is defined
for the Join Domain Response message. It
is Hash Chain Support. When this
extension is present it indicates that the
RI is using the technique of generation
Domain Keys through hash chains
described in the Domain Section. The RI
MUST NOT include this extension in the
Join Domain Response unless the same
extension was received in the preceding
Join Domain Request.

Signature M - An SHA-1 hash of the Join Domain
Response message excluding the
signature field itself.

[0120] Figure 6 is a flow diagram of the 2-pass Leave Domain Protocol 600.

The protocol 600 utilizes the device 202 and the RI 204. When the device 202
wants to leave a domain, the device 202 sends a Leave Domain Request message
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Extensions

The Not a Domain Member extension is
currently defined for Leave Domain Request
message. Presence of this extension indicates
to the RI that the device does not consider
itself a member of this Domain (even though it
is sending a request for the RI to remove it
from the Domain). This could happen, for
example, if the device already has left the
Domain, but receives a new trigger to leave it
(perhaps because the RI never received the
previous ROAP Leave Domain Request
message). This extension MUST be included in
the request if the device is not a member of the
identified Domain.

Signature

An SHA-1 hash of the Leave Domain Request
message (without this Signature field) using
the device’s private key.
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protected content, as well as the loss of integrity
Brot ection of the DRM agent's replay cache, for

RAMN08264and/ or the | oss of protection of thePFTW%‘”/Ol”Sl
stored internally in the DRM agent Further, | osses of

DRM t | PKI of
B
oD EFRTERT (’S’&f’cu@%’thﬁb" S [OTTNog3e OVR DR

systemre pS QN efigt | Fate revocation to mninize
t he damage used gxcpgscon'prom sed entity. DRM agents

and R!S S qc@&S,q VMSI st hat +Inn nnfj tu flmm: e
comPtiatusat i pg Mit h Ak nry‘ndb‘@éﬁﬁ df)t’ﬁb?O?ﬁ%‘@ﬁF was handled
checking the entify's cefsuce¢sshilly enratys. An entity
cDayicoNosee ft tMck| can t ajiupt dewei thebeaine" falueeds'in athe
"reversed" ys. Jforwarfpeesding M Beavat t Wdmais OMelliest
DRM entitie$ (thefRl, thembkdgagent, the C, the CA

ewPo - PR HoMald frﬁﬂwka%hﬁ%t t!h%eigl removed
P2 et et

ral I'zes or

rerafrEcatly dof
- esm’@tlsﬁamnssfﬁg@w
agent and an R, typi caIIy resultl ng |n Deni al of

EYLce, RSB B AR R Bl Tpase o

ARG RisREA] Paﬁoéohaa%eaﬁﬁwtéd i am@Aant; exr EI‘Ble @évie@ ROLmay
renoval , renoval ROAP trigger, etc.

almssrégaée Mmtmfompala mnlatméltv@ma repul4 of ussk emten@ylonadln‘lfe;RI 204

Bl R Reld The BN Bl Y RRCR i 20 by Brigeer o ROAP

pmdcéu &ahafife AMltReKateAly, fied Rie20Dahhj Cidlégite AROAPY trigger

the registration protocol during the join domain and
gererasionsarather sysemsdyroviding hengeessary infrxmatidnggaelsas RO

identifiers and domain identifiers) to these systems. A ROAP trigger (whether

generated directly or indirectly by the RI 204) may also be transmitted to the
device 202 by other systems (e.g., by a CI).

[0122] When the device 202 receives the ROAP trigger, it initiates the
ROAP protocol exchange as soon as possible. Appropriate user consent must have
been obtained prior to initiating any ROAP protocols as a result of receiving a
ROAP trigger. Since the ROAP comprises several protocols, the ROAP trigger
includes an indication of the actual protocol (e.g., Registration, RO Acquisition,
Join Domain, or Leave Domain) to be started by the device 202.

[0123] The ROAP messages and how the messages are handled by the
protocols provide not only the ROs and their associated processing, but also
security functions surrounding the ROs in the OMA DRM 2.0. More specifically,
the following security and trust aspects are addressed by the ROAP protocols:
[0124] 1. Mutual authentication between the RI and the device;
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[0 148] 4. Message Insertion, whereby an attacker may
insert nessages into the conmmuni cati on channel at an
WB&PWIOB@?men an Rl and a DRM agent. The at t ac R&M/gy7/010951
al so record nessages and try to replay themat a | ater
oint in tine. A nessage jinsertion attack can include,
Lages 3 nsefustenng deplayt atackyiby using, mopeest 4 gyarious
I&elggag%-spass and 1-pass RO acquisition protocols, and to
various ROAP triggers. [0149] 5. O her attacks such as
[R6kr al oS afretekting pesintegritytof tlekBOARahessagesraaphits of the
%%Si S, a.nlegri vacy di sclosing. [0150] The foll ow ng
&5 ¢ current OMADRM speci fications and
[0191 enentat | ONgrc8tibAl 8N bddur€ HRMITigeNaNHE ROLP IREssREes or
“integrity" as applied to the OVA DRM schenes is
padsiofitlie ROAR messagasli t i onal sense, the OVA DRM
specifications only address a small scope of ROAP
nmessage integrity. In the expanded notion of integrity

[ohefBl ned iTrukhid QoBpefihg kéth@idiegn, it is noted where
and what kind of integrity can be considered in the

(@329 owi nRecpptls, fruste uting oteghnigueg rhavg. appgaged in the
ol oo ] a5 .
iRl P B phe bl e RL AR of she Trusted

Colipuiigi Geoup (ECH). ThedTCOetexbnblglesf prdeideofitethddsewhereby
different entities include the_ ogperating system

! 5) ,
coHBUHBS enEiEeE cpR egtablishdrpgtearimnesidopiemistyes acnfﬁiefo)r other
AR SURL B bE Y et BRI 0 AEE B eedif ol @mgftng on such
dévicet ¢agnige: (such as crypt ography and key managenent, as

as i vileged or, of secret a h as .
3500 o o - cor Aitirced 68 tBEFahwordfirets & e platfabudiing various
hhARRAreAPIWESAd Yoftw ardWY copodeats; or m i ntegrity

determ nes whether the platformis valid, genuine, not

[ f i ed ZxceMalidptadagly when thepnprenyiate trushlevebie estiablished
ot 3 VoS 19 28 ot BN S S e
[0132] 3. External parties can perform assessments and decisions on
the exchange of information and processing with other devices and is based on
the manifested trust levels of such target devices.

[0133] The TCG defines a core processing module called the Trusted

Processing Module (TPM) that has the following features:

[0134] 1. Physical protection of the module and its interfaces;
[0135] 2. Protected volatile and non-volatile storage spaces;
[0136] 3. Protected cryptographic functions inside the module that can

perform encryption and digital signing;
[0137] 4, Use of Platform Configuration Registers (PCR) that
consecutively capture the “state” of the platform and its SW components by hash

extending;
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conmponents residing in the device, the R, or the C
that perform functions specific toOVADRM
WO/ 0P%4t i ons and their procedures. At the d&8GTA§2007/010951
the DRM agent consists of the DRM SW At the R and
the C, the DRM SWrefers collectively tothe set of
[B\&Bhat perf or Rxistarcephevicecsneciics apd pecyre Endersementdfeys

(].21}?, %Q%J‘e Fll'l \s/a.g-ﬁgl’ it %@ﬁe‘s 3:thé 9%&}1@ RG{neREcRRon tsgme%k?ce

verification, processing, e
b8Whottiaglirecy wiags. ThieK R ismeayer éxpdsed Ditsids)butsity/alidses, called the

[ , t..nogdifi cept by,leqgiti mate cesses, .
A5t 1t ReyS TR RS it 16 ik TR SpIBHBRES “Bheerity
nidiSuiddnt Risagandand information. The integrity of

t he ROAPrressa?;Z and their constituent information is

[WeBOht ai ned i f Usecof ‘sealongiaef datai ¢n wanjusstien wige RERoalues

and . not dified exgepnt,b editimat rocesses., |
<R BRSSP B R Rgrathed omly
wReAPIEIFsRg 66 SWNThtehiety (at italsufddedrid verifisd iy tHematching PCR
i nt egrl t¥hprot ected by use of digital_ signatures.

vplyes dnomy the hP¥ypnd frogt therrealpdomemeny Blob) Eriter e
SR8 L TSRS etk b I NGB el i

comtek{ ofeahobile phurel devices, ddrspisgible appliedionvineddoaring thy DRM
are‘stored%&]‘the, dsvi,ce, hg‘g or tre Cl, or are in
application o5} surdy mobile deeese ethads Prayiqusht proposed to secure the
D??Mtagﬁﬁlcéﬁod lg{sﬁ &geeoﬁ_d(?@%ﬂﬁq% clddea @éf-xftaiﬁl ShP8 {h4E Le the
of content, ds applicable tothe transfer of content to
procedtird ef TEM senlinghand thé enebiviydapbetd secmirelyl stower @ DRM-

' nti,al ly open.channels. [0 5. lni.eord .
refRtata arter BOAY PO PrRemeRg e o SCLtP o Tk | Af and in
storee d%eak RatIEREY biotbddon( device 1D, R 1D, etc.),
encryption keys (CEK, REK) and S|8nature keys, the RGs

[QMdhsel vdiowexsn: she existiognpriooart deast not explicitly address nor
ag{irto%?sge g% %rg’g}d\ﬁﬁﬁgak@y lru%!r G gs?aﬁlﬁhogmgeqpmw’s&l tBS pfa%?o%ea{ﬂﬁ/or
the DRM software. Nor does the prior art address specific techniques to secure
the integrity in the ROAP messages, to strengthen the integrity processing in
OMA DRM 2.0 systems. The present invention includes new techniques for such
purposes.

[0142] The current OMA DRM 2.0 specification provides strong security
methods based on PKI involving the CA, the Rls, and the device. However, there
are vulnerabilities related to the security and integrity of the platforms, SW,
agents, and messages both within the OMA DRM 2.0 specification itself and as
related to the non-specified implementation of the devices and Rls that are OMA
DRM 2.0 compliant.

[0143] The OMA DRM specification has acknowledged the various threats
and vulnerabilities that any device or RI could face, even when they are

conforming to the OMA DRM 2.0 specification. These vulnerabilities include:
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means that they should be protected not only for

confidentiality but also for integrity. [0156]P It is
WRSPEHPKAt neither the current OVADRM 2.0 CT/US2007/010951
specifications nor existing prior art appear to have

roposed sol utjons o the enti conp or
e t1 v pr oBieEHE, ComPIThieK WOHerE G, EGHEoT Bl SHREIPY t0
cbBptMisBan I@hﬁ?} 61the DHEVI sirdteR bgﬁ@m@%&ﬁyr@?s%d% oaé&lty

correctly inplemented as according to the
cappuirhise attiacks inchidesrnoppémisitgtheddRMoageat o éhe éahceyand the

h tf t t t h
DSV RS IR 1T citisepRaal P iainr e rttydeidiglosgre of
phivatd R&yS, %Malm%g tm@eénkﬂq)t%t @yfghedntw@e&%ﬁ&l kefsand

as part of pr ot ocol s or use
pmtsetedgph@nit,t asoyveld anhe bﬁaﬁ%lnéegmtbr@rcwme of|thesDRM agent’s

AR P Y5E syaefd ey Bl LoshimnlvRn ARl gored

ineat 4151 i tS\A/DBMCanmt Farskeét, bozded ¢f DRMI thhe ol il StLscot The
val id usa ri ght s of the device. Sinilar 3uest| ons

e%fﬁqtg orf 3rPKhof & eppprataised (A ot QGSPt esponder ipfcussed in

;Jn\@gg de gg/ |y, sone of the problens of
ecurrent systens as viewed fromthe
[M&n ded Tt OB DRM systgmi rie}iesien dexsifichtrotvadation, toanimimize

s_foll ows. 1571 1. A.l f ods to ck and
thedamagt ﬁaélﬁeh?’e‘!@r‘g"fl}PrBF“ﬁ%ee%ﬁﬁt Mosenes and Miniushaays
véﬁfﬂ‘h%@ tE@érﬁﬁyQﬁEﬂr he cef aﬂﬂiﬂ%&ﬁg Whheak nbfjﬁé@h' chinPFomised, by

above, there is no nethod in the prior art for

cleeqkhmg: the emtdtyst ¢amﬁgaf@dstpt®t Aar entitytcogipiromise attack can take
eri.f ticon ang S ent ,nterlt verjficatian

ol ip LAt 0! ait Geist RTE. o kRt eorkantie attag s on

tlﬁ@@mm&’b@ (fhes R@Ctﬁé CDRMOEJg?eer tBé (XrtheOCAl ae the@CSP
1.2 Use Cases. This is particul arlag true for pI atform

respoaden): lﬂadmg tq eaw@@rlzed\tbnbavmh reversed lgemprgvhise attack

n?gﬁgllg%g L ﬁrle %enéb‘%l %ﬁﬂr g‘gér?t%c @e@ﬂc’ntgr P%egt'rﬁgAE{?t) ings, and

evi ce, acserver
cefigutatienstal i ci ously corrprom sed, which may result in

[0146] 2. Message Removal, whereby an attacker may remove a
message sent between a DRM agent and an RI, typically resulting in Denial of
Service (DoS) attacks. A message removal attack can include: message removal
during the registration protocol or the RO acquisition protocol, replay nonce
removal, removal of ROAP trigger, etc.

[0147] 3. Message Modification, whereby an attacker may modify any
message sent between a DRM agent and an RI, typically resulting in DoS
attacks. A message modification attack can include modification during the
registration protocol, during the join domain and leave domain protocols, and to
various ROAP triggers.

[0148] 4, Message Insertion, whereby an attacker may insert messages

into the communication channel at any point between an RI and a DRM agent.
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preventing the DRM agent and the RI agent SWrom
Eerform ng correctly, even given correct and

RIS 14-38¢ i al i t y- protect ed and integrity- prot e€f&F52007/010951

informati on. For exanple, an otherw se well-protected
DRM agent SW may re sone informati i n plaintext
Thy abtasker Bay Mpgprg FResEages angd Ty Hyr eplizy thepeat a later point in

tﬂé?%ia?és@%/ e MsEATIH Q L3 daRli tgélflﬂé %Jé@é{ |RsSHED “ﬁﬁ%eﬁx the

egregi ousl¥y access t e shared nenory Zhd Tenove 't
registoation ippotocall thke %ﬁasslaifdol-lmbs ®RO aoqmsnﬂmr protessls, and to
fal se_informtion, which then could be processed

varigush Qre&*p{%g%sthe DRM agent SW whi ch may perceive

[(Guoh fal 2 i niRhERAItQfkARCEGRYeRBral TYSSattRdks! §§é5nte hftacks
DoS attacks, unauthorized disclosure of prlva

Sumwmﬁimalmls wardphivadyzdiscloing.very, distributi on

(60T Dt Bl Bleina o feamrat b g MA RN pedcgiong gnd

1ﬂ1bﬁeﬁndiit§>ﬁ&$§a@3%ﬁﬁﬁ€d eth bxfaidednbofibn of BiYitd@RONESs a{)plied to
onprom sed for various reasons. Such SWfor exa

the GMAHIRM s@m@psbx,s %efmeduén dhe draitionsll semseyth DRM
ﬁ?cgfti atlo%s 09” adﬁ%%ﬁ/l 38%30 %o? %‘6}%19 'ng‘sga%@ uitg rg'm Iélethe

orm or a supbsequen

ekparided rotioadfiihtegpity Hbﬁné&ﬁﬁtﬂ:@@ﬁe@dﬁﬁ mﬁmfdmiﬂ i®motddaihere
the OMADRM 2.0 consi ders, especjall y t he ROAPpr ot ocol

apd sthajddnd p%mtﬁsn'fyé‘@a&eecoaﬁxdyr%wé efolowiBe- al |, of

ROAP SS i s

t%q(])r y beﬁermnl pu at e ﬁh?%g‘hhyom ze &gt}smgg V\%Q%}‘zﬁn@m

thoplatfomnseaditibayi.e catthet physizglientitiecamyprising elae divice, the RI,
nchr.onpu

aRd dhe Eoateat dertions. Lt A4rent Rg gD PIRds theiperating system

(OSP EE&BéJt)éod/@('é'é 'tﬁ@ BIOS' 1H‘€Ee PR aSS SHRIEW/MRERarEREWHSW for
he sane way. . Insufficient integrity

n;ﬂnmrercﬁcpeﬂs, the meo /HFQE/SX@ egtltms thal progesst sschrty related
AR oot Bh S8 hiatugr e D Bttt el apprjyioeed
stobge 6t sdepatuddtarsalch Ianstpoaaalebhadrtlﬁb@tes OdtcILhnE Ehebﬁeﬂvhﬁk and
1&%? §ggg<|eq%ﬁzg@3 ?f\ff'@fv'vfsavtv' %qatfgr?lrl 1?12c(gg1n'ﬁlyec’lettep§m%?whether the
platform is valid, genuine, not modified except by legitimate processes, and
operates only as intended.

[0152] 2. DRM SW Integrity. DRM SW refers to software entities and
components residing in the device, the RI, or the CI that perform functions
specific to OMA DRM specifications and their procedures. At the device, the DRM
agent consists of the DRM SW. At the RI and the CI, the DRM SW refers
collectively to the set of SW that performs the DRM-specific functions such as RO
packaging, DCF formatting, content encryption, content or RO delivery,
verification, ROAP processing, etc. DRM SW integrity is maintained if the DRM
SW is valid, genuine, not modified except by legitimate processes, and operates

only as intended.
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protection currently specified in the OVA DRM 2.0
specification | eaves hol es such as: [0161] 4A. Not

WRENBMLY4ges are integrity protected. Not i ncPGhdi
digital signatures in all the nmessages could pose

erabilities in, cer S 0162] Even whe
59D moshoes Thieetisy s of Hhq EORE ebtasee, sl BlraRgon. The
mtré 9y bithe OAP ﬁie%gaé%)é aﬁﬂ@h&? box?ét&ﬁ@ﬁﬂhﬁﬁma@fb%% ﬁ;{é%'i‘tamed

ormati on has been decrypted, integrity checked, and

lf sv@h informationns palidatedxgenums, ianid mot medified eweptdt l&gmmate

P?(E%S%?sr rbtg{e%l?lﬁglsgm? el 1|ﬂ{1)§ éﬂQd ' g!ﬁo%tﬁ ggﬁb}&%r messages

an@df eHeiR cbdtitudht! snfomatibe Nore RBEEH tynpRAEIEY a&&%rlda@tal
Is required. [0163] 5. Vulnerabilities regarding the

sighagagest y of the DRM content and its delivery. Mre

|f|caly, fol | Q1
B ot Pt oo MPEEER o B4 AR, B8 T LBRM ot A edhiedia
objectseaaiiiecDRMéRBERY Musl alsb®e Q@ﬂé@ﬁﬁi pi/hftéét@d tike, must not be
content is in transit or in delivery

e eBatgds 0% falerly inseeted; whethep éh%w @ﬁ&g@ké at te deyice, the
Egg%thfe@l EXATh Eradsit t?@el’w%@k&gﬁﬁfméﬁtiég bhgartlcular

P protedures. Until and before t procedur
int@kest s thesyver-tve-airi( ©TAQ delivery of toptertteakapypdicaisle Ihcatheﬁnansfer

hat nagest cont ent |nt ri ilein s e, at.
of Wgheemt Pof mihile BvicEo reisre de BEM Tantenh s ialivared Ssing
e%é%ﬁa‘ll?ro da@hhfndlbe ROAP protocol, is nmandatory but

i ntegri ty checking is onldl%BblEtl onal [0166] 5C.

[BEdéci al 1 f odniegritet iofe relatedf oinfermation. ngDRM -related

[ Vi t.he PDCE fo has ssue.
iSRS st syt FRtaeP 2 ARk MacFeo dhSipwonies o,
REKYH ridbigth tanélk ey tIRVROs BierasuledsBshtétt ififormpltiayieshreificates,
medi a pl ayer% before the |ntegr|ty of the whole stream

apdrpther srvistkbain relatefl infarmadion, mush e seetrebe parteeted hwlich
n?eaa'i]lstttﬁgt \fﬁ‘& GBS ble(‘)%ec%& Got only for confidentiality but also for
integrity.

[0156] It is noted that neither the current OMA DRM 2.0 specifications nor

al |
6007/010951

existing prior art appear to have proposed solutions to the entity compromise or
integrity problems. This lack of solutions poses the following problem: Even if all
the ROAP procedures are correctly implemented as according to the OMA DRM
2.0 specification, for example, how can a device really know whether the RI’s
platform is trustworthy? In other words, how can the device know whether the
RI’s platform will not abuse the data that the device sends as part of the ROAP
protocols or abuse the DRM processing itself? For example, the device does not
know whether the RI will arbitrarily and incorrectly limit the usage rights of the
device because the RI’s platform SW is compromised and it limits the otherwise
valid usage rights of the device. Similar questions arise for the problem of the

integrity of the DRM software. More specifically, some of the problems of the
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devi ce the R, and the Cl) be assured of the platform
inte andthe DRM SWintegrity? Thus, a nmethod to

wepp 9 dn and verify the integrity of the pl BCHBIS307/010951
(e.g., the G5, the BICS, drivers, nmedia pl ayer

commu [ software, shared nenory, etc.) up
CUHFEROMA @%@%SW%@%WW Forp Hae ¢ipaggipd P?tlmil gf integrity

pRedethed HMSvE H8 80 FollgWENt | On addresses the
as ortcg% ng‘sc a%é Eeo p({%lysgr art. [0168] SUMVARY [0 169]

[0X¥5F] pr esent i dviackiofmeliheds 0s ebeckearat pdporethroiidegityt of the

ol EBCan et S R rirkis ot o S amibr o sy eptified

abbe, Théfe0d Snobkiﬁtﬂoﬁcﬁrt'hg YeRor GRITRUEPLERANA @Buctibed Sidtform

Con'putl ng techniques, as specified by the industry
ifiteguity Terufscasivn @iV |aggntdnb&gmty'i7éﬁicaﬂwn betfviees the dev10e and

o BE i s perdieahy R O mAHE D e intine i ae pogpthe

TEA b.2a0sk @agéaomhlsq@ wﬂl&ﬁﬁﬂy Bfuelfor phefoRRNn MLy FRE fiEHon,

specifications, are disclosed. In a second enbodi nent,

r@@@hﬁh%}hﬂ@%@@ﬂ%ﬁg?ﬁen the i ntegri ty of the OVA DRM
WI A IIF: ges r@gﬁﬁ%& tas arl;(%%;%lt) re?aqu & t?l%%%\sr’fcen Qra

out C angl Xrstin OCO are
séiver,| xsfod .thé RIx colilidrise ﬁﬁh@ﬂb@bﬁomﬁrﬁﬁiﬁﬁdﬂ sdficH ghay result in

t th t of nessages, | nformation
piﬁvé‘ﬁ&%géﬁé' alagafﬁ@gtﬁ% Ptlwgﬂ@tegw from werfe;zmg%g Gogrectipreven
Bl ARt REeATERRARE, pidlectd®hn Pt BHIR A Htofhation.
Fohexampde)t aro mthawlkre wedldprfotexted MRYohgenti BY may store some
ug.escr tio referred enbodi.nent,. given way of.

{18 et Ahr e BT R DEGF [ HEPRE: Oh s Prdrgssine.
i 0) u
b@&ﬂﬁ%%!l i Wed Pl NSy, IWNAICR! Ehsef D%%ﬂ%%mﬁbl? h&edd §héishared

di agram of the "exi sting uncti onal
menpdry tagdinemove the information, alter the information, or insert new false

information, which then could be processed subsequently by the DRM agent SW
which may perceive such false information as genuine. This may result in DoS
attacks, unauthorized disclosure of private information, or unauthorized delivery,
distribution, or consumption of DRM ROs or DRM content.

[0159] 3. The DRM agent SW and the RI SW, which are pieces of SW
that process DRM-related information, may become compromised for various
reasons. Such SW; for example, could be altered by a virus or other malicious SW
entities. One result of such a compromise in the platform or the DRM SW would
be a subsequent compromise in the integrity of the messages and information
that the OMA DRM 2.0 considers, especially the ROAP protocol messages. Partly
because only some, but not all, of the ROAP messages are integrity-protected,
they can in theory be manipulated in synchronized ways between a compromised

device and a rogue or compromised RI. Messages could be modified synchronously
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[0173] Fi gure 2 is a flow diagram of the existing OVA

ROAP 4- pass registration protocol; [017
W?lzﬁ‘lﬁ”@o@“l s a flow diagram of the existing OMRC Y7§10951
ROAP 2- pass RO acquisition protocol;[0175] Figure 4

ah both (s decier nd TR, ded bl lsﬁn'eg%vgjfﬁg% Sndegriy yeritied,
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b tRe ﬁzﬁﬁéﬁs 186ssab@fiéllk aré Subjectdo kzﬁlr@rzilhﬁ’tﬂéé"ﬁ{dt a9é nét solved by
rrethod per ormn platformintegr éverlflcatlon

QMADRN 2 speciaen melFél‘tePFémpl\ﬁa A@sn@mg@ ingegrity
DAy Py e R B T T e

sielpascol for perform ng nut uaI platformintegrity
Cheikl ng pet ween ﬁ device and an Rl using prior_trust

Qe k ng 44401 8'0t apRIAR messages areintrgTHy REptasieeNet including
df?ﬁ 51'? gl1$he HekHEeP E(ﬂi E)Bée \;Lghe&%ﬁﬂﬁés'%'lgrtam cases.

ormlntegrltyc tween
[(awz] an R|4BJSI yenodien EGAIBememgébbi c‘er&nd fleldsHefl ihformation

182 11 fl h met.ho
af R PaeR . PR oSBTl SEah b o PAch dEiTRE BB tiigdhpen
dEé’i?p?é&t hﬁﬂegﬁtmﬁé&eahsna ‘E'Hex? “ﬁéefd‘” o8 éﬂﬁ&hlté’xtb ﬁaaqm%%\é' diftities

devi ce and |gure1 IS a
ccmldvacg¢$ghhamlefntaxt2uﬁmammn&®emqeu glter, om redistribute the

previously integrity-checked information. Thus, a strengthened integrity
protection is required.

[0163] 5. Vulnerabilities regarding the integrity of the DRM content
and its delivery. More specifically, the following problems exist:

[0164] 5A. Content integrity checking mechanisms are incomplete. For
example, integrity of the content while the content is in transit or in delivery
(e.g., OTA download) is not specified. The signature for the DCF, for example, is
only generated for use in the ROAP procedures. Until and before the ROAP
procedures take place, there is no integrity checking mechanism that manages
the content integrity while in storage at the CI, for example.

[0165] 5B. Content encryption, even for use in the ROAP protocol, is
mandatory but integrity checking is only optional.

[0166] 5C. Especially for packetized content for streaming services, the
PDCEF format has a timing issue. Packets that had been illegitimately modified
could be downloaded and may even be consumed (i.e., played on a media player)

before the integrity of the whole stream can be checked.
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protocol for perform ng nutual DRM software integrity
checkin betvveen a device and an Ri; and [0 18 }l‘
ngzatmng is a flow diagram of a met hod f or ﬁﬁ W?W@mm%l

the int egrlty of ROAP nessages and processi ng usi ng

G8Tbb g, T G Tl PRl B errmesk o ERE Ghe FABOPREAEHeE(he
@f@@@hé’ﬁﬁ%«i @éft@b bé"ﬁés%?\% E{Bhetﬂl‘@cﬂ {Hte%hfyec{rﬁfﬁle DRM SW

transmt/recel ve unit inclu
mtlegnt)é?dl‘hus, aanethed testremgthah andwverifietlst integrity ofithie pladform

r bi.l.e.su i pber unit or an oth t
- DR 08 Sere- R P iterd Buedia DI A Fommmiaitatips siPens Bhared
nféﬂ{dr&o&@ dbon Wheeh élﬁ'féi"rthg DRM aBEAtEWiof the RNSW Ry is needed.
'basé station” includes, but isS not limted to, ‘a Node

The pgessint enmmoncﬂddﬂsseatheasimmnpngmf the rprmylrbt her

type of interfacing device in a wirel ess environnent.
[0187] The present invention discloses nethods whereby
[0188pr mat i on regar di ng t he SUMMARYate or the int egri ty
of aDRMentit%/m]& .,.the device, the RI, or th

[Q169%x p| i Fhenre mﬁﬁl@amd}sc}%me@é nmﬁbodéﬁbhbﬁg@wthen the

. u

nPRIREN ARG EULER, A RrRafnl RISGHS thE 094, PhM

spdcifidationne?.00Thée snathods use tédhgiees 7comithenlgr kxiuvire ak Uirasted
i ncl udes, four DRM enti : deyice 702, an R

Cemppgine fgﬁ%ﬂl&%.%@@é@& Byrthe an %"YAg’t'H-B} %égsnputmg

GéQCQp %g@)ﬁ’hﬁ‘td‘ %ge bi%@&&ﬁér% &hﬁﬁkiﬂ%nﬁéﬁuﬂ&%ﬁcﬁ% {ohGerify

has records of the trusted conputing (e.g.
plEcferne ped PRMa BV fintegtibe ovttivestwbRiMiress) boths with gnd ‘ibieout

oSS0 % hADRY Ade AR ABF CecifdEhsnnde REQYIAES T o
sédosd AMbAliment, Ré&Riq ey tooﬁirénéﬁleﬁ Rhé ‘h'lt%gxélff oﬂthe Oﬁ\fﬁ\ DRM

devi ce 702 and the R 704, the device 7
R messageR ccorstiuppt anfarmption) anxbmpccssmg whoutachmgu@ the

sﬁh% C%@]éigﬂ;%) (Séoi Yr& Qﬁa Fos&? t ﬂ@%nthtlﬂf gﬁl% H?&erﬁ[ %echniques to

rus t1ng capa
strengthen the integrity of ROAP messages, 1nformat10n and processing with

some changes in the existing ROAP protocol are disclosed.

(0170] BRIEF DESCRIPTION OF THE DRAWINGS
[0171] A more detailed understanding of the invention may be had from the
following description of a preferred embodiment, given by way of example and to

be understood in conjunction with the accompanying drawings, wherein:

[0172] Figure 1is a block diagram of the existing OMA DRM 2.0 functional
architecture;
[0173] Figure 2 is a flow diagram of the existing OMA DRM 2.0 ROAP 4-

pass registration protocol;
[0174] Figure 3 is a flow diagram of the existing OMA DRM 2.0 ROAP 2-

pass RO acquisition protocol;
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equi pped with TCG Trusted Processi ng Modul es ( TPMVs)
This inplies that the trusted conputing af)abl e
WBI% 84407y not only have a TPM 710 (or an equPGA{USAYy/010951

but also related TCG resources such as the AIK 712,

480 or o Sr s DRy FEiperact of el R QM B ERRAP 1

pggggwc@{u@t%nb%gg,]l V\hen t he above requirenents are
any pair of different DRMentities can nutually

[W@& k th 1gupa éus‘ o flowi diagrpm oftherexpdting OMA DRM 24dROAP 2-
state ysin 708 and the trusted conputing
P%%Fp’&b’ra?’f‘?g‘spm in exanpl e, the procedures for nutual
[0177@0r i t VFighACK g flowt RS bethdaxisthg/ORIADRM B® ROAP 1-
704 are as follows. [0191] The device 702 the RI 704,
paﬁﬁjleaﬁ@d@namaroém al | capabl e of perform ng a

B8l onentERts dpt, 3oy S8 sl pF ahbaR ity intesrivy

chaﬂcﬁmamoﬁgmnABRMzaﬂmtﬁﬁbf checks can be requested
as part of a larger verification E)ocess (as _di scussed
(7% eat din s oy s oo et e

v%ﬁfﬁ? D tC S ulil : %Qﬁ{m@é Wél e thi Ithavo %Eﬁﬁ%g ﬁ(ﬁﬁ& %? B(Hewﬁ:e and an

e an in on t e en
Rbeen devigeraodi €8 and shoul d not be trust ed. [0192] The

[ 7 f t t T
(@80hien: | drigtrey Bl dpgmn ot o prvRkOMERERsPaL oD Preipl or
peffaﬁﬁﬁfgrmezal ?Ia&ﬂﬁ*ﬁi in@detitly MRbaGRg baweeﬁ h@lePRE ahd Hh R? qsmg

a signed TCG platformcertificate or a signed
puertmsteb@@mg;s part of the credentials, the devi ce

) 220, WG R 4 fife flaefdin et s pbet QEP ESistiaiBh Hotocol

fayrpfoeitng adutuBlf ﬁlfaﬁﬁi'mQﬂteglrftytch@clﬁﬁg' bévetda d&vi@Phidan RI
to verify the platformintegrity of the RI 704, the

ugingqeedifigd Devicsriella and BbMellomessages740 wi I 1 al so
d13ay ude_afghit LRld Al iart B ﬁl%‘ﬂa&ffozg)%rﬁn%}qét DRYPWvare

I'nitiate procedures
integrity checking between two entities where the two entities could be a device

and an RI or a device and a CI;

[(0183] Figure 12 is a flow diagram of a 2-pass ROAP RO acquisition
protocol for performing mutual DRM software integrity checking between a
device and an RI; and

[0184] Figure 13 is a flow diagram of a method for improving the integrity
of ROAP messages and processing using TCG techniques including sealed-

binding and memory blobbing.

[0185] DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[0186] Hereafter, the term “wireless transmit/receive unit” (WTRU)
includes, but is not limited to, a user equipment, mobile station, a fixed or mobile

subscriber unit, a pager, or any other type of device capable of operating in a
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pI atformintegrity It is noted that the device 702
be able to make a deci si on regardi ng whet he

to
WQéP‘?sﬂ?O’ﬁﬁe platformintegrity of the R 704 oHFWS?OWOlO%l

the verification of the RFs platformintegrity status
IS an opt| onal feature; _.in one_ enbodi nent, verif

wirpd pa-avipglegss %mﬁmrml@gtf .Wben geferrpdntoa herepfesathe gem[ (base
f:lzﬁ?dn” lljﬁaﬂdég gd;itvih Rt Hﬁ?%% :(*m'oﬁb ]%rg QEEIREAQRHN r, @M access

e devi ce e credentra
poinftpomaaty cthet cypemf ieAfacify d@h@pn?afl\i’/)reh!sd eavitonment.

ests the PCA 708 to.verjfy the c ent. al ab ut .
QT o cﬁler@zeseeg gaxention, digclosgsp 3 S FpAeTeBY,iptFmation

rég4aindthb Rhg Sate IpﬁlePﬁeeg%% of RORNE @HH%! (tefge tﬁe ﬁ%vme, the RI,

current trustworthiness information (e.
ot thes€D)lieexplicidy anyl metyaltlstiragueshed ami/ex@aﬁged betvctelea aRly two

744 Upon.,recej device platform
i ebite8 b e e R iR 6 b OAPA T SrBeeise. “ang ol so
[emgg] onal |y éﬂ&aﬁmﬁité&ﬁﬂé 200 bfithy iBfHoa s §HowWh i Wgure 7. The
devi ce 702 the Rl 704 eval uates the trust | evel of

ardhategture dncludes foyn DR ertiesi addevics TAReamBI 704 a @hHIG, and a

St p f | fit
PRl R A B PGP0 DBl bG8 e
asaghed tlaiti the matmha@i'edﬂﬁlsaﬁﬂthestmlswd oty (e.g., TCG)
[0194]. The device_702, either as a_nmandator Rr ocedur e
cmdeagalﬁrf%ﬁeq ohar DRM eatities (e. g»theewuiseaw tﬁ% b784sandthe

e

[(S]él% S i Sfo_tyrpaur ofiemntiities (eig. stheldevice ﬂmz Eﬁ?‘: t:nﬁ RKigod| tedevice
e

7h @EE the Gi 706, q{etzim(ﬁ%@* e'afg &5 788 thet nentis mrutpabpiatgrm

1r§t@b1f1t)atzﬁ&kt B&%@H&h@%é&@é %.r@ trddtéd E&hﬁhhﬂ%%&hﬁ]ﬁ (e. g., are

ChecKed 8 as suppl enental informtion
eqvelcpeed/ wm@m Toe TrosteddPracessingilodwies (DAMs}) 7)1ﬁ)t 'ﬁbls Fﬂnpﬁes,that

LS55 S5 ShEk3e 0t BAOTRY B 5 1 0 6
eGliivdRML) lﬁhﬁal@@ﬁélhteﬂhm@'regﬁﬂ-ceseéiﬁﬁ(ﬁs&hb )AIKmflﬁlfﬁe BOHL 714,
a% ;);'oetgépeél (rg;tjffc’r;(\)l\grrlfs?rllgnbelgﬁs 711;3h %lsl,::)%‘ezgnst atrg eOnS osi'epqgt%o;ntl] Sofcware
718 and DRM software 720. o
[0190] When the above requirements are met, any pair of different DRM
entities can mutually check their platform integrity or platform trusted state
using the PCA 708 and the trusted computing capabilities. As an example, the
procedures for mutual integrity checking between the device 702 and the RI 704
are as follows.

[0191] The device 702, the RI 704, and the CI 706 are all capable of
performing a self-check of the OS or other platform software components (step
730) and a self-check of the DRM software (step 732). The self-checks can be
requested as part of a larger verification process (as discussed in greater detail

below) or can be standalone processes. If either of the self-checks were to fail,
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trustworthiness information regarding the Rl 704 to
evice 702 (step 754). Upon receipt of the

w |23‘{3?1(9P%ﬁ4t rustwort hi ness information fromthe’ 5@&%%/010951

regarding the R 704, and al so opt| onal ly the

syppl ntal .Lnfornatjaon Rl itself, th

hbpBuE B gtz dbot 8 cpHEEhay Bora) coptpropisedaishould not
bd brust&)i ce 702 deci des whether to inpart sufficient
trust on the Rl platformis integrity to proceed

[G1921 her Vihen demize DRAR psanslsd informetion akouthéts platform TCG

R A Tk L T—

itluds bﬁﬂaﬁﬂidt%@tﬁltecptfo% Sigues Tovzﬁﬁlaefuﬁhu&ttﬁichbe&mm sigried TPM
integrity of the CI 706, The Cl 706 sends_information

certibigate. As nartof hepradentiale dba device 792 camalsgsond sheyBP 704 a

slFhEREH Prunted 880 o Pl B IRFRRY Gl B 5 dRpR00a1
irformiPhidn. df chd dé\egsr 70y is(goink tulvdrifydha platfgrpl tegtigyl of the RI
|nforrmt|on* 197] . Upon receiving.the TCG rel at ed

TD4hitbe gradesha q’f@r@en’wssteta {40 afék} alse ngiude an mgicatiep by
tl’tleﬂ g%tTOg NeHa® it %rﬁgfhé $teRod qg)lnﬁpﬂ g‘t)oget(fut%géje %%tvﬁnfy its

8 to verl e credentia
pladfrmeinpegrityl Ityis nhted(thatsthmkiwoeﬂﬁﬂemﬂ kerald¢ toontke adssision

The ,PCA t t.
RO P PRIIRE S YRS He IGHPTRS JRRAFIRG OF e &1 70 oply if the
véificleon 6theORI{ §Ia%ﬂ)rﬂ‘16ﬂ1}egﬁ-{@'0§taflﬁ01@|dﬂ optiorall Sedtlre; ué one

platformtrustworthiness information fromthe PCA CA 70

embgdmﬁn#qutheﬂr@ theggl's nlﬁﬁfoamsatergpftty@mmwdah@ry feature.

AP s3l AR Lt Shish] Bl b T, e

RTW®4d@\1/a}@eth‘éQ&edi@maiaﬁfmtmr tot thel POAr108s(stédp cnz)n&nd also
trust on the Cl platforms integrity to proceed

requesticihefiGA T0R do pRIMfipthecadentials pbawtgtheexicg| 742 evnecially
HDREERYS Byt chitent BB dinshg IRTREA 104 Pl Vork S o
cutrsnipirastwarrthin€ss information (e.g., platform trust level, etc.) regarding the
device 702 to the RI 704 (step 744). Upon receipt of the device platform
trustworthiness information from the PCA 708, and also optionally the
supplemental information from the device 702, the RI 704 evaluates the trust
level of the device 702. The RI 704 decides whether to impart sufficient trust on
the device platform’s integrity to proceed further with the DRM procedures such
as the registration protocol or RO acquisition protocol.

[0194] The device 702, either as a mandatory procedure or as an optional
procedure, can evaluate the platform integrity of the RI 704 in similar and
reciprocal ways as in the steps 740-744. More specifically, the RI 704 sends
information about its platform TCG credentials to the device 702 (step 750). As
part of the credentials, the RI 704 can also send the device 702 a self-attested

Trusted State or Platform Integrity Checked flag as supplemental information.
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credentials to the CI 706 (step 770). As part of the
credentials, the device 702 can also send the Cl 706

06 a
WOe8/1303%8st ed Trusted State or Platform | nt egPlE{pS2007/010951
Checked flag as supplenmental information. If the

dev'ﬁce 702 is going toverify the platfaorm nte%;i ti of
[Q499] ¢ 7dépon rceping the TGG-telated informatien from phe;REF04, the
9678 Yok ey 9ud BbHRA0) I 2B QRIS 1A RS e
POy 70§ to tverifyt thid oredentialsgabotny thé RIi B04) espetidllyathd R¥Fs most

devi 70 il b I deci si.on regardi ng
eSS bR e HL IS Pl ok S266) Wgron
tRRbWorthidel€ iMeFhiiicRtdRdRe thBRICGTTL R Bk RVTe 702 Hep764).

status is an optional Teature; 1 n one enbodi nent,
Upenireedipigofithe RIAdatform torstworthiwss informatiomfnotather§CA 708

rociaiiedne 5 DR and oo diiRallv e SupEREnts onruptign omhe

RE idEMHeadeviidef TO2 @ al @4ted Chd HRsPletel/ 8 heSHIEM 4! TR: dbfte 702

al so requests the PCA 708 to verify the credentials
dedides whiethereln trapadsufeipeic tmist yont the Béilaforan’suntegrity to

current -trustworthhRess. The PCA 708 then sends the
it Rt A DRBF Biperdes ik fiReros A0 Brotedt srRo
aétpMsbicion fradtocel he CI 706 (step 774). Upon receipt of

the device platfaormtrustworthiness information from,
[Q198] pca 70w dexige s either aom Bpandatery progedueeehasan optional

pHfREAIEELP By lRE) HApIBRYHE indeBity bPRhelT 10 I R fenas
infoiah&igon aboutnpaplatfonhfTCG erddentiats todhe ideeicd 02 (step 760). As
latform s integrjty,.t roceed further with the M
oRrt oAk FEdtenfialashe [ 708 A8t tand: therlavhie i gellattested
TEXRABP SateVr TSR iﬂfle?ﬁtfr ChebltR fva?vat%p%@e?mé&alf Sltbifation.
o the R 704,

ity status are a mandatory

[Ql‘ltézi {JPéeg}queCinmﬂte T@Geneldted infoiometion frovethd QI 76, the
obley RS0 L 95btols B BB SR T 200 8 b
PCA 208 itd Yefify theeclelerfiflst 4bobehd ©1i TH, é8gediSlEMSe CI’s most
C\ng'giaﬂ: gt4r21’stvs?or1]'ghi\lllgsrsl.f )i‘lhgg Pterke 988\/ | E}iznpl saetn]:lg r ?11191 n]tn%gtr Ictu>1/'rent
trustworthiness information regarding the CI 706 to the device 702 (step 764).
Upon receipt of the CI platform trustworthiness information from the PCA 708
regarding the CI 706, and also optionally the supplemental information from the
CI itself, the device 702 evaluates the trust level of the CI 706. The device 702
decides whether to impart sufficient trust on the CI platform’s integrity to
proceed further with the DRM procedures.

[0198] The platform integrity of the device 702 can be verified by the CI
706 as follows. The device 702 sends information about its platform TCG
credentials to the CI 706 (step 770). As part of the credentials, the device 702 can
also send the CI 706 a self-attested Trusted State or Platform Integrity Checked

flag as supplemental information. If the device 702 is going to verify the platform
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Cl 706 (steps 770-774) are optional, yet hi ghly
reconmmended, features in a DRM system [ 0201]

WQ2803/1403644 t hat t hese procedures need not be PﬁFﬁsé‘{‘)@/@m%l
by an active initiation by the entity that needs tobe

verifie rit ver fication rocedure oul
intERHEY 0f e G198 54 cgdential BHomRYn Bt $ieporos il also
lﬂéik?dé Qﬁ exﬁ&icﬁbioﬂfbytfl{% @&h@é 708 h )t it WaftCtheC@5 D6 t%t SRSate
0, woul d each be preceded b

pmedm ts tvelpfy I\bihpla@foymtlhtegenm Itys notetlithat tﬂhelevz:e 702 will be

rification.of the Jatfor i nt eqr.l f the.other

oo ghekaq tigon ingulid ity oo s oot flediity ofthe
Cl Qbs\éﬁf}l if thepdrifi@tRnest the CPE pRitfehh in® sk&tudfs an optional
al ternate enbodi nent, for a practical DRM syst em

faafpres inpneemberdiment vesinngithaST's platfargyjategrityian mangdatory

fea%ret he proposed platformintegrity verification

procedures descri bed above may include the foll ow ng.
[Ql@EDS] 1. Uﬂ'diﬁrddemngatmlmdemtml lrtfbﬁgatlmyfmmt}fel desiced02, the

d 740 744 d
OByt elire thsr ot iainiarasi i theoBed, %i(s‘%%é%%ﬂ?%d also

P RO 8 A U e BB BNES 0, el

thretleviee’s nwst icustent égistworthiness. vl Pﬂzﬁe7%then: sémals thle most
takeﬁtéjgl ace.. In this c

t he,.Rl
R LR PR e e dieg Hhanevice 1028 the CF706 (step
77£9 Woh%b@ﬁt oftthd debRR pldtgormh tﬁfs%&@hﬁxe&@ﬁxf@ﬁﬂéﬁ&l from the

credential Tnformation under its own f{ bi ndi ng
Pmemﬁ add raisoanlptlonaﬂy tﬂm slmplevmentablﬂfmmo}n trmetthdewne 102,

e K08 Efacsaihey b ek St 3hE Bich: o7 el Bl i leides

wWIRYh &GS oSmpatt §1ﬁfﬁ6ﬁﬁt kedst bAahe Idbvﬂaagldtﬁﬁm*yﬁﬁe?stysﬁd prioceed
val i d, 1%//Iconsultatlon with a OCSP CA. [0206]
fq@lewrdﬁgpm eadawres.t i me a specified tine

R3O BB S AT P17 1 e i
702 to verify its integrity status to the RI 704, are a mandatory feature of the
present invention. However, verifying the platform integrity of either the RI 704
to the device 702 (steps 750-754), verifying the platform integrity of the CI 706 to
the device 702 (steps 760-764), and verifying the device platform integrity to the
CI 706 (steps 770-774) are optional, yet highly recommended, features in a DRM
system.

[0201] It is also noted that these procedures need not be initiated by an
active initiation by the entity that needs to be verified. The integrity verification
procedures could start with a request by the entity wishing to verify the integrity
of the other party. In such cases, steps 740, 750, 760, or 770 would each be
preceded by another step, whereby the entity wishing the verification of the
platform integrity of the other party calls or requests the other party to send

relevant trust-related information.
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regi stration protocol wth the sanme RI. [0207] ID.
Periodically, every tinme a specified tine duratjo

WPSPOBRUNI e, TDEV- PLATFORM LAST- REPORT. hasel aBQE{}]SZ"“W"l”SI
since the last tine the device had verified its

AL T 84S B 4 S0 APt
uﬁb@ﬁ?&l‘ﬂﬁﬁ& (the @ondlﬁbl%’@r tf28er élﬂha'i:h@mb Y@J tﬁgﬁ%;ﬁ)@ed pR%rm
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strat h t he i cul evi ¢ kes ce
[q@%:] hi s se (Y &G @ Im?ee%é Vvvgrﬁ?ga%&§r% ures (ie.,
@Es%otwﬁb TofliCee paff&fnﬁedtlﬁeoﬁé br5hoFedfithe FalldwiRg. and
en the device protects the RI's credential

[020dr mat i o urﬁ?&rel 2 deyige wishesytopimibiiabgy a mew 4-pass ROAP
cr.edent i al fformation with a TPM key. The device then

r?%?%?a %Bmta%(’lt he stored TCG credential and verifies,
[@zdﬂper perB.odiCik| yerosadhp B, befdte e first rvé‘letrhﬁbnt\hﬂh the

s TCG credential _that it has received js sti]l
p@ﬁmiar Blgakep placgnluithise Gase, the RI avilloeseivesbp gleyise’s TCG

R

cremlbﬁﬁal h}fox&ie&idlﬁuﬂdhrhh&wﬁE’DPMd)y Entingrthasredeatiahifdroration

ggéMo%@QS’Iﬁ) %{I: t?lpgelpt}g'dlil:lgllrlg S %éOAgP{;r‘? Lﬁﬁ@ l(,;redential and

veRfied, félﬁgsr Eedll gbﬁts'oﬁié basit8) WREBAr theldevice’s TCG
exanpl e, - PLATF ST- REPORThas el apsed since the

ctedentinl that ntﬁmsmecm@ isstilliviadid, ¢.85 by pensgitiatipn siith 49CSE CA.

R 52T i oL 8 AL o,

eﬁduﬂ}ﬂea TokRriRRrARAVMGES RAs RBapsed sinde m@l dévite pehpletidcthe last
or event-driven occurrence of the integrity

re@sﬁratleammﬁccﬂmélé&he SW%B in the case of the
ce' s fallﬁr ' flje%hic% gﬂﬁ tfthe S"il p%*%‘é{t)ﬁ?”\:i'rﬁg Ft‘ﬂfrhfi%{n, for

oul d so be per every efore conten
ehﬁ@pld? THev-AUTrORA S S R@ﬁond,hw ehpdedisineethejaststime yhe/devdce had

verified its platform integrity status to the same RI.

[0208] 2. If and when the RI platform integrity verification procedures
(i.e., steps 750-754) are implemented, they could be performed by one or more of
the following.

[0209] 2A. Once per each device, before the first registration with the

particular device takes place. In this case, the device will receive the RI’'s TCG
credentials once before the first registration, and then the device protects the RI’s
credential information under its own TPM by binding the credential information
with a TPM key. The device then later unbinds the stored TCG credential and
verifies, either periodically or upon some events, whether the RI's TCG credential

that it has received is still valid, e.g., by consultation with an OCSP CA.
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versa (i.e., the device's platformintegrity has to be
verified to the Cl). [0213] The prlor art has
WOINS193%8d use of a “"secure boot-up" using TCECT/US2007/010951

t echni ques coupl ed W|th the application of robust DRM
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aldUE théchangsrh@eimiliato thEShb(b&CamSBe gonkidéred fbaperiodic and/or
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e AriYRR oceREroRFe ofthe hateeriv Horifieatian RIgRassaAleagin the case of
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an V ent - en” cont
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be conprom sed when the integrity of
t«pdhamqtmsmoupletdheltmths apRic8ivn of 11 BRMeIn smtbr schemes, the

TR OSSR B e SRR B Pver

db%@i/s%do%& hm J:lu‘; eFBrhiHy LS1RHEIHA iRy BGEK Béfbretany DRM
validity ch ec he content. |If the content was

apphfa’cmn @eube( emg Theha@sgntvnnrvgetl@n prohdes a sare pystematic and
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fattions bet

1ﬁtfe§ndﬁ&h&ks aﬂ@thar timeshasedotapretdeterthined pertidus of tlmkmsewe;ll as
phase), a conprom sed device_ _can do harmto a Cl

ugga rFBP @ccwersﬁsoqf (FGTHRIL PYGRES af B PFRSETE YRR ﬁ%n%rahzes
phatfrny dEgrity checking from the device to the RI and the CI as well. The

continuous platform integrity checks are beneficial due to the fact that just
because a device has correctly received a particular valid CO, it doesn’t mean
~ that the RI or the CI should be considered trustworthy indefinitely into the
future from that time. A periodic and/or event-driven continual verification of the
trustworthiness provides a good protective mechanism.
[(0214] Also, as for the need for the integrity checking between the device
and the CI, even if the content arrives before an RO, the content may be
compromised when the integrity of the CI's platform or the CI's DRM SW is
compromised. For example, suppose a user has downloaded a file. Even when the

RO has not yet been acquired, a user may inadvertently click on the content or
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intended for the CI. In addition, froma business
Berspective, a Cl would not want to send content to a
WRSA8M4ed device; for exanple, a conproni se§CHAFFWE010951
could redistribute content for free to unauthorized
reci pients. The tual platform (and SW integrity )
A peTTTER A ieliouy\ebeRk an 4o ice%teaﬁdl?&g@mme& \reumipromised
- . poy Ny . _ 1 .
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the architecture described in the above paragraphs.
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is a, flawhart of a nethod 800 .for. perfornn | at f;of m
t4 Rl FofteRb R e RulpRieRodendisn oo feeiipler b BoRtbyRinfeliietice
c&Ulfli fdd@stribate RéntRnt ¥ Ereeatyl unBuilorizedde¢ipientsndhe falutual

an Rl and a The net hod 800 utilizes a

Cl .
pfa[éﬁms tandgS Wi integritreprifieation befingen acdevies apdg)Cl thus have

not.ed th Lt her [ the pair (device, RI, or
nﬁrjtgé%ﬁr%écﬁ%aﬁén%esgﬁ%%od 800 operates in the sane
(omusher r dgad dlse nstadf thab tldre@ah ibeseveral GiffeEntangys/doi enlibody
entity is the TE. [Q218] The net hod 80(i egi Nns W &QV
the, gendraks idegs ythined dpdee ahove machiteqtyra ég\é?qssxopg- o such
rm.i - 5t r :
eRybled dfe dibctiiad HplBbR bAE if B fRof dRdt thdto | S RIS Anlsbrative
exsmnples8d4he brbaderGéénceptd dritsedilon thenanchitbctdee desaribed in the
gxangelf %,gﬁ%{;‘atfor m credentials, TPMcredentials, or
aRO¥fT b Scredentials. The RE then sends the TE' s
TCG credentials to an OCSP Responder for verification

of the credentials (step 806). The OCSP Responder
0236] ews tHlatformdnteerity verifigatie s and reports the

BT &7 PhBHeE b A phRetadf oL BB 00 For ikl Plaform

integrity verification between two entities. The two entities can be a device and

an RI, a device and a CI, or an RI and a CI. The method 800 utilizes a requesting
entity (RE) and a target entity (TE); it is noted that either entity of the pair
(device, RI, or CI) can be the RE. The method 800 operates in the same manner
regardless of which entity is the RE and which entity is the TE.

[0218] The method 800 begins with the RE sending a request to the TE to
report its platform integrity status (step 802). In response to the request, the TE
send its TCG credentials to the RE (step 804). The TCG credentials can include,
for example, platform credentials, TPM credentials, or conformance credentials.
The RE then sends the TE’s TCG credentials to an OCSP Responder for
verification of the credentials (step 806). The OCSP Responder reviews the TE’s
TCG credentials and reports the verification status to the RE (step 808).
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integrity status (step 810). The TE checks its
BI atformlntegrlty status (step 812), sends a 8' at f

status flag to the RE (step 814) and ?%2007/010951
met hod term' nates (step 816). [0220] The net hod 800
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I'n connection with Figure 10). Integrity
serelsi 4 ip&@ﬂfc’»m infieghiby tstativarftpes ta the RE W&lébaudcﬂhe method
tJ&% rgflsaflowdiagramof a nethod 900 to

RS 8 ityrelated information between a device

[@%, and qfhethet%%ﬂ 808icRE bd E&P&fﬁéilwbﬁﬁhc{dtcﬁan%estothe ROAP
utilizing an OCSP responder/ PCA 906) separate from

prdtecoROilsussestbelowlin copneddiomdwithdtigure 9her wishivbangeto the

RO BRatprariecpitg bl ar Pl Rk e dNer 1 or o

processing. In the method 900, the pl atforminte_grity

e : withont g A

ocol .
[‘Eﬁ? o t g ﬁé%?’i%’% 5‘??2‘%9#&8% %%%Fﬁe?‘é%?%‘? “‘FE ecaﬁéﬁgﬁgty'
réle’gadshﬁn'tnatmnrhemvemmh desica @02 fandqpreRI 9§4 psing G dechmdques

ot iang Sl GieretpndertFCA Sb andraiBlygFop n ROKP S2loeol.
1Y€ rdoiﬁﬁﬁg A NSRS PR athd éh&@@meq@ dSpighd éshfém% both

over a eration of the system coul d be unnecessari
aPCGfoat thd\DRM procetsihg esiwell as ha QUIP mspbnidaa‘f&lﬂ’@(}phmessing.

after tfor nte ri ation

5 ehe et S0 she Bl EeepririerfEh Bl by thedpged

ré&&ﬁglg)?qs bﬁleﬂf(ﬁﬁ‘le'a' prﬁ§ td tWeURDAMA.-padse ragibirdibR dprotocol.
device. If nore than one Device Hell o nessage were

Petfouning plwfome irregifityo menifieatiomrbefdrs, the registration dprpocol is

an. i+ ndi cat i S at
uGe) Bt o BB Bk AL s BoRbis TR pEHophig and the
plitfdind RMetegrity aRtifieatib® process takes some time to complete; if the

platform integrity verification were performed with each message, the overall
operation of the system could be unnecessarily slowed. A person skilled in the art
could assume that after the platform integrity verification is performed, that only
one Device Hello message would be received by the RI, as it would indicate a
trusted device. If more than one Device Hello message were received by the RI
from the same device, it could be an indication of a DoS attack. Platform integrity
verification could also be performed in connection with the authentication
protocol and the object acquisition protocol.

[0223] The device 902, prior to initiating the 4-pass registration protocol
with the RI 904, starts a separate set of procedures with the RI 904 to perform
mutual verification of platform integrity. The device 902 first sends its own TCG

credentials (e.g., platform credentials, TPM credentials, conformance credentials,
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protocol and the object acquisition protocol. [0223]

The device 902, prior to initiating the 4-pass
WPH1880P2%¢i on protocol with the RI 904, startsPgT/US2007/010951
separate set of procedures with the RI 904 to perform
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credential s, etc.) or other 1 nformation including
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included with the device credentials. [0224] The RI
cg@éntialsuestans 912)e TheAPGA Qo responds, ta blee &d'si nequestTaa sends

.credenti al tep.,9 The P 06,1,6sponds to the
ufpFEhin fa3pé AR T00 etRER TR B S he devi ce' < TCo
[Ga230lent | AThe( RI 004 Bdohlests|thddeyicd 1902 b réfdst ite pletforan integrity
devi ce 902torgi)or1 its platfoarmintegrity status i
statugflag {stpp 919) Alsyy i ghe deviga 02 hagireguested Hiat the Bl 824 gerify
| o .
= Repdsbis Mo Hifckbity kot BRR 03 BIAGRT o0 pishes to
ahd iaableits obligetd theotelquest, the Rh804 sendsdts owh &R} ci®ddntial or

o B UOR tRangga: rifte vk LG aRdorttal, n evice 021n
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o oblige to the request, 1t sends a

“ndt] dbjjiging” messsgey the demize dEvé BE S04 mayRIot 96spond o thyt request
respond to.the request,.for a nunber .of Son

fonR PO o4 TPEeBRy DETHiRE pofeies fmyted KRB G e RL dggg not

hB ¥ SusfidiéntC hedilabdy abdohte t@ﬁé@?&bﬁ@&otﬁher@&ﬁ.@ﬁd oir thehdevice
req];Jest) or the device credibility check fails. The

C

idisy ehockafite Theodevier smeay abesdhei prgtesal dapending on the

' I t . 1 [ it - T :
oHRRILIETER BIElnd AR B R B8 1P e MR 6 m. i
wiiuld 1ikbly dontinae etitletienprotodoheved if thé RI ecfulsed tersgzpond tothe

r%&#.%&%e#ﬁ&n@;ggqelép:/sh?rgp;t?l\e%{l%%lietg E:hgcli{%m: {)g%foxl?rln status,
the device 902 checks its own platform integrity status (step 918).

[0226] The device 902 requests the PCA 906 to verify the RI's TCG
credential (step 920). The PCA 906, upon such receiving the request form the
device 902, returns information on the RI’s TCG credential (step 922). The device
902 sends its platform integrity status flag to the RI 904 (step 924). If the RI 904
received a request from the device 902 to check its integrity status, and if the RI
904 wishes to and is able to oblige to the request, the RI 904 checks its own
platform integrity (step 926). The RI then returns its platform integrity status
flag to the device 902 (step 928). The optional steps regarding the RI integrity
check can be performed in any order; those steps do not need to be intertwined

with the device integrity check as shown in Figure 9. In addition, the RI can
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t he device 902 checks its own platformintegrity

status (step 918). [0226] The device 902 requests t
WORNBHHRo¢ o verify the RFs TCG credenti al (steﬁc§%¥007/010951

The PCA 906, upon such receiving the request formthe

BAIE e o LRl SBe Atne U EB ol g egPoide the request
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indizatesuchdat totthe davieein axy appmmate wa, foﬁf exampll ing34p 922.

88511Ch e kBB Paetd 0 st PPt fani® 40 o HisBhagd Mighieve

nRhtulal @latferidl iits tﬁv&hﬁéaftﬂithpbheﬁicht%rﬁithHﬁ fHeadevic® can
the device 902 %h 928). The optional steps
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200 dedcliibedoaboviehE iRlalsuamsted that thesé pravetutestcag bel triggered or
check, Alsq, if R refuses to fully respond to the
rF%‘?ﬂﬁ%@PtRF‘PPthﬂ%teBWSTCG credential information for

any of the possible reasons, it may indicate such fact
to the device in-an appropriate way, for exanple in

[6228) 9dAtegiri@ Xétifichtgonrwithocha®@es tnidiel E@APheg'x_sa\ait'ma B30 col
t he . 904.ta achj,eve nut.ual for nte

G 1 hignte 1 3n SBatHeY G plank R bFHimenE shis § metlipd 1000

if Raficts h Aetick NOORGAR aneRl B4 4cHAngs ﬁit gqem%d $hfePSation,

of the rea:lstratlon prot ocol (steps 9 shown in

afgogutilizing theseryigesefram @@SEtrepmm;le,@zolQﬂG Im@ameﬂmd 1000,

00.d b d I t ed
{67 elriie. DRRs T30 g g BiePoreliset of 1Bt HOEPGipsistration
prétoes]\aak $nodifRed & cdnvep BoiH theVBCGoréddntN antitthe @ £%o the
to the ROAP registration protocol [0229] Figure 10, in

oblrRItRASEY M@mlmm wrﬁwat@nows a nmethod 1000 in
[d\f%(ﬁh a gvu}eo 980 09, &% Boaik ?«Qﬁgﬁg mests%%e to the RI

grlty r ated in ormatlon th so u
1994\(3&@51@10)@&1@%3“@@1@&@&% d]eQﬁlﬁ TCG bﬂédeﬂﬁﬁ]haﬂd an

Oéglggﬂe}‘qg&%xtzo:é] g} gﬁ% Eg rglg(lrlt ?tsap {'mﬁltelg?'ltge%ig%{elsmm
forwards the device credentials to the PCA 1006 for verification (step 1012). The
PCA 1006 then returns the device TCG credentials to the RI 1004 (step 1014).
The RI 1004 responds to the device 1002 with a modified RI Hello message (step

1016), the message optionally including the RI’s TCG credential.

[0231] Next, the device 1002 optionally sends a request to the PCA 1006 to
check the RI's TCG credential (step 1018). The PCA 1006 checks the RI’s
credentials and reports the result back to the device 1002 (step 1020). The device
1002 checks its own integrity status (step 1022) and reports the integrity status
to the RI 1004 (step 1024).

[0232] If the device 1002 has requested that the RI 1004 report its integrity
status, the RI 1004 performs a platform integrity check (step 1026) and reports
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protocol are nodified to convey both the TCG

credential and the request to the other party f
W24 18P i ntegrity verification. [0230] The dggF/&I§2007/010951

1002 sends a nodified Device Hell o nessage to the RI

0Q4 (step, 1010), the nessage including the device
éﬁ AReRTITR StaNg, @B it iryatad g‘éEﬁJ@ég» hagkitocthey defw41QQ¥ (step

PR AL U 40U g i A A i

of the ROAR registtatiappidd®).. The PCA 1006 then returns
the device TCG credentials to the RI 1004 (step 1014).
The RI 1004 responds to the device 1002 with a

[02sb)f i ed Bhediighd mm% df%@@RMJsébtwawe nmessage
o t| onally Tnc credential. [0231]
 heKigawe tbisroBowdprt @ﬁmmleyhosleﬂ@é) for sheqkiagtthe btegrity
hesk 1 den tep 1018
OEFF?@ é@ﬁf R e R Beopdecit R iaROAlld fins 3B @ DRM
SWigegiaiiig 4t the @ drahk 0I) 8/ivh %ni:QﬁZr ¢fSORM &it#ies. ATRQuesting

devi ce 1002 checks its own |nte rltz/ status (step
enbipy (REp sepds 6r resiveple t9 @t tageet ynibatTl) to p@rferrma RM SW

iRETRY R o0, The T 9RRk, 36, DRPSIE Rkt FRt 1104,
séfdsla ﬂ):RMoSWﬂrﬂeglh’@t statun flag &gthd REcletepk1 106),eend Ebmethod
SR Gl Do Pk i VA e s evionehe ity o
thb %eélcéqi%ﬂze}%ﬁgﬁgs%%@ géwsvﬁsaébs Rbiedded s’eg,g_ré%ggg}&mhe

in Figure 2 egi stration protoc
itkegrity ofthe MR MBWgif these dfvo ctimpDiRiits eXistvsepara @PBel the device.

@%%ffﬁt ogThe goeshod 1O falfte e, Kibapialiing Saill’sw

¥ chdrlt f?dm theTH e'm ﬁ&f&ﬁn iﬂquFIDRﬁ/qugtéyrmsa cRéckidEthe
or the Clldam)n alr of DRMentities.

m%tae‘é 4190 woult need thbE) msd awiceqerostirem the RErtgéhe TE and
(b bptn (e 18 REREIC et Ry A e B YR e 1B ine o
mutual DRM SW integrity check, the requests can be intertwined (as shown in
Figure 12) or can be separated as shown in Figure 11. The operation of the
method does not change if a mutual DRM SW integrity check is being performed.
[0236] The OMA DRM 2.0 specification assumes, without suggesting how
such assumptions can be validly implemented, that the DRM user agent SW (or
the device DRM SW, in the terminology used in the present invention) as well as
the RI (or the RI's DRM SW) can be implicitly trusted. The authentication
protocol in the OMA DRM 2.0 specification thus only specifies the actual
authentication procedures between entities that are already considered
trustworthy. For obvious reasons, this implicit SW trust assumption in practice
cannot be automatically assumed, without actual steps to implement and verify

them. The methods described in this section concern such concrete steps.
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sends a DRM SWintegrity status flag to the RE (step

06), and the nethod term nates (step 1108).
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p‘iﬂlf&ﬁﬁ" integrif} @etkinBéndtHe ROAR HtlistPitib dt6HoPGs%éﬁ ¥210). The
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dwger@@29mb the B 5204 ppeferm er mutushplatfarm mitggrity theck, a
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I nvention) as well” as the Rl
checkisritd Jatest IQRMrUAtS,W infegeitn (ktbp A216)aThe depice 1802 bptionally

th 2,0 ti th LE] t ]
s A euipenin bre BE 10 1 Bhack b Sperilat % BRM S infegrity
(ep 12188 inbéq%@&%tl ﬁ{eem 12045EnRKkS 1Y 1ateSf DRBY BWshtegrity (step

reasons, his i rrpi icit SWtrust assurrptl on 1 n pr aCtice

1226h athekﬁhevmt 1203tsends pydextoe DRN SW tnhegmtya&tamsl flag topthe RI

f th
o BB, AR BT, 1OE RS 0535 KSR sw
idfegtisy atadthoagiteehicdeate maze(tsmmmqtfl@ho@a%m fik §teps of
DRM SW check In connection wth the ROAP

the gotienali Bhintegrityceieck vae bamenfoomesd @ any wd«zre@ndaneed not be

ifigFiied Sl e i oAl Ol SEPRNIEIZTCC ) e
(02392 and IthendRed tRAAht mathod 1200 cahdeeneralinédfr itutual DRM

s}@%gs‘é'g? ylgrgxqﬁgarﬁon eth)vre%gI Séév?tt:e! gnd gr(%t 9r(1:s%<|aa og; t%% illustrated

device/RI interaction. Upon completion of steps 1210-1224, the device 1202 can

start, for example, the 2-pass RO acquisition protocol in steps 1226 and 1228,
which are the same as steps 310 and 312 as described above in connection with
Figure 3. It is further noted that although the method 1200 is shown in
conjunction with the RO acquisition protocol, it can be used in conjunction with
any other ROAP protocol, but to minimize the overhead associated with the
method 1200, it could be performed with only an appropriately selected subset of
ROAP protocols at any given time. For a practical OMA DRM system
implementation, some of the conditions or trigger mechanisms for the proposed
platform and/or DRM SW integrity verification procedures described above may

include:
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device 1202 and the R 1204 performa nutual platform
inte rlty check, a unidirectional DRM SWinte Htﬁé
WORMSI0026# 2 mutual DRM SWintegrity check (st&5TADIYy010951
[0238] The Rl 1204 sends a request to the device 1202
heck and repo t t device' s DRM yser  agent (UA)
[ ntegrity ( ﬁ} M SW antegrity geribeptiongeredurescan be
ksl e%&%'o@&ﬁ&rdlfom%tep 1216). The device
2 optiona sends a request to the RI 1204 to
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reaislI PR ProCEy SRSt O RE HIBRELooth 65 ThE JoRass BEVR demain
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1222 é)rew ously requested, the Rl 1204 sends an
[@8421)RM svil/ nt é’@noslycaﬂy,aqvgy timag specifiedtimedusatian fie example

t 122 t ed t the,s
OB PRk e st sEite B kiR s P ppfiled U gy ROAP
r@gﬁﬁﬁtlaﬂ (i)rﬂﬁ)e&l quasb GoinNdodiidini g1etbedl, o thb Q- ﬁt%%lléﬁve domain
| nte l}Sgﬂscheck as shown in Figure 12. [0239] IS

he samaddhod 1200 can be generalized for
[M aI D% SWPeElfgﬁ all%yevgl us e rg{aﬁge(ggbﬂ?gx?ﬁ%xg? e‘i‘tgmple

I nst
'I1DE¢' S}EL&]QAIST dvortpadelaps@l htothelfasttiafestht Abdict hdd, velrifRd and

deV| c start, for npl e, e 2-pass RO
’it? ﬁgﬁw&%@ﬂ’&@&“}’ﬁ %P%H%ﬁmea]%ﬂ 1228, which are
[émlsarre . StWH&le%%Pa%%céll%daﬁesq@sSBRMsw above in

connection with Figure 3. further noted that
(@345hough e ﬁ@hawemmmammﬁw is npd@tthmcchang\edm th

028 et ol RIPORIP SRtazeits YotiTioh Singedimss could be
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as a standalone message or as part of a modified ROAP protocol message.

[0248] 2B. Periodically, every time a specified time duration, for example
Tri-DRM-LAST-REPORT, has elapsed since the last time the RI has verified and
reported its DRM SW integrity status to the device.

[0249] 2C. Whenever an RI has updated its DRM SW.

[0250] 2D. Every time before the device sends an RO request, in cases
where the user is obtaining content on a frequent basis, such as with streaming
content.

[0251] As for the platform integrity verification between a device and a CI,
mechanisms similar to the above can be considered for periodic and/or event-
driven occurrence of the DRM SW integrity verification process.

[0252] The proposed methods for DRM platform verification and DRM SW

verification can be performed independently of each other, but it is also
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pl atform and/ or DRM SWntegrity verification
grocedures descri bed above may include:[0240] 1. The

V93809 SWntegrity verification procedur egcggﬁzwé'/010951
trlggered by one or nore of the foIIovm ng [0241] TA

Befor ice wshes to initiate a ass. ROAP
CP’é mplpted @ﬁt ﬁg i YesHicadiop qrecedyres F’r?o Hrescay paggrof a

ﬁ@&ﬁu‘r@é‘l’& SR dnRineRLkhe bg?vf'ﬁ]atﬁ)gn verification steps
Per| o

cally, every tine a spem I e ration,
afre considerpll @ prbEeqDRVE foxSIhe FIRM, $Wsverifiption stepscEor df!&lmple,

R VSR BB SR, e e Bobdfe i vt
ek BBYi8h APEBirisPbRACR! ot Wbl d ehﬂ?e PBTRrR byl 2fb3nidé the DRM
Periodically, every tine a specified ti rre dur ati on,

platformy atnpﬁeatT@EVr@Rd/ur_ee@E dEpdbT] kheves Bhestigger mechahisms

rrethe fied.and reported its
il b ool RAIESTTD VerbRblivg THeRRr Gonfiiong, Theh, 5 the
cYidiione forathd YR MES Wk fRatioh $ribhid aSY.\!e ERCBHRIM BW verification
Whenever t he platform SWis updated or chan [ 0246]
procetiyee fallopynMNotr Heati hoph Epest of verifisptipn @@@c@ﬂw w:ﬁhwspcute
r & I
GferP SESP fecke gl RORIRL, LACHIE, 1M, Y DM sw
veeificatdon ismpst wHl demasterddstvethd bwccBisfiilocompletign i of ThEARDRM

W.i nt e ty.status.to e_device, eithe
AL a?’?@gssé@%s bE- aéttﬂ DM platforg, vemidigationdags between a
d@{zf&EQﬁﬂ' aﬁﬂiﬁs #98het BAftBLsikBin BRE D’I@'MCS‘W' Yeriftddtioh &4 BRIl as

a specified tine duration, for exanple

atRial MMLRQKPREB@R‘mgmﬁ I&iagpsehhteﬂ pooeedsimg wald fait.i me
the RI has verified and reported its DRM SWintegrity
status t o the device. [0249] 2C. \Wenever an Rl has

[ozERt ed | $&n1ERMgAWg and binding
[0254] The OMA DRM 2.0 specification’s existing mechanisms to protect

the integrity of the ROAP protocol is limited to including digital signatures (or
message integrity checking) in some, but not all, of the ROAP messages. Given
that the ROAP protocol is of central importance in the secure DRM processing
implementation, it is important to safeguard and continually verify the integrity
of the information that is used and exchanged in the ROAP protocol.

[0255] Therefore, in an alternate embodiment of the present invention,
methods are disclosed to strengthen the integrity of the ROAP protocol whereby
information central to a reliable authentication and integrity verification
between the DRM device and an RI can: (1) be safely stored using TCG
techniques, and (2) be pre-verified before being transmitted to the other side or
before being used for processing at the side where the information is stored.
[0256] This method involves two basic procedures that use the TCG
techniques of sealed-signing (i.e., symmetrically encrypt target information and
then asymmetrically sign the symmetric key plus a set of PCR values that
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[0250] 2D. Every tinme before the device sends an RO
uest, in cases where the user is obtaining_cont

re
w80 /]P?jéé]uent basis, such as with stream ng Cgﬁirgﬁ{z007/010951
[025 1] As for the pI atformintegrity verification
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csﬂﬁﬁﬁé’ﬂt%)’@rﬁi pingilg @8Fanfkrit 16, RMpt Akt ?%i’ﬁl)itlon with a key

verification process. [0252] "The proposed nethods for
vk pirivatte decryptingi keyt isdrepann aDRMtSWEd enadule aucloas @afiPM).

f d tly,of th but
SRR R Bt P b it lvok Pl Fedhean sPorit pagided by
a@ﬁﬁhﬂ&n@ @Hnbbiygﬁdna&gﬁal Elgﬁﬁtlﬁegraﬁidﬁblﬁﬂuigr t0 QAR stdtB of the
0

such an e iment, the DRVplatformverification steps

device DN urer agent PWeas ndigased by the pratecteCR values. Binding
PR, 4 158 Tl B i, RS ol SpRIRHY, wpere me

deagptioa kel i pratbcted mdide site TAM.t rust on each other's

entire platformby performng the DRM platform

[043711 i cat Thnfollpwaagrystamatic pranciplesage a%eféfﬂgnmg and binding
. |

% @k&%ﬁ@g@?ﬁ%ﬁsﬁggaw%a dyd e BRR1A) o pution at i
used ih thedh@APcmesslage@laldﬂ$Wneby ihdieedtlyosnhamnce ther staengih of the

e BN BR8P e v

d\é@ﬁ@ ah8€hé RI &r?@ﬁ& bffﬁ)ntdf ¢ RORI tlﬁR 'ﬂ@bfs'vﬁﬂ? t}ﬁE §%éé5?ﬁc device) are

However, the DRM SWverification steps wl
agswned tajbe eqmllpeeds wathea $PM andspppart Gull 3PM ﬁmcmmality-

a0 L AR e R eath St agide ApATC RreL ot Rlahee

k@y@m&pmmpmbilw binl! a9/ s¢etitely Staké EditAin irmadidn related to
actual DRM ROAP processin usage rel at ed

3@‘%’3 Pregepyngity the wted[m%sqm guarkigh shedevige enthe RI resides.
£ 28] AL BRAL IR i 306 K 08Y BIND) B, Forhert,
tBiS%qug's mtred‘bIRIl BINDnAtaad KoRI BINDIB)Thds¢ hteaT’PM-maintained

nat ur
as eti"llc eys (1 P e., encryption is done with public key and decryption is done

with private key protected inside a TPM).

[0259] The device and the RI each use either a single PCR or a set of PCRs
for DRM processing. The device and the RI also set aside and use an Attestation
Identity Key (AIK) to sealed-sign certain information related to ROAP processing
to the trusted platform and its particular PCR values. It is noted that the TCG
AIK keys are used only for signing PCR values. For the device, its AIK is
K_DEV_AIK and for the RI, its AIK is K_RI_AIK. Also, the sealed-signing
requires an asymmetric storage key for the encryption operation of the target
data. The device and the RI thus each set aside and use a storage key for this
purpose. The storage key for the device is K_DEV_STO_SEAL, and the storage
key for the RI is K_RI_STO_SEAL.
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cenfidendialiipf and iptagniyy lﬁemfomammaesthen gaaous teessages that

f QN . tore O 5 [
BHERe L€ A TRIAP SheikafibR Pobhondl” f Bhe BT30S device
11302 hAd au T 1304 eaeh salai-gph Bgelettivo set SHRORPLriekdéd dhformation
encrypt target information and then asymretrically

agdgbindhthes jpfgpmatien |using) (te sets of steragerkeys| thad each either
thﬁ%‘fdelfsdﬁgieeq ?f silER rgééwe%r@?l W’Eﬁ&&cﬁ} ﬁhﬁiﬁg%ﬁe course of

elth orm or Sspeci
the mjjasgre{gastyatmnpmtad:dly encr ypt target i nformation

et oo ccthnrrhes 1802 KFsSealeqilins R4 Ele I pliRgption fement

(WHRA! IStH OMN DRI badefi¥ @he BHA-MHASHRE LIRNOMEE WRNDpublic key)

provi ded by asymmetric encryption, digital signatures,
watid thienemaryption gkeayr K DBV ST0 SBALt nd dbei devidRupacifer AIK

KGN iR a0 S abFBHBT (R Sonan, (i ghsymmetric
eASHHIBhY toCotRECIYHm fTon¥RedRlcdTer RDtid RA1d@¥sdage with the
Eyot ected inside the TPM [0257] The foll ow ng

sgekeit KcDBVL_BENDL Adstepd 38hThg LavineiHie)lamessage i thgn sent

0 t bty and the integrity
f%)?n ?%eaﬂsﬁé orrm% tﬂgtrﬁo{gdﬂgﬁg %lb t he ROAP nessages,
[@262] t her eBy sddled-sigaingintirhanion shiteasthedlagich IDant bénding the

integrity of the ROAPprotocol s_thenselves, In the
othar iBigraiptisnsopyriang thePrvice dello message, the dev1ce 1302 could

institute a policy that the Device Hello message will be transmitted only when

and if the device 1302 recovers (i.e., unsealed-signs and unbinds) the previously
sealed-signed and bound information from their protected storage, compares
them to the current values of such information elements that the DRM SW may
be using, and verifies the genuineness and integrity of the current values. It is
noted that the choice of the information elements to be sealed-signed versus
bound in this scenario is given just as an example. Other information elements
may be sealed-signed and bound in different combinations without effecting the
operation of the present invention. Other combinations can be derived from items
such as system time, any information element in a message, algorithms, and

nonces. One reason for securing the nonces is to determine whether the nonces
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device and the RI (or the portion of the R that deals
with this specific device) are assuned to be egu/idgged
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The device and the RI can each set aside and use a set

of t storage keys tqQ cryptographically bind and
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G465 v e B Lol Teps &;9?5(%_ Dgvice éﬁfilmﬁsaﬁe,i@nds the
iR alioh Neddhinkd #HEYha T iQC Hebl! ﬁi&séa?edm Y¥st Binding key,
rivate key protected inside a TPM. [0259] The device
I&ﬁi_BIMDRA (stepH 3l4)k This step alloved seguxe, iptpErity-protastedstorage of

thE ey, ApeoP RO RRRE D B RO Ll riphielt (e agon

Aleahetivelygnhe €RI 3041 SdrOraldY letrattelthé edbvice ID (or any other
t oROAPprocessing to the trusted platformand its

infarmptign glement), frme she Revice Hellegmessaget and sededysign that

A5 e RIS 8 e

K RIKSRO_BEKL. Al so, the seal ed-signing requires an

T o 00 el R BB el
. . -

O R R RS IC RSP0 SNP B RRARK ICRE AT (step

181.6). Athe REY30balsphindd thesotheRinfGitnGaAonfta2ed] inTite RI Hello

P S BEAD a9 B PR A I A e
tEORI HIg hadsaky tathe/\@iviceaB02NERG 1318).t 0 enhance the
strength of storing the various information el enents

(026501 ved The RhE3Gmpnynie theaRhHellrmeseseetptlee deviep 362 only
[ . ' t,hod h N i TPM

b B S Ol R0 SRR ) o

ppevibeddy sehledainidddend ibaund Vinforthatidheffoint theoprotected storage,

information in the various nessages that
compares tilem to the current values of such 9nformation elements that the RI

DRM SW may be using, and verifies the genuineness and integrity of the current
values.

[0266] The device 1302, upon receipt of the RI Hello message, binds the
information contained in the RI Hello message with the second binding key, i.e.,
K_DEV_BIND_B (step 1320). This step allows secure, integrity-protected storage
of the key information that the device received from the RI 1304. Alternatively,
the device 1302 can also extract selected information elements from the received
RI Hello message (such as the RI ID and/or the RI URL) and sealed-sign them
using the AIK K_DEV_AIK and the encryption key K_DEV_STO_SEAL, while
simply binding the rest of the information received in the RI Hello message using
K_DEV_BIND_B.
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estnrnes i A N BRA fotes 455, ThE ifvite Eanashep sends
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(using asymmetric encryption) to other information
onht semde ¢hé¢ Begistration\Requestanbssage fdhg device hedoviersdi.e ngseal-

SHE, Aol WBRntE, bt THEVisuol o bealdpsianet: And provndy EBCRaRon

cdmpares thO 26cdhefdd vahadsao tisd @iréist th fp@fa“i?t\ﬂaﬁfés%}é@@ irfthe DRM

the device I D and binding the other ormati on
Sé’%rmmgrrym gndverifiesithe gmmm@nm@wg@tem o d¢he curreav galues.

h |
G Py S AR W et PRS0
1ﬁ168m‘aﬁbﬁ fromethe mgmmdnﬁ Rgmesanﬂlesud@bndﬁh tiee binding key

v' |y seal ed-signed and bound information from
'bﬁﬁﬁeéé%ﬁeéd@%rage conpar es themto the current

[yZ8g)es OfTﬁéJR'f 1'36&%%5‘?&1' E St @rtiky @&e%%r?"?ﬂﬁb’the

e using, and verifies genu ehess and | ntegri
Rf¥s whb KIRIr ARK a\ndl KLGEI._STO BEAddstEp 1328). ’RH@d%bI&ﬂtLthenfbmds

N T -

wtH ehe bhideh yqorﬁl BthA (Y 13285 CPhERT 51'39@Qﬁeﬁ1@9nds the
bound in different conbinations wthout effecting t

ngatmutmﬁ@monmmpsme e thedeyice 1302 (slehd B3¢ Fbe ﬂi%étlﬁeﬁ only
SRR TR RS R b BAE L BPRE NG Hingfigns and

unbinds) the previously sealed-signed and bound information, compares the

recovered values to the current temporary values used in the DRM SW memory,
and verifies the genuineness and integrity of the current values. Upon receipt of
the Registration Response message, the device 1302 binds the RI-generated
information from the Registration Response message with the binding key
K_DEV_BIND_B (step 1332).

[0269] It is noted that the sealed-signing and binding can be used with any
other ROAP protocol. The method 1300 described above is exemplary, and its
principles can be equally applied to any other ROAP protocol.

[0270] Data obtained during the OMA DRM ROAP message exchanges will
need to be un-sealed and re-sealed to a new configuration PCR value, if the entity
that sealed or sealed-signed the data has updated either its platform OS or the
DRM SW. When such an event occurs, the DRM ROAP-related data that had
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h hat information el ement separately using the AIK

"AlK and the encryption key K Rl _STO SEAL. [0264]

(087 R 1304e additiedabérdimcéientls th Rdaadidld ¢ fRe ddidting ROAP
information elenents with the encryption key

mesgagedrrmatso indigate e GG kapabilifyoithe épncllagsl)evww{%hqirCG
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maling ahFholy. défbﬁniﬂatibﬁ%hétheﬂ tlSeemﬂ:Slvﬁrli@eﬂltylﬂd support TCG

to the devi ce 1302 (step 1318). [0265] The R
r@%@ffﬁﬁ%ﬁ&ﬂ%ﬂ% Brogpdyxesy o nessage to the device 1302

only when and if the RI 1304 first recovers (i.e.,
unseal ed-si gns and unbi nds) the previously
(62520 ed- SiMAﬁAD bHthredDevitoHelo norssd eoemd e dprivatai ed

age, £o res emtao t rrent val ues
[@#‘ r mat |‘§rfn’g°‘? {nﬂ%tlstﬂ’ E&i Vebgﬁ}@ (ﬁ@pabﬂlty
IRddati6d (IjT@B &Hﬁ:hQEHH hﬁlﬁ&ﬁ%ﬁ ofthd dbﬁE@QTPMca%fabﬂﬁﬁ in elther a
current val ues. [0266] The device 1302, uponh recei pt

new el¢memd) of the eﬁgsmg Ea@@sm paremeter of ﬂle)DﬁﬂW Bello message, or
gtgr&dﬁl&%ﬁ anﬁ él@?ﬂﬁ)lyH%dd Ynd5578P %svg 51 st Sp%cl:'gmeter in the

header of the Dev1ce Hello message. The DTCI can be either one bit (indicating

either the absence or the presence of a device TPM) or a few bits (indicating more
granular information on the device’s TPM capability). Ifthe DTCI is inserted as a
new parameter, it preferably should be inserted as the first parameter, before the
device ID parameter, so that the RI can know in advance of other parameters
that the device has certain TPM capabilities and process the information from
the later parameters (e.g., the device ID) utilizing the DTCI. The benefit of the
DTCI information is that it allows the RI to evaluate the trustworthiness of the
device in its further interaction with the device in the remainder of the ROAP
protocols.

[0274] A second modification is to use the device-specific TCG EK
credential or the TCG AIK credential to hash and derive the DRM device ID. The
benefit of this modification is that the EK credential and/or the AIK credential is
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the binding key K Rl _BIND B (step 1326). [0268] The RI
thsDT'(d a1 h adwseélgment bftheexsstinghiéxteasionfpacameterhai n, and
the ROs with K RI_AIK and K RI_STO SEAL (step 1328).
The RI 1304 then binds this with other information
tobe included in the Registration Response nessage
W th the binding _ql;:{l K_RI_BIND A (step 1328). The R
Tablp412. hMadifiedd2evi¢rctiplle message formpew gepazateddECl o
areaneleyi ce 1302 (step 1330). The Rl 1304 only sends

%h e Regi straj Munda BoteREiaggesd fron OMA DRPOZ O'ROAP
prant®insea o 08tional' P Device Hello message)
Device @ TPM New Parameter: Either a 1-bit indicator (for
Capability Optional absence or presence of a device TPM) or more
Indicator P bits indicating more granular information
(DTCI) about the device TPM capability.
Version Mandatory | Unchanged.
Unchanged in format, but uses the SHA-1
. hash computed by the device TPM of either
Device ID Mandatory the device TPM’s EK credential or one of the
device TPM’s AIK credentials.
Supported .
Algorithms Optional | Unchanged.
Extensions Optional | Unchanged.
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[0277] Modification of the RI Hello message and its derivation
[0278] A first modification is to add a new RI TPM Capability Indication
(RTCI), which is an indicator of the RI’s TPM capability either as a new element

of the existing Extension parameter of the RI Hello message, or alternatively and
preferably, add the RTCI as a new first parameter in the header of the RI Hello
message. The benefit of this modification is that it allows the device to use the
RTCI information to evaluate the trustworthiness of the RI and to utilize such
information in its further interaction with the RI in the remainder of the ROAP

protocol procedures.
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[0272] Modification of the Device Hell o nessage and

its derivation [0273] Afirst nodification is to add a
WR2N8HE0%e TPM Capability Indication (DTCl), ®ATAj204/010951

an indicator of the device sTPM capability in either a

new el ement of the _existing Extensign paraneter, of the

(3R] ce Heb secandsmadidication 3t ppthe, BI JTEM do previde appspudo-
i o 0 ler.

Fbo o A5 0 RO IR B 1B

THM pfavidkis@dtighly securke diardwaredissed pseudo-rahdom messher gendrator.

.devi IPM or few bjts (jndicating nore granular .
g el PRo SRR F e B@or e GdeR) RUBRE thet 3 usefasg session
IQTs@ieﬂg%éﬂ%%%ts%hﬁﬁr G tREYraseameter, it preferably
shoul d be inserted as the first parameter, before the
(QR8G] ce | D\ paird madification is trusethe RRT GG EKceredential or the TCG

ance of ,0f her par £ hat, the, dey a .
A e Lo Blna B B S TR e SRl 116 13 hepetiof thic
mddifiedthn (atiedt far BRcpddential Gnd/drNhedRIK CReddRtial is highly
utilizing the DTCl. The benefit of the DTC )
preteeheddwyi the TBM; mngidei thedeavisgeandrderiiing she PHM slexiceHD from

t i t j i 0] fur .

o2 L b, AR s AT she htoBll o 4B TRM lgvice 1D
iloAdRatibat ocol s. [0274] A second nodification is to use

t he devi ce-specific TCG EK credential or the TCG Al K
[@4%dent i A fewsth modifigationds taeserthe RbHNM &9 pravidesheiplenonce.
ot i e o . Ce : ¢ . .
BRI 4 LA R o B et e, BT S
hapdw areshabed preudterdclom numibehgeneratori Vsing the PRk generate

eyice ID fromeither. of the credenti al s str.engt
b B perhireithng S oS PO aF Hatseehin o Sigfello
fiisBhged nodification is to add a new signature

araneter where the Device Hell o nessage, up to but

(@362 udi noA filfid wodifigatiow is tognelude thie devite TEE aedéntials in the
F T TG R T, e,

theAEK lchddeneihl, the pligforeectBadritail pdrid thelcofpliahmtdierefiénitsdls that
the RI has pre-acquired from a trusted TCG CA. The benefit of this modification

is to enhance the trust that the device can have on the RI Hello message.
[0283] A sixth modification is to add a signature of the RI Hello message up
to and excluding the signature signed with RI’s AIK private key, where the RI’s
AIK public key has been previously distributed to the device as part of the RI
Hello message. The benefit of this modification is to protect the integrity of the
RTCI from the first interaction between the RI and the device. Using the RI’s
AIK private key, which is highly securely protected by the RI’s TPM, strengthens
the integrity of the signing operation.

[0284] . Tables 14 and 15 show two possible formats for the modified RI
Hello message. Table 14 shows the format of the RI Hello message with the RTCI
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i nteracti on between the device and the RI.

The use of

the device's AIK private key, which is highly securelé
WE2Bt8I0P%d by the TPM strengthens the integri PFTES24HE10951

S|gn|ng oper

il

RRTAqterg

ation.

rratsf
T.

d

<Fie 35

OpS

[0276] Tabl es 12 and 13 show t wo

i fi

FadomraCetshe digielp myssage

wige %Civréu i & ehehbASdf (AR LA ExtTARLE phiaribRRS

format of

Devi ce

| o message where the DTC

|s a new el errent of t he eX| stl ng Extension paraneter.

Ev!i.ée3 Eﬁi ﬂ msssa%eEforrmt wth a

Tabl e 12.

nmessage forr

able

BOARARI HeI[ECI
Wagtichéteat | OrgT
derivation [JQZ

hSes ‘}“ WA PrM 2.0

i
ﬁfﬁ P-’tﬁsisﬁ%? to add a new

J§9W|Paﬂ‘?mémrh8ikths§ ad-bigw

iR 9@t or  of
FB 1,Of tlhe existfing Ext efisdlisaterdforrabsemcerir nragenge of
1 g@ Ss aé@ptlonahl Optioaal v/ REAPMrafreemdits inditating
ngl a new fifrst par apmbergranuldrdnforactionaibout éhe
| o macsage Thie benef i fROTPM¢dpabstithyf i cation is
Siadus! T 2l T g¥ainkBorf@Sidddatdr9] URéhdniRd. RTC' I ntormation
LO cevdl Ualt e JLTie LT USit WOT U TIT TTg nc}_d o l?n ﬁ) e rated
Besdior €Ds uc {Mantlat ion in 1? i ]g aer% §3¥
\Alfh fha DI |n fha E n‘a: ndar byFl}e o d nrntnr-nl
Eﬂ?@?ﬂhr es. | second ni on is to use the
t h Ha&@ea
ersipn| t o priovi de a"lpseudo rhndom nunber for the
session I D. |The bengfit of tUschanged s firnoat bud usbaithe
the TPM proJides a hi ghly sefsMA-hhish\gdrerhRdes the RI's
pseudo-r anddgm nunber| gener at JI‘PML&'IeMe{.ﬂ?eEPWEK
gangrate a paghdgegndom nu”%redédz?glo % {e&leaﬁ 'rb
session I D gqtrengthgns the s &é }’alé’
[0280] Athird nodififcation i ﬁxoﬁ suppOI(% DRM
credential qr the TQG 20ROAP
i(f;iiti:ﬁm [Optional | Unchanged.
Unchanged in format, but to be
RI Nonce Mandatory} generated by the RI TPM if the RI
TPM exists.
List of device trust anchors recognized
. by the RI. The proposed modification
iﬁi‘;ﬁt?:;'lce [Optional | includes the device’s TCG
credential(s) as part of the list of trust
anchors.
Server Info Optional | Unchanged.
Extensions Optional | Unchanged.
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Al K credential belonging to the RFs TPM to derive the
Rl | D. The benefit of this nodification is that the EK
WO2BAP3%41 and/or the AIK credential is hi ghl yCT/USZOWOIO%I

protected by the TPMinside the device and deriving
I v : :

| —of—these—credentials—
strengthens |the intdgrity of |NeW& paramgtey; Cemppted using the

i nformation.| [0281] |Afourth pRoAHSSalgerithm ondhedd Heldo
RI TPMto prjovide thHe Rl nonpmessage updneahitexcluding the
nodi fication is that] t he TPM Signatude pararheigh) sigsalby ene of]

fe&- bad®dnda anda tie IRIEATI) priea &l ldys foiswhith the
the TPMto denerate Jthe Rl n eHdsqG18ldegiTed Be public
integrity off the nonce that_ Eeyyﬁ‘ﬁgs'ighéth‘?e@m’iﬁél t8ry
message. [0382] A fiffth modifie6ald1QR drthd QudcBS HARiTLPEof
device TCG dqredentigls in thﬁh qj(évgcee HENS gs A

Aol o IThaoldaoi ool
aATTCTIOT - rtic. ucvih oo 9 ToO vl CUCTIt a9 .11 TTC

EKcredential, the AIK credential, the platform

credenti al , 1apfe i?emmd Rpmgg%g%@rﬁaghat the Rl

has pre-acquired froma truste e benefit of

his nodifi i [ enhaphce the trust that the
ifa‘fiflﬁ)%t&an rR()AQJURI $1cll8 | Notes {Chgageq 6 JOMA DRM
5i Xt h modi fife@tisn F§t%t35ﬁ 2.8 RjiHellme of the Rl

Hel | 0 nessadéSueeesso [avureessd| hidi ng t he signature si gned
WthtuskRFs Al HManidatirgMendatorge rén¢hamgelfs Al K publ i ¢ key
!1#15 been prdviously [di stribuf egnéiynze@ deM! CoRRatdar but
sgigs IR HdMapd age.- The efdtbd 8% thoRY’s TPM.

Ve - L - . N
III(%GLIUI 'S U rrmeeyrriy Ul L1 IXTUI

*0ffihe fi rlMandatozsjact ion bptUsetmniged. Rl and the

om?

EISI0R 1 dg—t-he—R

securel y prdtected t he RFp Ymhanged dndemedisbuteses the
ntegrity of| the signing opef &3Hanl hastp gahputed| ks thedRIs -
and 15 show|two poss|i bl e for pdfBMf of either nidati RIeTPM EK
BRI 1> nessadMandatirg 14 shows dréderdtial nmt ond of the RRI TPM
el | o nmessage with tlhe RTCl b} tABS drédenftial§t ugiagathiet RSA-
fabl e 15 shqws the flormat of| tpgS Rethéd duppoRed d¢ehe OMA

DRM 2.0 ROAP.
Selected .
Algorithm Optional - Unchanged.
Unchanged in format, but to be
"|IRI Nonce Mandatory] - generated by the RI TPM if the RI

TPM exists.

List of device trust anchors
recognized by the RI. Proposed
Trusted device modification has additional

Authorities Optional ) inclusion of the device’'s TCG
credential(s) as part of the list of
the trust anchors.

Server Info Optional - Unchanged.
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where the RTC

Ext ensi on par anet er.

WRESAY

&6#or mat New par anet er :

RSA- PSS al gorithmon the R

vnlnH|nn fk

fal

is a new el enent of the existi ng
Table 14. Mdified R
Conput ed usi ng tﬁgT/US2007/010951

Hel

HeI | o nessage up to and

csianad hyv _ona nf

Sianat
ot-ghHat

e He parapeier —signed

i gnat ure Mgndat ory |Vandat or Méfﬂle QM@ Prf{Mé’t‘é
or which tHe device has pre| ddelld Etensianspglpments

Slian tureoiﬁo 19%2 atory rpgzavd RISEPMf Capdnbtbc&a@sator
r F’al Ure df the vi ce Hel | dRT€H3 elgment atmsistirig of one or
dified R |Hell o nesssage f ol mabAd bit®indibetiKgdhd RV T PFM

P R Helllo Extensj ons el e i TPM

DTy U Cat Ol XL erST

ek b‘mii,lis a new RI
%g’li‘%ggsafﬁee%ﬁrgﬁgﬁh

| ement condisting of one or sing
|'s TPM Cagability.| New parp %8I
SA- PSS al gdrithm on| the R Helele messagean to and excluding
xcl udi ng tHe Signatfure par ahetheSignatyrepaismeier sighed by

Si apeaafithe RibAH& poivate keys for
hswhich-the glevicechas pre-acquired
the public key. Also, make the
signature mandatory regardless of
the success or failure of the Device

Hello.

Feary Wi ek e ity

[0285] Modification to the Registration Request message and its derivation
[0286] A first modification is to use the device TPM to provide the device

nonce. The benefit of this modification is that the TPM provides a secure and
reliable pseudo-random number suitable for use for the nonce.
[0287]

certificate chain. Including the device TCG credentials can be either in

A second modification is to include the device TCG credentials in the

replacement of, or in addition to, the existing OMA DRM 2.0 device credentials.
The benefit of .including the TCG credentials (such as the EK credential, AIK
credentials, platform credential, or the compliance credential) is to add to the
trustworthiness of the device.

[0288] A third modification is to include a list of the TCG CAs trusted by
the RI in the trusted RI anchor element. Including the TCG CA'’s trusted by the
RI can be either in replacement of, or in addition to, the existing OMA DRM 2.0
RI trusted anchor element lists. The benefit of including the list of the TCG CAs
trusted by the RI is to add to the trustworthiness of the device.

[0289]

TPM in the Device Details element of the Extensions parameter. The benefit of

A fourth modification is to include information about the device

including this information is to enhance the trustworthiness about the device to
the RIL
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the public key. Al so, make the signature rrandatory
ardI ess of the success or failure of the Devic

Wﬁé 6285] Modi fication to the Registrati oﬁcﬁéﬁﬁ@giﬂm%l

massage and its derivation [0286] A first nodification

is to use the device TPMto provide the device nance.
[0B90] henefA fiftdr modificabigniis ite stgnothe; Signatarre vrith Hgdevice ATIK

SRS 587 OO 0 BN SRECH ABOF o

isvoaliatld datﬂh@ntrustvtoaﬂnnbssdef theedeldvd and The Registeatiord Request
in the Certlhf@ te chain.. Includ tglg t he devi ce TCG

m&sgRReetost REptestad naturepl the deioe AJK:
[@djtion ’f‘a{:ble tlb%h@%b $hé Mo PEM ﬁloglf%VR%%Gtratlon Request

credent| als. The benefit of including t

mmseagent i al s (such as the EK credential, AK
credentials, platformcredential, or t he conpl i ance
credential) is to add to the trustworthiness of the

devi ce. ThHIREB] Modified ReghdidtionRéqiest mebageToimale 2

Ilqt of the TCG CAs trusted by the Rl in the trusted

a%: etgl emefRegistration NpteshE€hrggeChAlom thelGMAIDRM 2.0
t h e

e eilt uest I ROKR RepistrationRequestusidsdagen
to éhe ting RV P U cRangddUST €0 anchor el enent
enefl Pt YYHCl iding The list of the TCG

. d by f Rl ,is | OUnebangesd infermat, batymovided by she
c SP%C%%@P&% @@%@-aw et FoUL T oot or 1 Lo

In@wﬂﬁsupﬁﬁérra a6 | Uehdigeqce TPV T The Tevice

Ll all S T©ITIeTIl JUI LTI LAL K ID

benefit of | lidi ng t hi a0 etdl prmat thr ing TCG
ener i (0] i nc { I Ng | S f:?nlrél bqu

t IR rtifivsteWsh4iRi NeSptAaLt enlyy of (chapgeq @p Jgymat
Afifth modific tus)g)n is tpligh d%%ﬁhom the PEMjcertifi¢ates
devi ce ALK usedlto sian t T'Céxjcemiaticates.Hel | o

nessage. The bepefit of t h[hlchnmge‘di cami dormat but listing
information on TCG CA authorities as RI
trust anchors only, or changed in format
listing both the OMA DRM RI trust
anchors and the TCG CA authorities as
additional RI trust anchors.

Trusted RI

Authorities Optional

Server Info Optional Unchanged.

All the existing OMA DRM 2.0
Registration Request Extensions
elements. However, if the device has a
Extensions Optional | TPM then information on device’s TPM
(such as manufacturer name, version,
etc.) should be included in the Device
Details element.

Unchanged in format, but using device
Signature Mandatory | TPM’s AIK used in signing the modified
Device Hello message.

[0292] Modification of the Registration Response message and its derivation
[0293] A first modification is to use the RI TPM to provide a pseudo-

random number for the session ID. The benefit of this modification is that the
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is to add to the trustworthiness of the device and the
stration Request nessage due to the highl

i
WBrzg t8800%4 nat ure of the device AIK. [0291] Ta%FE/Uféoomm%l
shows the format for the nodified Registration Request

Tabl d.R trat
TR B 5 ely R6ouB Rt sHAre Rase Drsuge-r IO HRBET BRTeERior.
U% M&S 58864 pséﬁo%huuﬁtmﬁﬁbé&%%is el iak $he session

Ificationis to use the RI TPMto provide a pseudo
Ib @Mﬁhﬂmﬁbe seeuritytod thepritesdll D. The benefit of this

B e o aEisn® BB I BT 2T B BB or the

TOGATR M ddentialiedlaiging tPHRIRIN TPMA6 derive tied R1 mtTheSbeneﬁt of
used as the session I D strengt hens the security of th

this spesifiratiqmisdthmt phe EXoergdenfanlianddar the ALK exgdential lﬁéughly

oRUpLEELT A P40 B S LA S e om

elthecbf thede tredentimldistrargthams tise integritihef Tie ODRMedévied ID
and/or the AIK credential is highly protected by the
infpxmatied-de the devi ce and deriving the DRM device | D

et
B o 1 Oy IR GRS Wk s RERPRLBids e RI ponce.
Thh bedefitodithis aaddification is d)halstbelﬂié‘mll p¥oditléson sEcare atel dehiable
. _The enefta(t%é)thls dification is that the
#F’ PRV HRECT,S AN BT N5 2F ?5‘81‘%9 pseudo- random
[ozmper SW ot iembAIficd§ien #$td iREluAe ARt of‘ﬁ?egﬁ(l‘G@Aﬂfﬁ&th by

nmodi fication is to include a list of the T

the @@tl@dnkt;ae trusterbdewiee anchonelement laglugding thsa ’ﬁ(&@r{b‘ks trusted

CAs tru dev]
bELERcn e 4T gt o 7 b 1B B onea
DRM Mtﬁbtedgie&adé dnichybel@mieht Hst3THE bekefitdf edvdidia s €Helibt of

lists. The benefit of includi ngtt he |ist of the TCG

thenTCGr GAs brpstrd by thexdaviieedisite add to thp trystwrrthiness of the RL
(G995t Wor A ERRSSodficdtith iSo sign the Signature with the RI AIK used to

sign the modified RI Hello message. The benefit of this modification is to add to
the trustworthiness of the RI and the Registration Response message due to the
highly protected nature of the RI AIK.

[0298] Table 17 shows the format for the modified Registration Response

message.

Table 17. Modified Registration Response message format

Registration Response[Notes (Changes from the OMA DRM
Parameter [ Giatus = |Status not|2-0 ROAP Registration Response
essage)

“Success” | “Success”
Status [Mandatory]MandatorylUnchanged.
Unchanged in format, but use the
Session ID [Mandatory] - seudo-random number generated by
he RI’'s TPM.
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[0297] Afifth nodification is to sign the Si gnature
wth the Rl AlKused to sign the nodified R
WQ2aBAY®264 The benefit of this nodification is PST%B‘)OF/@I”SI
the trustworthiness of the Rl and the Registration
heSplectery. Mia&lorseb! e. 17 Wank&e format for the
diMersignRedi strat | on Responke rreséade. Table 17.
vodi fied Redi stration Responfiincimageddnf forimat| 820%se the
Vb di %{gg L ong ;t he RO Reque SeaHRopdtdd ISy the RI TPM

fleri Varton [[YSORIOR) rst- modiot LAt ok RETPMYEX bifentiall
[PM ‘to creatle t he SI—A-II h_ashoptmgqis&{ e&ﬁ?@reﬁgﬁlals.
Cllll I .\ wanﬁ.r\ b: UCII-l I flr\,[.[nclhal—\l 14 Ul CUCIIL! arl -, A

is g , . The be ﬁ«@?thméﬂfd tini ©rmesi bt aiseothe
se{{ﬁgto I-dt%ﬁe %égg'gg{rlyal s are miones generateddiyctdre Rl THM.
TPM and thds, deriving the filchaagédid forimao bat tikting only]
these crederti al s st|rengt henghé heinfsvnegiod YV oaf TTEG CA|
levice | D ifformati gn. [ 0301khuthsrascnthatoliel devidel @stisSas
1'5“’(%‘?5‘ doreceje, b Lo, gengre ﬁ'uEtheaxﬁ:ﬁstC eop%%ﬁged in)

BeRaidd modi T caled, o ﬁsﬁ C§MA DRM
;enerate by the TP

|s secu
br ot ect ed pdeudo- r ando nbdgwc %S oq”s the TCG CA|

apabi ity [0302] Athird mod 1%’ r?EFd’r?‘ce as
i) [m p]md tials i E’M?H?YIF(? apehars,

nSexver dgfot HeOfb@malrfedent i al BJrchangal.ei t her in
feplacerBri— dai-t--pA—t-o—t-he—exi-si--hg—CMA
DRk Eerf2idiRVi|CO ﬁ{,@g ntials. U}fchgﬁ it of i ncl udi ng

{ he TCGcrecen{’laIs is to add to t trustvvorthlness
T ne OEVI c. [UsU Al OUT L éﬂghg If(%'lh t bhi”s Wlt

{he optionall] DCF Hasjh wi th al devic
Ext ensi on pdraneter.| The ben ?faIBf sggze
s Sigmaturéie [Mandete dat gHEY IS %c?’é’ 1 leldh Te hiello

ure nor Paesgags: dhe Signature is mandatory|
egardless of the success or failure of

he Registration Request message.

maki ng the IPCF sign

[0299] Modification of the RO Request message and its derivation
[0300] A first modification is to use the TPM to create the SHA-1 hash of a

selected TCG credential (an EK credential, an AIK credential, a platform
credential, or a compliance credential) to use as the device ID. The benefit of this
modification is that the credentials are highly protected by the TPM, and thus,
deriving the device ID from one of these credentials strengthens the integrity of
the device ID information.

[0301] A second modification is to use the device TPM to generate the
device nonce. The benefit of this modification is that a nonce generated by the
TPM is secure, due to the TPM’s protected pseudo-random number generation

capability.
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[0304] Afifth nodification is to sign the RO Request

nmessage with the device AIK used to sign the nobs
WP@E‘@K@O@ﬂlccessf ully responded to Registrati onpﬁgﬂl%‘éﬂtmm%l

nmessage. The benefit of this nodification is to add

tothe trustworthiness of the RI. and_the RO Req
[0R02L age d\Ehirdmodiigatignis toinsludethe dﬁ‘a%TGGcﬂredqx@lai& in the

cqiop ke RE e e RO Shoreh B AR g il Eplaggment o

oRay alérktlotm;esﬁ@eexﬁstlmﬁ[hﬂ% (DH}MI\Z)@ dévicatredentiflst ke Benefit of

. R t 03Q7] On .

inRieg e [ons pedpabipisds Faathdo BeBrtgrassidbegsvice.

[d¥p3ponse mﬁgﬁo&iﬂcﬁt&ﬁ' & to31pa the oﬂ_tp MAAMNDEPBGEEh ivith a device
si gning the nost recent successful Registration

Aﬁéstpoﬁi@eEmsmgeparamt@e ridlei henefit ohitkisrmadification o that the

asBed A e gkl Brafebtsd, HRSRp moife dbe DER' NEpine gpore

sdédige.RI Al K. [0308] Table 19 depicts the format of

nmodi fi ed RO Request nmessage. Table 19. Mddified RO
(@30dbonse ArEfdamedisation [legmgjgnAthehBQgﬁequeét messagecwith the
d?ﬂge gllﬁrﬁasg& %o Qi:gﬁ;bﬁg x&gs‘isfg&:hﬁ sm,(c ?éfuﬂp rgépo & 6 Fgg"ggra@lon

prefer |na

Reqaéstfnmtsagee The behefitsfithis @ﬁbcﬁ@cdﬂﬁ)ﬁds 0 dideto (e friasewiorttifess
ot her features and el enents of the preferred

oithsd?l andithe) RQ Regnestanpssage dupto the highly miotestes nature of the
iAfgout other features and el ements of the present

I nvention. [0310] Enbodi nents [0311] 1. Anethod for

[Q8O5F or mi rkpbdé 48 Hepicts thiedgrmatyofthe mkodified BOBequeat message.
requesting entity (RE) and a target entity (TE),
conprising the steps of: sending a request fromthe RE

to the TE trgbleerBleRlbdified ﬁ@ﬁeﬂué.&&ﬁéésagé forifdst ed

conput ing agroun (TCGA credentials: sending the TE' s
[CG credenti al sfROAPARMe] TE to the RE; forwarding the
[E' s_TCG creden the RE to an_online
Parameter Notes
[Unchanged in format but use the TPM t
Device ID M compute the SHA-1 hash of a TC
credential to use as the device ID.
Domain ID O Unchanged.
RIID M Unchanged.
Device Nonce M [Unchanged in format but use the nonce
|generated by the device TPM.
Request Time M [Unchanged.
RO Info M [Unchanged.
Use either the device TCG certificate chai:'
Certificate Chain 0] or both the OMA DRM 2.0 certificate chai
lus the device TCG certificate chain.
Unchanged in format, but when a DCF
Extensions o signature is included, sign the DCF with a
RI ATK. 1‘1
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certification status protocol (OCSP) responder for
verification; reporting the verification status of the

WQR0/HP64 cr edenti al s fromthe OCSP responder PETU§R007/010951
RE; sending a request fromthe RE to the TE to request

hecki ng the pl
endigt pl atf

Eto ?‘he RE. [
nbodi nent 1, W
an

t o enbodi nment 2. V\/nerel n the rret hod is perforned

[0306br e t M

(it '6’%5& §€3ﬁ° lgnggﬁp%«g?%ﬁ fg‘gﬂg{f% Bpls %ﬁ‘ﬁ%&esponse
nkegide Mtﬁ theth0d RIPBVA K uselid si@tiie dh@afost fcBt {ftcessful

enbodi ments 2 or 3, wherein the nethod is perforned

Resgistrationdiesponsesmgssage ahhebenefis of thigmadifigationds tq #dd to the
evi |

CHBLVGEMIRSE FSRETRE of SHESAGTPAAMMAT el aod QTARE s

ptdtectedtdaodreldthemmmied peri odically based on an

(GOBF 7T e e ab Sepitiberioaght eymatiedd Boptet messpen
16] 6. The nethod according to enbodi nent 1, wherein

the REis a device and the TE is a rights issuer
(RI'). [ 0317Takle 19heMorifibd 8 CaBespodseimessagerfondatrent 6,

ool + bo et bad i o nnanvwr- V\nvi ad r\f\l | \l hacaod Fa¥al
™—-Crt et

P&l‘ia’l@ﬁ"éfésed ti [RePassom faneess Reti¥ptesost recent | y
verified its i y status to the device.
[03 18] 8. Th?u?réeé;sg%gsggg%rgdi ng to enbodi nent 1,

Sthgisei n the RE i Ma cpnt eMt | §GHéehargel) and the TE is
a—dovice. 031 10L_0_ Whe nethdd according to

DevirsdDhent 8, | whaei n| t he- met fdachanged.

RI ID M - [Unchanged.
Device Nonce M - [Unchanged.
Protected ROs M - Unchanged.
ICert. Chain o - [Unchanged.
FOCSP Response 0 - [Unchanged.
[Extensions 0 - Unchanged.
Signature M M [Unchanged in format but use the R]|

TPM to sign with the RI AIK used i

[the most recent  successfu

Registration Response message. The

Signature is mandatory regardless of]

he success or failure of the RO
equest message.
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is perfornmed periodically based on an el apsed tine
rom when the device nost recently verified its

f
WH2AB8P%¢ i ntegrity status to the O . [0320] 18CTHN07/010951
met hod according to enbodinents 8 or 9, wherein the

(e e ESeB eor  ES 4h8 BFoR SREn ar
desEPdl i e PrefiM& &hPodiBRnbBRn parficalay b&xﬁbﬁﬁgioha%azﬁgféaaue

a content issuer (Cl). [0322] 12. The net hod accordi ng
or elempand diandret used, alohe (eithouththenathbo featureseanidoelements of the
iodical |l ¥ based on an_ el apsed.tine from when.the
oREE Sl SRbpRRE0, o B BB rER bR 25 1 “Birhpf olber
fdatuidsandeaslements] I3RS brekdnt HventiBhhod according to
enbodi nents 11 or 12, wherein the nethod is perforned
when the device purchases content fromthe Cl. [0324]

[0’5410 The mw®LBSSALREEST di ng to enbodi ment 1, wherein the
netkod [ as part of a rights object

[EBddbi si tilon pAahetbhol ferigeAeymmgslatferm [Ki8ghty checkinp between
met hod, accor. di ?ﬁ t%Pgnbodi ment 14, ggerei n .the nethod
aj reqpesting RRHGHRE 3 fhargebyentily ddEds comprisipg the, stepg of:

S%{ég d RGEt HY tﬁ@?lﬁ)gg(%ﬂle M {Sredledthd TE t’g}%ﬁgﬁqai HGsted

procéss i s nodi toi ncor porate the met
cpuputiog grdvp (ROPpredendimls; sesding the TES TeGhoeddndials from the

Thctocie e g the Ak 1L PRGREGRI G PP A Phe online
cétbificatibR s0fus optotdcyl (GERP) %EE%H& R {dIERRS r&forting the
sendi ng a request fromthe RE tothe TE requesting that

vemcatpnpgatusrahthe DENg TOGtonedentials frgm the QGSRresponder to the
g i S T
platformhAnteprithstitfus; (KidREg the. pldiferniiitegdtypstaoisofitie TE; and
s G o Ftete Mt tiSeais from the TE to the RE.

[0312] 2. The method according to embodiment 1, wherein the RE is a
rights issuer (RI) and the TE is a device.

[0313] 3. The method according to embodiment 2, wherein the method
is performed before the device initiates a rights object acquisition protocol
(ROAP) registration protocol with the RI by the device sending a trigger to the RI
to begin the method.

[0314] 4, The method according to embodiments 2 or 3, wherein the
method is performed periodically based on an elapsed time from when the device
most recently registered with the RI.

[0315] 5. The method according to one of embodiments 2-4, wherein the
method is performed periodically based on an elapsed time from when the device
most recently verified its platform integrity status to the RI.

[0316] 6. The method according to embodiment 1, wherein the REis a

device and the TE is a rights issuer (RI).
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rights issuer (RI) and the TE is a device.[0329] 19.

The nmet hod accordi ng toenbodi nent 18, wherein_the
ngvqsélgm?énds atrigger to the Rl to begin t he PR3y 7/010951
prior to the device |n|t|at|ng a rights object

§58hoa ackor AIhg e HeSBERIF USRS FboJHATE n kR REEethod

laogeﬁ&%ed PefibliRelF Dabsd %htai}? HRUP t5REFhoth 'Mgexpfthe RiOmost

ss regi stration, two pass join domain, and two pass
réoeat/lg v@uﬁad nts Qleﬁﬁmjl nitbgn“t'yl eta‘mds tmtheainymedl ng to

di me wher n t he er.f .
odi ¢ B anétBing SO Tiog th ABHERR: b B HPGHE B s a

c&tﬂeﬁﬂssa@ﬂa@p;hha@ﬁleWEq&@Qﬁkq&ROAP) process WIth t he
[0332] 22. The method according to one of

[Wbdu merft-s 19hemethndpedondingdo emhpdlment@swhesem the method

S BREEa PR Rt PpaR SaBied thul o TR e dqvics most
réleifly Verified 36 plaﬁ"onﬁhﬁtegﬁw@fhta@&pﬂw @D to one of

enbodi nents 18-22, wherein the nethod is perforned

[QR20] odi cal0.y Jheapethed ateqrding trembedintentsi 8P, wherein the

' t Rl .
o5 oyt A e B o BBt Yol W3 B 0 1
(32123, widr ei MThiehwetied h@(ﬁbrdmgme efabodirgeretf I, @hekéia the RE is a
devi ce dates its, DRM sof [ 0335] 25. The net hod
dgigeapd Hhe PR e sroampmeriths e 24, wherein the R
 [gFgyests fohe %ﬁ'ﬁh&@a&@f&ﬁ%%&%@ﬁf 1¥&¥Hferein the method

integrity check on a nedia pfayer on the device.
15{ Qeﬂ"ﬁqmaﬁ peiﬁhélcaﬁy thaded oo candietapsed dirhe drame wheti7 the CI most

4o veriae i padoin 35testiy Siint Btk aeyiee o O™ °

[omnrbodl NNt Ghe nid1B6& bbcokditgtB bRPEdinterE 11 0f TBAvkigieTh the
initiation by the device.

method is performed when the device purchases content from the CI.

[0324] 14. The method according to embodiment 1, wherein the method

is performed as part of a rights object acquisition protocol (ROAP) process.

[0325] 15. The method according to embodiment 14, wherein the method

is performed prior to the ROAP process.

[0326] 16. The method according to embodiments 14 or 15, wherein the

ROAP process is modified to incorporate the method as part of the ROAP process.

[0327] 17. A method for performing digital rights management (DRM)

software integrity checking between a requesting entity (RE) and a target entity

(TE), comprising the steps of: sending a request from the RE to the TE requesting

that the TE perform a DRM software integrity check; checking the DRM software

integrity by the TE; and sending a DRM software integrity status indicator from

the TE to the RE.

[0328] 18. The method according to embodiment 17, wherein the RE is a

rights issuer (RI) and the TE is a device.
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[0338] 28. The nethod according to enbodi nents 26 or
7, wherein the nethod is a standal one process.

2 S h]0339J
WOt R264pt hod according to one of enbodi ment £C3QIS3¢)7/010951
wherein the method is part of a nodified rights object

acqui sitign protocol process. [0340]. 30. The_ nethod )
l%gﬁr di nd% oor eélpetbﬁ@aeﬁoriilﬁgéo embodimentdBewherein the device
h | r -4 agli : t . e
SR gpansy DR E R AR o 6, B ditiaing o
rightd elgjettacthsitday protodo) RAAP3 procéée net hod accor di ng

58107 o7 oS ¢ Gernibag agisiibg 4o FRCoOBRIIGJPL WiPisin the ROAP

p{é(%%%szﬂs sefectel ordBhE %?Lﬁ?gd?fsfytﬁ& prtvm‘ﬁas‘%fregl@%@fogﬁgw@pass

1, wherein the hod is pertormed prior to

jadnvdomais,cand twp passilegmesdopiinct request to the RI.

GRS W ol e REGAe i phoRiiert 1P SR Dot o the

nffhéd i perfortHédSieriod@ally e @lé devic@hh§ Borftpletdd a rights object
stream ng content. [0344] 34. The nethod according to

aegrisigionaretosyl (RQAR kprecessavitiEtheRE cont ent i ssuer (Q)

t he IS [ I .
[(23?? rdi n-g%t' 0 é@gglgélﬁr%e&%? c‘%g%gl]nt%rg% %fe?lﬁéaaglgel\g?%elgszelri&heé‘em
th¢ ROAE priocesstiesdlécted fioapihe growep cormisixtithgfi o pads késtration,

device initiating a ri ght? obj ect ,acqui sition protocol

tyReass Jogt demaw, and 4w pase leayg domainod according to

di me 3 r L quetnm I .
[(%{g?’?odi cg3l$y g‘fl.‘tgé?&?ﬁ(é e\%?i(ll:lgt?]g@econp etlegn%elrgi‘%){iﬁg%rem
tindnethiodds gerfermedpenprditadlycifief Harddvigrlosessified ahd réperted its

. 347].37. .The t ho cording to one of
DﬁMéBﬁW@ﬁ% ?%@%S,t l'r"etﬁj"ﬁ_q{[he met hod is performed
[0834] odi ca t')s/ giheShethBE aBRYAIRE thSe ¥R BddR AR 8-23, wherein

reported i
the method is performed after the device updates its DRM software.

[0335] 25. The method according to one of embodiments 18-24, wherein
the RI requests the device to perform a DRM software integrity check on a media
player on the device. ,

[0336] 26. The method according to embodiment 17, wherein the RE is a
device and the TE is a rights issuer (RI).

[0337] 27. The method according to embodiment 26, wherein the method
is performed upon initiation by the device.

[0338] 28. The method according to embodiments 26 or 27, wherein the
method is a standalone process.

[0339] 29. The method according to one of embodiments 26-28, wherein
the method is part of a modified rights object acquisition protocol process.
[0340] 30. The method according to one of embodiments 26-29, wherein
the method is performed periodically after the RI has verified and reported its
DRM software integrity status to the device.
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DRM software integrity status to the Cl. [0348] 38
The nmethod according to one of enbodi ments 34-

WOREBER¢ he nethod is perforned after the deviPEE/USZOWOlO%l
updat es |ts DRM software. [0349] 39. The net hod

rdin odi nents 3 wherein_the Cl
ests |IE%thPab M&nm%ﬂ‘%'?ﬁqlmpbs 26-30, wherein

h I
t%%%%?é% o s

ein tk RE'l‘hesnalmd‘ac@edmgctobheoﬂ'eEnbcshmentsﬁGe&l wherein

thE RisHhord b iforma BFial f th ASriEE rORtinE  Banie Mt Femusst to the

Rinitiation by the device. [0352] 42. The nethod
according to enbodi nents 40 or 41, wherein the nethod

(0343 st andhl or’i&lepnetéledgcqomé@g]toase ofmaquemhots 26-32, wherein
nt.s 40-42

EFRAATS dsBBRSef s RRRARNT EAl R ke Con 00 Phlabity o e R

for ar@afinglvofteds. [ 0354] 44. The met hod accor di ng

t oone of enbodi nents 40-43, wherein the nethod is

(0344 o1 ne Bher iTdwimethog aggor @,ﬂrngttﬁ emppdiment J&rwherein theRE isa
t t at t th
c@%ﬁéés%ﬂ%@%?ﬁ%éﬁ@%t?éﬁm 0 ?gcrzlco?/disng ?2 o(rjle 01Ee

[(B]t&])di nmer% 4Thednethiod aecondinigeo Bﬁibbdﬂnélﬁ %ewhefdiﬁ the device
er theC{ aes its M sqf t.war e. 81 46, . The
Sn%&“&&%ro %Hﬁ*g &0 BrEIngthemetadRIierstosdhes wwq@a%aﬂng a

r{éh%s BEEEtoééthan&E f)thHFoqi (ROAD &}&%E‘@ devi ce sending a

rights object request to the [0357] 47. The net hod
[@346dr di ngB& 0 Jihe méthediaoirdingtte eltbedﬁnenwh 8htor 35 whkerein the

PAFBEE, bR LS b SR Bl VS hend S
acquisition protocol (ROAP) process with the CI.

[0347] 37. The method according to one of embodiments 34-36, wherein
the method is performed periodically after the device has verified and reported its
DRM software integrity status to the CI.

[0348] 38. The method according to one of embddiments 34-37, wherein
the method is performed after the device updates its DRM software.

[0349] 39. The method according to one of embodiments 34-38, wherein
the CI requests the device to perform a DRM software integrity check on a media
player on the device.

[0350] 40. The method according to embodiment 17, wherein the RE is a
device and the TE is a content issuer (CI).

[0351] 41. The method according to embodiment 40, wherein the method
is performed upon initiation by the device.

[0352] 42. The method according to embodiments 40 or 41, wherein the

method is a standalone process.
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[0358] 48. A nethod for strengthening the integrity of
i.qht ject acquisition protocol (ROAP) nes

Wéf@%ﬁ@&%g bet ween two entities, conprising thgegﬁ%ﬁ%omm%l
of: safely storing information to be used in the ROAP

ages eagh entity using trusted conputin .

B quel PR sRehodhrRGIg toRBe piRBRAADrDlY f0yipavherein

tH afbthtl {sarReP T nibasSaDAgh R dbject ta@(ithﬁitfbﬁ progsol Process.
connection with the ROAP nessage. [0359] 49. The

[@didhod actbr diThy methedipowrdingtto 8¢ ofmabasdimentred (43 vhegein

tep.includes seal ed-si gmi ng, t i3for mat i a .
e FhchO 1 TorRR TR Ay it e T s VAR A reported it
DRMGottwage integribpstatidto thd.dewter ei n the seal edsi gni ng

step includes symetrically encrypting the information
(G355 o 'sybhret rine raribiog Berossingds onnef emhodiment< 444 wherein

L ani tIel ' ke et of
o6 FASY el DR A (RO B8 RSB 2R ot an
[@d56dct . [4B361]THelmethioé ab®irfling taofie bfkimigodime iDL 5B Herein
50, g?e({_ei n t he gi gni ng. step, i ncl ydes usi n&,t he
the/metfqd is perfarme Bﬂoatoghséﬁwmﬂd%am% jestireayest to the
cgperates. [0362] 52. The nmethod according to

enbodi nents 50 or 51, wherein the signing step
(03551 udes 4%i nJThemeethod agrordingdo ahesf abbalimehtsd-46, wherein

0 nent of .the.ent.ity.]0363] 53. Th thod, .
B EBPEs Rectobmed SPtiafibaly Abrng #saBSst TBLRS fovisto the CI
& S inglcBRtdniC! udes asymetrically encrypting the
information with a key whose Erlvate decryption key is

(@358 ed | M& prlomsthed| forstue ningethenintegrity] o38ightscdbject
The t hod accor,gdi t o _enbodi nent 53 erein . the .
A B iRbD PaRat (ROME) BTees SRtain SORES 40T spjities.
cbdghsingbthe dJieps Bt SuFelyastefingi inGriRRIHAOEH BEBRise®4n the ROAP

wherein the TPMis used to_derive paraneters to use in
messagromd egel ntbsusing trusted computing techniques; and pre-verifying

the information to be used in the ROAP messages prior to being used in
connection with the ROAP message.

[0359] 49. The method according to embodiment 48, wherein the storing
step includes sealed-signing the information and binding the information.
[0360] 50. The method according to embodiment 49, wherein the sealed-
signing step includes symmetrically encrypting the information with a symmetric
encryption key and asymmetrically signing the symmetric encryption key and a

set of values that indicate a current integrity status of an object.

[0361] 51. Themethod according to embodiment 50, wherein the signing
step includes using the integrity status of a platform on which the entity
operates.

[0362] 52. The method according to embodiments 50 or 51, wherein the

signing step includes using the integrity status of a software component of the

entity.
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[0366] 56. The nethod according to one of enbodi rrents
8-55 wherein the information is selected fromt

WBFS%GO%ﬁy sting of: a device identification, PSTWS&W@IO%I

i ssuer |dent|f|cat|on a certificate, a certlflcate
chain, a di gltal ht s managenent related tine val ue,

[0863] ght s ®hj edih ena# i gesoreing to apeloferabadimentsifs g, velyerein

<10 P AR w00t oFEBRAHERR) Biadin vith ke

w36 Btivate déElnﬁptmtm kedisataeddh ragprbtmtml mbdeltindhaentisy.
0 ionp o 8. edbesh ey ing o GEROAIRIEL Y ] Hjergn the

pPeectell RoRALiIE thistéBprotessiEmaiblel (TPMEL hod i's

|nt egrated into the generation and transm ssion of the
(R4 nesdHdyes Tl{eOQQ@})d @ccording teremhodiment 64 dvImgreinthe TP M is

uSth IRV Pabipatereddiuce Hh iR ERADITReNAGRE (0% nat pate a

[03663t ed C&GTpUmHéQIl@théﬁbédraﬂngﬁ oh&6f éﬁmlﬂﬁnMS 55,-wherein
0371] 61. Asystem configure perform a net hod

the bdemmation is sghétedffr@nbb@mmcgns;smgf oft @ dgyire Bientifigation, a
ABLE SRy WP, LB AR} ol s

nfdrigeRént selafed hmeniahgs) af ghtis dbjeet, rﬂ'dkgg&hﬁixﬁodrm a nonce
|ntegr|ty checki ng between _a requesting entity (

[Q3RT]a t ardfet é"hel%thedreycorémﬁp 21 ﬂ&@b@l@@@tﬁ#&a% \wherein

the TE t t th
tﬁﬁ%@ﬂ&e%ogr@%é?%ta PLS ed'}]g%%p%%ssng Sroup ?ng?ues ©

[@368dent i 3585 Shedneihot aecofding td Ghe of enleodiimehts 48-56nwarein

TeE n}e J‘ 1S app’hed separately from the ROAP message.
[0369] 59. The method according to one of embodiments 48-56, wherein

the method is integrated into the generation and transmission of the ROAP
messages.

[0370] 60. The method according to one of embodiments 48-56, further
comprising the step of adding a field to existing ROAP messages to indicate a
trusted computing capability of the sending entity.

[0371] 61. A system configured to perform a method according to one of
embodiments 1-60.

[0372] 62. An integrated circuit configured to perform a method

according to one of embodiments 1-60.
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forwarding the TE' s TCG credentials fromthe RE to an

online certification status protocol (OCSP) responder
WP3PORINPI64i cati on; reporting the verification gpgfl@googpm%l

the TE's TCG credentials fromthe OCSP responder to

the RE; sending a request fClAIMBe RE to the TE to

V@F ues{ .the TE to report its own platformintegrity

A5 E2NECKing the platformintegrity status of the

TE, and sgngéthed FoP B@Hﬁﬁﬁfﬁg Pla€@fh! it &ty UshekKitiz BHtReen a

fromthe TEto the RE. 2. The nmethod according to
requashing enpity (REhande t@rget entity (T eompsiog thRstepant

the TE j.s a device. 3.. T h ccor di ta.claim .
o ufdie 3afatest drosn the R oientln B ectest fae, BpdoRemrt it
thuibtéd SrRPuting EEJHpYTO)RSédedem;Si ti on protocol
(ROAP)registration protocol wth the Rl by the device
sendsengling the THsTEG credentinls fsomdde TH toethedBod. 4.

per + PR R E R ColelliTlfron B Kb B GRS Eplipiabion

stdtas ptdtecd €O USP) mepontechpivkyificadnst ered with the RI.
5. The nethod according to claim2, wherein the nethod

i s praposting dhe Ferifeatien siatya of the TEs TS geadentinleefrom the
e nost recently verified its

d;JCF%Ptﬂ}o gmﬂ?%%gg?%ﬁst atus to the RI.6. The nethod
accosatiding baeqhest frdn théd RF-tontheHBE B réqueat devTEeoawport its
the TE is.a ri.%hts i ssuer (RI). 7. The method

0 ch_t]:f“ P EEERFAES wherein the met hod is perforned
per i gkl theAREE R TntRBrif) 8faEEof theerE; 6 When the R
nost recently verified rts platformintegrity status
t o t $endieg a pdatform integrity status indicator from the TE to the RE.

2. The method according to claim 1, wherein the RE is a rights issuer
(RI) and the TE is a device.

3. The method according to claim 2, wherein the method is performed
before the device initiates a rights object acquisition protocol (ROAP) registration
protocol with the RI by the device sending a trigger to the RI to begin the
method.

4, The method according to claim 2, wherein the method is performed
periodically based on an elapsed time from when the device most recently

registered with the RI.

5. The method according to claim 2, wherein the method is performed
periodically based on an elapsed time from when the device most recently verified

its platform integrity status to the RI.
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8. The nmet hod according toclaim1l1l, wherein the REis a

content issuer (Cl) and the TE is a device. 9. The
WK% cor di ng to claima8, wherein the net h&§TIUS2007/010951

performed periodically based on an el apsed tine

f r on@hen Themedthodearcordirig toel«int 1, wheeéinfthe®F it & device and the
Tgc,atfqrﬂni,ntegrity status to the C. 10. The net hod

is gelg is9eg(BDm 8, wherein the method is perforned

when the devi ce purchases content fromthe Cl. 11. The

met hod according to claim 1, wherein the REis a

devi e arthd inethiod dcsordirggtotcbaiim 6,58heein {Be)methdd ispeformed

net hod_accordi ng toclaim 1], wherein e nethod.is . .
Pﬁ’é‘PE’(‘igﬂ%ﬁaﬁé‘ﬂ"&gﬁ dapred e ére%wﬁ%ﬂ}ﬂ é@@@&t TefoRil Yegifed its
pl’ﬁ%?dhd ﬁﬁeéf'ity@ﬁﬁusrt%ctﬁg%‘yic&?“ fied its platform

integrity status to the device. 13. The nethod
according to claim 11, wherein the nmethod is perforned

when,t he gdevi ¢ urchases, content .from.th . 14. The
et ach o R A o ETA R oS FELR 30 Rtent 8Suer
(OBrdndrtie 'R s Pastic®f a rights object acquisition

protocol (ROAP) process.15. The method according to
claim 14, wherein the nmethod is perforned prior to the
RQOAP, pr o o ogl. . ' i 14
V\,her%'i n t eéﬂgﬁ%dpa}g%gg@ %scq%ﬁgig’% %%g&ogh%r?g%tfﬁgg} eerf ormed
periedicellynbasedonpar dlapdeditiire RoMRvIpsmihe devicd mhostrsetltdgverified
for performng digital rights managenent (DRM

itg e integEby stajucinddee bet ween a requesting

entity (RE) and a target entity (TE), conprising the
steps of: sending a request fromthe REto the TE
requidt i rithe mathadreecardingtofcbaim 8, viliRkivesothewnethod is performed
thrgilgcg[a IdteXicg I;)%%iiases content from the CI.

11. The method according to claim 1, wherein the RE is a device and the

TE is a content issuer (CI).
12. The method according to claim 11, wherein the method is performed
periodically based on an elapsed time from when the CI most recently verified its

platform integrity status to the device.

13. The method according to claim 11, wherein the method is performed

when the device purchases content from the CI.

14. The method according to claim 1, wherein the method is performed

as part of a rights object acquisition protocol (ROAP) process.
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checking the DRM software integrity by the TE and

sending a DRM software integrity status indicator from
WPﬁgos’ilﬁgZ%t he RE. 18. The nmethod according to EF%UR7/010951
wherein the REis a rights issuer (RI) and the TE is a

devi t®. IPhe mhbthodeicbardimrioeidmpt, whetdiathe h8thodtiepériférmed
t he devi ends a trigger to the RI to begin the
Pﬁ’@fﬁ%ghepﬁgé} P19°¢¥e device initiating a rights object
acqui sition protocol (ROAP) process. 20. The nethod

according to claim 19, wherein the ROAP process is
sel etb.ed Theomethed gecordingdnsiaim b whereimbheBEOAP process is

regLstration, t ass,join d [ two pass | eave
gt S bpratt B R b s phrts the RETAR W¥e wher o 1

the nethod is perforned periodically after the device

has conpleted a rights object acquisition protoco

( ROAF]. prévowetkoddor perferanipg digital Tightsmanagenent 6PBMigotware

.cl ai.m 2 wherei n t he ROAP..pracess h»ay sekected fr

i BHG) Sleeibetehgt sfaver e SR80 (48 B6) &ieBRet iy ),
cORPHising the@@spiol; and two pass | eave donmain. 23. The

nmet hod according to claim 18, wherein the nethod is

per f SANKRE pESqusst fram the Rl torthe I reguedtingthat vhe TEpedform a

l%{]gir Q%ﬁ% Lt software integrity status to the
. ngf g&ﬁé{“ﬁb gié’cordi ng to claim18, wherein the
met heltbckingpibielDRMesbfiad drelintegeityd by ithe TEpdades its DRM
software. 25. The_ nmethod agcording to claim

18,
wher #0128, DRM seftyazq integratyftatusdndisatos frog thes ptathe RE.

software integrity check on a nedia player on the
device. 26. The nethod according to claim 17, wherein
t he K& i SThe methodmceording to claim 17, wherein the RE is a rights issuer

(RI) and the TE is a device.

19. The method according to claim 18, wherein the device sends a
trigger to the RI to begin the method prior to the device initiating a rights object
acquisition protocol (ROAP) process.

20. The method according to claim 19, wherein the ROAP process is
selected from the group consisting of: two pass registration, two pass join domain,

and two pass leave domain.
21. The method according to claim 18, wherein the method is performed

periodically after the device has completed a rights object acquisition protocol
(ROAP) process with the RI.
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the TEis arights issuer (R). 27. The nethod

according to claim26, wherein the nethod is perforned
WOREK/ 1Pt ati on by the device. : 28. The net h&§T/US2007/010951

according to claim 27, wherein the nethod is a

st ang22l orEhemetksb accdfdinglte claih@t, whéerelnlithe ROAR pbaoddss is

ég, erein the nethod is part of a nodified rights .

S F‘@ tiroR &Eﬁ ghopp 6?1“%3?%‘%%‘%"‘"’&3&% gegistraiaon, $iy@ Pagsypigdlomain,

' {26, wherein the nmethod is perforned

agg&%gdlaggﬁagea 'F{eyrlg't he RI has verified and reported

its DRM software integrity status to the device. 31.

L
peRBAIRIP Al e A Rid%ak Q6 HAEALRE reﬁ/wﬁeﬂqtébkbpsoﬁ%geﬁnbgﬁty

perforned prior to the device sending a rights object
stadysésthe Bl.t he RI. 33. The nethod according to claim:
26, wherein the nethod is perforned periodically

during a request fromthe device to the R for

st r egdi NOTOMEEVd: acBdrding¥® clE I TE] whiefh hédhetlddGs férfdrmed
17, wherein the RE is a content issuer (Cl) and the TE
after shejdepieeupdees its ODRMiseBavagecor di ng to cl ai m 34,
wherein the device sends a trigger to the Cl tobegin

the method prior to the device initiating a rights

obj ﬁE% acThsd giethmh aaclro@ﬁmgdlo c(lE\&q@AHB, Wm@hﬁﬁStheﬁRId rddirests the
nmet hod acgor di toclaim 34 erein the nethod_ is
dgwiece &P rP@af%ﬁr@r 2 Eﬁ%Mafrquwaaﬁ@Fe&rH@ et 08 mmeddn PRAYSE & the
dgviq:'%ghts obj ect acqui sition protocol (ROAP) process

wth the C. 37. The nethod according to claim 34,
wherein the nmethod is perforned

26. The method according to claim 17, wherein the RE is a device and
the TE is a rights issuer (RI).

27. The method according to claim 26, wherein the method is performed

upon initiation by the device.

28. The method according to claim 27, wherein the method is a

standalone process.

29. The method according to claim 27, wherein the method is part of a

modified rights object acquisition protocol process.
30. The method according to claim 26, wherein the method is performed

periodically after the RI has verified and reported its DRM software integrity

status to the device.
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periodically after the device has verified and
orted its DRMsoftware integrity status to

re the Cl .
W@é.gos’i*ﬁ%%f‘ret hod according to cl aim34, wherei n PEH|/S2007/010951
nethod is perforned after the device updates its DRM

sof t gar e. TiEEmelHvd avesrdit twat«if026) g Hedeifi thé Meflfbd is performed
wherein_t reguests the device to performa DRM

he C
a?@fﬁ%ﬁéupa%@grim RMed®a8- a nedi a pl ayer on the

devi ce. 40. The nethod according to claim 17, wherein
the RE is a device and the TE is a content issuer
( Q) 32.41. Thémettatdrezdordtmgtodilaim 26) etherein 4he mettarddas pertférened

net hod, i erforyed upon initiation by t devi ce. 42.
POk U he e i Hene pleh pauSetta s AT he ot hod
is a standal one process. 43. The nethod according to
claim4l, wherein the nethod is part of a nodified

ri gEB% oblkemethoduscsordingtoplay ol Wlpreinéhtsmeﬂ;pd O}ﬂqen’ormed
_ sptoplsuioMh |
PREDREENE HE0RE ol o Sthithe Heyibd BRI RF HRARGSe klnrent.

reported its DRM software integrity status to the
device. 45. The nethod_accordi ng to claim 40, wherein
t he At hothe sneshed aesordingr toctlaimy d 7Tcwhepeint tde REJs pregntent

i%%fg%m%pgéﬁ%@ﬂ%ﬁé@&d according to claim 40,

s perfornmed prior to the device
sending a rights object request to the Cl. 47. The

nmet hod acgordin o clajm40,, wherein the thod, is

per f g?-rredﬁbeeme&gpéz amrga}& bhglazm, dqyueheren dhe degice sends a
Y5 0 USROS TR i
aagqujsitiint protocol (ROAP) process.

36. Themethod according to claim 34, wherein the method is performed
periodically after the device has completed a rights object acquisition protocol
(ROAP) process with the CI.

37. The method according to claim 34, wherein the method is performed
periodically after the device has verified and reported its DRM software integrity
status to the CI.

38. The method according to claim 34, wherein the method is performed
after the device updates its DRM software.

39. The method according to claim 34, wherein the CI requests the

device to perform a DRM software integrity check on a media player on the

device.
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protocol (ROAP) nessages exchanged between two

entities, conprising the steps of: safely stori nﬂl
WORPG19840F on t obe used in the ROAPnessages at &&Tf/S2007/010951

entity using trusted conputing techniques;
andp4@- veThd wietigpd dveordihg torelaim 7f whbreih ke RifYis tahdevice and

RQ?E.messa es .prior_to being used in connection wth
the,dEgaso dg%l.erﬁgb- The nethod according to claim
48, wherein the storing step includes: seal ed-signing

the information; and binding the information. 50. The
met hétl adthe nethydtagcaidingto4daimys mhierein hlze method is performed

seal ed- si gni st ep includes: symretrically encrypting
“Pﬂgl?ﬁﬁéﬁPﬂgwﬁ%ﬁd%Vﬁﬁ-a symetric encryption key; and
asymmetrically signing the symetric encryption key
and a set of values that indicate a current int egrit&\;i

s a

st at #& ofThm netthedtaccordingite ¢leimhotil, awberedn ridiet metko

Q erein the signing step includes using the
S?ar{{dgggr‘lnlet%m%‘fs tus of a platformon which the entity
operates. 52. The nethod accordi ng toclai m50, wherein
the signing step includes using the int e%{i ty status

of a%dof tThe methndnssendingto ¢laiam dh; whereimbhe mithadds patt of a

L:0g L Q.. [ : [ bi ndi ng step

n?oﬁﬁ%cg{ggﬁtgso;o&%é% ¢ ﬁéﬁfofmﬁéﬁﬁgﬁoﬁgsst he i nformati on
with a key whose private decryption key is stored in a

rotected nodul.e in the entity. 54. The nethaqd ..
gcco ing’ﬂfeomem%csg 1RG0 %14%&115%9&1& @aﬁwédap%tf?@ed

peribAisiF At RE ST HAY vErHelGardT R hléteéﬁts DR&1 IBNAEL integrity

according to claimb54, wherein PMis used to
status to the device.

45. The method according to claim 40, wherein the method is performed
after the CI updates its DRM software.

46. The method according to claim 40, wherein the method is performed
prior to the device sending a rights object request to the CI.

47. The method according to claim 40, wherein the method is performed

periodically during a request from the device to the CI for streaming content.

48. A method for strengthening the integrity of rights object acquisition
protocol (ROAP) messages exchanged between two entities, comprising the steps
of:

safely storing information to be used in the ROAP messages at each entity

using trusted computing techniques; and
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derive paraneters to use in the ROAP nessages. 56. The
nmet hod according to claim48, wherein the information

WP20E0&8¢ed from the group consisting of: a dEBGITE2007/010951
identification, a rights issuer identification, a

cer t pre-varifgingathechfornativinetodivansed ia thie ROAP mesghges prior to

managenent related tj | ye, a rights object, an
bginggise Hﬂ]co%?ﬁftlénr’(ﬁ‘ﬁf&ge é?).‘&bl'ﬂ’és??&ehod according to
claim48, wherein the nethod is applied to all ROAP
nmessages. 58. The nethod according to claim48,

wher ¢9.n tTiee methodciccardimgpb claim 48 pahertel thefstanng step Rechides:

message. . 59. . The nmethod according toclaim48, wherein
t he ?ﬂiﬁl‘gpglgﬁ‘tee‘ﬂigf"é’ﬁmlnn?’&gt he generation and

t r anpffdssd eHe PforkiRiROAP nessages. 60. The net hod
according to claim48, further conprising the step of:

adding a field to existing ROAPhessages to indicate a
tr us%&.d Cﬁl@r%tei;ﬂo% aca r%?lllgl' £0t c)fai% 4§,hv9hg’r%{1ndéh%%egﬂtdi-stigding step
includes:
symmetrically encrypting the information with a symmetric encryption
key; and
asymmetrically signing the symmetric encryption key and a set of values

that indicate a current integrity status of an object.

51. The method according to claim 50, wherein the signing step includes
using the integrity status of a platform on which the entity operates.

52. The method according to claim 50, wherein the signing step includes

using the integrity status of a software component of the entity.
53. The method according to claim 49, wherein the binding step includes
asymmetrically encrypting the information with a key whose private decryption

key is stored in a protected module in the entity.

54. The method according to claim 53, wherein the protected module is

a trusted processing module (TPM).

55. The method according to claim 54, wherein the TPM is used to

derive parameters to use in the ROAP messages.
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56. The method according to claim 48, wherein the information is
selected from the group consisting of: a device identification, a rights issuer
identification, a certificate, a certificate chain, a digital rights management

related time value, a rights object, an algorithm, and a nonce.

57. The method according to claim 48, wherein the method is applied to
all ROAP messages.

58. The method according to claim 48, wherein the method is applied
separately from the ROAP message.

59. The method according to claim 48, wherein the method is integrated

into the generation and transmission of the ROAP messages.
60. The method according to claim 48, further comprising the step of:

adding a field to existing ROAP messages to indicate a trusted computing

capability of the sending entity.
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