WO 02/ 093377 PCT/ US01/ 46648 Met hod and Apparatus for Serving Content From
a Sem -Trusted Server FIELD OF THE I NVENTION This invention is directed to
t he fi el dwofozoessput er networks. It is nore particul arly dipceatsedsdeas 5 t he
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comuni cation in the Internet invol VS%r%r' east one client nmaking a request
to a web-server, and the web-server responding to the client's request. By
web-server, we nmean a device or collection of devices (e.g., datastore,
directory, machines, and software) that 10 conmmunicates with a client using
the HTTP Protocol. For a particular web application, we define an origin
web-server to be a web-server that is conpletely trusted with the functions
and data of a web application with regard to the security policy for the
appl i caiirg/d OPSTREVIRWERTRON ten the length of tine that the client nust
wait for a response and to I'ighten the load on the Internet and origin
web- server, techniques have been developed to allow the client to 15 be
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| nt ernet comruni cati on process in-several different ways. In sone
configurations, clients always nmake requests to a proxy web-server rather

t han ttmmm&&é%xy web-server may respond to the
client, H origin web-server as necessary, or the
proxy web-server may refer the client to another proxy web-server or the
origin server if the proxy web-server is unable to satisfy the client's

r equestMudhof thé benmanichtigLinahé itametanvedlvesrit 1dastrae chiaktesaking €cpaesdt td ® t he
origin web-server. The origin web-server may refer the client to a proxy

for t heveboerentand dbg wsh-sgveresponding te thegdigaiss request. BRavebseivgh vamealser ver
may res . i ent.! e . refer hept to a
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(RULB 26nRiédds R a3 dlidiEhsihbthe/ 4668 8rotocol. For a particular web application, we

define an origin web-server to be a web-server that is completely trusted with the functions and

data of a web application with regard to the security policy for the application.

As a way to shorten the length of time that the client must wait for a response and to lighten the
load on the Internet and origin web-server, techniques have been developed to allow the client to
15 be serviced by a proxy web-server, also referred to simply as a proxy, where the proxy

web-server is usually closer to the client or more lightly loaded than the origin web-server.

Proxy web-servers can be integrated into the Internet communication process in'several different
ways. In some configurations, clients always make requests to a proxy web-server rather than the
origin web-server. The proxy web-server may respond to the client, fetching content from the

20 origin web-server as necessary, or the proxy web-server may refer the client to another proxy
web-server or the origin server if the proxy web-server is unable to satisfy the client’s request. In
other configurations, a client first makes a request to the origin web-server. The origin
web-server may refer the client to a proxy for the current request or all future requests, or the
origin web-server may respond to part of the client’s request, but refer the client to a semi-trusted

25 web-server for a portion of the response.
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In nost cases, the content offloaded to a proxy web-server has been limted
to non-sensitive data, so that access control schenes are not required.
Non- sensiwowe/giata i s defined as data which does not reqRCTASANY6ECCESS
control, and may be accessible to any user on the network. On a typical
web- page, enbedded i mages are an exanple of non-sensitive data. On the
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has some restrictions on who can obtain it. Exanples of restricted data
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or a particular web application, we define a sem-trusted
web- sespeifid wsebe a web-server that is 15 partially trusted for the
functions of the application with regard to the security policy for the
application. In particular, a sem -trusted web-server nmay be trusted for
aut NOT ik @loub3SHRRA sbiicel SR pdrdsidlidd Griont St IHRARK LR Ladhh, 3hd Hef
web-server for content, and noﬁ-senleve transacti ons, but 1 12

semlot shailédlswdbredit froar thopyrfomtanbe ghinsi sffededby hroxe mgbiservars eligirtstietedat a
such as user, passwords or secret keys for an origin web-server. 20 SUMVARY
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an orirgin web- server throug a sem-truste vveqb-server. % I's a fur er
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access restricted information froman origin web-server through a

seni - t Fos partigilar web genlicatien, we defing apgint-Hayiedypleserveritobra Wabvientdr dint i
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application. In particular, a semi-trusted web-server may be trusted for authorization, access to
user identifiers, SSL tunneling to an origin web-server for content, and non-sensitive
transactions, but the semi-trusted web-server may not be trusted with long-term sensitive data

such as user passwords or secret keys for an origin web-server.

20 SUMMARY OF THE INVENTION

It is therefore an aspect of the present invention to provide a method to enable a client to access

restricted information from an origin web-server through a semi-trusted web-server.

It is a further aspect of the invention to provide an apparatus to enable a client to access restricted

information from an origin web-server through a semi-trusted web-server.

25 It is a further aspect of the invention to reduce the security risk of using cookies for

authentication.
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WO 02/ 093377 PCT/US01/ 46648 1t is a further aspect of the invention to

protect data stored at a sem -trusted web-server. In an exanple of the

i nvent i orwoa2edizent woul d use the nmethod discl osed herei npCo/USai/a6access to
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present invention will becone apparent upon further consideration of the

followi ng detail ed description of the invention when read in conjunction

with t hearexamme of thgdrweation,q ahgnicwoultiuge the matkndsdisglosed dsisimtogaiyaccess to

envi ronnent . havi . ' . o] b-server, and a sem -trusted

web- serr(%gr%cftecglﬁ%&ﬁﬁgg%gioét)%ggﬁg“%%gg’g%bg%egvoe% th a client accessing restricted

10 information through the sem -trusted web-server. Fig. 2 shows the

depl oynment of the method described in this invention for enabling a client
_ g

to access restricted BRIBFR RIPRIQ Ry

N 2L HE DRAWINGSscr i bed by Fig. 1.
It shows the authenticator, <creator, presentator, and correlator. Fig. 3
shows a first enbodiment of this invention illustrating a technique for

pres@ntihbg dothe Aipeckdfeatutseitd Alvah@pestdTehERS MR Bntidiew B EbEcoie UppAent
web-server and the origin web-server are located in the same name space

domai nup¢refugthepeansideratiop ah thedohewimg detatpdidgscopnen efsthe otvienedrywherFiegd i shows
a flowhart that.. I]I ulst r.at ?S t he ac}Bi ons taken by the origin web-server for
I

the efBYURTHORW gpingfigures, MpYNCh 5" g poue 2 Flowchart that illustrates

the actions taken by the sem -trusted web-server for the 20 enbodi nent
shown in Fig. 3. Fig. 6 shows a second enbodi nent in which the client

cr edenfrigll shewpneseamme of an ¢heérosewrnt havirgt edientyab osigmveeb-karverhandor | gi n
web-server and the origin server redirects the client to the sem-trusted
web- se PRI EhWERr PP ViTe ARG (Z"c“tpir emspisecip %ﬁMFn%P§%§Stflﬁ% case when

t he (@r L oH - - sem S web-server are not located in the
sa@gdg%ﬁmémggﬁﬁﬁ%é%g%%ﬂﬁiﬁﬁ% 26) WD 02/ 093377 PCT/ US01/ 46648

Fig. 2 shows the deployment of the method described in this invention for enabling a client to
access restricted information in the environment described by Fig. 1. It shows the authenticator,

creator, presentator, and correlator.

Fig. 3 shows a first embodiment of this invention illustrating a technique for presenting a client
15 credential for the case when the semi-trusted web-server and the origin web-server are located in

the same name space domain, (e.g. proxy.company.com and company.com respectively).

Fig. 4 shows a flowchart that illustrates the actions taken by the origin web-server for the

embodiment shown in Fig. 3.

Fig. 5 shows a flowchart that illustrates the actions taken by the semi-trusted web-server for the

20 embodiment shown in Fig. 3.

Fig. 6 shows a second embodiment in which the client credential is presented to the semi-trusted
web-server by the origin web-server and the origin server redirects the client to the semi-trusted
web-server with HTTP redirection. This embodiment addresses the case when the origin

web-server and semi-trusted web-server are not located in the same domain.

3
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Fig. 7 shows a third enbodinent in which correlation is aided by the origin
web-server installing a first client-side programin the client browser

t hat sendwookieast? specific information to the origin webPserser/4aml by the
sem -trusted web-server installing a second client-side programin the
client browser that sends client-specific information to the sem -trusted

web- seFie 7 shbwk b thirBeribsieiitla witdhi@retioh ieMesd by fhelorigheweirhadérraillingown
in Fig. 7. Fig. 9 shows a flowhart that illustrates the actions taken by

t he or Rdirst clien-sida pregraioin thieliens tsyserrhat seafipolrent-ppacifly, informaiign tolthe shigins a
flowchart that illustrates the actions. taken by the .sem.-trusted. web-server
For ¢ naoarBatPER PRt CErEE 0T T BR « Mol yBRENI¢ BRERET v R
i 11 ust chRéi SrdviRr afat 5as cliédtSPedific inf@niiiokdthesbmsausted webkesteat i ng a
cookie that will be presented to the sem -trusted web-server. Fig. 12 shows

a flowmchart that illustrates the actions taken by the origin or

1 - b- | i dat i ng. ki e f th
corr &1 B B REE ATl of QRN B ARl SRRl |1 Ustrates the

actions taken by the origin or sem-trusted 15 web-server when updating a
cookie as part of the procedures described above. Fig. 14 illustrates the
use of Figh&rshowk eflewohart that tllustuaiesitic acidbrstikgnywedborsgn websserver fpr thes shows a

flowchar% %hat illustr te73 the actions taken by the origin web-server when
creat i AGPRUBIESIOSMI8EEflor distribution through a semi-trusted web-server.

Fig. 16 shows a flowhart that illustrates the actions taken by the

sem -trusted web-server when it 20 serves partly secure content. Fig. 17

shows &ig: [10wshdras 4 flowvahart thhudlustettessthe hetioms takon by tlekemignstet eveblsesrt fonttba

recei ving secur content, 4 SUBSTI TUTE SHEET (RULE 26) WD 02/093377

PCT/ USGTBQ‘%G@Q“ WLInT8Si% | ustrates the use of a new content-type that

di stingui shes secure content. O her objects and a better understandi ng of

the invention may be realized by referring to the detailed description.
10 Fig. 11 shows a flowchart that illustrates the actions taken by the origin web-server for creating a

cookie that will be presented to the semi-trusted web-server.

Fig. 12 shows a flowchart that illustrates the actions taken by the origin or semi-trusted

web-server when validating a cookie as part of the correlation procedures.

Fig. 13 shows a flowchart that illustrates the actions taken by the origin or semi-trusted

15 web-server when updating a cookie as part of the procedures described above.
Fig. 14 illustrates the use of shared keys by semi-trusted and origin web-servers.

Fig. 15 shows a flowchart that illustrates the actions taken by the origin web-server when

creating secure content for distribution through a semi-trusted web-server.

Fig. 16 shows a flowchart that illustrates the actions taken by the semi-trusted web-server when it

20 serves partly secure content.

Fig. 17 shows a flowchart that illustrates the actions taken by the client when receiving secure

content.
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DESCRI PTI ON OF THE I NVENTI ON 5 The present invention enables a client to
access restricted information through a sem -trusted web-server. A typical
envi r onmewp o2/93sf11 ch the access occurs is illustrated in Pcg/ushi/46be figure
shows a client, an origin web-server, and a sem -trusted wep-server which
are connected to a core network such as the Internet. The client 101,

sem -t F?tlgqllldﬁﬁteﬁ%é/&% oFQ4ewaBtchl-lygk thatBRiSALIYRE sdbf &nfergOnnected to a
core network 102. The client, sém -trusted web-server, and origin
web-server can be directly connected to the core network as exenplified in
the fi or_ they n be c ect v1a I nter redi ar ewal | s, routers,
bnd subltE iR M RE e TR S leleyioh i b e S Reh ey
packetgehﬂa;@%cTﬁﬁ&prk foll ow when the client communicates with the origin
web- server shorten the length of tinme that the client nust wait for
a response to requests and to lighten the |load on the origin web-server,
the sem -trusted web-server may service the requests of the client.

Gener al | '-t is chosen to service the requests of a
cIientb&ﬁﬂaggéf{;NfirTuorgﬁﬁag@ﬁééfver is closer to the client than the
origin web-server or if the sem-trusted web-server is |ess |oaded than
the origin web-server. In sone configurations, clients always 20 nake

I eqUESiThe pReséntSAVENtibh UAAHREE MERNELIAEdss kaxtiéd inhmatibe tRshgh Nsenfinsedver .

The sem -trusted web-server may respond to the client, fetching content

f rom t Mebereivgr nAvieical envispnnaent ﬁewbybahg/acceﬁrocmé l%lélmtrattﬁkd»@tl"ea lwegﬂwsféﬁlv@r

may refer the.client.to ot her m-tru erver, or the in
server v hisd el rE v e G et SRS i S bifeetitafh s
requestorelReidrR8lch £0ME gtthat i ons, a client first nmakes a request to the
origin web-server. The origin web-server 25 may refer the client to a

sem -trusted web-server for the current request or all future requests or

5 SUBRTI TUTE SHEET (RUL WO 02/ 093377. PCT/ USO1/ 46648 th
web- serﬂ;EFh?ﬁi ﬂe%eBBSVaJSFE V\ffgﬁewﬁf %‘hé‘n PF8Ht™ ?eé&’déﬁ? al%ﬁﬁonP%CFet tOtEhCé“ftcl i ent

to 40 ﬁ&%orl& 'ib'ft ?ge c\ﬁ?éﬁ't %glrnYﬁ‘[lStE&)(Neg stQ/ELt ag@oﬁ% lt\{ib%r %:g\%?g&gge clljlké%tl '?hel, the

sem -trusted web-server 1s not necessaril
cont r okomdected@o the core network as exemplified in the ﬁgure or they can be connected via

pm]

intermediary firewalls, routers, and subnetworks. The semi-trusted web-server may be on the
route that packets in the network follow when the client communicates with the origin

web-server.

15 To shorten the length of time that the client must wait for a response to requests and to lighten
the load on the origin web-server, the semi-trusted web-server may service the requests of the
client. Generally, a semi-trusted web-server is chosen to service the requests of a client if the
semi-trusted web-server is closer to the client than the origin web-server or if the semi-trusted
web-server is less loaded than the origin web-server. In some configurations, clients always

20 make requests to a semi-trusted web-server rather than the origin web-server. The semi-trusted
web-server may respond to the client, fetching content from the origin web-server as necessary,
or the semi-trusted web-server may refer the client to another semi-trusted web-server or the
origin server if the semi-trusted web-server is unable to satisfy the client’s request. In other
configurations, a client first makes a request to the origin web-server. The origin web-server

25 may refer the client to a semi-trusted web-server for the current request or all future requests, or
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content provider or the origin web-server such that the sem -trusted
web-server is not trusted 5 with regard to the security policy for

| ong-t er weepsdBTVe data. However, the sem -trusted web-®emTxmsni/ias4d r ust ed
for authori zati r identjfiers on- it ransactions, and SSL

t unnel ?Ihegor¥%1?£”8 g’%%rgﬁfl%aﬁéeé E?Jnsdetotpfﬁ;l g dsf é}% {f{e?lﬁgféghés\{v\g}%{ '§ %rr \?léer Cl}egpt?eam -trusted
by t he s@hi-Gisted Webs&REMBF a pBRLASS tieoBigoake. met hods are needed to protect the
restricted information at the sem -trusted web-server and to protect
sensitive user credentials. Qur patent provides techniques 10 to provide

als. Qi paten hr 0.
o € nout Pt SR FR S B P e e I AETle b iR RS,

such agome@proAsEV R thSoridia vabakeher suchlth@ ke §etniafBRISVIbERIVr ¢ R tusk@r Mat i on
at the sem -trusted web-server without risking long-termsensitive data,

addi i ovithl regard &2 thersscuaite polieydedlongiterm sensitigadatehEoseverc thgrsemotrugiad  nachi ne

that is tunning.in t networ k that .can.depl oy fhe.inventi.on di sed
ner ei n WehHEN e aBiee T EhMaYonaty SRNASED ol atadlly A et Bl hd SSE°C
sem -t kimkRAk MR RoSEeHY Boca®eithd eniBRSEA W server idkehRdrua@ethshodridine client,
trusted agents of the sem -trusted web-server, and trusted agents of the

ori gi nweblsenier,\ae¢ess ppniral evdtleasls 2Indeder ermsatettribe resirstadrivionmpioon adhesi st s of

f ts_includi t hent i cat 0 dent i al tqr .203,
cr edentTRITEELRRATSH 040 PG srBisiioe: redegfitsy GED PAlsteroyife e ihnidies
enbqdi weplovidelackdis §oﬁtﬂ)ﬁ%‘Fésﬁ%tedtiﬂﬁ)rﬁﬂﬁ(t}%’[tthé?&tnﬁftrl.%% WY sepfor %femshdﬁ&ingo by

external " services which are already present in the network.

aut henflongateon s@BRiviei datt at st Seenittiustet oecbtdervee budbras us@passvarfie ori gi n

web- server 103. The credential creator 203 generates credential for the
client to be used for subsequent communications. The credential presenter

204 ¢ BbIE alhsnt 1D Gokebd RBkicRUSHRMhARN 4t9hd ReiSR/edWebSdchd: WithosEiskelg 104

The credential correlator 205 correlates the client credential wth the
accessilong-tetm sertsitavedlatah edditioreh fungsiens ardeeddefli €rg. 2 2bowihthe saucthiearftany equest s

restricted information, the client is referred to.the origi.n webh-server for
aut hent“iaGBWFg‘?ﬂt isppnaing dn thedistwoK that san deploy the dnveptimdisclgseddiersin.clhepack to

h i - . . G i
t e 13CHachind 9bP thay WRRSAOUEL athBnd BRLAEN ifniliRRIASLCbAR Nt GEERENEY,

presen em -trusted web-server. ter the cre

corr el atubted agénicofathdnt usised agehts o€ theaemi-aaped dasbiserveand trugted agentsasfuest
by providing the requested content if the credential is valid. 6
SUBSTI thyTEisgHEET-seRer. FApgyevice 201 implementing this invention consists of four components

including an authenticator 202, credential creator 203, credential presentator 204, and credential
correlator 205. In some embodiments of this invention, the authenticator 202 may be provided
20 by external services which are already present in the network. The authenticator 202 first
authenticates the client 101 to the origin web-server 103. The credential creator 203 generates
credential for the client to be used for subsequent communications. The credential presenter 204
communicates the client credential to the semi-trusted web-server 104. The credential correlator

205 correlates the client credential with the accessing client and the client user identifier.

25 When a client requests restricted information, the client is referred to the origin web-server for
authentication. After credential creation, the client is referred back to the semi-trusted
web-server to repeat the request and the credential presented to the semi-trusted web-server.
After the credential correlation, the semi-trusted web-server responds to the client’s request by

providing the requested content if the credential is valid.
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WO 02/ 093377 PCT/USO01/ 46648 Fig. 3 shows a first enbodi nent of this
invention illustrating a technique for presenting a client «credential for
t he case wben/otidze7 sem -trusted web-server 300 and the ori gcmuseb4ases ver 310

| geat ' - ' ; . d
company EarionF adhd FROBHATE: BRERFLART i Bnta Rhiee PR PR CICG,

t o t he ceadegiial fovethe &% wetien tHhend-thagdasb-desves 008 anddB ofigireweteskri@ 1bareori gi n
web-server by the sem -trusted web-server. The client 1is authenticated to
t he or iIQfiatedvid hesmpediamg SPACE dRsnaipy { e PEQXYROMHRNB OO ABABORBHY.CORt t he ori gin

o edent s B 3F B E Al Rt SR A RS RRRR e PRSP “Thec 11

envi songmRiREt it BdrnEtirads referd ehtRSrighewappavaty thé k@it trustddt wenedvder aheeRént( | P)
address and the HTTP header information. The origin web-server sets the 10
cooki e iv#ithangicerd enthe grigin Web-gqrvanyith the pathentication 32Q prmpanent. tAtibe etgin

web- se r t i.Qi -SRIV I P,redirect.l.on, cause the
L R e R B T P WA

domai n HTTrecovkeowhich adcledee kiientwhidifibenvifoasrhat @ebrinatibi SucheRithe dppafeaticlient
web-server 315 when the client nakes a request to the sem -trusted

web- sedntemet Rgotaceb(IPyaddress and thedd B hepdery/eformarien.c I belengin atebesgrves beis then 330

co nent, .corr.el ates_t .esent ed gokie.to the client-specific

e Do seif O HikctieR b1 Re B B0 Bt o SRR obfed o RV BBSRkIN® ¢ e
HTTP headakrienhighfTT®rediréctiohe Be@Rkd theissmi-ahibidd webBesMnd dribsh 8€b-server

web- server responds to the request using the access control of the user

i dent i Rfedn thepsaeie nasee-space Hemaioothe eredatiil tovlamtvilhhelpresenté¢dtatthasenufintsted

Ki ill t i Fig., 11. Fiqg. how f.l har t t
P st vabaehenar e ety drsrbietio e iRe St v SR 1 B 20 ¢ ne
embodi QERL-r§ieMYebRervby thedredbiBall oRWaAEH 830 SoRPdRhEG riehtid e plesthidPl

whenever the device inplementing the embodinment is started at the origin
web-1§ecvakie 8ilthe clientsspeqifid Ovirannenvmfgimationsichsasitheappagint slidnofP akssagad from

aclient. n receiving. a sage, in ep 410 the origin web-serve
checks ?}geon"gg hF‘PdeeE Hgo’a“%@ﬁt T?‘Z‘e g‘ﬁ‘ﬁ%ﬁt"iaﬁé{tgﬁ SeMFEUSd Welt-SeRisf Tpponds to the
aut hent.j : ' ' - ' ' din
g, 15 Rty BRIl Ot et Mo e e B oqide Tho ohackedd, 10
cl i ent vadatioh ofitlicheokiecat Bhistiratedingdpg A0, then in step 425 the origin

web-server initiates authentication and returns to step 410. If the client
is authenticated in step 410, then step 415 is executed. In step 415, the

origin web- ¥ YShoWs G HoWchP iap RS {tbEthe actions taken by the origin web-server 310 for

20 the embodiment shown in Fig. 3. The flowchart is entered in the step 401 whenever the device
implementing the embodiment is started at the origin web-server 310. In step 405, the origin
web-server waits for messages from a client. Upon receiving a message, in step 410 the origin
web-server checks to see if the client is authenticated. The client may be authenticated by
presenting a valid client credential as illustrated in Fig. 12, or the client may be authenticated by

25 another scheme. If the client is not authenticated in step 410, then in step 425 the origin
web-server initiates authentication and returns to step 410. If the client is authenticated in step
410, then step 415 is executed. In step 415, the origin web-server uses client-specific
environment information to create a client credential which is stored in a cookie that is set on the
client. Next, in step 420, the origin web-server refers the client to a semi-trusted web-server.

30 Finally, the origin web-server returns to step 405 and waits for another message.
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environment information to create a client credential which is stored in a
cookie that is set on the client. Next, in step 420, the origin web-server
refers thwookoexst7to a sem -trusted web-server. 30 Final | pcTiUusel/aasiggi n

supsTI e BFREd Thaet Y (P8 B AR ah B0 SRR -erironn oy

f 1 owchalid erhbalimeht! siowh ad Big. 8 herhaﬁbwomt fsakerediy stepe08 @Vﬂené%\ﬂ feadtvieb- ser ver
300 for the enbodi nent shown in Fi 3. The flowchart is entered in step

500 whémelggentingtheepbodimeniyy wartadtat iy serd-tapBe dehwatver 306t larstepd04t thehe
sem -1 4R Sgstw &legg r\églr wg' ?Ofor {'ﬂ%ssscl%j%nfrég %llerhg' eUag cheMn r%gs[s%b Rerver

waits fSOI’ messages recel vin

sem 5t rsmt-&dstwbresemeﬂcmbmbseé ﬁﬂsee@enf hetsrsabmittearatcobaﬁ c@uﬁmlﬁg £dalal cooki e
containing a valid client credential in step 510. Step 510 i nvol ves
cor r el gliewgredsatial in gigp 5¢0.edentSil @ invokves sarreladng le cligntisradenisaiin Seepkicc

| nfor gy, thocglenp gqx_sx:ltflt& &%%g‘?tfl tﬁgtt tgg sen]t tr&s%&/ \%l{ 9&9’% 0r1])§a1]c rto omttlrllegclﬁ:h{ gnt as

illustra € crede Ve I'n ep 510,

then stgptaia ih slgemcmtﬁéi clienk Bredéial B3t vAIREInSEH 5110r ﬂh‘éh @Qp%bmwewecl refers
the client to the origin web-server and returns to 10 step 505. If the

cli ent In, Btepl &A0.ith¢ sangi- twreido\wmsegwmefslﬁohe @llrﬁé\ht%tbeprlglllawbsseéxeé@ad &ummn; fp st ep

515, nd.cli.e cre nt i al te i || ustrated . i g.
731 Pp DFaf B B fickElly K FRETANE 20 HEFSUT R chto g aBMBPe Pl
client cbskiaHhd\@idnt ERdértiad tsaipdaté as l1fustrived & Fignt3.i Aftée0kep3itsh Meisé@il tiukted St €P
520, then step 535 is executed. In step 535, the sem -trusted web-server

sends aveberepied dleatks toesss algibe cloent ieaugharizad imstep 529 Ulf the dligntsis @pt 80orized in he

client orize n ste e s execut ed

Cont ansPS I BOF HEE S35 RS lied Alistchinn By i Bek et rfheng
web- S e hYREagk &4 H{e'lﬁeﬁtoanﬁtr@bﬁrré% st%P@OSVaIftﬁe 1t [Rhuthored At 526' %en@te%"!@ﬁ’s a
second enbaodi ment in which the client credential is presented to the
senlst nusteented apbthseputent i6 PEovisded: th¢heorlieg. nFollobAsestee 525 Uik nd-tiusedor i gi n
server O redirects the i ent to the sem -trusted web-server 635 with

HTTP I’&ﬁ%rS@E‘feF BAUnS Y LeRpihuiidaRHis IRHIPEEES28%e case when 20 the origin

web-server and sem -trusted web-server are not |ocated in the sane donain
although it can also be used if the servers are in the same domain. In
this efipdisheows a stdoad elibedimenakewhiah theadigasdredentibhie peaseiged o saei-wrested The
' equeStwelbsserSv%gg%)(l) lr)T)?tShe ro?fg(lanr \I;vglgj sérgert6hl((a) a(rjlgl Itk?el (I;}‘lg\i\ﬁ ?erxslgrr6vl 0 re£¥ects the client to the
semi-trusted web-server 635 with HTTP redirection. This embodiment addresses the case when
20 the origin web-server and semi-trusted web-server are not loca.ted in the same domain, although
it can also be used if the servers are in the same domain. In this embodiment, the client makes a
request to the origin web-server. The request is sometimes referred to the origin web-server by
the semi-trusted web-server. The client is authenticated to the origin web-server with the
authentication 630 component. At the origin web-server, the credential creation 620 component
25 creates a client credential in the form of an HTTP cookie which includes client-specific
environment information such as the apparent client Internet Protocol (IP) address and the HTTP
header information. The presentation component 625 sends the client credential to the
semi-trusted web-server 635, and then origin web-server 610 refers the client to the semi-trusted
web-server by HTTP redirection including a reference to the client credential cookie in the HTTP
30 redirection URL. When the client 605 makes a request to the semi-trusted web-server 635, the

presentation component 615 gives a reference to the client credential cookie in the form of a

URL query string, or if the client already has a client credential cookie the cookie is presented to
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the sem -trusted web-server. The client is authenticated to the origin
web-server with the authentication 630 conponent. At the origin web-server,
the credewoioaloozsreati on 620 conponent 25 creates a clientcerusdewndsisl in

the fOE ese];m Q&smmb %PVQ eInV\"ﬂe (t)rrelrk%nUde pof)é:ﬁt%? t% felgi(::e t@q%/élgglgrggts and

I nformation suc ast eaparen |en erne

t he HTIRdeMeadeskié Rfi@edes detitt odd\ef the ﬁSﬁﬂTc@bkleilatQﬂémﬁetﬂlste@l%ebS@Wei e
client credential to the senmi-trusted web-server 635, and then ori gin

web- s ethﬁ@rchem@sne@ﬁé eBvironanent infarmationtsheh aseh¢ appaestt eent R pddress\ead the/HHTPP

B e R

seni 5t rr'rmsct}fégl tnmeﬁﬁfry@rmi@ﬁEmenttllfhesennrtﬁx%@atv@tbts@fw D HRRIBbKIE bA e MRSt for
reference to the client credential cookie in the formof a URL query

st r i ngfutore requestsend Itheeiﬁfmléms@édxﬁbrmgvearqspw&ﬁtto theadeyest @ﬂmg:ﬁio REqess ttroboki e
is presepted t SUBST! T. SHEET (RU 093377 [/ USO1/ 46648
e sonf e detifien Seapiedl ol a3te il b CuERER Enhe see five

refer eﬂggtrb@dtillpplgchlent credential cookie is used to select one of the
stored cookies at the sem -trusted web-server, and then client-specific
envi ronrrent I nformati on such as the apparent cI lent I P address and the HITP
header _i n rratl d'es l:():Q:"O{.rel ate gt.l'h F cl i.en ret?lent.i al ags ill ustr ted in
Fig. 1§1g ?Wéa AR OKIRERTIR OTEIEREs ¢ FQFlgmt‘H&SCEYFé instalfi

semygt 5@‘&&&%9«6&&&6%& 28hS clidie bRk ﬁat%‘én&é“@xe‘ﬁ{ bﬁ‘e@fﬁc iRformh&éHo&hs Sﬁgﬁﬁ S
and the sem -trusted web-server responds to the request using the acc

cont r owebekrvieh mdjhseuhe |sctantru§tedaweb p@mrfmsdllmg atsh@nd@hkmtes;deTpregrfanr imethe and

val i datj on of thehél ie.are §trated [ Fi vvs athird
embodi FEFR DFOWsRAF 5 Flifspes lw qmatign gyt Fﬁ%‘ng}‘ﬁ?‘hW ﬁerg@rv

i nstal biRgdimedt Qddcr & thELak ru/heﬁ'tfi’éaorl?%lf? WeB! %fv@f)wseﬁll ItRRle g%e%%ﬁxrer Lhaletsends

client-specific |n ormation to the origin server
sem -t tacateddn Belsaserdearain, akh@lghiingnalsdeaned ifltheservess ahe ip tlmg;ammdlomatrh e

client browser that sends client-specific |nformat|on to the sem-trusted
web3 e Mpsrembpdingent psblasa ireraiges fga&%e sadng epokies d& apEsRUEHIONAYIUSING RIB- ser ver

and Se@h rﬁrs %&ﬁgeﬁkﬁ%n&%@ﬁ%orﬁ{aﬁoﬁ% th s%ﬁﬁ;toﬂﬁéd? &€l de%?%kgé)ﬁe [}%sltgd fgough

it can e use rvers are i1 n
enbodi magin \fzw et (pedibdebeifgefdrtetko tfe dﬂ‘guﬂ@eb@@ﬂ’(/bleﬁy thekerallirh@ed i cati on by

using &%{)eserver) The client is authenticated to the origin web-server with the authentication 730

component, which may be enhanced with the first client-side program. At the origin web-server,

20 the credential creation 720 component creates a client credential in the form of an HTTP cookie
which includes client-specific environment information such as the apparent client Internet
Protocol (IP) address and the HTTP header information, as well as additional client-specific
environment information that is collected by the first client-side program such as a hash of the
local IP address and browser application process identifier. The presentation component 725

25 sends the client credential to the semi-trusted web-server 735, and then origin web-server 710
refers the client to the semi-trusted web-server by HTTP redirection including a reference to the
client credential cookie in the HTTP redirection URL. When the client 705 makes a request to
the semi-trusted web-server 735, the presentation component 715 gives a reference to the client
credential cookie in the form of a URL query string, or if the client already has a client credential

30 cookie the cookie is presented to the semi-trusted web-server. In the correlation component 735,

the reference to the client credential cookie is used to select one of the stored cookies at the

semi-trusted web-server, and then client-specific environment information such as the apparent
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client-specific environnent information. In this enbodi nent, the client
makes a request to the origin web-server (possibly being referred to the
ori gin weWwoenysr7 by the sem -trusted web-server). The clPCenisoi/s6648

aut hentj.c d th ri;g-n.web-server.. wth the henti.cation.730
compngh?n?tlﬁﬁcllir%ssﬁlg tﬁeehgmélﬁ%%&l_ Pt at{oﬁgsf“feﬁlsats a?%ﬁihglﬁél-cllfﬂgtésljﬁ?lgﬁr am At the
orrgl nem%ﬁ%ny%ozn?éﬁohfbﬁtaﬁ{eﬁdﬁﬁhé &Jrreq?zitﬁﬁtdoﬂ@)pﬁ&ﬁ 790 menathe GERAHES a
client credential in the formof an HTTP cookie which includes

cl i ent cBpesideiprogramiis oomalaied inthe chenticordestial h [fabe chent aptehee tite adientent

I nt t . Prot | | P d dt HTTR.h i nf ti |1
ad 11 S1Ap R it e Sl PO RGPS FROTHat MBS eRoT e Srvedt et by °°
the §i fisetseRliii@Bied WeBBefeP HsAEAEYS heasqist\@idl BE aldess cdn@ofbf thEuaddd&sisieAnd
br owser aptpl i cation process identifier. The presentation conponent 725 25

sends spesifeddiinthe enokute rithiedbrmas andhwalgdation of instcedkinets-idustiated indYg. ldnd t hen
origin web-server 710 refers the client to the sem -trusted web-server by
HTTP redirection including a reference to the client credential cookie in

the HTFEg, BRALWE el R saFRlexc BB tHBcthd Rithe Hird M6t A AIURRAted th Fitgh? A
sem -trusted web-server 735, the presentation conponent 715 gives a

r ef er enbenttsendshae FET TR request (& i thalorigookétesdrvert ke drogimveb-serveRteplioewith
string, or if.the client al rez&/ h@ﬁ@.cl i ent .credential 30 okj e the
Cooki & 2P SUBPRICRPT PSS e agE (U r HaiER i RIEBNSE0 e UsprAS e BT pd at i on

co n | t | ey | 18 i o]
e R T STk e S SR L
cl i ent asthemtichtion éatu.i If drermset [0 arfdopasmtérd aresvatidatad stdvessdiyipeateind ordein SUBSTI TUTE

SHEET ( RULE 262 WO 02/ Q93377 PCT/USO1/ 46648 client | P address gnd the HTTP
header WeRferRRtheH HheRrighe Meb-servaienes & plignt erqesa 1 the crientd8 L anlhe eifibnt

header ¥ _ _ _ ectiprdtlenibe |
R e S D S L TR A e

mat chesgnd tiger I io€tHe clieh®tdeoiierland 1dvahlPt didreseMihid mfgtradonvelhasksdvianhsdient t he
cookie on the client for future requests and 5 the sem -trusted web-server

r es péndier priyagnand segtieask ap shieng spasaliarasiedadion dpformationsto thesorigin wepserver £528)-
SPecl 1§ olagﬁnt\p%-%?\o% %_FeaEII'gA_E‘VaER %E@%}Ves Qé]%es}f%édqg‘lt& Arigry zﬂqec‘l 1§ﬁg{fésea fafefence

illustrate n e nessage exthange occurs n
t he t hid ¢headtoRIH iTEINY redizedtioh WS tHeadliet (805 FTHe oMgindl wel-s@Wr a$nesieathe IdddiRe

request (800) to the origin web-server. The or i.gi n web-server replies wth

at the semi-trusted web-servers (830) or in a directory accessible to the semi-trusted web-servers.
The client proceeds with sending the request to the semi-trusted web-server (835) as indicated in

20 the redirection. If the semi-trusted web-server and original web-server share one domain, then the
client includes the cookie. If the client does not include a cookie, then the semi-trusted
web-server looks up the cookie from where it is stored by the origin web-server. If the
semi-trusted web-server does not receive a cookie from the client and does not find a cookie in
its accessible storage, then the semi-trusted web-server redirects the client to the original

25 web-server and the process restarts at message 800. The semi-trusted web-server can implement
protection against oscillating redirections by allowing a client only a small number of
redirections in a specified time frame. If the semi-trusted web-server has access to the client's
cookie, then it sends a correlation client program to the client (840), which gathers client
environment information (see 815) and send a hash of it back to the proxy web-server (845). The

30 semi-trusted web-server then verifies whether the client's environment hash matches the

environment hash stored in the cookie. If not, then the semi-trusted web-server redirects the

client to the origin web-server and the scenario restarts (800). If it matches, then the semi-trusted
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an aut hentication request nessage (805), which is presented to the user as
a user ID and 10 password pronpt. The client replies with an authentication
response wesgags7{810) including the aut henti cati on dat aprcirfusbheseuser | D

d d | i : b- h h
or 1 ot nvaenener YBitEa e R AR bl it ol R TR oD R ¥ T

Pr ogr agemhiiasteweh8erGbi GiilacRBEdlRAt Aed@ieihREFoin HRGBbkieAHH CORUHRBS with the
i nformation, e.g. process |D and user ID of the client's browser and

| ocal Rethariaionslf thielient neredentialsare suffiviantte dcgess thseqiested infosndtion theri vacy

and sent bac Cc t Ckfl nf t4,on to the origin
- sontasst Eaffiacd kB RRERE R REORE SLAM AchiBh ST iRfhell sfula O

descki hed-selep ipddlesth@coockle %@dedcﬁﬁéd)ﬂﬂﬁg a s eJeﬂﬁﬁﬂh@ Qpdited EdUkiCRK hRkséddet he
redirection of the client (825). The Ol‘lgl nal web-server al so stores the

cooki e 85@to thelisenind storss e updited epakes 11 thgadessible sioragedor wotidrugtedccessi bl e
to the sg m-trusted web-servers. The client proceeds with sending the
request o°tYE seni - trust ed web- server (835) as indicated in 20 the
redirection. If the sem -trusted web-server and original web-server share
one domain, then the client includes the cookie. If the client does not

i ncl ud&ig 9(§bOWBeﬂOW¢bart thabdeseribestthe behadlior né thegsigireweb-seker iuphetﬂhiafdcooki e

f whe t d b- .| f t t ed
webr serripdisat i SRy 4 Afebhudol AR Rkt oG 1388 RbiSReTG o
cookjpe nie@sdg%§(9@(5§Qﬁ’ﬁérprlegeﬁltngra%ﬂ@m s, &%rﬁg@m%&%ﬁ&tmpc%& ver

redirects the client to the original b-server and the process restarts
at nessageoddht infenaeni(910)as ﬁantrlhabmsl"eg VEby seadingrapdlienende pgonetthon

agai nst .osci ting redirections b | owi .n client onl mal | unber
oD iR hish et s LB R B The Brtein - erust Shaminey nBe B 4 erver
has ac i ! I
progra‘%??%e £ hSEIG RBls B15F A Bnod HERL iPRIARA% A3OE ﬁ%ﬂn%’éf'.vﬁf% tion

(see 8am t}&nﬂlgsrewébaeﬂva&haltsffor btheaekudss (008). Prttexyisepthe sagmamb( $dbey. The 30
sem -trusted web-server then verifies whether the client's environment hash

mat dAeduthpaticagssihe gisrbit2o hhs rendingraaquihentisadion seaucd. to the qlisat andnusiting or
sem -t pus f and
T R L S R A e
SUBSTI TdilkEthehialr hedeRiNorbid@n MERsBZY 19 98 107 tHeCTiehiS835 Yemd4Be onEih wersepler waits
val i dates the cookie (as described later in Fig. 11). If the cookie is
val i d, ferrmshertrpguests (905). In this case, the origin web-server should audit the number of failed
authentication procedures per client and lock accounts where a certain limit of successive
20 authentication requests have failed. If the authentication is successful and no cookie is present
then the origin web-server creates a cookie for the client as shown in Fig. 11, and sends the
cookie to the client together with a redirection message that refers the client to a semi-trusted
web-server (940). If origin and semi-trusted web-servers do not share the same domain, the
cookie must be stored in a directory accessible to the semi-trusted web-servers. Otherwise this is

25 optional. The origin web-server then returns to the state where it waits for incoming requests

(905).

Fig. 10 shows a flowchart that describes the behavior of the semi-trusted web-server in the third

embodiment as shown in Fig. 7. After starting the semi-trusted web-server (1000), it waits for

incoming requests (1005). Next, the semi-trusted web-server checks whether it has as cookie for
30 this client (1010). If the client does not submit a valid cookie with the request and the

semi-trusted web-server does not have the client's cookie in other storage, e.g., in a directory,
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sem -trusted web-server extracts the client's credentials fromthe cookie
and continues with the authorization. If the client's credentials are
suf fi ci enwotooogsecess the requested information then acce®seTitsopscoys ded to

the cligenta. Li 0 i i . The. sem.-trusted 5
web- sert %rth% %l(ﬁ%dt? gstsre%%geiaéég% I (g rggv%gérg gf(gggﬂi f%?%}e %ﬁqfons }§§W{Sﬁ’etﬁfl pdat ed
cooki e sewni-rusred sabaerv8bghthes tliwnt envignimentindoratative $1 0208 usingdatBshtgRRKi € i n

the accessible storage for_sem -trusted web-servers. Fi‘%@Q shows a
f 1 owch&FSARAP derctibed pelsiet hd hsspmiirgstedebsarver thgn Merpigs-vehethes the gathaned t hi r d

| ovehd f bejet he emavirareop et Vs stvesha grllongl i
" vai {0 e tepblhenfiofofi B (e PARNRIIR S MEAR gL R,

the or it dosvatvtaken ek caitherderedd tfilic ipih hMebreiver iodreteRyAINcdoRID)108S). If
described in Fi g 8 by sending a client side programto the client, which
r epor t 4t qasg,3Bent the sempirgstedivebniervarupdgies ierropkis- (&Y ap deseripdinstighist Aben a
valid ook r i i LSt ] then the.client is
referr é% ‘%ﬁl 1?‘%&8)2{7/%&5% g%@/g‘ecf[ yébgﬁ?ntgg#gz?thaeﬂ %%‘?’EP%C (T(t‘)e- %rgf@g?ks\?\tg?t s for

ot her nedofisition(0I0R) clichk foeicetss ehe fefgesadiigoPmuedir @o4Verf tAdclaut ek i cates the
client (925) by sending an authentication request to the client and waiting
for tBethatizediatacesss therfequesisdnnfermationdbencthe lsemi-irasted web-8ervemsesdyes 805 and

810 lf . the aut hentigati.o i\l s, then an access forhj nmessage is
ent®, SOrplidn GBS b, GRNE 1 0 0 reye B S GRT s B RoSTE G e

r equeshthcA9&) ther thetdliest i6 pEfvidedRBeddE (1W50). WERT#&1AY Bhe SHRUEQURES-sdrlig number
of failed authentication procedures per client and | ock accounts where a

cert ai retpingite thefwaiting #istsi(0520 aut henti cation requests have failed. If the
aut hentication is successful and no cookie is present then the origin
web-server creates a cookie for the client as shown in Fig. 11, and sends

the cogkilgil@thhke af Iekﬁﬂﬁlefogg%h&ﬁrco&i% ﬂla@%sgczgzi)té@ﬁ 1heRrBESRAdEritathd ef ers

the client to a sem -trusted web-server origin and sem -trusted
web- sereekis copishot! tslograest dre meneeoymedand dre pactonkotenoryptedoEhsemmingded n a

diregtory accessible.to the sem -trusted web-servers. (xherwse this is 25
opt 1 3nart cTRETEot BF RIS TEBITER % At Pt PRETGFH 1 s LSRR B ichepla s

for i nggﬂ?@g?&;mﬁ%fﬁﬁ}ﬁn §§tﬁ9é§ e\iklfle:égg)g a@ieﬁ@ﬁ&@?ﬁgiabﬁwgﬁ;tg%m&f flegLdipes the

behavi e sem-truste erver in odi ment as shown
i N Fi greqhiestAchdr as baenthyribe diign selisetver §itle d); Wedbelkar'yaser (dbQO)atioh tas weddt for f or
i ncom ng_requests (1005). Next, the sem -trusted web-server checks whet her
it has aydonzaionbysthe origin and semi-trusted web-server (1115); optionally a random bit pattern B
(1120); a time stamp including the creation time of the cookie (1125); a global time out value
20 valid for the whole domain (1130) which is usually a fixed offset added to the creation time; and
a cookie inactivity time-out (1135) which is a fixed offset added to the cookie creation time. The
clear part of the cookie includes the key identification number (1140), which denotes the key
used to encrypt the upper part of the cookie; the domain name of the origin web-server (1145);
optionally a copy of the encrypted random bit pattern B (1150); and finally a digital signature
25 (1155) over the fields above whereby all fields are used in the clear for creating the signature.

Afterwards, the fields of the first part are encrypted using the key Kc (1160) shared by the

semi-trusted web-server and the origin web-server.

Fig. 12 shows a flowchart illustrating the process of validating a client cookie and returning
client credentials in case the cookie is valid as part of the correlation procedures. The client
30 cookie may be present in the HTTP request by the client, or the client may provide a reference to

a cookie that is stored at the semi-trusted web-server or that is available to the semi-trusted
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30 this client (1010). If the client does not submt a valid cookie with
the request and the sem -trusted web-server does not have the client's
cooki e i nwotobey33st orage, e.g., in a di rectory, 11 SUBSTI POTHSBHEEETS ( RULE
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sem -truste b-server (1115); optionally a random bit tern B
a tilfre irfbamgsionris gattiened by e eneatused webrernaf. Stree cb@mspec(lﬂdé’nﬁalronmegi obal

tlne out value 20, valid fo 30) which is usually a
fixed PRt loé‘cféfﬁla a3 %PpLaFFé‘t ?églf‘iséﬁn% F‘f?&%@ﬁ%er(ha Bk Fams fregt thg chigntt | me- out
(1135) cufileelion Syl diadliohd pelinedria b [MorSRRh Sudf RAHAR of e
cl ear Sar t o 't he eCOPffI e] IIE S? udes t ﬁonBT%gynl? entifi l(J:atar%on %uni)er ?wa%)f
whi ch diendtiers btdvesek pyocesssdshtitior, and Iy pddrésienayripasentrartic @initthstedomdb-erver he
domai n_nanme of the origin web-server i1145)
by the second client-side program. After step 1230, in step 1235 the hash of client-specific
20 environment information is checked for equality with the client-specific environment information
stored in the cookie. If there is not equality in step 1235, then the cookie is invalid and step 1215
is executed. If there is equality in step 1235, then step 1240 is executed. In step 1240, the client
access credentials in the cookie are retrieved. In step 1245, the validation process reports valid
and returns the client's credentials to the caller. These credentials are used throughout the

25 authorization to decide whether to provide access or not to the client.

Fig. 13 shows a flowchart illustrating the process of updating a client cookie. After starting
execution in step 1300, step 1305 1s executed. Step 1305 checks to see whether or not the cookie
has been marked valid in the validation process illustrated in Fig. 12. If the cookie is not valid in
step 1305, then step 1330 is executed. In step 1330, the cookie is deleted from the client, local
30 storage, and any cookie directory or storage device and step 1325 is executed. In step 1325, the
cookie update process stops. If the cookie is valid in step 1305, then a new inactivity time-out is

set in step 1310 and step 1315 is executed. In step 1315, the semi-trusted web-server checks the
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optionally a copy of the encrypted randombit pattern B (1150); and finally
a digital signature 25 (1155) over the fields above whereby all fields are
used i n tWweoclear7 for creating the signature. Afterwardspcrhsof/samigls of

the fir i : shated by the

o -t ro PRRaberf sPAGh LR R AP da by IR o1 (e S Rl B ve

f 1 owchamtidif thekey hdsitirged gt oplifabestigiafwebaderdahas@nea flebLat (OO kémi-aided
ret urni n%ofﬁd ient credentials in case the cookie is valid as part of the

cor r el AYG0o¥eTYsT dedieatmgdhat theskay) ip apfonger vabigk leintigp 19d Spthe &evis riodongss valid;p
i . i . ' f to . Ki
oS E ) SRk RIS TR PN et ROSASHGE e 90 he

sem -5t rensitypeéd Wdth the)Bsnht INAF& RyERdic4lBULRhE &}y \Oh024GRIBAd &6 134304/ 46648
web- server through an external device or directory. If no cookie is found,

then tK&e@H¢dknt is referred to the origin web-server so that the client
can be authenticated and a cookie can be created. The cookie validation
procedure starts at step 1200. In step 1205, the cookie is decrypted by

usi ng tHige 14 dmirite dRMKeyfehey usddthykeininaisl Webaere maloegin ABH-8QPESRS | at e
decryption key and by 5 performng the decire)/pt- operation. In step 1210, the
gl obal Protaet-natftof shegcdokiechatly pganst ppgotised modidicggon andedisHeskadhedkey ertry f t he

cooki e expid and . t-he.bit pat i.S.conpa the hit pattern
copy. ICP %?’ ﬁlgécoofgﬁél%g’ eélélh(%?(tb?nr%u erkﬁ{O@?’ttli?ueel?eytqﬁggffg?%&gz’la”Bioﬁgg’%%g' eyt he
i naciol \inie/olit vaRreQU4 1 O At thetbBginn g,t thB@FigEnrvﬂelﬁfb@vé?i&ea&%tatl&?@nﬁ?R/Yth%rlﬁzw"Ot

equal, then the cookie is invalid and step 1215 is executed.” In step 1215,

t he pr &epgsnavekeyridentifinatipn dumbet, andorsempty tinteeous yalue endh distritotteséigsicnrety and

the bit 10 tterns. match in step 1210, then step 1220 is exe d. In step
1950, P SeRERRESA Bebaensrale SheR tRE eobilronihe BT isododicii b fid ke
as comMNpihsRY i@enifcallsh SPER L4 Wi of i

execut ed?)’ ot ﬁ%r@vié rlste Cgt glhg%gogfgﬁggg{gt%‘)eogé§?%§[§getggﬁ%02%%‘Q’?ﬁéaé%%g&l ﬁ?% of

t he cootabeserves isdheeketd. belcbmphenised) st arigin debsenvet issurt amewtlegRntrhevithaoki e i s
invalid and step_.1215 is executed. If the signature does match, then step
12335i Jey, bfa@ﬁeélg.ﬁc BongquEmpey 03 Psecffﬁi“éﬁfu-s"segéﬁ‘ﬁ%ﬁeéveéﬁhﬁfr%ﬁﬁ@*rﬁonl%omﬁ%;rthmi on

i s gat hepady byut Bosfithe LSt &kNGEs- 367 s i R
envi ronnent Y ?élrll% ofgrggt I o% such as a%pge?eérfl%a{ol Slglsggfg) rb gﬂsﬂéﬁgmf%{%ﬁg%%lgrkeﬁas h
may corfegf§ saondsg. Aftérahis tincoomeatue@rpirstdakiatRing the brkey apEsd ohger
envi ronnment information such as a hash of the | ocal user
accepted (see Fig. 13) and clients presenting them are redirected to the origin web-server for
authentication and creation of a new cookie. This way, cookies and user information related to

20 cookies that were known by the compromised web server lose their value for replay attacks.

Fig. 15 shows a flowchart that illustrates the actions taken by the origin web-server when
creating secure content for a client (1500). This part applies if the client retrieves information
that shall be kept confidential even regarding the semi-trusted web-servers serving these data.
Embedding secure content into information served by semi-trusted web-servers enhances

25 scalability and security as most of the information retrieved is not highly sensitive and can be
shared by many users leveraging caching in the semi-trusted web-server. The small amount of
individual and sensitive data is retrieved transparently for the client and automatically by the
semi-trusted web-server from the origin web-server. A special secure content handler, installed in
the client, will present the secure content to the user in a way that makes secure and conventional

30 data distinguishable for the user. To enable secure content, the content provider determines the

key Kclient, which it shares with the client (1505). It then encrypts the sensitive content with a
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identifier, browser process identifier, and IP address may be sent to the
sem -trusted web-server by the second client-side program After step
1230, in woap/0dB35 t he hash of client-specific 20 environmemusonidasrat i on

: . ! . bt hc \ ot .
st or o 0 e REntIIR). e W Rebitfy & SRRERORI Kefie N4 ORITR g oot
cooKi e (il $15) e dottern th riakpd h2&h2 newsta€KISQ0Y &l thed sdrval &thes dR&ugltd the diinsSt ep

1235, then step 1240 is executed, In step 1240, the client access
cr edentor & theisemi-Husted viebsemerwhish embgdsthe seruse eqnterp aspart pthy gonteritit ssmves

proces Vgl L and returns t heat's credential s to t cal ler.
These: dp HEEAIR 25} s B dhaRulib To Tt Sl fy b0 B KiSutae

whet Belent®pieavitide canefsappitsii udedfeh@ypted edtentfbOdifféRns BRYSWRIch dewehar t
illustrating the process of updating a client cookie. After starting
execut isbareithe kaydpcleap he erigip weBosrviesjusiareds wkncsipe the t8OBaHeEy lsultiple disees
mhetheqn?élQﬂﬂthﬁoﬁoogke has been nmarked valid in the validation process
illustra eg |n‘%lg. £97M% the cookie is not valid in step 1305, then step
1330 is executed. In step 1330, the cookie is deleted fromthe client,

| ocal 30 storage, and any cookie directory or storage device and step 1325

i s exediig-dé.shows giflopch@p that ilhstrateoibk petiansdaltce byt wss-tatstadsveblferveanavhendatki e
i lid i 1305, .th i tivity.tinme- i toi t 1310
and ot cv ety Setiedined (5 IFlls ST consrt ieloft hetiggeTetosdiver checks
t he 1013vBLBREL, thlicIRAEREn (iR dibn %@f%nﬂﬂoﬁ%ﬁé .%91%3 EReRSTOMSONE ﬂ@t@ﬂ%@ilneg €3605)

managenent systemto see if the key use y the client 1s sti valid. The’
key nayndptes¢rded toathe drigin wébesdresy wWias retiimadg ttseaure cbntediteram ihgi arigiveb- ser ver

ha ent .a ne .the m.-tr ed, weh-server indicating that the ke
e o MishgeP e e 1hiS 1hnEialon st SR Wb T BrisdsyBi i key Kbt ap
1330 1 3528, .th?.thelsferé'fi-lv?mr,uftrﬁﬁl%e%%@@er thevkeye Eécu\’@édéﬁjent T&gﬂ? %lfé{lﬁ%@ﬁetg}gzo the

cookie 'is encrypte the sane shared key 1 ndicate

i dent i forigm Wetebatverrad seps th82bntest to ebeediehed 61 5. §vVHether lséansé cattas cihbe key
entry used by sem -trusted web-servers and origin web-servers to__protect
par t! oﬁaﬁﬁé OF BRtJepch o g SPHERt 1igpkhaRd Belgtermtned by dhs ¢iginmebdraer dddre. The

B S S B 400 e

the origin web-server creates a key entry with a new

Fig. 17 shows a flowchart that illustrates the actions taken by the client when receiving secure
content (1700). First, the client's browser will check whether it has a registered program for the
type of content it received (1705). If the client receives conventional content then it processes the

20 data with the existing content handlers (1710) and returns (1715). If the client receives data
tagged as secure content, the browser will automatically look for the respective registered
program to handle this content (1720). The client recognizes secure content by its special content
tag (see Fig. 18). If the browser does not have registered a handler for secure content, then the
user is prompted and must go through the installation procedure. The client-side handler for

25 secure content is installed via a secure connection from the origin web-server; throughout this
process (1725), the secure key Kclient is installed in the client program as well. Kclient is known
only to the client-side program and the content provider, e.g., a cgi script or servlet in the origin
web-server. Next, the client program as part of the web-browser is triggered to handle the secure
content-type. The client-side program extracts the protected key, Kp, attached to the secure

30 content (1730) and computes the decryption key Kcontent for the secure content by decrypting
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key, a new key identification nunber, and an enpty tinme-out val ue and
distributes it securely to all sem-trusted web-servers. The origin server
i ncl udes wo ozlgs3appropri ate cookie field (see Fig. 11), trhe/usey46648

o 1 PHERSEF B 160l Rt DR TER SLARE 09 KetfcBPR 400 neETef ver

I ssues tige eeirekeMte@NIdychet the antd&rith @WtHea¥cuirel emtéxftl(g@ﬂd)%enﬂéﬁmﬁﬁg tieartkdx@se
sem -trusted web-servers that are not conprom sed; this new key issue

t ri ggeran phbangdded astysualtbydheveb-beawssr er ¢ap bsaresanigd bl de dlienesidaprogedmuem a2 o t he
ol d ke ( 5.secongs) . After thi I me- out val ue. expi.res, ki es using
The o b dpads ERERARh vl of Erpblls Setk Barde sl W TR AR BBk et g

themare redirected to the origin web-server for authentication and
creation of a new cookie. This maﬁ,_cookies and user information related to
20 cdoltiged Sthatraigs the navoopntey-tynedhatoprptitashe d odseoirb cortentel 80Qs A nehetag val ue

for re ttacks. ..Fi.g. sho a flowhagrt that illustrares the actions
t aken: BN ol s Rt T o B Rl et i@ e
(1500) in Fiy. $50 T prpddBcey sbetldhg1810)@BMpHeds theNss Ftd‘ﬂé&édw Keent b akcshal |

be kept confidential even regarding the senm -trusted web-'servers servVing

t hese &t seureEanteddiThg tagdes fnllowedrbydha ercriipted sstwe wanteni(18 £%)v Ode byssibility to

sem -trusted b- server nh .25 scal abi.l.i nd.securif S t. of
the 1 nPP REEPLITS SERFT SUREIE BCHS BHIS SSORer Iy ERRHIOT G besee Jnad iby
Many oUsghdled BY £hadicBSehARURE THR B RsIEBmdifUBE SR SRtekey (ﬁls??)sema' !
anmount of i1ndividual and sensitive data is retrieved transpdrently for the
cli ent tlanstcaatconteni (d 81 3)y Abgththgossibdity istto usfinda neb HIML dragffoosectleeontehyi n
web- ser

er... A special secure conte andler, installed in_ the client,
wil | preddhimpl e@%&’&r%c‘l{%ﬁ%?ﬁt t%%ﬁ%ﬂg aygérpoerﬁeréom’y ieragludipg e rretseied and
conven .Ht 'k Lstd I I@ lf r the user. To enabl e secure
conten%{) tefﬁte egg}l%j@?n%{r}%\f}eﬂggbﬁg?}gr(n?n s the key Kclient, which it shares
with the client (1505). It then encrypts the sensitive content with a 14

SUBSTI TUTE SHEET (RULE 26) WD 02/093377 PCT/ USO1/ 46648 key Kcontent (1510).
The key Kcontent is encrypted with Kclient and added to the secure content

(1515) 4, : i r i 2 i ther
i ot 1yt 8 i S olRo R HAE Bt R G B Bfboc ittty B0 M e BEDRRAR O e
secuse tiepb@nt indsntivdl ITHY inkvbrdtichaniyehy usell f&rahaBapplieatiohs. STEiS, Effough ¥25) . The
procedure ends with 1530. Using an independent key Kcontent to

description is made for particular arrangements and methods, the intent and concept of the

invention is suitable and applicable to other arrangements and applications. It will be clear to

those skilled in the art that modifications to the disclosed embodiments can be effected without

departing from the spirit and scope of the invention. The described embodiments ought to be

20 construed to be merely illustrative of some of the more prominent features and applications of

the invention. Other beneficial results can be realized by applying the disclosed invention in a

different manner or modifying the invention in ways known to those familiar with the art.

The present invention can be realized in hardware, software, or a combination of hardware and
software. A visualization tool according to the present invention can be realized in a centralized
25 fashion in one computer system, or in a distributed fashion where different elements are spread
across several interconnected computer systems. Any kind of computer system - or other
apparatus adapted for carrying out the methods described herein - is suitable. A typical
combination of hardware and software could be a general purpose computer system with a

computer program that, when being loaded and executed, controls the computer system such that
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5 encrypt sensitive content supports the use of encrypted content for
different users which do not share the key Kclient; the origin web-server

j ust needwotoooexser ypt the conmon key nultiple tinmes insteat/usbhi/adees whol e
cont ent; I O f Lt i t he actipon aken by
tho sens ittt Rk MRS bbb Rl i Bkt W $600)

| f t he computee prgrine ptodust, vhichi coxpaisdryall the fdeifts dnabbieahe LApWRRNEELN 8F thet hen
client identification information (e.g. the client's COOKIG% i s determ ned
(1605) meshpflsgeasibad bercim andiwhishi-gyheneasied & y eempensysisnr | isubledo tarey e@cur e
conten§m£%9QM&Q@_origin web-server (1610). This identification enables the
origin web-server to determne the key Kclient (see Fig. 15). The

sem -trusted web-server receives the secure content for the client fromthe
origin web-server and serves the content to the client (1615). Whet her
secuPe COFMUEIPregIAM Fecans Ot eRAREIqITOgTam ia disatessnbepntdxe mesneayiexpress@inf inand i s
determ th rigin..web-server.. . Th procedure serving the.secure

cont entaH)fe)gdrn?Xa ’ cgod?:eoa %8{5gl 101 04 & S ﬁ%nsf%fgc.msr—lp%flg OLABHLS ASFMARYHEA t hat

i 1] ust f@fbaBatidherackiing Sagadl ey tdperfona aC F&rﬁ@ﬁlaﬂ/\ﬁﬁaidﬁ%yam&t@ QF Hft& eithent ent
(1700). First, the clirent's browser wll check whether it has a registered
pr ogr a®f peth of e follgwingat) cemvrsen to anothse lingeage( aorle Y notafion; e refrpdistion st ei ves
convent;i.on ntent then it processes the 20 data with the existing
contenghﬁgﬁgfégguﬁ%yTb) and returns (1715). If the client receives data
tagged as secure content, the browser will automatically |ook for the
respective registered programto handle this content (1720). The client
recogni zes secure content by its special content tag (see Fig. 18). If the
browser does not have registered a handler for secure content, then the
user is pronpted and nust go through the installation procedure. The
client-side handler for 25 secure content is installed via a secure
connection fromthe origin web-server; throughout this process (1725), the
secure key Kclient is installed in the client programas well. Kclient is
known only to the client-side programand the content provider, e.g., a
cgi script or servlet in the origin web-server. Next, the client program
as part of the web-browser is triggered to handle the secure content-type.
The client-side programextracts the protected key, Kp, attached to the
secure 30 content (1730) and conmputes the decryption key Kcontent for the
secure content by decrypting 15 SUBSTI TUTE SHEET (RULE 26)
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WO 02/ 093377 PCT/ US01/ 46648 the key Kp with its own secret key Kclient
(1735). The resulting key Kcontent is used to decrypt the secure content
and checkwohe/9astegrity of the secure content (1740). ThePpPcedishi/idsgs

cleart @qgay8n be handl ed as usual by the web-browser or can be presented
by the client-side programin a way that shows users which part of a page
is secure content and which part is not (1745). 5 Fig. 18 illustrates the
neM/coqient-hﬁgg thgt is.attached to secure content (1800). A new tag
(1805) HavingJapsdesHrabed que invertion prhst wrstaimag ngwand desirerth se@ire by Lettdrs Batent
program fimatwll ed as described in Fig. 15). The protected key section

( conprises the key, protected by Kclient, to decrypt the secure
content. The tag is followed by'the encrypted secure content (1815). One
possi bi lit o, inplenent the secure content tag (1805) is to use a speci al
file théhéF&WdGQWQP?HgZsec"), which is 10 handl ed by a new content

handl er. The file itself contains the protected content key (1810) and the
secure content (1815). Another possibility is to define a new HTM.- Tag for
secube enairingt Jeastwini chientrp hewEyesritfed isfomatRncRdth @i bripAOVELL &R tRddgRa
pointer to the file including the protected content key (1810) and the
secur e SeBhtretied el seyer inglugiag thg gepstdiat t he foregoi ng has out!lined some of
the nore pertinent objects and enbodi nents of 15 the present invention.
This invention may be used for many applications. Thus, although the

descri phithertidafingBeié af I@AstPa¢ tliciyl ar arrangenents and nmet hods, the intent and
concept of the invention is suitable and applicable to other arrangenents
and applications. It will be clear to those skilled in the art that

nodi fi i: to.th i scl osed. enbodi.ents can be.effected wit hout
Gopar t EREURES clich LRGeS i EroR Rburi a6 B sl P deast
enbodiaﬁgu&mgyght to be 20 construed to be nerely illustrative of sone of

the nore prom nent features and applications of the invention. O her
beneficial results can be realized by applying the disclosed invention in a

di fferent nner .or nodi fying,the inventign in ways known to those famliar
Wi t Hst H%esg{}ﬁgr%%]%heﬁ; %g?ﬂt& H\%ﬁ??"@)’rﬁtr‘(‘?&#‘ﬁ&'?e&ﬁ?ri zed in hardware, software,
or a conbi nation of hardware and software. A visualization tool according
to the present invention can be realized in a centralized 25 fashion in
one conpuelatingssast @ripasoond dlieat with thel dhiehtededeashl; and wher e di fferent el enents

are spread across several interconnected conputer systens. Any kind of
conput er system - or other apparatus adapted for carrying out the methods

descri BI%@I(HI?é Qi@ aéce.§§to§9fdta?@a§'t' orfé‘ ciié’rﬁi cal

2. A method as recited in claim 1, further comprising serving the restricted information to said at

least one client through the semi-trusted web-server.

15 3. A method as in claim 1, wherein the step of creating comprises storing the client-specific
environment information and the client credential in a cookie in said at least one client’s
browser.

4. A method as in claim 1, wherein the step of presenting comprises:

sending the client credential to the semi-trusted web-server; and

20 using HTTP redirection to refer said at least one client to the semi-trusted web-server.

18

SUBSTITUTE SHEET (RULE 26)



conbi nati on of hardware and software could be a general purpose conputer
systemwi th a conputer programthat, when being | oaded and executed,
control s woeegmsput er system such that 16 SUBSTI TUTE SHEBCT(RULE625) WO
02/ 093377 PCT/ US01/ 46648 it carries out the nethods described herein. The
present invention can al so be enbedded in a conputer program product,

whi ch SoApnétbedasainiclditnel , ixvhatain te sespadilprasgntidpecomypisesrent ati on of t he

met hods descri bed herein, and which - when | oaded in a conputer system- is
able to carry out these nethods. 5 Conputer program neans or conputer
Progr adind %) ANESPHAe GRAL EXlerRPRD AEcRIPLESSIA (o I sclliubBd 0BG £ 00
or notation, of a set of Instructions Intended to cause a system aV|ng an
i nformabd on processing capability to performa particular function either
directly or after either or both of the followi ng a) conversion to another

| anguage, code or notation; reproduction in a different material form
17 SUBRTdridill GeBlsERLr sk ﬁT@‘ﬁ)redé\Qc%A Qy%%%& il 1ehSOhe éﬁéﬂ%o tHels@hMRust@vi ng
t hus described our invention, what we claimas new and desire to secure by

LettérsvePseenet. is as follows: 1. A nethod conprising: 5 enabling at |east
one client to access restricted information froman origin web-server
through a sem -trusted web-server including the steps of: authenticating

sai d ak. AGAGho®@REin&ldiant whefe%aiﬂe@&p%f%}éaﬁﬂg c&hfgeet i al havi ng _
client-specific environnent information fof each said at |east one client;

10 presenting the client credential to the sem -trusted web-server;

correl atl1 %1 ahd at Iea?,t one client_.with the client credential; and
collecting the client-specific environment information; and

storing the client-specific environment information in the client credential.

7. A method as in claim 6, wherein the client-specific environment information includes:
10 a hash of the HTTP-Request header of said at least one client request;

a hash of the IP address of the machine used by said at least one client;

a process identity of said at least one client browser;

a hash of a user identity used by said at least one client program; and/or

any combination of these.
15 8. A method as in claim 1, wherein the step of creating comprises:

placing a first client-side program at said at least one client;

collecting a first set of the client-specific environment information using the first client-side

program,;
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providing said access to said at |east one client. 2. A nethod as recited
inclaiml, further conprising serving the restricted information to said
at | eastwone/ogdsrent through the sem -trusted web-server. PeS/UBo1/456net hod as
in claiml, wherein the step of creating conprises storing the
client-specific environnent information and the client credential in a

cooki e s¢erdlirgppthd fiadt sttagfIhe livat-gpdceitt nvirolments RformationftoltBé B9&n dfeblRrvekaind 1,
wherein the step of presenting conprises: sending the client credential to
the sem -trusted web-server; and 20 using HTTP redirection to refer said at

| east I 1 -1r - ver.. 18. SUBSTI T, SHEET
(Roce S8inGRecbeisSab e sRiihst S bl et Rk Elaan MR R R her ei
the step of presenting conprises: sending said at | east one client
credential to a directory accessible to the sem -trusted web-server; and
t he or Pgidnmakind 88 indpiny8; Weereimtie stenioh wetelabinginsludeAd sai d at | east one
client to the sem-trusted 5 web-server. 6. A nethod as in claiml1,
wherein the step of creating conprises: <collecting the client-specific

envi r or¥RRni ke Wbl Lhier pladingtaeidid JiBa-Gdd ﬁiﬂ%raﬁpﬁcsbfdia@ | @BVAHeQRERAt
information in the client credential. 7. A nethod as in claim®6, wherein
the client-specific environment information includes: 10 a hash of the

HTTP-Request header, of id.at least one client request: a hash of the IP
nidr 2oCiEtbe 8 SRR sl 8k il snebiy o rnfien SPfuhEbieRi of 2 dlent S8
i denti pygpfm:sai d at |east one client browser; a hash of a user identity
used by sai d at | east one client program and/or any conbi nati on of these.
15 8. Anmethod as in claim1, wherein the step of creating conprises:

: : : Y . I ¥ :
pl aci n?en%irfg' t cS: tsec%lncli genttof%llledcelliegtr-gp%[:g{p e%gfirgr?rlngnt?rtlfonggfc}n ?ont egerhi?trrlfléted

web-server; and
correlating the second set of the client-specific environment information to the client credential.

10 10. A method as in claim 9, wherein the first and/or the second client-specific environment
information includes: a hash of the HTTP-Request header of said at least one client request; a
hash of the IP address of the machine used by said at least one client; a process identity of said at
least one client browser; a hash of a user identity used by said at least one client program; and/or

any combination of these.

15 11. A method as in claim 1, further comprising the semi-trusted web-server accessing an
encrypted version of the restricted information, and wherein the step of creating the client

credential includes adding a decryption key to the client credential.

12. A method as in claim 11 wherein the decryption key is a partial key, and the step of providing
includes the semi-trusted web-server supplying information to said at least one client enabling

20 conversion of the partial key to a full key.

13. A method as in claim 1 wherein the step of authenticating includes employing a

user-password scheme.
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collecting a first set of the client-specific environment information using
the first client-side program 19 SUBSTI TUTE SHEET (RULE 26) WO 02/ 093377
PCT/ USO1/w668489333Endi ng the first set of the client-speci Pra/Envideannent
information to the origin web-server; and storing the first set of the
client-specific environment information in the client credential. 9. A

et hod 1asAintethddisin@laimtie idiereird the sepeid aathestivating aicluigs HepibyiAest leddhBne

sem -trusted web- server placing a second client-side programat said at

| east &#&ifiEiteent: 5 collecting a second set of the client-specific

envi r onnent |nfornation with the second client-side program sending the
second set of the client-specific environnent information to the

sem -t n6sAetkthodd-iaelandre, whsgiche sepalficolfectihg tieatendspeeificthvirdnent
client-specific environnment information to the client credential. 10 10. A
met hod iIermaiios) ig pesfarmegihyths eriginavebrseser.amd/ or t he second client-specific
environnment information includes: a hash of the HITP- Request header of
said at |east one client request; a hash of the IP address of the nachine

used 5byhesarigin fleblsedst stofifg theictigrit;spacific @fEishmehe Hfbinatioh is tie@lidht crédaghl. one
client browser; a hash of a user identity used by said at |east one client
program and/ or any conbi nation of these. 15 11. A nmethod as in claiml,

f h
oo AR 0t 18R U T R R R R e
C|IentﬂmQﬁ%Q@ka@EﬂkﬂC|Udes addlng a decryption key to the client

credential. 12. A nethod - as in claim1ll wherein the decryption key is a
partial key, and the step of providing |ncI udes the sem -trusted

conver &7 oh L8 e Ry Phets e péElrus G8R e Rerit n Py T eh 1

wherein the step of authenticating |ncludes enpl oying a user-password
schene. 20
18. A method as recited in claim 1, wherein the step of creating a credential for said at least one

10 client at an origin web-server;

19. A method as recited in claim 1, wherein the step of correlating said at least one client and the

client credential is performed by the semi-trusted web-server.

20. A method as recited in claim 1, wherein the step of authenticating said at least one client is

performed at the origin web-server.

15 21. An apparatus for enabling at least one client to access restricted information from an origin

web-server through a semi-trusted web-server, said apparatus comprising:
an authenticator to validate said at least one client;

a credential creator to create a client credential having client-specific environment information

for each said at least one client; and

20 a correlator for matching said at least one client to the client credential.
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SUBSTI TUTE SHEET (RULE 26) WO 02/093377 PCT/ USO1/ 46648 14. A nethod as in
claim1, wherein the step of authenticating includes deploying at |east one
certificawe.028337A nethod as in claim®6, wherein the st epPO?fr/usoi/.lt(ﬂscsi ng the

Cl1 ent -H0ehé birSVAJ QRUIEAL 1, WAERRITAE bflled il PREGLPLIRA RY g 0L

web- server, origin’ web-server storing t clien c

envi r oremeinonmert duforhation ina dobkieki iaBhidat kdsnealient sowdsr et hod as in claim
8, wherein the steps of placing and the step of storing is perforned by

the origin web-server. 17. A nethod as recited in claim1, wherein the

sem -tr S&‘ﬁ]%}’ﬁ?‘%“? ﬁg Y la1h§2§Jl P Iﬁ’ge&écﬁﬁ{lé/l rreatoréqesfeﬁtsqge; ‘fbrgéje 1%]I trgigi ted in

claim ep of creating a cre nti one
10 cli e;am1-a1115tadhw@b4sgtvtarmeb server; 19. A method as recited in claim1,
wherein the step of correlating said at |east one client and the client
credential is performed by the sem-trusted web-server. 20. A nethod as

reci tSecéA' Thé’g th&s’avi’ﬁ%f '}lt Qﬁer%hnetﬂe JedngfaPa%EﬂI g n% %Iltdm e:,[ Ierastl one
i i B pEabLA wpEat gy

client or med e origin web-server appar

enabl i rsgldait ldaetaﬁie chivet’ s:lbmaz@ér to access restricted infor matl on from an
origin web-server through a sem -trusted web-server, said apparatus

conprising: an authenticator to validate said at | east one client; a

cr edentjisa havi .C ecific
i T orronpE BRI I SleART. AntiliBt oSEFRPELLR 3 Bl ufh R RroBE Ly
cor r el ahetlieh¢s broatsehi ng sald at least one client to the client credential.
21 SUBSTI TUTE SHEET (RULE 26) WO 02/ 093377 PCT/USO1/ 46648 22. The

apparatus as in claim2l, wherein the credential creator stores the
client-,specific enV|ro for t|on in oki e in said at |east
one cl |2§ fﬁ WIS, mﬁ 2:11 ‘Q{B ‘ﬁ§enéfs “fsﬁe% '?ﬁr‘éefﬁ‘amcé’F%siWXWean

cr ed@ntchélyp@t &8fsRin @tﬁ@&@ﬁri@teﬁhﬁfo@rﬁ@lﬁiﬁﬂ bh@dhe lcfedeR®al creator adds a decryption key

to the client credential.

~ 27. The apparatus as in claim 26, wherein the decryption key is a partial key and the semi-trusted
web-server includes an information supplier to supply said at least one client with information to
enable conversion of the partial key to a full key.

15

28. An article of manufacture comprising a computer usable medium having computer readable
program code means embodied therein for enabling at least one client to access restricted
information from an origin web-server through a semi-trusted web-server, the computer readable
program code means in said article of manufacture comprising computer readable program code

20 means for causing a computer to effect the steps of any one of claims 1-20.

29: A program storage device readable by machine, tangibly embodying a program of
instructions executable by the machine to perform method steps for enabling at least one client to
access restricted information from an origin web-server through a semi-trusted web-server, said

method steps comprising the steps of any one of claims 1-20.

25 30. A computer program product comprising a computer usable medium having computer

readable program code means embodied therein for causing enablement of at least one client to
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sem -trusted web-server. 5 24. The apparatus as in claim2l, wherein the
credential creator stores a client-side programin said at |east one
client's wWooese377 25. The apparatus as in claim?2l, whereiPaTiusel/ewmus el at or
stores j - S [ L et

appar at eSS LA G R SR Fofl ANGAM WRp sk M@l SoltBiRfbeoRtnel e
only t coarputk® readebly preptanendd meaafintshid compuiter ptogehni pfoductadonphisingrdnipher
credenti a reator adds a g\ﬁgypti on %E to hhe client credential. 27. The
appar at'§&128% RIASTEMAORF SEransl ceising HeomaRitstyBeler thiedprrstus qfany pas okdgimend
the sem;zjgusted web-server includes an information supplier to supply
said at least one client with information to enable conversion of the
partial key to a full key. 15 28. An article of manufacture conprising a
conmput er, usabl e nmedi um havi ng conputer readable program code neans

enbodi et 'HEFRPRFROTINEHIG ng at | east one client to access restricted
information froman origin web-server through a sem -trusted web-server,

t he conputer readable programcode neans in said article of manufacture
conpr i shewys éa@rgnablérg atdedadiesclipnngraacass caeicQ infamatifrofroansorigth Aclb-eemet er
to effect the steps of any one of clains 1-20. 29: A program storage device
r eadabltBroygh AgetRi-Husted WabSever BFMEARSi ng a program of  instructions

execut abl e by the machine to perform nmethod steps for enabling at |east one
client to access restricted information froman origin web-server through
a sem -rheans feduirehticRingshid a8 ddast ongrtibmgd st eps conprising the steps of any
one of clains 1-20. 25 30. A conputer program product conprising a conputer
usabl e nedi um havi ng conputer readabl e program code neans enbodi ed therein

20) w0 DO LEAT BB o enti R kinBaRe i sB e b e R R A R

ori dion saklat RkVEHe diiBa@ugh a sem -trusted web-server, the conputer readable
program code means in said conputer program product conprising conputer

means for presenting the client credential to the semi-trusted web-server;
means for correlating said at least one client with the client credential; and
means for providing said access to said at least one client.

32. An apparatus as recited in claim 31, further comprising means for serving the restricted

15 information to said at least one client through the semi-trusted web-server.
33. An apparatus as in claim 31, further comprising means for storing the client-specific
environment information and the client credential in a cookie in said at least one client’s
browser. .
34. An apparatus as in claim 31, further comprising means for:

20 sending the client credential to the semi-trusted web-server; and

using HTTP redirection to refer said at least one client to the semi-trusted web-server.
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readabl e program code nmeans for causing a conputer to effect the apparatus
of any one of clains 21-26. 5 31. An apparatus conprising: neans for
enabl i ng WO okegst7 one client to access restricted informrcomwshr/amsuan
origin web-server through a sem -trusted web-server including: nmeans for
aut henticating said at | east one client; neans for creating a client
crede ntﬁSaAnm‘pparagls cak inealdins Pk ovHerain dre\dringnWEMerwmtmeaHfr T®rredieactiemensend0 sai d
at | east onge clien ns fqr presenti n\g (ﬁ client credential to the

A Ay

seni - t g Faskme WéP 3p the e taisteg wederer Ret icgmgrisipg FeANGioE sendingnt
Wi th t ledCrJt 'lé%@ttorférc‘?igﬁtrgrécﬁlmlalatﬂq dirZBRRPack it Q)Vthéjké?ﬁi t?@s%éléi \@?DC t o said at’

| east one client . An apparatus as recited in claim

conpri si ng nmeans for serving the restricted 15 information to sald at

| east qne client through the senl-trusted web-server. 33. An apparatus as
in cl aitty 49 2PPYRRES IcIRpPY ? bif e amBrsiBg MepRt iRy the client-specific
environment information and the client credential in a cookie in said at

| east one client's browser. 34. An apparatus as in claim31l, further
conprsi sofigetimgahscliemt-specir @wirdnmgntiihforebti@ntandr edential to the sem -trusted
web-server; and using HITP redirection to refer said at | east one client to
the sem -trusted web-server. 23 SUBSTITUTE SHEET (RULE 26) WO 02/093377

PCT/ Us%drﬂ&%?ch%i e% U iﬁﬁ)rlingti i?li tHe (gl%ent LG ap the origin

web- server “uses Ion to sen sal eas one client to the
sem -trusted web-server, and further conprising neans for sending said at
| east one client credentlal to a directory accessible to the sem -trusted
web- serd/eAn apparatyy agydgint 3 Whsrgin the) chient specifie gpyiRumens ppingdtieg inadedes: f or
5 collecting the client-specific environment information; and storing the
client-specific environnent information in the client credential.

a hash of the HTTP-Request header of said at least one client request;

a hash of the IP address of the machine used by said at least one client;
10 a process identity of said at least one client browser;

a hash of a user identity used by said at least one client program; and/or

any combination of these.

38. An apparatus as in claim 31, further comprising means for:

placing a first client-side program at said at least one client;

15 collecting a first set of the client-specific environment information using the first client-side

program;
sending the first set of the client-specific environment information to the origin web-server; and

storing the first set of the client-specific environment information in the client credential.
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37. An apparatus as in claim36, wherein the client-specific environnment
information includes: a hash of the HITP- Request header of said at |east
one clienvoneqesst; a hash of the I P address of the machi meTused4doys sai d at
| east one client; 10 a process identity of said at |east one client
browser; a hash of a user identity used by said at | east one client
pr ogr ard9. dArddpparatems io oldn 381 funthedonpresse. m&Bs fkn apparatus as in cl ai m 31,
further conprising neans for: placing a first client-side programat said
at least one client; 15 collecting a first set of the client-specific
envi r onpegmil tms%drwéa Q&S Bt BSedohli Sherftlol R Hrogibi sHE AfeAT oS BAH NG e
first set of the client-speci flc envi ronnent ornatlon t eorig
web-server; and storing the first set of the client- speC|fic enV|ronnent
information.in the clie B edent i 24 SUBSTI TUTE SHEET (RULE 26) WO
02/ 09337 eqbing/A 380N dasbe ‘ € §4entApe %b%‘?vé’toﬂglea%m Hmajign withghe ?eﬁ?@ch‘élrem -side
conpri ameans for: the sem -trusted web-server to place a second
client- S|de program at said at |east one client; collecting a second set
of the cllent specific environment information with the second client-side
rogram ndi ng the second set of the client-specific environnent
Pnf grsma?f”i‘ Hgf SF?@dSSSH’fStS? GgnEgPeciipenydiopment lﬁh’cﬂmé%?fr@lthﬁ PRIk econd set
of the gl &hls 5£ﬁ0|f|c environment information to the client credential.
40. An apparatus as in claim39, wherein the first and/or the second
client-specific environment information includes: 10 a hash of the
HTTP-Request header of said at |east_one client request; a hash of the IP
addr es $0BFlating thegeeandesctiafehe pYensspesifig envirgameniiafosmaten fo the chigns eedential.
identity of said at |east one client browser; a hash of a user identity
used by said at |east one client program

40. An apparatus as in claim 39, wherein the first and/or the second client-specific environment

information includes:

10 a hash of the HTTP-Request header of said at least one client request;
a hash of the IP address of the machine used by said at least one client;
a process identity of said at least one client browser;

a hash of a user identity used by said at least one client program,;
and/or any combination of these.

15 41. An apparatus as in claim 31, further comprising means for the semi-trusted web-server to
access an encrypted version of the restricted information, and means for adding a decryption key
to the client credential during creation.

42. An apparatus as in claim 41, wherein the decryption key is a partial key comprising means for

the semi-trusted web-server to supply information to said at least one client enabling conversion

20 of the partial key to a full key.
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and/ or any conbi nati on of these. 15 41. An apparatus as in claim 31,
further conprising neans for the sem -trusted web-server to access an
encrypt edvoees9nn of the restricted information, and neangcrarsosddisg a
decryption key to the client credential during creation. 42. An apparatus
as in claim4l, wherein the decryption key is a partial key conprising
neans f43r Antapparsesias tir alsitredil , edhes eomerising o aippebys fonhethemidanii bﬁerﬁ?io?iir@ta

| east one client enabling conversion 20 of the partial key to a tull key.
25  SUBSSTRASTECIEISERSFY RULE 26) WO 02/ 093377 PCT/ USO1/ 46648 43. An appar at us
as in claim31, further conprising of a nmeans for authenticating by

enpl oying a user-password schene. 44. An apparatus as in claim31, further
conpr i sidngnapparatweanm dlaim 3l tfinetrdtricompiisigg bfa cephsofpr Bghéiticali@aby déPeying at
certificate. 5 45. A conputer program product conprising a conputer usable
medi uml??éb?‘?f'gce er readabl e program code neans enbodi ed therein for
causi ng enabl enent of at |east one client to access restricted information
froman origin web-server through a sem -trusted web-server, the conputer
r eada@blds. pr cgnpurergodgrangandudt bomafising 0 APmbeter WabrmaEdiRh Mgk co@PRIct Si Ng
conput er eadabl e program code nmeans for causing a conputer to effect the
appar at’ aélf’ Prpgrag redy meansgmiodiedyhereinfer canging sopdymynyt aglaEstpng RIURT 9 6)

access restricted information from an origin web-server through a semi-trusted web-server, the
computer readable program code means in said computer program product comprising computer

readable program code means for causing a computer to effect the apparatus of any one of claims
10 31-44.
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