22 COCT 2004 ONLI NE PAYER AUTHENTI CATI ON SERVI CE Thi s applicatiop ZIGiTg004
priority of U S. provisional patent application No. 60/199, 727, filed
April 24, 2000 entitled "Visa Payer Authentication Service Description,”
which is hereby incorporated by reference. FIELD OF THE | NVENTI ON The
present invention relates generally to financial transactions, and nore 10
specifically to authenticating the identity of payers during online
transacti ons. BACKGROUND OF THE | NVENTI ON During a paynent transaction

using a paynent card ge.g. a.cr ﬂ]r (l% ed value card), it is
inmportant to verify Q R&I“'@i{r‘g anj W@E%ﬁ%count to 15 avoid a
vari ety of problens, such as unauthori zed use. Payer authentication is the
process of verifying a cardhol der's ownership of an account. The nost
common nethod to authenticate a cardhol der's ownership of an account

occurs routi "é’a licatiorP Clafths pHofB! f WUS. pigvisivaial ipstentibplicationt d¥e.d present”
transacti on. card present -transaction _|Involves,a netchant.,s

I epr eseranAovyrR7; dHehghnrle 26,2000 | ensitted  TVisy PafRF pARGeBiFation BFYHR a paynent
card termnal .tq, verjfy account grflccedit line availability, and

t hen 3¢ hdRFARY ¥y ‘§%‘8ﬁf%§fe cos?%%%?&?’er on the back of the card matches the
purchaser's signature. |If the nmerchant follows specific guidelines for this
type of transaction, the nerchant will be guaranteed paynent for the

amount aut horized | ess di SCOU”@S %q{j% N@gﬁ@rvi ce provider such as Visa
I nternational Service O gdiF3& V8 i ce organization) may

provi de these specific guidelines. "Card not present" transactions, on the
ot her hand, such as those occurring online, through the mail, or over the
t el ephone, i Imtelpresepnjnvention rélates gereraldy to Fmanciak Bausaptionsy AMGEPRant . No
guarantee i s provided pri i eCcaus . . aut henti ecat ed
i n d0ch spesafigaliyde ?@?@é@%ﬁéﬁ#Wons?agrptﬁmg%g{#ﬂot\fmﬁ%gc%y 30 risks to
acconpany the "card not present” transactions. Such risks involve issues |
22 OCT 2004 such as chargebacks of paynent transactions to online
merchants, fraud for both nerchants and rs, increased exception
i tem processing expens@é@lﬁq:T ,Ost d W@gsed perception that
buyi ng goods and services online is not safe ag%p secureéditv\/laig,llg Jry keep
SOIE  CONS UNe Damihg Grp4ynyenh GrapHiciipR: NSIBE APAIMEDE ST (Cs BEredt deblt,

stored value card), it is important to verify 2 cardholder’s ownership of an account to

|

15 avoid a variety of problems, such as unauthorized use. Payer authentication is the
process of verifying a cardholder’s ownership of an account. The most common
method to authenticate a cardholder’s ownership of an account occurs routinely at a
point of sale during what is called 2 “card pi’esent” transaction. A card present
iransaction involves a merchant’s representative taking the cardholder’s card, swiping

20 it though a payment card terminal to verify account status and credit line availability,
and then checking to see that the signature on the back of the cg;d -match§s the
.purchaser’s signature. If the merchant follows"speciﬁc guidelines for this. type of
transaction, the metchant will be guaranteed payment for the amount authorized less
discount and fees. A service provider such as Visa International Service Organization

25  (or service organization) may provide these specific guidelines.

“Card not present” transactions, on the other hand, such as those occurring
online, through the mail, or over the - telephone, involve payments that are not
guaranteed to the merchant. No guarantee is provided primarily because the payers
are not authenticated in such non face-to-face transactions, thereby allowing many

30 risks to accompany the “card not present” transactions. Such risks involve issues
1



_certific

5 risks include the unauthorized use of stolen account infor matd dn 0CJ 2004
purchase goods. and services online, fabrication of card account nunbers
to make fraudul ent online purchases, and extraction of clear text account
information fromnetwork traffic. Gven the continued expected high growth
of electronic commerce, it is inportant to provide nethods to authenticate
payers. ‘This wi ' YR Mtions Qo Sotfiine npehitsi fraud fori bwthudi ng
car dhol dé?cgl, asngirlalcrﬁ%%?g bgggin#lflﬁanci al institutions. Authent éﬁi{aéﬂg t he
payer dukgichchadi3ldnfi@apibbtiesss screaaed excepaes oI ProgesHIng SXPHIESY f fraud,
di sputes, retrievals and charge; backs [ QAGAL Ly n¥ kdfe agduce the
costs aewbanraensqil PRICSRIRM B%?PH%‘% %’\7@%?@3 siﬁ’?‘ﬁzgntl c%tuiyﬁg the payer al so
addresses_ co éﬁ&a‘i?ﬁf bdne EARGRAERSTEA bulligr @flmee Spetificlexanipies dfncr eased
onl i ne s&€Y "Brior ystens used to authenticate consuners durjng online
t ransgict pgiasinomde mmmmﬂmﬁzmbgs@m@@rﬂémﬁ%&eﬁﬁ P Bere
difficult to use,. had conplex designs. . r 1 Sl EhedEntUdiheont
i nvest neand WP@H%%&?R’BF%R?%“&#&C ue{lct:%g%ibefsﬁttoeroperabi lity. Certain
prior Syglﬁﬁﬁ&b&%ﬂh%kﬁﬁhbfﬁﬁﬁ%kﬁicém ichenttionfrodirstwirkdaffia  and use of
es

y nerchants, cardhol ders, issuers and acquirers. Such use of

20 certificat gfh‘{éﬁgﬁ{éﬂ%%nh@d Qﬁp&%@dt iU B 0SB elebiionié eonmfiercheitfior egoi ng,

a system for icating the identity of the payer i onl i ne
t r ansact jrsora@titaipleidtantthadd to. athenticats mmﬁerﬁhl&a‘flﬁr?@n%@’s‘ﬁﬂm@ﬂ | d be
relatively easy tq inple t and..u r I a Jani A N4RskeRAs. Of
r esolit c esystesh ParHHPRAy &0 uﬁpéhcqr@? et %} g H(raarﬁtgbea?tlgb| i tc§dlbet ween t he
system s ,RallLGhR3Hhs )%?d\gﬁ-gg 2506 pRRiHEE: ShduBiOnsCRITTHEdeNIETFSO  The

[ %ﬁ recte '

“ypresent tnvention-is towards an.online servi for aut ticating

“the i denfrhiid] didputespatrivaldani whargeibpekes, Wﬂ’&ﬁ'ﬁ‘bﬁ‘?qb‘ﬁ%tiy ‘i‘ﬁgmﬁl%% r?tcr&?‘!rg\venti on
is relatively 5 easy to inple Nd AUBEntERMS FRS payer Mg Nlrdssesest nent
of resou?séé%lat@a T"ﬁ%l%ﬁ‘?ﬁn‘f . eaér%q%l}tg'vi ées a hi g'# I evglﬁéf interqperability
bet ween Lhensustamlisy Beickinsiananheaefofevill deadonincreassdopriingr spicge 1% he

present Invention allows a card issuer to ver]f = Al dhal .06t Bedndentity
usi ntp a systemest ysedf toqerthearicPie RS S , O‘?Ll}%:e}'u&g% A ‘Zﬂsuts%ueof passwor ds.

Al'so, the.only.s [5é RodItmE St iffiguld t6 atst, hadc edreples designb.ssui ng 10
fi nanci a %E%%F?%%Ii Bt %g{egu?%égnti cation service can also_p ‘éélgeﬁ o
aut hent i gahired sipaifichits upefrerte imsstarantt by n sygsm {ARFRETRAR nﬁg € checkout

process. In a first enbodinent. . the i l ied$he &ehiesh, ddtaihdionhe - use
of a tr atoterppmabiitye f-¢fta gRer ﬂfgteg{rgeaéﬂldpyo%girl%g%h%ebi t cards, identi fti cation

cards, ef6; Nt RafRGtes®y théiehdrts, brdholders, issuers and acquirers. . Such use 0

20  certificates is known to be quite burdensome.

In view of the foregoing, a system for authenticating the identity of the payer

in an online transaction would be desirable. Such an authenticating system should be

relatively easy to implement and use, require a minimal investment of resources, and

provide a high level of interoperability between the system’s participal}fss.



enbodi ment pertains to a nethod for authenticating the identity of 2 geT 200
cardhol der 15 during an online transaction. The nethod invol ves nerchants
guerying a card issuer nmanaged access control server to determne if said
cardhol der is enrolled in a paynent authentication service, requesting a
password fromthe cardhol der, verifying said password, and notifying a

mer chant of the aut henti.gci ;;ﬁ%ﬂgm'h@he password entered by
sai d cardhol der is aut W%W n-a seconlg .enmbodi ment, the 'invention
is directed towards the use of an integrated circuit card (al so known as a

smart card or chip card). One aspect of the second.e Odiﬁ ertains to
a method for Aletpeesentimyenitpnin dirpeteh iqvardom anime SeEes 1oL au §9¥%g a chip

card. This t hod 4 nvol ves. ver j.f yi | RefiSdn isGklafivélydevi ce
i ncl udes%iﬁﬁm&y P@W@%@%}"gaérlrgﬁl%hﬁéﬂésa%?gﬁrrsbm f%?g Cardholder to enter 25

said ghip Grriplénfent B6d 68, Peqiresla mbittal invstent ofresaittgs toamglomsatier
receives the chip . card, the chip card ﬁ%r}]{era es %cngfﬁ‘ﬁﬁrzan‘%w{g@%h is then
sent to whepanidess bightevsl of Mi@opgraElly PIRETHIneSEPHR,S PiNGepetident | y

~generat es @.ﬁ%gq%glgg tﬁ%{é\)ﬂg%%grtﬁénipéés%ﬁtv Slvenfo? aB8Ws UPRArd Rke&RE vesifyi & the chip

P
K )

card and?t i'p card cryptogramto the second cryptogram If
the two i pdaemBAeMdnitgesiag al eaietr ypuahertivatiom methodsheysht afethe e of

authenticity of the card is verified.:. The service of. -pr; - ,nvention
pr esent s passApTdsdy Aht0s G onkyFyseln, El?anqt’f?gmgﬁ‘lghaeﬁ%gg ?’6% 1@%?\%&8 . lays

t he foundati . abirh s hyBnfsabanéep@te Al nEsd $rodde atithenticatienchant s
i nvoﬁ@ed%aﬂﬁiﬂ" %‘%E‘t&ﬁ?\%‘t g?gsélnt " transactions. Additionally, the.3 22 OCT

2004 aut henlts fathe arerdentincealtine during fbe caskeydBer®s, frauds, and exception
item processing. These and other features and advantages_ of the present
i nvention wi | Iy herstpndadihar, tha imventon st dirdctadfownid the BFood #iFadibertlt i cat i on

cxampl o eHd, probepss, B hpoendnea By <G oD P HRET Y, (U o
irE DRAN NSk @g&g@k&em iRt ReT authdrhichting Her idedtinofigesardivddaof , may

best be ersto “reference to the foIIowi}rl‘nzg1 descr. ption.taken in
conj ymct dafng\it bnliseetransaction. The method involves merchants querying a card issuer

managed access control server to determine if said cardholder i; enrolled in a

payment authentication service, requesting a password from the cardholder, verifying
said password, and notifying a merchant of the authenticity of the cardholder if the

password entered by said cardholder is authenticated.

20 In a second embodiment, the invention is directed towards the use of an
integrated circuit card (also known as a smart card or chip card). One asf:ect of the
second embodiment pertains to a method for authenticating the identity of a
cardholder utiiizing a chip card. This method involves verifying that said cardholder
client device includes a chip card reader and then prompting said cardholder to enter

25  said chip card into the chip card reader. After the 'chip card reader receives thf: chip |
card, the chip card generates a cryptogram which is then sent to the access control
server. The access control server then independently generates a second cryptogram
based upon information in the chip card and compares the chip card cryptogram to the
second cryptogram. If the two independently generated cryptograms match, then the

30  authenticity of the card is verified.

The service of the present invention presents many advantages. For example,
the authentication service lays the foundation for establishing guaranteed payments

for merchants involved with “card not present” transactions. Additionally, the
3



acconpanyi ng drawings in which: FIG | schematically illustrates odeQCT 2004
enbodi nent of an infrastructure architecture that can support the Payer
Aut hentication Service (PAS). FIG 2 illustrates the process through which
a cardhol der registers with PAS according to one enbodi nent of the present
invention. FIG 3 illustrates one enbodi nent of an Internet web page in

which a 10 cardhol der .can ter, i nfor i on [Fale} e process
for PAS. mythentieaiien (SYISE eg“elg ﬁglgealpgla%%@ch%ﬁ %{us%y rﬁ%‘ﬁt e?r ﬁégg'?[ ie%]n

according }ogesgﬂ]% ﬁ{éﬁﬁﬁﬂcﬂaﬂ& Rktuicb and h@Rated 68 tprexent ihvéatioh willlbest r at es
an exenpl I31ry w rtdow that pronpts.the cardhol der for his or, her Blassword.
15 FI G 6piekéntat imnease aletaiipimthe frdlowing: spackfiation of gt mueptiongandh e ay ment

transacti on super.i nmposed over. tEF PAﬁagrchit gh%g-' I tes the
nessage f RSRBIDSRYIRS 1E0ETHt P‘é’?‘fhzél SEERE rm?'t%fgg%#ﬁeﬁ ef}géc r |lﬁgjést%ksgﬁea
centrg%iz gmﬁﬂggdinent of the present invention. FIG 8 .illustrates the
centrdlized paynent flow that occurs' between the 20 cardhol der client
device, the PAS, and the nerchant system according to the <c¢centralized
enbodi ment of the present invention. FIG 9 illustrates the enrollnent flow
in the distributed PAS architecture according to a distributed enbodi nent
of the present invention. FIG 10 illustrates the paynent flowin the
di stributed PAS architecture 25 according to the distributed enbodi nent of
the present invention. FIG | OA provides a high-level systemarchitecture
vi ew of one enbodi nent of the chip card payer authorization service. FIG
Il I is a flow chart describing one exanple of a paynent transaction using
the chip card enbodi nent of the payer authentication service. FIG 12

{“)illustrates a systemarchitecture view of the chip card authentication

“ process according to one enbodi nent of the present invention. FIG 12A

illustrates a detailed flow of nessages between the chip card, the
cardhol der client system and the issuer's access control server. FIG 13
illustrates a system di agram of the conponents utilized in the access 10
control system enbodi nent of the payer authentication service. FIG 14
illustrates a tel ecomruni cati ons network suitable for inplenenting an




| MP It, enbodiment of the present invention. FIG 15 illustrates} Qysignsiod
housed within an interchange center to provide online and offline
transaction processing. 15 FIG 16 illustrates another view of the
conponents of the tel ecomunications network. FIGS. 17A and 17B illustrate
a conputer systemsuitable for inplenmenting enbodinments of the present
i nvention. 22 OCT 2004 DETAI LED DESCRI PTI ON OF THE | NVENTI ON The present
invention will now be described in detail with reference to a few
preferred embodiments %ﬁﬁﬁﬁks@ﬁﬁhﬁ@bﬁwmwmesccomanyi ng draw ngs.
In the 5 foll ow ng desCription, numerous specific details are set forth in
order to provide a thorough understanding of the present invention. It
Wil be apparemhs iApaeicas togethepnwithsRirtherchdventeges Hiereoft may PRE BPesent

invention may be practiced wthoyt song or all ,of .t Lhie . details.
In ot her hmﬁmgy rederence kothe f81;%‘?"8{5i_ REPRD dake: mb‘%@ﬁ& g@%}gcrghbtglgl in.

detail so not to.u Whychobscure the present. invention. 10 To begin
with, a hGREPER Q@%scrg g%wohync of the authentication process used by the

Payer Authentication Service (PAS) will be provided. Latey _in this
di scl gsure, a FIGré¢ detemdtieallyddBustiatesi one ofmbodimeit; 9€n R cBEREAIN Ecess and

ot her processes, such as -syst se . istration and
speci fi c sekiteshie fhabean sugp r}/ﬁ’(‘}?%?r(f%{g%ngﬂgn%exd glré] d in the previous
sections of this disclosure, PAS is designed to 15 authenticate cardhol der
account owner sgicp OiffukiRdePh iphcepiihehuahevtictansacihplios regist@s Wil PABe used,
for exanple, en a cardhol der shops online, adds itens to a shopping
cart, promeexding to anhembatimsat pkthe REESEMACHRMk out page, and conpl etes the
online nerchants checkout fornms. PAS can al so be used in various
transacti ons . e disdéhh @t dnC Bdtemet bl t ik whath an

i ndi vi dual orvgl‘;c?'i ?yﬂl %#%étshgneggﬁlgyit of a 20 third ar?ﬂ@ As is commonly
knowny,g tF@araﬁdmrednaﬂtetipfmﬂraﬁbwurmgdb@?@?ﬂ@eaﬂprO?eé§gﬁﬁ ility for the
aut hentication of the individual or entity to the third party. For

exanpl e, PAS c be..used to | Liapmkattioh hetdrii] torons
custoners V\henﬁr&hc‘ﬁg@é’i‘%@s gﬁ‘éﬁ@gﬁdgf(&ﬁ&gt&)@%@ to ?gr?i}:l)l ete a% online form

PAS can alsg, eﬁﬁﬁﬂh%ﬁmﬁsﬁﬁ%tsomf retai|l banking such as debit cards,
pur chase cards, stored value cards, as 25 well as whol esal e banking, the

redical b us_ I " e1'55'15633. St i?l?xstIra?e':sslJarx1at3|;|(%'.t(:?1pI_a%l/J %ﬂld%%sma{ Fr%mpté the cardholder for his or..

F=

her password.

15 FIG. 6 illustrates exemplary messages that are sent during the payment

transaction superimposed over the PAS architecture.

FIG. 7 illustrates the message flows on the centralized PAS architecture

according to a centralized embodiment of the present invention.

FIG. 8 illustrates the centralized payment flow that occurs: between the
20 cardholder client device, the PAS, and the merchant system, according to the

centralized embodiment of the present invention.

FIG. 9 illusirates the enrollment flow in the distributed PAS architecture
according to a distributed embodiment of the present invention.

FIG. 10 illustrates the payment flow in the distributed PAS architecture

25  according to the distributed embodiment of the present invention.



br oker age busi ness, etc. ID cards can al so be used with PAS. For dexabplelll
AAA may use PAS to authenticate the identity of its custoner, or a

t el ephone card conpany can use PAS to authenticate the identity of the
user of a specific card. PAS can performits authentication processes after
the consuner decides to 30 buy his or her desired products or services,

for exanple, after the_consuy licks a,."buy" .button. PAS.can, also begin
i ts authenti d46: § pF §‘%B§E{F§$1is¥ﬂ§m&f%t?cbqq\éﬁﬂgwi°%m? e 8@%&?@* 's
pur chase 1Q0er MMori2Monh safvigr the "buy" button is clicked. The

aut hent i ctg{'l?fgﬁ@%??cgesrsa ?Iémconduct ed nostly in a transparent node to the
consunmer by 7 22 OCT 2004 utilizing software that has been incorporated in

several poi nf¥Goil & plywehart describing one pr@nplg lof d PaymeplaiFraisa¢tom ¥sHE by t he
ci.al,. institution and then creates a

cardhol der and the cardholder's fin .
wi ndow i RRSFIR RAr ﬁ@l%eélmh%fé"&BWG&%@?W‘FH%SCB‘P%H_ identity by requesting

a previously registered password fromthe cardholder. 1f the -identity of

the cgnsuner p@, £PNiskARS a dyfemPadiRefurd Wear sfihewhipeakdnaithaticatort he
consuner's authentication iS sent back to the nerchant. Then, as

convent i primessyaceqrdingde pnelembedimgahynthnpreseahi®¥eatio®n i s processed by the
merchant. For exanple, the nerchant may send an order confirmation nmessage
to the cardh ef, 8 ; Moo ek I-ﬁcfg,-( RERERKRT MG 1
schemati cal |§i‘?'| i[zugstlfrﬁgst@e%goan%&%%o [ mo%?(%%ag?%%}ﬁ?ér ast ructpukga’ architecture
100 t hat cgqrdholderient sysiesm, RiBthe Tdseersrachéss eattral genver. di vi ded into three

domai ns, the issuer donmain 102, the interoperability domain 104, and the
acquirer dopmin 106. The issuer..domain 102 incl . at are
primrily 15%-%3?’6'1@%& SR dagLe ro?ﬂ}fncqm 0313#;& (%% g‘ﬁe@%ﬁi‘?‘m‘e@e}éﬁn be a
finapgi aj Iin‘b%}skéﬂﬁ ERBodiRRht of tBE pBer MANSRBAtIGAkASCd. O Consuner s. :

Speci ica? y, @an i1ssuer, or a card issuer, personalizes new cards received
froma card supplier and then issyes these cards tq its_  custoners.

Per sonal i zat Fién 1Aaljusiiates afielecaspmgieaignietyv e SupbedtBmIeneylgan o

personal | z ti-gg ?]gi'e m@%&l on to being a financial institution, an

i ssuer n%?g% tbog;t@ ufétng e 1ssuing entity such as tel econmuni cati ons
network operator, a service association, a nerchant or other organization,
or even an aEi¢htl5 ditstmatps Systeramhdusesd ieithin afjinterchangercented bnpoNide06 | ncl udes

conponent §. t ha .e primatily controlled by an acquirer.” An acquirer, for
exanpl €,© aﬁéogi'ﬁi‘?ﬁ'ﬁ‘?fg?aténﬁ/rﬂ%?"l?%ti on that enrolls merchants in the
paynent schene and manages the accounts -of nmerchants. The

15 FIG. 16 illustrates another view of the components of the telecommunications

network.

FIGS. 17A and 17B illustrate a computer system suitable for implementing

embodiments of the present invention.



25 acquirer also routes information froman online merchant to tie? ocT gmq
t el ecommuni cati ons network. The interoperability domain 104 is supporte
by the Internet and includes conponents used by both the issuer and the
acquirer. The interoperability domain 104 is typically nmanaged by the card
schenme manager such as Visa. The interoperability domain 104 can al so be

supported by a netvxo# g&?g W@O 'I'PEQWT i ssuer domain 102 -
i ncl udes an enrol |l ne ﬁT | eb ., an |SI§I§%' cardhol der system 110, the
cardhol der client device 122, an enrollment server 112, an access 22 OCT

2004 control server 114, an issuer or third party.identity auythentication
conmponent 116, Therereseah inysaidamvilhaewy gF desoribed gfsfle"éh t“il@nrg Eqp%r}ce#ﬂ & ¥&suer
domai n 102 can .i ngl | ndedrhiBd S aRPREOY BN EAY dhaidey STl The
enrol | msnft’rege_ geep%f@?n?tge%éﬁg%ﬁne‘%ﬁ%tﬁaﬁ manageg c)g%lhol de‘%Sr enrol | ment
into tfe RfSwakY ddsEiptiohl Aumbrons epenific detads swr seb foush i§ ordesdoimngidoiaa a web
interface to be answered by the cardhol. verified: :b‘é,gt'he |.gsuer. As

d .
shown i n thp@ugh pndesgtandingiof the a#%b%@&‘?%’gr{tﬁgﬂé‘ﬁ%wﬁ%?“ Val® 9P,

However, g.seryi I §20ihE HrdsBRt invdtitibn ASayhSPracticed Wilfutlséme e 610! | ment
server 115%11§e§nmbt§§%ﬁ?*ftgg¢&té%Eéésleﬁstslﬂer. zlI'heyi ss%er may use a web-enabl ed,

i nt eract i fhese” spdeifici detailsaufin exther dastimmes,swell i ke wnpepsraieg kayeanethbs@ party
during' the enrqll nment process to 1{) (g)el D \é_?l i gsaetP? e ndhoI der's identity.
The enr ol degetheddndciall s 39t tp IRGEEFRATPRYSTHE HHE S Pht'ernet "to the | nter net
Paynment Gateway Service 124, which is in turn, connected to.

t el ecdmmruni cat mh@m&ﬂ%ﬁ@é@’@?elf‘ii’ﬁcr&?&mfﬁ;e Qﬁt’égﬂglﬁﬁoﬁ- R%ocFﬁtlgsF d&y Pay nment
Cat eway Ser yi ce 1 Lo TPAG) WITEDE pRRAMR Uatd ihahiBalisvldsuestae Wit h
the tele %ﬁﬁ% i‘%’éﬁ?nglﬁé&rﬁ§mrﬁ?€2“gj._ The gonnection via the Payngent Gateway
Servi ce Yhork2btalell description efitied auteanticatinnprocess 2nd Gthas drgoesss, Fadyay ' s.

aut horization system 127 to determne if. 0 i | ed has

an act i vesystamseRP FBStOESE fﬂ@%ﬁ?ﬂ a%(ﬁpe‘w]ﬁ%gﬁ ‘?%Sg%nh n%’evFh ﬁet Iggirdg!ii't e where

the car d%‘%‘i@aﬁé& meHieS bRKvide BREbhCoPahis discloberePRAS Tihedesignedstecont r ol

- server ( ) 114 1s a conputer that has a dat.abase, of Zoe@r%rdhgl qsers

r egi sitSer entttenticarp@rdanideriaspount @&’F‘E‘ﬁ%‘lpdﬁ‘?mgé’ PULEhgse SO ES 5 mat i on.

During -an_qnline Nt LT ' G ikehs ®EL SR,
Wﬁ&eﬂgﬁl%}s( XA E, %%E&%ldél’%‘)ﬁ?&ﬁﬁﬁ, 1 s ppith4

provi des gﬁé? receipts to nmerchants, controls access.to PAS,
and val i q@ieproceedscipotdesntiner merchgilsi clreckonttpages end icomplettfe theaPBiBS suer or

a service organi zatjon, _such Vis on_behal ' y, oper at e
t he accegnergoaty eheckentfopms.q }’Aﬁ\ﬁ:ﬂ o be usad 1A VariBhs hifisdcHSHE WhERa

trusted party authenticates the identity of an individual or entity for the benefit of a
20 third party. As is commonly known, the trusted party usually accepts legal
responsibility for the authentication of the individual or entity to the third party. For

example, PAS can be used to authenticate a financial institution’s customers when
accessing an Internet web site to complete an online form. -PAS_ can also be used in
aspects of retail banking such as debit cards, purchase cards, storecL Yalue_.ca;‘ds, as
25 well as wholesale banking, the medical. business, the insuranc‘é---busine;s,’ the
| brol-cerzige business, etc. ID cards can also bé used with PAS. For example, AAA
may use PAS to authenticate the identity of its customer, or a telephone card

company can use PAS to authenticate the identity of the user of a specific card.

PAS can perform its authentication processes after the consumer decides to

30  buy his or her desired products or services, for example, after the consumer clicks a
“buy” button. PAS can also begin its authentication process at various other times in

the consumer’s purchase transaction, not only after the “buy” button is clicked. The

authentication process is conducted mostly in a transparent mode to the consumer by

7



D

25 PAS does not require any additional cardhol der software to be uZer,UCT 20
optional cardhol der software and hardware nmay be depl oyed. The cardhol der
software may be used to support additional authentication techniques such
as digital certificates, integrated circuit cards (chip cards) and chip
card reader, or to verify that the ACSis properly associated to the

appr opri al g cat de) A8 bt bl BlendfddihisiateiGh Sl RHAEbf b phfindfl ntiforks a

| ssuer ma storing rntformatior relating to the cardhol ders
that are pyGCoasdaus! parmipatibedby nthPAGrdigddethahdicthe cbardmeldetés ifpandial is used

by the cardholder to participate, in PAS.., Specificall t.he ,cardhol der

c1y i ent dems&@ﬁgmzném%béeaém; B’MW&‘Q@%I@B@S&@%%@% s %?E‘i‘ 2004 t he

| nternet,. such.as_a - ' r dat a
25 RS S Tt e Graniter e

assi st ant?! , evision. The issuer cardhol der
systern llﬁeﬁﬁjfad”f thé STYBEunE@ Nk roohlinted; k¢ eaymenitiaforimation iand awoties pBitheabout
cardhol ders. - This system_i nformation contai ns, i.nfaqgnmation 5';&0@@ rni ng
account ieomeumer’s enthertigalipe ds Sﬁﬂtilﬁ"géﬁ tgg, pgfehaity, gﬁlﬂn Cogygtio of the
i nformati on.w thi ' ; : ‘ LR efdhale TéraGaindld, g pr ocess
for enro‘?elrfoﬁ[(f]’ec’atgﬁhgﬁﬂ%@?@%a‘%ﬁgqgg\@%ﬁggﬁ; or third party i’pddéntity

aut hent i cabichintddyasend an dider canfirmiation inessagerta thesardbplder’s BOWssEuer or third
party al ready has on file regarding cardhol ders.. Dat abase 116 10 is used
by issuer in the process of enrolling cardholders to verify the identity of
t he cardhol ders. For instance, information entered by cardhol ders during

the RRS registration prrOCRSEEVES!SYSTER DRSCRIPTIONt i on-al ready on file in
the authentication database 116 in order for cardholders to successfully

register for RAS Thilf DRk Siudafesd@ns OBRBBdiaTEnS UsHh aas idfstrhetire 15 The
i nteroperabili'ty domain 104 i'ncludes a directory server. 128, a receipt file

130 and arcHieeiupd 106k eran18ppobithe PAS: y The ayeiitege isotivided 4ntontiies cat i on

requests _fromnerchants to Cihfis: ¥olo) r 5@21% ireé rectory
server 1Z9maas, ’rsﬁ‘feéodsms@g’r %clgteg&%g@%@t%&s}?gh&g&\% sa. The

recei pt fifid 3D6ancriee st domBinage? ihdhidet compsngnedhateewmi ptimafibt each
aut henti cated purchase transaction, The Zgnr%:\gi pt .file 13% c[}%nt%ia S

i nf orifrat icontrolest by enifves AT BFReEy PR SEATP P& Soanefl mstid

&d"and
e e Py, ) i g o oot The
personalizes new cards received from a card supplier and then issues these cards to its
customers. Personalization may also be performed by the card supplier or by a
personalization bureau. In addition to being a financial institution, an issuer may be
20 any suitable issuing entity such as telecommunications network operator, a service
association, a merchant or other organization, or even an agent acting for an issuer.
The acquirer domain 106 includes components that are primarily controlled by an
acquirer. An acquirer, for example, can be a financial institation that enrolls
merchants in the payment scheme and manages the accounts of ~merchant§. The
25  acquirer als-o. routes information from an online mgrchant to the telcf:ommunjcaﬁons
network. The interoperability domain 104 is supported by the Internet and includes
components used by both the issuer and the acquirer. The interoperability domain

104 is typically managed by the card scheme manager such as Visa. The
interoperability domain 104 can also be supported by a network other than the

30 Imternet.

The issuer domain 102 includes an enrollment site 108, an issuer cardholder

system 110, the cardholder client device 122, an enrollment server 112, an access

8



organi zation. The issuer, Acquirer, or merchant may al so maintain 2Z§8 20
the digitally signed receipt. 25 Acquirer domain 106 includes the nerchant
132 and the validation server 136. A nerchant plug-in software nodule 134
resides at the location of the nerchant 132. The nerchant plug-in software
nodul e 134 is a PAS software nodule that integrates into a nerchant's

el ectronic comerce web sites. The plug-in software nodul e 1iig r,ovi des .

the i nt eréoutrel bavenddd, ahissyener tind perty idrstibrapkiondcaion ROFPORFTY g 30

software. The validatign.seryer. 1 j L £ {0 honatddng of the
card i ssu®t accgg.&)hﬁ erﬁarﬁ?hgﬁalnggéﬁrp}{ﬁe;ig%ﬂgfﬁglgl E‘yfbg%\égh ?1361? éri\e ner chant
during thmepﬁysﬁﬁévedt £ A85A8E a20. | Thakhwilnehi yavenbiiisve mompofer ttha pr esent
i nvention, the functionality of 10 22 OCT 2004 the validation server 136
may be i nahneges ceidholdar enrellmentcintmthe AR spice JhioRgh PresHfiiy & S9¥2 % hus
elimnating the need f,or S Rat i Gt Perifiddcoy H#l | dation
_server 1ﬂ%f5té°lﬁp"é‘?§t‘g%]3 w&{%gqﬁé)r@c an?‘l,ca'(t% %eihgga@ﬁt?lgfg{ %I%dgb_yn 2 Service -

or gani zat;.QRr 5AS BRovwR i FIGL UG ke eardfisduee op&taSs thy chmllimrpl-eemet d42. n t wo
separate architectural approaches. e approach j,sa eentraliz :

ar chi t ectiiowevenck senace exggRFatien, S%Fs}bqss%ﬁ?’ PG eteg{:oﬁﬁ‘i'e&{ Sefﬂ%relf:ignt ralized
approach regul Wek Qe RewelnbRIbRsE, Gitetdofive dddhmtyder ' s
client de¥fi @é{?aﬁfﬁfp}%eﬁgnié& r?@eu'?ges‘(lj&g%lg%itut%ct u?e_, on the other hand, PAS
sof t war e Rutieaticativn sdrdceaprivideddry s third party duving dhe ppiolmeat pIgess fos 10 -
downl oaded by the enrol | nenpt..serv to the cardhol.der ' hee during
the 16nr mdpmﬁtdaﬁﬁ%%%&mfffrﬁ lfiﬁglt&?@fer %ﬁﬁ‘@ﬁn asﬁgvregég% s fc' é}ﬂg‘%@n{gtﬁl ?ﬁ%ﬁ%s

determ n flehet PaRRtehi GhtBRhy SBrvide 12a¢whish it b tuetigy reoaneveerht@ni sm
provi dedelg%nﬁigg ﬂ{c%gﬂr"c oef ef's systerrji,cl I ent devi ce.TL}t shoul % be noted that
a vendor ,a eliéGnneficatians netwark| 126 forcexample ndisaliet o The dateaet Faymehl r al i zed,
distributed, or a conbipation of t X2l G cASRAaNdIHRg upon

t he venddyatewgf Sﬁ’ﬁ‘@?ern?#(]saﬁ% r-tgfs’ "5‘%2%‘?‘?‘.’ tgg\%ﬁgil(rflgst&é%r equi?emant s. FIGS.
7-10 Wi | |ieioEiiintiBickimrshRtwerkt 16l B doanention vid the Payment Grtswry Berviee

architectures. As nentioned earljer, the distribut ni. t re- equires
sof t Wér e 124 dlowsdhe eargilgient F%'V@'afrlgﬁfil‘ﬂ@?y R %5@?‘%’2& es-‘;%%t%?but ed . PAS

provi des .a aechani sm 204 Bherdbeid SoléiERast @ ddtivo Sy aqeaytenralipkatcat i ons
and persi8{€ht data from one car dhol der_client device to.anot heg:h
car dhol desite 4108 é1hn Geteineewell kits wiexsithp Fargholder can register to participate m the -

PAS.

The access control server (ACS) 114 is a computer that has a database of
20 cardholders registered for PAS containing cardholder account and password
information. During an online payment transaction, the access control server 114
provides digitally signed receipts to merchants, controls access to PAS, and validates
cardholder participation in the service. The card issuer or 2 service organization, such
as Visa, on behalf of the issuer may operate the access control server 114 While
25 PAS does not require any additional cardholder software to be used, 6ptiona1 _
cardholde;r soﬂQaIG and Hardware may be deployed. The cardholder software may be
used to support additional authentication techniques such as digital certificates,
integrated circuit cards (chip cards) and chip card reader, or to verify that the ACS is
properly associated to the appropriate cardholder client device. Account holder file

30 118 is a issuer managed database for storing information relating to the cardholders
that are successfully enrolled in PAS. '

Cardholder client device 122 is used by the cardholder to participate in PAS.

Specifically, the cardholder client device 122 can be any device capable of accessing

9



{)Lce)w ngdﬁélsd\grtgl itg(ra]t al(:j)ial/: Eg Itg Zuéih?pt icate a cardhol der's i derzt}-)tQC_W'@IJ!&1
the cardholder cllent de erent client device fromthe client
dev _ er accessed during the registration process. The

_ systemis al so capable 25 of authenticating the cardholder’s :
Lgsghgrhg?thog mhfn thg current cardholder's client device is one that th

ad not use '

on Tor et MadnemeL epifetha bEgreLtongigreepe flsohBln S peBhil i Bpsaren use PAS
%?Rs;er%r i cRoSc Y fRisforbet ween cardhol der client devices. The first
fret o] d: 2;:0 ;/es?,a cardhol der using a portable storage nedium such as a
Acspgy sk, e%,}&%@ﬁ@gfd&% eﬁqpb%%ﬁ-iss‘ﬁe@cmed sygEMochntaning ves t he
aes ynam cal | whl oadi n e software onto the additional client device
i.(r)]t ereonglg{(gmﬁ?ﬁ abtgﬁf @bmhdmdm. 11THE speFem? Gafarmationo gentainpd oBMIRNFIEN PAS can
_ W ot her cardhol der. . applicatjons h . i

}I\g|n | etss, comCErRing @Mﬁ?@”é‘oéoﬁ?ﬁﬁfﬁsﬂ’%zwc ‘Eaih |“§"é’~3‘§ ik g%zoﬁm"?ge?é%tﬁ%?k up

| anguage (ECMLu 30NN Gl iBAR BArifolirOsREP caf Bealicll il g processploenent s

t p _ T procedures. For instiance, the PAS allows the nerchant

O ret ai Negatfihf Gar@Rdldérs iothe®ASON to provi de proof of cardhol der

aut hentication for the purposes of disput '

SET P FEG STRal Q, p ﬁﬂpﬂ&%A; esol ution and chargebacks.

P, | _ NI aAY TR Z AT C atAbgs DESORimpCinformadion
description will now provide further defail regarding the-vari hases 10
from set tthaighe fssesr or Heirdpaty @rqaﬁghgsc@%gie THE" ‘(S'gi Ogir?rsc)feD‘gn 4s§3§6p >
transacti.ons., fi Heri ; ' i

S ed by [stler REOS S Eh R LOHINGkrS o S@ifyUle idtatinest thas syst
_;Ij_ﬁrtl i pdht’d dsﬁéﬁ ‘%%e{?tt%igy may opera%ee within the fyPASeWi I IWS‘Z pl aiyflegm
8 ex;e)lna;[ Egd&mAf tiueﬂr;gjteLFcﬁ- msmh &5 sinfaymation gntsrask by gcapgholdars, dupng W"I?‘gge -

. Afte ese se e.descrd {4 b [

a5 10 {heCBeYT RERE RsEiualsh BF apieR eadfaE pROR e hpeptcatBn T L G

Thos Ie n\ég rci/a?a%?%egin {(t_'ﬂl ﬁgéﬁ}ﬁfgg Hﬁexﬁtﬁql?&& @ kﬁccﬁé&&n@aﬁgﬁe" i far @ AS wWilhird partiethe syst em
_ : _ k tities such as. the nerchants, financi
Irrgfleh;ﬁi Isdaigﬁ)gca?gamesﬂh?laqgﬂ@fwﬁ rst, the set up procedures o:‘ ?Rgl glnl I ne

I nancial institutions will be d '

up prlgced_urﬁs aminmmpékm ility domaig 104 i@élud%%%ﬂiir?fé‘&e;%;ﬁbe Efr%grgﬁ%{’]tfe:ﬁlﬁm g \7\;:)
sign up with the PAS receiv -9  CHR!
pl ug-in s@pt%r%reﬁﬂﬂh?’@n%q?ge%%&y B%% 1pzlkuré)?liﬁl%\.ta‘ﬁﬁ{eﬁh Hlrbquessch as

from merchants to specific access control servers. The directory server 128 is

operatéd by a service organization, such as Visa. The receipt file 130 and receipt
manager 131 store signed receipts for each authenticated purchase transaction. The

20 receipt file 130 contains information that verifies which iransactions were
authenticated and provides additional information during dispute resolution
processes. The receipt file 130 and receipt manager 131 are operated by a service
organization. The issuer, Acquirer, or merchant may also maintain a copy of the
digitally signed receipt.

25 Acquirer domain 106 includes the merchant 132 and the validation server 136;-'
A merchant plug-in software module 134 resides at the location of the merchant 132.
The merchant plug-in software moduler 134 is a PAS software module that integrates
into a merchant’s electronic commerce web sites. The plug-in software moduie 134
‘provides the interface between the PAS and the merchant’s payment processing

30 software. The validation server 136 verifies the digital signature of the card issuer
used to sign the receipt retumed by PAS to the merchant during the payment

transaction. In alternative embodiments of the present invention, the functionality of

10



sof tware nodul e should be specific to the conputing platformand gdmygrcep!
server software used by the nerchant. Financial institutions participating
within PAS will provide bank | ogos and marketi ng designs to be :

i ncorporated into their custom zed 25 PAS enrol |l nent site tenpl ate.
Acquirers should al so provide nerchants with a service organi zation

certification guthorit rqot.certifi.gat a servjce .organization
certifi ca@?o@éﬁ%?‘ﬂ’% gﬁ}n@gﬁaq F}(’&QF% k& nquﬁt? é’fﬁr&lﬁﬂ{ R@ﬁ%%?ﬂ?ﬁ? and
| ntegrat i gRGFAUPARA hus REAARAIn3 tht TRUE ForC A ReftRats SaliddtionGert®e 1B6S They must
obtain a copy o fall PAS 30 software specified in the |Issuer domain and

i nstal | healidatiore ssryert £36 inogerated PDAte mstchaaly dbe Fpauirer o5 ivepr SerAgMci al
institutions wJ| also provide identity authentication policies and

partici pa™B#Y28R i nf or mation to PAS to be used in.cardhol der identity 12
2 verification processes. Optiognally, the issuer can.proyide to the PAS the
cardhdl der  aufhfe AFBHECHTE O fg‘ferrhﬁ%oﬂ‘?ﬁ’opep}]’éa%ﬁ%gmi 9 W& count

en'an |1 ssuer desires to activate all or nost

hol der i) g e L oading. L AcLhict at e 1o |
. Cgr dﬁ(r)l dlei{'f@l_lpeé%}:algé%ﬁ%%}%? Rﬂgaﬁﬁf%chl'ﬁ 2L ralidé O/ MA@ arfd BB 86don@ is

~
e )
.

of its cardlteboied archiect@aSThe hentiabizedeappreach swpirernasafiwarepedata tabeal | of its

cardhol ders. . The, PI N.n er ..can, t hen .be, us.ed. . r 0 access
his or héFOTﬁQPWEX‘i%MP@dﬁV}Fet &Pghen%ﬁ%g?%éd%gcgﬁg%ro ﬂﬁgﬂrﬁe{d%process is
expedi t eq,,RgCaUSesSTRRAle GRIsNoh dRE RRBEIRFE dient dedogh Thie sbftward iPAS

enrol | ment process. After the cardhol ders use their prel oaded password for

the flor stdownionded biyethe comaelbnendrssrysavie thacaplheldsh cbf’llltd@"é’!“&ngf% new and
easier t %pﬁﬁfﬁﬂférgﬁe%gugﬁgsfﬁ@r &i‘sm%ﬂ{eﬁh%lggélct AU b enbichais Ofbrdrifiy AL on

i ncl udes as busrtness frcation, country code, card
account ReMAEIder’s apticisationatn ahe dPA®, theauptihel techanisenmprovidelidry- dhpeci fi ¢

aut hentication data specified in_the "particjpatin | N ta e.g.,
mot her ' s caudhaldar s aysgm chient dsviser I Wmli‘%ﬁi E‘ﬁ&"hv i ?ng5’°gﬂé¥eess,
shi ppi ng 4 pn%?dcfoﬁﬁf%ho%g&{oa&ea@% bd¥ealibab Astribudde BP @ RembsE6H of #%C Ount

bal ance, StHFENSaCt1 0 Istory, and driver, license nunber, |ssuers should
al S0 1pr Ovivel architectures deperiding wpangbe versdorisitheit sporaercoereeifisdsmsss os and

access-control ser I ddresse 0, ' t : g |1 be
of fered f?ﬂ“brﬁﬁﬁmﬁaﬁéﬁrgﬁﬁé’ﬂﬁ%%wiq mgpgﬁﬁgic%@&vﬁ%wm%%ﬁ\é@&g}frﬁﬁo ders to
register jumttBet®®. 20 FIG 2 illustrates the process through which a -
cardhol der registers wth PAS ' )

As mentioned earlier, the distributed architecture requires sofiware to be

stored on the cardholder client device. The distributed PAS provides a mechanism
20 for a cardholder to transfer payment appﬁcaﬁons and persistent data from one
cardholder client device to another cardholder client device. This mechanism
provides PAS with the ability to authenticate a cardholder’s identity when the
cardholder client device is a different client device from the client device that. the
cardholder accessed during the registration process. The PAS systém_ 1s also cgpable
25  of anthenticating the cardholder’s identification when the current carélholdgr’é client
device is one that the cardholder had not used previouéiy. In other words, cardholders
can use PAS on more than one client device. At least two methods exist for
transferring the PAS softwa:ré between cardholder client devices. The first method
involves a cardholder using a portable storage medium, such as a floppy disk, to
30 transport the software. The second method involves the ACS dynamically
downloading the software onto the additional client device to be used by the

cardholder.
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according to one enbodi nent of the present invention. As shown i 2t 66712004
cardhol ders visit an enroll nent server Internet web site maintained by a
financial institution, such as an issuer. Cardhol ders register with PAS by
registering their credit card account nunbers. Alternatively, cards such
as check and debit cards may 25 al so be registered. Al so, cardhol ders may
regi ster one of nore cards. wiih- . . t e hol der -
enters infor rmf(;"i éﬂ%ufw%gémém%argégl 8@? IS?GF] r';é g@%o%r?t?ern&%rgﬁ%gAN), ‘name
and card gyRisifhk Ofudiake elobgstit ivalkls, ianBoP ARt ¢ann opmpte edmpatibdy evitler ed by
the consurter at this point For instance. address -mai) address, shopper
i dent i fi calédtonic commeresmatk-wplengiagah re cgfr\ghol P- sp%‘&‘”?if%
password, 30 .apd jssugr- L f ' ' i I Blah&) tHBYPAS SO be

ent er ed b‘iﬁpgiﬂgg‘isa*"d%‘i’ 5’3? :Ll{sé fegélgﬁﬁﬁa??%ﬁﬁgg% lralfe&ent ered in a page at
the eny ol Jigest nivekriahetotetdin ssffiprgrind@tnation doprévide-peof of cagihollenCT 2004
After -the cardhol der enters the requested infornmation at the enroll nment
site 10Sutleatcationifen the puipasesof dispie :RTBIUHER AWhPaFE] g.(-swithi n a card range
that is registered by the issuer in the directory server 128 of the

I nteroperability domain 104. The PAS can verify cardhol der identities
using various nethods. First, as just nentioned, the. 5 PAS can _yerify the
car dhol degpTdemHEGISTRATION ANDhAUTHORIZA THONHART AHHD mm&é or
through the issuer's own authentication database. Additionally

verification cgp deriptioniillnme providei fafherhietaibregending e wagus phasepy
approved cardhol ders 120, by ransm tti ng st at.us ri lons to

t he il§sudrom seting yp of r%?ﬁisgfoF&%M&@Bgatﬁ?eq#%%gﬁﬁ%ﬁkﬁ%t F%?ltt’ provi ded
by finangial | ' ' NRioRAN stdin Batticiahi snch that siseyemagnr ol | ed
card ranéé‘?p{oﬁ %ﬁ%%ﬁ@nﬁ? %guﬂ)frﬂgt ect edggnd t@he i(;pnrdgl nmgnt roceﬁs I S

t er mi nat esperakd viithin PUN HAS writthbm explaised.ol Thep the, car 8%@%,5 RC&Et¥Wori zat i on

for one dollar will be 1 tted le6€ phAded e ZddstABedyay ment
net wor k, TSZIEISIAE "Vﬂ%%ﬁe??&gn&ﬂﬁﬁbeel slﬁg%hf %gﬁrc#iéa? Frstitution. The

aut hor i Z%&hﬁﬂaﬁ'ﬁn \iNbeqR6videl 56 tig Rnahmithaivatibh ofipaymient teasetionse verify the
card 15 actount status, verify the address using the Address Verification

Servi.ce, and \S%tﬁﬂﬁyu e L uAbRs et vyeprobddasdsi fonalVahaiparficip@vyayithithe Cvv2
E WU

is athree-digit er printed on the signature str[%lph%ﬁ t§§ %’?ﬁk of the
payment qheé dgsterhf Thesecparticipants ppsteslecentitie ol s e Jgehatis, AT der wi l |
then be pronpted for addjt;j L feadhl £ Ak QnR¢ hiefchiants\eadi fy the

car dhol dé@q%nﬂdt%?l‘ﬁ‘ﬁpdgﬁg' IR, R G pldcBhireslo

financial institutions will be described, and then the set up procedures for cardholders

will be described.

20 Online merchants who sign up with the PAS receive merchant plug-in
software modules, such as plug-in software module 134 in HG. 1. The plug-in
software module should be specific to the computing platform\ and commerce server
software used by the merchant. Financial institutions participating vnthm PAS will

: provide bank logos and marketing designs to be incorporated into ‘th-'e‘ir_ customized

25 PAS enrollment site fémpiate. Acquirers should also -provide merchants with a
service organization certification authority (CA) root certificate, 2 service

organization certification authority SSL certificate for client authentication, and
integration support.

Before an Issuer can be set up to use PAS they must obtain a copy o fall PAS

30  software specified in the Issuer domain and install hardware systems and the PAS

software. Then, Issuer financial institutions will also provide identity authentication

policies and participating BIN information to PAS to be used in cardholder identity
12



20 interactive, real-tine, online session. In some enmbodinents of &He OCT 20
present invention, the cardholder can also be requested to enter a
password and a "hint question and response" pair that will be used to

aut henti cate the cardhol der during the purchase transaction. As shown in
step 4, when the cardholder's identity is verified and the 25 appropriate

responses are returned, PAS sends an authorizatio I ssuer
fi nanci aIVei’liﬁsiltiqnmfp%ﬁﬁSGSTm"&?l%éttg%lsﬁ?ertcﬁ% PE‘W‘{S‘? ﬁo%wgl\%e%&ﬁ@&éasses

cardhol der ., I nf ' i6h BenR96RES: &6 Utho lacsuiny Bbldd 4ile 0l 18et Pup records
in the acaélgﬁﬁ C%éﬂgé#’%ﬁt“ﬁle?li%. The account holder file, such. as account

hol der f ilbﬁjﬂ%lﬁciliﬁat&i I&geohmansupport of candhelderat Fon exameme Qe 3 HRET 5|
institution BIN nunbers, accaount. nunher XPhkat | imgst and
| ast narrsb,SirQirva@FW%IeIailc@ﬁﬁﬂrﬂ?rfff’e?ag&‘%iw ??‘}gﬁég’dj?hgg gs’e%%,r %g%gfs'%(? fP?eIcuri ty
”“”bﬁfgs’ Sandhol dgi o?aigi\é%ﬂﬂaderﬁﬁrm@mrnﬂﬁwwmdﬂanew uses byceacthol der
pass car dho

rd “answers, der enail addresses, third party identity scores,
and ot hercardhofder fpddeess. hid dr Beripneloaded paspemiisre it Himanpss, ﬁ‘“’_e@éﬁi}nﬁ’mvent i on,

during the registration proces t [ asmadall pasnter a
phr ase, @é?qeéﬂlst%eé‘éﬁdsnﬁﬁ?sea g%?ﬁwggldgngggéggége%%w@teﬁat 'S recogni zabl e
to the Caeﬁ%ﬁ’ﬂe%?broc?ﬁ%MAﬁcr'tﬁé girdnélass ise thefopielvaded pasdivordi éor thy firste i ssuer
during a paynent transaction. Since only the issuer ,knaws,5 the

car dhol deime; thkesirdimiders hevaheraption f dRIEERINE R RATH QG SEHFELP THRT 2 di al og

w ndow used V\éth PAS was delivered fromthe cardholder's issuer. An
examgPe PARYOY- "the sky is blue.” It should be noted that cardhol ders
require no new client software or. devi ce Smifion shéh 99 BRsinakes
however, chi p@ﬁ‘ﬂﬂ’?‘&ﬁﬁ}‘&'ﬁﬂt}ﬁa&?’i‘m@ﬁmﬁ °1r‘%§§5 irﬁquafi_e *10" addi ti onal
car dhol dege GRRARC b 6RcAsad it amintber andbrxpitation ditef ewdhalder

enbodi nmen he consuner registration process utiJizes securhby ot oéol S
such as nSik, dsesrrsptcifinenthontication sl ses edd‘&t'g‘et ,pg{z{:gcmiﬁlpggé ialﬁz’r gg{sa t he

o et e e 150808 A8 oPnfa GO BlchB Billing aatess, Shppingdur | ng

the consuf8r enrol I ment process, each financial .15
i nstijgut iag&eﬁg;ysogiﬁ @ity tramshan telephome olmbss" acgawmto baleprs, ATHSACHDY

policy." Eac financial instituti has .t h N RYZE Ko) | hEmb&91 stering
car dhol déistonyp apd dnyer. HEFOSH MURET-, Sugﬁscgb Uﬁ% %iegbt%ém%a?r}%sg%tl icies in order

to conpl ¢ egeg S thEPEatl LeddubpdHfeheSmd atbess control server IP addresses (URLs)
to the directory server. PAS will be offered through bank branded web-sites, which

will allow ecardholders to register with PAS.

20 FIG. 2 illustrates the process ’ghrough which a cardholder registefs with PAS
according to one embodiment of the present invention. As shown in step 1,
cardholders visit an enrollment server Internet web site maintained by a financial
instimﬁon, such as an issuer. Cardholders register with PAS by registering their
credit card account numbers. Alternatively, cards such as check and debit cards may

.25  also be registered. Also, cardholders may register one or more cardsr with PAS As
shown at Stép 2, the cardholder enters information such as a cardholder primary
account number (PAN), name and card expiration date. Additional information may

er at this point. For instance, address, e-mail address,

also be entered by the consum

shopper identification, an account verification value, cardholder-specific password,

30  and issuer-specific authentication information may also be entered by the cardholder.

This information can be entered in a page at the enrollment web site such as page 300

 shown in FIG. 3.

13



version nunbers of the "terns of use" and/or the "data privacy_poﬂigy@CT‘zm
accepted by each consuner should be saved by the financial institutions.
20 After PAS system participants are set up and the cardhol ders are

regi stered, a paynment transaction nay be authenticated utilizing PAS. A
PAS aut henti cated paynent transaction is illustrated in FIG 4. In step

f FIG 4, dhol d i sit h ' | ect j -Sit :
The I nter net. Afterche carhgklen Ruipdche Sequreeg. infpamatio, & (e LOSMEGRRiE . € BN |
she w s hgﬁ)?;gAg'*{/re%E@ss@a% e LBb PP ARY £208 Sithen 4 badaheekhat is réfistpredcess,

conpl ete heckou orm and then clicks on_a "buy" b‘ﬁ‘tt% After the
"buy" butdyaRe issucreh et dintctoassevmnias of the lajrropespbilty donipin { BAdnt  pluns

in software nodule is activated .and then r A Ve fbs@ddeanier ocess to
det er ni neanyenfesarddd AeRPGEY BFEE VEYRE ??@Béégcgﬁﬁtaﬁjgugﬂr%gl stered with the

PAS. . Th e i hadg \WhroGfh bfikirdrputy) antherticajon datsbésewar e
m)d_ul-g c?ﬁ\%sgg%g%@ntgﬁgm??&t he glgjr%hol dg? is regjstered . wth.-PAS. For .
i NSt ance or thibugh tiedssupr oows suthentioavr Hatebrse diyddronRYY JEH 3o R bEe ¢ he
ACS accoci ated with the cardhol der_.i e rafderienhane, eyl y the-
ACS 1 crmecteared Buausingn deih RTERd G Fhrsged s e 504 et chant
hYckCAIMRzalioS tbhke Haue, amf by canpasnghrespduses Phe

can Chec‘&aﬁsrﬁﬁﬁﬁ? IRER

directory server.sA description of the twy-step process will now be

pr ovi ded pré-loatibdinfomstios pegyidediiyefippe@hBFEUHPRY - i n sof tware nodul e

i dentifies the card account nunber and queries 5 the %r ectgﬁtrgx Server 128
to vapi fy thatif e PAN: Gunot withine pn jissugy enfoped, cred FREET T

Ws¥oci at ed
with an issuer bank th s a PAS.particina ANNR vAB6R dhlenrélbdber does
not fall IWQtﬁ¢@§%%%Wﬁ%ﬁ%f§‘n ‘r{ﬁ%eggg |énféd on vtﬁhe directory server
128, the@?@h?aﬂ S YETuBRAiIZAHGT ERY ohd Follar el tebe sulamitied dhroughi S SEMVEE with t he
PAS. In is Case, the nerchant js thaihH ed that th accgau%giﬁugger I S not
r egi st er egganizakion Papmentapriverie sHeh ah sty 1T 8BF Wi e o e et ur ns
control ﬁithetbﬁg)traﬁia Hl%n?&@& lar tRintddGioBNIeWS the Sdsaérelor vanify Shé cumlr e. At

this poi rt® THEPThAnt storefront software can progeed with th
t r anggct izggbunStatds, vetfyaht yddress| wiing e Addressr Y ardicatden vreEs, guf NEU

" cardhol.der, or proceed with er ' p ‘ 19 USree FKbit RBmBENEr hand,
if the aéhfoﬁhtdlﬁlﬁ%e‘{equa@@{ ?ﬁﬁﬂf’nﬁ&t'o‘ )ZB‘e iWIﬁ% Ei nar ange_e(%gl 15 account
nunber s %;i%&%rgnﬂlgsghgﬁféﬁﬁyoﬁﬁ{ewﬁbkbiﬁ]eliapmntdmdssecond step of the '

| If the card is approved, then at step 3, the cardholder will then be prompted

-

for additional authentication information to verify the cardholder’s identity in an
20 interactive, real-time, online session. Jn some embodiments of the present invention,
the cardholder can also be requested to enter a password and a “hint question and

response” pair that will be used to authenticate the cardholder during the purchase

transaction.
As shown in step 4, when the cardholder’s identity i§ ‘vgﬁﬁgd and thf:

" 95 appropﬁéte responses are returned, PAS sends an authori?ation message tg the issuer
financial -insﬁtution. Then at step. 5, the enrollment server 112 passes cardholder -
information to the access control server 114 to set up records in the account holder
file 118. The account holder file, such as account holder file 118 in FIG. 1, can store
information such as: financial institution BIN numbers, account numbers, expiration

30 dates, first and last names, driver’s license numbers, billing addresses, social security

numbers, cardholder passwords, cardholder password questions, cardholder password

answers, cardholder email addresses, third party identity scores, andl other

information.
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verification process begins. The second step of the verification pe;gidﬂ@r l?ﬁ
the directory sending the ACS capabl e of authenticating the cardhol der t %
card nunber to determine if the card is enrolled. If the card is not
enrolled, the enrollnent process is termnated. If the ACS indicates that
the card is enrolled, the ACS via the directory 20 server returns its URL
Internet address to the .nerch iBtd40n précekd)en

i nvokes the ACSSPME dlfﬁ?rgﬂ??{%eeﬁkg%tg&ten‘ %idgigﬁ%ﬂ%%%l resi dent browser.
Once agai f. ichrahs1dePLarbd Mkkd theiter £plivatie catisdtthppersti@bassurancPABssagesecond
met hod of checking to see if the cardhoqufg;r i egi,st er ed N&OP is for
the nmerch@atMp! that in renvgrisable taole| @rdholder e]éM lgd%tF&Pﬁ?S“R wi t hout
first 25 queryi he director t hds &l issidt kiRl oned
above, i< I%’q;@?(,{b?&ﬁg?{tf%gh%%%ﬁ%ﬁﬁgc %%ﬁﬁlg&cg% 2? ning the same

i nf or gat i tgg chaheldats Efmatid TeQVpthg cadholder cahibetabsusedhihabedialogriénde chant  can
at least do a prelimnary check: |t _sho%d, be noted t'ha.1 WS Qﬁ’lgl d. be
mor e t hamsedeithBAS wak delivesed Fom) thegapdiolder s 19SHEr- pAETAAR'G Wever, it is
pr ef erabla?q{t.hg]ﬁJ t.,here be only one logical directory 30 server. In other
words, al¥Yd¥°¥fie directory servers should be consistent in that they

contain the same. i rmat i . hiwldieniCamnehied 8ededicesa PAS
partici pant, tllﬁé%lo"ﬁ\%%e {éaﬁlﬁg?scjagdhégin& %ﬂéﬂ%fe}%ht:% ndow to the cardhol der.
The bank ,prapgad Wnndaw Geatvwivehabipcanbimpenentaticns s S¥iomay meqiFat i on and

pronpts the cardhol der for his PAS password. See Fl far ap fgyenpl ary
wi nda@ 50dditioaa! pexsipldst tRBIPEREHH 5P rasf"brcg‘}ﬂ émgrr gFr'PA g%%ssword. The

car dhol der .ent er i s s HBzeAGR ity proasolshsnch passwor d.
3As is corﬁ?ﬂ??%i‘%ﬁ@y&et ﬁ(gl{sclzlglgc:iﬁ% e\rﬂg%%rﬁaébhg_ given a g?_?tlgi n number _of

- attenpts 4, eRirner bhstystitieto priotechdats wansmitied actass dbg ERBPEbeT e, S| o t o
correctly enter the password, then the cardhol der can be pronpted with the
hi nt queseidheldesand el FF¥Had during the cardhol der's registration

process. Preferably, the cardholder. is. 10 given &h FRagdihier the
correct answerAlsp, dwiohssony Ry deRsFItog Fs |%§Peﬁﬁjg°%§§%nt aut henti cation

continues_if the corg SHO*EmisSof HREE dindloe “datagnivece gobiey.T sEadie correct
respc}ﬁse gty %I{/fnégddlgéal{ﬁg car dhol _d%r_ to the hint gltégst ion, within the

al | owed ekl Bistiattionrtas she bty AcsequireTopstiaag gardhpldgis o eiihpy s6eRl, o

recei pt using the issuer's.signatuyr oiteSBE Yé L frafion Yrsheks. STHeey. Thi s
recei pt \Ml‘lﬂog&‘??eEBWFé?rﬁ‘staﬁgpﬁg?%%]{glnc{%%gﬁg%ggd qcc%unt_ n\lﬁ,nber payment
Amount,  angdsthenRB¥EETithe “terms of use” and/or the “data privacy policy” accepted by

each consumer should be saved by the financial institutions. '

20 After PAS system participants are set up and the cardholders are registered, a
payment transaction may be authenticated utilizing PAS. A PAS authenticated
payment transaction is illustrated in FIG. 4. In step 1 of FIG. 4, a cardholder visits a
merchant’s electronic commerce site on the Internet. After the cardholder selects the
products or services he or she wishes to purchase, the cardholder begins the chec.kt?)ut

25  process, completes the checkout form, and then clicks on a “buy” button.

After the “buy” button is selected, as shown in step 2 of FIG. 4, the merchant
plug-in software module is activated and then performs a verification process to
determine whether the cardholder’s specific account is registered with the PAS.

There are various methods by which the merchant plug-in software module can
30  determine if the cardholder is registered with PAS. For instance, a two-step process
in which the directory server and then the ACS accociated with the cardholder is

checked, a process where only the ACS is checked, and a method in which the
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date. The receipt file 130 stores the followi ng transaction data 7- [gTchgmt
nanme, nerchant URL, card account nunber, expiration date, paynent anount,

paynent date, the issuer paynment signature and the cardhol der

aut hentication verification value. The ACS then redirects the cardhol der-:

back to the nerchant plug-in through 20 the cardhol der browser. At this

point, the ACS al so ses (o_the nerchant ]! . ' ecei pt -
and t he JEEEDATINEED 9%%g§ ?%BWQ c??\tgﬁ@%%%gsﬁ'gr 021]21_5 %%%Eﬁgﬁl?ﬁént i cat ed.
The val i dgtl @8 Se¢er 136, in the acquirer domain 106, is -used by the
merchant plug-fn 134, to verify the digital signature used to sign the
payment recei pl. d fib-$36h HrdBesd vl by 1 B Ridud.eIn tHeefirsiasteffjol der is
deemed "aut henti cegfféﬁeé}%o}fﬁﬁ 25 so IBerrbpdi ment s oIngt he invention, after the
t r ansact i ;e mécleaeplugtie dofiware neodultediicifies fiel dardpasountapanhen and ARetcey t o

- | st hi h d d . b d
For TuR ur G orechay piien Ao o PR e 06 il ryper & BT Hfel °7 ST,

3, step Ayl al&siadiewth 865Bhcf Bink @it hos PANgatibipasipets hccaccanhol der s

account . Igoec_l ically, 1n step 4, the nmerchant, 30 t-hrough.the nerchant

pl ug in sefkbardesootifd] withinds rangeaeft 2rspint pumbsrsndefingdeon Hregdirgstasy 13
paynment network such _as Visa . 1N ¢t . war ds the
aut hor i za¥r6H l%s'g%g’edﬁeﬁwg%ﬁxﬁs%%%%é% e#%é g[FI;eP v?lklﬂsﬁetrffﬁ'on. The
0 aut hor i 7 aki Ot BRS ¥kecHaft B MPEESa Ut Alke hcvomarmmibey iknohvwegisterechwithrt . The
17 OCT 2004 aut hori zation rressaﬁ?q% Is sent to the ilsS' gr so that tEe | ssuer
fi nanidi al PAS and itternérohant phg-in seftware mepdulearetvaisornine! ¢l trapsegfion 30K “account

is in good standing and atag ik Seink, thé Rfrdint sbRFRALSEVAE pur chase
anmount oft°ttﬁ%nb°5§mgh?t°fe|ﬁ§%§sac |oérfll'. Wmfggégiln&’ i ndi cates that the transaction
was conpl ghfosesarwitl thel thingdotion, - iadormaliycaowd, rtefisse fidher| serpge teethsage

security (i.e., channel encryptign (SSL i he. clear) and authentication
used. in mﬂ@%w&mﬁéwﬁhﬁi‘ﬁ%ﬂéﬁ‘bﬁéwﬁmﬁﬁ on, -.the nerchant is capable
of providing additional information alon ith.th ut har.i zat | ssage.
For instance, Onfhe ﬁMWﬂBﬁcﬁFW‘HﬁW’BWg%#t%edg@%f éﬂr’l@?m 3%%“?3%8) £1°
indicating if ,the L BRcth %Eﬁ@pslgﬁ,l.llﬂkdl e bevshi catedf thecount
i nf or ti%ﬁ?“"ai 6‘?‘{‘@%&2‘}}84#3?6%5, ca%{:ardhol der verification valug 2, card
aut hent i GatifRAtME prédesn begins.v dThee s¢coal\step ah the Wleﬂﬁéatm\lbf’gms _by _ ©

directory sending the ACS capable of authenticating the cardholder the card number

to determine if the card is enrolled. If the card is not enrolled, the enrollment process
is terminated. If the ACS indicates that the card is enrolled, the ACS via the directory
20  server returns its URL Internet address to the merchant plug-in. The merchant plug-
in then invokes the ACS via the cardholder client device and it resident browser.

Once again it is noted that there can be multiple ACS’s in PAS.

A second method of checking to see if the cardholdér_is registered with PAS is
for the merchant plug-in software module to directly quefy the ACS withqut first

25 . qﬁerying the directory server. The third method, as mentioned above, is for the -
| :fnerchant to have a cache memory containing the same information held at the

directory server. In this manner, the merchant can at least do a preliminary check.

It should be noted that there could be more than one physical directory server
in the PAS system. However, it is preferable that there be only one logical directory

30 server. In other words, all of the directory servers should be consistent in that they

contain the same information.
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aut hent i oeithinrthe pllewedmeabd afaitemplsy

aut henti cated by chip card ENWcryptogram and the -necessary fi @ asgro 2004
provide the nerchant with guaranteed paynent. The CAW is data is created
by the ACS which authenticated the cardholder and is a uni que value for a
gi ven paynent card and a 15 specific paynent transaction fromthat card. It
I's used by PAS card issuers to wuniquely identify authenticated paynent

transaction if_any subsequent djsputes occur. f & e h nanci al
i nstitution prBcBE oﬁi%r tha %Wmcipﬂlﬁotﬁe t‘df%'ﬁsdés Ea}y%rh]a Péﬁ?@ﬁ%%%t e,
control obldie, RUGENIAANYIRANS ALE! WM Brabdawilowr betlaine Uabie paymahant * s

storefront software via the paynment network. The issuer then r rns the 20
aut hor i zafrireBetionsinfommetion zndtpremptsythe pardrdderdpacis PAS prssweide etE Gt n step 5

of FIG 4 t he i ssuer fi nanci i nstituti ] ' . tyhon or
decl i ne thdox Am sXemEplagH Wi Wsé@e ﬂlaér%%?'tﬁetﬁ?ggdbﬁggaﬁ}ﬁg? ?’ga%?o?n&srfressages
can be bafched ;angys eitdhblied effeRURIs &r Ker| ikeiord tdndethe TAES PAdifmstthent i cat i on

informati‘on 1s -also included in the batch authorization .nessages, 25 The
access comisswirdseAyés cammon dodmpts] erdioldes cpp e BYRed PR UBIRET OF o

exanpl e, the access control.seryer .c | i 118GaRENts from
the dat AEEWS REOHE ysexggr{h%%asa\g%rgt iﬂ\:/%tgg naﬁlﬁg}aiﬁﬁﬁﬁé%%rﬁ% gardhol der, or

by the i S§UShsswolllahas BRSGrdoNer chn de pranpidd dvithathe dirgauestion thet wasi npl i f i ed
renewal regrstration process_when the cardhol-%er re ei ves ghrgé)l.acemant
pefera 42

card. Thestablished dyoing il casdholdst’ s 3eB1STRIOB PrIcesy, (1 AT " of the

sare pegi st et el BELOUBn bil cibAURRS SR ASporkeRS mehirtaboial | on.  When

provi1(9i ngg“ée%%‘ber a connection to the access control server 114 for
Can val | dat o T SBeng R e AR o B e account
18 T 20 tdiQtdbr &'e QorrdRtirespdhsed 8 préidédby the cmtholier sorthe JyasqueshpBise;
digital signatures, an online PIN n'?%?éﬁ'ﬁo ?Paﬁﬁgg%éf&-é‘!’id?ﬁ‘eaﬁkg}%sm 130
can inter oper a%ﬁnﬁ%yi]ﬁ&é&wy{ 8PR swﬂ;&%mﬁdr&’srlwycmﬂé rdoaipt Wi

car dhol déPeRYY PRt of matton on file, intéroperate with exi sting

5
nerchant @utdwttieznérclmt ande,cdashadcogntystberpaymepFaunt fnf dhe B who

provi de services to nulti ner cha a_Vakl PR Nt
i nt er f acé@te-béﬂlﬁé@FF‘P%é{“ng#(gﬁtgﬁ? tgﬁgg I?%“e’ﬁg?g%% %cg?;? %nuaqir}l&ﬁﬁarﬁtze t he
mandat or y L MAGtURE, cRAY4Teeknt NRInBREkexpitatiat idzia; paymessanged, PHoRFEhe

acquirer en setting the value of the electronic c rce_kpdicator
(E(C]II ).  date, the issuer %ayment signature and the car otlclier authengication veﬁﬁ]&'ﬁgﬁ

value. The ACS then redirects the cardholder back to the merchant plug-in through
70 the cardholder browser. At this point, the ACS also passes to _the merchant the
digitally signed receipt and the determination as to whether the cardholder has been
authenticated. The validation server 136, in the acquirer domain 106, is used by the
merchant plug-iﬁ 134, to verify the digital signature used to sign the payment receipt.
After verifying the digital signature, the cardholder is deemed “anthenticated.” In-
25  some embodiments of the invention, after the tra_nsactiog is gompleted,,the cardholder
will also have the ability to re-régister his or her card account and create @ new

password to be used for future online purchases.

After the cardholder is authenticated in step 3, step 4 initiates the process for

authorizing the specific cardholder’s account. Specifically, in step 4, the merchant,

30  through the merchant plug-in software module, sends an authorization message to a
payment network such as VisaNet. The payment network, in tum, forwards the
authorization message and the ECI to an issuer financial institution. The

authorization message is a message as is commonly known in the art. The
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10 One nethod for routing transactions fromthe nerchant to an adcsg(T 2004
control server is to have a directory that provides the address of the
server based on the cardhol der account nunmber. In such a nethod, the PAS
requests for routing information is only acceptable from authenticated
merchants. If PAS detects and reports activity froma nerchant that

exceeds its normal activity,. then.PAS | e.t . a6 a

mer chant uteasEzaden giessese ?Sn%%é’ttgg ]Sﬁﬁeitsoiﬁ%ﬁ{]% Sggcgifﬁllaga% gﬁ‘g@ ctai\gal i d.
This coul MR gifig Rkcdunf itdini good eemEthgpémebidy sleqhite chant
aut hentic%{?%rté tE}tf‘eoﬁlt{illﬁg PAS sd;??em ca% be dep gyed, but depl oi(,hrrent I S not

requi r ed. creditling &nt the neduested parchasa agwrnhed e PRt EBasattioRantng ELdq. 20
DETAI LED MESSAGE FLOW FOR..PAS PAY T A : Bl tes
excompl ar yEEs Job Aol i0" Sah Fo P S VP FAyen i PGt K3kt

super isTPQsieHe RS sebhftyRIS, ohamhblt @ctyptien (FSL) a5 el diea) aixbwethentimatiopur chase
transaction bedgins when a cardholder visits a nerchant website via a
browser amdd.sel ects itens to purchase. The nerchant's paynent system wil |
ask the 25 cardhol der to enter his or her paynent information., Generally,
entry of the payatteniative ndoshoditnénds of Ifbeilinvessionr thenmgreharty i capPle Shnent,  for

l e, through th f .SS ti ] dhol d
ndi cat epvgnaRdadonahatraaa g R i et Ror faE ROl A

mer chant oﬁﬁﬂ PSS Rh RN MOHRSHE Bat-PARageRdibaing ifiheigaidhoklef twear e nodul e
134. Ther@%gals/ OV\% by line | a, the plug-in software -nodule 30.134 checks

the dior echoreysfally \anthentiatéd racchant sigéane en,Uagltal SIENARIRES (RENOME cont ai n
the cardhol -ggéﬁogn{’agg(qegdc’*ﬁr“@] Qﬁ(ﬁ%ﬁt&%&? QM% vafeNCAWPvY, 3l f@hike PIL the

car dhol d&f™ € Servic ternatively, “the plug--in
sof t war e neuficutdBry Eliip chsl EMY dgptograns and éhemmvossyryt fields toproxidesthe hi s

informati on. The software 134 search r the. PAN or t a

Veri f yEn mmmm%?éé@aﬂgﬁﬁgh%éw }fh'iﬂmd]e“rcrﬁ?\(fw Fheno s ‘gﬁr&éady

establis g%%bnt%%?ed%%%ﬁﬁblﬂ WS i SRlh¥ahRe 186 a Wivdn LBtk icald andsecur e
and aut he

connecti on w nticate itself to the directaory server 128 .or the

accegs epatifiolpagmentetradshdtionT fremnihat isartk Thlieguseth WoPARaF@d1BISH ' search

for a card. rapg try that .cor 10 hy vari ous
| ocat i oné‘.m%q& lg?%tﬁg W%S?uﬁaﬁpggé%%g%g 1én([2 ﬁ%@e%gﬂ%ﬁ?ﬁ tglﬁ%pél? ?%#cgo.f t war e
cache of L aRE Qesrer FhficiA tingittichhprocesinghaiithe pdutigprizatio firansacsionoidul e can
al'so check the directory server and the acc&;{s "on%{]gl ¢ ee%/e%han%g After
the mer chemplatd, epnir! offthapuehaseransaciny & then relned, o fhe

storefront software via the payment network. The issuer then returns the

20 authorization response via the payment network to the merchant. In step 5 of FIG. 4,
the issuer financial institution will either authorize or decline the transaction. In some
embodiments, the authorization meséages can be batched and sent in a group at a later

time. The PAS authentication information is also included in the batch authorization

Messages.
25 The access control server 114 is capable of various ofher functions. - For
example, the ac;ess control server can deactivate registered accounts from the
database. Accounts can be deéctivated manually, by the cardholder, or by the issuer.
The access control server 114 can also provide a simplified renewal registration
process when the cardholder receives a replacement card. The access control server
30 114 can support multiple users of the same registered account with unique access
control information. When providing a user with a connection to the access control
server 114 for purchase transactions or account updating, the access control server

114 can validate the user as an authorized cardholde}r of the registered account
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Veri f5Enrol | ment Req nessage is transmtted to the access control gé?%ﬁﬂ'ﬂ&h
either directly, as shown by line |Ib, or after first passing through the
directory server 128, as shown by line la. Wien the VerifyEnroll ment Req
nmessage is transmtted to the access control server 114 via the directory
server 128, the directory server 128 15 searches for a record correspondi ng

to the cardhol der PAN contained jn the VerifyEnrollnentReq nessage. On
unsuccess fhipugheaneor mefe °§F}Pefgﬁﬁwg§’é‘?°$é?m%8’ W PHEass ﬁg}%ﬁ%ﬂaﬁne& a

Ver | fyENT gl (riigs, i PIR afRlenNeivg 65 chi Ghr& BMV 68/ pictrae. of

St at us of 8?; nro Hr%’fltt&%g(?o@eri nynafoI I ment Rg)Z- Status to %’ﬁl The

Veri fyEnrol | nept Re S 1S, Ouith @x13Bh EmBiird N
software. On 28‘ Eﬁ?ﬁhﬁg%ﬁ%%%u{ E?oﬁ%&dg%ggés}?%l mat%h, gﬁgﬁdﬁnrectpry server
128 Wil |, fief meRhait! hRAhe caahelbti stwdnt esbmbdtionhon Slec unteroperateovition wi t h
and authenticate itself to the access .control server

RL.. .Then, the
Ver' Erfy ol xistingRegrohests aghosization  indr learing syfiems, o3paed g&?‘h{?’{’}]ﬂ‘%e"r’]{y r URL.
If that URL is not. avai . ' = : PLAGeREst 0 t he
next accegrg‘”élsnstemf‘;%sgor \%@?ﬁ@h&l%%ﬁﬁ?ﬂ%&g Ivg%?tg)t?hgﬁ%rgglﬁl ow for up to 25
a maxi minyg@ivestd e nferohanp and $he @omqtiren| ammkmisimigRithe momdstory dapeblede  Of

course, the nunber of URL's attenpted is, variable, |[f unsucc on. all
attenpts, p@mmémwléﬁ%h‘?%ﬁ%@?s%g%&@%‘ the agawrgr Nagn P%t'fl‘P% gheng‘?%@% glrl“lt

plug-in m@%g%m¥ﬁéggﬁrceﬁ%%§g§5§@ Is set to "N' to indicate to the

mer chant ase transaction cannot be processed as a PAS

transpction. 3 @fgieg{eordt@ﬁ(}{ﬁ{' f VL Rbhie0EREE HESRAR0 48 4c86RI dattoDY t he

__accesys control e access control server accepts the
) car dhol degerRf\Sk fi6 Gavé badirevery fyEmrotidesctie Reldrase o abe sarver basadden dhe | t

agai nst the account holder file 118 The, accgss nt r ol 4 then
formats ecavdholdey Recomt aynbers ﬁ%s%‘ﬁbea r?%h?cﬁe&ezgﬁ&ﬁeq%@%%}éq\?\ﬂer a
successf ul : £L18FRES Sudehlid-edd ERIcHantsS eIfSPARaleBicad usd of PAN
Enrol | nerff’fotq%taﬁ%,‘ %Cgr a%cgg&a si ngl euuse proxy PAN, which the acgess control

server Irkfortd adtivitptiermaimeychast et exceeds itsnarival pANItYa e dapRi 528 12 he URL

field(s) in the VerifyEnrollrnen . e ;
unsuciPes ey aEEEHO & HE teg'éc’%e %%ﬁ?#g%%g%%etpggg% %%SSQ%LSSIE%ZJ% " PAN

Enr ol | menf,ik0 Tk colil @R, the saseiwiieh ingtchmet Paud istdeemad pesimbleonMeathadgr ver
returns a VerifyEnrol | ment Res nessage ,back e Jrer chant Lug-1 through
the di r ecauhrepticationde the @AS-systey gag, %é‘efaa%ﬂg‘?#’ %“%BFE’W@W%W%%%F@&&‘I'

Merchant authentication can help minimize merchant fraud.

20 DETAILED MESSAGE FLOW FOR PAS PAYMENT TRANSACTIONS

) FIG. 6 illustrates exemplary messages that are sent during the payment
“ transaction superimposed over the PAS architecture. As described above, the
purchase transaction begins when a cardholder visits a merchapt website via a
browser and selects items to purchase. The merchant’s payment system will ask the
2l5 cardholder to enter his or her payment information. Generally, entry of the payment
information should occur in a secure environment, for example, through the use of
SSL encryption protocol. When the cardholder indicates that he or she is ready to
finalize the transaction, the merchant’s payment system invokes the PAS merchant
plug-in software module 134. Then as shown by line 1a, the plug-in software module
30 134 checks the directory server 128 for the specific URL of the ACS that may contain
the cardholder’s Payer Authentication Number (PAN) to validate that the cardholder

is enrolled in the service. Alternatively, the plug-in software module 134 checks its
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nmessage is transmtted directly to the access control server, thr;*z;2 OCT 2004
VerifyEnroll ment Res nessage is transmtted directly back to the nerchant
plug-in as shown in line 2b. 0 Caching of the directory server 128 can be
facilitated by utilizing a CRReq d CRRes nessage pair. The CRReq nessage is
sent fromthe nerchant plug-in nodule to the directory server and requests

the list of participati card range s e dule to
update i tgwEgé‘F@.mq'ﬁ%ryéE%ecém s@ﬁgmi%gn? ar ?Q%p%’%e %%%eg%cﬁ?sngd?ttﬁge)

partici PaphRey FRESSing AT BiroliNBnRES HREsapE G6AS theaatdholdes BAYErIfmet ur ns t he
Veri fyEnro ntRes nessage, the PAS system checks . to see if the

car dhol dealrezki eestablisheds cthp awerghant plpgrie softwaren dat will is8iabishh 2pSF5HS es by

usi ng a QueryCardhol der.Req, and r 4ho S e | JThe
mer chant ‘fﬂrﬂégt}% W#‘I m?dg?‘ﬂg?nqgﬁ%geeynfg?oaﬁ{c%uggﬁgﬁhsg%a%r%ygg?iﬁ of der Req
nessage, {dhtlolServa Mol TiRs metdhamtpld@iti sefiviie 114 villtseanch fer a tard 1afge -

.distri-buted PAS cardhol der nodul e i s resident. géaFndi n

f. the .
Quer y Car déngtydibaRengrespansls 4@ he eardhodden BAN gt varioys iQrapipng @‘.‘eP ce fhpt 1
distributed authenticati | Sre ERhedreSirdctbry NBfSMEEMECAr TRO! der Res.
nmessage, ﬁeﬁ@%ﬁéf%h%a%ﬁg%iﬂg%f%%\A@?Oﬁ\goﬁrmn?cat(_a dicré‘%:tly wWith the PAS
car dhol degehinfilughf sofrae odplerdanmtsotdheck thatdirerivtycsared anddhe aco88hdi ng of
t he QueryCardhol derRes nessage is shown in FIG 6 25 by line 4. If the
Ver i f yEnreombab#fi¥&s- St at us has a val ue not equal to "Y," then the merchant

Is notified that the purchase transactjon cannot b rocessed .as PAS
transiécti on. Hbfevehe pferghgat \EﬂgﬁEﬁﬂﬂ}YﬂFnéM'R&n‘%‘% J'ge hﬁ"é”?i"vél?%e of

"Y, " then,t reh i 13 Wnkhnitfear eBRtolsBAke I 4 ERBEATE,
PARe(. T&f@%’@ﬁ' "%%55? %Sg%énﬂv%ﬁg{ee%dﬂ?%ee%%%%q maqssage via the

car dhol defireglly,aRtshehen by dinbil bymrartet first hassingdbugugh theAldSciory sasver 128, 5 shown

el yCar ahemadsrbge oo Siaithe Hest AP PHYRRAEY TG Gapmitct &' the

el yCar S S, eq an

Vei rf yEnragLésg%ggﬁ SBReS 208 SvilaNe RErectoly Bimat @08, fher difatiatyr servéret8 sof t war e
coul d be deploye

W th issuer's ACS URL enbedﬂﬁ_j | he sof war e, The
mer cH&nt spirabes fomial Fecophsorrsponfmgs taQths yeaEthe d%&ﬂe&"%%ﬁ’a‘e m ihe
Quer yCar dhol der Res sa fin FAN@leWBlectosy babdr BRfyRre is
det ect ed%eﬂdf’ﬁgggfnn%%?ﬁ%%%ggét@%%nshéﬁég@ﬁ%ﬁRg}g) r%gg%ge could be sent
to the AGSmRAt 4 Werif@nebIbkaheRescinbssage wotht malRIwvelnos) andsetngetvaleontiuct t he

Status of PAN Enrollment or VerifyEnfollmentRes-Status to “N.” The

VerifyEnrollmentRes message is then returned to the merchant plug-in software. On
20  the other hand, upon successful match, the directory server 128 will, if not already
established, establish a secure connection with and authenticate itself to the access
control server URL. Then, the VerifyEnrollmentReq message is forwarded to the
access control server URL. If that URL is not available, the merchant plug-in should
proceed to the next access control server URL value (if available), and allow for up to
25  amaximum of up to five access control server URL’s to be-searched. | Of course, the
numf}er of URL’s attempte& is variable. If unsuccessful on all attempts, a
Ven'jjzﬁ‘nrollmentRes message is returned to the merchant plugin  with
VerifyEnrollmentRes-Status set to “N” to indicate to the merchant that the purchase

transaction cannot be processed as a PAS transaction.

30 After the VerifyEnrollmeniReq message is received by the access control

server 114, the access control server accepts the cardholder PAN from the
VerifyEnrollmentReq message and validates it against the account holder file 118.

The access control server 114 then formats a VerifyEnrollmentRes message. In the

20



_ _ Z 2 0CT 2004
VerifyEnrol | ment heq and VerifyEnrol | nent Res nessages. After the nerchant
pl ug-in passes the Payer Authentication Request (PAReq) 10 to the issuer's
ACS, the ASC displays a window to the cardhol der. The wi ndow di spl ays the
paynent details contained in the Payer Authentication Response (PAR in
addition to other itens such as: a Issuer's Iogo a service organi zation

mark or brand | ogo, han{ nane,, Merchant af | pur chase
anount arﬁ?ﬁeﬁfbﬁﬁe@rﬁ‘:‘yc“ HiAich ooy dhe Fegpty cﬂﬁtﬁ% ell- ‘Sh)eg!t ﬁ’?&némt éﬂse%gr ring
payment {8l hmefl 825y, 1 erdiRe aldiie Gt (A6xy PAK el eropésh abnrsiimepienl |t er s
and condi'tlons of sal’e or link to this infornation, g sonal as urance

message (FAMyill anetnplly exsociater with dhe BANG @hd @opulatep dhe, €wi Il then

pronpt the cardhgl der to enter a accepts
the car derPﬁﬁG?‘Réﬂdnﬁtgedairbgj ?EE |nsi]§$uge accoun? ho?cier File
118_ ghe do ﬁ§ot"éc}¢er%lat's% Staflls o?WEﬂ‘ollﬁtemﬁbW” %eﬂp&ﬂhowséiydineam enpt s :

(e.g three attenpts) to enter the correct_password g:@urse t he nunber
of at te b6 acvkbsmontiol seaver reuna i Koy B elémeniRes mosgage Qﬁ‘f@ t thedagrghant ¢ enpt |

the PAS wi |l _di sp ‘-}fg'e@? E}Hﬁalf"&tss&" ug%_r%gr ﬂ}'%h&sg%gpgl@e; E”rbhmgﬂgg to enter

the corr &g int questionTassoci at ed with the

car dhol d%est;%etﬁ efnsthivieh aeetly bhie Gedeshodutiel sérser? ﬁlepm:ﬁzmnmnmatst one
attenpt to er the correct response. If th car dhol der. | des

i ncor rec@esmamyeusmﬁﬁéﬂﬁ?@Y&éﬂ‘@éhﬁ&eF@@é@ Pt 255 %Wr‘%ﬁ@%%ltl on cannot be
conpleted. If the cardhol der provides the correct response t transaction
shoulig be tr aaichibgass the dirsetopasssvisrdd s %@E’l’i‘éﬂe R wdilizing g 9is nore

t han one ent for an acco deY pligRs are
di spl ayeddf #%Rﬂr%ﬁssa%?/\ﬂ% ﬁglowakﬁ%ﬁ]ﬁeggés}r/ ol H er gﬁ%ﬁﬁgﬁen se%rﬂgt his or
her nanemm@g\tdwﬁ{ec({ﬁdag,@fseﬁv&eamammdthetm oA@‘SrtgmwnatceBi mngeslilgital ly
signs a paynent response_ ness R%é’@“ PARes. rat es gnd sends

a SaveRe@alqntfor the phigya m@d‘#‘h@ ifsicaphq. ¢ ﬁ’an%E%ﬁglﬁ aRager 131, as
I s shown | i.ne 2004 2 shown by line 7a, the SaveRecezpt
nmessage r‘fﬁ%)/t mﬁé’aﬁ% Se mthe receipt file 130 to the issuers

aut hori zation ﬁ}et t e”e%ce%s%o%ﬁ'bll?sﬁn;ep RidW thé eV, ERfolnentREBt ch up
r

t he 5§ynent a Y508 Pequest wth the payer aut henticated transaction
in real tidBageSMRdiAR)syshen &ackR&x:saepf theeesthglder dlianh devieshasrdistabiptsdr i zat i on

and authentication capabilities by using a QueryCardhoIderReq and QueryCardholderRes
message pair. . The merchant plug-in will format and send a query, the
QueryCardholderReq message, to the cardholder client device 122 to determine if a
20 distributed PAS cardholder module is resident. Sending of the QueryCardholderReq
message is shown in FIG. 6 by line 3. If any distributed authentication options are
returned in  the QueryCardholderRes. message, the merchant plug-in  will
communicate directly with the PAS cardholder client software to perform the
anthenticated steps. Sending of the QueryCardholderRes message is shown m FIG. 6

25  byline 4, ' ' ' ' :
| | If the VenjﬁiEnrollmentRes—Status has a value not equal to “Y ? then the
merchant is notified that the purchase transaction cannot be processed as a PAS
iransaction. However, if the VerifyEnrollmentRes-Status has a value of “Y,” then the
merchant plug-in will format a payment request message, PAReq. The merchant
30  plug-in will send the PAReq message via the cardholder client device browser to the

jssuer’s ACS server, as is shown by line 5.
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5 settlenent system 138 allows the issuer to determ ne sinul tan@@sgg qu
the authorization request is for. an authenticated purchase. The

then re-direct the signed PARes back to the nmerchant server plug-in, as is
shown by line 6. After signed PARes is transmtted back to the merchant
plug-in, the plug-inis reactivated. If the authentication status is a

"Y," the plug-in sends the PARestot i dati In the
case t hat IOt hg ﬁé@ltlﬂmlﬁyorbys%‘%’%lﬂ‘q 2% g‘?éﬁ 6‘# é%‘&”g% %fﬁoédern%r Fthant
plug-in, the Qﬁ@%@g}%ﬁﬂe R%da% eﬁez;[f?@t nFRR s ORidésHE@ ang bet ur ns

t-he resul’inesgf’g? he si ture va t1on he signature cannot_ be
val i dat edglihiagted. nemhamer plieng sbftwese | douldobé figployad Wﬁhdmm s #4& (Bnsact i on

cannot be treated_as a PA transagtion. .If, th tus is a
"N," the onheddetht hig o -a pribfiptRerehapt, Pﬁ'@‘ rl’c% (Ec?er %Ekfdrllg f or

addi tizon ?;guér#&?fdﬂgi e%q LROBSSY ChhfolkRf R Gheledgel Sirsts eIfPASlichidhokiet payment

card or or “process the paynment transaction as a
non- aut haﬂknt::atf’e&rqmyimmedt ﬂmrf@a@tmdhentlcﬁthlh%e%@é dRa) mewageild er domai n

106 cont a| ns ser Q%S r dy@lihdat es the
si gnat ur &¢o¥nt Fﬂag’ﬁﬁfgéé %c'ﬂ‘féﬁ(?%%t n Ss?gﬂ?“}ver t@@lﬁgagﬁl?htgn%?eturns t he
result ofy, 9}%@&&&@ aNRVERGERRlincaRebmesmgehant plug-in. |f the

Si gnature o nnot be va |date merchant plug-in.notifies the merchant that

the transacti P&ET a3k Beks@sthd PRAS AduthaniatisroRequast (FkReg) her hand,
I f the mgnatu@@ G[ﬁg va |d{’ g ?he rrerchgsgt proceeds with an.aythenticated

pay et &Utth@ﬁs*.sﬁafs ACS, mmamlayﬁesgag@mtm eBdhlders s The) IR ¢ he

ner chant to its. acquir nment. 2. .6a. The
ARG <SRG DA petiy Sndrn R GRP Rtk o Hoghihl (pARSS

t el ecommypi gaicANe dtRdr s bR 4s0 atlbeei’s 3oy a sBhniss otgasizpagremark or
authentication results are nade available to he i.Ssu ﬁsasﬁﬂg’%t&g‘i t he

st andar d yandningp, meochaot hame, wb%ée@onmlt h Pt RT elated to

t he various channel,s of, tr n \haeR@r @gn |I:§1§'H1%§ﬁ%rmé\soﬁlebase'| I ne,
al | the CHERMGEH PURFEE gﬁ{gm%%gn%‘%ﬁ%e?eﬂp%aef er aglcy encrgpt ed using.128-bit

SSL. jkhe ghapieh opeinkae rah&dmnon,rsqblamaldemsamﬁ conditions o sl of hiek &S t wo

channel s. The merchant shoul d secure onn en the
car dhol dénfosnetions REFEDRLITRRACS mefﬁ"‘ﬁﬁt by ‘ﬁg’}dngﬂafr?;]%gi cgrg;{ ?ﬁ% %\Qt e

obt ai ned _{ s%ﬁ}rdzz)’ OCT 200 2.a service organi zation-approved certificate
aut hori t)P e nmerchant should al so '

The ACS will then prompt the cardholder to enter the appropriate password.

The ACS accepts the cardholder input and validates it against the account holder file

20 118. The PAS will allow, for example, a number of unsuccessful attempts (e.g., three
attempts) to enter the correct password. Of course, the number of attempts allowed

can be varied. After the final unsuccessful attempt, the PAS will display the hint
question. The cardholder will need to enter the correct hint question response. The

hint question associated with the cardholder is then dlsplayed The cardholder is

25 provided at least one attempt to enter the correct response. If the cardhiolder- prowdes
mcorrect response, merchant can be notified that PAS transaction cannot be
completed. If the cardholder provides the correct response, the transaction should be
treated as if the password was matched. Note, if there is more than one entry for an

account number, the various cardholder names are displayed in a drop down window.

30 The cardholder can then select his or her name.

Upon matching of the password, the ACS generates and digitally signs a
payment response message, PARes. The ACS also generates and sends a SaveReceipt

message to the receipt file 130 and receipt manager 131, as is shown by line 7. As
' 22
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secure the connection used to transport the PARes nessage fromthe
cardhol der to the nmerchant plug in by using an SSL certificate obtained
froma service organi zati on- approved certificate authority. 5 The channel
bet ween the cardhol der and the ACS should be. encrypted by the ACS by
using an SSL certificate obtained froma service organi zati on-approved

certificate authority. This_channel is usecﬂ for t urposes. . gi st to send
t he PARecshowdyalie 14 #ha FqveReeiAE FRESTASH MAY-A'RY l{eopa[s#(é)l ﬁ‘t% R S T y to
send the bﬁ{ogﬂ)eﬂle 1%’ a érfz%ﬂ@n bh® @Eﬁl@ﬁeﬂ@sﬁ%ﬂl 13 ts aneih ahél @ésued b The

channel between the cardholder and the enrodllment server shoul d be
encr ypt edmityh up ehepaymhenrenthosztivs requesirwgitiathe gayercuithenticated BaBeRhed from a

service organi zatign- roved certificate aut,hori i n is used
to acceptintisal UEgy dgﬁ}‘ﬂ&p t SERAEAR PRPRRS %bgnl.ss'il%se t gﬁﬁ%&be ween the
ner ch gt_ &&f@n{eﬁ? Etéﬁlgtlﬁgyaﬁcﬁﬁé’%e isher st waemnihé simbfancodsly eift diey . server

and t serve ul'd -be secured through a service organi zation-i ssued
SSL encr yaathopizativer teghést & forjan avthenticatad prehase t The AGSAwill Hica rewiiiest ned in

the VerifyEnro]] nentReg d VerifyEnrol nt R nd -t he ACS URL

addr ess %%ﬁﬁﬁqw?’ aglﬁ@alggmef%%gﬁe{;gfgﬁ-t é‘g?%él@%gg&%r?g channel between

the ACS to the cardhol der shoul d he.encr ed t 2 rotect .pronpt for

t he car dhol derA%ﬁﬁ%%fdﬁ%W&rﬁnﬁ@t@gﬁ’aﬁa%%? %@@tggu%%éﬁmlaéﬁﬁﬁs channel

shoul d beg.nt; t ' ti f igat fe phicainneds thelR4Res se1thd ce

or gani za??%ﬁ%%%’r% a%@??ﬁaig%tsgﬁﬂgat ho.rl’t_y.e(pcx%?h2094 CEI\I'I'RAeEI D- AND

DI STROBUWaGNARGHEFECTHMRANEMSGBE VERS validptianserver SRgliens 3¢ pravVidadedyy

centralized architecture and Fl 9 b DAL & JiaSlefdut ed

ar chi t ectthf mer F@Sﬁug/'- gleafpgr(?ﬁ%rﬁw 'lﬁgagﬁ%gsrﬂhlﬁrpose%el e?ot}]%s%r?ts%tions of the

message fhOWSulUsE i Sphdtniehealidatial. | TEnke aipdainrey nembt beovadileted, R G -7

illustrates the nessage flows on the ti,gntral l.zed PAF a chcﬁect g,rﬁ

accor di ngnerchaphplugrin Sall pefy e matehapt (e drapsachion FATPBHLe Bt &7 6481 y

ment | oned, . LAg on Sfk (& dhthald afich 8BRS 888 NPl ideRhaMOLEEK Al @ prémgint a Lo be
2p§es ol der

stored o Cr s system and the cardhol der's password Is stored
at ajgents e Eatiloléirasking for hédifidnal Eformationpregasst g deretor ¥551 3 zed

archit eCtd;Jfrfeei"egtop%y?n%gts (I;asr or %m? o ga{y(rjrpe%k,do% rpr(():cleisseﬂl% p(A%leﬁtetraﬂs%ﬁo‘ﬁxé@l €, a

non-authenticated payment transaction.

In the case that the acquirer domain 106 contains a validation server, the

validation server 136 validates the signature on the PARes. The validation server 136

20 then returns the result of the signature validation to the merchant plug-in. If the
signature cammot be validated, merchant plug-in notifies the mer_chant that the
transaction canniot be treated as a PAS transaction. On the other hand, if the signature

is validated, the merchant proceeds with an authenticated payment authorization. The
PARes message may also be passed from the merchant to its acquirer payment

25  processor 140 as shown in line 6a. The PARes message may then_be passed from the
acquirer.ﬂlrough a telecommunications network 142 to the issuer. Thus, the payer

authentication results are made available to the issuer as part of the standard payment
authorization process.

Now the security issues related to the various channels of transmission will be

30  discussed. As a base-line, all the channels of transmission are preferably encrypted
using 128-bit SSL. The channel between the cardholder and the merchant includes

two channels. The merchant should secure the connection that is used when the

cardholder enters the payment information by using an SSL certificate obtained frpm
23



personal conputer (PC) 702, and the PAS 704. The cardhol der cli grit [}tﬁViZB@,
702 supports an Internet browser 706 that allows the cardhol der to access
PAS. PAS 704 includes at |east an enrollment server 708. The vari ous ot her
conponents of the PAS 5 system have not been illustrated so not to
unnecessarily conplicate the representation of the centralized

architecture. The centralized enrol | nent T%rao_cess begi ns at ste(g J[ when t he
car dhol den goése brEanizatitraapprovedeeanificats euthanty. t Hbesperahantc sholé |al§%ent page

to register wth PAS. In response I i i i tep 2,

t he enr ol FGABFR1AC EHMPE OW%dgqgg%ﬁ?%iﬁ%r{;eﬂgggﬁl%%eﬁr% %é\n eh&gﬁo%erﬁtt? @‘éetsi on
quest i Onsmel'd(ij‘laﬁltlﬂﬁg-%: b¥ h8ink QBT batifiene abmiRd Sidrha wmibe oidanimniion
questions and provides the required password. The enrollnent server then
val i dat esapifirevedresriificstetauthoniih a val i dati on process in step 4. The result
of the validation process is returned to the enrollnment server 708 in step
5. At Step 6, T cizandbeamctndhe cardimidersod vhe ACSshoulddwiaagrypied BY 818 7, the

car.dhol der js i nforned et he r not his or her.reaqistratio been

conf i r medACEsby-usnggan ﬁgﬂs?q@ﬁ%‘g" Pﬁtgmg Y314 f%‘amﬁag‘]ﬁé%‘?&wna%bp?ﬁ‘g‘id occurs

bet ween tl@bsﬁﬁé‘a?ét ARRLAST THid QRndl Vi fF0Rvo MABoESAFIraNne sédibtheetlgnt syst em
rding to

720, acco oné enbodi nent of the gresent invention. |In_Fl 8, PAS
704 is shmessago fioncthedmershanti pheg:inotoy thsefAGSy and gecopfly jqcssngathg s , and a

recei pt database 714. The han rver includes a storefront software
program 7 ,“@ﬁﬁ@%%ﬁ%&@ﬁtgﬁdﬁ@fiﬁg-i n 20 software nodul e 724, and a
paynment system 726. The centralize nment .f | ow J

car dhd der shopi¢ ﬁkmpﬁ]eb?ﬁ}’lﬁﬁ‘hg?ﬁc glé‘ﬁ@%t?’@ftbe Sgﬁ%glggieg%g%wg}iﬁf‘%&g}e step 1.

“7) Wien the e oGt BSerk BorveNemieos SOT. eeifivatessttaingl Soans stivide t he
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enrol | ed érpattizeioneippreved ropriifisatecputhianty. | Thishehanmel pbuged © 28R M%d, t he
directory seryer rehg{nf. the URL address of the i-ssuer's ACS server to
olfer goeojjmenfing

the nmerc Yep 3~ the nerchant plug-in module 724 sends a

PAReq nessage to the ACS 712..1n respno - OarZE6 e
car dhol der evéht 1 bgtisen ﬂflﬁ B a[%ear%agt%ég]vr\g%tg& % sum ng &?ﬁgl E)Hae:svxord i's
val i dat e dyskfepss et o tRYAC eerdESheaidtbersecired freyght scavide gigasizetjosi gned
PARes nessage 1s sent to the nerchant plug-in migﬁlge {?reomtt.he ACEﬁ:lZ
i nf or ni ngsed iS58 ensrymientcertHicate iporder 4n Pasiertohe AN Falecntinel P Pfhe st at us
of the transaction | es8¥Sts Y RS AICE S1RED addre O
concl ude )?qqﬁ}?rfrgﬁglg}é@fi%?& iyﬁkgfgg&%’%ﬁk%%ner%éﬁant' s storefront software
722 sendscohtdneddy denvVedffardimentites pwysagat system 25 22 OCT 2004

The channel between the ACS to the cardholder should be encrypted to
20 protect the prompt for the cardholder’s password and the cardholder entered
) password. This channel should be protected with an SSL certificate obtained from a

service organization—approved certificate authority.

CENTRALIZED AND DISTRIBUTED ARCHITECTURE EMBODIMENTS

25 FIGS. 7 and 8 illustrate a centralized architecture and FIGS. 9 and 10 illustrate
a distributed architecture. FIGS. 7-10 also show the superimposed representations of

the message flows during both the enrollment and payment processes.

FIG. 7 illustrates the message flows on the centralized PAS architecture
according to one embodiment of the present invention. As previously mentioned, the
30 centralized approach requires no software or data to be stored on the cardholder’s

system and the cardholder’s password is stored at 2 central data storage site (AHF).
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FIG 9 illustrates the enrollnment flowin the distributed PAS arcgizte@GTurZQU'
according to one enbodi nent of the present invention. As previously
mentioned, the distributed architecture stores software and/or data on the
cardhol der's system In the distributed approach, nerchants determne a
cardhol der's participation in the PAS 5 through a nechanismw thin the PAS
cardhol d nodul.e on - ' leftdevidee fet extmblayked ‘
ar chi tec?%’reé%%lz?%c chﬁ%cstmgffb ggﬂés?ﬁéﬂpe& %ﬁ%oﬁ%ﬁglrﬁcl I ent devi_cie)tw902, whi ch
i ncl udes aRohdltdhipeter (PONTOR, AMtheIAS PAG J06, cahalfier ehignb degiconf02

o e el A AR AR e 1= 1o
L o s o et B oo A et on st | oS
P e 4 o) "
step 4 t lof Saegeeniralizad; aehitesirg, 8§§n?ﬁ£f’ﬁ8& F_%Igm%gfﬁ?{c?ﬁeﬁé\%ﬁ aéttfff;?] process
15 vari daen el ds oty GRAL LAk MRmmaR uﬁgegi%ﬁ‘éﬁfé%?ﬁﬁ cate are

)

provi ded régastésheith ®ASdhinl eeponise: tes theppasiholdess nqaiy WotiFR s the

internet fromthe enroll nent r . . ¥ te Dageent flow
in the d&Fes AR SESBAS th?c‘ﬁﬂhgiffeﬁ\rég{h 3‘5%%%“ | ﬁ%ﬁt l‘J%{ndenéerr%logii%?rent of the

presept icgégahé%wm%mmmaﬁmhmﬁam Poviidis| the swuirad pesswoed r ont
sof t war e , the nerchant plug-in software nodul e 954 and the paynent

system 956. The. RRYIRRLt RrAGaRsh RAMLRS themstratsahrouigh astatidationpreness
cardhol der shops and proceeds to checkout at a ne chang'@s ?I ect r@gi C
commer ce imetép 45 Theresiili of theyahidatinn presesh fetuenrdiedhe SIORmMERt ST ‘C8r dhol der
sof t war e _ nodul e 0.is resent. i arsdafdd. enlt Tcthe | the
car dhol d& s@BfStvvz‘}ét%?j’u aé%% ?‘?@‘%%?@2%%94 ?ﬁqﬁ%rchant S‘irrlzg}\(;ul e 954 sends
a PA2eq REIRGEE it ibhfedwhethel dent liobt hentegistrasthl kasdeen corfMEA- t han an ACS
as in the centralized architecture. The cardhol der PAS software nodul e,

whi clg%knows t peG] Bt BRRRhted b aGBAREd Gfayhtent ifbsudhatsom@ss bstysfar thepasses on
t he Req nessage to the ACS server.ﬁE&FACS ﬁerver di gal% or\@i%] ot he

car dhol desrdhuider eliend deire 702 RAS I Jrergpant sYREty {4 o°F passwor d
30 supplied by t.he hol.der e ag. pAS the ipaesmpidlinthrietshe same
car dhol d&Re &g °%W§€$&B%ﬁ%g%ta§g§?gﬁge?n?ggaug henti cated. Then the ACS
Server ragpRBgSsener 710, the AUSResversligagsl 2 ceceips databateathd. nbifmEr st ep 4.

The status of 'the authenticatjon roce a ' . is sent
to the pagwerincluges aremsiwnt ORYHS p%ggrﬂn?zgélgg’{x%o@ﬁl%ﬁ%&%ﬁﬁt YAlin

20  software module 724, and a payment sysiem 726. The centralized payment flow

begins when the cardholder shops at the merchant’s electronic commerce web site at
step 1. When the cardholder begins the checkout process, step 2 shows that the
merchant plug-in module 724 checks to see if the cardholder has been enrolled in the
directory server 710. If the cardholder is enrolled, the directory seryer returns the |
25 URL address of the issuer’s ACS sexver to the merchant plug-in. At step 3, the
merchant plug-in module 724 sends a PAReq message to the ACS 712. Inresponse to
the PAReq message, the cardholder eventually enters his or her password. Assuming
the password is validated successfully by the ACS server, in step 4, a digitally signed
PARes message is sent to the merchant plug-in module from the ACS 712 informing
30  the merchant that the transaction is authenticated. The status of the transaction is sent
to the payment system 726 in step 5. To conclude the transaction, in step 6, the
merchant’s storefront software 722 sends the payment data to the payment systern.
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22 OCT 2004 of the transactions is sent to the recei pt database 9{52 i%5562
6. To conclude the transaction and the paynent data are sent to eO T 200
paynent systemfromthe storefront in step 7. 5 CH P CARD EMBODI MENT A
chip card enbodi mrent of the Payer Authentication Service (PAS) involves a
cardhol der using an integrated circuit card (also known as a chip card or a
smart card) and a clip card reader. The chip c_a{n_i ggbog'gme t. adds anot her

| evel of aut [FGt iScHluswates thes anigHmente flowr in Hwedistrdpted b £8 A HHRAFEC he

previ ously described 10 PAS prayi Ll . ' he
i dentity a&fﬁ&ﬂg 1@ 9PY WBBQ‘EPCP%”%G g%?‘?‘}ntgﬁ" e%ﬁérn](l: h‘g{g 8?&%%%ﬂccﬁ:‘g§’?hgnbodi ment
of PAS a'dﬁs@rﬂﬁﬁ&i’ﬁx@ﬁi@q&tﬁﬁ sfdbds! soRwatcandror lafatanché eardhdider’s systeomr birtbe der

actual |y has possession of his or her chip_card, There are a.varjgty of
met hods~ Wisttibuteth apmoache dnarehapts deferming ﬁéﬂ&ﬂlﬁ%ﬁﬁi@ﬁ%}?@ﬁﬂt Weﬂléﬂ%g card. One

approach is to use.a secret. i | be

val i.dat edfrgyeh ﬁeme%nﬁsglsﬂgtmng&%@ %%réﬂ éﬁegﬁéogpi?og%b\ﬁgﬂd?%edﬁ?agg%tso use
the PAS yg,24t TR bisERuted heninatehptincludesatdest tieerihpldey chag dgvica. t hi s

docurment 1n addition the authentjcatin &\he c?r g Té/vo ' .tﬁchn]iﬁﬁu'e may be
used to PORvivtiEht mlmapak%ﬁm?tdbf%(s?rhgo c@d FAS;909, el e ?Sqég t he

chip card %5131% Eangrnﬂﬁgi No?agglg{ 62 iHeORstBbutel Spidhéh, ABéE iPmOrditeztdrie 20

car dhol d&MF el r password. The cardhol der enters .in the
passwor dgied Thé Birolmenpyroasss begins ivied geadholdes|spes Thiegudk\§BRHNCFs t hen

forwarded to the ACS. In a secqnd t | gu h 1S 3

aut oh@it i &aipunpt erplimerlpags 1o ﬁ%g‘% m‘ﬁmg sg?ﬁ % g%rgfgg #ﬁfi@ec lﬁ‘?rqlﬁe uses

passwor \(,1\,3 e%&ﬁgf@aﬁfﬁugﬁﬁﬁ%oﬂ cﬁx%§t€bn%plnauﬁf3¢ﬂici @adieldch ectoms dinswemsrtoi n or der
TRe  car dho [ C

to allo er toutilize the ip card._ 25 TEiimjaproach uses an
appl et r @@ aitientioatidnhguestions todhe erdment seEverHvs: Afhecar ﬁ?fgé‘f‘?werﬁecause i t
provi des -uni.versal acc tot : | t$hd ashAeoF tRPpAlidG@bhons, and
can be 'ﬁ‘l’?e%f‘l’tdﬁtcadflﬁg% ??g’fogg% acﬁgarh?%ﬁjg@gﬁshe Access appl et can al so

di sabl e 88Sark Orefuted RPfHel eabioas sover 98cir dep Bpol fheeesadhaldergls of t he

single, universal "Access" password, an uthent j. | . dhol der,

t he BEcesalidapdl, thentareriholdes ﬁ@‘%‘ﬁﬂ“@%&&ﬂﬂf oae?ﬂé‘ﬁ%té%:g% gg‘{lgagm\c/glrgi ety of

services or. Icald a8k dowsScigied herosdthe ihteriet Soanthergralithent access

to an el g%rfq}%lﬁgljc S?%FI Q’%érsrgr?% servi ce) . For exanpl e, by '
server. '

FIG. 10 illustrates the payment flow in the distributed PAS architecture -
according to one embodiment of the present invention. The merchant module 950
20 includes the storefront software 952, the merchant plug-in software module 954 and
the payment system 956. The payment process begins, as usual, in step 1 when a
cardholder shops and proceeds to checkout at a merchant’s electronic commerce web
site. In step 2 the merchant checks to see if the cardholder software module 910 is
present in the cardholder’s client device. If the cardholder software module 910 is
25  present, the merchant module 954 sends a PAReq message to the cardholder software
’ﬁlodule 910, rather than an ACS as in the centralized architecture. The cardholder
PAS softwaré module, which knows the internet URL address of its issuer’s ACS
server, passes on the PAReq message to the ACS server. The ACS server dialogs
with the cardholder module to ask the cardholder for his password. If the password
30  supplied by the cardholder compares equal to the password for the same cardholder
on the AHF, the cardholder is authenticated. Then the ACS server responds with the
PARes message to the merchant module in step 4. The status of the authentication

process and the associated data is sent to the payment system 956 in step 5. A receipt
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27 2 presentation of a single "Access" password, the applet then?dl I(Rvyszﬂ%e
of any stored passwords on the card. Generally, the set up procedures an
the authentication process for the chip card enbodinent are the sane as
for the traditional card enbodi nent. The differences between the chip card
enbodi ment and the traditional chip card enbodinent will be evident in the
description that fol]lows. The chip car nbqdi.nent of t.he i L. be
descr i bedof theairgnyactiogs as s¢pt J¢ th*f@l’?f%ﬁ?easi%%bfﬁ,&%& afl?j cﬁ@%ﬂg ée 10A
illustrat G ' fdatahBe St Ro 1HeAHmiRAY Sfstedd AR fheatdrefloner vi ce
archi tectﬁ%ﬂesgaan 11la rov?rgéigha general deScri pfaiF on 10 of -the PAS chip
card and mastepthl der aut hentication in an authenticated paynent
transaction. FIG 12 illustrates a conbination of a systemarchitecture
| ayout along w th superinposed process flows. FIG 12A illustrates a nore
detailed flow of mnmessages during a paynent transaction using a payer -

~authentication service w t hGHIPCARD GMBODRVMENT y, FIG 13 is used to
illustrate a different enbodi nent of the chip 15, card payer authentication
system Speci fACcﬂidrgmd EhBodiknt bf 86 PapéeAuthbifticatiom Secd (PAShastiolrst Wi th an
added feature of the Access application that is used to control access to
the vari ausardhgitiercadingas ittegratedwirctib cad (alse kppwa s @ olip cardierse gt des a

hi gh-1evel system architectyre wiew of one | f iy card
payer aut%&ﬂi%’%ﬁ?éﬁ"%é‘?’@i F@HerAs)fhg\égp,c ﬁe@%ﬁ&%ﬁn@gﬁgﬁﬁgeﬁ ns 20
when the &ﬁ{de%tieitﬂﬁr inPHF SRERS paciie ahRBiction & Whireothecpreviously alesaitiodsi t e
using a cardhol der client device 122. The cardhaql der cl%ﬁnt devi.ce 122 is
conndet edPAS pravadesi the ability de enthentisater e ideatipepf thescardholdst 120 0Pl b payer

) authenti %g}%%ge,ﬁgﬁ'g%g;& bek ot QDA IHE prdViRshé abifinF R RRR&Rate0 an

account I's I'nturn “connected to a receipt file 130.
The ner chagtthd eddesiés aatuatly bhapdssekion-of hisoohtnehip ca8. g age 2 Jar1¢ly

"participate in the payer, authenticatjop service. T - i's
conriect ed®ftigethpds ﬂl‘ﬂ\té’@?&ey“%egr eYEﬁ‘%?é?, &Fh@%ﬁ%tq?%g?éﬁg%méﬁgand t he
acqui r er - BRMIR 1oRisBGaREe pdidAtedhptRcHlY, MiclhauIhel bevaliitaidy tB2 | s

0 the

connecte paynment network 126, which is in tamconnected to the

i ssugp - 18&uePs ACSL1 il lustrates a flow chart that provides a general
description of a 30 paynent transaction using the chi'p card system The
paynent transafie ohip rdiembodimenbéamalsonse th topauthaniis el deg casfhigiderat  an
online mea; %Qs?c?%be(\i\?npev%t}sﬁr i%%jis (e)cs:llxrrru%%irg Sddition the authenticating the card. Two

techniques may be used to provide the PAS password to the ACS. In a first

technique, the chip card credit and debit épplicaﬁon of the chip card prompts the
20  cardholder to type in their PAS password. The cardholder enters in the password in a

similar way as described previously. The password is then forwarded to the ACS.

In a second technique, the PAS password is automatically supplied to the ACS
by the chip card. This technique uses passwords stored on ,‘fthe chip card to
authenticate the cardholder in order to allow the cardholder to utilize the chip card.

25  This approach uses an ai)plet resident on the card referred to as the “Access” applet,
because it provides universal access to the card, and its resident applications, and can
be used to authenticate a cardholder. The Access applet can also disable access to the.
applications on the card. Upon presentation of the single, universal “Access”
password and authentication of the cardholder, the Access applet then allows the

30  cardholder to access to a variety of services or applications (e.g., access to an online

banking site, access to an electronic bill payment service). For example, by
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concl ude the shopping experience at the checkout web page. In bl okl 1030200
the PAS 22 OCT 2004 28 22 OCT 2004 verifies that the cardholder is a PAS
regi stered. participant, for exanple, after the cardholder clicks the
"buy" button. Then in block 1120, the nerchant plug-in nodule sends a
PAReq nmessage to the associ ated access control server, which | eads to bl ock
1130 where the access server via the PAS car nmodul e, 1 n the

| d
car dhol depresentaian ofa ﬁE@Fé‘é%F’?P?Sé‘gorflh apﬂlgpglﬁ? %ﬁST’ﬁl I5e of M §OT8d i ce

i ncl udes ﬁﬂs&oﬁcﬁrﬁtﬁ@@ﬂ&r' If .the cardhol der does not have a chip card
reader, then the paynent transaction is either ended or another paynent

met hod nust be e{s% %g@klt& i%%e*{@OQQR‘L&%“C‘L% mﬁﬁgﬁ&?pml%ssafo? MPcigpr d

reader, then i consuner Is directed to insert his or her
chi p car dgjrft @ubdBmet BreC @i sarpader for| the biralitionall Gafdl Smboteentar dhel der
nmodul e in the cardhol der client device request he,chi.p card to generate a
crypt dgr adiffssenses MW@e@?%P@nF@'ﬂnﬁ?P%mE@n?ﬁ‘?n%ﬁ F?Ft}?ﬁ‘éa(ic#% #¥d. Al so,

in block 1160.. th ' 'gﬁé&ﬁﬁt' fowter his or her registered
PAS pass%g%qmﬁeﬂte‘gﬁg%%}%e%ﬁlq]ig&c p ctgiggegener ated cryptogram and the
cardhol der engter passwoy d..ar . . t hentj-ccat i on.
15 At bl ock 11@%’ g}(ﬂi‘ﬁecaﬁf:gné%qlwaﬁtt@gthpf@%f g%ggs\?\{)lr fér%&?r‘{et o%gﬂtso}fm lar to
those desgrddeadal an, the12208nd 13.p RGr 0LARistytes ene dabodinient oftlevelops| y as in

FIG 4. The ACS al so independently geney anat her copy of the
crypt ogr aeard payeriautho n SEEREE ﬁ%@%ﬁg‘ﬁf%ﬁéﬁ iPERYIHGS 4 EciRl SR8 rponent s

Of 15y AT, BELHRS 0if S bR cdnolhls il EABOROBIA o payrh e | e

_ident r1s authenticated. At 20 block 1190, if the

! ) crypt ogr agEsgaivar FI 10yillesictestahentingiopafd sysigny arehitctire d@voubalosi ng, t hen

it is verified that the actu chi i i n S . r ghol-der .
At bl ock Withsuperippgssd Rroeess SoRSe ﬁb‘g% ‘ﬁ%sgggﬁ% é’g% d%*;aﬂ 2"'°?c§?t o the
mer chant sl Qi f&p@,&ﬁeﬂwmﬁoﬁhﬁn aysmBt authaienien smeRageticent ai ns a
card autlﬁgérslggeastlon%ve I'Tication val ue Cxﬁ\;.\?}) to informthe nerchant that
the car dhaligleard2Fihally, F86n 13d¢ nesdttp dhasirgteamdifferent 691?88‘5%% St hethiPi s being
used at the cardhol der. clie evd Ce: o raPR{ustats thel BRipPEUrghase
t randact i G PREH ?ﬂtg %onag%\;\%rg dggglrﬂlcglgfirﬁg?evi ous| y. Now, FIG 12 is

pr esent edyigbditabrtSiitiae a0dedRature obhthe Accbisoapplivition thateis usedée ropsded upon a

chip card system architecture accordi to one epbodi nent: of
P accgss to the various applicat?ons that may %g onacBJp car(fb : . :

FIG. 10A provides a high-level system architecture view of one embodiment

of the chip card payer authorization service. As usual, the payment transaction begins

90  when the cardholder accesses a merchant’s electronic commerce web site using a
cardholder client device 122. The cardholder client device 122 is connected to the

) issuer access control server 114, which has a chip payer authentication ACS plug-in
115. The issuer ACS 114 is connected to an account holder file 118, which is in turn

connected to a receipt file 130. The merchant 132 uses a merchant plug-in software

25  module 134 to participate in the payer authentication service. The ﬁcrchant' 132 is

| cbnnr:-.cted to the‘directory server 128, the validation server 136, and the acquirer
payment processor 182. The acquirer payment processorr 182 is comnected to the

payment network 126, which is in turn connected to the issuer 180.

FIG. 11 illustrates a flow chart that provides a general description of a
30 payment transaction using the chip card system. The payment transaction begins at

block 1100 when a cardholder shops at an online merchant web site and desires to

conclude the shopping experience at the checkout web page. In block 1110, the PAS
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0 the present invention. The chip card authentication architecturk21500 2004
i nvol ves the cardhol der client device 1510, the issuer's ACS 1520, the
cardhol der 1530, the chip card 1540, and the requesting party 1550. The
requesting party in the PAS environnent is typically the nerchant. The

car dhol der cl i ent device 1510 includes a 29 22 OCT 2004 displ ay device

1512, term of vvare 1514, P ad or entr deV|c and the
card readt g‘%’ﬂlsr %ﬂéﬁ' 85?%343 ifipanty %&?’E?HH’ %%c&'atp devi ce
into whi fb?dl%l@é?'cﬂcl&%é’“lb@”'bﬁ&@ﬁtﬁiénﬁﬁbldéﬁ@l% e BelcRedTpRA-inaARMIIE At | ON,

functiona equi val ent to a Card Acceptance Device or InterFace Devi ce
(1FD i n asepﬂgls ;Pdaaeqpmsmge to thesasbasiated dccens rontrgl setfien whdsh lesdotd blorkides PAS

t henti caf 1522
car Aol ol 03t e Spkos S it JUEAY Sifpalf dbdsiein e ntndBer o, o
i ncl udes @viddi RergRs dhftrBsichrdfpdedaRint davibe ioRide® RhipSdatd Susderasifithe Vi sa

Smart Debit Credit Application (VSDQ It should be appreciated that a
gener al debfiolded daesinel kayeta cyipadaeadsn them thsepayment anpagtipnsist @Ifher ons wher e

t he VSDC an | cat n I S e present specification. The
request i i E‘g?ﬁl}m gaynaeq ﬁréetthr?gplg%t u%‘ae?som ated with a particular paynent

Ui 10 par Ly ork BEviardbaes G et "eh SHP Bt Fodth b chgoEk cHp Wi o o

Cryptograhhs érxs’téu@&écﬁto%sérhﬁs bPk&'c Ppity\BRhif Grd esidest ingloglar ty 1550
and the cardhol der client device 151 The cardhol der client device 1510

i s alfystldfDohe cmibddemasdlslnw the srrdhalder ¢licat desaeesrequestsihe Ghip 435 & anong t he
car dhol der 1230 SR 8 pdr 40,8 okl S8448Meg 16, P cadcn 25 @

‘")per sonal gg‘&?fﬁﬁft%rcrypowof ox o °GAY 'Ot her devi ce or

col | ecti qsus@fmfmwdlmmakﬁeycmwaé)mummnms Bﬁhﬁﬂmgmaemﬁmm&r 1530 is
a party who is usuall;iql n contraql of the cardhol der c ce 1510 and

capabl e ®rssHOd. orlfhtﬂ‘gf L0, ithsnehip jcprd gopeaty F@Pfé’gf?g?ﬁn ‘?8?%%??81 4L pI N or
checki ng L g&@mggcgfoggﬂh&ﬁ{cgm der client device 15 10

are properly operatlon ({iﬁ Chip nd 1540 is a paynent card from an issuer

that gontai 05 aUigachidh, WY ACS Rifshe B FRY oo i Bt idilr tor exarpl o

Vi sa Smar t Det‘ﬁxt ati1on ring to the nunbered circles
in FIG #ibse dbictibed frrths pomdhib@ank R4S eysterp deseibed preajsaisiyt dsanfBIG. dwi ng is a

ori ef sceng rA[(?S glesg%; e%lex?cgenvih agtencrll%gg %he?%%;'a{r] O ﬁnhchryptogram for this chip

card using information in the various components of the ACS server - see FIG. 12. If

the PAS password matches, then the identity of the cardholder is authenticated. At
20 block 1190, if the cryptograms generated by each the chip card and the ACS are
matching, then it is verified that the actual chip card is being used by the cardholder.
‘ ) At block 1195, a payment tesponse message is sent back by the ACS to the merchant
plug-in sofiware module. The payment response message contains a card
authorization verification value (CAVV), to inform the merchant that the cardholder
25  has been authenticated and that the actual card.is being used at the cardholder client
device is the p.roper card. The purchasé transaction then ﬁroceeds as was described
previously.
Now, FIG. 12 is presented to illustrate payment process flows that are
superimposed upon a chip card system architecture according to one embodiment of
30  the present invention. The chip card authenticaﬁoq architecture 1500 involves the
cardholder client device 1510, the issuer’s ACS 1520, the cardholder 1530, the chip
card 1540, and the requesting party 1550. The requesting party in the PAS

environment is typically the merchant. The cardholder client device 1510 includes a
29



“other key™®

card paynent authentication processing. In step 1, a requesting pazgy mclzh
as a nerchant, determnes that chip card authentication is require Q [
calls upon the 30 issuer ACS to doit. 30 2 In step 2, the issuer's ACS,
havi ng obtained the prinmary account nunber (PAN) for the card to be

aut henticated fromthe pay request nessage sends a nessage called the VSDC

Aut henti cation. Re o 1h nol.de | | - 4 the

car dhol déﬁsﬁlﬁx %WC%E@?C%MQEf g a?‘%%@é%%ﬁiéé&%k%@nﬁg%%é% ﬁflﬁgﬁa? 5 the

i ssuer' s ACSxAt {8t 5180 Bhet boatreaRt 45281és drr electiiniechatitaldédvicenintes whet her
the necessary conponents are present and operation

IS X | .. Then, by putting a
nessage owhitthe chipsedrdyis inseated Jforiise ath @ fesmina @Pg@mgq%%%‘tt’é’%?ﬁ\%

cardhol der to inser e .chi t g@@ d, Hisai Bsingar d
reader . Ieﬂu’é’?]gﬂpt ,a{:ﬂér}%cg%ﬁeg% Fe"gé“otg s?@%;)giﬁﬁé rtiﬁlg# e ch?p card in
t he card greadefvirohthert)i ch generates a nessage to the cardholder client
device informng it the card has béen inserted, or dependi ng upon how

sophi sti cat ed fyheaedr @53 dsiaides SPAS hatieaticiiohdsyiwaset | 1922, detiadvarmy need to
poll the card reaﬁer using the path nunbered 5 to determne__whether it is
now abl e seauritempduled S2érthe cardhalderslatibasend26 andrupigry sodiwags d S2fev i 02

initializes th I.p .card and t - | Cixlyl chip card
and then® rﬁ?ﬂﬁ}%@t"g@u Staff%f & ?r SXI g%‘%gg&tﬁgﬁ?ﬁd&rﬁhg& Hcg&célegglg_gr am from
the chi p SeaHIDERN Cledit AppYedioddVSDXT). Irshetildbeappieniataddhatongeserabfiebit

communi cating with the chip card several ., exchanges ._The.chi.p card may

requdBt uhdicraditeapplication) earbe whilized dp sHughioRs W%%gw ?ﬁ@#’ PR B?Iaﬁ% der

client devi ﬁe eﬁo%ﬁééﬁsehf]ﬁ)eﬁﬁcm-der to enter a PINvia a PIN pad 20 or
?l?y evi-ce.

step 7, while sending nmessages (conmands) and

ocel ving reshanses, LML E & 1 Slfand o Wit sapdteter of fen

devi ce was ga ormation  necessary to conpose the VSDC
Aut hent i galhé& tRasdea68.€ Thiisher derveo W52@ dthetACE loperategdishyean ssSWIDT The

Access- ntrol server using inforpption.provided.in the VSDC 25
At hent | ot paviyrers el s sbenst b BLEE f R P APl
car d?g)l dg&s\é’g ﬁe&%%sm&gerpﬂg ,rea@esﬁﬁg Q,aﬁ_arlgsi@di the @rdyildgrclient st ep 8,

t he ssuer s repires via a 'paymarjt response nessage to the $rchant or
request i agrigail§y0.WiThe ¢andhoidss dlieat devieehdS CaisdhSyeen @ EOEAPRFIES, '

sofiware that acts as an interface among the cardholder 1530, the chip card 1540 and
the issuer’s ACS 1520 such as a personal computer, a mobile phone, a settop box or

any other device or collection of functionally comparable components.

20 The cardholder 1530 is a party who is usually in control of the ﬁardholder
client device 1510 and capable of performing functions like inserting a card, entering

a PIN or checking to see whether components of the cardholder client device 1510 are
pfoperly operational. Chip card 1540 is a payment card from an issuer that contains

the chip card credit and debit application 1542, for example Visa Smart Debit Credit
25  Application. - ' '
Referring to the numbered circles in FIG. 12, which correspond to ordered

process steps, the following is a brief scenario describing what happens during chip

card payment authentication processing. In step 1, a requesting party such as a

merchant, determines that chip card authentication is required and calls upon the

30  issuer ACS to doit.

30



aut henti cati on processes. 30 The principal functional capabiliti eszgf Gdc R0
entity in the VSDC Authentication service will now be described. The
requesting party or merchant OCT 20 | 2 2 OCT 2004 functions to signal or
trigger the issuer's ACSto initiate chip card VSDC Authentication
processing, provide issuer ACS with the necessary data to perform VSDC
Aut hent I cation, and uses the result of. VSDC Auéjgent I cati o rovi.ded by -

i ssuer' s ACS. Ib sépe2i Swuissues'spAREST hadng obtrined e IRy %“'PB ’B’r‘?llfﬁrographi c

keys need to t I Es &248h Ynedtlod

per form. \égg)%ﬁ‘tth %‘Béggfzgﬁ rcgcgs&soﬁgfe% F to’ttelgvgli%gAut hent i cat i on

pr ocessi rbglgymgm@gumanﬁutﬁbqnéstOcambcardmldaedtcntré@s@ge to cardhol der
client devr ce software, validate cryptogramsent fromthe chip card via

the cardhol dery, %%gejmthéi@a‘f&}fcﬁdérrhhbﬁtsdeﬁldeaﬁlﬁ@ i3 Qedpanshiarthe Siemestifrom Modul e
‘(HSM, and provi the result of the validation of crypt og T'E‘E )
request i nige pandrls ACSnateoipdnto wthmﬂﬁeterié%?ﬁ#@t Fitgk B olpdanies é"éﬁn

cardhol der client devi funct | on QIR recéi ve
VSDC Aut %WF%P?@HOW@&L@? égﬁgggmmm C%?E?&Wh% car dho der for card
i nserti o%%ﬁ{gp&@ca?dﬂéld%t Bh&ﬂfdéme ecyests theatanihaideh td sert thqchimeatd tgend 15.
necessary a for VSDC Authentication to chip card, receive necessary data

for VSD@eAuﬂlhmaiQﬁaniodheﬁ?féﬁa@ﬁtp card, receive cryptogramfrom chip card,
and send the card generated cryptogramto the |}§Rpuer ACﬂ'S]. The c%r dhol der
client devi ce Iaktsp 4, theqantpkier frsponsds dydnseating e £Riparard i1y B&%&/ﬁf‘ Tand
passes the entered password tg th Q\% ShR AR vRatiaens to
“insedf chvhic kb&‘r""&rqt?ﬁ"t)m(?ﬁﬁage ﬁdh(f@%rcrlﬁg%e C‘ﬁ'ﬁer t%e chi card
“7)envi ronmgpgy fuﬁerféﬂagb’dep%ﬁ&ﬁg JBblbo Gophisticatidyhe aard rbadsmiss eckar and
enter his or assword. DETAI LED MESSAGE FL EXA&/P Esé L Ie%ﬂ%ZA
i | | ust r achentalevigt manreueql tapplbihe saddy uE}Bg\'iﬁee REMRHFY - a08 t he
car dhol der, the issuer's access control server 1520.
Sl "%t Snebiet fakady BB feaddne &R g

sages manner in which chip card paynent
aut hent | Cgt 0 rgcﬁleséa?&m'lcfer%ﬁéﬁtq{e%g inifidfzds tR¥\cp cARP&RUAE VSDOr gani zed
in a top-down
15 application on the chip card and then communicates with them tfo direct the return of

2 cryptogram from the chip card for later validation.

" In step 6, in the course of communicating with the chip card several
exchanges occur. The chip card may request that the cardholder to enter a PIN. If 50
then the cardholder client device notifies the cardholder to enter a PIN via a PIN pad

20  or other key entry device.

) In step 7, while sending messages (commands) and receiving responses from
/ the card in steps 5 and 6, the cardholder client device was gathering the information
necessary to compose the VSDC Authentication Response which it now sends to the
issuer’s ACS. The Access Control server using information provzded in the VSDC

25 Authentication Response message aitempts to authenticate both the cardholder via his

password and the chip card viaits cryptogram.

In step 8, the issuer’s ACS rephes via a payment response message to the
merchant or requesting party with the results of the cardholder and chip card

authentication processes.

30 The principal functional capabilities of each entity in the VSDC

Authentication service will now be described. The requesting party or merchant

31
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t hat progresses through the phases of the authentication process rzzo

Expl anati on of Message Flow 32 2 This section briefly describes 2 Qmag%f
of the VSDC Aut hentication processing in the order in which they occur as
illustrated in the preceding diagr 4.2.1.1 VSDC Aut henticati on Request -
The issuer's ACS starts the VSDC Authentication processing. 5 4.3.2.1

R 5 25O BB S0 AT S S Syl et

to inser e calr I catron

Sel ect i onAphEhGcatinh Paededdhg, Ghrb@ide iskawt A€ SSaith whe aecelaey idataatoEiBrm
application fromthé chip card. 4.3. Z.g (gpﬁl lcation lLnitiation - The
GSH h

car dhol deVSBIG dmthentieatiom @adiuses Hiedr pDEaAythentication; pravided/dpc

Aut henti cati gn cessing. 4.3.2.4 Read Application Data - The cardhol der
client syS¥hfdeRce reads the application data fromthe chip card.
4.3.2.5 Cardhol der Verifj on tiongl) - The cardholder cl.i devi ce
software per f OHESSUSF ﬁ|$ﬁ§%%°&é%ﬁ?‘d§%mwr? §ORUHER 4‘[‘? g’fseneceg?cgrltj‘%rl der. 15
4.32.6 Ter %HM |AfoA @ISl fhe mecddiryCatitsl RO peEsne ViSEE . AsisdneiBatitavi ce
request se({ eJ£H I p %ﬁar_ dot’o energt eect he crypt ogr 4.3.2.7 Conpletion - The
car dhol demrocdsiingt thitidte e ‘é%ﬂ@waﬁ@th@lmﬁ@tl@n ePropresinger By nateadingt 'eSBFocessi ng

for VSDC Aut hentjcation. 4.2. 1.2 VSDC ent.L catl RS :alhe

car dhol de@“‘%?’ﬁ@ﬁ{fm‘he@?%gﬁsmﬁg? el fﬁdﬁgl%ig&r %@L‘ﬁhgé‘gg?gt% ogr ame‘éa;lhggtéhe ot her
data to th@theamesent MBSIRSENP card\olw the canibsldagelidnt deviaadn titseatthclreddt i ons

i nvol ved in génerating the flow_ between the cardholder cli e%gf)dev' ce

sof t iéir e HerdwaiseSeqwirity ddpdnlni (SNb s Pravisisy the (pspie %um?eﬁ?lfl PoH Request
is the mesnge éf(}g%ﬁgﬁ%%ﬁ/%%ﬁfcﬁe}?n%ﬁ%ﬁ?ﬁr e PAknfent fRpdrke nidiGagessuer access

_ _ evice software to invoke the

car dhol der clignt_ deuiise. SRLEVRLE.! Andhdli! 10PLARASSAN wifR kb Atea! | cat i on

response is -t sage that returns the cryptogram and the supporting

dat a fromdehe VSBU hatidaticaioneReqube inessagef conamenicae twith icetheldes foxCS.  OCT
card insertion/removal and PIN entry, communicate with the chip card, send

15 necessary data for VSDC Authentication to chip card, receive necessary data for

VSDC Authentication from chip card, receive cryptogram from chip card, and send -
the card generzited cryptogram to the issuer ACS. The cardbolder client device also

requests the cardholder to enter his password and passes the entered password to the
ACS.

20 The cardholder functions to insert chip card into card reader, determine

whether the chip card environment is ready, enter PIN, remove chip card from card

reader, and enter his or her password.

DETAILED MESSAGE FLOW EXAMPLE

25 FIG. 12A illustrates a detailed flow of méssages between the chip card 1540,
the cardholder client system 1510, and the issuer’s access control server 1520. This
flow of miessages defines the manner in which chip card payment authentication
processing is performed. The flow of messages is organized in a top-down manner

that progresses through the phases of the authentication process.

30
Explanation of Message Flow
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30 Now, the details of nessage and processing flow w ||l be descri b%d2 08532@
VSDC Aut hentication Request is the nessage that invokes the cardhol der
client device software to start VSDC Aut hentication processing. This
nmessage contains the necessary data for the chip card to generate a
cryptogr The issuer's ACS preferably should obtain or generate the
necessary data listed here: Amount, Authoriz ﬁd %éa l.dentifier,

Appl i cation LaWbhis ﬁwﬁOH\ISB@YaBEﬁCFé% itlsn phasgs ppf dhg PE‘EF RBne;

Term nal Countr Dat e;

%ﬁ& t b Am"
Tr ansact i Bf° 5% Oﬁ}%ﬂr{lﬂ&x I Ct a%}p ¢ n@ﬂ&)’aq?q OI;EI‘CE ' ese data
vari es depende t ayt cation enviro \)@lb h VSDC
Aut hent i cheil %%@&MR&R&H "?WE g‘tfé s Blégtgerectzoﬁl OlIEﬂ “d const ruct a
VSDC Aut hgpinkfmiddatiof pfdeisfipt to deliver these data to the cardhol der client
devi ce softmare ThIS message preferably should invoke the cardhol der
clientg r dr ARt MVREESTIWAS: BRINRE et hRdMde! der
cli ent deV| ce Isrﬁt? vva“?efhé Qaé&ﬁ(ﬁé 1”chi%ep card. 15 The cardhol der client device
sof t war e ipsef the ahipycaghintd e ssrdiceadehe initiation process. 4.2.1.2. VSDC
AUTHENTI CATI ON RESPONSE VSDC Aut henti cati on Response is the nmessage that
delivers 4.heoc %ﬂi@ﬁéﬁ&le&ﬂm&tﬁhdd&ﬁiﬁﬂdﬁc}i&mﬂpﬁm sofgvateseleetoa M Cssuer
ACS server. Aut hent | caton Response nessage is also used to deliver
t he stat L@Pb%@ﬂ\mﬂ'@ i @rdyn g exceptions occur during VSDC

Aut henti cati on processing. The VSDC Authentication Res mess ge is
al so usedl?z 3.3phpplicaon Inittatione SEhecgribpkler sligny systep ﬁ“f’?tg“‘ggt“

_ pass C evice software preferably shoul d obtain
yall Iﬁlﬁ@@@g{?@%qﬁ&hg%o&é &bin % the table 1 bel ow. Data El ement
Crypt ogr am E)S,r kvaaé 'A%%thﬂml Bdt% - ’.l(hDKJ;z)rdl%qgércalent systetn device reads the

application data from the chip card.

4.3.2.5 Cardholder Verification (Optional) - The cardholder client device software

performs offline PIN verification to authenticate cardholder.

15  4.3.2.6 Terminal Action Analysis - The cardholder client system dev*i_ce requests the
chip card to generate the cryptogram. - :

4.3.2.7 Completion - The cardholder client device software completes and terminates

the processing for VSDC Authentication.

4.2.12 VSDC Authentication Response - The cardholder client device software
3 ) 20  returns the cryptogram and the other data to the issuer’s ACS server.

Now the message flow and the functions involved in genet:ating the flow
between the cardholder client device software and the chip card will be described.
VSDC Authentication Request is the message that delivers the necessary data from

25  the issuer access control server to the cardholder client device software to invoke the
cardholder client device software to start processing. VSDC Authentication response
is the message that returns the cryptogram and the supporting data from the

cardholder client device software to the issuer’s ACS.

30 " Now, the details of message and processing flow will be described:
33



Fromthe first GENERATE AC response nessage. Fromthe first GENERAZEQAT 201
response nessage. (DKC is a conponent of issuer Application Data.) 34 OCT
201 2 Cryptogram VersionFromthe first GENERATE AC response Nunbernessage.
(Cryptogram Versi on Nunber is a conponent of issuer Application Data.)
Application InterchangeFromthe GET PROCESSING OPTIONS Profile

(Al P) response _nessa I I cation T nsaction RATE AC-
response Count¥etd ‘?A(’%@%Ag ﬁe i PFEARS E}?? (%F? i}ﬁ dﬁg{jﬁfl r st
GENERATE RidT%Fa&a%Dd AithdnficRionOpRRBGR. Ofhis Iheiige

Appl i cat |°§%§h§‘q9§§§%§%¥na VerificationFromt hgwcaar gir%ol der client device
sof t war e.cofaiusthicnecd¢Ry datobthgsbiprerdordsasFiedrAlYHESTRIBAD. RECORD r esponse

nmessage. Status CodeFrom the cardhol der client device software. Reserved
for future usemsﬁséubedA@S'p@ﬁa@a@mmmamamomogenemséhweacemryfdatature use

devi o6 Sabtelahsepr areabl SuBABESd ABGH TR (e GEp AP EEL (B Response
message tagel | fﬁ%fcaﬁ%,s eAﬂﬁﬁ&nBﬂ RGeS UREMS, AfepmSil V Country - Code;
Transaction Currency Code; Transaction Date; Transaction Type; and Unpredictable

Nu:ﬁber.

The source of these data varies dependent on the authentication environment
10  within which VSDC Authentication is working. The issuer’s ACS preferably should
construct a VSDC Authentication Request to deliver these data to the cardholder
client device software. This message preferably should invoke the cardholder client

device software to start the processing between the cardholder client device software
and the chip card.
15 - The cardholder client device software preferably should start the initiation

process.

4.2.1.2. VSDC AUTHENTICATION RESPONSE

VSDC Authentication Response is the message that delivers the cryptogram

70 and the other supporting data to the issuer’ ACS server. VSDC Authentication
Response message is also used to deliver the status code when errors and exceptions
occur during VSDC Authentication processing. The VSDC Authentication Response

message is also used to provide the access control server with the cardholder’s
password. ' e
25 | The cardholder client device software preferably should obtain all the

necessary data described in the table 1 below.

Data Element Source _
Cryptogram From the first GENERATE AC response

message.

Derivation Key Index From the first GENERATE AC response

(DKI) message. _
(DKI is a component of issuer Application
Data.)
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The issuer's ACS server preferably should retrieve the data fromth& YEPC)(
Aut henti cati on Response and val i dat e both the cryptogramand the

car dhol der"
Aut henti cati on Response

S

password. The issuer's ACS server
contai ning status codes when errors or -exceptions

recei ves the VSDC

occur and when processing 10 conpl etes successfully betmeen t he cardhol der

client device software _and the chip _car The i ssher s ACS server—aay
store thé CapptegrmoYersine car dhol der cl | aREomARs st G Jef?é’Psr?t he

i ssuer t @Nmssbet hat infornmati on to anal JZ€5$488 processi ng t hat occurr«nd
between {he chip card and the cardhol d¢  (Cryiptogram YsisioeNawbesiide and t o
respond fo inquiries from cardhol ders Weempenembeks and exception occur$. 15
35 2 Optional process at issuer ACS - |fisshéreAppliciteniDatadi on envi ronment
requests the issuer ACS may need to gend the result of the authentig¢ation
Lo e e e iR iESt T Mo PaT Y SRR GEY PROUEISING OFFIONSUS] ACS
may send %é%ft hat a crypt ogr% hent| cation has accurred{and
whet her cessful.. Note: The ut hent'i cati on Response is

al ways sent even if the cardholder clig fiWEVi ce  software terninates
prematurgly due to errors or other cauges The degcription hver

t he messh@pphtatan Amahsadtionf unct i ons i nv¢Fyeytheifigs . %“ﬁﬁ&sﬁq‘]ﬁﬁv bet ween

35

t he VSDC| gpmiterc@T@n on the chip card amesiage 10 cardhoJ der client devyice
sof t war e[ Chid SdnficaiowResulisew of pr oces$Frygn fledustdtFENERAAE! AGrresiongnt devi ce
sof tware {@@le ons to the chip card ne$smgsgél ow i s provided. The
functiong are those of initiation, appl(CURiioncsaparht ofissuepAppliettiomn
__initiatipn, read application data _car %jgm)der verification, term anl
Yaction a i L IRt dHoIes cHEnldEViee Gottwize] fer
“client de ? f"'% assures that th d%p card is inserted into the
card rea readyv. forthe pr-oce Aca i W i bes
how t he Wﬁﬂqﬁ‘é‘!‘ce@fq@ﬁ devi ce softm%?éon%ggceeﬁb% sel ect: VSDC
applicatjon on the chip card for \/an‘ ¥ic .qn " SSi-fe-
Appl i cat [Stanisklodeat i on_descri bes how t HET HiRFAT i e ‘?'??f;ﬂéwasr& war e
i nitiat epRedeevedvaiiotmppss Eati on on t he Fﬂeﬁl ap OOQQQQ OARP ion Dafa
descri beEREsarvadiier e asahol der cl i ent | AmdelredJormaland couigpts 19 Rytet,spc
applicatromdata fromthe chip carfabl€hr dhol der Verification describes how
the cardhol der client device software perfornms cardholder verification.
Term nal Action Anal ysis describes how the
The cardholder client device sofiware preferably should conmstruct a VSDC
Authentication Response message to deliver these data to the issuer’s ACS server.
5 -
) The issuer’s ACS server preferably should retrieve the data from the VSDC
Authentication Response and validate both the cryptogram and the cardholder’s
password. The issuer’s ACS server receives the VSDC Authentication Response
contammg status codes when en‘ors or exceptlons occur and when processing
10 completes successfully between the cardholder client device software and the chip
card. The issuer’s ACS server may store the data from the cardholder client device
software to permit the issuer to use that information to analyze the processing that
occurred between the chip card and the cardholder client device software and to
respond to inquiries from cardholders when errors and exception occurs.
15



. mght "I nc

cardhol der client device software requests the chip card to generat% GG 200
Cryptogram  Conpl eti on descri bes how the cardhol der client device software
termnates the chip 25 card processing and ends its processing. A detailed
expl anation of each flow and nmessage will now be given. 4.3.2.1. INTIATION
- The Initiation phase conprises two sub-phases. One is Initiation for the

card environnent on_the cardhol der _client devi.ce.and the other |
Initiation forOptienatBrosessaAt dssugoiehe Itﬁ}eo"’r’ﬂgfe&éf;a 'Woﬂjé’\?fltclgq‘sl%é?’mr e

pr efer abl % shodl Ecgstﬁ.ﬁr' SeeliQ 5BR 6 k&0t of MRS BhthbRickilod ReteMMecBaRAt t hat
the card Y&3Ger ‘ard ‘a y assocl ated devi ce support software necessary to

enabl e i treghctifgpatyy. lwsomaentiionments,tonissuer AGfemes sendoanindisatiomthats 36 oCT

200 2 not ready, the cardholder client. devi,ce.software f b shoul d
conmuni ¢ aATEPIRETam ?‘E%?IBWB'P%LaSt B"%Ffﬁ}dt fhe((,dﬁ&fa?i RS A 'tlﬁéeéé?rﬁghol der

cli ents dOkRR RIfeGRRAGE Relpoh! is dMays RATURICthO BarahéMet Bl atedfee! der

ude ‘asking suc uesti-ons as whether-the card reader is properly
at t ached, soffsatdterminhies prewaturely doato areds ohetherausest he correct version of
card reader driver software is installed. The cardhol der client device
software may terninate the VSDC Aut hentication processing if it detennines
that the card environnment cannot be made ready. \Wen the -cardhol der client

device softwapg &egérgﬂtiaﬁtvﬁﬂ HOERSE tHadnéssager Bdveraabltiye finotibus Biviolyed| |
succeedi ng phases an return the VSDC Authenticatjon Response ssage to

the i ssuen geenliog th flewahetween A VSHG apRlicapion o thgqehip ) gard pRA L R o e
"4.3.2.1.2 Lnitiatio tgﬁ EEH P £ d anl $drdiewC OBt hrdkesdiy flo®t Wi to this
sub- plﬁasé: 1‘%&&%‘1{]}5%%%5{ ol der ¢ |t’er£1‘;t1 devi ge sof vva?e prompts_ the

car dhol deyrdneldensidnt dévie: sifiwarcmcions e theahithetrdimessage dlow Baveidedof t war e

may term nate VSDC Aut hent.ication pgrogcessing. if f u s card
i nsert i orThgrfmetiong aye fpase d‘é‘glﬁh‘f‘b aPFﬂ'Wf’ﬁ?%f?l%cg“?barppﬁllﬁégé%iln%u%@%ﬂ@ht he chip

card subsegient| vi.fallehdidr vE@SRMDE, tediliam dctien apilyiiglatlé completioh. devi ce
sof t war e%ﬁg}rfm ng%ﬁgt;a, \%DC Aut henti cati on processing, it preferably should

skip all the SyceRefhng phARGS1ekdnBIIe GIoAbsvisliositvis aBshréddalMioC

Aut henticatio esponse nessage he issuer ACS with an appropriate
stat us- Coilip ca i histitat intm ifeorard kradeting isapatly- for the Brosesiy bABPBEROR g phase
the car th(g:lleccj:tei(rm (iile!scen%%s how the cardholder client device software proceeds to select
VSDC application on the chip carﬁ for VSDC Authentication processing.
Application Initiation describes how the cardholder client device software initiates the
VSDC application on the chip card. Read Application Data describes how the
20  cardbolder client device software reads the VSDC application data from the chip
card. Cardholder Verification describes how the cardholder client device software
performs cardholder verification. Terminal Action Anal_ysis describes how the
cardholder client device software requests the chip card to generate the Cryptogram.

Completion describes how the cardholder client device software te;minates the chipr
25  card processing and ends its procéséing. '
A detailed explanation of each flow and message will now be given.
432.1. INITIATION - The Initiation phase comf)rises .two sub-phases. Oné is
Initiation for the card environment on the cardholder client device and the other is
Initiation for the chip card.
30 The cardholder client device software preferably should assure to the extent‘ '

possible in the environment that the card reader and any associated device support

software necessary to enable it are ready for card insertion. If the card environment is
36



devi ce software communi cates with the chip card to determ ne whet Hed DETi Al
ready for processing. The cardhol der client device software preferably
shoul d reset the chip card. The chip card returns an Answer To Reset (ATR)
to the cardhol der client device 25 software, or the chip card fails to
return an ATR. Wen the cardhol der client device software receives ATR, it

proceeds to th next se,. | i catj.on Sel gction. en the. chip.,.,card does
not retur HOWFQ?MW%?%@%%%&%&%ISPQ}qw Igf/l% 52{!02%8 T (YjH;?@r{n%lgﬁl gg{éd’ﬁigf der
client deghffoRief 10Veérty BN doRliioRs hiothe cArdholled cllerdtMievicatar® Borrtlycset d

envi ronment on cardhol der client device" or it may 30 term nate VSDC

Aut hent i cap.i Gomprupiration jith ke wandhelden miglt| Weludg| asking shobhi guestionst esar e
term nat es, VSDC. Aut henti.cati on 0 N .t e S Lp all
the a7 BheBetisuu Bt ar o ARt hett Rl A8 ks oy A WAGBE P e

Aut hend i CakiBReEORPOHS 8f cATBSEARE diifert So@wiabSiddhstaltsdy eTherbArihelderagtenopr i.at e
status code:. '4.3.2.2. APPLI CATI ON SELECTI.ON'5 Application Selectjion is the

processi ndpvitrasodiviane wialy derminae the VEBConthenticatien gespessang Hfit dplpeniges ect s 't he

VSDC appl ,cation fromth hi | L Jar sLent

devi ce so@?ﬁg‘ncgafdfn qvﬁrggg’%flﬁ%arﬁ 8 o%’aﬁ%%ﬁ??rﬁ%‘%%é%ﬁ%ﬁg‘%?&g‘#%gﬁ? %vi ce

sof t war e §fefes ainmatdsoptotespiap fip preferdbly| shoaldi skip 8H| sactdeding fiis¢bindlo conpl y
with security requirenents,. cardhol der client deyice software .preferably

shoul d ustetushthe MIDEA5rthentication Besnogse Mesiass, 1o JBRIPET OFY S conmands
W th 1tcpe b %&ﬁ@&&&p I D) as supplied in the VSDC Aut hentication
PprtorAiES

Request . esponse to the first SELECT .command returns an AID

~with no 15 syffjx, A] t i ORe thPSHEDCErd® fafIf eaRiol GRLy on for
Y the requestedLi,Kl Sh E&ﬁ%e %'gil'é’rhg{g&e%ogll ﬂg tEhizl(g)ntl nues V\t;t 1 ster{)) 0) b);el ow. (d)
| f the raspensethissublhaié wherefmnAhe cadhmiiadclieat deviealseftwae prampth tle suf fi x

indicating there are nultiple ins ces O e li,cation.for the
r equest ecapdbpldey fot insert Ahg ‘i%r?afijtro scF‘W%‘O%’hSﬁtt’iiﬁ’gtege%c? FOSPEE &9% hr ough
step 9) ) ARhehBOHMbA Drods&Rs ST, \ufeSHt Bqhesio roaBD SsettionNgnd he Al D
(as suppﬁ%ﬁcﬁ%tﬁzﬁ%]gg) VSDCCJ Aut heglbt i c_ati%n Reque_st%ﬁﬁunti | the card indicates
t her d5ar ectamsazjghia tofhiitiation for the chip card”, the chip card subsequently fails to

respond. When the cardholder client device software terminates VSDC

Authentication processing, it preferably should skip all the succeeding phases and
preferably should send the VSDC Authentication Response message to the issuer
ACS with an appropriate status code.

20 Initiation for the chip card - In this sub-processing phase the cardholder client

device software communicates with the chip card to determine whether it is ready for
processing.
The cardholder client device software preferably should reset the chip card.
The chip card returns an Answer To Reset (ATR) to the cardholder client device.
25 software, or the chip card fails to return an ATR." :

When the cardholder client device software receives ATR, it proceeds to the

next phase, Application Selection. When the chip card does not return ATR within a

time established by standards, the cardholder client device software may return to
“432.1.1 Initiation for card environment on cardholder client device” or it may

30 terminate VSDC Authentication processing. When the cardbolder client device
software terminates VSDC Authentication processing, it preferably should skip all the
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22 0CT 2

I nstances of applications for the requested AID to be returned. As each AID
Is returned the cardhol der client device software constructs a |ist of
AlDs along with the corresponding Application Label and Application
Preferred Nane for each AID. 25 (f) Using the Application Label and the
Application Preferred Name as supplied in the VSDC Aut henticati on Request

th dhol der,_ client deyi ft |1 : dinth
or 1 or -1 dRceeafiog e et Hong et e 1SBC ARmlhiGarbRINhuaE TG, e

Al D of t sEE%eCtBQHeﬂE&Es@r@&fﬁithhﬁap}ﬁolffeit@haﬂxscdﬁmd, the appropriate
status code 1§ set fSor return in the VSDC Aut hentication Response as 30

I'ndi cated in "Exception handling"” below. 38 2 (g) Application Selection for
t he cardhol der client device software is conplete. Either there was a

i ngul ar el jqi | ' e card and it wa elected in step ¢
zlbogg. 0’44#3 %@%ﬁ@gmﬁdﬁggﬁ\gmng mul ti p: e el ;Sgi EI e appl : cafi_oﬁs )
- which one to select .in_step f) .above. 5 eruclil ent
“devi cé sof't vvar@%ﬂn?%éelﬁ?ﬁoﬁ‘ %&ﬁ%pgoﬁﬁﬁg}ém%%ﬂ&{%etg%% | cgitdlgg%g&iitn

addi ti on dtc%cy%ﬁ;ﬁmiatsejeas&ﬁ@vSD@@bli&ﬂoﬁWﬂiehhiﬁdayd.t o.deci'de ‘which and in
what sequence ot her applications are to be executed. The chip card perforns

Appl i cati on Sfﬂae%ﬁ%i; Ane %ﬁﬁ@ﬁ&%ﬁeﬁ?&lﬂi&e%Gﬂwaﬂefinélh&swmlaﬁmg:cat ion is not

found, the ca der client device software preferably shoul d

term nate VS @At hent i ‘ﬁ%gdc{o/g E%ng\ﬁ?%ﬁéé‘%oﬂww&erbréﬂaﬁabﬁﬁrﬂbﬁiddﬂfer@hﬁe”t

devi ce softwa i B entication” processing, it preferably
shoul d smg?ﬁggﬁoﬂgaempeedi ng phases and preferably should send VSDC
Aut henti cati on Response to the issuer server with an appropriate status

“)code,,15 4.3, 19), T BNl AfiiERhche icbokdoncliant ifpeive seftwaret he
- se

pr océssi ng ph during which the cardhpl der . client devige re -
signal s prefertablyc hquid awe qoly the ExRuett Selsrtion %“ég% e %8 ' nné(\r%. 20 The

cardhol der client .deyic 8¢ aliip¥ied W WedVEDIC Aatientidiion
appl i cat P‘Bﬁ‘l‘ma?ﬁ%“g '\dﬁﬁo‘ﬁ%e?‘&%ﬁ | eﬁ(t)Ip vl ce R0t war e preferably shoul d send

the GET RRRGXESSI NG OPTI ONS command to chip card to initiate the VSDC
application. _
(c) If the response to the first SELECT command returns an AID with no

15  suffix, then there is only one instance of theapplication for the requested AID on the
| card. Processing continues with step g)below.

(d) Xf the response to the first SELECT command returned an AID with a
suffix indicating there are multiple instances of the application for the requested AID
on: the card then processing continues with step €} through step g) below,

. ) 20 (¢) By issuing successive SELECT commands using the AID (as supplied in
o the VSDC Authentication Request) until the card indicates ther_e are no additional
instances of applications for the requested AID to be returned. As each AID is
returned the cardholder client device software constructs a list of AfDs along with the

corresponding Appﬁéaﬁon Label and Applicaﬁon Preferred Name for each AID.

25 (f) Using the Application Label and the Application Preferred Name as

supplied in the VSDC Authentication Request the cardholder client device sofiware

searches the list constructed in the prior step for a match. The SELECT command is

rissued to the card using the AID of the matched list entry. If no match is found, the

appropriate statns code is set for retumn in the VSDC Authentication Response as

30 . indicated in “Bxception handling” below.
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The chip card responds to the GET PROCESSI NG OPTI ONS comand. The2 2 GCT 200
cardhol der client device software preferably should store the Application
25 Interchange Profile that will be used in |ater phases to construct the
VSDC Aut henti cati on Response. Enforcing geographical restrictions is one of
the optional functions of the VSDC application. Wen the chip card
responds to the GET PROCESSI NG OPTIONS command wth an error code that

i ndi cates the ¢gnadipplicatonoSelgstionarder gt caudhplier edient evigseoftvagye 1s

Aut henti cation processi ng nust .be .t erm.nat ed. 0fQ. .3 : 04 If the
card ter nForgplete. tﬁﬁé‘e’f a%?ﬁgé{"@lsi%ﬂngﬂ%rndfn%@%ca;’g%aﬁe% %ei %ﬁ%%ﬁ \Av/garq e device
pr ef er abl e@&y'ﬂy s?élﬁ B) abbvé. her, St apeasten glsphiaied andngmedlipkbelgibleoul d send
the VSDC Authentication Response nessage to the issuer server with an

appr opr i ahgplicstiatswehiclooas: toldeleet in sep flsaboMe i ssuer' s responsibility to decide
what action to take after term nation. of. VSDC Aut henti cation processing.
Such deci si ons(grwhennbe qudhblderaclidnb devies sobwuarsi and thRechirspe FPPPH s

docunent .. 4. 3. 2. 4. READ APPL] CATI TA. - . Read | J t9.is the
processi nopultipie aeplicAtioRs 18 Wé’néﬁrgc?ﬂgﬁdéfs @Fil%sﬁf’#%ge\#%%}ﬂsl@ té\é\))./;&regldreeads t he

records of, i L&RE bder fdptiefioas afehe bebkgeurdr d.  The car dhol der
client de‘\];/vlhl}:égggg %8’/5]?%& r ef er abl yﬂpshoul d read the VSDC application data.

The cardhol der?-ﬁ(lr%G.S%?%zj%ﬁn§ggémg&}§a§&ﬁhabl y shoul d sends RECORD
© y

conmands to re necess ata fromthe VSDC application. The

cardhol der client device,soft - . aj e 15,
of the PAN SeqhisrPBORMFELME bﬂgt‘égr é@%@%%%&? %ﬁﬁih‘éﬁbvgl?%d&ru

Aut hefif i CatdnP ReviResdTaNES prefebly SRl pahiinae VSDC Anfentication procssHEAD RECORD

commands 4. 3.2.5. CAR DER VERI . FI CAE&,O\I - Car clhol@CVg]}hf%i 82&40?9 is the

phase of Whenpthscearsholder cligpli dRViehSOERREM PRt | dEVHERYSO Cwar.e may

verify the cardhol.d j frle si6ceBli Ridel bedbieierablgtshodld Not e:

Car dhol def & F %zg’?%fglﬁxlr#jst e&ibi ﬁfpl enent edlh?\r}? cgnpl i gnce with aglg;propri ate

el

Vi sa SecUdenll WIDIC dekthersicati@oResponseio the isswercigrves With aharprppRade st
conditional, i.e. required only when cardhol der Verification is
i npl enent@feand avail able on- the card and in the '

15
 432.3. APPLICATION INITIATION
Application Initiation is the processing phase during which the cardholder
client device software signals to the chip card that transaction processing 1s
beginning. , A
- 20 The cardholder client device software preferably should initiate the

application. The-cardholder client device software preferably should send the GET
PROCESSING OPTIONS command to chip card to initiate the VSDC application.

The chip card responds to the GET PROCESSING OP"I'IONS command. .

The cardbolder client device software preferébly should store the Application
25 Interchange Profile that will be used in later phases to construct the VSDC
Authentication Response. Enforcing geographical restrictions is one of the optional

functions of the VSDC appli_cation.
‘When the chip card responds to the GET PROCESSING OPTIONS command

with an error code that indicates the conditions of use are not satisfied, the VSDC

30 Authentication processing must be terminated.
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25 cardhol der client device software. The cardhol der client devi (Qezsaﬁv@ﬂ'b
preferably should verify the cardholder wusing the Ofline Plaintext PIN
Verification nmethod. Neither the Ofline Enciphered PIN Verification

met hod or Online PIN verification is supported. The chip card perforns
Ofline Plaintext PIN Verification. In response to the 30 first GENERATE
AC conmmand, the chip card provides the result of the offline PIN :
verification iH theecasy/terminptes) thectransagiipngthgn Jhe .C%ﬂ%ﬁheﬂcﬂqw&NALYSI S -
Termi nal Agkio hould Sid & hAACE 33 Prbérdy N6t dta

car dhol deés&% ei%ﬁépﬁé%?%%wsg]flp\%grtgpggqﬁgst%Bt%e %‘E‘?E car o}% “generate a

Cr ypt ogr afiie WEDC AuthdnticdtivnFossporise nicagnge 3¢ therissier severfvath ambpaepriaia. The
cardhol der client device sof,tware preferably shqul erform Ter g nal

At fon Acatys pate. TGS e HeIitP & PRSIy ) GO0t P SRR GRS ahoul d
assumg t henohs, 8F V4ISC NERERRAHOPORGEHY. NAlch MeRSIEDAM bigkgldeand
behan ] Btg{mf]%cgl t%Ea\ﬁB?er m na é\ﬂa ‘the fall gvm' ng excepti ons:%a) | ssuer
Act i on Caoattiomsate deisidenin scépt ofthisdocanéitocessi ng: The cardhol der 10 client
devi ce software preferably should not conpare the Term nal Verification

Results to the chip card' s issuer Action Codes or to Term nal Action Codes.
b) GENERATE AC Command: The cardhol der client device software preferably

shoul d C%E.wmmmwémmﬁmmumdbquﬁeauﬁ;spmgisan yroctRdEy i.e.,

nmust not request AAC or TC during Term nal Action Analysis. 15 Term nal

Veri fi catphese Rewhichsthe mariholdsr glient-deyinensofianara/esads ithe tecordsrRE VS i s a

recor,d of the .outco . arious application functions perfornmed by the

cardﬂgl déPP ‘faingﬂ??eére{&tgée?ﬁlg%ﬁﬁérent fromthe standard VSDC processi ng at
PCS termnal,,  sonme_ of.the. values arg static f aut.hgnt | ion. The

“ val ues to be Z§°.SEfdes %ngidfgcf ﬁgﬁwgyeepge?g?@& %ér%% A cgj?’egg elow. Bits

whose ValaySifeatibR dats. DEheuidibider | dlignts évicaVsbfiwire mreferddfy tshenldasedliol der

client device during the course of the VSDC Authenticatio p&g@issi ng. The
chip car &l cegmnEnis b raitigve the nesgsspiyTideiy fromynif et} is the

d
processi ' | Ca R AR rbRBIb1F SidutPretfh iNG¥Aud €7 M nat es
the pr ocggpsllp"}r%gg%f W%MQS&{}?@ ecﬂ }d g o
15- of the PAN Sequence Number for later use in composing the VSDC Authentication
Response. '

The VSDC app]icati;:;n responds to the READ RECORD commands.

4.3.2.5. CARDHOLDER VERIFICATION - Cardholder Verification is the phase of
20  processing in which the cardholder client device software may verify the cardholder

by using an offline PIN verification method. Note: Cardholder Verification must be '
implemented in compliance with appropriate Visa security guidelines.

Conditions of execution - This phase is conditional, i.e. required only when
cardholder Verification - is implemented and available on' the card and in the

25  cardholder client device software.

The cardholder client device software preferably should verify the cardholder
using the Offline Plaintext PIN Verification method. Neither the Offline Enciphered
PIN Verification method or Online PIN verification is supported.

The chip card performs Offline Plaintext PIN Verification. In response to the
30 first GENERATE AC command, the chip card provides the result of the offline PIN
verification in the CVR.
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Process variation - The cardhol der client device software procesdi AgOCT 2004
preferably should vary based upon the GENERATE AC response nessage. The
cardhol der client device software preferably should perform Conpl etion. The
VSDC 30 application provides the chip card with the authority to decline
transactions offline (AAC) even if the cardhol der client device software

I ssues the first GENERATE AC 41 22 OCT 2004 conmand for an online

aut hori zation (ARQC). Therefore the client cardhol der device software

VSDC Auth ei%fsct e ALeB Ok ARAT v el AL AN SR AR "

GENERATE @R@&bp theP At Rr Ch&H GEvibESofhrie fdiRedts tHecchip/Bird YSDC
on pr% eraply

Aut henti ca shoul d conti nue processing even t hough t he
response gdenomtd Heryptugam awkich willhé sentte theiskuen seryeydoy valplaierssi ng can
continue because even though the response indicates declined, the returned
Crypt ggr am canrhengirélidl@drediznb @evice software paefdrablyt Stenudd peitformm Teﬂﬁtﬁal

Aut henti cation requires the cryptogram for card tion r afdl ess
of the tylwilonfAnahysis: e e@holéef Qhesgée‘mel”ﬁ@aﬁopf%%%&ﬁ@ép'ﬁ‘z tﬁ%
sub-secti g iBY YEEn 8 GdHabe egtdmfeeimns an
Aut hor i zé??o?f%equ%t% %ﬂyp ogram A c%‘ For VSDC Aut hen§| cation, such an
i Nt er pr etigdiipal with the follesviny exepti@sause an aut horization will not be
requested and VSDC Aut hentication is always an "online" process. The

obj ective of iaygdshéroAetm G@emﬁ%ﬁﬁ%mﬁmmcemmwsﬂhbmcard to

return a cryptogram for validati After recei the | NERATE AC
r espdfse clipathdeyReCseits ?ﬁctPFéeé%l g%%@d““t‘f?é“p@éer (‘]’ H‘?ﬂﬁa R ce

© ) sof twar ¢ I AH UL ohip B s flﬁdﬂé&lﬁsBPﬂo"EéﬁnﬁﬁxlAIhenceﬁéyJol der client

device s ware pr 'y shoul d keep only the cryptogram and no other

data except 195 HighoktohaIcialng) HR"ERNY LIS Wkce 2BfD Card I

order to send I Ssuer server; see Ta Dat aEl enent Sour ce
Crypt ogr ppdférd Bl?rt Bigoulld r@hst@NEEhA‘[Eb&RA@'EpAﬂéeommégby TERUEstiag |ty Key

IndexFromthe i rst GENERATE A nse [ DKI Ssa | is a conponent
of i ssueAB b iedapgdRotigd AA% oref(,p 8m1ng '{"clnnl?la%;&c% g%naiy%

15
Terminal Verification Results (TVR) values - Terminal Verification Results is
a record of the outcome of the various application functions performed by the
cardholder client device. Different from the standard VSDC processing at POS
terminal, some of the values are static for VSDC authentication. The values to be
20  assigned to bits that are static are indicated below. Bits whose values are to be
dynamically set, will be set by the cardholder client device during the course of the
VSDC Authentication processing.

The chip card produces a cryptogram.

25 4.3.2.7. COMPLETION - Completion is the processing phase in which the

cardholder client device software terminates the processing of the chip card.

Process variation - The cardholder client device software processing
preferably should vary based upon the GENERATE AC response message. The
cardholder client device software preferably should perform Completion. The VSDC

30 application provides the chip card with the authority to decline transactions offline

(AAC) even if the cardholder client device software issues the first GENERATE AC
41



Crypt ogram Ver si onFrom the first GENERATE AC response Nunberrressa?? 0CT 200
Crypt ogram Versi on Nunber is a conponent of issuer Application Da
Application Transacti onFromthe first GENERATE AC response Counter

(ATC) message. Card Verification ResultsFromthe first GENERATE AC response
(CVR) nessage. (CVR is a conponent of issuer Application Data.) 42 22 OCT
2004 10 15 Tabl e 2 The_cardhol der eV|ce oft ferably should
store i nf 6pwERNG for Fanling ay ﬂ?&PO%&@@%éﬂ{mﬁﬂfé gclign 6?%‘58 & SNd°%end the

VSDC Aut h Qfhrd wilRrEAARG! ALARGID STAALEREE: SOf t war e
pref er abl ggﬁ‘k%g}‘v’g&?ssﬁfépﬁ flir?g GENERATE XC command to the chip card as

i f the onMSDX atntherticathtri (pnocesasg)oﬁ'eedmme i whi¢tbert ¢he rowterars iodn ththappr oved

by the issuer- ns t dhol d cI| nt, dev. sof tware
request s @E%m CQFM%‘S ﬁl %gﬁ dég'?‘/response
nmessages in VSDC Aut hentlcatlon pr[ﬁcesm n% Source of, data J.isted in CDOL2
_ The Data El eNSRCsAuthgntigation preferally shepld coptinug progesspg Vel Rﬁ}? SGransnits

to the Ch{/eggﬁgéﬁga,@ hd& Eﬁ'df i Delind (AAL). FRNERM Fcéﬁc@ﬁﬁﬁﬂﬁﬁd

pr ef er abl e obtai ned romthe sour ces |nd| cate in the table 3
bel ow. DabetafdeceventtBonghcthe Angponse, indicates rdeclentd; thn et lerpAesIam\ImC

e e e ated Tor i anfRiflatiod RRDE CALBELNK: NBGATksV R

cryptogram for card authentication regardless of the type of the cryptogram.

10 4.3.2.7.1. Card response is ARQC

This sub-section describes the processing flow when the chip card returns an
Anthorization ReQuest Cryptogram (ARQC). For VSDC Authentication, such an
interpretation is mot relevant because an authorization will not be requested and
VSDC Authentication is always an “online” process. The objective of issuing the

15- GENERATE AC command is to cause the card to return a cryptogram for validation.

After receiving the first GENERATE AC response with ARQC from the chip
card, the cardholder client devicc software preferably should perform the following:

The cardholder client device software preferably should keep only the
cryptogram and no other data except for the following data elements sent from the

20  chip card in order to send them to the issuer server; see Table 2.

Data : Element Source
Cryptogram From the first GENERATE AC response
' message.
Derivation Key Index From the first GENERATE AC response
1.(DKI) . message. (DKl is a component of issuer
: ' : Application Data.)
Cryptogram Version From the first GENERATE AC response
Number message.
Cryptogram Version Number is a
component of issuer
Application Data.
Application Transaction From the first GENERATE AC response
Counter {ATC) message.
Card Verification Results From the first GENERATE AC response
(CVR) message.
(CVR is a component of issuer Application
Data.)
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nmessage Terninal Country CodeFrom Networ k- based VSDC Aut henti cat? gh (R0 bt
message Term nal VerificationFromthe cardhol der client device software
Results (TVR) Transaction CurrencyFrom Networ k- based VSDC

CodeAut henti cati on Request nessage Transaction WeFrom Net wor k- based VSDC
Aut henti cati on Request nessage Transaction TypeFrom Networ k- based VSDC
Aut henti cati on Request nessage Unpr,gqgggabl e Nunber Fr om Net wor k- based VSDC
Aut henti cati on Request nessage Tabl 3 22 OCT 2004 The chip card returns
the response to the final GENERATE AC command w th AAC. The cardhol der
client device software preferably should ignore a response fromthe chip
card to the final GENERATE AC command. The cardhol der: cli.ent, deyice

sof tware pr ef eFlebbardbeiden elicsd dsvige ioftwarse piederebly dould: siopn inforyationear | ng

fromits neno xtr neous I C It is
assuned tl}?ﬁ?ssﬁ‘g'f F?‘Wgn f’jﬁ“%‘r |t§$p?§)nuseahﬁd’@t" Hh@r o{r}nsgrcg\%%egﬁgﬁgjsnes have
been_ gl egg onseonmdn,a&eecafaﬂdm@emwﬂ d@ﬁndeemﬁwae’@Mfsrasz}ﬁaldhmﬁmnse i s
AAC Thi s sub-section descri bes the rocesmﬂag V‘\f(eAR t he ch (I:Iard

returns dmal ﬁﬁiﬂEBéﬂ'foA(—’Aeﬁm‘il datthe rhay ¢ e gtho

Aut henti cation tthé gLa¥AN% ,Q%@L{ggt

aut hor | z APPSR uﬁc{]f‘r@é’wéue 'i gﬁ&{r?]%bﬁﬂgj ective of issuing.the C;ENERATE AC
conmmand |c§r(ﬂ161cﬁﬁbﬁﬁ1tﬁbﬁc£&ﬁﬁwﬂre requiests an A AT SNotey Fhegrasené enthauigatont | cat i on
of the chip card. After reqel\yéﬁgAuglemﬁ@a%onn t he response to the first

GENERATE regquest/response messages m processing.
10
Source of data listed in CDOL2 - The Data Elements, which the cardholder
client device software transmits to the chip card in the data field of the final
GENERATE AC command, preferably should be obtained from the sources indicated
in the table 3 below.
Data Element Source
Amount, Authonized From Network-based VSDC
Authentication Request
. message
Amount, Other From Network-based VSDC
Authentication Request
message
Terminal Country Code From Network-based VSDC
' Authentication Request
message
Terminal Verification From the cardholder client device software
Results (TVR) ' :
Transaction Currency From Network-based VSDC
"‘Code : A Authentication Request message
Transaction Date From Network-based VSDC
' Authentication Request message
Transaction Type From Network-based VSDC
Authentication Request message
Unpredictable Number From Network-based VSDC
Authentication Request
message
i5 Table 3
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command fromthe chip card, the cardholder client device software? 2 gcT 200
preferably should performthe follow ng functions. The cardhol der client
devi ce software preferably should keep the cryptogram and the ot her
information sent fromthe chip card in order 20 to send themto the issuer
ACS. The cardhol der client device software preferably should prepare to

send VSDC Aut henti cati on Response. The caydhol d i Vi ce of t war e
preferably sholieclapeard gtyms EF&P%PSFéBE}Q‘?/gHa &G‘Wﬁl‘#ﬁcw n all
phases. Gl D EMBODI MENT W TH ACCESS APPLI CATI ON 25 Now t hat the
description of the message flows in FIG 12A has been conpl eted,

eénbodi nent of 4he chip,card i i ]i.zi | i I wi ||
now be pr esent'@be. cafﬁfécﬂg?fdf]ﬁnggl\ékﬁgrsrg%‘g%ﬂﬁﬁr{?ﬁ 5@'&{ Afe;&gﬁﬁgfo(?grad{eg@%r%gm
i nvol ves fafin ABS @EH ca2@RbitE& Hinah GEMER AT AD comaahily The cargoldas chientext r a

feature of the chip card system_ 30 The Access application if used to
contr§l alevies softyart preferrblycehonlda prmply ovith segysite repptementsi BhsieaRag my -
reside on. the chi ] ce Cat i, ot & 1 80medd 22 OCT
2004 to ALHAEH c%&gésxqraag%;fh?cdéﬁ %Eég%pgg%ﬁctg{: A T@A@%&?{ g%pl i cgl;‘i on
control s i aRSmHhid Gmet 41k ptibh anusap platacfibimgprevioes pbiases hayobegnhdeahd pncard. | n
this manner, the Access . application is able to verify the identity of the
per son atemphencegvitthsaetiily BeUEHENShi p card and.its associ at ed
applications. If the person attenpting to use the chip card 5 enters the
correct user identification nunber or string, and a password, then it is
presunmed that an authorized person is about to use the chip card. In this
casel0t h€ardyeemese appAiCcat i on unl ocks all of the applications on the chip
card so that they may be wused. In addition to unlocking the applications,
the Access aphiscaibiseotiomdestrbes théprocpsiwibow svhienthe bldp zprsl tebuns eds on t he

chip card avai]able for use., ln sone 10 .enbodi t f the Acc
appl i cat PRl Autheriicappn W(‘t\]ﬁ@ %%ﬁ@pi%ﬁtgmvﬁc ﬁon’t%g%n ocked

af ter enpering.dhe i Yot Gelevidit! Bédiidel @R dubhdrizaRe Seast Bof hejubated:s The
application. There are numerous references to the passworgs or secret

val ues t blajectivecof issuing thel GENERATE Afn apramapghés foseavss thecesrd R C)E™ A5 shown
in Table 4, secrets #1 ian ofdl are different val ues (and none of
t he ?ﬁr egm@ggm???faﬁlﬂ?f%ﬁgéﬂﬁ or %@pﬁ% . Secret #1 A cardhol der-defi ned
password to enabl e access..to,the .chi | che RAAE fAF . -
chi p- based pa%&eréﬁﬂWi the; ﬁ&n@ 1]iqnhtlhgo °§S,§§§?‘?}‘§n§1§? (zﬁél?frzlétﬁ #1 all ows an
access  command from the chip card, the cardholder client device software preferably should

perform the following functions. The cardholder client device software preferably

should keep the cryptogram and the other information sent from the chip card in order

20 to send them to the issuer ACS. The cardholder client device software preferably
should prepare to send VSDC Authentication Response. The cardholder client device

software preferably should clear all the data received from the chip card in all phases.

CHIP CARD EMBODIMENT WITH ACCESS APPLICATION

25 Now that the description of the message flows -in FIG. 12A has been
completed, embodiment of the chip card device utilizing an Access application will

now be presented.

The additional embodiment of the chip card system involves an Access

application that can optionally be used as an exira feature of the chip card system.

30 The Access application is used to control access to the chip card and the multiple
applications that may reside on the chip card. The Access application can be referred
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programon a smart card to open all the applications on a smart %QdUCT 2004
I ncl udi ng the PAS application. Secret #2 An issuer-defined pass d
returned by the chip card Access application to enable the ACS to validate
t he cardhol der for chip-based payer authentication. The cardhol der is not-
required to know this password since it is automatically used to open

applications on the smart card. Segs #3: The password ed .| he
non- chi p ©atsthendsessseAPGHOBREAPRIF g[gﬂﬁé&scﬁ?ta@ 1ed Io?hceongggﬁ%g%;%gzr’-defi ned

password ga (F"tﬂézb %@)ﬁcgﬁoﬁ%sfd@?ﬂ/ drdteCcHip @ afRr dh ahideranridd) the Passwor d or
al so

secret can used to validate the ‘cardhol der when chip card access is
not avai spplicatiamnistable toavetify Tebidentity obskespassapsatiemptiogde atilige theedip) g 13

illustrates,a system di,agram of th L Seritld ol [ er 20
aut hent i c&aFd &Ha é@r?????éat?fg FPPS}"?‘H%‘SC ﬁf%‘(‘){gg‘g&g nd & Ui t\{/)glg"s& atﬁe kc eé%g
appl i cat i Qs ThE coisdt e icaanication fukfBer b8 salngyand hepssbiverd diah 1540, the

chip card reader 1518, the cardhol der client device '1(211%, .the-access -
control seesmmedltbal amaetherizedipeswads pbust to P thecginp cady dlnBiseeashcPides t he

access applet 1202 and the chi - cred debidso RRRhiraki 88 1204.

The acces3CFhHf ciwni?c&ggogm%%é ﬁ%@%w%nﬁigﬁmgg%dtes&%% #ﬁ t%at 45 22

OCT 2004 weh! Hpsddis@std enlserigcibe tapslicadonsotie Amebd applicativn @n maleethehi p card.

The cardhol der client device includes_ the pa @E}aﬁ?t ent i ca',tsiua plication
“Ph

i on_ a
1542. Upqrassvetaids gionrthe rappHeations < dle R, S48t Tabes B?ff‘gt 1202
prompts the gcardhalger hSorf®y a38kEctUtBibel BY MGppRSAoRE dill whi ch is
secr #1e.mqud?q1?fgs8%%?6%%?%??%%2%{%’5% e co([:re(_:t user | Band t he associ ated
passwor d,bet RETOCRET fafier #dtering thet coreert dafonyatiedn tresporbodk BReASHRSFi cat i ons
on the chip _card. Then the PAS systemutilizing the chip card system can
proceed #ppligadioBescri bed earlier in this speci fication. This second,- nore

detail ed description explains the processes and commangds , 10 .& shoul d be
supported by tHhere aredRyneeps ﬁéc?ﬂf&d@v&@epagﬁqr roﬁ,se%ﬁfg Alups & a}qﬁ%‘gt es

conmuni cati b Ihﬂ%’ﬁ’? sBuef AlCh SRAGENs shien eaTalle 4dedcras #NHZ, net
br owser acﬁﬁ&%%(%ggﬁﬁ. eﬂ\qlé;irs%ous basi c processes and corrmam]r wi |l now be
descrisbedndBarast differemt valaesifand dene of ithathreedey fisancaad T 08 PYS

by a nessage fromthe ACS server

—

e activated

Secret #1 A cardholder-defined password to enable access to the chip card Access application
for chip-based payer authentication. In some embodiments, secret #1 a]lovars an access
program on a smart card to open all the applications on a smart card, including the PAS
application. | . ..

Secrot #2 An issuer-defined password returned by the chip card Access apphication to e}lable
the ACS to validate the cardholder for chip-based payer authentication. ’I.‘he 'ca:rdholder is not
required to know this password since it is automatically used to open applications on the smart
card.

Secret #3: The password used in the non-chip card embodimept of PAS (the core system?.
The cardholder-defined password to enable the ACS to validate tht_a cardholder. _ This
password or secret can also be used to validate the cardholder when chip card access 1s not

available on the card.

Table 4: Passwords and Secret Yalnes

FIG. 13 illustrates a system diagia;in of the componénts utilized in the payer

20 authentication service using the chip card and a universal Access application. The
system diagram of FIG. 13 shows the chip card 1540, the chip card reader 1518, the
cardholder client device 122, the access control server 114, and a database 1240. The

chip card 1540 includes the access applet 1202 and the chip card credit and debit
application 1204. The access applet 1202 stores a password, which is secret #2, that
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15- (client can also be inplenented with a tinmeout feature, e.g. 2a20pp£r%[ml&
will be tinmed out after 30 m nutes). Then, the cardhol der client device
software will check for the existence of a conpliant chip reader and
respond to the ACS that it is capable of processing a chip based payer

aut hentication transaction. The cardholder client device software wl|

recei ve a nmessage fromthe ACS containing the appropriate 2 rchant and
ACS dat a till Beiadsddo aniobk fhecaridusappleations en-é%e,ch\wsacfé[&ﬁwﬁ{f‘%%&g?h%

t Pt Al | e.of : ' d is the Vi
drart - Doficenets it pomeruREp I RBE (oCC B e et on of
S a O vt oir dPRvE marEde GREPRE B PEoL G St A e dat plolfbtE P} 00" O
card and %kg eadglté dek @gﬁ&th@r}, hiP Gsef IDAfnd fudivord) WHieh §s bdvadt #ihelfcthy pt ogram
SHTABIEL "k EYE TR R

using cry _ ardware security nodule, It is noted that the
VSDC appl écdtididet dnfert te coaret wepll @nd ithenasseaiated passwerd, thepesectst figde -

transaction taking place at i ck-.and- nor t.ar P ) L&ker €CEI Vi Ng
the nressa@@mﬁmlvhﬁe%@?Q°ﬁgﬁ%W3ﬁ%?°3§Pné% %tﬁ?% Qﬁﬁ‘cﬁ%?ﬂ%c}’ vvaf%e will check
for the prase faSeChLil HetednNdabldpodeadt fie vehef deverdbahtearlier emerliis 30 | f
it is notu%t{/ég‘gcg%€ec,ﬁfhe cas?dhol der Plc??i ent device software wll ask the

car dhol degpetificatimert the chip card and enter secret #1 to validate against
the chip card Access application and retrieve secret #%%nd User, ID (U D).
46 |f the car diigh dedonilsmurel detiled descoiption expplpias &he pagassesARARORMNIYE | on, t he

cardhol der client device ftwar e W.ll ER 58 nsaction

_ to obt0aj rthat sheuk %F‘HQ’P&W‘? gﬁdﬁggg%?lg?ecgféﬁgaéﬁ?%mper d%ggl i net%t(r:eﬁi p card

2 ) Aut hent i Cay ' &icﬁf:ﬁl%% @&t ¢ aWBRaday iehasédhd deatsdatermea browseslanés '
’ s to be

mul tiple step 5 taken by each of the cardhol der client device
sof t war e thadh@$he VSDC chip application. The cardhol der client device

software will perform Application Selection using the icit Selection
Met hod by i ssUllRgvarives basicrpraseSes EGTCOTEBAIA T WW%%@“&’E&%‘ 15:f‘ﬁ"’é tggr dhol der

client device_softwar il],al -4 . Foih pregommand
t h:at i nc!é@?IQ%QL%d%YleFO?TS%&h%g%‘%ﬁ ta%;&gigz n t h]gc_ﬁléﬁ;g Cont r ol
PR @l s npRaldnetyidn oot e, Fscholert TSe AR et on
| nt er charafer Boofinutes).Al Foen; et %@Dﬁ%cﬁ%@ ﬁg‘?"é‘fﬁ fﬂﬁgyﬁﬁ%&@gg‘f‘ﬁ‘?@ﬂ ONS

command. ezxistence of a compliant chip reader and respond to the ACS that it is capable of

processing a chip based payer authentication transaction. The cardholder client
device software will receive a message from the ACS containing the appropriate

20 merchant and ACS data to enable a chip card program (e.g., VSDC application) o

generate a cryptogram. An example of such a chip card program is the Visa Smart

Debit Credit application (VSDC), which is Visa’s implementation of the Europay,
Mastercard, and Visa (EMV) chip card standard. The cryptogram is a cryptographic

value generated by the card that is specific to the card and to cach transaction. The

25  ACS can validate that the 6ryptogram using cryptographic keys in hardware security
module. It is noted that the VSDC application is the same application used in the
face-to-face transaction taking place at brick-and-mortar POS merchant.

After receiving the message from the ACS, the cardholder client device

software will check for the presence of secret #2 and UID in the defined data element.

30  Ifit is not available, the cardholder client device software will ask the cardholder to

insert the chip card and enter secret #1 to validate against the chip card Access

application and retrieve secret #2 and User ID (UID).
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The cardhol der client device software will issue the READ RECORD 4% OCT 20
commands necessary to read the VSDC chip application records designated by
the AFL. Note: The chip will return all of the data necessary to conplete a
VSDC purchase transaction, as well as the data used for internet paynent-
aut henti cation. The cardholder client device software will need to parse

out the correct data. The cardhol der, clj.ent device software wll then-:
performthe PAbcbessandhotdest is (’,’?IF‘%FF% 5 81’1‘8[611@6‘1 W%ﬁs?@%ﬁ‘ﬁ‘%’.ﬁg{" \Iﬁf‘%cessi ng,
and by pa%g@%f&@} &?elm Biike MaRaee xcEite @RSD(: Qhrchi® thinestiohitdiobtagnd New

card chec ransactions w pe over the floor limt. ~The cardhol der
client dend@aspegiamaidassodidteddita toperfonROnlian shipcrghARtherticdSor| oor  Limit
bit to "1'. The cardhol der client device software will perform Term nal

Action Anal y3ixsaiod & ieyESDEqeciaseatrafRdn mvblves multiplpt stepsai; ba t he
GENERATE AC 25 command. This_command will, i nc#&de th(? thOgéD ta.including
“Tr anséct itakenDby eeachnef thre cerdbpldes chigh deRgfmBserViLo ARt HEC AL THE t he

cardhol der_.cl j.ent- deyi ) NG I YdbdRay - Rhtisrned by the
chip and B bcﬂé??'i ngﬁ%a[g%dhu%gﬁ er eg &\%vl(l)éet Eﬁcs_f or I\y/al i da?dimgrll. Finally, the
car dhol dgelestidre Rbing i Gxplioft t SulsctiomiMéthod dyeissningoRERETRORCSESHEENd

requesting an AAC. This wll termnaje the transacti.gn,30. 0n SDC card

appl i cat commangs torthe saig: n&q%‘ﬁ@g‘]&ﬁgﬁﬁﬂéﬁﬁéﬁ% & Msf?dl,ssueaé Fﬁi#{f or mati on

fromthe ' Rénah@ a0 HriciePihe HPOL A d D OE wasIpreseht  devi ce
PRERSSRNAOpHION Syl

sof t war e The follow ng process occurs after_the Merchant
Plugign hpthearitisCortiteo] FARempatiore 6 SomoApplecaios Selertian. | The thec¥Soul d

determine if the cardhol der's PC i hi ps.;.€ 3 1.4 he PAN
Yy may be r &8P sIPUERODS M T ‘é“‘bﬁ‘?ﬁpggﬂ%ﬁg%&‘%@@%‘ffg& |g Elﬁdeéq sarg%i/bl%n t hose
si tuat i Ofgewhale fbfleRAIPY i aitidespobsd fgmuthe GET PRGCESIMKAQRTIONS does not

have a chip reader or 1s otherwi se not chip-enabled.) The ACS should all ow
t he i ssuesmtendonfi gure two different actions for the situation when the PC

P e o D o SaS s R R RugORE "
P R e A N A TR
shoul d exiptacivond: ITHef cHip ewiipruenralasftheatath antessany do wampiste far ¥90Ghe PAReq
and E purchase transaction, as well as the data used for internet payment authentication. The
cardholder client device software will need to parse out the correct data. The
cardholder client device software will then perform the Processing Restrictions
20  checks, bypass CVM List Processing, and bypass Terminal Risk Management except
for the Floor Limit and New card checks. All transactions will be over the floor limit.
The cardholder client device software will set the TVR Transaction Exceeds Floor
Limit bit to ‘1°. The cardholder client device software will perform Terminal Action
Analysis and always request an ARQC (online) cryptogram in the GENERATE AC
25 command. This command wili_linclude the CDOL1 data including Transaction Date
z;nd the Unpredictable Number from the ACS. Then the cardholder client device
software will pass the cryptogram returned by the chip and supporting data unaltered
to the ACS for validation. Finally, the cardholder client device software will issue a
GENERATE AC command requesting an AAC. This will terminate the transaction
30  on the VSDC card application. After issuing the second GENERATE AC command,

all information from the transaction should be forgotten by the cardholder client

device sofiware
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provide this data and the appropriate ACS information to the cardf?o?dgm 200
client device software that will be required to request the chip card to
generate a cryptogr The ACS then sends the information to support the
cryptogramto the 15, cardholder's cardhol der client device software and-
sends a request for secret #2 and the Unique ldentifier (UD). The

dhol der cl i ent_devi ftware invak i.cati on. that, obt ai |
Cacrot o (padhwdbUyvRBETORES FRU 1R i e DR b0y RV SRR abl e
check- out  pI.ORSR The hbsS SULLUNIACE 350K dBARkE Be thlhbcrs ProBediye, the

car dhol déP ent” device sdftware obt ains secret #2 fromthe chip, card by
i'nvoki ng dnapled QNAES Thougipihl ®AN mhy bh regidered asbeing clipreahbledcthis el er

secret #1 to activate the applet, . and obtaj.ns sec rom

Wi thin t HecgsEydE tBess FéWaB?FPSt Wﬁerﬁ ﬁﬁlepi; g:a?“ﬁlfen*ly %teﬂlg ﬁs%éc%ég gapp: JieJt:&olfns not
present q ' R iCahedcdrk chibleatbledy The AGDEhowd ellowsks the
cardhgl dedr?)e%g&er%?gracg%[:lgg%&#3l(h'i S. or he?- AS p_asgword . _After-secret #2

“and Ul D aheissitrao oexfigurdivadifighot awions fordhe sipalipn vhepithgRLels I95CR; 1 ates a
VSDC transaction_ to, . enertate P1eCT ypt ogram request and obtain the
cr ypt ogr &Redlpd e hAEHPHS Botassdadle s “secret #2 i's not obtained (i.e. the

cardhol der is not validated), the cardhol der,..client. deyi re does
not call upon an\ﬂmr%ﬂ&.cﬁl%f%h%%gﬁc@%%h e%‘#ggjag%ﬁﬁ@re

returns PR RAdRolER Gor ERIP catipanhértiegticlatad popilate ACS f or
the ACS t Ct{?glltﬁzgg?gb?ﬁeﬁ:rypto rar% to ﬁ\e gCS 30. The ACS ce&bs t he
[

car dhol dehe PlARestTrdesatcien eld' with rp ot anpligahle o sesEense: t he

_Account- Hol der Datahase. . |f there, i ogyat L& emaDat abase
"Yentry (sé@?‘gg %ﬁ?‘y‘f%? 02 P i RREPT tcec%l&fr??lsﬁu %?ha- ,%\I\jI; tﬁ% Ig‘g?d ol der is

~ val i dat e%g‘fidélﬁigda@g\%metabﬁopﬂitewﬂ}s {nferaration #@)hermatdhiolden elientodeice2 sent
to the ACS by the cardholder client d%yi ce software, The ACS validates the
card by mefiwarcabitvgllbneeqyinpd tomansst thefhavsaid i g@qﬁte?g}pg?%mgrypt ogram from
the chip card sent to the ACS by the cardhol der cljent device 5 goftware.
The ACS creat ket AESPiiRassands She) dnfopspiittate YPRIT ‘g? THRtosHRY Pt ns the

or ovdar - catHgdaCs bR it i ol ERRRE SR i ScoRy BEARC, o °

ysigns , sets the PARes Transaction
Status, TkARfdie MentRéa(UID)ECThe watdiebier cfiept davide sofwsre MNCkEE iAWy t he

Sonds. t heppliasfialARRESITS 2EREA 5 BRECTD TBATRAHP™ kg Qiahy paTimer and
SaveReceicﬁfp—éﬁﬁl%&%ﬁe&ko—oﬁtr}ﬁoéé&eﬂfQEcrEW@Qseﬁot Ila¥ail4b1e&ia this procedure, the
cardholder client device software obtains secret #2 from the chip card by invoking the
20  Access applet, which requires the cardholder to enter secret_#l to activate the applet,
and obtains secret #2 and UID from within the Access applet on the chip card. If the

Access applét is not present on the chip card, The cardholder client device software

asks the cardholder to enter secret #3 (his or her PAS passwofd).

After secret #2 and UID are obtained, the cardholder client d_evice software

25 initiates a VSDC transéction to generate a cryptogram request and obtain the

cryptogram from the chip card. If secret #2 is pot obtained _(i.e. the cardholder is not
validated), the cardholder client device software does not call upon the VSDC applet.

The cardholder client device software returns secret #2, the cryptogram, and

the supporting data to the ACS for the ACS to validate the cryptogram to the ACS.

30  The ACS accepts the cardholder client device software’s input and validates it against
the Account Holder Database. If there is more than one Account Holder Database

entry (secret #2) for a Primary Account Number (PAN), the cardholder is validated if
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SaveRecei pt nessage may al so be referred to as the PATrans rressage)z. ZTQET 2
types of chip cards carry the Visa Smart Debit/Credit (VSDC) application.
First is a card that is capable of validating the cardhol der (payer)
offline via the Access application on the card using the access password -
or secret #1. The 15 access password is obtained fromthe cardhol der and
passed to the cardhol der client device software_on ég I f the
access pa&mmﬁtheanSwdrdﬁ?-bmﬁ@dhe sqased #Zhept tetedh g@ eaﬁgﬁ? get i on
returns s gé #2 a U Dto the cardhol der client device software.

Secondl y, © e afs not capable of validating the cardhol der (payer)

offline (i. hat onl the V this
case the 20 ca%g&éé’ﬁhéqt?seﬁf’ é‘gj}ycrgaiémg? cﬁ%ﬁﬁp %ﬁf&%ﬁﬁ’ Fé{n%ts t he
car dhol deg, %ptozg%%e&orﬁ?m@ Ehi &ar® 6% WO KD ABSTby thel é‘arcﬂ’foﬂﬂﬂrd:ﬁdnﬁ devidte ACS to
achi eve car& | aer authentication. The flow related to the cardhal der

cl i ents- desoitwres Thar& €8 cadatasithe PARes gliessese ropiizting all oS the ped mbung g o t he
ACS h dth |

be prggeif? V’%ﬁ‘é 5?3?6@ %855:? agtﬁf evil %%Fg%ﬁ%ﬁ&@ﬁﬁ% :3 %rlb?%?wdet eP(r)ane
if th dhol d P h bl e chi I t
e ny B 05D £ AR R S L1

via cor G‘Tbﬁlgsl\éﬁﬁ?ﬂﬁmﬂnﬁtf%lu% i cheofl oIS STkl seymbhen | 1

step 2, secrét #2 via the Access a cation on the chip card
or obt ai rtohﬂheoﬁsgmndtca#&%authmtmamzﬂrepﬂm:’@lld sends eé@%é’ﬁ&fﬁ bagk tagher ot #2

and U D or secre 3 is prov S chip

to: rBtr |W§h¥’ﬁea9£§?f?ﬁ‘t€s $ géqe%glgefs Y ﬁ ?&%#ﬂé‘ing%.a’% re?r |(Eeﬁ\}: t he
S )chip 49 22,06T PRk éﬁl?%I&%%&é&rxb@t@hdmwmm%essmga)egener ate. the

cryptogram and generate ARQC cryptogram |If secret #2 or #3 is not

provi ded, the t i ghe Sed Shert Debio@radt d3SDED t he ACS
Wo@ cﬂuﬁ E"ﬁ scd%h‘ye e

for card auth lon: t ypt ogram _nag stri mage (MSI),
and t he dpph:ahonsﬁppnsta qanbth@tgsmwgmg valgip éﬂ%ﬂ‘f%‘ﬁ“’é‘%r e%(gﬁﬂm

tionall VSI can IFheOr secret
#9.:;, to th ‘50\ %ﬁeS%al?Pgll‘fa‘i‘%nean%u{’ﬁgﬂ%sf“ ?Sg&% nerfay#%eﬁgﬁpn% ed t hat

chi p j6ar dhQsgghgsword is diaintd ﬁmﬂthb@anﬂmﬂinand passeth 4 thet aadholdarichiaat on t he
nternet d\gIVltCQ 232&“’ ;Ir;euncﬂal; %rob“?s':e? g[f%aee Sagge:[ss \ﬁéis%w%lg pl'(!%l&/eﬁ S correct the Chlp

card Access apphcatlon returns secret #2 and UID to the cardholder client device

software. Secondly, a card that is not capable of validating the cardholder (payer)
offline (i.e., a card that only contains the VSDC application). In this case the
20 cardholder client device software on the brdwscr prompts the cardholder for secret #3
(his or her password) and it is provided to the ACS to achieve cardholder

) authentication.

The flow related to the cardholder client device software after it is given

control from the ACS (after the ACS has received the PAReq message from the

25 merchant plué—in) will now be presented. The cardholder client device software
should first determine if the cardholder’s PC is chip card enabled (chip card reader

and client software components present). If it is not, the transaction is processed via

core payer authentication. If the PC is chip card enabled, then in step 2, obtain the
secret #2 via the Access application on the chip card or obtain the secret #3 via a

30  prompt to the cardholder.

If secret #2 and UID or secret #3 is provided, Call the VSDC application on
the chip to: retrieve the Magnetic Stripe Fmage (MSI) data element, retrieve the chip
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10 aut hentication (PAS without the chip card and chip card reader £ 2 OCT 20
conponents). Also, the cardholder client device software distributed by

t he issuer should support all types of VSDC cards- Authentication should
accomodat e chi p-based paynent applications that inplement the full and
limted versions of Visa Smart Debit or Credit applets. Initially the

Fotur Zie%wp%“c%ﬁa%p ol RgPcld et i SBOYEmy dyt s N %

start” Akg@g&_ﬁ)t { qFLQydtag o'fw@&seﬁotgfovtidw the MSDIC W& ik aatdatled |v5|
online ca entication, and offline Static Data Authentication: (SDA)

However, SDAd. Sy n@g B?r VR éﬂgg{a dyr inpoa Lt RF NGld LnmBsRatibRNthe ARQC

i nformation fromt tiron should be forgotten by the payer
aut hent i Gafptefamaheligattitestripk iimage @Bl); en@ Ghes §dts warsepeart theecrypiogoin t he

transactlon(Such as at the ti S. nessage, i s sent to the
mer chint yegenpatpehy the AGrf ﬁ@’lﬁ'ﬁ’g@yegwgﬁ%‘t‘i‘g@}?rrg?% al low different actions

to be taken when the cardhol der client device soft vai | abl e or
is not abl e t Therawnd wecret #2p and (WD Ot Sestst #2, tocﬂée ﬂ%{h{a t he

car dhol der nuaIIy enter secret #3 25 or option #2, no authentication
S conduéW@@“gﬁﬁ "not appllcable response is returned to the nerchant.

Chi p cardhol ders be a con hase sac on the

| nt er net vvlth(ﬁ?}Fl &&taisd“BJé’ﬁ %,9 eﬁ?g#ﬁ%fpg&@n% alfo?%@m%agg?@grent PC
Wi t hout Lhenh,CarARMHRE obl the ThtefRY wiosiofht wardebeing! prdsent wnarcdrermwher) The
‘car dhol der vvoul d 30 manual Iy conplete the nerchant check out, form (or use

ot het0 noauthh:tmatxem R4S veithput el ghimearg rafhshp P reader oQERpangntsh nMS0 y ent er
# F NT
") secret hercardrper SRUR aeFIR S8 e st ARLOB e itBerh BT EHEELPA P

NETWORK es a telecommuni cati ons network O suitable for
i pl emenpi ngspr eakiedi MeAtiehticdtionp shaddt adcomemidaten chipHemspd epayment nvent i on

5 mak f t abl t I
1t or cneppliaboniabet Tap stk e S5 FULPBMEIRGION, 7§ S8 DB QORAEE {hon -
t hose di fé&{fs %&nggl aII Thie 88b-BYcd65StcRe dppIRINGH Keployal pﬁ]@fsaplﬁcﬁd

enbodi ne mmunl cati ons "network 126 of FILG . Network 800 is

a gl ppal hﬁ;ﬁbéc‘ﬂﬁbﬂnfw&teams ame Opon |Platfam cardpgbist Bmped c‘ﬁ%@g pYERhsh

transact] ons WSl D9 3Py OIS A rorbhi lunfift b Y G 8VRIRN foatures: MST,

Online Card Authentication, and offline Static Data Authentication (SDA). However,

SDA is mot performed during Internet transactions. All information from the

transaction should be forgotten by the payer authentication cardholder client device

20  software at the end of the transaction.(Such as at the time the PARes message is sent
to the merchant).

The ACS is configurable by the issuer to allow different actions to be taken
when the cardholder client device software is not available or is not able to read the
chip card. Option #1, the ACS will prompt the cardholder to manually enter secret #3

25 or option #2, no authentication is -conducted and a “not apphcable response 1s

returned to the merchant.

Chip cardholders will be allowed to conduct purchase transactions on the

Internet without the card being present (for example, from a different ?C without the
cardholder client device software and chip card reader). The cardholder would

30  manually complete the merchant check out form (or use other non-chip method) and

will be prompted by the ACS to manually enter secret #3 if the issuer chose this

approach.
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10 cards, and other private |abel and proprletary cards. The netﬁb?kgg?sgm4
supports ATM Transactions for other networks, transactions using paper
checks, transactions using smart cards and transactions using ot her
financial i nstruments. These transactions are processed through the
network's authorization, clearing and settlenent services. Authorization

I S"when an issuer approves or declines a sales 15 transaction before a
purchase is finalized or cash is dispersed. Cearing is when a transaction
is delivered froman acquirer to an issuer for posting to the custoner's
account. Settlenent is tRREFERREDR PAYMENTINEBEWORKaNd det er mi ni ng t he net
financial position of each nmenber for all transactions that are cleared.
The actual exclrangelofiuituies 4 Stekcompanithdorsr aetssk - 300 Tsaitadet fans can be
aut hori zed, cleared and settled as either a dual massﬁ%te11 a single

message t uapism@nﬁrcman smbodimentekthg oreseai@yentiogn The Rssft iyeption Ff?yf irst
time t h e o?fa%g%tja@Q 1OREHES 951;1 R ORI dnfidtbP Inflfed Fifdtentan agai n

| at er It on ormat| on earing and settlement. A single
message thaarﬂﬁrafet idefferérst sofieate amider dxffereaupm:rqobaﬂnemrﬂmndhsﬁmﬂeélb@vcl earing

and settlenment information as well .ca t.horiza cl earing
and set t | Ehe heloyrqesgabed nebwonsi 1z g, prqfﬁge(iﬁqnﬁgmagﬁ%ﬂlg%lg?m "é‘lnfggﬁ?ﬁfm cations

network 8 NI et GERFNSs B0A0bA Tl66BANIBA RS Mtw @R Ghand
pr ocessi nlg&g’g% é%és]t)gggé nd 8810 Q her O%ntltles such as drawee banks and

third parsuppeits bmﬁh&mgdammsmnaum gorbrakeard gravehand RINGAROENH ough an

access point. An interc nter.is a 1wy that may

be | otht eBrreh ik athet PHY Q‘ﬁg‘ &mqwtﬁgwggb%ggﬁné%ﬁ?%lg lg%are in the
" United Stahes.fnd BEMmeARAvoRs, hﬁnddﬂﬂldxﬁdlsﬁlgn@eﬁbms i trandaqiions uEingh

I nt erchange center houses the co uter ystemthat perforns the network

t r ansact | omarOSFdeasirasaqipneE g obar 96'6 istRgenfh i nterchange center
serves as the control point for the telecommuni catl%lg?f,am I| i es of the

net wor k, whi chmmwumsqmeme&aed@a%a the prAworknt 2wberAAPPLEIRAMEect i ons

based on M ot acol t, G@nect an
I nter chan‘?j‘g s&é%@?‘{ M%sm)‘% II‘% tg? g@giﬂeﬁﬁﬁﬁ%ﬁ%ﬁﬁeg%ﬁ dth 5
t el eplxonergishctiont Befére Hpirchdsetie finaliued atri casis ishdispaisedn €I¢QHIIIBM wian [2UO

communi cation protocol. Messages are sent .over.these ljn n
suitabl e transpatismcin dabyésnd G ﬂ%aF%eég%énéﬁsaﬁdE?F JRsting "6 Sl

account. Settlement is the process of calculating and determining the net financial

position of each member for all transactions that are cleared. The actual exchange of
funds is a separate process.

20 Transactions can be authorized, cleared and settled as either a dual message or

) a single message transaction. A dual message transaction is sent twice—the first time
with only information needed for an aumoﬂ;aﬁon decision, an again later with

additional information for clearing and settlement. A single message transaction is

sent once for authorization and contains clearing and settlement informzition as Well_.

25 Typically, authorization, clearing and settlement all occur on-line.

The main components of telecommunications network 800 are interchange
centers 802, access points 804, 806 and processing centers 808 and 810. Other
entities such as drawee banks and third party anthorizing agents may also connect to
the network through an access point. An interchange center is a data processing

30  center that may be located anywhere in the world. In one embodiment, there are two
in the Unitéd States and one each in the United Kingdom and in Japan. Each

interchange center houses the computer system that performs the network transaction
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An access point 804 or 806 is typically a small conputer system | oz Gc'ftTa?U
a processing center that interfaces between the center's host conputer and
the 10 interchange center. The access point facilitates the transm ssion
of messages and files between the host and the interchange center
supporting the authorization, clearing and settlenent of transaction.

Li nks 826 and 828 are typically local links within a center and use a
propri et apsocessimage Ther nmerchanger ekrter bsertele ag ethee rcontsold qrointp forc ebigi ng

center (such as is located.w t.hin an acquirer, issuer, Qf har... 15.
entity) ( h mmypcaben ???S“qﬁ é‘& gl?ﬁsm??{g’?" g’ﬁ‘ﬁéoﬁpfnpﬁlg? ELH%‘ nsfg%dn%gﬁu Sing, és s
| ocat i onsanfenifBicRhéitidas 6asel ONEBMIBNA @otbcbl. | Pleftgalay, JiRe820 BaéBe2 abl vy,

each processing center is linked to one or two interchange centers.
Pr ocessor thatrennechare interchange tchtert foorempte entities vsh dedisated ighrrandyadth ot wor k

experigences interruptions, t net wor k. aut i cal l r actions
to a sseco??g?k‘?m? n‘f‘é‘ﬁ'ﬁtﬁal’?ﬁesﬂgﬁfeer?o gcglﬁ)%gnﬁgegr%éh%ﬁgetx%e% eighsma]ﬁgg 20
Finked t oplihuitaddiep@idtel IMEREERARESeCter tBeseTHilS hdiik iany seitabit es
processing centers to communi cate wi th each other through one or nore

i nt er changeloeentaion ofAhsISE) BfSstandgideent er s can access the networks of

ot her prograns through the interchange center. Further, the network
ensures that ahh atéeskpoint$@4 owiBQ6 isltypieallyl@ignsall qureputercryaisar los#ed pbtn one

poi nt of the network t no [ is_.not | | | xe [ ok, L st ead,
t he interﬂﬁﬁﬁ‘égc‘é‘?ﬂ%r&@ﬁdﬂ §°etsh§etB’§§’{ %;%S?F%rg %%%h&gkﬂu?%eaﬁr%@of any
gi veng triaRsdHafsd Qter REDS BédeBiOpditCRadiHtates Yhe tedisinysslonf neseigesamifilesat i cal | y.
_ FHG 15 illustrates systens 840 housed within an interchange center to
"Yprovi de tetwednthe hort and the|intsechengsrsaier spRoRIng dhsathenzaheR, o EfBdsage -
" transactig a i 1,01 : R | LZ AR iR 1A tem 842
supports sSﬁI-eHeﬁng'%%mé%}ogf P’]@%/s?]ée fuﬁ?%ﬁ%%}és)%%gﬁdy ﬁb%bfﬁélfséﬁ% P‘ucggbsé§ I nt ernal
systens tzbheéa propeietirpnessagafainates prefacbythesentiant central file. The
on-line functions of system 842 support dual nessage authorization
processi ng. Thi GalppsRESkdEnter (@l @s islocitédwithinandhqlitkesisamed or othed
verification and stand-in processing, and otﬂer fg ct.ion ch as,file 52

22 O0F. 260ttydionsesmapRessInEPYsiemh haf STRPOTIREPHE 200 H@‘HFSQB‘FSQ O 2391 111 ng,
and gener,,gé(m{;g{sr&ggﬁ%ﬁ gatggﬁidg@ivqngssys@ﬁep rbRehbly) %bgﬂcgﬁmasgmgo@enmtis on

reports, ception e'file report’s, reports and billing
reports. lhkbd itel@ae for awp Sustahans) fentes.s JProceasogsi gre eqnneeted o bass slopest f or

e et aS 0 e R TR B B koA Moty o 346

routes transactions to a secondary interchange center. Each interchange center is also

20  linked to all of the other interchange centers. This linking enables processing centers

to communicate with each other through one or more interchange centers. Also,

: ) processing centers ean access the networks of other programs through the interchange
center. Further, the network ensures that all links have multiple backups. The

cormection from one point of the network to another is not usually a fixed link;

25  instead, the interchange center chooses the best possible pafh.at the ﬁzﬁe_ of any .giveil

{ransmission. Rerduting around any faulty link occurs automatically.

FIG. 15 illustrates systems 840 housed within an interchange center to provide
on-line and off-line ftransaction processing. For dual message transaction,
authorization system 842 provides authorization. System 842 supports on-line and

30 off-line functions, and its file inchides internal systems tables, a customer database
and 2 merchant central file. The on-line functions of system 842 support dual
message authorization processing. This processing involves routing, cardholder and

card verification and stand-in processing, and other functions such as file
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Clearing and settlenent system 844 clears and settles previously aZJch@OTsz
dual nessage transactions. Operating six days a week on a gl obal basis,
system 844 collects financial and non-financial informtion and
distributes reports between nenbers. It also calcul ates fees, charges and
settlenment totals and produces reports 10 to help with reconciliation. A
bridge forns an int hange .bet) . System 844.. progessing centers and
system 84‘@315‘Fet5‘€’é“sesi(§’£gf"(i‘38 E@FPQPS ’\éﬁﬁ‘gﬂnﬁ%’&%ﬁﬁ%@@a %a%? TELEEE full

financial blﬂfeﬁﬂéa(ﬁéglgﬂﬁlg_ IVREQ MBS Za8 S réofS, BIcOpIRES fillllahd FESiaUHe

aut hori zation and earlggtg transactions, and comunicates with system 842
Usi ng a bepatts POSirepode ek biling mipeus. nét hridgestam sygemefd toctystegy $em 846

processes \i s Pl. nterlink .and oth r Ll QNS . SMS files
conpri se I eé?“r%“‘ﬁf?stj?rew BF 8¢ ﬁ%f'?el%gé% t%’oo SYS geb?ngg%ﬂgg@%n%%gﬁ%?gcessi ng,
and t Be cgkdRoldamddaabasSMIBieRa®as baisids nbivieglss. of car dhol der data used
f-or PIN Verification and stand-in processing authori.zation.. System 846

on-line funct i@@ﬁmﬁpﬁ{df Qiteni @R kydii 48 A AROMR St dsARe RO b8 Si g and
exception processing for 20 authori zation as well as full™financi al

t ransact idnakmeSyge transget®nal peratiogwix dayes waek eoricglpbalthiagis, systers 844 | emrent

totals. System 846 .off-Line functio LOCEeSS £l n .ends
transfer "F\;@‘Efﬁ% nan glldaﬂ‘# d{??lb%‘agg‘f‘i Ilrg‘ﬁ@ﬁ%uoﬁn%}jda(?%hqﬁ%ggéproé%og?@ﬁgﬁ

Set t | enefengird | BQIRAGIGONE b 3haSed iRl SaldnicanTitils bid ptddusss boryst em 844
and 846, including interlink, into a single service for all ts and

] er | | t 3 produc
ser vil@es to Qelpamith repsncaliationn ud sbridgepfenpe an deterdiangs, hetieen sy g §§‘1 em 844
. and system 846. FI - vi ew of the conmponents of
) t el ecormBHIEE &S %é%m#ﬂeﬁiﬁﬁﬁggg{ﬁ%&paymm system 850 is the
“ primary system.for processingcall on-|Lne.authprization ' ci al
r equest transg&’%ﬁ?%ﬁ’g.ssa%?ﬁsgﬁgggépf"é’ﬁsﬁst g'ﬁ'lb%qaﬂ 135{5 S%(r%rn\eosnssag qgf%gﬁngl e
message puPCASS| fdcess NdRt heSAgeSauth@idationesd atenibg Sapeictbnd,yand0 The
three main software conponents are the_conmon interface, function 852,

aut hor i zattownioptes vl system B42) RERE ankridgs pnds3csessp epbIdecreyPIsS 29cT 2004
Co interfac | ' : ' L& egpd or each
roos e TRIGHPY oy L 3b BRhcEgs YRasPA: MRS ind LREEERU MhE AL Tt Dt
routing, ShEsflks comptikeintons spsiah teliles tptmatrel {ystent asnesxiand Brodessmgg46), t he
type: of processing.request and .the processi e rk. This.c nent

per f or s the; %Id}?@%ég’@éﬁq’ tvyrh.‘gl,l c%m%,ns o YR cﬁ(ata uséd fSOPRP

verification and stand-in processing authorization. System 846 on-line functions

perform real-time cardholder transaction processing and exception processing for

20  authorization as well as full financial transactions. System 846 also accumulates
reconciliation and settlement totals. System 846 off-line functions process settlement

) and funds transfer requests and provide settlement and activities reporting.
Settlement service 848 consolidates the settlement functions of system 844 and 846,

including Interlink, into a single service for all products and services. Clearing

‘25  continues to be performed sépa'ratelyrby system 844 and system 846.

FIG. 16 illustrates aﬁotﬁér view of the components of telecommunications
network 800. Integrated payment system 850 is the primary system for processing all
on-line authorization and financial request transactions. System 850 reports both dual
message and single message processing. In both cases, settlement occurs separately.

30 The three main software components are the common interface function 852,

authorization system 842 and single message system 846.
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when necessary, parses the message and ensures that the content coh 0BT 201
with basic nessage construction rules. Function 852 routes nessages to
their system 842 or system 846 destinati ons. COVPUTER SYSTEM EMBODI MENT 1
FIGS. 17A and 17B illustrate a conputer system 900 suitable for _
I mpl ementi ng enbodi nents of the present invention. FIG 17A shows one
possi bl e physical formof the conputer system O course, the conputer .
system nay haVGommeanynterfacsi foagtionfSasdaterminias dhe peowessing rraugeddedeashrcuit, a

printed circuit boar nd_a I nghel ' . g per
conmput er CIHFIF cé":im:’éjdy;‘g ?8 r’r?%'ﬁ?& itli%c'{eﬂ%gs ﬂa&fgsergmwh% %pg’rr%g r‘gmgl%é g?‘%ﬁu/ 904, a
housi ng YGhe sovfkesdE thE necsaBdBystamiaap ey 6k HibY) tharthpa of procsssify equeltsk 914 i s
a conputer-readabl e mediumused to transfer data to and from conputer

syst em 9@0d the pocessig;netvgrk o dmprpament prrfsnes dnkial messegs ca¥iRguth system
900. At Y, 2k 96 - y
Pr ocegso&‘?%ﬁgﬁ%&(rg’lé%&% 8%%%_%{ ?'Ero asﬂ%éﬁﬁdgﬁg%\r: gé%] gﬁﬁ%ﬁ%‘% or

CPUs) ar encesugp|cefisthrtioh atlege Fdastiome852 ruitesdinaggagasntor thel B4stebe 892 wr924

i ncl udes random gcc_ess menory (RAM and read-only menory (ROM. As is well
known i nSYsten §¢ desHORHONSt s to transfer data and instructions
uni-directionally to the CPU and RAMis used typically to transfer data
and instructions in a bi-directional manner. Both of these types of

menories 25 may include i r-readabl e nedi a
GOMEIHAL SESTEM FASOBRUR

descri bed below. A fixe bi-directionally to CPU
922; 10t provi BESS.addAt iaadall 7B atliustrsteomagempaieac sysyenan 800rayuitabdo foncl ude any

.. of the computer-readabl e nedig described . bel Fj xed di sk 926.nay be used
. )to stor emﬁﬁlﬁ‘@%,"%‘é\m%ﬂ"k ﬁ'@ PieEt Ggni- %i ]ciaﬁF Ve 8%%8%% st or age
medi um (SHERPforf HOMH Ghiitler thabmi SOSLOWEE, thEBmPRieP sy SBIMYmay Hapge. .|t

w Il be ‘appreciated that the information retained wthin fixed disk 926,
may, in @apuy physical Hroasagingfomrmnonisgrasedeeirauit, 8 pantedrairenddivarhanda vi r t ual

menory in 24. Repovabl e disk 914 f A of the
" conput ermﬂ%ﬁb%ig%ﬁga?gpg-@ggﬁw%sggﬁb% g&tﬁ%ﬁ%sfggﬁlﬁ %&&ﬁé‘%s al so
coupjsed thenifor\e2i &idvsplly 904D dthonsing Y0608 diskaiive 8, akefboaiadlo /¥a keyboard
910, npuse 912 and speakers 930. In general, an input/output device my be

any of . mewed1di sPisky¥l4 i arommgrireadahiccmedivay Biedr @sTanF i hedd t ouch-

from computer system 900. - ' :

FIG. 17B is an example of a block diagram for computer system 900.

Attached to system bus 920 are a wide variety of subsystems. Processor(s) 922 (also

20 referred to as central processing units, oxr CPUs) are coupled to storage devices

including memory 924. Memory 924 includes random access memory (RAM) and

read-only memory (ROM). As is well known in the art, ROM acts to transfer data

and instructions uni—directioﬁally to the CPU and RAM is used typically to transfer

data and instructions in a bi-directional manner. Both of ;these typés of memories

25 may include any suitable of the computer-readable media described Bélow. A fixed

| disk 926 is also coupled bi-directionall.y- to CPU 922; it provides additional data

storage capacity and may also include any of the computer-readable media descmibed

below. Fixed disk 926 may be used to store programs, data and the like and is

typically a secondary storage medium (such as a hard disk) that is slower than

30 primary storage. It will be appreciated that the information retained within fixed disk

926, may, in appropriate cases, be incorporated in standard fashion as virtual meniory

in memoi'y 924. Removable disk 914 may take the form of any of the computer-

readable media described below.

54



sensitive displays, transducer card readers, magnetic or paper t&é OCT 2004
readers, tablets, 5 styluses, voice or handwiting recogni zers, bionetrics
readers, or other conputers. CPU 922 optionally.-my be coupled to anot her
conput er or tel ecomunications network using network interface 940. Wth-
such a network interface, it is contenplated that the CPU m ght receive

e cour st Gl SB7 ke Rt Elo L8y of SRyl R i, BEaly et T

Fur t her mope, (%%Ba@mrmasmﬁ sdafpedlttes P3®SBNEerieral,eat inpnt/emyut dexipeut e
sol el y upon or execute over a network such as the-Internet in

conj unct imay bé Etw af'r aidsocdigiays; Fack bpdy: arics keybergs, BICTORRONES. JeUdLi ng. I n
ddi t t f 1h t
o hao s AR, tdhedilS: PES Y6lerd MERLEER: bfc\Ebe FEldBO g OMD L oF

er-rea nedi u ave conput ér code

t heregn s%s%@rvd@&-r élohiﬁmmrﬂem&@mhﬂmémcmaﬂasnbedﬂ@mompum The -
‘medi a and conguter code may be those specially designed and constructed. for

t he pur p&P8k 982 qpnem;ﬂ)@wmbe FoRpdse F‘bﬁmtb?r F‘P?E?“tﬁ’thS CCHMTRRICEIGY wel |
known ‘and avallgl abl e eRv&rg ifelﬁ%gl o4, S Kty tgene@@muglﬁgmf tipage arts.

Exarrples F~rea e media’inc ude ut are not limted to:
magnet i cc.ﬁm&hplawdcmaﬁﬂ:el‘erﬁ ﬁi@ksecemecmnﬁmmhekﬁommhb neiyoek,i o maghd; 20

i o SSESLS@?&%%&SS&%%%%@ S e SR ety B AOVR s B, o1
conf 5(9‘” gtoﬁ § 3%@ £ CHlefhol QHBGREREECo BeCPredht dRPértival ap- Speci fic

I ntegrate CII’C , programmabl e | ogi ¢ devi ces (PLDs) and ROM and
RAM devi a&s:utelz_sohﬂphpm EPURIport ey cxrtute ok adistwerkifugl ag Sigelntegbetin g s

roduced by a co er nt ai n code that are

)gxecﬂt edc%’iyu%{’t'{:‘ﬁ "Hﬂﬂtﬁ’z ﬁguﬁ'ﬁat'sﬁfrg?éPéﬁ%P%fgﬁeeﬁgmtf%ﬁg' i nventi on has been
descrlbedlnterm; of sev f d enbod] ti ,
per mut at i ons, Iaadd gﬁ'ﬁ Rﬁﬂ’g[ﬂrgﬁfuw%n??n{gﬁg@gﬁég%fﬁ?ar fo "f%::l?i Bﬁ.n
't shoul gé ?ﬁ&ﬁcﬂ atcaﬁbu{e{'l%aﬁalﬁ& EndiiitM tRdtlHRYe brnpster mesthefcon

" O

i pl erren e nethods and apparatuses of the p reseci’ |nvent|on 1t is 30
t her & orﬁarlpntfenﬂmg vakigus pmwtgt-mgntaw@ﬁ@@an%l%erme & PACOFEY ed as

i ncl udi ng al l h alter casntfal | -

W thin tHemPabefioss pes sco%ne g&%%&ég’rf?ﬂg ﬂ&gﬁﬁé?gﬁg PSP o 2004

S0 CLAI '\ﬁventzon, or they may be of the kind weIl known and available to those having skall
in the computer software arts. Examples of computer-readable media include, but are

not limited to: magnetic media such as hard disks, floppy disks, and magnetic tape;

20  optical media such as CD-ROMs and holographic devices; magneto-optical media
such as floptical disks; and hardware devices that are specially configured to store

and execute program code, such as application-specific integrated circuits (ASICs),
programmable logic devices (PLDs) and ROM and RAM devices. Examples of

computer code include machine code, such as produced by a co;ppiler, and files

25  containing higher level code that are executed by a computer using an interpreter.

While this invention has’ been described in ‘terms of several preferred
embodiments, there are alteration, permutations, and equivalents, which fall within
the scope of this invention. It should also be noted that there are many alternative
ways of implementing the methods and apparatuses of the present invention. It is

30  therefore intended that the following appended claims be interpreted as including all

such alterations, permutations, and equivalents as fall within the frue spirit and scope

of the present invention.

55



WHAT IS CLAIMED I'S: | , A payment authentication system that suppdrk OG 200!
paynment authentication service wherein a trusted party authenticates, for
the benefit of a third party, that a customer wusing an account during an
online transaction is the actual omgﬁr of said account, the system
conprising: an issuer domain includinhg an access control server being
configured to receive and verify a password fromsaid custoner, said
access control server also configured to sign a transaction receipt using
a digital signature key and to send the digitally signed transaction
receipt to said third party, an account hol der database controlled by said
trusted party, said account helLAgMSdat abase containing a | ast of custoner
accounts that are enrolled with said paynment authentication service, an
enrol | ment server configured to control the enrollnment of custoner
accounts into the paynent authentication service, and an enrol |l nent
Internet web site at which enrolling custoners enter information in order
to enrof 1A% tH ¢HeIBED nERE aut hentication service; an acquirer donain
including 57 a third-party server, and a third-party plug-in software
nmodul e contained within said server of said third party, said nodule
configured to send a paynent request nessage to said access control
server, said paynent request nmessage pronpting said access control server
to request said password from:said custoner; and an interoperability domain
including a recei pt database that is configured to store receipts for

aut henticated purchase transactions. 2 .. A paynent authentication system

t hat support : pcatign seryvice wherein a trusted party
aut hentllo'catégp o%{zﬁgkggén%g:ﬁ?%g%ﬁa qhsf’lP%D pat PME 5P{h§“t& BFEysi ng an
accountwitein ngrestedopdriyn eutherdtivates,t foprthd Beridfie ol thadd e khafa SRtdhaccount,
the system conprising: an_access control server controlled by said

t r ust e PaAAYACE tdfugt‘?ge@so@ﬁ'ﬁttfﬂfa@&‘\}%#w #éval pvesh of geidescowity beei ve and
veri fy sest@asempifistngr om sai d customer, said access control

an issuer domain inclnding _

an access cantro] server being configured to receive and verify a password
from. said customer, said access comtrol server also. configured to sign a
transaction receipt using & digital signature key and ,fo égnd-the diﬁtally signed
transaction receipt to said third party, .

an account holder dafabase controlled by séid trﬁsted pafty, said account
holder database containing a list of customer accdunts that are enxolled with said
payment authentication service, _

an enrollment server configured to control the emrollment of customer
accounts into the payment authentication service, and

an enrollment Internet web site at which enrolling customers enter
Information in order to enroll with the payment authentication service;

an acquirer domain including



server also configured to sign a transaction receipt using a digi tad 2 OCT 2
signature key and to send the digitally signed transaction receipt to said
third party; an account hol der database controlled by said trusted party,
sai d account hol der database containing a |ist of custoner accounts that
are enrolled with sajd paynent aut Réntication service; and a third- party
plug-in software? PEYCHHRYE #Ed within a server of said third party,

sai d nodul e conf i xR C yorens .40 said access
control server, sai d?%%ﬁ%%?nggﬂgﬁest n%ugfggébgﬁéﬁdor@ngﬁlﬂ%%dssﬁvﬁrgg@égs control
server to rtiiderartys shid mpdyewonfiguredn saidch pashameequest mésspgy e Eid

aut henti cat 5&%]55%‘?‘&%0? as_recited in %I aima4, further conprising a
directory, SArS o\ FECtOFY e SHEaPHIRRT TEMRTStS Tssagy SPIORPHNG cieislidecassinber
that are acoel 2res Wirddhest$aidasdhdPd Bohidaid Atdntdl 4RNS participating in
sai d paynent authentication_ service 2 OCI 2 A paynent authentication
system as r&cmiEeparabibiydomaim includiniger conpri si ng: 22 OCT 2004 58 an

enrol | nent serv [ Cho.control the enrol |l ment .of custoner accounts
into the paymsn?ar 5%19 en§| cg% gl(r%t (sfsgf{)/ﬁgﬁ) ,edaﬁ’dﬂg’ﬁ? EhP8 IFPérﬂu&}‘”ﬂ’E‘@i t web
site at whiptichese thdsactiprsust oners enter infornmation in order to enroll
with the paynent authentication service. 5. A nmethod wherein a trusted
party authenticates, for the benefit of a third party, that a custoner
using an ackuftheitsukieatiaftionNysiem MhARHR6H! QDalSed: i 2l Of said
account, sai g met hod. conpri si r%: reques?i ng, %B@S’%‘%S‘&??‘E@é’&%%ﬁey from
sai d CYhsrEper trugied party guthentigatesy frcthe ibeacfitnaf 2 fissh party) thater clisbrme, by sai d
trusteg ! YecobtiBduri® & Loent it uthenticating password from said
custo?rle%gaﬁ{élt%ﬁgs a“ﬁg%s%o? pr%#%%wg‘%%% ¥ reqetothst : and
notifyjrstgnaompﬁsidgparty,, by said trusted party, that said custoner is the

actual owner of said, account en said identity authenticating password
entered by aE&F?#%ﬁ&%“&héW“ﬁPE‘ﬁﬁ@b}h@%ﬁ&%@@% Fifl agRess epnewpl sarudry

desi gbabedok@fusdiotodsSOMH verith S bR P O oL Id SRR oS! T es

verification as to the identity 0f said custoner
sexver also configured to sign a transaction receipt using a digital signature key and to

send the digitally signed transaction receipt to said third party;

an account holder _databése controﬂéd by s;aid; t.mstled‘par‘ty,- said account holder
database containing _'a list of customer accounts that -a;fe egrolled with said payment
authentication service; and S T o

a third-party. plug-in software module cc;ﬁtajneci within a server of said third
party, said module configured to send. a payment réquqst message to said access control

server, said payment request message prompting said access control server to request said

password from said customer.

3. A payment authentication system as recited in claim 4, further comprising a
directory, said directory containing ranges of customer account numbers that are
assoclated with issuer financial institutions participating in said payment authentication
service.

4.  Apayment authentication system as recited in claim 4, further comprising:



proceeding with an online transaction with said custoner, 5. A rzre% h%Tat?sawf
recited in claim7 wherein said trusted party is an issuer financial
institution and said third party is an online nmerchant, whereby said online
merchant conducts a financial, transaction with said customer, and wherein
sai d account__of SJ%“ custogrrlg‘e\ﬁ i S, maint aiaﬁd by said issuer financial
i nsti tution 2™ ORI FOE SSHRTHE Baconiol Mg sRollignt aferusiomep eresiuny:
qgueryi ﬁgoanep@msaﬁga;ﬂcgﬁoﬁwgé @ determne if an account of said
custoner is enrol led in a payrrent aut hentication service. g - A nethod as
recited in @Psnralbog&pemat Ve siscgedsch empliok costomers abedrdnfmstonith  sai d
custo ng. that said custoner account is
cont arﬁg%éﬁlaﬁgﬂ(%%a géé%%qgﬁ¢8¥tﬁggg% §%8ﬁm accounts. 22 OCT 2004 59 A
nmethod as recited in claim9 further conprising: querying a directory
server_to v r|f bh t said cus rrer a count - |s assom ated-with an issuer
"zaslr-Ff?‘HaPtth

fi nancl-al #gs.i far Wﬁa\tthmhparenu cation
sere i @@t Mi@ﬁz&bﬂ &[E’fng%cd?ﬂfiﬂ t h paynent
aut henti Cgtcl on sers\}iﬁ%gﬁﬁa&%al us oms&= ﬂéa%%agg(tr’l ﬁéglﬁéﬁga%ﬁog with an

i ssueragcppetneaidmethodidorprising: 10. A nethod as reC| ted in claima11 further
conpri sing:, n(&: hird r sys1 em an | nt er net
address for, §1§al Egbc’%:%sé%%gél ﬁg s\?‘éircusé’gil Fratty awdepiatingssi ng

througpbassmnd di rect ory server before reaching sa| d third party's conputer

system where d |, ter net address for said access control server

al | ons sai d” 5' £ 4 RS F@atéﬁﬁlﬂm@ﬁ@éﬂmﬁwﬂsalmsmémmont r ol

ser versaidleubtofhdiRidiats awo&a @ﬁ% riging: reviewng a

menory device c_ontrolsl ?d by s dopﬁlﬁlrdggl ar?é/fb?é vefﬁq’g‘gt‘aﬂit said custoner

account is mﬁongatﬂézdmrt}hbmmdmmdpﬁﬁy;ahmsaﬂ cugtotniet ithOftRAblvnet Pating in
\Wher eby sai d custoner account is not

id
Zﬁlr ol lo@%’??ﬁco ié??ﬁ!sllﬁl? n%%?%?ﬁﬁﬁ%oﬁ@%?@ eriered byasaid @Uﬁ@mﬁﬂar account

is nommahatpegkmrahhﬂmvh;é HRfoushy SRNEhAN fop Shidl Meh grethod as
reC|ted t%lﬁl m 7 further cgrrprl s{ylng [%Eneratl ng, by‘gt'gs%’al‘%l trﬂstaled party, a

di gi t£‘|° & Pty desives | Ymificatian 98 tas gidsntityi ghasidr enskeyerobefssi d tr ust ed
party r@egh‘ﬁ Wﬂh%’omeﬁ%%cﬁiﬁgﬁgmﬁ%ﬁtgmem a digitally signed

transactl on recel pt to sal

6. A method as reclted in clann 7 wherem sazd 1msted party 1 an issuer financial
institution and said third party is an online merchant, Whereby said online merchant
conduets a financial transaction with sa1d customer ‘and- wherem sald account of said
customer is maintained by sa;d;ssue:_g ﬁna.umal instifution. .

A method as reated in c1a1m 7 further compnsmg

querying an access control server to determine if an, account of Sald customer is
enrolled n a payment authentication service.

8. A method as recited in claim 9 wherein the access contro) server determines if
said customer account is enrolled by verifying that said customer account is contained in

2 database of enrolled customer accounts.



party, whereby the digitally signed transaction receipt confirns tg §apQT A
third party that the identity of said custoner has been authenticated. 13.
A nethod as recited in claim14 wherein said transaction receipt includes a
nunber associated with said custoner stcount, a transaction paynment anount,

and ag transget sy . A nethod as recited in claim?7
further corrp%l‘%l.ng:&%%sﬂé%g?’%g?%E}ﬁ%rsz)ﬁm??l&gt ed party, of a card

aut hent i cat i qerymg & Hireetdiyaerven borgerify teadisgid chitb@ePRIchint it RRo&GakE with

aut henti cation verificatjon value containing a unique value for said

cust oméP 15%‘8’65%@"%&“ %%tb?é‘ép‘?ti 1g padigiRsting &y sk pavmmant suthprticstign saxvide,car d

aut hentgyy Od33 i Gadduls i [ . fjes a ecific.. -

aut hent i%g%ﬂggj& Sa%/(ﬁn%ﬁér? r ansglcs;ﬁ?%)%ﬁo% %%r%g h%gﬂé{g aiflﬂg'glﬂcgggl?‘ ﬁg%lfﬁffm 8

f ur t hes2idsupiomsr agountds nétdsseriated/ with ad isshérrfthapant institafiorsai d digital |y
signed transaction recei pt such that said third party is assured that said
transaction recei pt was sent froma specific trusted 16. A nethod as

recited.in ol mstiod af recitbein IGRPT 1 firiher coR@Hlid®, by said third party, of an
aut hori zation message o an issuer financial _institution to verify said
cust omer acSPWHE K daé’é"&m Scqoaeterfyptem. anclitpanetaddrssy fhrasid. actest . A

met hod @sirdl 8&ivEeL dosi ' ' ' st.oner_enrol.ls in said payment
aut hent | cat i on ée?leirh%:%%ﬁ%%ed}%%&%sgﬂ% u;rcﬁ;{ggrsgl{cdo%%g HaY errbgi"é'? \fﬁaﬁ@,ng by said
trgst_e@hlqbgm%e}rgfs compltkngstert, nfarsbyisaid Tnbict w8dresi o8 BaidRbadst BiHol | NC ernet
web site sai d .custoner;: verifying, by said trusted party, that sai

enr ol | AT '%W&Fﬁé#ﬁﬁ‘ﬂp"s‘%&‘ﬁﬁﬁffﬁ%?q UiRgRtE Hat seitkaspers cPPlseTERi ned wit hin
a pre-existing database of customer information; d storing said custoner
accougﬁ information in a database for enrolled customer accounts. 18 . A

met hod " per f-Orptlaod3s Tgcitngipsinim A furfben doryuising: servi ce wherein a trusted
party aut Gfe‘«.xﬁ?é' i foa.thir rty, that, a customner

usi ng an. tggcount gﬁ?ﬁ%‘g{yaﬁm%%fe'?%&{erda sﬁ%ﬁ%ﬁgi@%h&é ﬁ?{lﬁa{:}mo r of said
ac courrustoggr geeminh ¢l assoniptel] Sivitdg an denet Afarid diydiitition SPAHERAIHERSAUE L0 a

cust oner so{lt re. nodul e _frgﬁla third party software nodul e;” receiving a
paynerﬁay]fngﬂ 2 en%ﬁ@%@gm% %?h?’e%aé‘:{ EHHmRS|aceung &y natiearolled vfesaid ed by
sai d tpaysicRthuaRinitatcrAldviBA W ofsRANESosET 3G ARGt dhlsi@l d access
€0 qumzncialinstimtion.

)2.  Amethod as recited in claim 7 further comprising:

generating, by said trusted party, a digitelly signed transaction receipt vsing a
signature key of said tristed party;and . D

sending, by sai_d trusted party, of a:digitailj signed transection receipt to said third
party, whereby the digitally s_igucd uéusécﬁbh receipt confirms to sai&_ thu'dparty that the
identity of said customqrzhas.beer_'l’ authenticated. o N o

13. A method as recited in claim 14 wherein said transaction receipt includes a
number associated with said customer account, a transaction payment amount, and a

transaction payment date,

14. Amethod as reeited in claim 7 further comprising:



2 2'OCT 2004 6] server fromm said customer software modul e; requédtitiy: 200!
by said trusted party, of a password fromsaid custoner; verifying, by said
trusted party, that said password entered by said custoner is valid; and

sendi ng, by said trusted party, a pa&prent response nmessage to a third-party

sof hvare nodul aid res onse me e contai ni,ng an authentication
status i nd!s%l}ﬁqgrsb do%qgﬁg‘f‘w&l tﬁ HB%V@]%H?%WNPH@O &8fput er
code uggsl piryh flee m&m&uﬁﬁbﬂﬁ%ﬁ%’bh%u%%}i g"ﬂ%ﬁ g ke el 5P it

pene party,

financial 1nstitution authenticate , for the thir

that aCRU¥REEEOUiANdp specificcrayment| trapsagtion veheksbyesaid eard anthemtivation t he

act ual ;oyme twar e duI e effecting the
foll ovmvng, ?g@&?@?hﬁqﬂ&%‘?&'&hﬁf §§§&uest$%§ég§% qu&lﬁng PP party t hat
requests the initiation of a-paynent authentication service wherein the

identity of .a cusjoner. w |l _be authenticated; sending said paynent request
rressaéé "to 4 %ﬁﬁﬁe@ﬁmﬁim@éﬁ@h@ﬁ?%@ﬁ by said issuer financial

i nstitutiOnyerSgng, 1 anci al
institution; and r%ﬁ%% a egﬁse% d%ﬁ&%‘ﬁgn%ﬁ accgcgisqc%crgl 15{dgF“ﬂJs&‘r‘““ er for

sai d cigid tindr pary isreseired thap ssidiomsaction dedeiptwers $opt fibm & desifid yuaéd sai d
custo 2 0. Athird-party conputer used with a paynent authentication
service erein an issuer financial institution authenticates, for the
benefit of a. third party; ‘that a custorer. -using ‘an account during an
online transaction is_.the actual owner of said account, said third-party
conmpu & ¢ Teclied i elaim & fugikas compESIEENT i gur ed to present and receive
informatio r d nfi.gured to
send a payggfrllt requkeési(ti %ﬁ?glgg %foﬁla%tﬂ%a@ﬁ%%éssg%emtgr% #%‘%gﬁémsg]lud paynent
r eque dnstiftgtinato eerifysnasd augteawer aceasthasadequate cradit fera requegtedhiirchaded Cust onmer
for a password. said third-party plug-in software nodule configured to
recei ve a paynent response nmessage which contains an, authentication 22 OCT
2004 67. A method as recited in claim 7 wherein said customer enrolls in said payment

authentication service, the method further compnsmg -

receiving, by sa1d Imsted party of enrol]ment mformahon entered at an
enrollment Internet web site by said customer; :

verifying, by said trusted party, that sa1d enroument mformatlon substantially
matches information contained within a pre-existing database of customer information;
and , : . :

storing said customer account :ﬁlformaﬁfqn in 2 database for enrolled customer

accounts,

18. A method performed by a payment auﬂxenﬁeation service wherein a trusted party
authenticates, for the benefit of a third party, that a customer using an account during an
online transaction is the actual owner of said account, said method comprising:

sending a Payment request message to a customer soﬁware module from a third-
party software module;
receiving a payment request message at an access control sexver that is operated

by said trusted party, said payment request message being sent to said access control



status, said authentication status serving to i nformsaid third- pé_?rﬂygm 200
conputer system whether or not the identity of said custoner has been

aut henti cated; and a paynent database. for storing said authentication
status, transaction data gn paynent,data 21 . A nmethod performed by an

enr ol | sed wit nt aut hentication service wherein an
i ssuer ﬁ%ﬁggld]cﬁgtpqui%ﬁ ngﬁgfﬁl cates, for the benefit of a third
party, thatr wstﬁigpﬁjiﬁaxﬂ&hﬂgdﬁ&tﬁ%@ﬁﬁbﬂs!swﬂwﬁﬁﬁ%&@ﬂo&ﬂ}? transaction is the

actual owner of said account, said iethod conprising: supporting an
enrol | nent PEERingbyes Faged p@rtbrtb@temd pasdworCeitered ibyf maidrestamer i1 om a
cust onply;d.9fqt he purpose of enrolling said customer into said paynent

aut henti cation service; presenti ng questions to said custoner intended to

illicit ansvemding ﬂ:@’n‘seﬁﬁltdlsteﬁU§irql’]‘&{ puﬁﬁ&ulreéﬂfnsy%és‘éégenﬂa hheirhgdenyity of

said cu orrer he identity of said custoner _ is verified, providing a
cust o OHL P& T3SRoRSE m?éwgemoe*mmgs/@peaﬁm@amo@ummer
softvvaﬁlalomﬁlul e containing conputer code -that will allow said custoner to

participate in said paynent authentication service. 22. A method wherein a
trusted party authenticates, for the benefit of a third party, that a

custoner usjn d_duri an.online transa on_has possessmn of the
act ualr{% Chl% %Igfrag&e?ssgg&%! Enodgféd R cﬁﬁt‘ﬁB@l V&8s PAPRE |

r ﬁcel \auﬂgnuaatnoarsaﬁximhereml‘ﬁlﬁﬁdueﬁﬁﬁ%ﬁial %ﬁf\ﬁbﬁ@uﬂﬁénﬁé’a!téi Fr ifed ﬁ‘éi’;feﬁ@r ty, a
chip ormation in

C %yo enerated by sai'd chip card based upon in
sai d aa{’raptbd%{é % gﬁ’ﬁi@ﬁ?‘l YSIBS 38 raSEQURY délﬂ@é@@rmﬂmﬁytpﬁné@mamlbthal d
acces seRanbwal: o?%éfd%eox%ﬂ'sﬁd%%ﬁﬂ:r SIPIOBIRAMARRERA 8 DRnadouPon

informati on sent to said access contr se r client

devi ce; cofpreivinga PaYmsrmrdqmtmsﬂagmﬁmmml thsda pmey that regquedhd hedtigticar ypt ogr am
not said custoner is

to th sc r mto det er

utili g)l ng %"'Pﬁ %‘a F chp?’g%}?’c?u ﬁ‘y eé@%d’ t® Uty ¥ilbisr; and 2
63 saﬁtﬁbﬂggate‘dmm sai d access control server, of a paynent response nessage
to said third- partg in order to notify said third-party whether or not said
chip card ReRdil®sHd nemeahrequest auessae 10 Meadeoss cantrod sever operatet diym 24

wher eifq SRbifkr AGERSRI1 (iﬂ_&ftﬁt‘i)én Ssald/ %Estoﬁze? pn%{fﬁ%egn ba\écount with said issuer
financial institution; and ‘ L S ‘
receiving a request from said access control server for said sustomer to enter a

password used to verify the identity of said customer.

20. A third-party computer used . with a payment authentication sérv_ice wherein an
issuer financial institution authenticates, for the benefit of a ﬂ;n'rd party, that a customer
using an account during an online transaction is the actual owner of said account, said

third-party computer compnsmg _ “ e .,
an Internet web page conﬁgured to present and receive mformation from sald
customer; S T
a plug-in sqftware_module_conﬁgured to send a payment request message to a
customer software module, said payment request message .causing an access control
server to query said custorner for a password, said ﬂﬁrd—parfy plug-in softﬁrare rﬁbdule

configured to receive a payment response message which contains an authentication



a financial institution that issued said chip card to said custone2d2 T 29
verifying that said custonmer client device includes a chip card reader;”  an
A nmethod as recited in claim24 further conprising: pronpting said cust omer
to insert said chip card into said chjp card reader, whereby insertion of
sai d chj caréjg]eal ov% Lor conmuni cati’on between_ sai d chi p card and said
chip cd Sutication, siaisnefIviag tp dRfareysaid thirdrppaty Aompuieesysiennpr i si ng;
recei vw}g;heabrﬁ@dtge;Jegﬁ@qg-sﬂarcwomgf%%bgggmgﬂ eLed by said custoner,
said password being recCeived at sald access control server; and verlfylng,
by said trudtRRYIpaEF dptabage @aus@brwgs@mbanﬂlm-ammemmscmmﬁm idéandgridt y of

sai d C#E%Iﬁgi?r rsal d password being verified by said access control server.
26. A As recited in claim24 further conprising; verifying that said
custoner is enrolled in said paynent authentication service; sending a
payrrent reques ssage to an access control server, said paynent request
nmessadé ‘co n;ia'f“ﬁfhﬁng PFHPERSHRRY %%@E@%&Fﬁ?’ﬂ usedswitle a@hmemwhmbcegmner ate
said c Y. Nrin C d, by said
chip C%rﬁxc@?ﬁl?eg&ﬁﬂﬁ%%egl acglggglsﬁh%g{l g{égﬁgr eCIf?Iagl eﬁenfﬁg ti‘ Ifur t her
conpr i Bathy that wensfomentsitg ars adccuttulstingen onkird %%ic%mgmas aRRiA] pRes\WIr d by

usi ng. ccess. password, said 200 second password

cont ai Snag(gl‘lév’\io##%ﬁgn g&: e??Pa‘ﬁ f cation'resident on said chi p car, d; and
Z00 64 accesppgingnd eirollBER TlirRetGRelp ?@Dlo $rakdn®had 30 x ,?m[aﬁggectl ve
passwords by using said second passmor aid chip card applications being
resi defit™od §‘b‘it‘2}n‘éfh|f?¥ dhg purmmse of emroling &e1dr gnstomdr intoc s@dnp@nasher ei n one
of thealﬂggngc%cggﬁg@ ications is.a debit and credit paynment application
that can. be use n"a payrrent type transaction. 29. A method as recited in
clai m 30 flpremnngo;qesncmsn@ ssié¢nglistognee Peadedrtd flst saiwerdeBbd, apgd credit

aynen licatjion to. sai
pay ustogloer use! fgr veniymg the %ennty of said customer,

if the identity of said customer is verified, providing a customer software module

to a customer client system, said customer softwa:e module contammg co:nputer code

that will allow said customer to part101pate in said payment authenUcauon service,

22. A method wherein a trusted pﬁrty authenticatés for the Bénéﬁt of a tﬁird -party,
that a customer using chip card during an onhne transaction has posscssmn of the actial
chip card issued to said customer, said method compnsmg ,

receiving, at an access contro] server operated by smd trusted party, a chip card
cryptogram generated by said chip card bascd upon ; mformatlon n, sald ¢chip card;

independently generating a _second cryptogram by said access confrol server, said
second cryptogram generated based upon information sent to. said access control server
ﬁomacustomerchentdevme L o

comparing, at said access comml SEIVET,. the chlp card cryptogram to the second
cryptogram to determine wheth:er or not __s;ucl customer 18 utilizing a chip card that was

previously issued to said customer; and



control server; and verifying said password to authenticate the iae%tlﬂ[ﬂy 200
said custoner, said password being verified by said access control server.
30. A nethod of authenticating an entity during an on-line transaction by a
trusted party conprising: receiving g identity authenticating password
fromsaid ent I&Ié algorr_paJi ng said identity authenticating password, by said
trusted par tyRHEg 2L A5EesS FORHOISCERFHRTA RaYimsst shensg Tessagerfogeidount of
sai d emmird-Yart e orderithidod : i Ve 1S gt er of

sai d accoug%en sai d ideﬁﬁt@i&gy au mﬁ%gtﬁ?% ’%’352‘&0@%"%@%@%% rom said
enti tyaH@P%tFPé‘éedt» he password that was previously designated for said
account, whereby. said -trusted party authenticates for the benefit of
said third party that said entity is the actual owner of said account. 31 .
A metkod as Armefhivdds revited &i (eBR 20hEAIN sA@bebebd dtBHsdrtiY obSaid fb'}v“anci al
institution., 32 ., A mpthod as recjted in claim33 wherein said thfrd party
is an dm@@ﬂﬁhﬁﬂeq\ﬁ@¢ém%@3m%m%f said entity is

mai nt ai ned by said financial institution, said nmethod further conprising:
conducting a financial transaction between said nerchant and said entity. Z
33. 634.A ndunehodss reeited iptliim 2 firther3@mplisingi n sai d: trusted party

mai nt ai ns sglj -0f said.enti,ty. 34 A nethod as yecited in claim32
further con%%%%%%ﬁ#%%lgfg’ftﬂﬁmﬁ?y?ié?ﬁ%e @W?S&%%F%Fc : ?d’éflerm' ne if said
account of aptiagtdald citomer @ kedri M@cﬁ@yaﬁ-ﬂtinﬁﬁgﬂénéﬂ%f%ﬁcppeaggﬂv' A

met hod €S recited in ¢laim36 further conpri s'!qrrlgj determi ning, by said
accessVRBHRY Brerlign verald chipsardplionsifoy comembripationdetwren) saidcb iy cgd nhdit  sai d
entity Bidirsagepnt ai ned in a database of enrolled entity accounts, 21

OCT 2004 | NE' PAYER AUTHENTI CATI ON SERVI CE

25.  Amethod as recited in claim 24 further comprising:

receiving, at said trusted party, of a password entered by said customer, said
password being received at said access control server; and o

verifying, by said trusted party, of szid password fo authenticate the identity of

said custormner, said password being verified by said access control server.

26. Amethod as recited in claim 24 further comprising:

verifying thgt sa-_id_ customer. i_s _, em'olled m sa:d paj’mént authentication service;
and

sending a paymgﬁt Tequest 'n‘_:l_esrgage. to an access control server, said payment
request message contai.rﬁng ’i‘ni'ormati:on necessary for_ sald chip cai'd to geﬁerate said chip

card cryptogram.

27. A meﬂm‘d as recited in claim 24 ﬁ:rther conﬁiarisiﬁg:

receiving a universal access password by Said chip ca:d,. said wniversal access
password sent by said customerﬁ L

unlocking a second password by usmgsa.ld universal access password, said

second password contained within an access apia]ication resident on said chip card; and



ABSTRACT OF THE DI SCLOSURE 5 A paynent authentication service autﬁe&t@@pg@g
the identity of a payer during online transactions. The authentication
service of the present invention allows a card issuer to verify a
cardholder's identity usi ng a vari etgy of authentication met hods, such as

the use of I m ticipa requirin
certificate | S eﬁ? gg‘ﬁ‘%ﬁ c%#n%a%%aé?hc\éﬁé? ?I@‘?ﬁﬁl Ie%‘? &Wgﬁ‘f’?ﬁgﬁ Yof the
i nvent iigng sad seamﬂ@asmd,lsa:glchﬂaédﬂ@apﬂﬁﬁﬁdﬁsxbeﬁig r@st&@ﬁ@ﬂ@hﬁ%ﬁt dng an

online transaction involves querying an access control server to determnine
if a cardholder is enrolled in the paynent authentlcatlon serV|ce

requegss a A%%th@&%&é&t@dhﬁ%t%ﬁ{e fﬁc‘glrhgﬁtrr e Lfﬁie fa@"‘ﬁaggsﬁse

notifies a nerchant whether S au
ver i f i €491t 404 cavet pryment prpdicationt thethen | bammlmcarpaymenﬁtype tm[sdctad’md t he

authentication service independently generate 15 - cryptograns that nust
match in order for the service to verify that the correct chip card is

bei ng2used Ayndthe] asrecibal idetaim 30 further comprising:
sending a password for said debit and credit payment etpplication to said access
control server; and
verifying said password to authenticate the identity of said customer, said

password being verified by said access control server.

30. A method of authenucatmg an entity during an on-line transaction by a
trusted pa.rty comprising:

receiving an identity authenticating password from said entity;

comparing sa.td identity authentlcatmg password, by said trusted party, agamst a
password previously de51gnated for an account.of sa.r.d entity; and o

notifying a third party that said entity is the actual owner of sald account when
said identity authenticating password recetved ﬁ-om said ent:tty matches the password that
was previously des1gnated for satd account, whereby sa1d 11'usted party authenticates for
the benefit of said third pa:ty that said ennty is the act‘ual owner of said account.

31. A methqd as :ccited; mclalm 3_2_ whe_rein, étqid trusted 'party is a financial
instifution. N |
32. A method as recited in claim 33 wherein said third part,t,'.is an online

merchant and wherein said account of said entity is maintained by said financial
Institution, sa.tdmethod further compnsmg' o
conducting a Enanctal transaction between Sald merchant and satd enttty
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33. A method as recited in claim 32 wherein said trusted party maintains said
account of said entity.

34, A method as recited in claim 32 further comprising:

querying an access control server to determine if said account of said entity is

enrolled in a payment authentication service.

35. A method as recited in claim 36 further comprising:
determining, by said access control server, if said entity account is enrolled by

verifying that said entity account is contained in a database of enrolled entity accounts,





