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4 5 FIELD OF THE | NVENTI ON 6 The present invention relates,

t
t el ecommuni cations, 7 and nore particularly to neﬂ@@&ﬁd‘hé{' z)ﬂftenfs used
to 8 access the Internet. 9 RT 11 The Internet is a nodern

communi cagbeflsgystem that 1 ut er oper at or drus8i/essol © nNet wor k
with other 13 operators as wel | *&sié¢t variety of |Internet databases 14

(sites). These Internet sites often provide useful 15 information, such as
news and weat her information, or 16 offer products or services that can be
purchased by users 17 uSHANNELFBASEX ANIEENEE rN¥EIWORKar d nunbers. 18 Al t hough
the Interpet is steadily increasing in 19 popularity, many prospective
users are unable to overcome 20 the cost and conplexity of gaining access
to the Internet 21 using conventional methods. First, a prospective user
22 nust prchase an expensive personal conputer and 23 appropriate

sof t war e. _ Next Dt he pros ectgqi? ve user nmust 24 establish an account with an
| nt er net %CW on-line service provider such as Anerica

Online. The 26 phogpeskhyeinssitibhSte RSt HElQRRAhE B8 Skt em of the
27 personal r.£Q. |jsh access to the Internet. 28 Finally, the
user rrus'??seag‘(r&gﬁg%grpaurgéf%ﬁ%g%ﬁ'dscionfl%tf"'éos]i%ﬁsndndzﬁyﬁtrﬁ”?r H&E9st es, often
requiringdt lrecgserthe Imsgoreétze and
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10 RELATED ART

11 The Internet is a modern communication system that
12 allows computer operators (users) to network with other
13 operators as well as a variety of Internet databases

14 (sites). These Internet sites often provide useful

15 information, such as news and weather information, or

16 offer products or services that can be purchased by users
17 using, for example, credit card numbers.

18 Although the Internet is steadily increasing in

19 popularity, many prospective users are unable to overcome

20 the cost and complexity of gaining access to the Internet

21 using conventional methods. First, a prospective user
22 must purchase an expensive personal computer and

23 appropriate software. Next, the prospective user must
24 establish an account with an Internet access provider or
25 on-line service provider such as America Online. The

26 prospective user must master the operating system of the
27 perscnal computer to establish access to the Internet.
28 Finally, the user must search for useful and interesting
29 Internet sites, often requiring the user to memorize and
30 enter long and confusing uniform resource locators

31 (URLs), or to search through pull-down tables for a

32 desired Internet site. Faced with these hurdles, many

33 prospective users become overwhelmed and abandon their

34 efforts to gain access to the Internet.
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30 enter Iong and confusing uniformresource |ocators 31 (URLs), or to
search through pull-down tables for a 32 desired Internet site. Faced with
t hese hurdles, many 33 prospective users beconme overwhel med and abandon
their 34 efforts to gain access to the Internet. *ACTI ON* WD 01/ 56291
PCT/ USO1/ @®3%86291 Recogni zing that there are a vast nunb@CT®S0122580t ent i al
users that cannot afford to purchase a personal 3 conputer, or who are

i ntim dated by personal corrputer 4 operation, conputer makers have sought

to provide | ow 5 cast nggd eq: -understand_| nt ernet access systens. One
6 such syStemis produced by NetHSr RsVeFhUWBET7%%bunt ai n Vi ew,
Cal i for ni a. dowentélaTVusgss emap;r oamdrets sffoddset - gsm:p:hb@)e shpdrsemapects to a

user's tel3ev&§14\ qndog ald aus %her% @1 Oeartetdo%)?c%g% onarle th?tr net using a

Wi rel ess put devi ce, y elimna e coS 3 conputer 11
moni t or, \ﬂ,hl @@elicﬁtd\ﬂndl ﬁ@m%litcﬁéfnvléhﬁé?\thad’@t gobaputtawirbgdde U However, the

VELTV Set st 0pof0%ricS esew@aamd%rgeaxp@rﬁﬁfé%et L3 GUPYLEESn N RBRLCe, and
requires the user to master ch 14 of the sane expensive and confusing

sof t ware fhatu§ls ys&gm 1% w%‘éﬁgo%m%ﬁﬁpﬁﬁévgrksrhémf ofP®, although the

V‘ébTV 16 sysuemuvmkesiaeresaiiTerhhe. | Nty RebTs ospwhat ph8Sady’ sconpl i cat ed,
remei ng too expensive and conplex for 18 many potential users. 19 V\hat

| s needed®i sS&h Y Elpﬁefh%tcccé’é’é’eg{ﬁtfe‘?nat MEETi & TSkPViSgRPfPRANt |y | ess

expensi ve 9t ham gper &chﬂahseﬁnmtaeE:SSsaﬂob IAterfieBSu£AYY at Qi HSRAS A
t el evi si Q8 22 23 e%lf The resent invention is directed to a

channel - Based™™¥Ys Ve &F he her b\?CoFl% THR e FHBeCSE SfsfefifBRHNEr, at | east
26 one useér meritiaral whihel mtomeiasg aneorivendenetdsid enphbemethbdyst em server

stores ajghapgelyd.ablget Bt %egg\g\@éo?ggl ncf% éarab yser termnals in a

schedul ed manner. The channel ? BFTIHWr net site
nanes, a§§OCF%RRH$erS in price, and requires the user to master much

14 of the same expensive and confusing software that is used
15 on personal computers. Therefore, although the WebTV

16 system makes accessing the Internet somewhat less

17 complicated, it remains too expensive and complex for

18 many potential users.

19 What is needed is an Internet access system that is
20 significantly less expensive than personal computers, and
21 1is as easy to use as a television.

22

23 SUMMARY

24 The present invention is directed to a channel-based
25 1Internet network that includes a system server, at least
26 one user terminal, and at least one Internet site. The
27 system server stores a channel table that is downloaded
28 to the user terminals in a scheduled manner. The channel
29 table includes a list of Internet site names, associated
30 channel numbers, and Internet addresses. The Internet

31 site names and associated channel numbers are displayed
32 in menu-driven manner on, for example, é user's

33 television. The user terminal is provided with an input

34 device (e.g., a device similar to a television remote



30 channel nunbers, and Internet addresses. The Internet 31 site nanes and
associ at ed channel nunbers are displayed 32 in nenu-driven manner on, for
exanple, a user's 33 television. The user termnal is provided with an
input 34 device (e.g., a device simlar to a television renote 2 WO

01/ 5629 1wiglel/ssipP1l/ 02550 1 control) that allows the usepcrusesmeissct an
Internet site 2 fromthe displayed nenu by entering the channel nunber 3
di spl ayed next to the selected Internet site nanme. When 4 a channel nunber
is entered, the yser ter retrieves 5 the associated Internet address

(e.g., URL)SHTHGH fheh%t VBaHeed USRANMRI Stifstean iRt CFRhetts® t he termi nal
to 7 thezsefﬁﬂxt edel ﬂiﬂiwedsméleu b%ceﬁtdri}gj \ehet BRapiC @GfaLOF 8 accessing

the Inte i i ified cony ent | onal methods because the

user is ﬁo gg@ess’}/tast NBL eglc Cga Iﬁ?teer §iljf°e ™ rout™&howi ng its

I nter net411a addineed (enger, lEJF&r)teﬂasnrthee,usdte teehbcd edehkpievaet site 12 is

accessedsus{ g Al LRy C&%\ég?ﬁeéiﬂd'rgéstPel.jg.tﬁbﬁﬁffr"o@n ¢43 remote control,
t'he

t her eby rrakl ng the process of accessing t'ernet Sonpar able to
oper atin§ adqml@@dsﬁwhaqnﬁllsalatmi @ingncontectsntbeneermsinad nanes are

di spl ayed ifhel sehBcpBAUWEn SRNer acLhatelM yal Lpning Lhe yser to 17
conveniently browse through multiple Internet S|tes that, 18 for exanpl e,

of fer prBduRtessinrgeths egpehar 9CaRRIY 19iMPR i Sl ed toves the user. 20 The

present envedsﬁue@m1bﬁaalxﬁah6bleesé@dzsb0tﬁetm is2dpfOreeatabld shing and
mai nt a| a]tect{fgn bas d net wor k m.ni n zes manufacturing and
15"0e

oper at i cr}eat &4 % "f’ﬁhPHFeF?l%"’fl”z?c&&sI“EIerFé‘eFrast er channel 24
table i sllst@ddacésandenm NtRLNed Birthecentiialsdlecatdomtrneseses ). Each tine

t he master I p d,, .26 the .ypdates ar & dovvnl oaded to the
user tetrlgn ng %@%sg%é#&n& gﬁagr%&rrﬁjﬁ‘ﬁe?evﬁ lofl‘atr {F%q‘hltre A T HE user' s 28
partici pati mmoumepebyolavalhélrﬂlgy trikingethé qgrroeepenst vw-ceB9ipg ocessors and

SOphiStilﬁatéﬂklfyigEHQ{ égﬂag§999e55g1eg@5§ting a television. 1In
15 addition, the Internet site names are displayed in a
16 menu-driven manner, thereby allowing the user to
17 conveniently browse through multiple Internet sites that,
18 for example, offer products or services of particular
19 interest to the user.
20 The present invention is also directed to methods
21 for establishing and maintaining a channel-based network
22 that minimizes manufacturing and operating costs
23 associated with Internet access. The master channel
24 table is stored and maintained at a central location
25 (server). Each time the master channel table is updated,
26 the updates are downloaded to the user terminals in a
27 systematic manner without requiring the user's
28 participation, thereby avoiding the need for expensive
29 processors and sophisticated Internet exchange software
30 in the user terminals. Instead, the user terminal
31 includes a simplified operating system that displays the
32 1Internet site names and channel numbers from the
33 downloaded channel table in a menu-driven manner,

34 accesses the Internet using the Internet addresses from

3



30 in the user termnals. Instead, the user termnal 31 includes a
sinplified operating systemthat displays the 32 Internet site nanmes and
channel nunbers fromthe 33 downl oaded channel table in a nenu-driven
manner, 34 accesses the Internet using the Internet addresses from3 WO
01/ 56291 wob1/462011/ 02550 1 t he channel table in responsearwusene2sseed channel
nunbers, 2 and displays information transmtted fromthe Internet 3 site.
Further, each Internet site associated with the 4 channel-based network is
configure r n 5 using the s | e input device provided with
t he user )g tg]r mgﬁ§+rp&A§%%?allrlnIreSPEH%eotp FgEFﬁﬁd fr BERSSment s 7 of

t he user 2 erandndispbays gnéatméytmnrrpkarﬁsredtedefrc&nmenteﬁ:ﬁ@d | nt er net
access Syst Aie. aNALINR iSELR 1LfhDal S Ar ¢ 080U A Wi el Ur?' ng | ow cost
components and 10 operat ed USi ng | ow cost war e her'e providing 11
af f or dabl & #@neg3RITTUSEL YRt eriferontayed: on mrd@ulﬂlorange of potenti al
users. 13s ThesiRgesRatsiimpaenin e od 14 in view
of the foll ow ng descr |n%t| on %Ir}dwg&gm@epgmlaeé%i%Bél% E%%%CRI PTI ON OF THE
DRAW NGS 47 17g1nali s AEORF LR Wi aGPanPRIFOLAG BY EHinFerubagRRNts18 net wor k

accor di ng7 t o laaepw&erttermmﬂsm ia2@; g2&afiyd sidpl SraedlQek di agram showing a
user ternnal of channel - based networﬁ according to an enbodi nent

of 21 th cr°é’é’8ﬂfl?’kﬁ}eﬁP FBRPe L ACERYE . SYREAPSt hpRddhe30eF are sinplified
di agranms 23 tréemmhlmgaﬁehaaﬁﬂfﬁcﬁﬁir&doﬁsimgph@ﬂnebsﬁ ahpohkasd d4myory, a 24

smart ca a t er, flash nenmo that are 25 associated with
t he userigero %@a sh%svlm% G ga |%05t25°g%w‘ﬁeg tEiZFE PY B9YdR1BPagr am showi ng

vari ous ‘systaefrﬁorﬁiblmmldl easy per-usenktt dnnetthecedanngl abased network of the
28 preseps iﬁ\ﬁ%@t EP%ot%%tELQ%se%A) through 5(C) are sinplified diagrans
13 The present invention will be more fully understood
14 in view of the following description and drawings.
15
16 BRIEF DESCRIPTION OF THE DRAWINGS

17 Fig. 1 is a block diagram showing a channel-based

18 network according to the present invention;

19 Fig. 2 is a block diagram showing a user terminal of
20 the channel-based network according to an embodiment of
21 the present invention;

22 Figs. 3(A) through 3(C) are simplified diagrams

23 depicting the contents of a channel table flash memory, a
24 smart card, and an asset manager flash memory that are

25 associated with the user terminal shown in Fig. 2;

26 Fig. 4 is a block diagram showing various system

27 functions performed by the channel-based network of the
28 present invention;

29 Figs. 5(A) through 5(C) are simplified diagrams

30 depicting the contents of a channel table database, a

31 network database, and an update manager database that are
32 accessed by the server shown in Fig. 4;

33 Fig. 6 is a simplified state diagram showing

34 functions performed by the server shown in Fig. 4;

4



30 depicting the contents of a channel table database, a 31 network

dat abase, and an update manager database that are 32 accessed by the
server shown in Fig. 4, 33 Fig. 6 is a sinplified state diagram showi ng 34
functions performed by the server shown in Fig. 4;, 4 WO 01/56291

PCT/ USO1MmapmB6e291 Fig. 7 is a flow di agram showi ng an i rEdTvzsni/aesso 2 process
performed when a user terminal is turned on; 3 Figs. 8(A) and 8(B) are

fl ow di agram showi ng 4 alternative channel table |oading processes
perfornmed by 5 the system server and user termnal in a channel -based 6
network; tand 7 Fiig- d 8 2 Hiowprisrgram sthewéndi agrimhtshowbmg user 8
interface opescddORRrsupRat @by BsdtSlehhTL NAl d3ndq J, £hannel - based

net wor k. .10 1105DETAI %I(E%) DESCRI PTI ON 12 Fi % 1 shows a channel - based
network 200 accdr®ng® @5 3 &iBLnbiRii koMt dbprI¥se Showdeat i nventi on.

Channel - Baseatiterih trigewohanridO thhLe URRd iR gS YebO&R S Yok £ddfeq IJYt €rnet sites
15 120-1cth - er _termnals 130-A through 16 130-D. 17

Syst em sgrvgl?éj%yosjﬁ%gl ggﬁ\ﬁ%gtaegl £3°F HETHPE R diThRgneisbasrsin

communi c&t | BAtMRKdware and met hods, and stores a 19 master channel table
112. Master channegl, babl : . d S list of channel nunbers (CH.
NO. ), Internet 2%I site %a%gp(l%?;r%&%&%%, dgﬁﬁri%tsglfﬁé?ga‘ﬂscﬁresses (SITE 22
ADDRESS) 8 ERtterdesin@Petnisae pyPpestiaghdy Bouser 2rassatiat ed | nternet site
addr ess andchddmrinehssdtredi@d®®. 24 in accordance with the busi ness nodel
descri b? in co- 25 owned and co-pending U.S. Patent application entitled
26 "MET FOR ESTABLI SHI NG CHANNEL- BASED | NTERNET ACCESS 27 NETWORK",
serial no. BEIROULEDXRESEREETIONEY Docket CTV- 28 004]. Briefly described, in
g?cggpgggfor pa¥q%qtlf£é%ns %gchgﬁggfyggszhtggt3é¥i %O%hggtgﬁhi%%O 4, the owner

13 to an embodiment of the present invention. Channel-based

14 network 100 includes a system server 110, Internet sites
15 120-1 through 120-4, and user terminals 130-A through

16 130-D.

17 System server 110 is connected to the Internet using
18 known communication hardware and methods, and stores a
19 master channel table 112. Master channel table 112

20 includes a list of channel numbers (CH. NO.), Internet
21 site names (SITE NAME), and Internet addresses (SITE

22 ADDRESS). Each channel number is assigned to an

23 associated Internet site address and Internet site name
24 in accordance with the business model described in co-
25 owned and co-pending U.S. Patent application entitled

26 "METHOD FOR ESTABLISHING CHANNEL-BASED INTERNET ACCESS
27 NETWORK", serial no. xx/xxx,xxx [Attorney Docket CTV-

28 004]. Briefly described, in exchange for payment from
29 Internet sites 120-1 through 120-4, the owner of server
30 110 includes these sites in channel-based network 100 by
31 assigning each Internet site a channel number, and

32 updating master channel table 112 to include associated
33 Internet site names and the Internet addresses of

34 Internet sites 120-1 through 120-4. For example, assume



30 110 includes these sites in channel -based network 100 by 31 assigning
each Internet site a channel nunber, and 32 updating master channel table
112 to include associated 33 Internet site nanmes and the I|nternet

addresses of 34 Internet sites 120-1 through 120-4. For exanple, assune 5
WO 01/ 56290 BBEEWS01/ 02550 1 that Internet site 130-1 (PCRUSOAYBONews) i s
accessible 2 on the Internet using the Internet address 3 "ww. XYZN. coni,
and wi shes to be included in channel - 4 based network 100. In exchange for
a fee pald to the mﬁﬂfver 110, the owner assigns channel nunber

6 "010" to'| rﬁhé'ltnéf‘t%ﬁtﬁ §§te YWyzke @omX Y| Newsihiks afcessiklge | nt er net
site nane 2 X¥%A NEWSInternstoneihd nhiehénBedrdtenagtesiane fiel d associated with

channel nugrbe 0%? 9,,As d scrl bed i n det ai | ow, updat ed naster
AT e iR

channel 10°t abi*€" hefi do Sdk3 A0 EpaRRelser 11

termnal s QSMeﬂhngt@rklf;OOD iim axsbhwhjlfed H&ﬂé\@l‘paldlﬂotthfé' eby allow ng a

user to acgesyneXYdsr NEWR ., Ship! % t g.channel nunber "010" into
user termnals fSO A 14etrhro th%8wé§re‘%’ Egéﬁ %saenrne{ier ' 130- A t hr ough
130- D i ncl ©4de91P6 &P rEthernet f afdrgsan vedi ¥¥FNandmSt orlinngddhiromel tabl e dat a

17 downl oagled fer @At 88katels 114 Onantll SRYAViFES < Ne Qbéigbe'- ?h@unbers and
Internet site nanes fromthe downl oaded 19 channel table data, allow ng a

user to enterl"$EFBEE MG iehd fdiochaked iyl thagharesinasmbey tHE "user

termnal te ms aésaeit@ecct ed héltaelrln%telshteuﬂd%ﬁleé %Q&é&w%hégﬁef‘ that is 22
associ at efl0 h%aiel ec n‘g‘hannel nunber. These user 23 terni nal
AR&E|

f uncti ons, lts‘h«{f Hiioadad fr¥hserven ¥ih&ei Beer descri bed
bel ow, cahl be:epeliha)lsmchOen Ehrdugmpleoentad d Brhadvide maange, of pl atforns.

For exanp e . m nal 130-A de icts set - top box arrangerrent 27
user ter m{fn}alth%gsgg %Ile %1{13 3 porsbfRafc IXZF WR'f SARPLY 2% user terninal

130- C depl it §r¢e€eh@m@nneélewtd:me"290plJ'attfoomsprami:mislenstmdnmal 130-D
depi cts & pergedabn 130-p.
15 Each user terminal 130-A through 130-D includes
16 circuitry for downloading and storing channel table data
17 downloaded from server 110, displaying the channel
18 numbers and Internet site names from the downloaded
19 channel table data, allowing a user to enter selected
20 channel numbers, and connecting the user terminal to a
21 selected Internet site 120-1 through 120-4 that is
22 associated with the selected channel number. These user
23 terminal functions, as well as the numerous additional
24 functions described below, can be performed on
25 (implemented in) a wide range of platforms. For example,
26 user terminal 130-A depicts a set-top box arrangement,
27 user terminal 130-B depicts a personal computer platform,
28 user terminal 130-C depicts a cellular telephone
29 platform, and user terminal 130-D depicts a personal
30 digital assistant (PDA) platform. Each of these
31 platforms can be modified to implement the user terminal
32 functions (described below) that are associated with the
33 channel-based network of the present invention. Further,

34 those of ordinary skill in the art will recognize that

6



30 digital assistant (PDA) platform Each of these 31 platforns can be
nodified to inplenment the user termnal 32 functions (described bel ow)
that are associated with the 33 channel -based network of the present
invention. Further, 34 those of ordinary skill in the art will recognize
that 6 WOwoleikeaPl PCT/ US01/ 02550 1 additi onal pl atfor necfost/ossown) nay
al so be used to 2 inplenent the various functions performed on user 3
termnals 130-A through 130-D. Therefore, the appended 4 clains are not

necessarily limted to the preferred 5 enbodi nent descri bed below. 6 O the
various userROfEHPRAY P1EEE0MNG GG gRhoMI0- PAY akwAuPei HSERQEO 1, user terni nal

_130|- Addepi ClisnpReRéES &Mel Yar Souty GlLBEE £shLphedb AR onlUsgEt er mi nal 130- A
I NnCl udes a

9 set-to 123)( 131 that _.is connected to the Internet and to 10 a
t el evi si oh f@ff"l%{i&pr ge'f‘v*é%@:"r‘?i‘nﬁé?'%urrﬂ"@ﬂ%%?%ﬁ:ft ithfsaprandadom a wirel ess
(e.g., infrailned} ampuictdeviessak3ly Satitel2tdophdPretdtréac! udes
comruni cagi Qn, ci rcur;tt rdyésfor 1% bieriterfaci ng with the Internet using

wel | - known fﬂ‘bf‘)g%:rﬁ%l ques,créb% annél’* t abl e menory for storing channel 15

tabl e dat@, inte@fauve gartons ruysefrobeouimalsi ¢a0+Mghriouhh 1804mel evi si on 132
and I nputy Aol $3%: ANd, Bnsdeedhdh) AHRCESSLLMNE! () LN Tesponse
ox 131, e “cPLP

to instructions 18 stored In set-top 0 esett-t-op box 131
19 connect s R¥SEpried AMPRPinSTL A Usen tuimdoeédlIhtlerineiudés e 20 (e.g., site

120-1) bygr eeRivbpdbsk 18hechad iGhanRed a8l tnd i@ der 2 Qy) entered by
a user through input device 133, 22 reading the Internet address (e.g.,

3
"ww. XYZRP c GnitFL 9% S0 d R4t e irERei YRS SOpBREE P EIRETNERLeEHAS®S from the 24

channel i1ablfoesDiyseland (&adsMmihEbarddieiassOcdatied 125, | HLLnet address
onto the.lnternet i.ng the. .26 communi cation, circuitry. The sel ected
1] 2P oﬁuf%qugﬁ%%%scoﬂvuﬁ%ﬁintFi"ﬁ‘@u’sqrtyefi"ﬁf ormation that is 28

I nternet“site’the
recei vedl3 hricughfatinge orimbnt eatingeroet asingywano-kndndi spl ayed on

televisi9p ]égéhﬂ§&55%,k%099a5§%¥”yagygsmemory for storing channel
15 table data, interface circuitry for communicating with
16 television 132 and input device 133, and a central
17 processing unit (CPU). In response to instructions
18 stored in set-top box 131, the CPU of set-top box 131
19 connects user terminal 130-A to a selected Internet site
20 (e.g., site 120-1) by receiving a selected channel number
21 (e.g., "010") entered by a user through input device 133,
22 reading the Internet address (e.g., "www.XYZN.com")
23 associated with the selected channel number from the
24 channel table memory, and transmitting the associated
25 Internet address onto the Internet using the
26 communication circuitry. The selected Internet site then
27 responds by transmitting site information that is
28 received through the communication circuitry and
29 displayed on television 132 using known techniques.
30 Additional details regarding user terminal
31 130-A are provided in the following description of a
32 specific embodiment. |
33
34




30 Additional details regarding user termnal 31 130-A are provided in the
follow ng description of a 32 specific enbodinent. 33 34 7 WO 01/56291
PCT/ US01/ 02550 1 User Terminal 130-A 2 Fig. 2 is a bl ock di agram show ng
user termnal 130- 3 Ain accordance with one enbodi mrent of the present 4

i nvent i onwowikéei he enbodi nent shown in Fig. 2, input decrassi/@ss® 6
i nclude, but are not limted to, a renote control 202 and 7 a wreless
keyboard 203. Renote control 202 includes a 8 nuneric keypad 204, one or

nor e dedi cat ed keys 205 and a 9 joystick 206. Although not specifically
i ndi cat ed! M@E&i&%@ﬁd 203 includes similar dedicated keys, 11
nureri ¢ keypad angh ¢ OYstisCk @Eodmasegpér@vsman@nuﬁgﬂ&teemﬂ;al cogu-r ol 202. In
addi tion, keyboard 203 i ncl udrgfj a 13 st n ard Y keyboard for entering

text nmessaged. TAsACAIAFEEEr YHEY M ﬁB’P st Prbk ere§'§8ﬁ i nput device 133
of 15 the dilaeémﬂdu.enbodl ment nust be capabl e of providing 16 unicode

synbol s tq set- to‘to ?tg}x %%o(?%itr{tag;%%kt sflngl m;T%ZdI % ‘{ed%vg%%le gnal's to an

| R detector in se box her r technol ogi es
(such as Har dnclgdey rheti- esAneet ilgmgrennyobye werbkeedontgotlr 8Agmand i nput 20

signals tg st w&PQl@Q( k%?ﬂ:oa?& 303 .2d@bhb 0D ddhedoiPbeY dduqpses term nal

130-A is 22 provided one or nore output devices that include a 23
conpact f|fasmupstiantryRagr PRt erom3®r TRE] ARstitGated2heve\AiCcedndr® descri bed

in nore def aijl, kel oy 2042 S@&tﬁsm;z Motl3pet el didag sﬁaliéﬁledprocesa ng unit
26 (CPU) 210 system control 11, mcro-controller unit 7 (MCU) 212,

IR recei vkt »izelent e}%empﬁ@r§w?%r+@1wde§namllazsdea%aa%%wétvszw
comuni cafi ORZMBREE ROFIRE a’d 6ot iCRMEUNEKSdd YroRQhtd L ref¥BENT ONOUS

dynam ¢ rfgukggh%gg%s§02 In addition, keyboard 203 includes a
13 standard QWERTY keyboard for entering text messages. As
14 described in more detail below, each input device 133 of
15 the disclosed embodiment must be capable of providing
16 unicode symbels to set-top box 131 by transmitting infra-
17 red (IR) signals to an IR detector in set-top box 131.
18 1In other embodiments, other technologies (such as hard-
19 wired connections) may by utilized to transmit input
20 signals to set-top box 131.
21 In addition to display 132, user terminal 130-A is
22 provided with one or more output devices that include a
23 compact flash 231 and a printer 233. These output
24 devices are descriked in more detail below.
25 Set-top box 131 includes central processing unit
26 (CPU) 210, system controller 211, micro-controller unit
27 (MCU) 212, IR receiver 213, interrupt switch 214, smart
28 card socket 215, communications port socket 216,
29 communication port 217, synchronous dynamic random access
30 memory (SDRAM) 218, dedicated flash memory 219, compact
31 flash socket 220, asset manager flash memory 222, display
32 controller 223, audio controller 224, speaker 2285,
33 internal microphone 226, external microphone jack 227 and

34 parallel port socket 228. The various elements are




30 nenory (SDRAM 218, dedicated flash nenory 219, conpact 31 flash socket
220, asset manager flash nenory 222, display 32 controller 223, audio
controller 224, speaker 225, 33 internal m crophone 226, external

m crophone jack 227 and 34 parallel port socket 228. The various el enents
are 8 WOWaéhobs281 PCT/ US01/ 02550 1 connected by an i nt emoraisobersse230 as
illustrated. A 2 conpact flash card 231 is selectively insertable into 3
conpact flash socket 220, and a printer 233 is 4 selectively connected to

paral l el port socket 228. 5 Simlarly, smart card 232 is selectively
i nsert abl %O‘m‘?t%egn'é}’tarbé“&e%%keq%ﬁgo s |3 JpgEraferdr i Bed embodi nent

CPU 210 i 8 acdipduitt £186h dhrdH23Bupersetle Bt Ste Bf A68880ibABAnMLPS), Wwhich is
avai lable, 9 from H| &achl C?‘& aE%QNO SH7709 ( SH- CPU 210 runs the 10

W ndows CE( r§OHSSFat iRy’ 3 &P IpP oRETEGs 2 éénl 11 used in ot her

enbodi nends. sQRIGtAVely t@rieaced th rpetallyel 1{z’om stcﬁystm controller 211. In

t he describe ment 3 t contr l.er 211, is forned on an
appl i cati gn %Afn?lrs%ggkflg ?mnatrégf:g%(é i rcw? c&élv YV\h?scer‘FtlaF?c]:Fudes a 15

conpl et e 8etinffo STREFr ed e spckdbvesls) CE dr| vers with 16 integrated power
managenent. The fignghk ofssd¥ig¥l dathdMmet?, SHS) %’i’ocg@t&gzz%t 1eépare
e

conpat i blg W th Wndowsﬁgje%)f CE 2.x 18 and abov system
control | ef 211% a®eEalip PGOFRRSOR( 88t HERS el efipb sivfavediabbp box 131 as
i|lustrated. f2dn Ganauhi cad iraRs POJ tsH2%do YWu-CH .i Schiiserd ednkniy socket 22

216, ena%es seqtﬁwS BE@ X 13 .t 0 access the Internet. 23 Thus,

cormuni cati ons 8t 7°pea'i"i1 BBI oS YR EHM- upOTRRfe MECREESOLAY CBRObE des a

convent i (mal ués&CE&Oocnﬂpambbbemsxetrs al cebammlmte%a@é&hn&%c@ﬂy RS-232 seri al
channel , gggg‘% te:pl 21216 I# é{?ﬁ |veI , .communi cati ons
port 2171 can ASEPIREF 121 affPethe CRAMET8L) nodem or
a 28 V.98 p$m‘molconbd@mer@hérls:cﬁumadcm|a0n$zppm<t£tlemabl ing 29 access
to the |@Eer£53cf%%@ ?ﬁtéﬁ?ﬁ%ehncfgéu¥f %HQPg;rEHyE%'includes a

15 complete set of integrated Windows® CE drivers with

16 integrated power management. The functions provided by

17 system controller 211 are compatible with Windows® CE 2.x

18 and above.

19 CPU 210 and system controller 211 are coupled to the

20 other elements of set-top box 131 as illustrated.

21 Communications port 217, which is inserted into socket

22 216, enables set-top box 131 to access the Internet.

23 Thus, communications port 217 can be a dial-up modem that

24 provides a conventional 16C550 compatible serial channel,

25 such as an RS-232 serial channel, on a standard telephone

26 line. Alternatively, communications port 217 can be a

27 10baseT port, a direct subscriber line (DSL) modem or a

28 V.90 protocol modem. Other communications ports enabling

29 access to the Internet can be used in other embodiments.

30 Socket 216 advantageously enables different types of

31 communication ports to be easily installed in set-top box

32 131.

33 In the described embodiment, SDRAM 218 is a

34 conventional 16 MByte volatile memory circuit. In other

9



30 Socket 216 advantageously enables different types of 31 comunication
ports to be easily installed in set-top box 32 131. 33 In the described
enbodi ment, SDRAM 218 is a 34 conventional 16 MByte volatile nmenory
circuit. In other 9 WO 01/56291 PCT/US01/ 02550 1 enbodi ments, SDRAM 218 can
have ot hgyosiisea or be formed 2 from another type of \paratsoi/esssenory. As
described in 3 nore detail bel ow, SDRAM 218 stores channel table 4
information which is used to access predeternm ned web 5 sites on the
Internet. SDRAM 218 advant ageously exhibits 6 a relatively high density
and fast hccaedimaets, FORAM BB daschave dtéweisodi rentor dedEcatatl | ash

menory 8, 219 diS agodfe MBYbe BEMYNALEH & Chldoff OMhL N £ efies 9 available
fromlntel Corp. alﬁ of her. enbodi nents, fl e?sﬁ'r 10 neno%&%:éwﬂéan have ot her

sizes or Pe TYrEEatbReARYL nBYRAM 218y pernsts shADNS) fablle menory. As

descri bedsi ninpyreadedmivhich2ibalams, tbl asde S pRENe 2dihiReavi;ges non-vol atile
storage for _13 the {at % ém)st (‘% en% versi on‘of qne or nore channel
14 tabl es”2139A4%%18B PHat"EFE Gownl “ 1§ GAverFeatourly ERREPLLS Fig. 1).
For this 6easamlatliashy mewbr ge@dix wiahll bestlGiccebsrtadkst.o as channel table
flash menpry 219. 1 i QLo 36 i iaplified diagr depicting an exanpl e
18 of thgl?data stor gr&gi%sgzgﬁ%%leﬁb%gﬁgeﬁ’as edﬁﬁﬁg?‘g%g 18"CHannel tabl e
flash nendry2@P19si 8 d6 WMEI&d nemeryt wironi2(Emmr ehse¢4doseriesg., USER 1

channel tgbl g 2194 ang JISER: 2, chanpel .t able 219B) . ea ection storing
channel table %2 (J:lata Tor a regg?]?t'ergg {)J%heerrbgf"baélel?gqt&’m%g%?h 130-A. 23
Al t houghlfi gremyrx) 28howan thave chdmrelsizabl as beclianned 24nt abbehdd ash nmenory

219 is capablgbrshoRing a20Ye wm%g 2Rs OJes%*}?BQE' 1 ARESLOL; 2
26 Each ]

correspondi ng nunber of users. ch channel tabl'e includéesa |ist of
channel AGMDRFOY27ELEEE ™ACFY 1t drREtdes tnonryreat {18 FEoMANE) fod nt er net

site 281addtiessesett! HosADDRESS)) RAESDERIoCOALT OF mstdesnadnsh 29 favorite

site COd??' é%%?lscg?gigaldgugpgg gf% %gggfgggégsf%om server 110 (see
15 Fig. 1). For this reason, flash memory 219 will be
16 referred to as channel table flash memory 219.
17 Fig. 3(A) is simplified diagram depicting an example
18 of the data stored in channel table flash memory 219.
19 Channel table flash memory 219 is divided into two or
20 more sections (e.g., USER 1 channel table 2192 and USER 2
21 channel table 219B), each section storing channel table
22 data for a registered user of user terminal 130-A.
23 Although Fig. 3{A) shows two channel tables, channel
24 table flash memory 219 is capable of storing any number
25 of channel tables for a corresponding number of users.
26 Each channel table includes a list of channel numbers
27 (CH. NO.), Internet site names (SITE NAME), Internet site
28 addresses (SITE ADDRESS), parental control codes, and
29 favorite site codes. Each channel number is encoded as a
30 unicode value that is assigned by server 110 (Fig. 1) to
31 a particular Internet site. Each Internet site name is a
32 text field that includes either a description of an
33 associated Internet site, or a recognizable Internet name

34 (e.g., America Online). The parental control codes are

10



30 uni code value that is assigned by server 110 (Fig. 1) to 31 a
particular Internet site. Each Internet site nane is a 32 text field that
i ncludes either a description of an 33 associated Internet site, or a
recogni zable Internet name 34 (e.g., Anmerica Online). The parental control
codes ar gyd91/86£3101/ 56291 PCT/ US01/ 02550 1 optional ly prpetdsdnise al | ow a
parent to selectively 2 restrict the Internet sites that can be accessed
by a 3 young user. For exanple, an adult adm nistrator (e.g., 4 USER 1)
of a set-top box may restrict access of a mnor 5 user (e.g., user 2) to an
adul t - conk er?PtéPP@lgié.Iﬁ.o,VlAEﬂJLtP 26 1SN TE, PatitiringP pekartrivedy by setting the

parent code £Qfryct hire Sht8rho: "NtebathiddfakedabfeHiaNng! st able 219B). 8
The favorite site codes are optionally provided to allow "9 quick listing

of a user3 s YPHUBrP$RF | nfFOFnB¥aBR k% apnaguly @IFdAYERTALAT fender (e.g., by

pressi ng £ ungkRon) key Flse@ntogd bd:eMBlyereontdl 202s3id @ digplayi ng the

channel table 12 nenu). In %he descri bed enbodi nent, each entry of the 13
channel tabl"ESEi (89 cHEfRel’ ntArfdY 298l tecomet site (er#-adBP¥sL, parent al
code and 4 awaref ecicatte)l hegber e60)1BY sdbring aheobasédr agRle fhe three digit

channel r,_e ) to 100 hannel entrjes. each channel
tabl e cann'}J 1 l?e%ﬁ% gsoup;kt ol(lgf)olrkcéﬁa%eéhh’hnce anf’ﬁﬁil %éaet?sllea-sgﬁgﬁéhory 219. 18
Ret ur ni ng@ ndwet 6a¥pyite sigenpedes fargshphiomallycardviddi 28lathow be connect ed

to set-10p bptck3iidiyougl coppaots 20oflashsackel 220 Ly Lhe descri bed

embodi ment, conpact 21 flash socket 220 in es a t wde fine pitch
22 DRAM H asterPrMveRbd@dner of e reoeibyi REess vehpaoctitmdtev28lnemory card. As

descri beth i nefBEE E&itidl bebOWh i LOMIBEL ay 2y fnas BhABKDY ¥ 6akd 231 is
capable of storing information, 25 downl oaded fromthe Internet by set-top

box 131,15udlf™4s- 28 dNfaPPSCEOMRFAEIMCPAARIN e fdF) BAMEY 2F1tBan then be 27
removed f3orehaaaket taA@ gadel g-imainalll admbér 2 sGeBPALhd) &1188 devi ce,
t her eby f,{‘abld' ng t he transfer of d%t% fromset- 29 top box_ 131 to anot her
devi ce. addre&ss, parental code an avorite code) requires 100

15 bytes of storage. The three digit channel number enables

16 up to 1000 channel entries. Thus, each channel table can

17 require up to 100 kB in channel table flash memory 219.

18 Returning now to Fig. 2, compact flash memory card

19 231 can be connected to set-top box 131 through compact

20 flash socket 220. 1In the described embodiment, compact

21 flash socket 220 includes a 32-bit wide fine pitch

22 DRAM/Flash DIMM socket for receiving a compact flash

23 memory card. As described in more detail below, compact
24 flash memory card 231 is capable of storing information
25 downloaded from the Internet by set-top box 131, such as
26 e-mail. Compact flash memory card 231 can then be

27 removed from socket 220 and re-installed in a compatible
28 device, thereby enabling the transfer of data from set-
29 top box 131 to another device.

30 CPU 210 and system controller 211 further support an
31 IrDA (Infra-red Data Association) protocol and two fully
32 compliant PS/2 keyboard/mouse interface ports. Up to two
33 external PS/2 compatible devices can be connected to

34 system controller 211 through the two PS/2 interface

11



30 CPU 210 and systemcontroller 211 further support an 31 IrDA (Infra-red
Dat a Associ ation) protocol and two fully 32 conpliant PS/ 2 keyboard/ nouse
interface ports. Up to two 33 external PS/ 2 conpatible devices can be
connected to 34 systemcontroller 211 through the two PS/2 interface 11 WO
01/ 56291 MIé148¥a/ 02550 1 ports. Thus, when a user presgesusonkessy | R
receiver 213 2 receives corresponding infra-red signals fromeither 3
renote control 202 or wirel ess keyboard 203, and provides 4 these signals
to mcro-controller 213. Mcro-controller 5 213 identifies the origin of
these i nf fa- PREES] gfARS - byhems 3 YBRT iRGeEaeFon ktledRi prSaided Ph3t he
infra-red2si gaedsyes/ candesiidasgt Der BatlrddSE ogal 1S EroR-eidndenti fying which

key 8 was, pressed by .th er) recejved fromrenmpte control 202 9 to one
p cé%& P g e&bgzat‘%

of the PS2 peFes: ETOHASS FBRRIIA 296" fsmPRPY &t s keyboar d

203 to thd othese onignefist he MRSkR-cdrtqeants. 212 CRUc2dOcandosyst em
controllerr 2 ri, a _13.s card, access protocol. Smart card
232 is insser%%?jai%%tﬁﬁggsénrﬁer torclzg%%rg?(’)tctﬁgfeZﬁ%?rat_ﬁgfiewnﬁrlév}’ﬂi ng a 15
connect i o bédertelf imshion ceades232chmkds st eine cionfraeké@rsigh@1211. | nterrupt

switch 214 ggperalfs<afns AL UPL, ST | . 17, each_tinme tha smart card is
inserted or removed from 18 asna%?ﬂcsg?g'gbtkle en%i“g.y“ll% wé‘é‘ﬁér E?Y smart card
232 19 i nél udes RIR&SEP! PY atioMSEAT orerstived fihent resospemirftirolt 202 20 t he

owner of thetsnmd Fakde Q@fipﬁr%gﬁ,( Bhd $hé g%&gnggh?%e?{gcieglvggtrati ng snart

card 22 232 _in accordance wt e descri bed mart . 23 card

232 i ncl dfesfEOM JERkEL 8% Ok PO TANE & ftacsbewpther2ongoekethe2 PE/2see Fig. 2),
and a contir opbets.320 for 25 preventing unauthorized readi ng from and/ or
witing tlg a 26 cgb%n-\fpl até !se nmenory 330. Non-volatile menory 330 stores
27 linited-wite dat &0 n3Y iSYSHEBt LA LBST 22 Vi iflECpseRRaEt 228 fence, and
may al so 1St oseanptdagdabccanst ipmetyedlew ishhef <22 d3bais inserted

14 into smart card socket 215, thereby providing a

15 connection between smart card 232 and system controller

16 211. Interrupt switch 214 generates an interrupt signal

17 each time that a smart card is inserted or removed from

18 smart card socket 215. 1In general, smart card 232

19 includes identification information that is specific to

20 the owner of the smart card.

21 Fig. 3(B) is a block diagram illustrating smart card

22 232 in accordance with the described embodiment. Smart

23 card 232 includes a socket 310 that interfaces with

24 socket 215 (see Fig. 2}, and a controller 320 for

25 preventing unauthorized reading from and/or writing to a

26 non-volatile memory 330. Non-volatile memory 330 stores

27 limited-write data that is protected by a write protect

28 fence, and may also store optional routinely-rewritten

29 data.

30 The limited-write data, which is located within the

31 write protect fence in Fig. 3(B), includes a customer

32 number 331, a personal identification number (USER PIN)

33 332, a user home page URL 333, a security password 334,

34 POP information 335, and user age identifier 336. 1In one

12




30 The limted-wite data, which is located within the 31 wite protect
fence in Fig. 3(B), includes a custoner 32 nunber 331, a personal
identification nunmber (USER PIN) 33 332, a user hone page URL 333, a
security password 334, 34 POP information 335, and user age identifier
336. In oRpolds2d¥0 01/ 56291 PCT/ US01/ 02550 1 enbodi ment, p@risougissgrer " is
defined as the group of users 2 associated with user term nal 130-A that
can have 3 correspondi ng channel tables stored in channel table 4 flash
menory 219. An exanple of a "customer” is a famly 5 that includes one or
nore adul s eP@deReNor OFESBORET"| dpF edefiPwchaastre idoupt ghiwsddsy have his

or her owp) shss@Bhtedaritn E36H REHSAR) I 13AACHURLONEI, GLOUP Wi Il share 8 the
sanme custoner identifjcation nunber 331. However, 9 each person in a

cust oner Yr SRFERPPPIIFe CH3RE Yy FéPPPR AP resh inpshannedusable bel ow, t he

cust oner 4 deffishi nehénn 2191 Mmkeensdd &6 amEGheshadt i saaseldaly, number

stored in5 ]t%a%sset g;inager flash 22$£ server 110. Hone page URL 13
5

field 333 caibe liebt o ae cds &°4°pa PfofRe RAyd°Te4 provi ded at server

110 (see &i chil¥frény tHeehuseer WiS1ALyetrawtliywabye himerpage ddd fiel d 333
may identdfy,a +16;8peCishibf SULLNE ite.provided by.a.smart card 17
distributor (i.e. . a bank ac%:ous%':r_l, ?Igrgaéuﬁrt%#tg) i Dhat? iglsf?%’ie. Password 334
i s a user®sdihecEafe Wit oPRAt iderg ificapidry eambhanidtls t dowheed,i mited-wite

data. PORy 2Qudchf per@déd an 335ustiieehgisud e 15208, d u%'igug?ﬁ'ﬁﬁrs. of a 21
custonmer_group, IS zg,ed i f communi cation port 217 22 requires dial-up
I nt er net 1cctes. AJLIFEAERE i RLovsstho Fystament identidiggeien oup of the

particul B usmberF831 24 eXesmde widgeai dantif hen336teaRqi pdi cate that the
user is 1 5 under 1r§ ear.s_ol dzcﬁzAlter nativel¥,. ﬁgoe identifier 336 26 can
dont i TyLh SFEEH TEVIERE FARGE P PHSTREE 139 THPWPRERAVRL
routinel y3r efirelltit 283 danabpr osddied a8cdss sMpekseRdl 32 pbage udes ,
oo 1 Vhpsh & LU N8 % A0 1) 8L B Baeg, | M ormRtion. Thi s

15 Alternatively, home page URL field 333 may identify a

16 specific Internet site provided by a smart card

17 distributor (i.e., a bank account, or a promotional

18 site). Password 334 is a user-selected word that

19 authorizes changes to the limited-write data. POP

20 information 335, which is the same for all members of a

21 customer group, is used if communication port 217

22 requires dial-up Internet access. Age identifier 336

23 indicates the age group of the particular user. For

24 example, age identifier 336 can indicate that the user is

25 under 18 years old. Alternatively, age identifier 336

26 can identify a specific age range of the user.

27 The optional routinely-rewritten data provided on

28 smart card 232 includes recently-visited site information

29 and favorite site information. This information may be

30 downloaded onto smart card 232 at the end of each

31 session, thereby allowing the smart card owner to access

32 the channel-based network as a "guest" fi.e., using a

33 terminal on which the user is not a customer) .

34 Alternatively, the recently-visited site information and

13



30 downl oaded onto smart card 232 at the end of each 31 session, thereby
allowing the smart card owner to access 32 the channel-based network as a
"guest" (i.e., using a 33 termnal on which the user is not a custoner). 34
Alternatively, the recently-visited site information and 13 WO 01/56291
PCT/ USO1/ Rebyfavorite site informati on may be storegcaiyshyhr 110, 2
thereby allowng the user to access this information 3 through any

aut hori zed user term nal of the channel-based 4 network. 5 Fig. 3(C) is a
bl ock diagramillustrating an exanple 6 of the data stored in asset
manager flasfarvoxritenssee Infipgrageen fMagshe28Pored atnenrver dtld,e menory t hat

i s 8 per manegid dergoRNEsH Bl kel NEEF NAY afe9§f=,§39niﬁ§%%5rm er 9 tlash 222

permanent|y stores infornation that identifies 10 set-top box 131, such as
serial nufberh TN A8Y 13U YRATIREEL WP dareinak ofaddet chamrgiedabkdsh 222 al so
12 stores4qcungwidrkchannel table version information 344 for 13 each user
in the custoner qr.oup ﬁso,ci at %i Wth set-tog 14 box 131. As described in
addi ti onaP det ai I ‘el 30! tHi & Pi8Ck AR LblestrEtdngnan @M aei on i s used
to controb 16f chanmelat abdedlanwnbhoset opeaabionsadH 202, tAssgdate a 17
channel tqbl e storegli n cp%nnel t abl e flgsg 219 when the, 18 naster channel
; -t

table 112'i Sipfsted odRe?H ¢° 1) Potwele dPEIYY, t88Eets manager flash 222

stores oné opermmnen20yopenratdted Systremarnelsbos mmbenssadtmangeappl i cation

21 sof twage | BB oN ar.e _used 1o ut tically upgrade
t he oper at5 [ o%lsego césQet k!?%ﬁérﬁeg)%‘l&&?ﬁ% R RS EAER %ﬁﬁaﬁeh@%ﬁé%per ating
system ahf apptites PeK 12U soeichwas esearsisde namkeer Wi 4%h ahdese nunbers is stored

on flashi125,2&FactbrRebigid ing  agal fid %agggfgffﬁuzé}oig&d system 27

controller 211 conbine with display contro t Support the
display of | AYOFTAFHOREBN TIPPAytAmke (ergion 2o axneshveitd Orfak
tel evi si @B) . eddrspisay CANEHOIIREoRES AP associated with set-top
14 box 131. As described in additiocnal detail below, this
15 channel table version information is used to control
16 channel table download operations (i.e., to update a
17 channel table stored in channel table flash 219 when the
18 master channel table 112 is updated; see Fig. 1). 1In
19 addition, asset manager flash 222 stores one or more
20 operating system version numbers 346 and application
21 software version numbers 347 that are used to
22 automatically upgrade the operations of set-top box 131.
23 In one embodiment, the operating system and application
24 software associated with these numbers is stored on flash
25 219. _
26 Referring again to Fig. 2, CPU 210 and system
27 controller 211 combine with display controller 223 to
28 support the display of information on display 132 (e.g.,
29 a conventional television). Display controller 223 also
30 supports the display of information on color or
31 monochrome LCD panels, including QVGA panels and SVGA
32 panels. Display contreoller 223 is capable of providing a
33 composite video output (RS-170) and a super video (S

34 video) output. In one embodiment, display controller

14



30 supports the display of information on color or 31 nonochrome LCD

panel s, including QVGA panels and SVGA 32 panels. Display controller 223 is
capabl e of providing a 33 conposite video output (RS-170) and a super
video (S 34 video) output. In one enbodinent, display controller 14 WO

01/ 56291 ggzr((}gég £/ 02550 1 223 includes an | GST I nc. Cy PEEFRGSH1/03650

i ntegrate circuit, and is constructed with bal anced i npedances to 3
enhance di spl ay plcture quality. In addition, pure red 4 and pure white
colors are preferably omtted from5 incom ng video signals, as well as

si ngl e pixel 2238 nigssludést areriIPT floct Mpeenhansﬂomg idtegtatedpi cture quality. 7
CPU 210 and roll evmth 8.audio_controller 224
to support 8%?‘%% gplhl % rcg{:ngﬁacé%;?%d%ﬂ ﬁ?dué?%%dacngnveﬁ?l onal

W ndows(r B CEnkgypta cdspbay 1@%P69r%ﬁhlﬁg i nirerafd@ieésm(lAI%LBr)e réadi o

control l e 224qisurel hneapakd @ raf aE@C;?r'e‘f'e@Qbi t%le?nﬁlc%éf rominternal 12

m crophone 226 or, an external m crophone ( t hrough ext er nal
i crophoné j ABERCMNE. VALE? i@t Fol 11%rweli4agzapr¥grlgvpyze@,l dimgat signals to

speaker 225. tAeiEbigy, Jfﬁrea@ireﬁihlaael Adlcs@llaﬁl SedirevhLde 41&f.t and right output
16 signal (LEFT xternal speakers 17 (e.g

tel evisio speakeq'gtgrz%gh%n esfytStﬁﬂ ?ritj 18htput 2188 <9des whkk aI S0
conbi ned i t hudiie Sneirdebesiapdakof support9s dbsplway wm n@ldo@l Z¢8 to provide

a conventigon ( e nstrycreurs ' Appareils Radio
Recept eur s g% )5) I Iug\gng e%ng%hg?gnad]] Wi vc\,ﬁo‘é?l £RB ’E‘iﬁt&ﬁé‘an di splay 22

pr ot ocol .10 nprogramesegi betkridsedi mitss) dAquica;poZSrcbm:r @lkkdets 223 and audi o
control I an 224pa8 & g@ngg@éﬁgntgomguﬁlt @L%ngg c&ag 6 Channel - Based

Net wor k Qperation 27 g Is asinplitied |agramshovv|ng vari ous
28 syst erhd uREEFIH® S Br%@nbyx&ﬁmmemsammeﬂmt kstk®®) , 29 in

accor dancg Wehbowth @xeehdEnti Rbphbige P@REPS7. Audio controller
14 224 provides output signals to speaker 225. Audio
15 controller 224 can also provide left and right output
16 signals (LEFT OUT and RIGHT OUT) to external speakers
17 (e.g., television speakers). The left and right output
18 signals are also combined with the S video signal from
19 display controller 223 to provide a conventional SCART
20 (Syndicat des Constructeurs d'Appareils Radio Recepteurs
21 et Televiseurs) signal, which is the European display
22 protocol. 1In the described embodiments, display
23 controller 223 and audio controller 224 are connected to
24 display 132.
25
26 Channel-Based Network Operation

27 Fig. 4 is a simplified block diagram showing various
28 system functions performed by channel-based network 100
29 in accordance with an embodiment of the present

30 invention. Specifically, Fig. 4 depicts various

31 functions executed by server 110 and set~top box 131 to
32 establish and update channel-based network 100.

33 Although the depicted interactions between functions

34 performed by the CPUs of server 110 and set-top box 131

15



30 invention. Specifically, Fig. 4 depicts various 31 functions executed by
server 110 and set-top box 131 to 32 establish and update channel - based
network 100. 33 Although the depicted interactions between functions 34
performed by the CPUs of server 110 and set-top box 131 15 WD 01/56291

PCT/ USO1APg abékadh and associ ated hardware resources are pgqiRfppedssp accurate,
2 sone sinplifications are enployed to avoid confusion. 3 For exanple, Fig.
.4 user identification (USER ID) depicts 4 information passing directly
fromsmart card 232 to an 5 "AUTHORI ZATI ON VERSI ON CHECK" function

per f or med bynépPess@ 2t@dohaxdnareope poxrckdlare ngdreac1df sdrwiagl, system 7

controll e (3¥8 EMFLR: c8donS JRE EHLI AL 88 %%1%0%%51?99{&4 on of Fig. 4,

server 110 9 includes an input term nal ersonal conputer 10
or wor kstht iF6R) SXFRESY F19: 4 USKEAnheentifBrat Hom aBBER 2DY deplitta net work

dat abase Alﬁpfaﬂﬂaﬁbm@dabﬁnm&ﬁ@{‘.lﬂaftlrgnﬁa§§aﬂ-t2 éalzﬁl 2The hadvar e |
conponent S SNown an not shown, are conventi ona
and wel | \%HT%X{G@@%/YE‘%‘P NoFHEQKT (FUScE PN | Betiegmad 1 by 1GRYut t er mi nal
401 is usced 21])50f056aﬂ-tt®p pharmtal, tabteadatatanshgisestenn nal infornation

16 into anne a 1 nd networ k database 416, 17
respecti vel fonug?ng n(g\?vl% g@ﬁ g(l,gSsi ng techniques. In 18 the discl osed

enbodi merg, the Réfawmingt a@ltmedapgerSpo]x&leﬂcwaﬁ;i lef seevdreiing stored in
channel t b e 414 nimzing the anmount of tine
needed to@Z %&?%a lH«énne ermlBFe ﬁﬁPrI ‘Pt oh FE%S?QFlt%‘H“%)?rlSl 22
(i.e., bEtawsevwenkstgitioph,is GRSt 4pérfa)rdmdnertatgleeaielaaﬁssdcn\ml oad
process)nGsaaeeao;@biaeaga;@bﬁ%e A48 S 0L83 N, 24 OF,[Te, rust er - channel

tables entered in this manner. 1%¥s user and
t er mi nal 14 nﬁé@w&t?’(‘m haZGW%ed:qn@oneem icffy Sandeaultlﬁbr b.@ehus‘em.n that request

27 servig®. and adelidiown, Bed nkedal &RASEndl0e TRVl Bo 28 42RL i Onal user
hone pagf]g4 i nfor tl on thaiﬁaj | ows each user 29 convenient and secure

access tH e éa? AL 2l ské %ﬁ|ﬁ§F art. Input terminal 401 is used
to enter channel table data and user/terminal information

16 1into channel table database 414 and network database 416,
17 respectively, using known data processing techniques. 1In
18 the disclosed embodiment, the channel table data is

19 encrypted before being stored in channel table database
20 414, thereby minimizing the amount of time needed to

21 download channel table information to set-top box 131

22 (i.e., because encryption is not performed during each

23 download process). Channel table database 414 stores one
24 or more master channel tables entered in this manner.

25 Network database 416 stores user and terminal information
26 used to identify and authorize users that request

27 service. In addition, network database 416 may store

28 optional user home page information that allows each user
29 convenient and secure access to e-mail, chat, and other
30 Internet applications currently available to conventional
31 network users. Update manager database 418 stores

32 terminal information, current channel table version

33 numbers, and other information used to coordinate user

34 terminal update procedures.

16



30 Internet applications currently available to conventional 31 network

users. Update manager dat abase 418 stores 32 termnal information, current
channel table version 33 nunbers, and other information used to coordinate
user 34 term nal update procedures. 16 WO 01/56291 PCT/ US01/ 02550 1 Fi gs.

5(A), 5(Rygopssdo1>(C) are diagrans depicting 2 the datapsgp§iidgse channel
t abl e dat abase 414, network 3 database 416, and update nanager database

418 in 4 accordance with a sinplified enbodi mrent of the present 5
|nvent|on 6 Fig.. 5(A) is adagramdeglctlngthe data fields 7 stored in
channel tlable daE]aQJ%YSé(&i4 B pafpeses afe Bigesamns Islepdctheg present

i nventi orp, @han@ﬂats&mreddﬁﬁ adrasme1 9t 48t Ra88s8 S1410hechBSEer channel
tabl e 11§ fi‘l n_ot he rrb%éjl nments, nultiple master channel tables may

be store tahaghathfel a’f'gb‘? a&&t&‘ﬁé%%eﬁﬁﬁtagﬁﬁ?l@re ti® channel table 12

112 shownl i acBbpdarice neshes sivaidlietabhsodikenf b HEd@sesdde channel
nunber, nt %Ugﬁt #e address and Internet site 14 nane infornmation. In

addi tion,” naster annel table 112- 15 A includes one or nore optional data
fields tiat 16 cBiegdriP2eivra alilrgramnseep denimiofl yhé heavmtreelas presented 17

in each IntegpgtySid %hlahﬁéﬁdtaaleﬁ@é&sﬂsag@%%' Fap r{?“ﬁ% 518 A For
ta

exanpl e, as shown in the rightnost colum, 19 pare QU|dance codes,
simlar t% G‘Eéﬂr’r?ﬁ”t%éhﬁowﬁ?n?(}“ﬁ?é%h‘?fé' |Cr’1’éﬂ§?%ytéthier detabdre cont ent of

novies, ared2l ptonddiadsifghd IMAWtarUsRindal MaBaL BN S&an&&{er(' e, a 22
parent) to %glgtrol t he txges of Internet sites avail able to a

parti cul'dr payfents, HOLhiRLH maghpr| charHifde fabhes may 9§e$t<?12-ﬂdm nal

adni ni strat an oByniesttabte @onmset @14l | sidfiisktes dmtedil" PP1or "G In
ui dance_codes may be utilized by

anot her ]%g‘oqq%nggt nthe e %g par ent al E?
server 170, ~i P on) BAZE i RASERT USRI e taRE %]S?GAstlaFéHd% smart card
28 222 (isee cRagne B(Bimbert omnemrtetd@méoaawtmias@haﬁaeinttembe sPfe i nformation
t hat is]QUtggﬁLZfﬁkgéﬂétgoggrtf(n“&%ltl n, master channel table 112-
15 A includes one or more optional data fields that
16 categorize or otherwise identify the material presented
17 in each Internet site listed in master channel table 112-
18 A. For example, as shown in the rightmost column,
19 parental guidance codes, similar to used in the motion
20 picture industry to rate the content of movies, are
21 provided to allow a user terminal administrator (i.e., a
22 parent) to control the types of Internet sites available
23 to a particular user (i.e., a child). For instance, the
24 user terminal administrator may restrict access to all
25 sites rated "PG" or "G". 1In another embodiment, these
26 parental guidance codes may be utilized by server 110, in
27 conjunction with user age data 336 stored on smart card
28 222 (see Fig. 3(B)), to limit downloaded channel table
29 information that is authorized for a particular age
30 group. Those of ordinary skill in the art will recognize
31 that a wide range of additional data fields may be
32 provided in channel table database 414..
33 As indicated at the lower portion of Fig. 5(a),

34 channel numbers that correspond to well-known services

17



30 group. Those of ordinary skill in the art will recognize 31 that a w de
range of additional data fields may be 32 provided in channel table

dat abase 414. 33 As indicated at the |lower portion of Fig. 5(A), 34
channel nunbers that correspond to well-known services 17 WD 01/ 56291

R 1.

may be assigned to an Internet site 4 providing tel ephone directory

PCT/ US01/ 02550 1 may be assigned to sites providing si

channel t YW abase 414. For exanple, the three-dig

services. In addition, the 5 three-digit nunmber "911"

may be assigned to

an Internet Gayi be mmdrﬂidngoan&regepeyvﬂmwgl am§51§£rswkee§es&$ 7 di SCESSEd

i n co-owne t ent t on. se . XX XXX, XXX _[Atto Docket

CTV- 004] , §S“B|g?$ 5%5 4&3|naﬂﬁheéﬁgF S e 5?% tern (e.g.

111, 1233" number" 949191") mraraybé)easaﬁsngaetcb tam Intermst sickes w I I | ng to pay

11 prenlu prd 1.9 B) di agr am depi cti ng
”3 ?%g.r%or e%ﬁﬁoggrglﬁre%toggt%brgégégl ]!rNé'-: dll: gndarph

t he data flel network d

tabase 416 is

14 pri nar|5y'um;ed @E@Eﬂ(numbeasfﬁﬂﬁérmasebeia$B@gna¢|Rn1a©lIeternex5 user

name/ PI N), "@qqg yg@gdgé?’ghggée aagufgﬁq%egis {F% 16yser status

|nfornat|on |n di cat in greater detal

the "hone" user

t er mi nal fhfdhﬁﬁ?ﬁéﬁdl%ﬁlﬁ§éﬂwﬁ%ﬁ Pﬁgedét%Hﬂﬁhﬁétmh@t$ﬂﬂiaé particul ar user has

accessed tde mxaﬁtwk[ﬁt&@ﬂhw%&%& éwmm' £hPLd
user's personal channel table,” or whether the particu

8

t pe Qﬁﬁ&gcular 20

r user 1s a

"guest" on® alGtVHEP ﬁ%é@a%HQﬁnf?@ﬁmqﬁ§eS patkens 4ot ded Ehlla'ho¥%§) User
status i nf@r maigoon hsy useedsts@gne?d? tdetgEsina whetheyia iy

aut hori ze

i ndicatedgﬁs HM&ETHY %ﬁﬁ%ﬁ?pl?édtQﬁﬁﬁoﬂﬁFb for exanpl

to 24 . access th g ne efwor k. For exanple, user

€,

etoligh urrently
§DAN DéEAY" is

26 to late

paynent of2user f@és oF (B ssoacﬂmﬂgraﬁ?dépnamddbttD@ dazat Eeepdd mary
cust oner | yger, 2l oriBlican. oReluck 48! ahase, 4 6, 0my, 8Lof £ que or more
s that

29 optiona dat a ate to specific optl

14 prlmarlly used to store customer/user information (i.e.,

15 wuser name/PIN), "home" user terminal serial number, and

16 user status information. As indicated in greater detail

17 below, the "home" user terminal information is used to

18 determine whether a particular user has accessed the

19 network from the user terminal storing the particular

20 user's personal channel table, or whether the particular

21 user is a "guest" on another user terminal (e.g.,

22 provided at a hotel). User status information is used to

23 determine whether a user is currently authorized to

24 access the network. For example, user "DAN DELAY" is

25 indicated as having an expired account due, for example,

26 to late payment of user fees or misconduct.

27 In addition to the primary customer/user

28 information, network database 416 may store one or more

29 optional data fields that relate to specific options

30 presented in a particular channel-based network.

For

31 example, a particular network may provide a "standard"

32 package of Internet sites along with one or more

33 ‘"premium"” packages that provides access to exclusive

34 1Internet sites (similar to cable television "pay-per-

18



30 presented in a particular channel -based network. For 31 exanple, a
particul ar network may provide a "standard" 32 package of Internet sites
along with one or nore 33 "prem unm' packages that provides access to
exclusive 34 Internet sites (simlar to cable television "pay-per 18 WO
01/ 56291 WR§-d1d¢m1/ 02550 1 view' events). Using this noaerusoimessounber of
channels 2 of master channel table 112-A that are downl oaded to a 3
particul ar user is determ ned by the package purchased by 4 the particular
user. For_ exanp| e, user "JOE J ] supscribe to_a prem_um package
that prov d@%ggcc%%eé‘stfé' 6 %B}?rqtgg}ﬁég%{fﬁl'nl: ‘?rﬂé{“%ﬁrt 88 chapngddition, a
young USEXr &bfnRysodd chhenalttduailiez¢t24/0 thavwnhpadidgundodaéd nad achil dren's 8
sites and/or__educational sites . from ter channel table 9 2-A. 10

Add L ondl GBEFORAIS NPSF el |t RGP Bt G P TAFAo: BRECIAAAE Ba: abase t hat
rel ates to coef pguritilen ifepr effer eenemplassoseat'BWEMIOOK'E miger ' s home page.
For 13 exampbger Ase 't%daca{&@]dmnpgaﬁgiegﬁth%g?p viddg Bettomaf 14 Fig. 4,

user page information may I nclude cur . recelved e-nmil nessages,
stock por&f GPPEEFTRBTATRENBINCLLE1ARE- | iTPkgdebtibale Newsd piss ders that are
of pa!'lt: Cul ay 1y NHeLa@Bhot DzddN@oU8Sn1ch8 phOSR Qheql dhienskill in the
art wi recqgni ze

9 that a wide range of additional data fields nmay be

20 provi ded SRt K § ’t‘%ﬂ)%\‘soé‘aglﬁ.lt fECY. MaYYGT iCHaBE dGid® depi cti ng
the data §i alidsa.22 stored in update nmanager database 418. As described in
23 addi tj onal de%aﬁihl bel_ow, u.pdage.rrﬁ?r;ﬁ%sr, dat abet)se 418 is. 24 used to
coor di na{ the dOWAtE425f RpFRPediR FOPaBTE P25 PRESrati on to the
user ternl naleswookndxttabdst oticdraneehteR G dbasadigatamiiok 100. To facilitate
L0, updelg, RERSERTNcY OBRLARUROR, Uabacod Seator povser a0 term
of currehll exavaileabde iodanakdd tiablésplay 132 at the bottom of

14 Fig. 4, user page information may include currently-

15 received e-mail messages, stock portfolio information,

16 and links to local news providers that are of particular

17 interest to the user.

18 Those of ordinary skill in the art will recognize

19 that a wide range of additional data fields may be

20 provided in network database 416.

21 Fig. 5(C) is a diagram depicting the data fields

22 stored in update manager database 418. As described in

23 additional detail below, update manager database 418 is

24 used to coordinate the download of updated channel table

25 information to the user terminals connected to channel-

26 Dbased network 100. To facilitate the update process,

27 update manager database 418 stores user and terminal

28 information (which may be shared from network database

29 41le6), a list of currently-available channel table

30 versions, and an update schedule. The current channel

31 table version information is used to determine whether a

32 user terminal is storing the most recenfly updated

33 version of master channel table 112-A. The update

34 schedule information is used to coordinate the updating

19



30 versions, and an update schedule. The current channel 31 table version
information is used to determ ne whether a 32 user termnal is storing the
nost recently updated 33 version of master channel table 112-A The update
34 schedule information is used to coordinate the updating 19 WO 01/ 56291
PCT/ USO149nmg201 of all user termnals connected to thercrewsennisst o prevent
2 strain on server 110 (e.g., due to too many update 3 process requests at
the sane tinme). In one enbodinent, 4 the update schedul e i nfornmation nmay
assign groups of 5 users certain tinme periods during which update processes
6 may belpeof rliedseknterivinsds eaperiteento tke veatwprd heyPrevemsni t or and

limt the ngg?sgr 3>,fn Wpdal e Nrogesses Ll Re Bopeardry wpdagd a particul ar

time. Those inary skill 9 in the art wll recognize that a w de
range of 3adefe¢esfalreqlOstntadt el 83GrehiM§e - pr BV UEd SMROGPRRe manager

dat abase 411+ 4d &,pdbt eREEHEMI Y ih@o b idh mah @Qgiiri Qrolpsdet a entry, 13
server 110 automatically perforns several network 14 operation functions
that mai 8t abReEhEUPAAR et EMameEl 29 sWHNgd YREE WOtEEG0PT IR 55t wor k

operatiog fHagtbonerrdbmper f anmadobyes amverihdft j ndrivde Us@Mmdyer m nal 17
aut hori zation (AUT I %ATI G\@ dowgl oa coEt %Olcf\f( DOWNL .1118 CNTL), update
control (7UPB%FFEtTfI\I'|_F‘Lg§, VBt GIF CRERRE 19 (APERSE AR BIECRY . P8& Hescri bed i n

detail bel operfPthetl 2t 20patricnabircaihe. pa@hbeensft (dxddinarwi $hiolilt user
articipation 21 the.term .gyt i zat j.aon ownl cont,r ol

P p? éﬁ) he ar{thgltlsf P&&a&nf%g Plggtl. a twll(a 9%5;%{1 ovfnaggg*):l

function uch Server controls hor 1 zes an& updates 23
user terl ndbsa ofielltisnmel - basewvidedoik uptiater nanage) desabase i zed | ocati on,

t her eby alllg%pg users to sinply 25 turn on their user terninals and
connect to déesired 26 Internet sites in a nmanner sinmlar to operating a 27
tel evisil®n. |In aRREYINGRS EPUYEL2 4petP ordr tdo8r tAoMEEPEFETYRS hosti ng
functions sisgilaf 110 GReSRaPIQMIIdedebYo N RREENT 2 WR%ikSting | nternet
SerVICEEf%’O%bggggion functions that maintain and update channel-

15 based network 100. The network operation functions

16 performed by server 110 include user terminal

17 authorization (AUTHORIZATION), download control (DOWNLOAD

18 CNTL), update control (UPDATE CNTL), version check

19 (VERSION CHECK). As described in detail below, CPU 412

20 automatically performs (i.e., without user participation)

21 the terminal authorization and downlcad control functions

22 such that server 110 to controls (authorizes) and updates

23 user terminals of channel-based network 100 from a

24 centralized location, thereby allowing users to simply

25 turn on their user terminals and connect to desired

26 Internet sites in a manner similar to operating a

27 television. In addition, CPU 412 performs user home page

28 hosting functions similar to those provided by currently-

29 existing Internet service providers.

30 Fig. 6 is a simplified state diagram illustrating

31 the main network operating functions performed by server

32 110 in accordance with an embodiment of the present

33 invention. In particular, the main network operating

34 functions included in Fig. 6 are user/terminal

20



30 Fig. 6 is a sinplified state diagramillustrating 31 the main network
operating functions perforned by server
enbodi ment of the present 33 invention. In particular, the main network
operating 34 functions included in Fig. 6 are user/term nal
PCT/ USO1/ &2piE@e®1i nf or mat i on i nput operations, channel PabusIId2ESH updat e
communi cations with 3 the user

oper ati ons,
term nal s of channel -based network 100. 4 Referring to the | eftnost colum

of Fig. 6, a,5_user/termnal inforpation input operation is initiated 6

when new dr cPHRTE 086t PRNG/CBFTEET M TralchRRAR®} febilendata updafieered vi a

and server-to-term nal

32 110 in accordance with an

20 WO 01/56291

2

i nput t er i napeA&tliqrfsi, gand)sdnvie@ - s+ terimihd0 c&n(sliert 64 .withe new updat ed

informati%n

Fig. 5(B)

t er m nal

subscri pt
dat abase

(e.q.
user. O hér

ion statu

F16.5FRR u’?sﬁn"f’ng

e ch A bRl P SRR, S (SIS et ertno Lo

i nvol ves dreat i nQRefarawng etorudei defitndstedpl o cefxampl es, al2 by user nane
(e.g., JOg J%@/térﬁ'ﬁ%‘i@lnf@ﬂﬁtﬁgnginm@ﬁg?ﬁ;t%lqi%)inftlr}%tt e user

, $*§% resi dent "
wREN | M PR PR oS 868 F sty oFi thrmire Inéwfasreatidnndkudi ng t he
channel tabl enpagkiga ar eApeS ttRAmbYat huger

new user’/ tér

TERM NAL 2) 14 upon Ic e new user

CURRENT 1%( eﬁ)gg’nég’g?%g' 'J'ign%]gt %?kt ne
e. g . are a
The Heg/ oPgat

¢ infpepatind dewshered ii8 entered,

16

updat e narageetdatiabizsaba?d AKS (ksepiprld)ed ROrdriiGngdes apinpwsigeord for the

new user.
t er m nal

10

21. Referrin

o Fi.g. .,5(C), this process involves entering 22
Snd "R E G & f%tf%rétﬁgl‘gr]i é%%éa,lsaﬁatgﬁ%d'vé?‘&?oﬁt% number of the

mast er chdnnéhvohdse cxeet by ian nehanaird?4deabl £ «ipt abasebde, For exanpl e,

assum ng jt,ha
the SPORTS

a t] 5 of S channel table 414 is designated as
%é ¢ éa)fflnrleaﬁ\gt §,%'eg'gub}§§r7t’(g(é8 't GUBYOTReM2eE (9 @K, a version 27
number (d.3y. CUSPQYERS 20133nd sthet osed termipdat ¢e MANAgERMINAL ¢at abase 418 in
the JOE JiWuE@HQﬂtﬁ.éhQ%{xg' M %’é?sig I‘ge "r%giggxg{’erhtse%han&%lert abl e version

avai |l abl elsf or downl oa

16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34

information associated with the new user, including the
channel table package requested by the user (e.g.,
SPORTS), and the subscription status (e.g., CURRENT), are
also stored in network database 416. Returning to Fig.
6, after the new data is entered, update manager database
418 is updated to include a new record for the new user.
Referring to Fig. 5(C), this process involves entering
terminal and user identification data, and the version
number of the master channel table stored in channel
table database 414. For example, assuming that a portion
of master channel table 414 is designated as the SPORTS
channel type subscribed to by user JOE JOCK, a version
number (e.g., SPORTS 013) is stored in update manager
database 418 in the JOE JOCK record that indicates the
current channel table version available for download to
TERMINAL 2. In addition, an update schedule code is
provided in accordance with a predetermined update policy
generated by server 110. Referring back to Fig. 6, after
step 620, server 110 then returns to an idle state

awaiting further function requests.
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30 TERM NAL 2. In addition, an update schedule code is 31 provided in
accordance with a predeterm ned update policy 32 generated by server 110.
Referring back to Fig. 6, after 33 step 620, server 110 then returns to an
idle state 34 awaiting further function requests. 21 WD 01/56291

PCT/ USO1/ @@5%86291 Ref erri ng now to the center col umm of BGTUSOH025HP 5 channel
tabl e update operation is initiated when new or 3 updated channel table
data is entered via input termnal 4 401 (Fig. 4) into server 110 (step

630) . As gescribed cop, AROVEWLL NALLEREE CAIBaR B PiglfRe ghannel table

update 6 operationis |ca y per orrre after a selected channel 7
nunber i s2asshapmed téblaﬁn qpﬂaéﬁn@ﬂerﬂttle{\ bhdinifdekedswigrepedr Phg an

associ at ed 'Q{)&{&%t cﬁgﬂ%assca%gg Sid£ 1830Rcc 2d Q% 9@&@%@%\9nmt h the

Internet Sit n one Pnent, all channel data i s encrypted
(step 11463%91 befigredi tinte sesyed 419 éﬁh?meqwt)ablésd%%&@é%m 12 (step

640) . Note thatyd NG tANEE ydHidn@B B6 QQ.Q;SSSFSE@ BaBhel 181 ReRbsMed Using a
132-bit or nore encryption nethod n an alternative enbodi nent,

1
channel t &bl ePeEatd oRayS bleyPirs 1éy e orRedrd tifdnér FHERTCTDIRAMA%H encrypti on
can be 16 7peht1@éémedsduésﬂg@pwal ﬁhiﬁctrit@rﬁetlsﬂté EEHHnﬂrhvdth\bever 17 this
enbodi nent. may del ay downl oad pr. edure update policy is
gener at ed S(Sf"ébe%‘l{?{aphﬁfs%‘:@ﬁégﬂ g% ?@eg %?%eas(f r?B o?l?%épaﬂfdat ed channel
table infar rmhia'orbdmesﬁend he ths ehe t Briwirnat ssittd.nallhyeoneipdat e nanager
dat abase d ey h, t.abl e version 22
nunber s aeh B% eesngﬁe%i{ cqia%ﬁslrl%#%n %9% lg]tfg@%%ﬁ%?e t%% t hat upgrades
t o oper atliing 68y5timfigef i wake sdnde@4immphncal | tablsofiahabasaitdlii zed in the
user termalig.af Gaof? PRO(ONIBY Lile ArER)BELoD IgbdcREs ! Paclianag) L abl €

updat es. erver 110 then returns to an i1dle state awaiting further 27
function :\rieqaéspgrfoz@epke\ﬁ%m g 189~ Rite oFi HATROMICLYBE LA BTy, 6, server-

29 to-terfg nah gONMRIrGaL{ ANemBbRihdid,| 3hefnéD J-83R0B8€a tidy be
15 stored in an unencrypted form, and encryption can be
16 performed during download to a user terminal (however,
17 this embodiment may delay download procedures). Next, an
18 update policy is generated (step 645) that schedules
19 downloading of the updated channel table information to
20 the user terminals. Finally, update manager database 418
21 is modified to include both new channel table version
22 numbers and update schedule information (step 650). Note
23 that upgrades to operating system software and
24 application software utilized in the user terminals are
25 performed in a manner similar to channel table updates.
26 Server 110 then returns to an idle state awaiting further
27 function requests.
28 Referring to the rightmost column of Fig. 6, server-
29 to-terminal communications are initiated in response to
30 service requests transmitted from a user terminal (step
31 660). The functions performed by server 110 in response
32 to these requests begin with authorization and version
33 check procedures (step 665). If the user and terminal

34 are authorized by server 110, and if a more recent

22



30 service requests transmtted froma user termnal (step 31 660). The
functions perfornmed by server 110 in response 32 to these requests begin
wi th authorization and version 33 check procedures (step 665). If the user
and termnal 34 are authorized by server 110, and if a nore recent 22 WO
01/ 56291wedi/56801/ 02550 1 version of the channel tabl e REE/USHIZEYW i n channel
table 2 database 414 than by the user termnal, an authorization 3 code
and update avail abl e code are transmtted to the 4 requesting user

terminal s | fofEaAORTCchO LIRSRICONER 4.5 SEBEUSRT SanAbia

automatlcal y request a channel 6 tab oad ste €lIn response
to this ?eq@@"éﬁbasﬂ 1dAcEYt &F ERanwReT tt@EF’énélbt @n Wa‘tthpglmFtMrl zed for the

8 requesti NgodiSind @plhbalavas 1dewel eauled br emchianngly tablie 9 database 414
to the user termnal (step 675). Finally 10 the update manager dat abase

418 is mBdi FEEPL T lBFH ‘ielr“tlﬁétl t he? &%Poﬂé?ﬁ%aqh%&s%% updat ed (step
680) . 12SSetM@rusleJ:Otblaﬁnnaptvwmsaheorad’clldih&?zst:@é@eMI thagndrther 13

function reque ferrin wto the lower portion of Fig. 4, the 15
oper ati n§ s§§fi dsod’f‘ﬁ\ﬂﬁg gaﬁﬁ)r cath 6r?5§’8f‘f'$va"r‘£ S B8AUSE i n set-top
box 131 areentryptaesd cbynﬁPU 20 et daperdmatmit7ateton izal- for sgrever

control ) & qiadsesify Bt AR Che o R e R B

i _nt erfacé ogerakdsnd 14200t tha yseadtewniralni(saeprt ©1B)i.t e Féoadbdmi cati ons
(1€ 3b18he' Addmshilled UaREBELe S {5 ARdal PRedS) BO0EaPAgE 22 hosted

by server 110). The authorization function wor in conjunction with
cor r espdidi AB2F (R USRS peFhigiatedapybeen upsated (IteR 6880k ow central i zed

control j19vegeghannelo 2BeRased: et Wer kn 100 bycdewntpadiing awtdhrd zation
codes that 26 are used to enable term nal operations for authorized 27

users and t EFRFHERS TeB8GAFDad control functions 28 perforned by set-top box
131 are jgnown t ordfAsengkhbil eb A8 1Bwd Al oRf oNEE AT I§, CoRaruni cati ons.

15 operating system software and application software stored
16 in set-top box 131 are utilized by CPU 210 to perform

17 terminal-to-server communications (i.e., authorization,
18 version check, and download control), decryption of the
19 downloaded channel table data, and interface operations
20 that produce terminal-to-site communications (i.e.,

21 interaction with Internet sites and the user home page

22 hosted by server 110). The authorization function works
23 in conjunction with corresponding functions performed by
24 server 110 to allow centralized control over channel-

25 based network 100 by downloading authorization codes that
26 are used to enable terminal operations for authorized

27 users and terminals. Download control functions

28 performed by set-top box 131 are known to those skilled
29 in the art of network communications.

30 Encryption/decryption is preferably used to prevent the
31 ‘"pirating" of channel table information.

32 Figs. 7 through 9 are diagrams illustrating method
33 steps performed during a user terminal session in

34 accordance with an embodiment of the present invention.
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30 Encryption/decryption is preferably used to prevent the 31 "pirating"
of channel table information. 32 Figs. 7 through 9 are di agrans
illustrating method 33 steps perfornmed during a user termnal session in
34 accordance with an enbodi mnent of the present invention. 23 WO 01/56291
PCT/ USO1l/ @Z5msedo1 The user term nal session generally i n@CUY8681/02550 2
initiation phase (Figs. 7, 8(A), and 8(B)) and a user 3 interface phase
(Fig. 9). Note that, other than 4 customer service interactions (discussed
below), al] 5 funct i ons performed by set-top box 131 are automatic. 6
That is, atl T #ERAI t?@‘@éﬁv@?ss&r‘?& \éﬁ??f’éarl-lt APELYISRARD7 comuni cat i ons
per f or med giurjrriglhbeom niHasat i( Pigphasesane, shdpenBpy red wi tsewt the

partici pat heuer rin 9 use acg, ,oper tlons (i.e., after
the initi a113| olr{&f VRLEERRY ?Flrlw%l eted) , a&%tser Eﬁt ers crh§ A8l numbers and

11 interacts wétbmbhesensarcehmn‘eezpmgeoaad(dmcmslsed lselosg ,121provi ded on the
channel - ba ed nefwar i apnel, 1 u r eracting with
; Lk by &0heh 15&2 & @o§ box-3 31 d”gg f%t%u I:

di spl ayed i t BEACUT B US ng nunert c Keypa nctron keys 205,
and joysti 6k 2?08 i35 abhtteaménpivid-dedven arik sgswetsta-ypumidali ce 133 (see

16 Fig. 2)q @&Eﬂ%me tl&ﬁserpe&%m\g@'duwg%ﬂt&o%mgtyn Bh sagptially like a

television in that the user need onl initiate a term nal session
by insertiBg rezfesred19idmug Fhe d’atll’féceugéﬁflctf‘erolﬁ the, usard t Repimnt er

sel ected 30 ghiannakePHaEIchedst SN (@Sel Nea HSET cher fHMalacii §n 21
|n|t|aI|zed 22 Flg 7, 8A and 8(B) areflowdlagrams showi ng 23 data
transf er s 1BetBRASRE <&r GF d?;mda S5t §PEPo% ohgingt numbegsep™ er ni nal 130- A

during aniini mtﬁdnazasmncrphaseu@ér homdSphgeradenit8ntetsgigesn. This
initia!iz?i(zlon orr son%éa w th the Z}egoverntoter Qal
communi ca n8?| ohs “pert § By "SR PY 18P 1 HA 9aF82 ¥ wn in Fi g.
28 6 (i.el3 smmmer%artmmghtﬁﬁ@)wlta;ndlsplarsespcsmden@asiueps u2thd n Figs. 6,
7, 8(A), and SR gel e tiok! euMi il kKEs 205, and joystick 206

15 that are provided on the user's input device 133 (see

le Fig. 2). Therefore, user terminal 130-A operates

17 essentially like a television in that the user need only

18 initiate a user terminal session by inserting a smart

19 card into the user terminal, and then enter selected

20 channel numbers as soon as the user terminal is

21 1initialized.

22 Figs. 7, 8(A), and 8(B) are flow diagrams showing

23 data transfers between server 110 and set-top box 131 of

24 user terminal 130-A during an initialization phase of a

25 user terminal session. This initialization phése

26 corresponds with the server-to-terminal communication

27 functions performed by server 110 that are shown in Fig.

28 6 (i.e., steps 660 through 680), and corresponding steps

29 in Figs. 6, 7, 8(A), and 8(B) are identified with like

30 reference numerals., The initiation phase is generally

31 separated into two parts: authorization, which is shown

32 in Fig. 7, and the process of loading of a channel table

33 into SDRAM 218, which is shown as alternative embodiments

34 in Figs. 8(A) and 8(B). Note that operations performed

24



30 reference nunerals. The initiation phase is generally 31 separated into
two parts: authorization, which is shown 32 in Fig. 7, and the process of
| oadi ng of a channel table 33 into SDRAM 218, which is shown as
alternative enbodinments 34 in Figs. 8(A) and 8(B). Note that operations
perfor rreqvc;zlusmlml 56291 PCT/ US01/ 02550 1 by server 11@caisoigdasson on t he

| eft side o? each figure, 2 and operations perforned by set-top box 131
are shown on 3 the right side of each figure. 4 Fig. 7 is a flow diagram
illustrating the 5 authorization process perfornmed by set-top box 131 and

6 server 111Byisexarsgodd@nzee \whotn oote tdéebddf evitdeob 't diacly fogesent i nventi on.

Ref erring {2nd NSpdiARebnt | (llrothtlf BYf sel-Eb nok 19¢1alORMIAK Sl detects the

presence of a user 9 and gins an‘initiallzation process by detecting the
10 i nser 8 ohhefrighdr idaref 23ghi fidreocket 215 (step 705). 11 Interrupt

switch 244 is phygj.cal by activat edadpant fﬂ@l&@tx@a&&%gticﬁ)@ of smart card 232 in

socket 215. As a result, 13 interrupt switch 214 transmts an interrupt
signal td 3YUCRSEHZEIEBNETUIS Er PRUPITEA B §5F 1GPnPR®tiFy 89CPU 210. 15 In
response,6 CPekvdf) 1aloeansadeiraaansy SRRAVhE lénHstiepn?10) thk6 and begins a
user authorizatian, ss by nsmtting a. . 17 service .request nessage to
server 110 Hg?n%&c&%ﬁﬁ:ga i oﬁgggﬁnﬁgrtozghf (usqpeeﬁ ﬂ%t. St§eR_ferri ng to the
left sidé@ ofifi gl, Betsepnaroxl 101 2detregggoblie nresengesef \d seerequest

transm ttﬁ%fx&%@gﬁﬁ‘{s‘ BRPin &L B9%adiBh BYoRELS PyMdadeaP: AYLpQri zation check

(step 665- 22 “First, server 110 transmts "a request” for user and 23
ter m nall0 nfape®Eidn of sERPrT73EYd &AM inkot ePekete@diy éstert T0Ser

i dent i figat iqpei Al HRLELOR f1r40%}:ﬁl‘>\ﬁéi'%§§igegct§.{?c@i bgoxfard (e.g., customer
identification nunber 331, user 26 332, and age identifier 336; see
smart cardd 282erFqf of7smym) )cardnéP3 dindagaket deit-i f Pead i %ePULEF or mati on from

the 28 assehropAgdeswikaspimereiysftst BR [eaMasiNgigiimmal 29 (e.g.,
box serial nunmber 342; see asset nmnager fl ash
14 system controller 211, which in turn notifies CPU 210.
15 In response, CPU 210 clears (erases) SDRAM 218 (step 710)
16 and begins a user authorization process by transmitting a
17 service request message to server 110 using communication
18 port 217 (step 715).
19 Referring to the left side of Fig. 7, server 110
20 responds to the service regquest transmitted from set-top
21 box 131 by performing an authorization check (step 665-
22 1), First, server 110 transmits a request for user and
23 terminal information (step 730), and in turn receives
24 user identification information from the inserted smart
25 card (e.g., customer identification number 331, user PIN
26 332, and age identifier 336; see smart card 232, Fig.
27 3(B)), and terminal identification information from the
28 asset manager flash memory of the requesting terminal
29 (e.g., box serial number 342; see asset manager flash
30 222, Fig. 3(C)). Server 110 then determines whether the
31 information transmitted from the terminal requesting
32 service identifies a valid customer account (step 730).
33 This step involves comparing the transmitted customer

34 identification information and terminal information with

25



30 222, Fig. 3(C). Server 110 then determ nes whether the 31 information
transmtted fromthe termnal requesting 32 service identifies a valid

cust oner account (step 730) 33 This step involves conparing the
transmtted custoner 34 identification information and termnal information
with 25 WO 01/ 56291 PCT/ US01/ 02550 1 correspondi ng i nf qrdia@gogmsgd ored in
network MAUFPEPE 416 2 1f the custonmer account is not valid (e.g., the
custoner 3 has not paid required periodic fees for access to the 4
network), or if the serial nunber of the transmitting 5 set-top box 131 is

invalid, 4t h@@rr'ieiﬁ&rdlihé_lwmfcadmhbﬁ StofedCust naBro et seaddRI4 1660 set-top box
110, thereb caus

&omer serV| cg ite tQ h? |caI Iy
accessedzby 8”t€hé:“%§PWﬁa"1‘ccr°él(ﬁ' edi WY rV|c *(&St'ep 66‘? dISp| ayed 9
by the user hgerﬁamcﬁal@ste@:ﬂzﬁéﬂ pseéodnm tﬁemsr fghtaqesisi ba qltiJE of Fig. 7). In
O O et yoi)S, S LBl SENLEC S oLl AL ANSMhs L fgr Tat ] on

regar di nd t Ag* ‘P’ ans for dehyih e séervice request (e.g., delinguent
account, 513suﬂamgnocrqxzéalussarlrt\@rlnﬁnatr)en Heaveust thdrasemitecd site 14 al so

provides a tel ephone UES 14 dreplPchiisifigre are any
addi ti ond ﬁﬁﬁg Tons s qugge‘éé:l?l ESFL y%é:l ow, ﬁe ffa“ reur}ecofssﬁcgarever 110 to
transmt 7anthe custmmerzservicecddet osks a&%}?mbékcil%lly RCEGERES Y channel 18

table from gk“geim%qd rbaﬁés%%%%ﬁcetmre%bywi | o g splfyeer ver 110 to

remotely enable each user termnal of channel - based petwork at the
begi nni ng® obyesbd R t2Imtedhi [RHePsdE3i oife PPESERVEIIPT18T M i fies a

valid 22 cust eNgl ACCOURt oné habaaneho) frassestbhemsdrepcé3fiteo 23 step
735. Next, server 110 determ nes whether the 24 inse ted sma%/ card
i dentifiks FTPBSPHEHH: §§F‘a5f°?hr 9a3810E TR A°3F 38T T 11GLerYi ce, or

guest user (t$'1Te€pe37\3:5Qe regfebn oOngy.enmbollingrEnt tahr:gt_lmte,t ermnation is
e o DheblABRTERN el BRI ST Ao g o 0 o
i nformation dhsogp;oviﬂ£50@xtgéep@@nqq@mmggrffqpnthe customer to call
15 if there are any additional gquestions. As described
16 below, the failure of server 110 to transmit an
17 authorization code to set-top box 131 prevents a channel
18 table from being loaded into SDRAM 218, thereby allowing
19 server 110 to remotely enable each user terminal of the
20 channel-based network at the beginning of each user
21 terminal session. If server 110 identifies a valid
22 customer account, then control passes from step 730 to
23 step 735. Next, server 110 determines whether the
24 inserted smart card identifies a resident user of the
25 terminal requesting service, or a guest user (step 735).
26 In one embodiment, this determination is performed by
27 comparing the user identification information (e.g., user
28 PIN or customer number from the inserted smart card) and
29 terminal information (e.g., the box serial number from
30 the asset manager flash) that is received from the
31 requesting terminal with the home terminal number
32 information stored in network database 416. If a guest
33 user is detected (i.e., the received user and terminal

34 identification information fail to match the home

26



30 the asset manager flash) that is received fromthe 31 requesting
termnal wth the hone term nal nunber 32 information stored in network
dat abase 416. If a guest 33 user is detected (i.e., the received user and
terminal 34 identification information fail to match the home 26 WO

01/ 56291 R4 g@%}/ 02550 1 term nal nunber for that user pc¥igSolpespch from
step 735), 21 en server 110 transmts a guest authorization code to 3
the requesting termnal (step 740). Conversely, if a 4 resident user is
detected (i.e., the received user and 5 termnal identification

i nformati dn ratrwires! thabhpngon thet niset; NBAberarday firhmtstepe”35NO br anch

from step,738hen JodV2@N186r ¥InshiOsty adm%@tt awm&%& USRS cgut hori zati on
8 code to the requesting term nal &ste 45-1). Returning to the right

side of Fidy. the Z3uSStils teEHIALt (FFRP (44Y - |o‘é?ﬁ‘ﬁeffF§hY4 and ternminal 11
identificatieasiddd ndkirons taxteeteer (1K), ( 8hepPrdotivedSeser bagt op box 131

waits to rsec%l ve, a a%‘%hgrtzatl on cog from 13 server 110. In one
enbodi nent”, iF lgl'b%]eslt A5t HETI 280 DATO TRt B8R RS ERG P om server 110
(step 750)4 tlaemxsae)t rusper 1fohahat 3dsaet @onbpescitebhestéhesgyuest is

authorlze e pr oces volves ecki re-set flags
or i n?ror-rgg I on cé%t trlgP Slmqtﬁeg O\A%é‘r%en ot - au‘EQ Box¢ Q-%fﬁ 18 t hereby

al | OWI ng téhecoumero t@edengua%@MstEmgwést(SUSerMS 119 I n ot her enbodi nent s,
the guest quthori g@gdﬁqngotgegrg Q}Qﬁ{ |§)lraep59c§§ 2Peeperformed before

service 21 request (ste guest is n aut orized (NO 22 branch
from step1WSGFanﬁfhb?F%“ﬁeuE%érldceéltm‘-h%tliosl EBdctﬁmfé@taéd to the custoner

service sit e ;heat £ S8 Yformdd idA0cd HeQRe£6D10 S(%QeBOHS))m lsgtL _portion of
Fig. 7), which 25 is then displayed by the user term nal (step 765). If a

26 guest % &GPhBP¥ 7t FIESS brarfeRet Yot paphosiratden; fode Xzomesi dent user

aut hori zai3 ORee0de 110.r eaqi ¥esl dnboBLS&Mter s 38gdddt (StRPr7AR+1Lh, then

set-to npl etes th 29|n|t|aI|zat|on rocess by storing an
authoere&ﬁﬂ:ﬁ&éﬁefs rece?ved E&om server 110 (step §%0), thenyget -top g

box 131 determines whether the guest is authorized. This
16 determination process involves checking pre-set flags or
17 information controlled by the owner of set-top box 131,
18 thereby allowing the owner to deny access to guest users.
19 In other embodiments, the guest authorization
20 determination process can be performed before service
21 request (step 715). If a guest is not authorized (NO
22 Dbranch from step 750), then the user terminal is
23 connected to the customer service site hosted by server
24 110 (step 760, see bottom left portion of Fig. 7), which
25 1is then displayed by the user terminal (step 765). If a
26 guest is authorized (YES branch from step 750, or if a
27 resident user authorization code is received from server
28 110 (step 745-1), then set-top box 131 completes the
29 initialization process by storing an authorized channel
30 table in SDRAM 218 (step 800, described below with
31 reference to Figs. 8(A) and 8(B)), and then entering the
32 user interface phase (step 900, described below with

33 reference to Fig. 9).
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30 table in SDRAM 218 (step 800, described below wth 31 reference to Figs.
8(A) and 8(B)), and then entering the 32 user interface phase (step 900,
descri bed below with 33 reference to Fig. 9). 27 WO 01/56291 PCT/ US01/ 02550
1 Figs. 8(A) and 8(B) are flow diagrans showi ng the 2 process of | oading
(storing) vopixsswiel table into SDRAM 3 218 in accor daneermsbéinzssot er nati ve
enbodi nents. In 4 particular, Fig. 8(A) illustrates a channel table |oading
5 process in which a channel table is downl oaded into 6 channel table flash
219 before being | oaded into SDRAM 7 218 (see Fig. 4). Alternatively, Fig.
8(B) illustrates 8198 cah(éﬁnéll’dtaa(l?l)eaF%a%l}i‘?f’gdﬁP@’é%%%s AYiPG dHechannel tabl e

is 9 doml@agﬁ@ce!bge@]tlnbaumh@ SRAVNhGL8 anGinkhetarepifdo i sram 10 channel
table flash 219

I n both enbod) some of 11 the steps perfornmed
during the3l & Ag ﬁ?%‘?,ré"§§c8v‘é‘rqq:§ﬁati§n%‘t‘?? §F‘B%‘il“tfé‘rtﬁor nﬁ'd during the
aut hori zatj OrpaQFtQGE$Sr 1¥igsee (A g11dptrarub ar ehiferleftabee i terinki ed with
like 14 reference nu 15 Referr br ef | not e that
set-top box PrOCEsE th d‘ﬁ‘s"ﬁptg Ck};ﬁn&ﬁé d?efj"‘é’h%oatdgpm"ﬂ’é‘? i nf or mati on,
17 a channel dr-almhelveals]neorﬂasmmrs lb@fSEdé \mlnlglﬁ)oi@éceﬁn?85$DRANﬂ8 Thi s
channel taI ersLon. roipgdi regent ver5|on of the

28 (3 g in n‘g meﬁ%‘ taB? 'fIa %?@ ufﬁrat

channel tabl e store ch nnel e vsefr (assum ng
t he user I8 ahaphepetikfientloadéng prazeRef Er Mmghn@wrtr@lt heblefis si de of Fig.

8(A), the 923@%%@@@(3 célﬂeee@lyngqt(ostseﬁmgma %nanaeén tc@B#,&'d' Q SDRAM 24
218 begins with a version check procedure that is or rrecf by server

per
110 (steplBashEpnelntapie 4Bl #eht | I“Z‘BO‘tfhleﬁ“b?é%fS?f&ﬁrcﬁ@&k 9 ocedure is

performediaf tefe &tzﬁsr@&f@em&d L@ﬁrmgsthélema!d‘lhgdpwbetsféeoaéﬁml zation phase
28 (i.e NO branch of step see Fl}%%aé%;and before the 29
t

transm sstén ‘Bt éeﬁﬁterf’fﬁ? dPresget hog52zatiqn procegs 7)  The
versi on check(ggeoedur® ,i rabudes werpabiegiddi€ified with like

14 reference numbers.

15 Referring briefly to Fig. 7, note that set-top box
16 131 transmits, along with user and terminal information,
17 a channel table version number to server 110 (step 725).
18 This channel table version number indicates the most

19 recent version of the channel table stored in channel

20 table flash 219 for the user (assuming the user is a

21 resident user).

22 Referring now to the left side of Fig. 8(A), the

23 process of loading (storing) a channel table into SDRAM
24 218 begins with a version check procedure that is

25 performed by server 110 (step 645-2). In one embodiment,
26 this version check procedure is performed after a

27 resident user is identified in the authorization phase
28 (i.e., NO branch of step 735; see Fig. 7) and before the
29 transmission of the authorization code (step 745-1; Fig.
30 7). The version check procedure includes comparing the
31 channel table version number transmitted from set-top box
32 131 with the current channel table version number stored
33 in update manager database 418 (see Fig. 5(C)) for the

34 resident user requesting service (step 737). In one

28



31 channel table version nunber transmtted fromset-top box 32 131 with
the current channel table version nunber stored 33 in update nanager

dat abase 418 (see Fig. 5(C)) for the 34 resident user requesting service
(step 737). In one 28 WD 01/56291 PCT/ US01/ 02550 1 enbodi ment, an UPDATE
AVAI LABLG S fkeet s assigned a first 2 value (e.g., 1) PCTUs@/2bsannel table
stored in set-top 3 box 131 is different fromthe current (master) channel
4 table stored by server 110 (step 737N), and assigned a 5 second val ue
(e.g., 0) if the channel table stored in 6 set-top box 131 and the current
(mast er) LchemRRAineaby ealy UAPBTE RAVATIMBLE eGP 237 FFS1aMRS AUBBATE AVAI LABLE
code is 28 YoRrfe teagsiit ad taesatadn@m b@%lél-?s]toQEdtb@ gee:qw@ ting 9 user

termnal _(ste 5- hat transm ssion UPDATE

AVAI LABLE CBb 2y L5 iRrRtnBhoh Wit FOFRARE IFSeFaRLARASN of a resi dent
user aut hortailtd erocedeby segvet 21 Bl e(st@A57 NG gndY;tssn&:bsiequent ly, if a
channel gab ‘?con](ﬁvggwgl péat N gﬁeﬁ ﬁh%t gﬁ%ﬁrﬁé’leQaforlgnk{&eeJ qquesti ng term nal

14 (step 67 e reques anne els transmtted to 15 the
term nal 6( sselp-BP5Poxahil t3en thhecunreate (nestager chaneedk disdde 418 is

modi fied;(s,ep @ROkahd tmm@mer 1hndeseppbed nyRovesLfdfle Update manager
dat abase 418 is 18 nodified, server 110 returns to an idle state, as shown

19 in Fi§. bhem(mREFBIETSE toRPEREPR HoKi 4Rt 2 ddeoFeRTqFtiBEA), the 21

process of | gadidGmnshaielp vable) i nivetSDRAM 213 beghdsissddnWi th
interpreting the UPDATE AVAI LABLE code received from 23 server 110 (step

810). NdPe Phathe MEOPIEHYALAGHEyCSHE Fart Bf P HGARFRYT deit” GB8rs. If no
updat e 13 avaahsihilssioR50f N:)rblsaﬂéﬂilt afsegt eatﬁaﬂ)z.attlbancm (ts@ep box 131

(Z:(igl ??\tt Dﬁefb\G rzﬁ“g’uﬁgtggg gﬂ%}?%npt?’:téygglﬁsaer?‘? ‘ﬁt%&f a?f:gbloge]; Lt??gnsy
(step 9Q0) . db¥¢nkmdipeghest aszgeaaavémtﬂrem(h’lﬁés rcpreching sd4w@ind10), or if a
guest usgl i3red%AYL NORL 2881 RK ¢ 88 e MROKARL 1R REAN LS EP 750;

15 the terminal (step 675), and then the update manager

16 database 418 is modified (step 680) in the manner

17 described above. After update manager database 418 is

18 modified, server 110 returns to an idle state, as shown

19 in Fig. 6.

20 Referring now the to right side of Fig. B(A), the

21 process of loading a channel table into SDRAM 218 begins

22 with interpreting the UPDATE AVAILABLE code received from

23 server 110 (step 810). Note that this step is only

24 performed for resident users. If no update is available

25 (NO branch of step 810), then set-top box 131 copies the

26 requesting user's channel table from channel table flash

27 219 into SDRAM 218 (step B60), and initiates user

28 interface operations (step 900). If an update is

29 available (YES branch of step 810), or if a guest user is

30 authorized by set-top box 131 (YES branch of step 750;

31 see Fig. 7), then set-top box 131 transmits a request to

32 download the current channel table datal(step 820). Note

33 that the specific channel table data requested is

34 determined by the user identification information stored

29



. an alternativé e

31 see Fig. 7), then set-top box 131 transmts a request to 32 downl oad
the current channel table data (step 820) Note 33 that the specific
channel table data requested is 34 determ ned by the user identification
information stored 29 WO 01/56291 PCT/ US01/ 02550 1 on the inserted smart
card andwoowserdor k dat abase 416, 2 thereby preventi ngPUEERYP50m
accessi ng unaut horized 3 channel table data. In the disclosed enbodi nent,
if the 4 requesting user is a guest user (NO branch in step 830), 5 then
t he downl oaded channel table infornation is stored, 6 directly into SDRAM
215 (st op 340 ChOoErseR it EREY Sd i BeEREE fasrbrse il dent user
(YES branchtharssepr@v8dding tuserst fieodandesadad whamnhekritedl e is stored in
9 channel, taple flash.21 step 8 , ,and then copied into 0 SDRAM 218
(step 860). CE‘T"?‘%‘# ;Ea@ﬁgnaae‘(‘a’ta%lneﬁﬁésdlbsecglr?sf% %‘F%‘?Ael Nt sbRANI®218, set -t op
box 131 ant eeguédreingsaser1Ps intmwrebacesghad® psaeph A00steph8d® ,i s descri bed
bel ow. 3 FLQ. ) C | e .l i ng: e according to
Tat HEh Hpoopdniiad IARAE) LAD 1nBEhat il AS B Eoedd 2 ops ¢ hat
are identé cadliireotihdsdo $BRAN 3lszddtep 410 -enBodversrlyshé@inther Fig. 8(A)

are 17 identibhhesk Wd hiskhe; salm JsehieheNee NUFREr Sraid ihNgted 8 description
of these steps is omtted for_ brevit 19 Referring to the right side of

Fig. 8(B)S ®©RO) pOhRL ShGaficenifaded: ARaRRRF@PaRHEE FRAFED P t he UPDATE 21

fA|VA| hAng cedenferaiand ELosh szewlq@té%loamgig@?aesném;opiag chxannel table
ash 219 stores urrent annel_ tabl e or _the resjdent user

request i 1y §§P&4c€1§l\i@tﬁpaﬂ§® of %‘fﬁﬁrs? PEBI6) t??lﬂ‘:ﬁ htaﬁek’eﬁ'énnel table is

copi ed friomsebaadein SERAMabl®, fdeasthog1Bot A 38DRAMEPd & Hestuepr815), and t hen

user 2612| ntl%(:fe?f co%%ra E;i L epar9%0|)ni H\aéhedis( Ste %aoeoc? be?L7w.Oonverse| Y if
an update i s aval %a%l e ?YE% %ranch of step 2§l g?’ff) oritYa guest user is
aut hori zZedl by seFigo (Boxsheis ThaESl brarich lohdineprisesssee Fig. 7),
then setrfon hg¥a30y 431 ahr 2088t i3e’ SAMERQ JPVN O3 Lhge Current channel

15 invention. Process steps that are identical to those

16 wutilized in the embodiment shown in Fig. 8(A) are

17 identified with the same reference numbers, and the

18 description of these steps is omitted for brevity.

19 Referring to the right side of Fig. 8(B), in

20 accordance with the second embodiment, if the UPDATE

21 AVAILABLE code received from server 110 indicates that

22 channel table flash 219 stores a current channel table

23 for the resident user requesting service (NO branch of

24 step 810), then the channel table is copied from channel

25 table flash 219 to SDRAM 218 (step 815), and then user

26 interface operations are initiated (step 900).

27 Conversely, if an update is available (YES branch of step

28 810), or if a guest user is authorized by set-top box 131

29 (YES branch of step 750; see Fig. 7), then set-top box

30 131 transmits a request to download the current channel

31 table data (step 820). 1In the second embodiment, the

32 downloaded channel table information is stored directly

33 into SDRAM 218 (step 835). Subsequently, if the

34 requesting user is a resident user (YES branch in step

30



31 table data (step 820). In the second enbodi nent, the 32 downl oaded
channel table information is stored directly 33 into SDRAM 218 (step 835).
Subsequently, if the 34 requesting user is a resident user (YES branch in
step 30 WD 01/56291 PCT/ US01/ 02550 1 845), then the downl oaded channel
table i s wopi/ssgorli Nnto 2 that user's portion of channel pcahisei/d2ssash 219
(step 3 855). This copying process can occur any tinme during the 4 session
(i.e., not necessarily before user interface 5 operations are initiated, as
suggested in Fig. . In 6 the disclosed enbodi nent, user interface
oper at i ohs %ft)ep th?“g dowplpaded ghaanat tterblehas cepBiiedgipt@cess (step

855), 8z0r¢ndt tufs@rr'e%&sﬂcﬂoﬂgoﬂwradn%latmtﬂ@ép Pranghefromstep 9 845).
I n anot her %ng)o nt t he cogx rocess can 10 occur any time during the

session @i . £ A8 R €F8r%°‘iﬁsrera“VnF’éP? SUEBPethtt i ons are
initiated, assshzansugges,t ecbti neEeagsar&(lB) befdlr:ia hisgr fhiexfacsinplified state

dlagramlllustr t.in N rface e 900 that erformed by CPU
210 and 15 % s%elr%ngo% § ag%(i 0 5’8 Stedb& &hqi (83@%P gIO in 16

accor danée V\M mncswéoeﬁ@o&mmmmemt. tdserpmetsaazﬁacenvpemamns 15t els rrenti oned
above, user g b@) &R PRASS %@Qe;(-strge gyg&gpﬁeé‘ét@ tep gh@nNel table is

| oaded (stored) In SDRAM 218 19 (set-to cannot "operate unless this
condi ti of i8r PO thet FeaestRaferfehdst 8 gwesy N0 Brarchoffrpigsted in the 22

di scl oseq eghedi MRt andeidr ieBb8&{RGR ,ORRE aéd;gﬂ%ga{uﬁo@e%s' Rhhi ated by
transmttlng fromset-top box 131 t he home 4 page URL stored on the

i nsert edOsnAFFUT &Y, t%‘é%e‘?‘%ﬁlﬁ@ By sessign sph -y - hBﬁ’é RREFESPREBY nat i on
downl oadad hepsrs arseer idddrra2e 6540ti349) aranGithgpe®nta@dri ng an idl e node

(i.e., 27 indicate orizontal line across the top of Fig. 28 9).
Thi s hoﬁ@ paﬁ%gesslttg &énhaq sg( é%accessed any time 29 during the session by

pressi ng3t he HONMBEd.uAicis on deplBlidstsept 82)agram npuistiatiag 133 (see Fig.
2) . HO”%Apagser interface phase 900 that is performed by CPU 210 and
15 system controller 211 of set-top box 131 (see Fig. 2) in
16 accordance with one embodiment of the present invention.
17 As mentioned above, user interface phase 900 is performed
18 after a channel table is loaded (stored) in SDRAM 218
19 (set-top box 131 cannot operate unless this condition is
20 met).
21 Referring to the left side of Fig. 9, in the
22 disclosed embodiment, user interface operations are
23 initiated by transmitting from set-top box 131 the home
24 page URL stored on the inserted smart card, receiving and
25 display home page information downloaded from server 110
26 (step 910), and then entering an idle mode (i.e.,
27 indicated by the horizontal line across the top of Fig.
28 9). This home page site can also be accessed any time
29 during the session by pressing the HOME function key
30 (step 920) on input device 133 (see Fig. 2). Home page
31 operations are then performed using the various input
32 keys provided on input device 133. Although user
33 interface operations are initiated in Fig. 9 by accessing

34 the user's home page, in alternative embodiments

31



31 operations are then performed using the various input 32 keys provided
on i nput device 133. Although user 33 interface operations are initiated in

Fig. 9 by accessing 34 the user's hone page, in alternative enbodi nents 31
WO 01/56291 PCT/US01/02550 1 initiation may include displaying channel

nunbers apggyde29i te names for a predetermned portion ofcrbsiaisannel 3
table stored in SDRAM 218 (i.e., pre-selected "favorite" 4 sites). 5 After
user interface operations are initialized, the 6 user has several options
for accessing additional 7 Internet sites. For exanple, the user nay press
a "MENU' 1 8ifimidtion key insdadeddinplegineeciromels nepbeso)and her eby 9
causing GPU.240 dnedl £BE & pRABEEINBIUADELSc A0 o kReN@MEMe1L0 (Ot URLS)

fromthe“channel table store 11 (Step 935). The menu nay
i ncl ude @r otpblefstogkedt &y SPRAMNE &8 nt- esvt@éet%ﬁ]é‘@&epz SR ¥RFiEeCommon feature
(e.g., ony 13.Liype stores), or sinply list available channel nunbers 14 and
associ ated Internet site nanes. The user can enter , 15 an cJdntgzsr net site

ei ther by sel ect?iFr HEST MEPHERCS| IRET2E4ORANRF SING LB hE2S fck 206 on

rendte 2@2 (ke€.hasl &epasal iaptiipgs af Ctiratesanty 4Rl tibassi ng (clicking) a 18
butt on aSSO% ﬁt ed Wstlrtl. L he }.J'ocl):y%&la(:k e (ﬁ:thepugé}o emr I‘I n Ut”he
t hr ee- d| BhERNET SAdfber 'Usi ng Be numer PE pya(? on renote 202

(step 94%) fahcpi@s Kelyg lacyrest assrgmece 222 (stexe"93k)ey tm:my operates in a

manner si Iarsg_ aCE%ZZ%)e@Cgﬂl gﬁaguéﬁa?ﬂne n%g{fg&gngéﬁt%f%& . 1f a

23 channe entered usin eseé ne 210 reads
and transhi t(QOFh@RIEﬂjI’ feopotit wgannekbriadtle25tavelt eiss SPBAYM) 234 om t he channel

table stpre M 2 a I i nf ormati on
P ct&ef%%% Sglﬁeé Cr%eggl ?’ﬁ? gown] q§ou§; ednel1atle

received fromt ernet site Al ternatively, the user
may sinpldy SREEFNEL eSS SRFIFS2ERIMNEA RIRBRr fedaTEPe G- e edSing t he
sel ect edy 3 ntiamBettoRdd)Si be Mind1qut i i splaaiaBget SigariRNUNLAbOFsTAL i ON. For 31

exanpl e, tr“gd%sggsggyggzgt?ntégyg%nggtguggﬁgé "O%Q; user can enter
15 an Internet site either by selecting the Internet site
16 name using the joystick 206 on remote 202 (i.e.,
17 positioning a cursor and then pressing {(clicking) a
18 button associated with the joystick) (step 940), entering
19 the three-digit channel number using the numeric keypad
20 204 on remote 202 {(step 942), or pressing a pre-assigned
21 "site" key, which operates in a manner similar to a
22 speed-dial button on a telephone (step 946). 1If a
23 channel code is entered using any of these methods, CPU
24 210 reads and transmits the corresponding Internet
25 address (URL) from the channel table stored in SDRAM 218,
26 and downloads Internet site information received from the
27 selected Internet site.
28 Alternatively, the user may simply enter a memorized
29 channel number, thereby accessing the selected Internet
30 site without displaying the menu information. For
31 example, the user can enter channel number "010" on
32 numeric keypad 204 of remote 202, thereby causing CPU 210
33 to look up and transmit the URL corresponding with

34 channel number "010" in SDRAM 218 (i.e., www.XYZN.com),

32



32 nuneric keypad 204 of renote 202, thereby causing CPU 210 33 to | ook up
and transmt the URL corresponding with 34 channel nunber "010" in SDRAM
218 (i.e., wwv XYZN.conm), 32 WD 01/56291 PCT/ US01/ 02550 1 thereby all ow ng
the user to imredi ately access the I'XYZ 2 News" site. This feature

provi des wp fiRé9advant age over 3 conventional networ ks RCTAISONGSEES | nt er net
sites using 4 pull-down. displays. That is, when a | arge nunber of 5
Internet sites are stored in such pul |l -down displays, a 6 user must

performthe tedious task of |ocating and 7 highlighting ¢orrespondi ng
site nand ofhqnedy BiOYHI ghgcBESEi TRy HHEediat é‘%cFﬁfe’frﬁ‘e 'Xfte. In

contrastz Ne&igM |saltet0 THicatfieaguae fpnoaridee aek@/iamwantscjatdv@m the 10
pr esent #nventlon al | a.nmenorized, 11 channel nunber,

thereby Prmetft'arsty™a c’éests‘ﬁ’%g‘ tﬁ%atlfcsceelsgc%%‘aeﬁ Y PREES 1% t hout
mani pul ati nguliHdowdowmsp ULy di s@haysxs.14rhbn adthtgeomutnbenczfessi ng | nt er net

SiLes USENgrIR ANandete 0 Uers o LS IRy B, RPl fo0al BhPIAEL A LN the 18

I nternet "sites using nuneric keypa unction 17 205 (steps 950
and 955) 6i nusewy Wﬁné?ré‘?ﬁb(ﬂ*@eée@ym{%éasmoéelfé@ttéagl at@rnet site.

Si m' larly, hoystigheibyngtédrrestd gpfrqmmg SHROW L adoRybéherd Nternet site
(i.e., 20 ogiyrfllgﬁll ﬁﬁza cursc?r %tg sel ect product for purchase) 21 are

di sti nguﬁshéﬁcqsrsdtﬂgc Antglehedc tPeRreht e“ﬁt944)In &°3tra3tt hen perforned

(step 959). sfhheir ftunmbtmd@e)és fabof BIDtR 1e28s 282 stAYibe, prravi ded to

correspond wi th other commonly 24 used browsing and tel evision functions.
Exanp! o3 Oof PESRANT 28VBUEH Ghe Hrd™ BASET dRdFRRANISFOFT 8] return to 26

previ ous1si tRSinel’ GdAbREL U%‘rebtyolmmenbeaaeéﬁsﬁb AHEET | cal | y- nunber ed
ranmer  &7m Parec S ABTF e 12020 RS TRGPHCET T CAATER A channel nunber
30 usi nd3nunksplakeys on the keyboard. Simlarly, site keys 31 can be
prOV|deq4on keybﬂ@ %d%@?on'ébf¥¥1 EE?Qg féy%nggrsites using

15 channel numbers, the user is able to interact with the

16 Internet sites using numeric keypad or 204 function keys

17 205 (steps 950 and 955) in any manner supported by the

18 selected Internet site. Similarly, joystick function

19 commands supported by the Internet site (i.e.,

20 positioning a cursor to select a product for purchase)

21 are distinguished from channel selection (step 944), and

22 then performed (step 955). Other function keys on remote

23 202 may be provided to correspond with other commonly

24 used browsing and television functions. Examples of such

25 buttons are “BACK” and “FORWARD” (i.e., return to

26 previous sites), "CHANNEL UP" (to access the next

27 numerically-numbered Internet site), and "CHANNEL DOWN".

28 Wireless keyboard 203 operates in a manner similar

29 to remote 202. Thus, the user can enter a channel number

30 using numeric keys on the keyboard. Similarly, site keys

31 can be provided on keyboard 203. 1In addition, the user

32 can use wireless keybocard 203 to enter fext messages

33 associated with, for example, e-mail functions provided

34 by the user's home page.

33



32 can use wreless keyboard 203 to enter text nessages 33 associated wth,
for exanple, e-mail functions provided 34 by the user's hone page. 33 WD
01/ 56291 PCT/ USO1/ 02550 1 The user renpves smart card 232 when the session
is 2 conpleted (step 960). The physical renoval of smart card 3 232 again
act uat es wows62pt switch 214, thereby 4 transmitting BRTUSUERSApt si gnal
to CPU 210 via system 5 control |l er 211. In one enbodi nent, CPU 210 ignores
6 (disables) all signals received frominput device 133 7 when no smart

card is detectedneStsfr FdhovebNsilat Reka B3 eniedi PROtsesSRbh 210 may erase
SDRAM 218 upon renoval of 9 the smart card, thereby erasing the channel

tabl e 102i nEommiatesn (BFeR %03y ShoPbusieaSIRmere1sof SRadthedtddi fi cat i ons

to the dischesedghanpehatiasedediigtebwpidn ana  aksordssi bl e. For exanpl e,
as indicated in 13 Fig. 1 by user termnal 130-C a cellular "web" phone

may 14 Be pFRARISGipRatn dtnitlelrflé%t He9ARAr 0 450 2Pt Vit SYEE®Ronponent s
different f&&mﬁ&m&e pndj canedné Nenodiimeént P cELB 2per {@igpesone or all of the

t | t 17, d . Furth | thaygh th t and
13- i mpl 1 | CATIR BTt OGP LRCET 4 e AEom S5V (HEHS M9dd 19 above)

woul d be 7di whéen stredmathecarseri st deveatald f(sted 9103 . 20n cr:fncttlnerpr esent
| nvent! 0 CaRbe Rl O P H1RN ndy PEL AN Bbaait L 40 B CEoddidd! Bg @ Nl Of- | eve
yS

operating s em such as Invention 1s limted only
by the 23 tbe|¥watgcardi ngersky\VErapingsroe FETNEE0t S50 1 CLAIME 2 3 1.

A channelg baged-RALWAr Krd P10 raGes8 A Respiad D@ NEt conprising: 5 a
Systenlﬁgrver C%ﬂgggtggdiéﬁé!@?okgtég'yig dgggaosed channel-based
12 network are alsc possible. For example, as indicated in
13 Fig. 1 by user terminal 130-C, a cellular "web" phone may
14 be produced that utilizes hardware and software
15 components different from those indicated in Fig. 2 to
16 perform some or all of the user terminal functions
17 described above. Further, although the cost and
18 simplification benefits of user terminal 130-A (described
13 above) would be diminished, the user terminal functions
20 of the present invention can be performed on a personal
21 computer running a high-level operating system such as
22 Windows 95. Thus, the invention is limited only by the

23 following claims.
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6 system server including a channel table database for 7 storing a naster
channel table, the naster channel table 8 including a plurality of channel
nunbers, each channel 9 nunber having an associated Internet address and an
10 associated Internet site name; 11 a plurality of Internet sites
connected to the 12 Internet, each Internet site being addressable by an
13 associ%hed I nternet address of the channel tabl ecTmasaossd a plurality of
user WOSMAE hls, each user termnal 15 including: 16 a nmenory circuit; 17
an input device including a nuneric keypad; and 18 neans for downl oadi ng
at least a portion of the 19 master channel table fromthe system server
and st @uargs 20 t he downl oaded channel table portion in the nmenory 21
circuit, 22 nmeans for reading a corresponding Internet address 23 fromthe
downf oaded channel tabl e portion that is 24 associated with a selected
chanmel nunber Bmtanaglvbasecheetysrk st age9PeE’d 44§ 26 neans for
conngct%ﬁg%ﬁ%gg USRirilsehginal to a selected 27 Internet site of the
plurality of Internet sites by 28 transmtting the gprresponding | nt er net
addr Bss ont @ SHEteRFEEKEE, FRIINecsigd &g Ye ?ﬁéegﬂ% nel "based networ k

accogdi Bgsﬂe% Ghaier lincladimher ehanaarhcdger daeavasmlfolrurt her conpri ses
neans 3 I

for transm tting user_.i.den ificagign &éﬁé&lﬂ% L9Q to the 34
i c 1 E
syst ém $ePREV, aSTSaWrOf}%gE@]i PusbiF 09556 15Wherei nthe system server
f urt ger ; g@IMingea: plim lieywof kerdanahasendears . seach nehaneRor i zed user 3
information, 4 neans_faqr _conpar] Lhe i rapsastt edauser S identification
. . e
i nf o@mf‘?'&?}er\mhlaﬁlf‘?]ea%@tsﬁ(%?iqg%e lr}glé:l’
10 associated Internet site name;
11 a plurality of Internet sites connected to the
12 Internet, each Internet site being addressable by an
13 associated Internet address of the channel table; and
14 a plurality of user terminals, each user terminal

15 including:

16 a memory circuit;
17 an input device including a numeric keypad; and
18 means for downloading at least a portion of the

19 master channel table from the system server and storing
20 the downloaded channel table portion in the memory

21 circuit,

22 means for reading a corresponding Internet address
23 from the downloaded channel table portion that is

24 associated with a selected channel number entered via the
25 input device, and

26 means for connecting the user terminal to a selected
27 Internet site of the plurality of Internet sites by

28 transmitting the corresponding Internet address onto the
29 Internet.

30
31 2. The channel-based network according to Claim 1,
32 wherein each user terminal further comprises means

33 for transmitting user identification information to the

34 system server,

35



6 information, and 7 neans for authorizing the transm ssion of the naster
8 channel table portion only if the transmtted user 9 identification

i nformation matches the authorized user 10 information. 11 12 3. The
channel - based network according to Claim2, 13 wherein each user term nal
further conprises a socket for 14 receiving a smart capgrbspaiorsse
programréﬁongwﬁizﬁcl ude the 15 user identification information. 16 17 4.
The channel - based network according to Claim3, 18 wherein the nenory

circuit of each user terminal 19 conprises a volatile nenory, 20 wherein
each user; term nghefdiid hBE Spamm sesveRlfwnthiemt epmpmitseswi t ch connected to
t he socket wherein 22 the_ interrupt & JEASE LS @8I Nterrupt control
23 signal? when t RenSTHIK gﬁ‘r"dbase |f'é§er?8\£dlﬁtao t|’8'le socket, 24 and 25 neans
for erasiqng ﬂnfi!erM@t:%n,l e menory in response to 26 each interrupt control

signal generated b L&k 28 udér 5. The channel - based
net wor k atcor di ng® Or coﬁpgy% t%ér EIY.\%] each usgr termnal further

conpri sess nﬁaiaesltlsicémort Hafigphatiarg wileh el aUtBeRL £9F SFon i nformation to

32 the sy 3 erein the systemserver further conprises: 36 WO
01/ 56291 é’ W@%T}égaggo%l\@g net wor k dat abase for storgn auth r| zed

termnal 72 infomgankofer FUrBRASZI WOSNHEFRHY FHER P ®ternminal 4
identificgtiQyifahoegBié Qibrtiibh. éduey alft khaei Eﬁd‘\sﬁtﬁ.ltl&bﬁathseﬁ i nf ormation, and

6 means f(9)r fclijénqgrfll%:laggorg hlenftorrglggar.%nssrr{ rc]:hgfs E he am%%yf‘{zed user
10 information.
11
12 3. The channel-based network according to Claim 2,
13 wherein each user terminal further comprises a socket for
14 receiving a smart card that is programmed to include the

15 user identification information.

16
17 4. The channel-based network according to Claim 3,
18 wherein the memory circuit of each user terminal

19 comprises a volatile memory,

20 wherein each user terminal further comprises:

21 an interrupt switch connected to the socket, wherein
22 the interrupt switch generates an interrupt control

23 signal when the smart card is inserted into the socket,
24 and

25 means for erasing the volatile memory in response to

26 each interrupt control signal generated by the interrupt

27 switch.

28

29 5. The channel-based network according to Claim 1,
30 wherein each user terminal further comprises means

31 for transmitting terminal identification information to

32 the system server,

33 wherein the system server further comprises:
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7 channel table portion only if the transmtted termnal 8 identification
informati on matches the authorized 9 termnal information. 10 11 6. The
channel - based network according to Claim5, 12 wherein each user term nal
further conprises nmeans 13 for transmtting user identification

i nf or mat i\9g oi/es2éthe 14 system server, 15 wherein the sygtrasos®sseer further
conprises: 16 neans for conparing the transmtted user 17 identification
information with the stored user 18 identification information, and 19
means for authori zi n% the transm ssion of the master 20 channel table
portion dnly if #HE™MOEksATtRRAFeUsRF StrringnehoaTderenteiFiaRMat i on
identifies aﬂfadenzed user. 22 23 7. The channel - based net work
according to d ai mnls fO2 4 wher ei he mam)r¥ chwt of each user term nal
25 conprises a non-volatife pr?é‘rrﬁ?y or T PSP hi % He5RAT2 26 channel tabl e
that is |4jentd|eﬁteﬂl¢gtlanchlafnwiatuabl\ext:h? thersmmmuabeﬂ:ernamdlrreans for
transm ttd ng tRe, channel 428 tabl e version nunber to the system server, and
29 wherein the system server further conprises: 30 an update manager

dat abase & or stor¢arg fogupwidmrizinghtimndiranant ssiver of obhevmaiseeri nf or mat i on

associ at efl Winblne B2 1@ gaﬁfan %m?nﬁé éréblt@an%t\é';doééé&%%& PCT/ US01/ 02550

1 means for conparing the channel table version nunber 2 received fromthe
user tern§ naidepfihigard oguirEmimatAapneatchest she eaurdesised nunber, and 4 neans
for transdn tddrRgnal iH¥d2mec8M@l | able code to 5 the user term nal when the
ver si on nunber received from 6 the user termnal is different fromthe
current thannel 7 table version nunber stored in the updat e nanager 8

dat abase1l 6. The channel-based network according to Claim 5,

12 wherein each user terminal further comprises means
13 for transmitting user identification information to the
14 system server,

15 wherein the system server further comprises:

16 means for comparing the transmitted user

17 identification information with the stored user

18 identification information, and

19 means for authorizing the transmission of the master
20 channel table portion only if the transmitted user

21 identification information identifies an authorized user.

22
23 7. The channel-based network according to Claim 1,
24 wherein the memory circuit of each user terminal

25 comprises a non-volatile memory for storing a local

26 channel table that is identified by a channel table

27 version number, and means for transmitting the channel
28 table version number to the system server, and

29 wherein the system server further comprises:

30 an update manager database for storing a current

31 channel table version number information associated with

32 the master channel table,
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9 10 8. The channel - based network according to Claim7, 11 wherein each
user termnal further conprises neans 12 for transmtting user
identification information and 13 termnal identification information to
the system server, 14 wherein the systemserver further conprises: 15 a
net wor k d@icadiag®1for storing authorized user 16 informathCFUSAH@SAssoci at ed
home term nal identification 17 information, and 18 neans for conparing
the transmtted user 19 identification infornation and term nal

identification 20 infqQrmation with the auth e%huser i nf ornmati on and
home 21 tlerni nal"§3¥h °F|E§P‘?atfr+“gn’f:t6‘? ﬂl"ﬁ“&ﬁ b4 e1%EiSH OF nRYH S Fat e

avai | abl e cogeceésvdd areni thedider t23mifel wdeh tne ncuradenenkyanfelbot h t he
transmtted usgﬁﬁm isdl%nt ;}fringglti Qn information and term nal identification
25 i nfor mat i GAPHEL EH WUh " C0F T &spondi ng aut hori zed user 26 information and
hone ternmaal | dem¢ars dati bpansrfidtingi om. upd@Te28v@ilahe chdaned - based

network acgordingeLo QA7 wnd? cHICEELl SACSE S haRak Ly L her

conprises a atile nenory, erein the neans for storing the
downl oadedé chimneser IEOmABRE b%r‘%liféﬁrﬁmitﬂi’e?tm EBRPFREERNtERABNELr storing

the 33 downl qagded ¢baningl nhabée rklomy idhd hipanen-Malafdd e 34 nenory, and
means for copyi ng the downl oaded channel 38 WO 01/56291 PCT/ US01/ 02550 1

t abl e port§ ofatABAFEhe non-volatile nenory to the 2 volatile nenory. 3 4
10. The channel - based network accordi ng to Caim?7, 5 wherein each user

e
11 wherein each user terminal further comprises means
12 for transmitting user identification information and
13 terminal identification information to the system server,
14 wherein the system server further comprises:

15 a network database for storing authorized user

16 information and associated home terminal identification
17 information, and

18 means for comparing the transmitted user

19 identification information and terminal identification
20 information with the authorized user information and home
21 terminal identification information,

22 wherein the update available code is transmitted to
23 the user terminal only if both the transmitted user

24 identification information and terminal identification
25 information match with corresponding authorized user

26 information and home terminal identification information.

27
28 9. The channel-based network according to Claim 7,
29 wherein each user terminal further comprises a

30 volatile memory, and

31 wherein the means for storing the downloaded channel
32 table portion further comprises means for storing the

33 downloaded channel table portion in the non-volatile

34 memory, and means for copying the downloaded channel
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8 table portion further conprises neans for downl oading the 9 channel
table portion into the non-volatile nmenory, and 10 neans for copying the
downl oaded channel table portion 11 fromthe non-volatile nmenory to the
volatile menmory. 12 13 11. The channel - based network according to Claim7,
14 wherewb@gehiuser termnal further conprises a 15 v@CaUsP¥2A®nory, and
16 wherein the neans for storing the downl oaded channel 17 table portion
further conprises nmeans for downl oading the 18 channel table portion into
t he volaﬁlle and neans 19 for. copying the do | oaded channel table
portion ftromt p%ﬁl%lﬁaﬁ %99’%18';11% NoF8t 4% menory. 21 22 12.
The channel vdiaged enstmor k. accordlng to daiml, 23 wherein the system
server f?rther conprises neans 24 for encrypting the master channel table
before storing 25 the master channel table in the channel table database,
26 and 2% whereil®-eathe ugw@nnedrhdsed rfegwphkracaamatingeso mbadis 728 f or
decryptigg the dpwplodestichaBictelnbla RALEAON Z3pbeloce storing the

downl oaded channel table portion in e menory clircuit. 31 32 13. A
channel - Baseell afetifoFRMPBY: #¢essi ng the 33 Internet conprising: 39 WO

01/ 56291 7PCT/ USQ}{289R0t He duddndl 8 té‘cdﬁmb”h@‘é "&ﬁiwnib&ééd Capgeied to the 2
Internet, each Internet site being addressable by an 3 Internet addressand

havi ng af | PRRYNACTEIPR HFReTCompT iRes PF?n%fﬂH%é?wﬁé??ﬁ%ﬂﬂ $hgonnected to
the 5 Int eélﬁlﬁ{nele&@blélslﬁfrth@’nnhﬁ% urw:lnuell-a@lat&@ ReRo¥p alnd e menory
circuit tor|n ?ﬁghannel A ta %éguh pIu%&llt of channel

nunber s ! eaE?F An58PY & 8Vﬂ ?%)%? §sROT P %ed | nt er net

11 from the non-volatile memory to the volatile memory.

12
13 11. The channel-based network according to Claim 7,
14 wherein each user terminal further comprises a

15 volatile memory, and

16 wherein the means for storing the downloaded channel
17 table portion further comprises means for downloading the
18 channel table portion into the volatile memory, and means
19 for copying the downloaded channel table portion from the

20 volatile memory to the non-volatile memory.

21
22 12. The channel-based network according to Claim 1,
23 wherein the system server further comprises means

24 for encrypting the master channel table before storing
25 the master channel table in the channel table database,
26 and

27 wherein each user terminal further comprises means
28 for decrypting the downloaded channel table portion

29 before storing the downloaded channel table portion in
30 the memory circuit.

31

32 13. A channel-based network for accessing the

33 Internet comprising:
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9 address and an associated Internet site nanme of one of 10 the plurality
of Internet sites, 11 a volatile nenory circuit, 12 neans for copying the
channel table fromthe non- 13 volatile nmenory circuit to the volatile

menory circuit, 14 and 15 neans reading a selected Internet address from

the 16 vqlahideemenory circuit that is associated wth perasamnsdo 17
nunber entereé t%rough the i nput device, and for 18 connecting the user

termnal to a selected Internet site 19 that is addressed by the selected
I nternet address; and 20 a system server connected to the Internet, the 21
system server inchudingli2® néahstdmmetr etteisyicognedeat itbi thei on i nformati on

from 23 the HSelLermnal 1n¢d NEANS L0 GAMALLD0. e KGoel ved

identificafio nf or mation W store 1denti rcation’in ornmati on, and
26 neans f8r Imtarsett eddressnaadt htiingash ofnteggett sitcheamey user terni nal

only if the recei ;geglhggﬁtéyf b¢abion teSni AL s 2BnRabBedtd RReSt Ored
identification information,” 29 wherein the neans for copying is disabled

unl ess the5 3Mntapngsei 92¢h gisegoberiidaly ARSHATEd from the system server 31

to the useg term Rahonl AEIANRY ePRENSY icRgcuB WLt hg edl dhsane82 of the user
termnal. 33 40 WD 01/56291 PCT/ USO1/ 02%50 1 leﬁ The channe| - based net wor k
accordi ng fo EIRLENINSIYRING 4, RLPEFF YL 0h CREP e PRTNHISt §PFRer conpri ses

means 4 f@r &Karel hunbgr Usehgi desigrledcasd i o assboiadd dnteenéthe 5 system

, 6 ' h . f h ' 7 k d b
o Storing 1t K TRREnET BT Kard ORCBE 1 OTRAETEh At PRI ITa828 AT hor | zed user

i denti fi cani obhe PliuxhditmtedrInternet sites,
11 a volatile memory circuit,
12 means for copying the channel table from the non-
13 volatile memory circuit to the volatile memory circuit,
14 and
15 means reading a selected Internet address from the
16 volatile memory circuit that is associated with a channel
17 number entered through the input device, and for
18 connecting the user terminal to a selected Internet site
19 that is addressed by the selected Internet address; and
20 a system server connected to the Internet, the
21 system server including:
22 means for receiving identification information from
23 the user terminal,
24 means for comparing the received identification
25 information with stored identification information, and
26 means for transmitting an authorization code to the
27 user terminal only if the received identification is the
28 same as the stored identification information,
29 wherein the means for copying is disabled unless the
30 authorization code is transmitted from the system server

31 to the user terminal, thereby preventing unauthorized use
32 of the user terminal.
33

40



10 wherein the nmeans for conparing conpares the 11 transmtted user
identification information with the 12 authorized user identification
information, and 13 wherein the nmeans for transmtting transmts the 14
aut hori zation code only if the transmtted user 15 identification

i nf or mat ixe1sedeghes with the authorized 16 user identiplgrmbifsso
information. 17 18 15. The channel - based network according to Caim 19
14, wherein each user termnal further conprises a socket 20 for receiving
a smart card that is progranmed to include 21 the user identification

i nformatiton. 221423 Tke chaanehaprsdd hasedrhetowridiageos dilagmt o Claim 24
15, Wnergi ngach user termnal further conprises: 25 an interrupt swtch
connected to the socket, wherein 26 the interrupt switch generates an

i nterrupB contr &hegeinpekl uRAENteMTE e r e coppk hses mednisnt 0 t he

socket, 428r@nd r29sREEASH] UseBl BRMG i RS YOI Al oS mIBITY Ye d qpeesponse to 30
each interrupt control signal generated by the interrupt swtch. 32 33

17. The cha¥Ei®h3st¥ehet work according to Claim 34 13, 41 WD 01/56291
PCT/ US01602550 Whefreirithecagbtem edertv@irNEdathd tirdongrise@dmy i ses neans 2 for

transmtting ferm identification informatiaon to, 3 the systemserver, 4
wher ei n ?he’q%@‘%%re@mgglé??/aesre ffll?Ft ﬁg?rl &rﬁ?‘?sé@e'ﬁu%cﬁ&f‘%rk dat abase for
stori ng Bheinftematfipoathain iGcilndes reatthoni téditudearcliddesi fiddtaphzed t er m nal
7 identificalj iLaf,qrmation, 8 wherein the neans for conparing conpares
the 9 tr%nsm%c?lgnﬁ ferhinal identification informtion with the

10 wherein the means for comparing compares the

11 transmitted user identification information with the

12 authorized user identification information, and

13 wherein the means for transmitting transmits the

14 authorization code only if the transmitted user

15 identification information matches with the authorized

16 wuser identification information,

17

18 15. The channel-based network according to Claim

19 14, wherein each user terminal further comprises a socket
20 for receiving a smart card that is programmed to include
21 the user identification information.

22

23 16. The channel-based network according to Claim

24 15, wherein each user terminal further comprises:

25 an interrupt switch connected to the socket, wherein
26 the interrupt switch generates an interrupt control

27 signal when the smart card is inserted into the socket,
28 and

29 means for erasing the volatile memory in response to

30 each interrupt control signal generated by the interrupt

31 switch.

32

33 17. The channel-based network according to Claim
34 13,
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10 authorized termnal identification infornation, and 11 wherein
for transmtting transmts the 12 authorization code only if the
transmtted termnal 13 identification informati on natches with t

aut hori zed

14 terminal identification infornmation. 15 16 18. Th

channel - based network according to Caim 17 17, 18 whefej
ternm nal YOOV conprises neans 19 for transmtting ué‘g*la?og@?#?
information to the 20 system server, 21 wherein the system serve

conpri ses:

22 means for conparing the transmtted user 23 identi

t he neans

he

e

user
fication
r further
fication

i nformati on w t hwaetbon gt user térhinai ofuEdtedn cohprBsksd mehhge net wor k

dat abase,zanpor2§rmeans faor authori i.r&gg%_#ﬁ%ransm ggl on of the naster 26

channel tabl'e por?f‘(s)'ﬁl%rfﬁ f it olhe Tra

& 198 DS RAIRP FP cat

i nformatidn thet syesemi sdrvere aut horized 28 user information. 29
method foj establhshiig cheliganeh-Dased 3 st wark [of, accessing

Internet conprising: 32 formng a nmaster channel

e 1 ncl udi ng

plurality® 3BtypPrkhdnbbaseudiosr stesingsshgnidaptddéhathemnel nunber
associ at ed |iHrnat 186 dRss iaBdudds as3a6L M & tedhehhet 42 WO 01/56291

PCT/ US01/ 02550 1

i on

30 19. A
t he

a

to an 34

i,te panme that corresponds with an associated Internet 2

site; 3's or’iq?é‘tti%écﬂ’é‘s‘f'érl“écﬁéﬁﬁ’é’r“t'abl e in a channel table 4 database
that is agcessi bwBerésn airy sk@fs SN @ompOPNRE RApabet Ocrihe I nternet; 6

roup of users

, wherein

distributing a plurality of. user term.nals to 7 0l ,
each userbtgcrrrﬁnr?g Efiil?lccj:le/ué énsmgi éd%ﬁ#ﬁﬁaﬁ}?’bﬁ"%FrQﬁ 1R dAI BB%i ng at | east

a porti ohOofauthermasd erexfiamafdelidentification information, and

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34

wherein the means for transmitting transmits the
authorization code only if the transmitted terminal
identification information matches with the authorized

terminal identification information.

18. The channel-based network according to Claim
17,

wherein each user terminal further comprises means
for transmitting user identification information to the
system server,

wherein the system server further comprises:

means for comparing the transmitted user
identification information with authorized user
information stored in the network database, and

means for authorizing the transmission of the master
channel table portion only if the transmitted user
identification information matches with the authorized

user information.

19. A method for establishing a channel-based
network for accessing the Internet comprising:

forming a master channel table including a plurality
of channel numbers by assigning each channel number to an

associated Internet address and an associated Internet
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10 table fromthe channel table database to the nmenory 11 circuit of a user
termnal . requesting service, 12 wherein each user term nal includes neans
for 13 reading the associated Internet address fromthe nenory 14 circuit
in response to a sel ected channel nunber entered 15 by a user, and for

connecti ng, tlRcgser termnal to a 16 selected Internet sid@soiAiso i S
addr essed 19 t?’ue Internet 17 address associated with the sel ected channel

nunber. 18 19 20. The nmethod according to Claim19, further 20
conprising: 21 transmtting user identification information from 22 the
user terntnafitredadst Frdft SOXYREROnds wWhEh samstassoglates datereet conparing t he
transmtted ysglr, identification 25 information with authorized user
identification 26 information that is stored in a network database 27

connect ed3t 0 t he S&PEiRe s PaptebFhanaas ntakliengnam dameti taRion code from

the system @9fs¢ethi® fNacUessidIY Winad JyatuRsténgrSebrheéadnly if 30
the transpitted user identification information matches 31 the authorized
user iden if??:att’]eoﬁnltﬁf%? tion, 32 wherein the step of downl oadi ng further
conprisesé 33 recdistrhguting auphordldayi of wode thepimdlse tsyst em server, 43

VO 01/ 56291 PCTLUSHLLOZ550 ,he30el LUARSTLLL 1 102 0oVl oad Ceguest from the

user 2 ter requesting service to e system server. 3% 4 21. The
met hod ac@ornémgryt ¢ickaiwtn 284 further 5 conprising reading the user

LJentlfication | MARTBLAAN o8 LEQ & BURLIGR AL hOSRILRS LRafaorket of the

user 7 termnal. he met hod according to Caim1 rther 10
Conprisiﬁﬁi table from the channel table database to the memory

11 circuit of a user terminal requesting service,

12 wherein each user terminal includes means for

13 reading the associated Internet address from the memory
14 circuit in response to a selected channel number entered
15 by a user, and for connecting the user terminal to a

16 selected Internet site that is addressed by the Internet
17 address associated with the selected channel number.

18

19 20. The method according to Claim 19, further

20 comprising:

21 transmitting user identification information from
22 the user terminal requesting service to the system

23 server;

24 comparing the transmitted user identification

25 information with authorized user identification

26 information that is stored in a network database

27 connected to the system server;

28 transmitting an authorization code from the system
29 server to the user terminal requesting service only if
30 the transmitted user identification information matches
31 the authorized user identification information,

32 wherein the step of downloading further comprises

33 receiving the authorization code from the system server,
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11 transmtting term nal identification information 12 fromthe user
termnal requesting service to the system 13 server; 14 conparing the
transmitted termnal identification 15 information with authorized
termnal identification 16 information that is stored in a network database

that is fﬂ)d’i‘l&&@?g ble via the system server; 18 transmprCIrusgl/esso
aut hori zation code fromthe system 19 server to the user term nal

requesting service only if 20 the transmtted term' nal identification

i nformation 21 matches .t he acghorl ze dterm na)):. ntifi catl on 22

i nf or mat i lon 2nI3EHHETEI BT PAe? HRP L8R bR THdi ﬁﬁmfﬁ T Hei® conprises 24
recei vi ng t he rauh Drictples0ing agker viicent b hehes ysytseemseexegr,. 25 and
transmtting a downl oad request fromthe user 26 term nal requesting
service td the system server. 27 28 23. The nmethod according to Caim 22,
further £9 conpelsi rther eathod adwerdénai palCliadentPfi Bernther 30 i nf or mati on

froman assef nanage u gLphnal o 3dcisd 24. The
nmet hod ac orc(?mﬁélfo % ai m Efé E“v%tedr%irn% 9[3314# m%%ry ¢l rCltJ_'llt of each user
term nal €onfomsessmartorcasd mq;lt/esieszglamngsorﬁomsm%wm atile nenory

for storipg.a.96gh.channel table that is 2 identified by a channel table
versi on nunber, and wherein 3 the nethod further conprises: 4 transmtting
the chann®l table version number from 5 the user terninal requesting

service t§> the systenmie sRLWEE, adcdr@TRGr tOGCIdien ivansattiead channel table
ver si on nunber with a current channel table version nunber 9 associ ated
Wi th thelpras‘f‘ié‘}pr&ﬁéﬁ?lel table that is stored 10 in an update manager

dat abaseigonnect edahsmitteingystemnal identification information

12 from the user terminal requesting service to the system
13 server;

14 comparing the transmitted terminal identification
15 information with authorized terminal identification

16 information that is stored in a network database that is
17 accessible via the system server;

18 transmitting an authorization code from the system
19 server to the user terminal requesting service only if
20 the transmitted terminal identification information

21 matches the authorized terminal identification

22 information,

23 wherein the step of downloading further comprises
24 receiving the authorization code from the system server,
25 and transmitting a download request from the user

26 terminal requesting service to the system server.

27

28 23. The method according to Claim 22, further

29 comprising reading the terminal identification

30 information from an asset manager memory of the user

31 terminal.

32

33 24. The method according to Claim 19, wherein the

34 memory circuit of each user terminal comprises a non-
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11 server; 12 transmtting an update avail able code to the user 13

term nal requesting service when the channel table 14 version nunber
received fromthe user terminal is 15 different fromthe current channel
tabl e version nunber 16 stored in the update manager database, 17 wherein
the step of d | oadi ng further conprises 18 recei Vi ngpdhEsoviBss €

avai | abl é”‘eg’d%wrom the system 19 server, and transmtting a downl oad
request fromthe user 20 term nal requesting service to the system server.
21 22 25. The nethod according to Claim 19, wherein the 23 nenory circuit
i ncl udes la edavdlatmemonye #6F yStqniagi &8 Hoerpl zhapneb|t@bileethehosy circuit,
and wher ej n ;g $E€8d Ay 25 cHoMid 0adbNe FardiRer nGAB®Y | S8 wRSrd&let er m ni ng
whet her the user term nal requestin 27 service is being accessed by a
resi dent lséheofehhgdeirthes ﬁ%‘%‘f’:wgé‘v\hen the guest user is detected,

storing the 30 dewaheariad ngasherchahasbetaliablverpooh imimbaicr €edhy i nto the
31 non-vol ati |l e neno circuit; and 32 when the si dent _user is detected:
33 storiry (0 SRR bEHEE bt HTRINNEF YA EOpbhEi DRC4 i n the

non-vol até | esexemr,y circuit, and 45 WO 01/56291 PCT/ US01/ 02550 1 copyi ng
the downl.paded (S I ti 0} 9 the-sMghati | e nenory
circuit. 4 Zg.%gﬁlﬁgerfn@fh%g’ Sﬁgﬁ“ghtﬁgat %ﬁ%nfﬁm%%g,eMersei n the 5 nenory
circuit ifclnuberavhbth-&chudrene ¢hanmey tableiverghan Bmperol atil e nenory

circuit, 9%;&“&%@&@&@&%@@ pistedomahpadingibuthhers £QuBELges: 8 storing
t he downl oaded master channel table portion 9 in the volatile nenory
circuit,1d0 idetadr WPAREY NHEOREr d2taPaFeeFOPRRGHAMCOr BRRISHSESB 11 service is

bei ng ac¢gessgtbJak;a resident user or a guest

12 transmitting an update available code to the user

13 terminal requesting service when the channel table

14 version number received from the user terminal is

15 different from the current channel table version number
16 stored in the update manager database,

17 wherein the step of downloading further comprises
18 receiving the update available code from the system

19 server, and transmitting a download request from the user
20 terminal requesting service to the system server.

21

22 25. The method according to Claim 19, wherein the
23 memory circuit includes a non-volatile memory circuit and
24 a volatile memory circuit, and wherein the step of

25 downloading further comprises:

26 determining whether the user terminal requesting

27 service is being accessed by a resident user or a guest
28 user;

29 when the guest user is detected, storing the

30 downloaded master channel table portion directly into the
31 non-volatile memory circuit; and _

32 when the resident user is detected:

33 storing the downloaded master channel table portion

34 in the non-volatile memory circuit, and
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12 user; and 13 when the resident user is detected, copying the 14

downl oaded naster channel table information fromthe 15 volatile nenory
circuit to the non-volatile nmenory 16 circuit. 17 18 27. The nethod
according to Claim19, further 19 conprising: 20 encrypting the naster
channel twblogsd2ef ore storing 21 the master channel tabperndersddsy channel

t abl e dat abase; 22 and 23 decrypting the downl oaded naster channel table
24 portion before storing the downl oaded master channel 25 table portion in
the nenory circuit of t user .term.nal . 26 requesti servi,ce. 27 28 28.
A met hod ¥or est &8y Wi Egea ARALFS PURSEE T %arﬂ’beﬁmﬁfagg? d°4¢eBssing t he

| nt er net xormptosthg: val@tdistmdnoulyi agrenipl.ural ity of user termnals to a 31
group of users, wherein each user termnal includes: 32 a non-volatile
menory cirtcuit storing a channel 33 table including a plurality of channel
nunbers, 4ach 342¢harfhel matindybacberdina s gheim t1®,arhassocitheed | nternet 46
WO 01/ 56291 B IL VS0 02950, 4y pAdr Ssﬁor‘?-%ﬁ@ifé%x?e‘il&gegihgl}i‘%r Qgh site name
that 2 corresponds wth an associated Internet site, an 3 a volatile
menory ci®c@ velathenmempoy igiilhg 2 whisanke|thealsterfeHm t he non 5

vol ati | e MeRRLy164dGlY ttukehdhaonghatéde nmenory circuit, 6 and 7 neans for
readi ng a sel ected I,nterggt address from 8 the volatile nenory circuit

that is adSsoci at 8tPTi"h t8° PRHvAEPd MARTET ehtwiedd tRREBURAF AR nput devi ce,
and for d0 icopheciolagitlBemermsey ceeduiwl to a selected Internet site 11
that is fdjdr essegeé)é/rr}igﬁnae\br?ectth%g Lgé erQa?:t tggndurr?a S;regggsting

11 service is being accessed by a resident user or a guest

12 user; and

13 when the resident user is detected, copying the

14 downloaded master channel table information from the

15 wvolatile memory circuit to the non-volatile memory

16 circuit.

17

18 27. The method according to Claim 19, further

19 comprising:

20 encrypting the master channel table before storing
21 the master channel table in the channel table database;
22 and

23 decrypting the downloaded master channel table

24 portion before storing the downloaded master channel

25 table portion in the memory circuit of the user terminal
26 requesting service.

27

28 28. A method for establishing a channel-based

29 network for accessing the Internet comprising:

30 distributing a plurality of user terminals to a

31 group of users, wherein each user terminal includes:

32 a non-volatile memory circuit storing a channel

33 table including a plurality of channel numbers, each

34 channel number being assigned to an associated Internet
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12 receiving identification information froma first 13 user term nal of
the plurality of user termnals; 14 conparing the received identification
information 15 with stored identification information; and 16 transmitting
an authorization code to the first user 17 term nal when the received

i dentifi %bﬁ% gynformation 18 matches with the stored igqRtdof/h8at i on
I nf ormation, 6 wherein the neans for copying is disabled unless the 20

aut hori zation code is transnmtted to the user termnal, 21 thereby

reventi ng unaut hori zed use of, th ser termnpal. 22 47
P 1g aggress and an assoc1a%eg fkternet glte name that

2 corresponds with an associated Internet site, and

3 a volatile memory circuit,

4 means for copying the channel table from the non-

5 wvolatile memory circuit to the volatile memory circuit,

6 and

7 means for reading a selected Internet address from

8 the volatile memory circuit that is associated with a

9 channel number entered through an input device, and for
10 connecting the user terminal to a selected Internet site
11 that is addressed by the selected Internet address; and
12 receiving identification information from a first

13 wuser terminal of the plurality of user terminals;
14 comparing the received identification information

15 with stored identification information; and
16 transmitting an authorization code to the first user
17 terminal when the received identification information
18 matches with the stored identification information,

19 wherein the means for copying is disabled unless the
20

authorization code is transmitted to the user terminal,

21 thereby preventing unauthorized use of the user terminal.
22

47



