SPECI'FI CATI ON  SYSTEM FOR MONI TORI NG NETWORK FOR CRACKER ATTACK Techni cal
Field: The present invention relates to a systemfor nonitoring a |ocal
area network (LAN) for attacks made by crackers via the Internet, and
protecting the network against those attacks. Background Art: in recent
years, many | ocal area networks (LANs) constructed in organizations such
as conpani es are connect- ed to the Internet for exchanging various itens
of informa- tion or comunicating with _other networks. For such comu-

ni cations, the IP (Internet ProtoéngIF§cﬁ?£gNas a protocol nmainly

corresponding to I ' - Ler lLcal nodel,
and communi cat i onw\%dé{ é@“ﬁ?ﬁb@ﬁ&l ﬁﬁﬂf@g &%ﬁ@cﬂﬁﬁ&%é It is
customary to use the TCP (Transm ssion Control Protocol) or the UDP (User
Dat agram Protocol) as a protocol mainly corresponding to a transport

| ayer that i ' | pk than the above network | ayer. The networks of
the type deg%F@%ggg%bgggig?e ad- vantageous in that they can exchange a

wide variety of dif- fehenbrédai® GvdntiehRb1otedld d AYstanl okt h Servers

and ot her ne;morks on the Inpernet. However, since the I'nter- net is
hi ghly acceiﬁhﬁkﬁriﬁgtaelébﬁd'éreé'Hét%@&kﬂiﬁﬁanﬂn:Qﬁﬁk@@stﬁaaéeb nt er net

are always subject t0 attacks from- 1 so-called crackers. Therefore, the
net wor ks ar erfaRGéirt€¢ia the Internet, and protecting the network

against those attacks.

Background Art:

In recent years, many local area networks (LANS)
constructed in organizations such as companies are connect-
ed to the Internet for exchanging various items of informa-
tion or communicating with other networks. For such commu-
nications, the IP (Internet Protocol) is used as a protocol
mainly corresponding to a network layer in a so-called OSI
hierarchical model, and communication data are exchanged in
the form of IP packets. It is customary to use the TCP
{(Transmission Control Protocol) or the UDP (User Datagram
Protocol) as a protocol mainly corresponding to a transport
layer that is higher in rank than the above network layer.

The networks of the type described above are ad-
vantageous in that they can exchange a wide variety of dif-
ferent items of information at a low cost with servers and
other networks on the Internet. However, since the Inter-
net is highly accessible to the public, the networks con-

nected to the Internet are always subject to attacks from



to be protected agai nst such attacks. One known systemfor protecting a
network again- st attacks is a firewall (specifically, a conputer having
the function of a firewall) at the gateway of the network. The firewall
serves to prevent communi cations of the types prescribed by the network
adm nistrator fromoccurring be- tween the network and external networks.
The types of such comrunications can be specified by source |IP addresses,
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are appropriately established wth re- spect to the firewall, then it is

possi bl e foreHheEuhctewal bf 4 offRkAq )t Be €R8Ipdt&faydldradhe agewbsk. t he
net wor k. However, in order for the network adm ni strator to establish

those types Mie difewallasépreslaid pricrentetomitknicdilionssiofathe egpes to have
a high level of know edge and understanding about a w de range of

net wor k- r el giredicirdbbd hpl tiye esstworkl admbgistrator datamoceackhingobgs net wor k
tech- nology, and cracker's attack schenes, and also to be well - 2
tween the network and external networks. The types of such
communications can be specified by source IP addresses,
destination IP addresses, and destination port numbers that
are contained in IP packets, for example.

The firewall is capable of inhibiting hosts
{computers) which have certain IP addresses in the network
and certain port numbers of the hosts from being accessed
from external networks, and also inhibiting the network
from being accessed by IP addresses other than certain IP
addresses outside of the network. Consequently, if the
types of communication data that are to be inhibited from
entering the network are appropriately established with re-
spect to the firewall, then it is possible for the firewall
to reduce the danger of attacks against the network.

However, in order for the network administrator
to establish those types of communication data, the network
administrator needs to have a high level of knowledge and
understanding about a wide range of network-related tech-
nologies, including communication technology, network tech-

nology, and cracker’s attack schemes, and also to be well



know edgeabl e about individual network's structures and op- erating
details. The types of communications to be blocked by the firewall have to
be determined in view of what information is to be used and provided to
external networks by hosts in the network to be protected, what
information is to be pro- tected in the network, and what attacks are
expected to be [|aunched on the network. Hi ghly skilled network engi neers

are required,_t 1 pe e 1y | cat | b | ocked by
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| arge or a ro- tected handles a vast variety of information,
then it is Q%%*?%%upgt g%géven hi ghly skilled network engi neers to nake

appropriate settings fhe! BgpbyRop QimfIEHRLEARS 00%d hRRKed BFkefieby the

firewall. When the structure of a networ i s changed, or a net S

actual |y at t@EGhR1hY have" 86KEE  dettrmd ne@Wik Piewrefl wHdtaGkhrogmh8ypghed on a
network, it is often necessary to reconstruct settings for the firewall.

To this endid h® ®8at usedsyad eproviciddd iod ekberhal endiworkee®y hbetbein
continuously operated and managed. Consequently, establishing proper

settings forthe netwewkl toabd poridoted)s Wwhaepentdimgt o isaragbegpaoti rewal |
require a |l arge expenditure of |abor of skilled engineers and a |large
expendi t ur e tefctedstin ¥he petwerk, anel whiateatticks areneispmcitedstdebe i gned
to preclude all comunications which are possible to attack the network.
Therefore, tkpunchedsonf tbemekwesk+ oBighly skilled network engineers

are required to determine those types of communications to
be blocked by the firewall. If the scale of a network to
be protected is relatively large or a network to be pro-
tected handles a vast variety of information, then it is
difficult for even highly skilled network engineers to make
appropriate settings for the types of communications to be
blocked by the firewall. When the structure of a network
is changed, or a network is actually attacked by a cracker,
or a newly planned attack is launched on a network, it is
often necessary to reconstruct settings for the firewall,
To this end, the entire system including the firewall needs
to be continuously operated and managed.

Consequently, establishing proper settings for a
firewall and continuously operating and managing a firewall
require a large expenditure of labor of skilled engineers
and a large expenditure of cost.

The conventional firewall of a network is des-
igned to preclude all communications which are possible to

attack the network. Therefore, the types of communications



-, 3 that are inhibited by firewall settings are uniformy ex- cluded
regardl ess of whether those conmunications are due to cracker's attacks.
Stated otherw se, the freedom of comunications between the network and
external networks is unduly limted. Accordingly, a network with a
firewall suffers a limtation on information providing services that are
available on the Internet. As a result, the network is unable to enjoy

T S S AEEE RSB RE ld TEER B
e It i
oSt U Lo L0808, U6 A bGely SOV ALLARG 380, o1 =0

| nventi on: To.RGHI;ue LA AROWEPLRS tnoddiCahd BROULAN nddiagcondance

with the present Tnvention a systemior noni- toring a network I C

performs comau{ftliﬂa%eaaseﬁc&kdﬁgwl,nheﬁae&oﬁe Qh0aPla) £if@fag1cracker
attack, conprising at- tack detecting neans di sposed at a gateway of the

network, foguStarsSiltalitadedni 6h thidtnRGkat preasging ddvvilees that
gateway , storing the acquired |IP packets accumhul atively, and nonitoring

the stored |&reapiaiilable ¢at ehé antsvkar Astaackswlds e heewoekwisk, and
processi ng neans for ef- fecting a predeterm ned process depending on the
cracker unable to enjoy many information resources on the Internet.
It is therefore an object of the present inven-

tion to provide a network monitoring system of a simple ar-

rangement which is capable of automatically detecting a

cracker attack on a network and protecting the network

against the cracker attack without imposing undue limita-

tions on the traffic of communications and also without re-

quiring the labor of a skilled engineer.

Disclosure of the invention:

To achieve the above object, there is provided
in accordance with the preseﬁt invention a system for moni-
toring a network which performs communications based on IP
(Internet Protocol), for a cracker attack, comprising at-
tack detecting means disposed at a gateway of the network,
for successively acquiring IP packets passing through the
gateway , storing the acquired IP packets accumulatively,
and monitoring the stored IP packets to detect a cracker
attack against the network, and processing means for ef-

fecting a predetermined process depending on the cracker



--4 attack when the attack detecting neans detects the cracker attack.
The inventors of the present invention have studied various cracker attack
schenmes, and found that each of many attack types has its own _
characteristic relation to a plurality of |IP packets which are transmtted
succes- sively or intermttently when each of the attacks happens.

Therefore, when | P packets passing through the gateway of the network are
ossible to detect a

successi vely i r t.ored . an - fored, it i
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attack is dgiegted, the processing neans takes an appropriate action such
as alarming to a network administrator or cutting off conmunications from
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to the network by a cracker attack can sufficiently 0 a mninmm
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detected or with a slight délay after the cracker attac etected.

Si nce the syatphueelinyliofy TPO phBRe s EARIEh | dNERTahbRADL £ SRR a cracker
attach on a real-tine basis, a protective neasure may be taken when the

cracker attaskvely aetiodiesthitthateyowieen tderneifWehl agtadks tHaigensqr

security personnel are not required to refer to a log file (comruni -
Therefore, when IP packets passing through the gateway of
the network are successively acquired, stored and moni-
tored, it is possible to detect a cracker attack against
the network on a real-time basis. When a cracker attack is
detected, the processing means takes an appropriate action
such as alarming to a network administrator or cutting off
communications from the cracker for thereby protecting the
network against the attack. Generally, it takes a rela-
tively long period of time before a cracker attack produces
a sufficient effect on the network. Therefore, any damage
to the network by a cracker attack can sufficiently be held
to a minimum by taking an action to protect the network
when the cracker attack is detected or with a slight delay
after the cracker attack is detected.

Since the system according to the present inven-

tion can detect a cracker attach on a real-time basis, a
protective measure may be taken when the cracker atﬁack is
detected. Therefore, the network administrator or security

personnel are not required to refer to a log file (communi-

cation records) as frequently as heretofore. Furthermore,



cation records) as frequently as heretofore. Furthernore, _ 5 an
expenditure of l|abor for predicting cracker attacks on the network may be
reduced when the network is constructed or rearranged. \When no cracker
attacks are detected, it is not necessary to limt conmunications between
the network and external networks in anticipation of possible cracker
attacks, and hence the freedom of conmuni cati ons betmeen t he network and
external networks can i ncreased.. Consequen ccording to
The bre- seth ERpERELEe SE bR, ok, BEFILE RS soratkeRy BHERPRE B “capabl e
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skilled englneer etecting nmeans nay conprise neans
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all ows cracker attacks of many types to be detected quickly. The attack

detecting NMeagiEs oFRErAQIPAEERIRATN ahlicigf€ion E YYssiblePaekeksyr Because
the attack detecting neans does not transmt its own information such as

its own | P afddiaexs,anfld hed Ml FréeaefiSofordiminicaddoassbbewbég net work,
the at- tack detecting nmeans i s not recognized for its existence and not
attacked by theackewsrk Timd, extermill ackwdekectamdpe increased.

Consequently, the system according to the pre-
sent invention is of a relatively simple arrangement and
capable of automatically detecting a cracker attack on the
network and protecting the network against the cracker at-
tack without imposing undue limitations on the traffic of
communications and also without requiring the labor of a
skilled engineer.

The attack detecting means may comprise means
for receiving all IP packets passing through the gateway of
the network. This allows cracker attacks of many types to
be detected quickly.

The attack detecting means may comprise means
for receiving only IP packets.

Because the attack detecting means does not
transmit its own information such as its own IP address and
MAC (Media Access Control) address to the network, the at-~
tack detecting means is not recognized for its existence
and not attacked by crackers. Thus, the attack detecting

means is secure and the system is reliable.



means is secure and the systemis reliable. - 6 The attack detecting neans
may conprise neans for holding an algorithmfor detecting a plurality of
dif- ferent types of cracker attacks, and detecting the types of cracker
attacks fromthe | P packets acquired and stored based on the algorithm
The algorithmcan detect a plurality of types of cracker attacks for

I ncreased security of the network. The algorithm may be updated for
protection agai nst attacks of npew types.. The attack detecting nmeans nay

conprise means for cl fARtAGkadBEEr BIRY IQANS My, ERBPELSR JIRaRS and
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cracker attacks can eas- etected fromthe | P packets. Specifically,

the attack detecting meags fiefsetimabiAcksedls WAHIAA1L¥POSE Ayddd Igps: AN

attack of a first type nade By crackers
cracker attacks for increased security of the network. The

algorithm may be updated for protection against attacks of
new types.

The attack detecting means may comprise means
for classifying a plurality of IP packets acquired and
stored according to at least source IP addresses and/or
destination IP addresses and holding the classified IP
packets, and detecting the types of cracker attacks from
the classified IP packets.

In order to detect attacks of plural types,
source IP addresses and destination IP addresses (which are
given to IP headers) of IP packets often provide an impor-
tant key. When IP packets acquired within a predetermined
time are classified according to source IP addresses and/or
destination IP addresses and held, cracker attacks can eas-
ily be detected from the IP packets.

Specifically, the attack detecting means detect
attacks of various types as follows:

An attack of a first type made by crackers is
generally called a “port scan”. The attack of this type

does not directly cause damage to the network, but is fre-



generally called a "port scan". The attack of this type does not directly
cause damage to the network, but is fre - 7 quently used as a prelimnary
attack. For naking the at- tack of this type, the cracker repeatedly
transmts |P packets fromits own managed host to the network under at-
tack while changing destination |P addresses and destina- tion port nunbers
in the | P packets, and observes responses to the transmtted | P packets
for thereby searc@ ng f P_address and a port nunber that are used by

the network PPt ca&’t |aorP%1fLﬁ1%9<¥lér%\‘étFa%t WBPK sk 1D thepditmy | m

ted b f the |like. The port nunber represents, a service type,
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Accor di ng tOtbheh@rﬁﬁiﬁmlﬁ%\éﬁmwogack@% afda %ge%EhPQhﬂ?%@%ﬂ?# at

conprise neans for detecting a cracker attac rst

| east a predepeaddiress el poet hinbes ket e \Myecfﬁs%eb&réﬂé%é o the

network froman external netmork and whose at | east source | P addresses
are the saméomscemminitdtsionawdtiheseeties] imavorks! BieHEH€SS&g Lim-

ited by a firewall or the like. The port number represents
a service type, e.g., telnet, ftp, smtp, tftp, or the like,
of application software on TCP or UDP, and serves as data
given to a TCP header or a UDP header in the IP packet.
| In the port scan attack, the above IP packets
are usually transmitted using dedicated tool software, and
a number of IP packets whose destination IP addresses and
port numbers are different from each other and whose source
IP addresses are the same as each other are transmitted to
the network under attack within a relatively short time.
According to the present invention, the attack
detecting means may comprise means for detecting a cracker
attack of a first type when at least a predetermined number
of IP packets which are transmitted to the network from an
external network and whose at least source IP addresses are
the same as each other and whose destination IP addresses
or destination port numbers are different from each other

are acquired and stored within a predetermined time.



or destination port numbers are different fromeach other are acquired and
stored within a predetermned tine. - 8 In this nmanner, the systemis
capabl e of relia-
scan". An attack of a second type nade by crackers is generally called
The attack of this type mnakes a host in the network go down
using the characteris- tics of the TCP. Specifically, for performng
conmuni cat i ons be-

"Syn-fl ood".
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and Ack bits in the TCP header in the ?%’packet bging set to "1". In
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Specifically, for performing communications be-

tween two host according to the TCP, a logical connection

is opened between the hosts. For opening such a logical

connection, a Syn IP packet is transmitted from one of the
hosts to the other. The Syn IP packet is an IP packet
whose source IP address is the IP address of the one host
and whose destination IP address is the IP address of the
other host, with only a Syn bit of Syn and Ack bits in the
TCP header in the IP packet being set to “1”.

In opening the connection, the other host which
has received the Syn IP packet transmits a Syn/Ack IP pack-
et to the one host. The Syn/Ack IP packet is an IP packet
whose source IP address is the IP address of the other host
and whose destination IP address is the IP address of the
one host, with both Syn and Ack bits in the TCP header in
the IP packet being set to #1~.

In opening the connection, the one host which
has received the Syn/aAck IP packet transmits an Ack IP
packet to the other host. When the other host receives the

Ack IP packet, the logical connection is opened between the



has received the Syn/ Ack | P packet transmts an Ack IP packet to the other
host. Wen the other host receives the Ack |IP packet, the | ogical
connection is opened between the 9 two hosts. The Ack | P packet is an IP
packet whose source |P address and destination |IP address are the sane as
the Syn IP packet, with only an Ack bit of Syn and Ack bits in the TCP
header in the I P packet being set to "1". The Syn-flood is an attack using

(e above el WBalel! SHES! ANEIEEL 10 AN SASK hheCigeler one
ttack withi | ativel hort_ .t.i \Wh Syn/ Ack | P '
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first transiid atpouRauBoagkele BNDBREBELRE sdlds A0V, an Ack |P packet

for a predetermned tine (gener- all m nu unl ess an Ack | P packet is

transmtted wthin theyar Q?g{-ﬂd&@d‘% TRk s 1P ehd'@ods chBr-packet

is transmtted, the particu host stores in a com™ municati on processing

buf fer area ddtfcariic@No@sthe tdL, New tHYS dEtdBckehe Bracler tPans-
successively conpl ete connection opening processes for the new Syn IP

packets. Singiced ke numbbieofagen M parkets tedaspZetiodlenr hiethbihf ehear ea

be- cones full, the particular host can no | onger perform com nmunications

accordi ng t hetitRkamtdeer attack onthim BCRPelAsively short time. When
a Syn/Ack IP packet is transmitted from the particular host
in response to the Syn IP packets, the cracker does not
transmit an Ack IP packet. When this attack is made, the
particular host transmits a Syn/Ack IP packet in response
to the first transmitted Syn IP packet, and thereafter
waits for an Ack IP packet for a predetermined time (genexr-
ally 2 minutes) unless an Ack IP packet is transmitted
within the predetermined time. Each time a new Syn IP
packet is transmitted, the particular host stores in a com-
munication processing buffer area information as to the new
Syn IP packet in order to successively complete connection
opening processes for the new Syn IP packets. Since the
buffer area has a limited size, when the buffer area be-
comes full, the particular host can no longer perform com-
munications according the TCP and services on the TCP. A&s
a result, the particular host under attack goes down.

In the attack of this type (Syn-flood), as de-

scribed above, a relatively large number of Syn IP packets

are transmitted to a particular host under attack, i.e., a
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a result, the particular host under attack goes down. In the attack of this
type (Syn-flood), as de- scribed above, a relatively | arge nunber of Syn IP
packets are transmitted to a particular host under attack, i.e., a - 10
host having a particular |IP address, in the network within a relatively
short tinme. In response to the transmtted Syn |IP packets, the particular
host transmts many Syn/Ack | P packets out of the network within a
relatively short_ tine. However, an Ackggacket o he finall* %naﬁsnitted to
e
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Al ternativelphe ifagtabhdgk Hes€Cid MbIPRABE EBY+hé OSPH i1de paekeesl ok detecting
a cracker attack of a second type when at |east a predeterm ned nunber of

Syn/ Ack | P ymcleyinyabased pacHéds Wy alotakeahsaisrddied to the network from
an external network and whose at |east destination IP

According to the present invention, the attack
detecting means may comprise means for detecting a cracker
attack of a second type when at least a predetermined num~
ber of Syn IP packets based on TCP which are transmitted to
the network from an external network and whose at least
destination IP addresses are the same as each other are ac-
guired within a predetermined time and when an Ack IP pack-
et based on the TCP which has the same source IP address
and destination IP address as each of the Syn IP packets is
not acquired within the predetermined time.

Alternatively, the attack detecting means may
comprise means for detecting a cracker attack of a second
type when at least a predetermined number of Syn/Ack IP
packets based on TCP which are transmitted to the network
from an external network and whose at least destination IP
addresses are the same as each other are acquired within a
predetermined time and when an Ack IP packet based on the

TCP which has the same source IP address and destination IP

address as the source IP address and destination IP address
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addresses are the sane as each other are acquired within a predeterm ned
time and when an Ack | P packet based on the TCP which has the sane source
| P address and destination IP address as the source |P address and
destination I P address - 11 of each of the Syn/Ack |IP packets is not
acquired within the predetermned tinme. Consequently, the attack of the
second type known as Syn-flood can reliably be detected. An attack of a

third type e _by. crackers, is eperally called "Teardrop”. The, attack of
th: ; ty%g e Sea%h h%étth}%ssty%Aﬁgt &BrRa Hour® BOtnFCERETRM ket | jslt i cs of
a process of .dividi J P packet (so-called "IP frag- nents"). Wile an
IPppacket istﬂ?a?€+§§#§§¥%ﬂ%9 %gﬁgérs in the Internet, the |IP packet may

possi bly be divided chuhéﬂg itq??atﬂé0%§%§hgqgfgﬁ§?%%¥8§év gﬁ%agﬁuter. An

error may possibly occur n an-f P pac

router, and ph&pn SiE NsAIL Bbﬁrcgﬁcﬁ%f%&§ Hém%§%%c£§érans- mts the IP

packet. Therefore, a Host having t stina- tion *address of the IP

: S i in
packet may receive a plaf Hddaukobs ngglgﬁgmrn{aﬁgnggrgrégkg@gkg

conmuni cations based on the IP, when ecerving an IP

packet, i.egenerdp} duicd “regerdesps Natrhen akPadllds£5hi A PeC makBkVed

di visions of an I P packet, the host stores the re- ceived di'visions of the
| P packet unéibost irecsie/emtablkthe déwirmigiing tdeviapastefidtiad Rpacket .

When t he host has
a process of dividing an IP packet (so-called “IP frag-
ments”).,

While an IP packet is transferred via routers in
the Internet, the IP packet may possibly be divided due to
the data processing capacity of each router. An error may
possibly occur when an IP packet is transferred via each
router, and when such an error occurs, the router retrans-
mits the IP packet. Therefore, a host having the destina-
tion IP address of the IP packet may receive a plurality of
divisions of the same IP packet. In communications based
on the IP, when a host for finally receiving an IP packet,
i.e., a host having the destination IP address, has re-
ceived divisions of an IP packet, the host stores the re-
ceived divisions of the IP packet until it receives all the
remaining divisions of the IP packet. When the host has
received all the divisions of the IP packet, the host proc-
esses the divisions of the IP packet to restore the data of
the original IP packet.

The Teardrop is an attack using the characteris-

tics of the process of divided IP packets. In this attack,
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received all the divisions of the | P packet, the host proc- esses the
divisions of the IP packet to restore the data of the original |IP packet.
The Teardrop is an attack using the characteris- tics of the process of

di vided I P packets. In this attack, - 12 the cracker transmts a nunber
of the same divisions of an |P packet to a particular host in the network
under attack, and then transmts the renmaining divisions of the |P packet
to the partig t. .Under ,this attack the par-,tjcular host has

finally recei ségéf%'%%?%rﬁarﬁsﬁﬁtai fi Lpmher Q)ef/mtt%%e Sppe dE R et LoORH OH AN | cul ar
e hing di - PEPRFE s X e tFRCELeRchoeh o e Pevpent Yiden AAded di vi -
of tine to papfolReH hrandliGs THE -Buifohiy A BIRRETSE LRKTER TackBh."e ' O
attack of thig EHQS?AE@?HH%EQphos@.nﬁﬂﬁggitﬂ&st gt%e Vwﬁﬂ?ﬂm h%Piagt an I'P

packet are transm ed to a certai Nt

relatively shophidt MRost el $iRd119 F&e F&RE e EQﬁSTﬁiﬁg;dfigﬁégﬂfaCk

detecting neans nmay conprise neans” for detecting a crac tack of a
third type whenthé Ieasdcret)’ edst garti@dh{MR pelrbPRs SABrdiedssigens of
an | P packet which are transmtted to the network from an ‘external network
are acqui r edrestduiing achy eddyehailned padiet Aroh ¢BESeaneNEEng tdig-iat t ack of
the third type

sions of the IP packet and the previously transmitted divi-

sions of the IP packet. Since such a restoring process
takes a long period of time to perform, the particular host
goes down in reality.

In the attack of this type (Teardrop), a number
of the same divisions of an IP packet are transmitted to a
certain host in the network within a relatively short time.

According to the present invention, the attack
detecting means may comprise means for detecting a cracker
attack of a third type when at least a predetermined number
of the same divisions of an IP packet which are transmitted
to the network from an external network are acquired within
a predetermined time.

As a consequence, the attack of the third type
known as Teardrop can reliably be detected.

An attack of a fourth type made by crackers is
generally called “Land”. The attack of this type is an at-
tack to transmit an IP packet whose source IP address and
destination IP address are the same as each other, i.e., an

IP packet which does not normally occur, to a particular
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known as Teardrop can reliably be detected. An attack of a fourth type made
by crackers is generally called "Land". The attack of this type is an at-
tack to transmt an | P packet whose source |IP address and destination IP
address are the sane as each other, i.e., an |P packet which does not
normal Iy occur, to a particular - 13 host in the network under attack. The
particular host to which such an IP packet is transmtted often needs a

Hown 1 "¢ hebEPt PR G eteRi Bhdar, Fetantor cPRhRAR LOUAL OB’ 50r cos and
destination d S ar the each s transmtted to the
pzft:culgr h%g}@? éﬁﬁh& ﬁieg:ﬁ%a%f?%ﬁm %ﬁBuPQF??yn%ﬁ SR8 Hacket s

?\Eﬁoré{ﬁgs?‘o&{’ﬁ%“‘%?%i% nvenk* BroS9s, 4k 37l Baflkblc. ¥nd Phesmennly

conpri se meapsaf 0o &Eﬂectlng a cracker attack of a fourth type when at
| east a predgtern1ned num ber of | P packets which are transmtted to the

network from an externgl yigtwe ngﬁgregmfe@g ceyl gpa%géﬁéé%@gg t he

sane as destination | P addresse U|re

predet er m negogid® IP NtRiresie anlit a6t Dlatitm ﬁ@“%ﬁﬁré¥§eaﬁéjiﬁgjééﬂﬁj can

reliably be detected. The above attacks known as Syn-fl ood, Teardrop,
as each other is transmitted to the particular host in the

network. Generally, a plurality of such IP packets are
transmitted to the particular host in a relatively short
time.

According to the present invention, the attack
detecting means may comprise means for detecting a cracker
attack of a fourth type when at least a predetermined num-
ber of IP packets which are transmitted to the network from
an external network and whose source IP addresses are the
same as destination IP addresses thereof are acquired
within a predetermined time.

Thus, the attack of the fourth type called Land
can reliably be detected.

The above attacks known as Syn-flood, Teardrop,
and Land generally belong to attacks called DoS (Denial of
Service). The DoS also includes an attack type called
Smurf and an attack type called Floodie. Though the at-
tacks called Syn-flood, Teardrop, and Land have been de-
scribed as examples, the system according to the present
invention may be arranged to detect attacks called Smurf

and Floodie.
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and Land generally belong to attacks called DoS (Denial of Service). The
DoS al so includes an attack type called Snurf and an attack type called
Fl oodi e. Though the at- tacks called Syn-flood, Teardrop, and Land have
been de- scribed as exanples, the systemaccording to the present
invention may be arranged to detect attacks called Snurf and Floodie. 14
An attack of a fifth type nade by crackers is an attack attenpting to

K. |
fhi's. ot ack p?ﬁi“‘éiicﬁfm? "D p B (el AR0ROLY SERTR oA @nteEnet
I wor
3Ld;PeatlgEE Jpatte ?& gqugégéfféﬁ@ﬁ%gﬁ%sﬁgFﬁoag_é ﬁ%ﬁ%cggﬁ'passmnrds
sel ect ed frogmf@ﬁaﬁﬂ hoeC 1h0BAE Ytk OF thMentd Kherddy !t 1l rggggnca“

operate the st wmth a passmo crac IS a Ie i ze

the pass- wosg.1é ali?ﬁiéﬁ‘@éﬁ%&@lf‘ aﬁ"co‘?:ﬁﬁ.ﬁléego'eéfné@%f'%% 'n an

I nfinite nunber ?battenpts Accordingly, the cra can acquire a

password if Llilegnigingfa pReswRals 65 @ie nga&%ﬁbﬁdatnh@séoﬂg Y ife¢of tine.
In the attack of this type, a nunber of pack- ets having the sanme user

name data amsork smdwviatgapis san&\D&ﬂEexMﬂs3 reoabpedhté et ROt hddtoMsAagh a0t her
are transmtted to a particular host in the network under attack.

Accor di ng t onumkemprafs gaisswovdat sehectdibrixfonr @, cetrbaint dbekidinigcifing neans
may conprise neans for detecting
or the like. If the cracker can operate the host with a
password, then the cracker is able to recognize the pass-
word. In general, passwords can be entered into the host
in an infinite number of attempts. Accordingly, the crack-
er can acquire a password if the entry of passwords is at-
tempted in a long period of time.

In the attack of this type, a number of IP pack-
ets having the same user name data and also having pass-
words which are different from each other are transmitted
to a particular host in the network under attack.

According to the present invention, therefore,
the attack detecting means may comprise means for detecting
a cracker attack of a fifth type when at least a predeter-
mined number of IP packets which are transmitted to the
network from an external network in order to operate a host
in the network and whose user name data of the host are the
same as each other and whose passwords of the host are dif-
ferent from each other are acquired within a predetermined

time,
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a.cracker attack of a fifth type when at |east a predeter- mned nunber of
| P packets which are transmtted to the network froman external network
in order to operate a host in the network and whose user nanme data of the
host are the sanme as each other and whose passwords of the host are dif-
ferent fromeach other are acquired within a predetermned tine. - 15
Consequently, the attack attenpting to acquire a password can reliably be

detected. An attack of a sixth type ngde bﬁqcrackers i,S an attack to cause
a particular host in tHePIHAWEFELe FBer3FMACK AtoRREingsEO aPARHFS Gt e

d h | b - d.by limted h th t k
e L obasEfofd dar reliapithE oottt er od” i o att ;ckazsesfazgu\é\m
f dt i | f ti Syst i nst i
Lhe host under attack. ARt SERETENY whle ¥Y| EFAGKHAS K04 arar)
i nstal | ed asaﬁgﬁc@cga@a\ﬁses%cgﬁﬂzkﬁﬂf 18T LhkOnediio kb%'% L%érzéfs?)e flow.

The security e i s such that when “relativel'y Targe data nti ng

128 of more GNBracdss SjsqlouibaneBhts ofitadi)° ehb! cahPbnyy ek c@fi Ve of a

printer logic nanme, t he er over the overfiowng data is a
route comandeutd@ b Ulfhid@d padsbiisC¥EoN A CRetibrR RARSHDSEkLfort he

network adm nistrator is not entered. The attack of the sixth type attacks
a security Wwetk 4ededicetddo passwoldf éptoer f IrAYs Abtddk susdd aCkugan

referred to as a security hole of an 0OS (Operating System)
installed in the host under attack.

Specifically, a host with UNIX (trademark of
ATsT) installed as the OS has a security hole referred to
as a buffer overflow. The security hole is such that when
relatively large data (representing 128 or more characters)
is transmitted at once for “lpr” indicative of a printer
logical name, the buffer overflows, and the overflowing
data is a route command, the route command is executed even
if a password of the network administrator is not entered.

The attack of the sixth type attacks a security
hole referred to as a buffer 6verflow. In this attack, an
IP packet having a data sequence including a predetermined
pattern of data, such as a data sequence having at least a
predetermined size for “lpr”, is transmitted to the par-
ticular host in the network.

Therefore, according to the present invention,
the attack detecting means may comprise means for detecting
a cracker attack of a sixth type when an IP packet having a

data sequence having a predetermined pattern of data for
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I.P packet having a data sequence including a predeternined pattern of
data, such as a data sequence having at |east a predeterm ned size for

"l pr", is transmitted to the par- ticular host in the network. Therefore,
according to the present invention, the attack detecting neans may
conprise nmeans for detecting a cracker attack of a sixth type when an IP
packet having a data sequence having a predeterm ned pattern of data for -

16 at t acki ity hole call.ed a.buff fl d. Th
attack of t RFeRERY, ppbelorrv o R, Bildned il Fi sl b g heans my

conprise "E%ﬁﬁp;?{ gen- erating a report output representlng the det ecti on
of the crac ‘t ack in the predet er m ned process The report out put

t hus generated all ows %%Ekodfi iy ﬁ nt:}ﬂ}g fdgeengi neer to
e

take a nmeasure for exclu |n ecteée he pr ocessi ng neans
may conprise.Jdmas for pre- venting an IP packet haV|ng a source | P address
and/or a destination |IP address associated with the attack detected by

the attack detecting mM@aBSprb&é€ss By Mdahd MA¢ BeHYPIde inkard&ort geater m ned
process. Therefore, connunlcatlons fromthe cracker to the network or

comuni cat i aci¥atingt e rbpett Undiesutdtieptiesaneing Ut Raredd ddivnC of ehé,
protecting the network on a real -
cracker attack in the predetermined process. The report
output thus generated allows the network administrator or
an outside engineer to take a measure for excluding the de-
tected attack.

The processing means may comprise means for pre-
venting an IP packet having a source IP address and/or a
destination IP address associated with the attack detected
by the attack detecting means, from entering the network in
the predetermined process.

Therefore, communications from the cracker to
the network or communications to the host under attack are
automatically cut off, protecting the network on a real-
time basis in response to the detection of the attack.

More specifically, the processing means may com-
prise means for preventing an IP packet having the same
source IP address as the source IP addresses associated
with the attack of the first type detected by the attack
detecting means, from entering the network for a predeter-
mined time after the attack detecting means detects the at-

tack of the first type, in the predetermined process.
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tinme basis in response to the detection of the attack. Mre specifically,
the processing neans may com prise neans for preventing an | P packet
having the sane source |IP address as the source |IP addresses associ at ed
with the attack of the first type detected by the attack detecting neans,
fromentering the network for a predeter- mned tine after the attack
detecting neans detects the at- tack of the first type, in the

d I ned N Y ' h | P add ' | P add
01 *the host whi ch & he EHHR R SOUERRGTFAIREore EanTh: a0dfess The |
ket t 15t h t k with,the . ab P |
P nadr ese | 05 Borba iincinerackhbrid (v R Uy ru BEPR R et o Lo
th ttack i t f ' i cat
W th tho net SBERY{ it Py Raopablfidl R Hhel BobaR a Oy AT T E

predet er i nedpbyge sl 4GSrddle 36K sbarle 1 Sicibesd FRORREA OBicH N

i nformation relative to the net- r sofar as the port scan attack is

conti nuousl y th8BH8ewbik | ford URCLedabLafhiAdE ithe! aFRer TRRECALESox W | € the
port scan attack 1s continuing, the cracker is unable to conmunicate with

the network HBtee8bd! Y Thireitbeedt tR6 ketfckdic iseapaH1é YOS ddinfiniedtko as
Syn-flood is detected on the basis of the Syn I P packet as described

above, then thehpthsesstwarkieaom hy hosPriacingeies abovepsewedd iIR an | P
packet having the sanme destina- tion |IP address as each the Syn | P packet
from ent eri ngdtilless for the predetermined time after the attack is de-
tected, and cannot obtain information relative to the net-~
work. Insofar as the port scan attack is continuously
made, it is detected from time to time. Therefore, while
the port scan attack is continuing, the cracker is unable
to communicate with the network in reality.
| If the attack of the second type referred to as
Syn-flood is detected on the basis of the Syn IP packet as
described above, then the processing means may comprise
means for preventing an IP packet having the same destina-
tion IP address as each the Syn IP packet from entering the
network for a predetermined time after the attack detecting
means detects the attack of the second type, in the prede-
termined process.
Specifically, since the destination IP address
of each the Syn IP packet is the IP address of the host at-
tacked by Syn-flood, the IP packet having the IP address of
the host as the destination IP address is blocked from the

network for the predetermined time after the attack detect-

ing means detects the attack.
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network for a predeternmined tine after the attack detecting neans detects
the attack of the second type, in the prede- term ned process.

Specifically, since the destination |IP address of each the Syn I P packet
is the I P address of the host at- tacked by Syn-flood, the |IP packet having
the I P address of the host as the destination |P address is blocked from
the network for the predetermned tine after the attack detect- ing neans
detects the attack. n-f.l ood ttack i s detected on the basis

of the Syn/Ack IP pack]e‘f}f af'laﬂc%tqu’@r‘%ea d ,gbtac t"r’?brﬁiectﬁé’tﬁf’loen B@%l%@sﬁﬁeanf
stination
Fﬁyaﬁﬁf‘e’;?:gfﬁﬁﬂé S0 53 e el apa é%éyE?Aﬁﬂelppt”ecﬁ%c-f o
t th t tectlng
roans dot oot Sorpag tdng Hay® BRBRELE MAAEE FdrTDrRLEREINGCAS,
process. Speﬁhﬁiﬁéjiﬂb éﬁﬂquhgglﬁ¥9i§ﬁkIﬁF3 %%tabs fle Bgﬁfﬁgtgy Wh'Ch

the host in the network responds to racker MAt respec yn

packet transaibsgof @ddlf thHaek r/lscirgm fada%t%{ ackﬁe[?ﬁwf}ﬁgnéﬂ{ ne¥- t he

cracker at- tenpting to nake t ere source

| P address ofogRCHot he p%éa’e&@%mhﬁe@aeiﬁﬁé Aﬁtéxh%hbpatégéf:e&étéétf host

under the Syn-flood attack. Therefore, the |IP packet transmtted to the
networ k w t hmeans | deibtsdnhes agtatkeohostie iseddnad RYHWOT kn behd prtesRd. as the

desti na-
termined process.

Specifically, each the Syn/Ack IP packet is a
packet with which the host in the network responds to the
cracker with respect to a Syn IP packet transmitted to the
network from a host under the control of the cracker at-
tempting to make the Syn-flood attack. Therefore, the
source IP address of each the Syn/Ack IP packet is the IP
address of the host under the Syn-flood attack. Therefore,
the IP packet transmitted to the network with the IP ad-
dress of the host in the network being used as the destina-
tion IP address is blocked from the network.

As described above, because the IP packet of the
Syn-flood attack is prevented from entering the network, no
IP packets such as Syn IP packets are transmitted to the
host in the network under attack for the predetermined
time. If the host under attack fails to normally complete
the opening of a connection within a certain time (normally
2 minutes) with respect to the previously transmitted Syn
IP packet, then the host automatically stops opening the

connection. Accordingly, the host can recover its normal
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tion I P address is blocked fromthe network. As described above, because
the I P packet of the Syn-flood attack is prevented fromentering the
network, no |IP packets such as Syn |IP packets are transmitted to the host
in the network under attack for the predetermined tine. If the host under
attack fails to nornmally conplete the opening of a connection within a
certain time (normally 2 mnutes) with respect to the previously

transmtted - Kk t . t o$$£' I ing the
connecti on. %ﬁ%’& &Eﬁgi@ E@%eﬁ %%@%t%%%écggﬁé sélg%ér r%ﬂ Sﬁ’o%%cgg?gt e within
t he predeteryu i I restransmtted for the
predet erm ne ‘?ﬁ%@%s$ﬁggggg?§?'Q%%éﬁgﬁﬁgg?%i?%gngégbnt i nvention, the
processi ng means My CoRBEb#EraPalifad:dfidy @6CERENFradent RuR@ikabhavi ng the
same source | P address as each fhe Syn  I'P packet ¥ron1enter|ng t he network
for a predetgfdiigiRfteskiif RbaRS i c%&ugﬁkedﬁésﬁéif&mn@% Chf the
attack of the second tgge, I n tﬁgﬁpre et erm ned process. Alte?natively,
the processiim pidr: HayifigMPhé SSamdRVUFcbONPPA@YLSs s FachPthackgh having
the same source |IP address as the destination |IP address of each the

Syn/ Ack | P 1agkatkeitr @dromnestéening Rthenalenavkkf dor aa pmatixtternined tine
after the attack detecting neans detects the attack of the second type, in
t he predet ervimeedifijpesc ebe. aBpack fdetaddting meahse @yredtsdihentattiakk wofien t he

cracker transmts Syn-flood | P packets, the cracker may
the second type, in the predetermined process.

Alternatively, the processing means may comprise
means for preventing an IP packet having the same source IP
address as the destination IP address of each the Syn/Ack
IP packet from entering the network for a predetermined
time after the attack detecting means detects the attack of
the second type, in the predetermined process.

Specifically, in the Syn-flood attack, when the
cracker transmits Syn-flood IP packets, the cracker may
falsify source IP addresses or change source IP addresses.
Generally, however, the source IP address of each the Syn
IP packet or the destination IP address of a corresponding
Syn/Ack IP packet is highly likely to be the IP address of
the host under the control of the cracker. Therefore, the
IP packet with the above IP address used as the destination
IP address is blocked from the network for the predeter-

-mined time after the attack is detected. The network can
thus be protected more effectively against the cracker at-

tack.
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fal sify source |IP addresses or change source |P addresses. Generally,
however, the source |IP address of each the Syn |P packet or the
destination I P address of a corresponding Syn/Ack IP packet is highly
likely to be the IP address of the host under the control of the cracker.
Therefore, the |P packet with the above I P address used as the destination
| P address is blocked fromthe network for the predeter- m ned tine after
the attack is detected. T net wor k S be pro ecte nDre fectively

agai nst the cracker at- IMOLGy t ﬁﬁr?ﬁ% P&d ?ErVﬁ ﬁq ne for
backet “or théﬂzggn‘?‘%%?ﬁ‘@qﬁép@&dsg&sﬁuf @éﬁgﬁ%goﬁg FE AP each
Lhan the. pr ot BACREE, 02 tie"abeHoh b LT Il?ln%fd]; CRIe égﬁé‘i“ e
'P address Ao SACEENY IS resgnﬁ%( %%hgﬂ% %AEEEY%?‘%%@?“ el
prevent ed fréﬁt@f‘i%'ﬁlﬁ trfé%w&%k“@éklor?ﬁ’@f't‘fﬁa‘i@'ﬂh)é E‘Q@e&éﬁﬁ.ﬁéﬁ eCh _

conmuni cati ons t he host under the Syn-flood attack are cut off, i.e.,

the latter pfedeieich nad P Packes ﬁalfrimflﬂﬂi daimel GebtiAROn B tddIE in
whi ch the host can recover its normal state from the attack. However, the

time for whidhessnasireacdt ithies Snolpt packestohiwlel wapesaest inawidar iehe

control of the <cracker to the network, i.e., the former predeterm ned
address as the source IP address of each the Syn/Ack IP
packet is prevented from entering the network.

Specifically, the time for which communications
with the host under the Syn-flood attack are cut off, i.e.,
the latter predetermined time, is sufficient if it is about
a time in which the host can recover its normal state from
the attack. However, the time for which communications
from the host highly possibly under the control of the
cracker to the network, i.e., the former predetermined
time, should preferably be relatively long for the stand-
point of network protection. Accordingly, the former pre-
determined time is made longer than the latter predeter-
mined time.

With the above time settings, it is possible to
sufficiently protect the network against the Syn-flood at-
tack while providing as much freedom as possible of commu-
nications between hosts in the network and external net-
works.

If the attack of the third type referred to as

Teardrop is detected, then the processing means may com-
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time, should preferably be relatively long for the stand- point of network
protection. Accordingly, the fornmer pre- determned tinme is nmade | onger
than the latter predeter- mned tine. Wth the above tinme settings, it is
possible to sufficiently protect the network against the Syn-flood at-
tack while providing as much freedom as possi ble of conmu- nications

bet ween hosts in the network and external net- works. |If the attack of the

third type referred to Teardrop i s detecte en,t he processi ng neans
may con¥p- 21Pp ?‘?%em‘?%‘%i’h?qrorprﬁ?’@\?*éﬁflgn@na? IW%&&BP"EB% tgr?énesarre

P packet 1 r BRPEREEFTO T ad0etRs £Or bR 'S&A@@S&Pf a"hr esi;rﬁlaf&a%@s i e?' fhe

t t th
pr edet or i nod 2o orie i Rl 2. prgfef, %%br%i S HADIN DS févﬁ?fegsf‘ooq % he
divided IP pﬁ%?%tpac il 'ﬁn%dg'ft‘%ﬁ§ % t c#gitde %g%%n&hos eq_tegg_'sattack.

Ther ef or e, et havin
destination kReagdf PG rad & K ﬂé‘@ Sdaterm ned
time after thg at tﬁ%lﬁ 4& ‘%J tectlgg t{?éuer e#lgr é{ée?\éggag%g%% su | vi ded

| P packets are not trar@@dﬂﬁ%atmyt h%hBoéésﬁihéﬂl%n”‘ﬁ’WQ&ﬁreb@d@f Etﬂ&‘
Teardrop attack for the predetern1ned tinme. Un- less the host under attack

receives rendinided divipgietkadtP ispabkets s@drasPolithe hesthenddewinaus!y

transm tted divided
Teardrop attack. Therefore, the IP packet having the IP
address of the host as its destination IP address is block-
ed from the network for the predetermined time after the
attack is detected. Therefore, IP packets such as divided
IP packets are not transmitted to the host in the network
under the Teardrop attack for the predetermined time. Un-
less the host under attack receives remaining divided IP
packets corresponding to the previously transmitted divided
IP packets within a certain time (normally 2 minutes), the
host automatically stops communications based on those IP
packets. Accordingly, since no IP packets are transmitted
for the predetermined time, the host can recover its normal
state within the predetermined time.

According to the present invention, furthermore,
if the Teardrop attack is detected, then the processing
means may comprise means for preventing an IP packet having
the same source IP address as the source IP address of each
the divided IP packef from entering the network for a pre-
determined time after the attack detecting means detects

the attack of the third type, in the predetermined process.
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| P packets within a certain tine (normally 2 mnutes), the host _
automatically stops communi cati ons based on those IP packets. Accordingly,
since no I P packets are transmtted for the predeterm ned time, the host
can recover its normal state within the predetermned tinme. According to
the present invention, furthernore, if the Teardrop attack is detected,
then the processing neans may conprise neans for preventing an | P packet

' h
G vi G8d | P packet Fr om i hd SenSPRet Lgvd. F0raak sy %draﬁtzivﬁ T}:ﬁigt.% N
he predot or B REY o o, SAVITBR 1RChEGRS: tﬁe‘”fg%himk Sifent B s source
P il "o essyal s aheodd Yok RoBECKBReL Sl WSV g bR 1P

address of t ost un e contro e crac

packet Wi th e, aBowe, A PREIUECHIER cdRnRR G LRaPULE Sised ! ocked

fromthe network for the predetermned tine after the attack Is detected.

The net- wor kheéagoirats Me adResst 86 PRoEk&d f80n kY nadpbrgt P ensr acker
attack. The predetermned tinme for which an | P packet having the sane

source | P adpredstemmined] tdumecartBragh epstack igaddibbeed| vindRd nbl-packet
Is prevented fromentering the network is |longer than the predeterm ned

time for whiwbrkaman Relpechet plrateoted hrosaref fidleativeayi agaifsadtiess as the
destination | P address of each the divided IP packet is
cracker attack.

The predetermined time for which an IP packet
having the same source IP address as the source IP address
of each the divided IP packet is prevented from entering
the network is longer than the predetermined time for which
an IP packet having the same destination IP address as the
destination IP address of each the divided IP packet is
prevented from entering the network.

Specifically, as with the Syn-flood attack, the
time for which communications with the host under the Tear-
drop attack are cut off, i.e., the latter predetermined
time, is sufficient if it is about a time in which the host
can recover its normal state from the attack. However, the
time for which communications from the host highly possibly
under the control of the cracker to the network, i.e., the
former predetermined time, should preferably be relatively
long for the standpoint of network protection. Accord-
ingly, the former predetermined time is made longer than

the latter predetermined time.
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romentering the network. Specifically, as with the Syn-fl ood
time for which comunications with the host under the Tear-

are cut off, i.e., the latter predetermned tine, is

if it is about atine in which the host can recover its norma
state fromthe attack. However, the tine for which communications fromthe

possi bly under the control of the cracker to the network,

former predetermned tinme, should preferably be rel atively

for the standpoint of MfthotReyABPERt HHE %ﬂﬁﬁ%ﬂﬂsrlhﬁlys PORS ¥
det de | th t | att d.t - 23
[ th the abovett{Eiea Brgsecf the %%%rﬁqe@ggangiu% CRAREE Adrect the
t, t T d idi f d
Bt 63{% yRgi Bgt : ah oo ek K RS AL i Sl net -

2@%{%&?%%{} r ge ans}'g%%p e-t%§ h? gai%ﬁt?%{aglgéieq[ LQSi ng

net wor k aga
possi bl e of
works. If t
processi ng

t he sane so

packet associated wth the attack of the fourth type fromentering the

net- work f
detects the

P address and destination |P address as each the IP

or a predet efgriyipd attbcaekaéf egnd %\ﬁttma%&pae&sgié@maﬂa%ﬂss

attack of the fourth type, 1n the predé- term ned process.

the Land att@ékectdll, RHA¢ebcwbofi§ HEUHS tayP comprise means for pre-

venting an IP packet having the same source IP address and
destination IP address as each the IP packet associated
with the attack of the fourth type from entering the net-
work for a predetermined time after the attack detecting
means detects the attack of the fourth type, in the prede-
termined process.

In the Land attack, an IP packet whose source IP
address and destination IP address are the same as each
other is transmitted. Therefore, the IP packet having the
same source IP address and destination IP address as the
above IP packet is blocked from the network for the prede-
termined time after the attack is detected. Therefore, the
network can be protected against the Land attack.

If the attack of the fifth type attempting to
acquire the password of a user of the host in the network,
then the processing means may comprise means for preventing
an IP packet having the same source IP address and destina-
tion IP address as each the IP packet associated with the

attack of the fifth type from entering the network for a
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address and destination |P address are the sanme as each other is
transmtted. Therefore, the |IP packet having the sanme source |IP address
and destination I P address as the above IP packet is blocked fromthe
network for the prede- termned tine after the attack is detected.
Therefore, the network can be protected against the Land attack. If the
attack of the fifth type attenpting to acquire the password of a user of

broventing  BFPIGPesILREN FAPPNEE THe WamE EaaRorP S dBS TR SHEeErna.
preventing n c n na-
ti | P add h_t | P, t lLated with th ttack of th
F17th type (iBmaAGH A5 tAE RiFebrwmes, 1 thooraseteimiad BXORrRg - af t or
th ttack detecti . () t ' in th
bredet er i ned process. BSCATECRLHTy, M SURARREbR oA | MAiRRL R s e )
« . . : . \ o ¢
Phe host undl By, AshE:BACE G, ef el bEPERd Spifelf aype”E" 208 T

address of tiife NEStadiides obNensORIOlutlort BeLSERCKoHne TRREBEOLS ajbe |P

packet hav- 1ng e sanme source IP estination I P address as

the | P packedrads Q¥ ahRd v bAckEe B lafek 19 alleebsf 6 tie/ RIS vakbeeked from
the network for the predetermned tinme after the attack is detected. Thus,

even when t hghe rasiaiol bfanigl &ésadikipacribsebare NOhAriogachagsuavds to a
particu- lar host in the network, the cracker is unable to decide whether
t he parti cul fmg hesd same beumper 2P estidwdds amdhdebtination IP address
as the IP packet associated with the attack of the fifth
type is blocked from the network for the predetermined time
after the attack is detected. Thus, even when the cracker
transmits IP packets having various passwords to a particu-
lar host in the network, the cracker is unable to decide
whether the particular host can be operated with each of
the passwords. As a result, the network can be protected
against the attack of the fifth type.

If the attack of the sixth type using a securing
hole is detected, then the processing means may comprise
means for preventing an IP packet having the same source IP
address and destination IP address as the IP packet associ-
ated with the attack of the sixth type from entering the
network for a predetermined time after the attack detecting
means detects the attack of the sixth type, in the prede-
termined process.

Specifically, the destination IP address of the
IP packet associated with the attack of the sixth type is

the IP address of the host under attack. The source IP ad-
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the passwords. As a result, the network can be protected agai nst the
attack of the fifth type. If the attack of the sixth type using a securing
hole is detected, then the processing nmeans may conprise nmeans for _
preventing an | P packet having the same source |P address and destination
| P address as the | P packet associ- ated with the attack of the sixth type
fromentering the network for a predetermned tine after the attack
detecting he a tack of the sixth type, in the prede-

term ned pr gggé]é?d e@% alﬂaf eithés dele | fRgdsiress SHdF}é%shQﬁt q%.deq P
Phe host und 3&e??§%’i°m#¥§t E?’%EC?EQQ%S' SEPEalPEre Tim o BeF - ot he
Kk her ef he I P
backet hav- 185" Fad Eine Wicel 18 A8H0E Mg ISLIRRELE 1) %rsgis; fe
ocked from
the notwor k For iR ey m%%gg;g%&%ﬁ @tﬁﬁtﬁ{’?actyg‘ge B o rhus,
even when { Neyfe agk ah10dKed1 $¥olss 178 ﬁgt‘ﬁ?ﬁ{ﬁoga%&eab£éﬁéﬁ§ﬁtéﬁven%0t%’hgm e

ina particu host in the network 'S no

particul ar hgster Ashé fARTRIYENEBLebted S Ic[*mags SEPLE witdh C@f&%rheﬁer
particul ar host to execute a route conmand and the network can be

protect ed agerasémite @i t1aclpaeketheor Sat)ﬁia{hléﬂl@ea $BeusyEy HBRECGA & ng to
the present invention
particular host in the network, the IP packet is not given
to the particular host. As a consequence, it is impossible
to cause the particular host to execute a route command,
and the network can be protected against the attack of the
sixth type.

The system according to the present invention
which automatically prevents IP packets associated with at-
tacks of various types from entering the network depending
on the detection of the attacks, further comprises a packet
filter disposed at the gateway of the network, for selec-
tively establishing IP packets to be prevented from enter-
ing the network, the processing means comprising means for
controlling the packet filter to perform the predetermined
process.

If the packet filter comprises a firewall, for
example, then the system according to the present invention
can be constructed using an existing system. Generally, a

router also has a function as a packet filter though it is

less capable of selecting and discarding IP packets than
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whi ch automatically prevents | P packets associated with at- tacks of
various types fromentering the network depending on the detection of the
attacks, further conprises a packet filter disposed at the gateway of the
network, for selec- tively establishing IP packets to be prevented from
enter- ing the network, the processing neans conprising neans for
controlling the packet filter to perfornlthe predeternined process. If the

ket filt f then th t di
o the preschiS) AVERFADY AEHOBIRGHEY rHhs GAUREFRGBrtas RS HFE) fom |

General ly, ay rout&g al has a function as a packet filter though it is
| ess Capable R ﬁ%} Yt di scarding | P packets than - 26 the

firewall. Accordingly, the router can al so be used as the packet filter.
Bri ef description of the dramﬁngs FIG 1 is a block diagramof a system

for noni - bﬁﬁ@fadéﬁg Bfatﬁéaﬁfg&l ack accordlng to one em

bodi nent of the present nventlon Best node for carrying out the

i nvention: One enbodi meptg ofl tihe PheseRt Fi%ﬁmlﬁ] aM Ptaﬁ rd8shbhPed bel ow

with reference to Fig. 1. FIG 1 1s a di agram a system accordi ng

to one enboditBRihgOd nd#ifork NG bBAERET Otk %&‘Midﬁﬁ%ﬂ:@ ode dnl ocal
area network (LAAE 1, which is constructed using the Ethernet, conprises a

bodiment of the present invention.

Best mode for carrying out the invention:

One embodiment of the present invention will be
described below with reference to Fig., 1. FIG. 1 is a
block diagram of a system according to one embodiment of
the present invention.

As shown in FIG. 1, a local area network (LAN)
1, which is constructed using the Ethernet, comprises a
plurality of hosts (computers), interconnected by Ethernet
cables and hubs, not shown. Each of the hosts has an Eth-
ernet card connected to the Ethernet cable, software for
processing TCP/IP, and various application software, e.g.,
telnet, ftp, smtp, etc. functioning on TCP/IP, for making
is possible to perform communications based on IP.

The LAN 1 is not limited to being constructed
using the Ethernet, but may also be constructed as another
network form such as a token-ring network.

A system for monitoring the LAN 1 for a cracker
attack according to the present invention has a computer 2

(hereinafter referred to as a firewall 2) having the func-
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oftware for processing TCP/IP, and various application
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firewall 2t2)ﬁ#§
e

(hereinafter r

rreéggngk @rlgﬁgﬁfddi bgregngﬁf §iféfé§f%h Wi Gkeg data

to as ter s prescribing what types

of 1P packeley) e ootk y! eshif Pedabing %ﬂ&té@ﬂreﬁse othap PAckBrpacket of

a type which I's prescri

din l'ter ttin I ng 1 nhibited

from ent eri ngrd iniANtkal §réﬁaé&§tiﬂrtﬂx@d theORANt 18 hHelr BR! 18, phdied i T eval |

di scards the IP p
1. Wen an Id¥ &
as being inhibite
| nternet 3, Weing

the firewall 2 an

acket, and prevents the |IP packet fron1enter|ng t he LAN
whlibBh1 b SpFédciiRICAnbeHei filter fdddtam ?sehnenasflle
ron1mner|ngtrm LAN 1 is transmtted romthe

iintddtited f£romsédeyeximiygethB paNketis tirdnmilAddl frHat ween
d the Internet 3, there

the Internet 3, the firewall 2 discards the IP packet, and

prevents the IP packet from entering the LAN 1. When an IP

packet which is not prescribed in the filter setting file

as being inhibited from entering the LAN 1 is transmitted

from the Internet 3, the firewall 2 transfers the IP packet

to the LAN 1.

Between the firewall 2 and the Internet 3, there

is interposed a hub 4 connected to a sensor 5 which func-

tions

as an attack detecting means. A director 6 which

functions as a processing means for controlling the

firewall 2 is connected to the sensor 5. Each of the sen-

sor 5

and the director 6 comprises a computer.

The sensor 5 comprises a UNIX machine, for exam-

ple, and is connected to the hub 4 via an Ethernet card 7.

The sensor 5 runs installed software that is called

topdump. The software tcpdump acquires or hears all IP

packets passing through the hub 4 via the Ethernet card 7.

Such an operation is often referred to as a promise cast

mode.

The sensor 5 stores the acquired IP packets together

with time data of the acquisition times in a hard disk (not
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i's interposed a hub 4 connected to a sensor 5 which func- tions as an
attack detecting neans. A director 6 which functions as a processi ng neans
for controlling the firewall 2 is connected to the sensor 5. Each of the
sen- sor 5 and the director 6 conprises a conmputer. The sensor 5 conprises
a UNI X machine, for exam ple, and is connected to the hub 4 via an

Et hernet card 7. The sensor 5 runs installed software that is called

i ough the RIRAYG: SHERE RN EPRA et of° ScinTand o BARES < of L en
packet s togetherod o 1%y oI8EProqiod AEadesR AR P %A, G cic
he hard di shoBsEy (R Joigrr BT M DLRRE o, e 38, boRPE iy 7™ '
acqui red [P packet 1 TS Hecrglih fony Hepttts 2TEadkpt Mo L rent ed

not to re- spgpd dbsiyansmtted packets which denand a response, such as
packets of ARP (Address Resolution Protocol) and RARP (Reverse Address

Resol ution Protocol) wiiledh deeerng iP S6ft@dRsSiplehBREBHCKSE tHer@ensor 5

i s capable of receiving (reading) only |IP packets. The sensor 5 also runs

instal | ed sofpowrd etd heransniinabtiepackées radidio @maad at teshonssd £ahidly

al gorithm fgé packets of ARP (Address Resolution Protocol) and RARP
(Reverse Address Resolution Protocol) which have no IP ad-
dresses. Therefore, the sensor 5 is capable of receiving
(reading) only IP packets.

The sensor 5 also runs installed software (here-
inafter referred to as an attack detecting algorithm) for
detecting attacks of first through sixth types. The attack
detecting algorithm may be installed in the director 6, and
the sensor 5 may process the attack detecting algorithm
while sending data to and receiving data from the director
6.

The director 6 runs installed software for con-
trolling the firewall 2 (hereinafter referred to as a fil-
ter control algorithm). The filter control algorithm con-
trols the firewall 2 by appropriately rewriting data in the
filter setting file depending on an attack detected by the
sensor 5.

Operation of the system for monitoring the LaN 1

for a cracker attack will be described below.
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detecting attacks of first through sixth types. The attack detecting
algorithmmay be installed in the director 6, and the sensor 5 nmay process
the attack detecting algorithm while sending data to and receiving data
fromthe director 6. The director 6 runs installed software for con-
trolling the firewall 2 (hereinafter referred to as a fil- ter control
algorithm). The filter control algorithmcon- trols the firewall 2 by

SPPrOP ey ot ISk BetE adiidly 3P AL SSRERIGES o, 20
6 o s SRR S O AT
9114 19 DIaREFiee Dundo R Gk T S, BRI B
di | addr i HOR1
S S Tk T T s T

Speci fi cal | yacddﬁiign%er the PHAPudofI@chiebe! MPSEIdR ik @Y Wakeinkave the
sanme source | P ad- dress and those |IP packets which have the sane

desti nati on tiasdnes addebsse, pand altidresothbPcpasket fediImpadbesnined tinme
Intervals, and stores those | P packets in the nenory (the set of IP

packet s thata amemciryug nptit showe) heispeclificitlye) ndfd evenlserr 8f putededo as an

| P packet group). The
gether those IP packets which have the same source IP ad-
dress and those IP packets which have the same destination
address, of the plurality of IP packets at predetermined
time intervals, and stores those IP packets in the memory
(the set of IP packets that are thus put together will
hereinafter be referred to as an IP packet group). The
sensor 5 then effects an attack detecting process on the
stored IP packets, and deletes the IP packets from the mem-
ory.

In each cycle time, IP packets stored in the
memory has been acquired after a time upon elapse of a pre-
determined time from the time at which the oldest IP packet
of those IP packet stored in the memory in a preceding cy-
cle time was acquired,

The attack detecting process is effected by the
sensor 5 in each cycle time according to the attack detect-
ing algorithm, as follows:

The sensor 5 detects an attack of the first
type, i.e., a port scan, of attacks of the first through

sixth types. Specifically, the sensor 5 extracts the val-
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sensor 5 then effects an attack detecting process on the stored IP _
packets, and deletes the |P packets fromthe mem ory. In each cycle tinme,

| P packets stored in the nenory has been acquired after a tine upon el apse
of a pre- determined tinme fromthe time at which the ol dest I P packet of
those | P packet stored in the nmenory in a preceding cy- cle tine was
acquired. The attack detecting process is effected by the sensor 5 in each

Cinsor 5 et S8 LS e Rddi BV AR T TR g gadl <wlh35| ta?%‘orﬁés%‘) S 5 The
' ' . Spec , nsor
ZLE ?;Iéts SOI hggga?tréél#%%tség 2’? lgbéaggtsg‘ﬁﬁétﬁ )t :g'):acgr éésggc %ﬁc%orh': et hg
' - taine
P each 1P peapagdchEisaclt 12 Salllet dokolf e Burlks BPLESATRERE oo
other and argréxtgs Naind G Mok Behor MO NBrdd2nRACKS! PnglRpfY I N the

menory. The sensor 5 then counts the nunber packets whic ave the
sane destinainbRg ti: atdnRekeds ther¥al 1€ wfe mi&:?@strﬂ@téé}{bdz% addr ess

extracted in each I P packet group, whose destina- Tion port nunbers in a

TCP header othen ¢hfhteadey nambedi bf fergikddsOPHeBBNhAYECERhe a8KInaWNi Ch have
been acquired in a continuous tinme, e.g., of 30 seconds, fromthe IP

packet grouge$timatDpakaddyesspabavhagwdlhe sfmeaghudestifaeion 1P

address extracted in each IP packet group, whose destina-
tion port numbers in a TCP header or an UDP header are dif-
ferent from each other, énd which have been acquired in a
continuous time, e.g., of 30 seconds, from the IP packet
group (the IP packet group having the same source IP ad-
dress).

If the counted number reaches a predetermined
number, e.g., 20, then the sensor 5 detects a port scan at-
tack. The sensor 5 gives data indicative of the port scan
attack and the data of the values of the source IP ad-
dresses of the IP packet group whose attack has been de-
tected (the data will hereinafter be referred to as detect-
ed first~type attack data) to the director 6.

The above process is effected successively on
all the IP packet groups whose source IP addresses are the
same as each other and do not belong to the LAN 1.

In the detection of a port scan according to the
illustrated emquiment, the number of IP packets whose des-
tination port numbers are different from each other is

counted. However, a port scan may be detected as follows:
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dress). If the counted nunber reaches a predeterm ned nunber, e.g., 20,
then the sensor 5 detects a port scan at- tack. The sensor 5 gives data

i ndicative of the port scan attack and the data of the values of the
source | P ad- dresses of the |P packet group whose attack has been de-
tected (the data will hereinafter be referred to as detect- ed first-type
attack data) to the director 6. The above process is effected successively

cach ot her afe® BREfte %éﬁ‘) c‘%ﬁé BB ERRSEe ot HHEoTs: 86 FerPkeport scan
des. tinati oroBErbed Bt 2R 22 BRPLFE qr?% e Soefee TR "SR

desti nat i on %%%tﬁ%%‘%%?%a%? SRRk ALy cind S Searpdt ad B B orou
the LAN 1~ arts of CERIGER, (hln) (phs ﬁﬁ‘?}‘%%? S’ %%@Eets%ﬁ&h e he
same desti nathénsffs lasuHRRk 188 EBEtVﬁﬁmﬁe@faﬁ%Q %éluéréfté?crrﬂ%J nation

port nunber, whose destination IP ad- dresses are different om each

ot her, and mﬂr&é\tém\tfeéiﬁ.mtm@qy;bi’ﬁdnmﬂo@c CafidsauaustihaBiss £Puy.ed from
t he IP packet group fromwhich the destinati on port nunbers have been ex-

tracted. |f dbessesirdrd dififeeentedecheseaclpraieirer andedhidhiniere Bdwan a port
scan i s detected.
acquired in a continuous time is counted from the IP packet
group from which the destination port numbers have been ex-
tracted. If the counted number reaches a predetermined
number, then a port scan is detected.

The director 6, which has been supplied with the
detected first-type attack data from the sensor 5, rewrites
the filter setting file of the firewall 2 in order to pre-
vent IP packets having the same source IP addresses as the
source IP addresses contained in the detected first-type
attack data from entering the LAN 1 for a predetermined
time, e.g., of 5 minutes, from the present time. At this
time, when the IP packets having the above source IP ad-
dresses are trénsmitted, the firewall 2 discards those IP
packets to prevent them from entering the LAN 1. Accord-
ingly, the LAN 1 is protected against a port scan attack.

If the director 6 is supplied again with the
same detected first-type attack data as the previously
given detected first-type attack data from the sensor 5 be-
fore the above predetermined time of 5 minutes elapses,

then the director 6 controls the firewall 2 in order to
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The director 6, which has been supplied with the detected first-type
attack data fromthe sensor 5, rewites the filter setting file of the
firewall 2 in order to pre- vent |P packets having the same source IP
addresses as the source |IP addresses contained in the detected first-type
attack data fromentering the LAN 1 for a predetermned tine, e.g., of 5
m nut es, frontthe present tinme. At this tinme, when the | P packets havi ng
the above squrce

those 1P pRieIERt G2 PaGkRES TRl (sRonEer 1 edfasaq=r Stasts, o5 nly,
he LAN 1 6
Suppl | ed alg}%t\% %?%tagﬁagsé‘a@ta@t a3 Bl bfikers a‘H ‘{%’ &%ﬁgggth 'S
previously giy egfett%%?ﬁﬂeé f % Hihacksdat f{ﬁnéﬂﬁh%%nﬁzﬁ&c _ be-

fore the abov termne 5 mnutes el apses i rector

6 controls thg fdfx%‘éﬁbE 6 iB Q&#&?Ited inPHE¥ANEné RIPAAHAS FirgrLt he

source | P addresses of the de- Irst-type attack data frontenterlng

the LAN 1 fogy 6pé hit taickdghen 1 rteﬂittneneletacéofn QU LY heeli LRt Which
the director Is supplied again with the detected first- type attack data.

If the direcidtiedtdd fAPstSUPPLi SEtav) Matdebegbed £hé dbdwppraidetel-dat a
before the above predeter- mned tinme of 5 mnutes el apses, then the

director 6 amined dimet o€ Bl mithkates aildgdesackaen theniirtetooursceahR ad-
dresses of the detected first-type attack data against en- try into the LAN
1. cels the blocking of IP packets from the source IP ad-

dresses of the detected first-type attack data against en-

try into the LAN 1.

Having carried out the process of detecting a
port scan attack as described above, the sensor 5 effects a
process of detecting an attack of the second type (Syn-
flood).

In this detecting process, the sensor 5 succes-
sively extracts Syn IP packets, in the order of acquisition
times thereof, contained in each IP packet group of desti-
nation IP addresses belonging to the LAN 1, of IP packet
groups whose destination IP addresses are the same as each
other. The sensor 5 then checks whether Syn IP packets ac-~
quired within a predetermined time, e.g., of 2 seconds from
the acquisition time of each extracted Syn IC packet are
present or not in the IP packet group whose destination IP
addresses are the same as each other. If such Syn IP pack-
ets are present, then the sensor 5 counts the number of

those Syn IP packets including previously extracted Syn IP

packets. The sensor 5 then checks whether an Ack IP packet
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Having carried out the process of detecting a port scan attack as

descri bed above, the sensor 5 effects a process of detecting an attack of
the second type (Syn f lood) . in this detecting process, the sensor 5
succes- sively extracts Syn |IP packets, in the order of acquisition tines
t hereof, contained in each | P packet group of desti- nation |IP addresses
bel onging to the LAN 1, of |IP packet groups whose destination |IP addresses

packets ac. COTIEPRERG % shelBE R, bR SRR HRSAE G 1 o,
t he acqui sit Lops L.l of,.e t c a or not in
EPFidATRy OlarPaCh §% g&&i&? @Qladggtm KShe é@uﬂ&é S Uq

the | P packef group “whose desfination | resses are the same as each

other. 11 SUgBoSyad RiRATem 905 pRERLRT AP HavitieR LBERES GfuribgoLnt s the

nunber of those Syn | ets“ i ncluding prev y“extracted Syn IP

packets. Thepsgpses thd hriyqueheekaumbet had @k Atk hBaBaekst theddym TP -

---------- correspondi ng to each of the counted Syn |P packets ('spe-
cifically, apadkdt) Rimbciefuitedi vithie Sapredeteeni fe@deimi a5 As the Syn
| P packet and having a sequence nunber next to the sequence nunber in the
TCP header ofetdtwdsSyfrdiP theaakqt]sbbibmcting et whehSpnt NP pacicket ersm ned
time of 2 seconds fromthe acquisition time of the Syn I P packet is
present or npresent her IMtpdok&hegiBbupacies gmapt whaseodesPinatdidmesiFes are

the sane as each other. |If such an Ack IP
addresses are the same as each other. If such an Ack IP

[

packet is present, then the sensor 5 decrements the above
counted number by “1”. When the presence of corresponding
Ack IP packets has finally been checked, if the counter
number is equal to or greater than a predetermined number,
i.e., 16, then the sensor 5 detects a Syn-flood attack.
The sensor 5 gives data indicative of the Syn-flood attack
and the data of the values of the source IP addresses and
the data of the values of the destination IP addresses of
the Syn IP packet group whose attack has been detected (the
data will hereinafter be referred to as detected second-
type attack data) to the director 6.

The above process is effected successively on
all the IP packet groups whose destination IP addresses are
the same as each other and belong to the LAN 1.

In the illustrated embodiment, a Syn-flood at-
tack is detected on the basis of the number of Syn IP pack-
ets. However, a Syn-flood attack may be detected as fol-
lows: Syn/Ack IP packets contained in each IP packet group

whose source IP addresses are the same as each other and
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packet is present, then the sensor 5 decrenents the above counted number
by "1". When the presence of corresponding Ack |IP packets has finally been
checked, if the counter nunber is equal to or greater than a predeterm ned
nunber, i.e., 16, then the sensor 5 detects a Syn-flood attack. The sensor
5 gives data indicative of the Syn-flood attack and the data of the val ues
of the source |IP addresses and the data of the values of the destination

k has.b d d
(the data wPELoRkr Ep s b d’ e, Apdiedly %dge%%%%saeﬁéaaﬁﬁﬂét : ot ack
h ' s T ef.fecte cCcessi v on a
?E%a?Ptggzggfgééggggél %gbq:esgfﬁgfgéﬁfﬁéﬁg?%re§%e§ga$é§ék%§V@ﬁﬁ&tﬁ%ffggg
o ki o SARIALR 10°packiel adluiPEa vitEld U ThoORRATRIRIG £ Andy (-
rovever, a Suigllogf Aliddndiirdn URbCAGHLAN I vih@'BE SYBRASK- P

packets contai ned in each | P packet group ource

the same as ezabtedhsynAttk 1% paekeRdate bAssdNck abe $HCERSStwely
extracted in the order of acquisition tihes thereof. Then, it 1s checked

whet her  Synpécket Pypogk efitosaC Gouired TPt Addrasdtiscd@ectibNsaméi 48.,each 9., Of
2 seconds fromthe acquisition tinme of each ex- tracted Syn/ Ack | C packet
are present othaot iIf tswehl BynpackelP gsanketshase pedsest) Rlasiirginses are
the sane as each other. if such Syn/Ack I P packets are present, then the
number of those Syn/Ack IP packets including previously ex~

tracted Syn/Ack IP packets is counted. Then, an IP packet
group having the same destination IP addresses as the sour-
ce IP address of each of the counted Syn/Ack IP packets is
checked. It is checked whether an Ack IP packet corre-
sponding to each of the Syn/Ack IP packets (specifically, a
Syn/Ack IP packet having the same destination IP address as
the source IP address of the Syn/Ack IP packet and having
an Ack number next to the sequence number in the TCP header
of the Syn/Ack IP packet) and acquired within the predeter-
mined time of 2 seconds from the acquisition time of the
Syn/Ack IP packet is present or not in the IP packet group.
If such an Ack IP packet is present, then the above counted
number is decremented by “17. when the presence of corre-
sponding Ack IP packets has finally been checked, if the
counter number is equal to or greater than a predetermined
number, i.e., 16, then a Syn-flood attack is detected.

In the above case, the data given from the sen-
sor 5 to the director 6 include data indicative of the de-

tected Syn-flood attack and the data of the values of the
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nunber of those Syn/Ack | P packets including previously ex- tracted Syn/Ack
| P packets is counted. Then, an |IP packet group having the sane
destination | P addresses as the sour- ce | P address of each of the counted
Syn/ Ack I P packets is checked. It is checked whether an Ack | P packet
corre- sponding to each of the Syn/Ack I P packets (specifically, a Syn/Ack
| P packet having the sane destination |IP address as the source |P address

/ ' Xt tQ.t sequence
N T PEHE RS e M CuOES R i B PR 1
- m S A fr |
B packer | eAatiol £ BRI E! L Sl AL b balflet BFofh, ' M DY

packet is pragenteosrt s Vf'ﬂ%@b@fetﬁgugéﬁf'cl% drh%Eggcéﬁ&E@%;%ijee-n" 1.

When the presence of corre- sponding Ac packet s I na

checked, if then TPUAdEFesHuBOE itﬁeeg%"ﬁyAé]_@ o p&mkegrbﬂﬁnc@r%ﬁgfdérm ned

nunber, i.e., 16, then a Syn-flood attack is detected” In the ase,

the data gi veespectivdly aen-theodakat oft fife didlR@0bEOthaCkyEEcdafR ag-
i ndicative of the de- tected Syn-flood attack and the data of the val ues of

the 35 soufitessés aantt aseesiazadofhehdatralwds tdfe thal destohatien des-
tination | P addresses of the Syn/Ack | P packet group. The data of the

val ues of thaddeesees |9f dder §ypedPapackietd | imn-thei detbPtaddsesseds-tofpe he
Syn/ Ack | P packet group correspond respectively to the data of the val ues
of the sourc@ttechdath doserihnd ahevelata of the val ues of the destination

'P The director 6, which has been supplied with the

detected second-type attack data from the sensor 5, rewrit-
es the filter setting file of the firewall 2 in order to
prevent IP packets having the same source IP addresses as
the source IP addresses contained in the detected second-
type attack data from entering the LAN 1 for a predeter-
mined time, e.g., of 2 minutes, from the present time. At
the same time, the director 6 rewrites the filter setting
file of the firewall 2 in order to prevent IP packets hav-
ing the same destination IP addresses as the destination IP
addresses contained in the detected second-type attack data
from entering the IAN 1 for a predetermined time, e.g., of
2 seconds, from the present time. At this time, when the
IP packets having the above source IP addresses or the IP
packets having the above destination IP addresses are
transmitted from the Internet 3, the firewall 2 discards
those TP packets to prevent them from entering the LAN 1.

Accordingly, the LAN 1 is protected against a Syn-flood at-
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addresses of the Syn I P packets in the detected second-type attack data
descri bed above. The director 6, which has been supplied with the detected
second-type attack data fromthe sensor 5 rewit- es the filter setting
file of the firewall 2 in order to prevent |P packets having the sane
source | P addresses as the source |P addresses contained in the detected
second- type attack data fromentering the LAN 1 for a predeter- m ned

' .., ' f A t o4 . At, .the sane tinme, the
i rector U6 acky Y niSies) HATSHOCLRE SO Haddeles imibHCaEE o Frer 1o
s ' [ | P S S e
et i nat i on (S o W dd'okny, BRECrafRd ") IRur mBEAARSSERES 11 ¢ data

: i i MR e. d. )nds, from
fromentering the LAN Iad g appr \%}%@ES&Q‘ %%éﬂé&ln?sghgofé S%%Iz%‘g

the present tinme. At this tine, en the [|P packe VI ng ove

source | P adgaeksebf athd I rbBropaskes Sspppiiivd ba81abpYen deRd 's;lf'iﬁdél gi'é-' P

addresses are transmtted fromthe Internet 3, “the firewall cards

those | P packetsed GquondtypehatticRndery efd et beekMudl c_fﬁféii @gwly, the
LAN 1 is protected against a Syn-flood at 36 ta?k, and H%s s having the IP

addr esses whtettexd esaquid-tgpe haticklodawt fyomlene, sbhbofr €% WeFdre tWhei
normal state. As in the process of detecting a port scan at- tack, if the
director 6 idbeipPrastetagminedi time hef ame mikest, erequised onsl -pryged uadet ack
data as the previously given de- tected second-type attack data fromthe
sensor 5 befgyepqquts having the source IP addresses of the detected
~ second-type attack data, elapses, then the director 6 con-

trols the firewall 2 in order to prevent IP packets from

the source IP addresses of the detected secondftype attack

data from entering the LAN 1 for the predetermined time of

2 minutes from the time at which the director 6 is supplied

again with the detected second-type attack data. This

holds true for the exclusion of IP packets having the des-

tination IP addresses of the detected second-type attack

data. Therefore, insofar as a Syn-flood attack continues,

IP packets from the source IP addresses of the Syn-flood

attack or IP packets to the destination IP addresses of the

Syn-flood attack cannot enter the LAN 1. With respect to

the exclusion of IP packets having the source IP addresses

of the detected second-type attack data and the exclusion

of IP packets having the destination IP addresses of the

detected second-type attack data, if the director 6 is not

supplied with detected second-type attack data before the

above predetermined times of 2 minutes and 2 seconds

elapse, then the director 6 cancels the blocking of IP
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above predetermned tinme of 2 mnutes, required to preclude |P packets
havi ng the source I P addresses of the detected second-type attack data,

el apses, then the director 6 con- trols the firewall 2 in order to prevent

| P packets from the source |IP addresses of the detected second-type attack
data fromentering the LAN 1 for the predetermined time of 2 mnutes from
the time at which the director 6 is supplied again with the detected

cecondLype BLRSk: SakPing s sBk0s. b Ud degblooP ChyStalad Bapackel

havi ng the d resses o Secona-type attack

data. Ther of gig. 85 feiachs eS8kl A0f GLCHnEATLRLERY 1| PuRRRARES from

t he source | ses o e ack or ets to the

destination LPnagfl eaReHIeking ofYfrf pRAb A 1haGkng2PRet e Hatiltn LAN 1.

Wth respect to the exclusion™of |IP packets having the source |IP addresses

of the detecipdad@essisbd YoTe tabt aeked8é@ SUUbIdeyPEChUEAOR dffa IdYaiacket s

havi ng the destination |IP addresses of the detected second-type attack
data, if thesdi egetprirfed heotaNsupplied with detected second-type attack
data before the above predetermned tinmes of 2 minutes and 2 seconds
el apse, then the directmavifhg aaceliedt bet btloe himgest bP deBdctimzlket s havi ng
the source I P addresses of the detected sec- ond-type attack data agai nst
entry into t8gntBNdd arickl as deaorkbed tdlwvg,othengensor B paffestts ldavi ng
the destination |P addresses of the detected second-type attack data
agai n- st enpryceﬁgopirﬂgngqqiyg an attack of the third type (Tear-

drop).

In this detecting process, the sensor 5 succes-

sively extracts divided IP packets contained in each IP

packet group of destination addresses belonging to the LAN

1, of IP packet groups whose destination IP addresses are

the same as each other. According to IP, a certain flag in

the IP header of each divided packet is either “1” or data

referred to as a fragment offset is of a value greater than

#07, A divided packet can be located based on this princi-

ple. The sensor 5 checks whether divided packets (which

are the same as the extracted divided packets) acquired

within a predetermined time, e.g., of 5 minutes from the

acquisition time of each extracted divided packet and hav-

ing the same IP identification number in the IP header and

the same fragment offset as the divided packet are present

or not in the same IP packet group as the divided packet.

If such divided packets are present, then the number of

those divided packets including previously extracted divid-

ed packets is counted. If the counted number is equal to
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Having carried out the process of detecting a Syn-flood attack as

descri bed above, the sensor 5 effects a process of detecting an attack of
the third type (Tear- drop). in this detecting process, the sensor 5
succes- sively extracts divided I P packets contained in each IP packet
group of destination addresses belonging to the LAN 1, of IP packet groups
whose destination |IP addresses are the sane as each other. According to

' ' P i.yi ded t ji,s either "1"

of data 1ot o CPRUE S8, & pRERRELrRlad Hlubpt) %asﬁz‘fé?egfe%n R
i Vi NGl - .2Nsor
Ehecks whet racBsot ¥ RS LCE6ERI0D UbidS BRTGivel fard Whditiss

di vi ded packeige &fOid a@ardirbPl Btfadk SR 1Y B8da! bFPehE Ghrudd of M Nutes
d 8e et an

fromthe acquisition time of each extracte I VI pac hav- ing
the same | P tHensditcntirondanebsesi dnd Nend Rdtaader t880vailiss Hd agment

of fset as the divided packet are present or not in the same IP packet
group as thedesvimed qpadretaddreébsesicdf dihd dHigeakphekats WHAREN L~ then the
nunber of those divided packets including previously extracted divid- ed
packets is cbackdths IHeenhdeteahedd(vherhiatd widquakredndBte©rbgreater than a
predeterm ned nunber, e.g., 80, then the sensor 5 detects a Teardrop
attack, and Fefexrefhito iasdidesectedetivird+hypeeattinck dataypktanthd ki -dat a of

the values of the source | P addresses and the data of the val ues of the
rector 6.

The above process is effected successively on
all the IP packet groups whose destination IP addresses are
the same as each other and belong to the LAN 1.

The director 6, which has been supplied with the
detected third-type attack data from the sensor 5, controls
the firewall 2 in exactly the same manner as when a Syn-
flood attack is detected. Specifically, the director 6 re-
writes the filter setting file of the firewall 2 in order
to prevent IP packets having the same source IP addresses
as the source IP addresses contained in the detected third-
type attack data from entering the LAN 1 for a predeter-
mined time of 2 minutes, from the present time. At the
same time, the director 6 rewrites the filter setting file
of the firewall 2 in order to prevent IP packets having the
same destination IP addresses as the destination IP ad-
dresses contained in the detected third-type attack data
from entering the LAN 1 for a predetermined time of 2 sec-

onds, from the present time.
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destination |IP addresses of the divided packets whose at- tack has been
detected (the data will hereinafter be referred to as detected third-type
attack data) to the di- rector 6. The above process is effected
successively on all the IP packet groups whose destination |IP addresses
are the sanme as each other and belong to the LAN 1. The director 6, which
has been supplied with the detected third-type attack data fromthe sensor

attack 1o detected. spataaiyr Ko HAE FoF FRRRBCRR OBl Y o O
setting fil engh s (40wl | s RoBdohaviity HARY SR ShBrBaCketsnligyi nO the

I
sane source sses ds e source resses contarned Tn the
detected (hi ke hyder Yk & Ack! 08" GOEY W ratulANed {0612 AL o7 -
mned time o % mnutes, fromthe pfesent tine. At the same time, the
director 6 rgpgtbes the filter setting file of the firewall 2 in order to
prevent |P packets having the sanme destination |IP addresses as the
destination | P ad- dresgpsimptiadiried biott ke detcdsedoithdedebyPggadtack data
fromentering the LAN 1 for a predetermned tinme of 2 sec- onds, fromthe
present ti neTeardfop Actirak gl Mesthebéd\Naboves, phet eehedragaéftdctss alear drop
attack, and hosts having the | P addresses which are under attack do not go
down, but repuovess ofealatevddimgl ansabtack of the fourth type (Land).

In this detecting process, the sensor 5 extracts
IP packets having the same source IP addresses as the same
values as the destination IP addresses of each IP packet
group of destination IP addresses belonging to the LAN 1,
of IP packet groups whose destination IP addresses are the
same as each other. The sensor 5 then checks whether IP
packets having the same source IP addresses as the extract-
ed IP packets and acquired within a predetermined time,
e.g., of 2 minutes from the acquisition time of the IP
packets are present or not in IP packet groups having the
same destination IP addresses as the extracted IP packets.
If such IP packets are present, then the sensor 5 counts
the number of those IP packets including previously ex-
tracted IP packets. If the counted number is equal to or
greater than a predetermined number, e.g., 6, then the sené
sor 5 detects a Land attack, and gives data indicative of
the land attack and the data of the values of the source IP
addresses of the IP packet group whose attack has been de-
tected (the data will hereinafter be referred to as detect-

ed fourth-type attack data) to the director 6..
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Havi ng carried out the process of detecting a Teardrop attack as descri bed
above, the sensor 5 effects a process of detecting an attack of the fourth
type (Land). In this detecting process, the sensor 5 extracts |P packets
having the sane source I P addresses as the same values as the destination
| P addresses of each I P packet group of destination |IP addresses bel ongi ng
to the LAN 1, of |P packet groups whose destination |IP addresses are the

ks kets h th
Same Sour ce 1 P addy esselibe i’%veeg’@%??%s%hf%ﬁ%"%f@‘iéﬂscsﬁﬁi‘ie .S%SV'W:?PL n
Llon tine o e
e packet o are ShISER Fcker Brofol SRS QAT ofaa Juskebec A
destinaton kRedddig seeth it e%xsﬁé%gﬂoﬂ{uﬁ%'ﬁ $ay 41 such 1P packets

are present, then t e sensor counts er o ose | P packets

el uding previ ously exmmd rietokPepagheln ndd Heih SpiedatuIlEToe Caua

to or greater than a predeterm ned hunber, e sen- sor

detects a Laadtéét;@&kfoﬁﬂh-@ﬂyb%adeaékl@&'&a@aéﬁdﬁ{e tok sbhSoland Aldack a“d
the data of the values of thé source |P addresses of the I'P packet group

whose attackebashbeeiltbr derslind fibe dntenevdilrehane naihesrder raferred to
as detect- ed fourth-type attack data) to the director 6.. -44 The above

process is epfevertd ERiquedetschyving thé ddme |fdupeeker gliAtPsSsadIaae

destination | P addresses are the sane as each other and belong to the LAN

1. the source IP addresses contained in the detected fourth-
type attack data and having the same destination IP ad-
dresses as those source IP addresses from entering the LAN
1 for a predetermined time, e.g., 3 minutes, from the pre-
sent time. When IP packets having the above source IP ad-
dresses and destination IP addresses are transmitted from
the Internet 3, the firewall 2 discards the IP packets and
hence prevents them from entering the LAN 1. In this fash-
ion, the LAN 1 is protected against a Land attack.

As in the process of detecting a port scan at-
tack, if the director 6 is supplied again with the same de-
tected fourth-type attack data as the previously given de-
tected fourth-type attack data from the sensor 5 before the
above predetermined time of 6 minutes, required to preclude
IP packets having the same source IP addresses and destina-
tion IP addresses as the source IP addresses of the detect~
ed fourth-type attack data elapses, then the director 6
controls the firewall 2 in order to prevent IP packets hav-
ing the source IP addresses and destination IP addresses of

the detected fourth-type attack data from entering the LAN
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The director 6, which has been supplied with the detected fourth-type
attack data fromthe sensor 5, rewit- es the filter setting file of the
firewall 2 in order to prevent |IP packets having the same source |IP
addresses as the source |IP addresses contained in the detected fourth-
type attack data and having the same destination |IP ad- dresses as those
source | P addresses fromentering the LAN 1 for a predeterm ned tine,

o 0o DS 0 S ohorTos BB SSEh R A, oD
(e et scheyd IS (S3ESRORLRE A6 P Ghahe gRtechatEgy reven

them from ent e L 1"Ts protected

agai nst a La g@%g ' ro et ' t at - tack,
if the di rec?g}lil%ﬁi S eu!op tjideb raagagl:"lelr'l W i ﬁ %?ﬁéa%ggggr?ae%%c? ; ourth-type
attack data gackhBoRtSMddS! b PabRBrderrbRClRY JRIHENThY REaPbESEK Liafa from
the sensor 5 before the above predetermned tine of 6 mnutes, required to

precl ude | PdpaekfaeiddVin hddiRsseEeogOUh& erdd addaekseannse &geds na- tion
| P addresses as the source | P addresses of the detect- ed fourth-type

attack data ehepsEN, 1! haf the directeor & izomiotokappheed iwivldetddvador der
to prevent |IP packets hav- ing the source |IP addresses and destination IP

addr esses of fouhehdeypetactdakirdaltat ppfont t Hok almive fpredetarmined) timee LAN -
41 1 for the predetermined tinme of 6 mnutes fromthe tine at which the
director 6 i9ofsGppinetesigliapssist,hthes theedimzbtor 6 cancels the
blocking of IP packets having the same source IP addresses
and destination IP addresses as the source IP addresses of
the detected fourth-type attack data against entry into the
LAN 1.
In the illustrated embodiment, the data of the
values of the source IP addresses of IP packets under a
Land attack are given as detected fourth-type attack data
to the director 6. However, because source IP addresses
and destination IP addresses of IP packets under a Land at-
tack are of the same value, the data of the values of the
destination IP addresses of IP packets under a Land attack,
rather than the data of the values of the source IP ad-
dresses thereof, may be given to the director 6.
Having carried out the process of detecting a
Land attack as described above, the sensor 5 effects a
process of detecting an attack of the fifth type (password
acquisition).
In this detecting process, the sensor 5 extracts

IP packets including user name data and password data of
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fourth-type attack data. Therefore, insofar as a Land at- tack continues,

| P packets fromthe source | P addresses and destination |P addresses of
the Land attack cannot enter the LAN 1. If the director 6 is not supplied
with detected fourth-type attack data before the above predeterm ned tine
of 6 mnutes el apses, then the director 6 cancels the blocking of IP
packets having the sanme source | P addresses and destination |IP addresses

Zﬁlt??ei ﬁfﬁrﬁ%t%%%d%ﬁ%?ﬁivﬁi ﬁ%‘rﬁse?eéx o ; abBaF i o h! gﬁénaiﬁﬁfga' b
I

biven as der i RiREses BRIREIERS & 4 RART. CokEF) aaﬁke%a%‘* ofebover -

because sour%§§&§q&§§§gg ﬁd Mééé%“ga Jtﬁ Qrﬁ@sasf % ggckets

under a Land tack are o e sane valu e va ues of the

destinati on 4 aldiRoss 1Abn! Pk Atk WiliBraokans BidiaRly wiioRbher than

the data of the values of the source I P ad- dresses thereof, may be given

to the direcigdry Gandr\§aRd GREMLRE e e cALACEEReP] ﬂ%@ctya%wamLand
attack as descri bed above, the sensor 5 effects a process of detecting an
attack of thgatd fdde MFEerpASSHEGN edtt Widielri, 0Ahd WHidHiaviereh Ag-
process, the sensor 5 extracts |P packets including user nane data and
password datguided wiZhihoat sontimbeud ANnik,f Lo, ¢a2 hmifh ek etmoguyo ttheof
destination

extracted IP packets. If the counter number is equal to or

greater than a predetermined number, e.g., 20, then the
sensor 5 detects an attack of the fifth type for a cracker
to acquire password. The sensor 5 gives data indicative of
the attack of the fifth type and the data of the values of
the source IP addresses and the data of the values of the
destination IP addresses of the IP packets whose attack has
been detected (the data will hereinafter be referred to as
detected fifth-type attack data) to the director 6.

The above process is effected successively on
all the IP packet groups whose destination IP addresses are
the same as each other and belong to the LAN 1.

The director 6, which has been supplied with the
detected fifth-type attack data from the sensor 5, rewrites
the filter setting file of the firewall 2 in order to pre-
vent IP packets having the same source IP addresses and
destination IP addresses as the source IP addresses and
destination IP addresses of the detected fifth-type attack
data from entering the LAN 1 for a predetermined time,

e.g., 1 hour, from the present time. When IP packets hav-
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| P addr esses bel onging to the LAN 1, of |IP packet groups whose destination
| P addresses are the sanme as each other. The sensor 5 then counts the
nunber of | P packets whose user nane data are the sanme as each other

whose password data are different fromeach other, and which have been ac-
quired within a continuous tine, e.g., 2 mnutes, anong the extracted IP
packets. If the counter nunber is equal to or greater than a predeterm ned

. 0. 4120 t ect tack of the fifth type
for s or acbeindyen btd Sodels éf?ﬁ%f%%%@ﬁ%%ﬁ?&gaﬁm f%hcﬁ ative of
k [ \/ es
gggrggggg aggr%ﬁge%;%éékﬁﬁqﬁ%ga$gfgegrod ?%% Iéﬁﬁ%ﬁeﬁadVoﬁﬁ%Fﬁ%ﬂﬁﬁgggééf?Lr
K e 1é
be referred o aaras Bie M kerar Bl BhALS Wheviels! Shinckion BT T
above processngstrsiggied, sHacenst VEAshUh, Hhk ef{;ﬂ% ecdequUPs whose

destination | P addresses are the sane as each ot el'ong to the LAN

1. The direchgaifist Wi citdask bgernsuppkiptepiid riag €6t §64ethd igddyt ype
attack data fromthe sensor 5 rewites the filfer setting file of the
firewall 2 iwoodder to pre- vent |P packets having the sanme source IP
addresses and destination |IP addresses as the source |IP addresses and
destination | P addresse&s din tihe gebeessdof i déttedtipe at pack sdah aat+ om
entering the LAN 1 for a predetermned tine, e.g., 1 hour, fromthe
present tinetagkenif pheeld tezv 643s supplied again with the same de-
tected fifth-type attack data as the previously given de-
tected fifth-type attack data from the sensor 5 before the
above predetermined time of 1 hour, required to preclude IP
packets having the source IP addresses and destination IP
addresses of the detected fifth-type attack data, elapses,
then the director 6 controls the firewall 2 in order to
prevent IP packets from the source IP addresses and desti-
nation IP addresses of the detected fifth-type attack data
from entering the LAN 1 for the predetermined time of 1
hour from the time at which the director 6 is supplied
- again with the detected fifth-type attack data. Therefore,
insofar as an attack of the fifth type continues, IP pack-
ets having the source IP addresses and destination IP ad-
dresses of the attack of the fifth type cannot enter the
LAN 1. If the director 6 is not supplied with detected
fifth-type attack data before the above predetermined time

of 1 hour elapses, then the director 6 cancels the blocking

of IP packets having the source IP addresses and destina-
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i.ng the above source |P addresses and destination |IP ad- dresses are
transmtted fromthe Internet 3, the firewall 2 discards the |IP packets
and hence prevents themfromenter- ing the LAN 1. In this fashion, the LAN
1 is protected against an attack of the fifth type trying to acquire pass-
word. As in the process of detecting a port scan at- tack, if the director
6 is supplied again with the sane de- tected fifth-type attack data as the

previ ous! y. gliven desahBeLede fhf Likd it A LACk 9o 8 fomieySasgr 5 before

the above pr termne me~ of hour,” requi pre packet s
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S&qgﬁ&t %n%&!gc Eﬁg@ +HE! éirﬂ?%.

detected fifth-type att at a, apses, then the director 6 controls the

firewall 2 in order topaRigyephrtfedanlictihel pPBLEEE SPUGRJHAnddResses and
desti- nation I P addresses 0Of the detected fifth-type attack data from

entering thepfldkl Jfokhbhei PERIE)SS N AdsbiriBe@f aBovdPUWhd Isefisbirest i me at
which the director 6 is supplie again with the detected fifth-type attack

data. Therefgfffacts ASplrotess 6P ddtatdingl anhattadk Mot Wi adnithnggpe | P
pack- ets having the source | P addresses and destination |IP ad- dresses of

t he attack ofsddwriftyf hbleypetaeknot enter the LAN 1. If the director 6 is
not supplied with detected fifth-type attack data before the above
predetermined tine of In kbas débeckng phroceskhe theesewsos T @evaicheshe
bl ocking of |P packets having the source |IP addresses and destina -44
for an IP packet having a printer logical name “lpr” and a
data size of 128 characters or more from each IP packet
group of destination IP addresses belonging to the LAN 1,
of IP packet groups whose destination IP addresses are the
same as each other. If such an IP packet is found, then
the sensor 5 detects an attack of the sixth type on a
through hole in a host in the LAN 1. The sensor 5 gives
data indicative of the attack of the sixth type and the
data of the value of the source IP address and the data of
the value of the destination IP address of the IP packet
whose attack has been detected (the data will hereinafter
be referred to as detected sixth-type attack data) to the
director 6.

The director 6, which has been supplied with the
detected sixth-type attack data from the sensor 5, rewrites
the filter setting file of the firewall 2 in order to pre-
vent IP packets having the same source IP addresses and
destination IP addresses as the source IP address and des-

tination IP address of the detected sixth-type attack data

from entering the LAN 1 for a predetermined time, e.g., 4
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tion I P addresses of the detected fifth-type attack data against entry
into the LAN 1. Having carried out the process of detecting an attack of
the fifth type as described above, the sensor 5 effects a process of
detecting an attack of the sixth type (security hole attack). in this
detecting process, the sensor 5 searches for an |IP packet having a printer
| ogi cal nanme "I pr" and a data size of 128 characters or nore fromeach IP

| [ I ' the LAN 1 f 1P
Packet SiSﬂﬁhﬁvﬁﬁéifféﬁfesﬁh%élp#gﬁéﬂﬁré eés@@s?lQ?%”ﬁmcg?e%sa viggtetagg‘:o; ner
' 9ﬂ§Kﬁ§ ensel
;rxfﬁCPygg Lﬁba t rgtg I%gﬁgdfﬁggg ogpffﬁatigafiﬁgliETéé?ééﬁﬁﬁﬁ'%gegives
data indi cat tyendhidiuy FloaCkng! thierslotd) [bRe (3BduhiP » 4Rl lget e val ue

of the source | P address and the data o t he va ination I P

address of toge|f pREhLs WhSSRedbs PleviiitsDRBondeton! Sty d3led i ||

hereinafter be referred to as detected sixth-type att ata) to the

director 6. ke Ijraat @hif, fubhidh hamaIeaN $UR! pEstIddn tbaaindet gated
sixth-type attack data fromthe sensor 5 rewites the filter setting file

of the firewsttack iof athaesikehptepe vemta [dhrpaghehsl8ayn g Hdd Sanwpgour ce
| P addresses and destination | P addresses as the source |IP address and des-

tination | P BAlirkess of the detected sixth-type attack data fromentering
the LAN 1 for a predetermned tinme, e.g., 4

As in the process of detecting a port scan at-
tack, if the director 6 is supplied again with the same de-
tected sixth-type attack data as the previously given de-
tected sixth~type attack data from the sensor 5 before the
above predetermined time of 4 hours, required to preclude
IP packets having the source IP addresses and destination
IP addresses of the detected sixth-type attack data,
elapses, then the director 6 controls the firewall 2 in or-
der to prevent IP packets from the source IP addresses and
destination IP addresses of the detected sixth-type attack
data from entering the IAN 1 for the predetermined time of
4 hours from the time at which the director 6 is supplied
again with the detected sixth-type attack data. Therefore,
insofar as an attack of the sixth type continues, IP pack-
ets having the source IP addresses and destination IP ad-
dresses of the attack of the sixth type cannot enter the
LAN 1. If the director 6 is not supplied with detected
sixth-type attack data before the above predetermined time
of 4 hours elapses, then the director 6 cancels the block-

ing of IP packets having the source IP addresses and desti-
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-45 hours, fromthe present tine. Wen | P packets having the above source

| P addresses and destination | P addresses are transmtted fromthe
Internet 3, the firewall 2 discards the |IP packets and hence prevents them
fromentering the LAN 1. In this fashion, the LAN 1 is protected agai nst
an attack of the sixth type on a through hole in a host in the LAN 1. As

I n the process of detecting a port scan at- tack, if the director 6 is

oo o "G DSl AT BB AP B o
h : ? , . | P
havi ng the Sarausy By, SnlB Sherl@d S TP TP Mdresses of the o
detected sixth-type atg&gﬂﬁég%EgbeFeg S’tﬁé“%%s Qﬁ ﬂbieﬁéﬁ{?é§ trols the
t [P pac mt a

firewall 2 in or- der to preven ets fr e source dr esses

and destinath@nrA’ PAYLESeTabket h&t@é‘é]@‘&c@@r&&ﬁbt{tﬁ%ﬁe HBARK enflat @ from

entering the LAN 1 for the predetermned tine of ours fromthe tine at

whi ch the di pegimentd incorporbied oRDRIthaViddhsbe sdghactrs ¢irddtdryme attack
data. Therefore, insofar as an attack of the sixth type continues, IP

pack- ets hafonodétating eartiBusddtessias nidd Bgstiragkesy ddaiakt diesses of
the attack of the sixth type cannot enter the LAN 1. |If the director 6 is
not suppl i edLBilth aletectead ~tdmet hasipearad taadiomdatiaabky oamd tdielcigve
predetermned tine of 4 hours elapses, then the director 6 cancels the
bl ock- taking appropriate measures to protect the LAN 1 against
the detected attacks. Therefore, the network administrator
or the like of the LAN 1 is allowed to greatly reduce an
expenditure of labor that is required to construct the LAN
1 in view of cracker attacks and to frequently refer to a
log file, and hence is allowed to lower the cost of main-
taining and managing the LAN 1. Since various attacks made
by crackers against the LAN 1 can be detected on a real-
time basis, it is not necessary to limit communications be-
tween the LAN 1 and external networks when no attacks are
detected. Usually, therefore, the freedom of communica-
tions of the LAN 1 can be increased, and information re-
sources on the Internet can effectively be utilized.

In the illustrated embodiment, the firewall 3 is
connected to the gateway of the LAN 1, and when a cracker
attack on the LAN 1 is detected, the firewall 3 is con-
trolled to automatically preclude the detected attack.

However, when a cracker attack on the LAN 1 is detected,

the detected attack may only be reported to the network ad-
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ing of I P packets having the source |IP addresses and desti -46 nation IP
addresses of the detected sixth-type attack data against entry into the
LAN 1. As described above, the systemfor nonitoring the LAN 1 for a
cracker attack according to the above em bodi nent incorporates only the
sensor 5 and the director 6 for detecting various attacks nmade by crackers
against the LAN 1 on a real-tinme basis and automatically and quickly

t aki ng appropysi ate asures.to_profect the LAN 1 against the d cted
attacks TheRbH A tore CothBy KRNGh O &t MACHELEY, FERBSRT AP THIERe TOAN 1 i s
allowed to géﬁakkﬁlreduce an expenditure of labor that is required to

construct th f“in vi ew of cracker attacks and to frequently refer to

a log file, and hence Ac%oqudliﬁgﬁg;o; ?égvgrmn%(g_gﬁ%%;&oﬁf Eggrndif&i&j{'% and

managi ng the LAN 1. Since vari acks Créac s agal nst the LAN

L can be det getegh Qhbied) 15! LBfnbBRe vid d HuBlicnEr st daddd ldypt

communi cati ons Ee- tween the ext erndl networks en no attacks

are detect egyitSualtne Ho3®r 8EOtRe AdWdrICMRITNIELEQETEGE &hd igtitm-Of the
LAN 1 can be increased, and information re- sources on the Internet can

effectively bpcptimdapd:. | Whéhea i dtdekoraatdaorbesi vRAtLAN e ikl gewal | 3 is
connected to the gateway of the LAN 1, and when a cracker attack on the

LAN 1 is detesdest, tirefdrinaedahl sdchsas athe tdetldoeddt 6iast ormmddmydl | y precl ude

the detected attack. However, when a cracker attack on the LAN1 is

det ect ed, sixth attack data is transmitted from the director 6 or the
sensor 5 to the host of the network administrator or the
security manager. In this case, a specific measure re-
gquired to protect the LAN 1 against the detected attack is
taken directly by the network administrator or the security
manager. Because the network administrator or the security
manager is needed to take a necessary preventive action
when the detected attack is reported and also because the
type of the attack is detected, the network administrator
or the security manager can take such an action against the
attack relatively easily.

In the illustrated embodiment, the processes of
detecting attacks of the first through sixth types have
been described as being successively carried out. However,
the processes of detecting attacks of the first through
sixth types may be performed parallel to each other.

In the above embodiment, the system for monitor-
ing the network for cracker attacks such as Syn-flood,
Teardrop, and Land attacks among those belonging to DoS

(Denial of Service). However, the principles of the pre-
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the detected attack may only be reported to the network ad - 47

mnistrator of the LAN 1 or a security nmanager assigned to the LAN 1.
According to such a nodification, the director 6 or the sensor 5 is
connected via a public or dedicated cir- cuit to the host of the network
adm nistrator or the secu- rity manager. \Wen a cracker attack on the LAN 1
is de- tected, information such as the detected first through sixth attack

et vor k. acm ROkt rron hk<’ 386, Rbplidinasto R Rbesebiel W 0o 710
reasure re- ﬁfé%fé’rt&ﬁ&&%o@eah%&rf%d‘%‘].to%ﬁedﬁfc@&%@. attack is
Yy r aam ni str

taken direct y the netwo ator or 'the securirty manager.
Because the network admi nistrator or the security nmanager is needed to
take a necessary preventive action when the detected attack is reported
and al so because the type of the attack is detected, the network

adm nistrator or the security nmanager can take such an action against the
attack relatively easily. In the illustrated enbodi nent, the processes of
detecting attacks of the first through sixth types have been described as
bei ng successively carried out. However, the processes of detecting
attacks of the first through sixth types may be perfornmed parallel to each
other. In the above enbodi nent, the systemfor nonitor- ing the network for
cracker attacks such as Syn-fl ood,

‘- 49 -



Teardrop, and Land attacks anong those belonging to DoS (Denial of
Service). However, the principles of the pre -48 sent invention are al'so
applicable to the detection of <cracker attacks known as Snurf and Fl oodie
attacks. -49 What is clained is: 1. A systemfor nmonitoring a network which
per- forms communi cations based on IP (Internet Protocol), for a cracker
attack, conprising: attack detecting neans di sposed at a gateway of the

net wor k, for cess) yiring I P packets passing through the gateway
and nnnitoriﬁgg?hgga%%%#%%ggﬁb packets to detect a cracker attack agai nst

the network; and processing neans for effecting a predeterm ned process
dependi ng on the detected type of cracker attack when said attack

detecting nmeans det ect sy!he HFACKEER mohPESrimy o neXebel @ﬁf&? (C)%é}-g- to

claiml1, wherein said attacK detecting nmeans conprises neans receiving

all I'P  packgbgmpagsimminiditdenis bASedabsVEY OfntedndtNBi¥Rbkolp; Fdors¥stem
according to claim2, wherein said attack detecting neans conpri ses neans

for receivi ngraskgr dfkafckomprisifAgsystem according to claim 1, mherein
said attack detecting neans conprises neans for holding an algo- rithmfor
detecting a plurality oitthdK eletrictiypencahs disposed at a gateway of

the network, for successively acquiring IP packets passing

through the gateway and monitoring the acquired IP packets

to detect a cracker attack against the network; and

processing means for effecting a predetermined
process depending on the detected type of cracker attack

when said attack detecting means detects the cracker at-

tack.

2. A system according to claim 1, wherein said
attack detecting means comprises means for receiving all IP

packets passing through the gateway of said network.

3. A system according to claim 2, wherein said
attack detecting means comprises means for receiving only

IP packets.

4. A system according to c¢laim 1, wherein said
attack detecting means comprises means for holding an algo-
- rithm for detecting a plurality of different types of
cracker attacks, and detecting the types of cracker attacks

from the acquired IP packets based on said algorithm.

\
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cracker attacks, and detecting the types of cracker attacks fromthe
acquired | P packets based on said algorithm -.50- LI1LLIELEELEELEERITTT]
[T 5. A systemaccording to claim4, wherein said attack detecting
means conprises neans for classifying a plurality of I P packets acquired
within a predetermined tine according to at |east source |P addresses

and/ or des- tination |IP addresses and holding the classified I P pack- ets,
and detecting the types of cracker attacks fromthe classified |IP packets.
6. A systemaccording to claim1l, wherein said attack detecting neans

' f det gct ) ker,.att ack_.of. first t wh t
Least a predeter- ninedhuberstsm ARCREARRY Eo T IaI 4 MPgREIR, 88T, o t e
t k f t . : resses
e the o aibagk febae i Wiahe Bnlf §3E5 Seq i Yor BGEE Y fnd (& o
destinati ' : s t gred within
ot bt or i PAEal By or B atKete S0hnitEAAMh O BRedBLErREry | oC

attack deteckipg HBEHSILAId SRS 18888SsbRfcdleiE dddt@sBasChAGKSE @dack of a
second type when at | east a predeter- m ned nunber of Syn IP packets based

on TCP (Trangfinasien ILoiddmdssds0hadohdldhhe e e llasangablt ef packbe
network from an external network and whose at | east destination |IP ad-

dresses are els,sand dsteacingtther tgpesactjudrarker tatitaciks predetles m ned
time and when an Ack | P packet based on the
classified IP packets.

6. A system according to claim 1, wherein said
attack detecting means comprises means for detecting a
cracker attack of a first type when at least a predeter-
mined number of IP packets which are transmitted to the
network from an external network and whose at least source
IP addresses are the same as each other and whose destina-
tion IP addresses or destination port numbers are different

from each other are acquired within a predetermined time.

7. A system according to c¢laim 1, wherein said
attack detecting means comprises means for detecting a
cracker attack of a second type when at least a predeter-
mined number of Syn IP packets based on TCP (Transmission
Control Protocol) which are transmitted to the network from
an external network and whose at least destination IP ad-
dresses are the same as each other are acquired within a
predetermined time and when an Ack IP packet based on the

TCP which has the same source IP address and destination IP

-
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TCP whi ch has the sane source | P address and destination IP - 51 L s
address as each of the Syn I P packets is not acquired wthin said
predetermned tine. 8. A systemaccording to claiml, wherein said attack
detecting neans conprises neans for detecting a cracker attack of a second
type when at |east a predeter- m ned nunber of Syn/Ack |P packets based on
TCP (Transm s- sion Control Protocol) which are transmtted to the network
froman exterpal network nggmgﬁse at:#ﬁast dgsthation | P. addresses are

q

the same as St REr ©3F & W i 15h PRCKCTH, 480 A% e and when
an Ack IP p . b i.ch has the sane source |P address and
destinationqﬁﬁﬁhﬁhgﬁggg%gghpﬁ%réiiéqx}ﬁ ‘address and destination | P address
of each of said Syn/Ack |IP packets is not acquired within said
predetermned tine. 9. A systemaccording to claiml, wherein said attack

det ecting nmeans conpri sg£s Angﬁggeﬁoécg@fﬁf' r{%f %laﬁﬁlag}(%héféﬁfl‘sa‘lfd aI }:hi rd

type when at |east'a predete m ned nu sanme vi st ons of an

paCket_“hiChaéﬁébktdé%&%%&hheﬂeaﬂstéﬁhﬂﬁ%éﬂ%’heEhQ”f@f Sxd&iiglg network are
ac- quired wthin a predetérmned tine. 10. A systemaccording to claim1,

wher ei n sai dorfikerC latdRlcRCHIENG 5B GG/ hhen Healsad®©ra (aicRidtie’d a
cracker attack of a fourth type when at |east a predeter- m ned nunber of
| P packets witidu anmberangnsyhgénck oIB eackets based on TCP (Transmis-
sion Control Protocol) which are transmitted to the network
from an external network and whose at least destination IP
addresses are the same as each other are acquired within a
predetermined time and when an Ack IP packet based on the
TCP which has the same source IP address and destination IP
address as the source IP address and destination IP address

of each of said Syn/Ack IP packets is not acquired within

said predetermined time.

9. A system according to c¢laim 1, wherein said
attack detecting means comprises means for detecting a
cracker attack of a third type when at least a predeter-
mined number of same divisions of an IP packet which are
transmitted to the network from an external network are ac-

quired within a predetermined time.

10. A system according to c¢laim 1, wherein said
attack detecting means comprises means for detecting a
cracker attack of a fourth type when at least a predeter-

mined number of IP packets which are transmitted to the
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-5 52°- 1 111111J111J1111111111111 N 9 network from an external network and
whose source I P ad- dresses are the sane as destination |P addresses
thereof are acquired within a predetermned tinme. 11. A system according
to claim1, wherein said attack detecting neans conprises neans for
detecting a cracker attack of a fifth type when at |east a predeter- m ned
nunber of | P packets which are transmtted to the network from an external

I e L
G eroren BEameecio i e, BEUEEn LI e EURLEE ekt 1 o 12

conpri ses nMegps £§é¥£¥a&ﬂwﬂéﬂlnaa @Eéﬁgﬁgrﬁﬁﬁ Qfﬁg.a sixth type when an | P

packet having a a sequence having a predetermned pattern of data for
attacking a buffer overflow security hole, 13. A system according to claim
1, wherein said processing neans conprises neans for generating a report

out put representing the;fletedystemobctbedi@okeclalimdal Whersdhdsaid
predet erm ned process. 14. A systemaccording to claim1l, wherein said

processi ng maglackodPtecingrarans compr tyentinghsafolrPdpsektindg3a- 11111111
112122 0P 12121 31 lill L Ms

gracker attack of a fifth type when at least a predeter-

mined number of IP packets which are transmitted to the

network from an external network in order to operate a host

in the network and whose user name data of the host are the

same as each other and whose passwords of the host are dif-

ferent from each other are acquired within a predetermined

time.

12. A system according to claim 1, wherein said
attack detecting means comprises means for detecting a
cracker attack of a sixth type when an IP packet having a
déta sequence having a predetermined pattern of data for

attacking a buffer overflow security hole.

13, A system according to claim 1, wherein said
processing means comprises means for generating a report
output representing the detection of the cracker attack in

said predetermined process.

14. A system according to claim 1, wherein said

processing means comprises means for preventing an IP pack-
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et having a source | P address and/or a destination |IP ad- dress associ ated
with the attack detected by said attack detecting neans, fromentering
said network in said prede- term ned process. 15. A system according to
claim6, wherein said processing neans conprises neans for preventing an
| P pack- et having the same source |P address as the source |IP ad- dresses
associated with the attack of the first type de- tected by said attack

sai d attack Secnatify et i alac O Blidion e BRERRSHOL B Ad T e
pr edet er m neargggcsééocfaﬁce&vﬁtit RHLGEOLSK N R Bl o dngreld) s ¢

processi ng neans conpr Ses nmeans preventing an | ing the

same_desti naghodol PRy 33cRA6H éﬁiﬂ%%’ 14 iRcABEkeLn! 5018 GP&IdNG sai d

network for a prede tinme a ter attack detecting ans detects
the attack @Erhbged de&ype, in said predeterm ned process. 17. A system
according to claim1l wherein said processing neans conprises nmeans for
preventing an | P pack et having the sane source |IP address as each said
Syn P packet fromentering said network for a predetermned tine after
said attack detecting nERNSA dgisteins abbordifiqcto ajldile 6 ,sehandih ygeidin said

predeterm ned process. - 54 - | 18. A systemaccording to claim17,

wher ei n sai dproceseiny mewmss compriseswheals afordl Presekheingaan nIp tecksane
et having the same source IP address as the source IP ad-
dresses associated with the attack of the first type de-
tected by said attack detecting means, from entering said
network for a predetermined time after said attack detect-

ing means detects the attack of the first type, in said

predetermined process.

16. A system according to claim 7, wherein said
processing means comprises means for preventing an IP pack-
et having the same destination IP address as each said Syn
IP packet from entering said network for a predetermined
time after said attack detecting means detects the attack

of the second type, in said predetermined process.

17. A system according to claim 16, wherein said
processing means comprises means for preventing an IP pack-
et having the same source IP address as each said Syn IP
packet from entering said network for a predetermined time
after said attack detecting means detects the attack of the

second type, in said predetermined process.
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source | P address as each said Syn I P packet is prevented fromentering
said network is longer than said predeter- mned tinme for which an IP
packet having the sane destina- tion |IP address as each said Syn | P packet
is prevented fromentering said network. 19. A system according to claim
8, wherein said processing neans conprises neans for preventing an IP
pack- et having the sane destination |IP address as the source |P address
of each said Syn/Ack | P packet fromentering said network for a
predetermned tine after said attack detect- ing neans detects the attack

of the second type, in g %rs&rset@ﬁxt SEELPEEh & 1QF &i%ind 17 Awﬁ¥f%ﬁ’ﬁ‘§§fc9rdi ng

to claim19, wherein sard “processi ng neans  conpri ses méans r preventing

an | P pack- g}c;ﬁaéﬂéﬁmsr;#Ac~ F £ch PaROfF §vkRt haeige%ﬁ@aéanw | P

address of e sal P packet from entering sal network for a

predet er m nedohi88 Bt RIdSdid adt back §8i@CEyn 130 paeRBE ESt EEdverittR] at t ack
of the second type, in said predeterm ned process. 21. A system according

to claim 20, fpBRrehbesiid sdilenetebiknes longerd ahawhsahdaprédbpmeket having
the sane - 55 L M S source | P address as the destination |IP address of each

sai d Syn/ Ackmiffepatkes¢ for mwidcantadIPrpaciest draviggséhd sahe deskins- | onger
than said predetermned tine for which an I P packet having the sane
desti nati on tRPoadfiPegddzsss s savhceaid Syn IP packet is prevented

from entering said network.

19. A system according to claim 8, wherein said
processing means comprises means for preventing an IP pack-
et having the same destination IP address as the source IP
address of each said Syn/Ack IP packet from entering said
network for a predetermined time after said attack detect-
ing means detects the attack of the second type, in said

predetermined process.

20. A system according to claim 19, wherein said
processing means comprises means for preventing an IP pack-
et having the same source IP address as the destination IP
address of each said Syn/Ack IP packet from entering said
network for a predetermined time after said attack detect-
ing means detects the attack of the second type, in said

predetermined process.

21. A system according to claim 20, wherein said

predetermined time for which an IP packet having the same

S
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| P address of each said Syn/Ack | P packet is prevented from entering said
network. 22. A systemaccording to claim9, wherein said processing neans
conprises neans for preventing an I P pack- et having the same destination
| P address as the destina- tion |IP address of each said divided |IP packet
fromenter- ing said network for a predetermined tine after said attack
detecting neans detects the attack of the third type, in said

d I ned . . di | ai , ' id
o1 ocessi ng mESRECE onpraikesh. B 8, dRFEbiaion, T2) afThER ot ALY 50 The
.ad - f L d. divided I P
packet Trom ERLEr ST R o BeRRY 55 preliliedil 3Pl mnfRE g L MHEF
ttack det = tS b f L R t [ i d
or oot er m nelOhF LR e Ry R Basl pECASnc Rl K65 WRRen o BT

predet erm neggakgﬁ ﬁ@&i@i% AAmbPaBackRit 1Y 1110 ddiRe88"Rs ERMI SSuLR

address as t source address of each said di- vided I'P packet is

prevented frep gakpssd bSaldbn@aWar kyh#ack Sfp packblt! ikl prévéhtdd Ifdom 111111
L R longer than said predetermned tinme for which an | P packet having the

sane desti nabhedrify askiesetd®rkhe destination |P address of each said
divided | P packet is prevented from entering said network. 25. A system
according to claim 10, wherein said
22. A system according to claim 9, wherein said

processing means comprises means for preventing an IP pack-

et having the same destination IP address as the destina-

tion IP address of each said divided IP packet from enter-

ing said network for a predetermined time after said attack

detecting means detects the attack of the third type, in

said predetermined process.

23. A system according to claim 22, wherein said
processing means comprises means for preventing an IP pack-
et having the same source IP address as the source IP ad-
dress of each said divided IP packet from entering said
network for a predetermined time after said attack detect-
ing means detects the attack of the third type, in said

predetermined process.

24. A system according to c¢laim 23, wherein said
predetermined time for which an IP packet having the same
source IP address as the source IP address of each said di-

vided IP packet is prevented from entering said network is
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processi ng neans conprises neans for preventing an |IP pack- et having the
sane source | P address and destination |IP ad- dress as each said | P packet
associated with the attack of the fourth type fromentering said network
for a predeter- mned tine after said attack detecting neans detects the
attack of the fourth type, in said predeterm ned process. 26. A system
according to claim1ll, wherein said processing neans conprises neans for

f?»feéﬁ.”t Lr“gsf‘;‘faégeeﬁ%e%ﬁ@s%@ﬁé?gﬁi S T B SRR 0 y
attack do eclrubiacons iRl Petihitisy £ kaa%@e%%%?-r P ?§%%*ﬂ#%°?faf Sr o
predet erm nedpPLQERSsSs o - eat%h%%&?”hi‘@f&éc@" rﬁa%k%lta&g‘ é@ﬁv

processi ng nmeans conpri ses neans preventi aV|ng the

sane source pRraph@ssaahhelgdirknation | P ad- dress as said IP packet
associated with the attack of the sixth type fromentering said network

for a predetermined flhli!tIljihlgltllIhlvii,il/ time after said attack
detecting neans detects the attack of the sixth type, in said
predeterm ned process. 28, M s¢stletmatoor@bng ty idigim et Wah&rain cdaier -
fornms conmuni cati ons based on IP (Internet Protocol), for a cracker
attack, conpprecessimy tmesnsdeveplings nereass dicxp gxeteatiaggan eVRypadk- t he
network, for successively acquiring |P packets passing through the

gat eway, stoeknbavheqg dthpuisame spupaek®Psaddrass and destination IP ad-

dress as each said IP packet associated with the attack of
the fourth type from entering said network for a predeter-
mined time after said attack detecting means detects the

attack of the fourth type, in said predetermined process.

26. A system according to claim 11, wherein said
processing means comprises means for preventing an IP pack-
et having the same source IP address and destination IP ad-

~dress as each said IP packet associated with the attack of
the fifth type from entering said network for a predeter-
mined time after said attack detecting means detects the

attack of the fifth type, in said predetermined process.

27. A system according to claim 12, wherein said
processing means comprises means for preventing an IP pack-
et having the same source IP address and destination IP ad-
dress as said IP packet associated with the attack of the

sixth type from entering said network for a predetermined
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mul atively, holding an algorithmfor detecting a plurality of different
types of cracker attacks, and nonitoring to detect the types of cracker
attacks fromthe acquired and stored |IP packets based on the al gorithm
and processing means for preventing an I P packet having a source |P
address and/or a destination |IP address associated with the attack
detected by the attack detecting neans, fromentering the network
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Teans det ect s£0BRs ofLIP EACHS: s8% ArelVRRIALHOpHhRG.4 0 ANy One of

clainms 14 through 28, r conprising a pac
gateway of the network, for selectively establishing IP packets to be

prevented fromentering the network, the processing nmeans conprising neans

for controlling the pacie, & dyisltefir £62 MERf1rIngha REeHSERIWhi@f guracess.
f fIIfI11 21112212212212211 fI fIIf - 58 S
forms communications based on IP (Internet Protocol), for a
cracker attack, comprising:
attack detecting means disposed at a gateway of
the network, for successively acquiring IP packets passing
through the gateway, storing the acquired IP packets accu-
mulatively, holding an algorithm for detecting a plurality
of different types of cracker attacks, and monitoring to
detect the types of cracker attacks from the acquired and
stored IP packets based on the algorithm; and
processing means for preventing an IP packet
having a source IP address and/or a destination IP address
associated with the attack detected by the attack detecting
means, from entering the network according to a predeter-
mined process, for a time which is predetermined corre-
sponding to the detected type of attack, after the attack

detecting means detects one of the attacks.

29. A system according to any one of claims 14
through 28, further comprising a packet filter disposed at
the gateway of the network, for selectively establishing IP
packets to be prevented from entering the network, the
processing means comprising means for controlling the pack-

et filter to perform the predetermined process.

er di sposed at the

s RN 0 R A



