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The present invention relates to conputer networks which use the IP

prot ocol , wandosdarch i nclude data |ink |ayer addresses, sug/asieeior ks
i ncorporating Ethernet and WavelLan tqchnol ogies, as well as token ring and

FDDI technol ogi es. Background to the Invention Al nodes on the Internet
are identified by |IP addresses.CainfputéxNetwbyks due to the limted public

| P address pool that is available, and to adm nistrative and maintenance
requirenents, it is often not possible to allocate a static IP address to a
user. Instead, a user may for exanple receive a different |IP address for
each Internet access session. This can cause problens in identifying an
end useFiald afrtherdnvemtienor on the Internet. Various solutions to this
probl em have been provided, such as DDNS (Dynam c Donai n Nane Systen

whi ch uses dynam ¢ mappi ng of hostnanes to | P addresses, X503 client

certificat esTwaiBsdIRVB AR reltes KR EbRPURFIRANSKsWHiBh usel theNP FBbceyen
sinpl e user |ogin authentications. These sol utions, however, have their own

| i m t at RBEvhightelugs datdilinkdaygr asidresges, sueh aanetwolkgdneorpetaiinodntbatnetand a
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identification of an end user. Although the present invention nay provide
an alternative to the above-nentioned solutions, it need not be nutually
exclusive with them The present invention is also particularly, though not

excl usi yel 1 t of conputer systens as described in
|nterna@gﬁgr&@ﬁégﬂh%ﬁﬁgﬁfon PCT/ SG00/ 00170, filed on 17 August 2000,

and entitled "Reconfigurable Conputer Networks", the contents of which are
| ncor por ated er ei n by, [§ference. M0 02/ 19307 B SOY A0AZL of, Uy of
the limited public IP address pool that is available, and to administrative and
maintenance requirements, it is often not possible to allocate a static IP address to a
user. Instead, a user may for example receive a different IP address for each
Internet access session.

This can cause problems in identifying an end user on an intranet or on the
Internet.

Various solutions to this problem have been provided, such as DDNS
(Dynamic Domain Name System) which uses dynamic mapping of hostnames to IP
addresses, X503 client certificates which have user information embedded within
them, and even simple user login authentications.

These solutions, however, have their own limitations, such as additional client
software support requireménts and a dependency on end users to initiate
communication.

An aim of the present invention is to provide a network system which
facilitates the identification of an end user. Although the present invention may
provide an alternative to the above-mentioned solutions, it need not be mutually
exclusive with them.

The present invention is also particularly, though not exclusively, useful in
respect of computer systems as described in International Patent Application
PCT/SG00/00170, filed on 17 August 2000, and entitled “Reconfigurable Computer

Networks”, the contents of which are incorporated herein by reference.



According to a first aspect, the present invention provides a conputer
network systemincluding a plurality of client nodes, each of which has a
uni que daiv® draysds7 | i nk address, wherein the system incl udgeg/&ioijoepst one
network device which is able to accegs the data link |ayer address of a
client node, and wherein the network device uses the accessed data |ink

| ayer aSdmaaary of iweltidry i dentify the client node and to provide network
| ayer or above (e.g. application |ayer) services to the node based on said
data link | ayer address. In accordance with the present invention, a router
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to provide such services and to nap to a client node. The data |ink | ayer
addr essdenige wppbdbe Iapces)srqak data Imkriememaddf@seie uniuelyidentifyibe cligot esde

Every c nod e wor k cl udes at | east ttached et wor.k
Tter o2 30 A8 ie HeRalF laVBE et E oo tmuEtin fes? SHRfE to ik p6s
card) béeéh’dﬁrsatd)d@ﬂahmwIayertavd@éy@ cally connect to the network. Each of
these cards has a unique MAC address associated with it. These MAC

addr esses i nm a@@rdaawwiﬁttée areeent. inveRiian, rasiouter @s thgtnedwprkndeace) for
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rati onal e behi nd the present invention is that the hardware, that is the
net wor kn%twjg ang §pp 'tCﬁIal‘P'P saRfcaR PNH6aN BeRIde Mple Inkdpuesaddigss of asgliantkel v

to ch gﬁﬁﬁg IH@ y o (f%% S LRdiEg e Ig@qls twork settings, and so

|nstead yin resses to identi y a node in the network
and appl i cat Tba prayemwnvemtfm Modraste reidls the tesiibnal approzodf ef vsidg an 1P
enbodi rren temincludes a nk a rﬁCI}?@gter which is able to

determ"f\% ﬁ?ﬁﬁ t?lpﬁisg%ﬁﬂ?h FHNES2 BO(Ri ch has sent a data

packet, and TREld#g%inR | raélﬁﬁfésé)?ne\y %ldawetfon%’r%reeéﬁédl@ﬁfia&%érs control
i nformation, which may be hosted by the router. The information maKd r
e

exanpl e(MAChtaddress.heEveryodient 3mre PETR S@wWod0IEludes at least one attac

network interface card NIC (otherwise called a network card or network adapter card)
in order to allow it to physically connect to the network. Each of these cards has a
uniqgue MAC address associated with it. These MAC addresses include a six-byte
field. The first three bytes (the OUI — Organisational Unique Identifier) identify the
vendor of the card and are globally assigned by the IEEE. The final three bytes are
vendor assigned in a manner which ensures that each card has a unique address.

The rationale behind the present invention is that the hardware, that is the
network cards, with their default hard-coded MAC addresses are less likely to
change compared to other software controlled network settings, and so instead of
relying only on IP addresses to identify a node in the network and application layers,
the MAC address is used.

In a preferred embodiment, the system includes a link aware router which is
able to determine the link layer address of a client node which has sent a data
packet, and includes a database of link layer addresses and user information, which
may be hosted by the router. The information may for example relate to the



departnment in which a user of the client node is registered and to their

| evel of authority and security clearance. Thus, when a request, such as a
HTTP requ@sfoziosssfecei ved froma client node, the router pcs/ah®oie
identify the client node fromits MAC3address and can inplenent one or
nore suitable network and application policies that a network

adm ni sgg@drimenBih defictner Liser bhengldlient neddess. rdyisterathapbieto theit eetase of
a HTTP request, the router may provide a transparent proxy function to

provi dealéhGFIWf@?%ﬁ@C%bC}@@@@nQ% two client nodes when they request t he
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procedur e’ when sai d dress i s not dat abase, g@l redirecting a
HTTP r eiuebicht eacligsts rm@e ar\ﬁamfsig'eﬁhaﬁltsmeelys ageesn A oeBAIN: Bncieses s

node ansiormily RGN el it B ke RRL Heofahisl Ertiibed hedtesicie °Fy
for exafgghelube driexcludendtaiodottdngiet work card NIC (e.g. ethO for Ethernet

card nunber 0) of the router that data packets fromthe client node are
recei ved at.!n ongapredeged cféﬁﬁrl%reexﬁa'ﬁ‘ﬂﬁ arenthee %8I @ FeeuigurRRie: s

ot or m aPay Tndblerk Fys dhbiot ) in R O ChR001 01 Ana i, et shgnael ess

speci f i whetheviahesnd aserls Bk Iageaaddmess msamduoted/\latthpaiaﬁabamt and maynnalate

particul arl referred enbodi nent the stemln l.udes .a transparent
server, am%&s?%ﬁ% HPAGRIWE ¥hepnheaifl ﬁﬁ z?\ﬁ/ﬁrbc‘ P8gt'@rsa'%@Wag g DR?’S

Server1réd1%cﬂ1\$a%‘?f7lerre8u§§ﬁfcﬁmh/e ARt $idRledo WESHRURRIBH pahe C! . ent node by

mappi ng the clTent node"s Iink | ayer address with™the nane. This nanme may

be for exarrEUéher praferabdyiathief faederddetgirminesnwhedGDNg alient nadesnlie Jayer

woul d a §8ress is included in the database, and initiates a security procedure when said
address is not in the database, e.g. by redirecting a HTTP request to a web page
warning that there is an unauthorised access attempt.

The system may also determine positional information of a client node and
may record the information in the database. This information may for example be the
number of the network card NIC (e.g. ethO for Ethernet card number 0) of the router
that data packets from the client node are received at. It may also comprise
information regarding a client node’s assignment to a virtual LAN, e.g. a VLAN ID.
Thus, as well as MAC address determined services, the client node may be provided
with location specific services, such as location specific web page content.

In a particularly preferred embodiment, the system includes a transparent
DNS server, which may be hosted at the link aware router. When using a DNS
server, the DNS server preferably assigns a unique name to a client node by
mapping the client node’s link layer address with the name. This name may be for
example a fully qualified domain name (FQDN) or a hostname. It would also be

possible to assign other attributes to the link layer address that might previously have



possible to assign other attributes to the link |layer address that m ght
previ ously have WD 02/103547 PCT/ SG01/00121 4 been associated with an IP

address. Wy ®@084bd i ncl ude network resources, e.g. a pripgcaAeigynam c
firewall rules (e.g. non-static IP). By directly mapping a MAC address to a
DNS A type resource record, it is possible to assign a FQDN or hostnane to

an end peeh RRBBMIRT witht ioue Afnesd. omals comaNAELdE MstwoRe réddupeds, ea.?.daa
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p C . cad .
| ayer ab@rtetansialion MAPH).effearagrveniansenit e Keaariptias hereindhatteim NATI des
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then allows client node’s having the same IP address to be serviced by the NAT.

Where for example a configurable router as in PCT/SG00/00170 is provided
the Network Address Translator may use physical location information for a client
node in the mapping of an IP address of the client node. This may include the router
NIC number at which packets from a client node are received as well as a VLAN ID.

Preferably, the Network Address Translator provides a reverse NAT operation
in which an assigned IP address is mapped to a client node IP address and data link
layer address.

Further preferably, the Network Address Translator provides a twice NAT
operation in which mapping is provided both for a client node IP address to an
assigned IP address and for an assigned [P address to a client node IP address and
its data link layer address.

Viewed from a further aspect, the present invention provides a computer
network system including a plurality of end systems, a NAT router, and a DNS
server, wherein said router is able to determine the link layer address of the end
systems, and wherein NAT and DNS procedures are based on said link layer

addresses, each said link layer address being associated with a unique name.



server, wherein said router is able to determne the Iink | ayer address of
the end systens, and wherein NAT and DNS procedures are based on said |ink

| ayer adglicegs@ssq7each said link | ayer address bei ng assogic@atashiobizi a
uni que nane. WO 02/ 103547 PCT/ S&1/00%21 5 From anot her aspect, the

present invention provides a conputer network systemincluding a plurality
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t « Wherein th d t . dentified th t
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sai d uni que YR Siond AlffHet rasbl@@t rmetlpa@séﬁt indahtort protidesnd sompats by
the internmedi ate systens. Viewed froma further aspect, the presen
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dat abase of the data link |l ayer addresses to attrihutes of, the nodes, the
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zggg: af_l'ﬂ_éﬁl\‘.\évdrfé SHSth? fHRU RS 2uperddity tPelisat fhRECand 335 ¥ skRvere WHePSintthe
preSent i1nvention also extends to netho adm ni strating and
servi ciprpxy server is configured to retrieve data link layer address information from data
packets sent by said nodes and to service said client nodes in accordance with
network level or above (e.g. application level) policy specifications based on said
data link layer address information.

Viewed from a still further aspect, the present invention provides a computer
network system including a plurality of network nodes having data link layer
addresses and a router for routing traffic from and to the nodes, wherein the system
includes a database of the data link layer addresses to attributes of the nodes, the
router being configured to determine the data link layer addresses of the nodes and
to perform look-ups of the database in order to service the nodes.

The present invention also extends to methods of administrating and servicing
a computer system in accordance with the above features, and to software and

hardware for implementing the same.



a conputer systemin accordance with the above features, and to software
and hardware for inplenenting the sane. WD 02/103547 PCT/ SG01/00121 6

Bri ef Deswig @iioga7of the Draw ngs Various enbodi ments of tpea/qgsent
invention will now be described, by way of exanple only, with reference to
t he acconpanying drawings. It is to be wunderstood that the particularity

of the BriefDw@TripiRsh 6PthesDEAREe the generality of the preceding
description of the invention. Figure 1 is a schematic diagram of a possible

networ k topology in accordance wth an enbodi ment of the present

i nventi on; Fvgwl’)lgg F%%gn@:)& ﬁ%{}ﬁ@%hﬁg%ﬁ‘@éﬁ%" hh%/ﬁ% ?ﬂg%é%dr) "kbtytg\gllagg dand

incomng tra roman a 1 €n a co

from a of ”kaavgs eonlypulieh refdrbncd etoo theroaeconmbryimgli drawirg)sst eftsisaqagobdi ng
to an errrtngdi ment of the present_ jnvention; Figure 4 is a schematic¢ diagram

of a I i WrdenwiRad thalithea pargstianty of thetlawiigsedoas\eoiserpssedanthecaiaraliyofu t h
an enbomeyﬁjléggtgi%gﬁ}%gﬂhﬁéﬁeftHerm@é’ﬁﬂd?p; Figures 5 to 7 '"are schematic

di agrans i ow a router as shown in Fig. 5 may be used in the
routing of tFiguféd ibet yehematicodiagres obh possibie neheork tbpologegsn &ctardahcar e

schemat| ¢, di agr dllustrating a router in accordance with an enbodi nent
of the W&Q@é‘n@“?’lﬂ”&@ﬁqt@ﬁ%ﬁ?‘?@gf‘fweﬂ f&s across a routing realm boundary;
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nodes across a routing realm wherein an address collislon occu en a
r ecei vi tigffisdiiemaaid daa islieninoode ioh a hempeitesi etwprikddeand fnom anlink asvete

wo. noahtel Bith o, B Ve RN pthd®, AR A ko iR AR g e afE " "

Descri ppieeBnpinveRom;nvention Fig. 1 illustrates one possible network
t opol ogy for_a conputer network system incorporating a |ink aware router
in accor dancEigiie ¥ iSna scheadilifetadrem ohé ke aumre rpvigs Mostng aalitk ewgtie of

coues®, DR GUAER AQRRURESIRER AR5l of dbsciighldier L) of o1 e
network 3. TRiguesd Erioal anetschemativydidgrisensritugtrdiihd éo@nt router as shown in
Fig. 5 may be used in the routing of traffic between two nodes of an intranet;
Figures 8 to 11 are schematic diagrams illustrating a router in accordance with
an embodiment of the present invention connecting nodes across a routing realm
boundary;
Figures 12 to 14 are schematic diagrams illustrating a router connecting
nodes across a routing realm, wherein an address collision occurs between a
receiving node and another node in the receiving node’s intranet; and
Figures 15 to 17 are schematic diagrams illustrating communications between

two nodes within an intranet which have the same IP address.

Detailed Description of the Invention

Fig. 1 illustrates one possible network topology for a computer network system
incorporating a link aware router in accordance with one embodiment of the present
invention, although of course many other topologies are possible.

In Fig. 1, a plurality of client nodes 1 is connected to a router 2, which in turn
connects to an external network 3. The external network may take many different

forms, and may for example comprise the Internet.



forms, and may for exanple conprise the Internet. WO 02/ 103547

PCT/ S@&1/00121 7 In this exanple, one of the client nodes, Node 1,
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packet link information é&gépthe VLAN | D enbedded in the packet data) and

t he neféggPRS@backioutHe ropdatg usgrs. | ltomay glsatpremidenotpat istandardom t he

client . |V f | e . . 2 and
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I dent i
added fo the network at the same or alternative logical and physical network

locations at any time, with the router 2 updating its records appropriately at each
connect/disconnect in order to allow seamless use of the client nodes 1 by the users
of the network. Thus, the location of each client node can be determined from the
incoming packet link information (e.g. the VLAN ID embedded in the packet data)
and the network card of the router (e.g. NIC | or [l) at which packets from the client
nodes are received.

Each of the client nodes, Node 1, Node 2 and Node 3, has a unique MAC
address, i.e. L1, L2 and L3.

This MAC address is a physical address (i.e. it is hardware specific), and is a
unique serial number burned into the network adapter card of the client node when
the network adapter is manufactured. The MAC address comprises a six-byte field
of which the first three bytes (the OUl — Organisational Unique Identifier) identify the
vendor of the card and are assigned by the IEEE, and the final three bytes are
vendor assigned. ‘

Generally, these addresses are used in the data link layer of a network, e.g. at
the Ethernet or Token Ring MAC level.
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net wor §n@@lelerk location derived from the incoming router NIC number and/or the VLAN
ID. This may be in addition to any other standard criteria already supported in
existing network applications (e.g. using IP addresses).

As an example, a company may maintain an intranet website, and all
employees may be assigned a client node, e.g. a personal computer, with a
dedicated network card having a MAC address. A database is then built of all the
MAC addresses, together with the end users having these addresses and
information relating to these end users. When employees from two different
departments access the same URL from their assigned computers, they can be
shown different web pages relevant to their departmental needs. This is possible
even if they have the same IP address or connect to the same network point,
because of the use of their unique MAC addresses to identify them.

Additionally, it is possible that for different physical network locations, the
same employee, as identified by their MAC address, may be served different web
pages for the same URL in cases where the page content is location dependent.

This example can be implemented using a transparent HTTP proxy with the
router 2. Thus, every HTTP request may be intercepted by a firewall of the router 2
(e.g. by determining the destination port number 80,8080 or 3128 in the TCP header
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and VLAN ID from the Ioglcal number). For each intercepted TCP packet read by the
proxy, a socket option call may be made to obtain the client MAC address and NIC
logical number of the selected socket.

In another example, where the router has the zero configuration capabilities
as described in PCT/SG00/00170, the combination of both technologies can be used
to configure a new network appliance remotely via a web-based GUI.

Thus, the router 2 can detect HTTP requests from an alien MAC address not
listed in the database, and for example originating from a router NIC that is assigned
for remote configuration, and can redirect the end user to a default start-up
configuration page.

Thus, for each new user detected, a start-up page can be used to register the
user’s information, such as name, department, preferences (e.g. future start-up
page), preferred printer, etc. This feature may also be used to configure a new
network appliance such as a web server (a “black box” web-based administrated
appliance rather than a traditional computer server), for which it is problematic to
provide an initial IP address. With the present invention, there is no need to set an

initial 1P address, instead, the web server can simply be plugged in and its web
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here show the possibility of other routers also provided between the client node 1

and the link aware router 2.

In general, at least one of the client nodes 1 between two communicating
nodes (in this example a node with MAC address L1 and IP address N1) should be
one router hop from the link aware router 2. There can, however, be multiple
intervening layer 2 switches (VLAN or otherwise) between the client node 1 and link
aware router 2. There may also be co-operating routers 9 (e.g. transparent routers
or a router in accordance with PCT/SG00/00170) between the client node 1 and the
link aware router 2, that may for example provide the information necessary for the
link aware router 2 to be able to inform a co-operating edge router 10 to generate
and send the correct outgoing packet layer 2 link header back to the client node.

The intermediate routers 9 route packets to the link aware router 2 to allow it
to determine policy decisions. If desired, they can make routing decisions for
outgoing traffic, e.g. based on the destination IP address, it is possible for traffic to be
sent to a different link aware router. They may also enable routing from one VLAN to
another.
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port forwarding, and destination NAT used by transparent proxies) also.

In the present invention, a link aware router, such as the router 2 of Fig. 1,
may provide a NAT capability which also incorporates the MAC address of a client
node in the mapping.

Thus, the NAT function may operate in the same manner as standard NAT
functions (including any variants, such as destination NAT and e.g. as noted in “IP
Network Address Translator (NAT) Terminology and Considerations”, RFC 2663, P.
Srisuresh, M. Holdrege, August 1999) except for the following:

1) For every new incoming session that is NAT, the client MAC address,
as well as if applicable the incoming router NIC number and any other optional
location specific information (e.g. VLAN ID), is stored in the binding of the original
and given IP addresses in addition to other normally required NAT information.

2) For any matching reverse session traffic that maps the client IP

address (and additionally transport port number for NAPT) back, the router for the
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aware dynamic domain name servers.

As discussed, the MAC address of a network interface card attached to a
client node 1 can be used to uniquely identify the client node 1 and its associated
end user (rather than using an IP address to map to a client node as in the prior art).

Extending this concept to the DNS system, it is possible within a network
serviced by a link aware dynamic DNS system to assign a fully qualified domain
name (FQDN), e.g. john.antlabs.com, or a hostname, e.g. john, to an end user
computer without additional support from the client.

By directly mapping a MAC address to a DNS A type resource record, a node
can always reach a peer correspondent node by its FQDN or hostname within a link
aware DNS network, regardless of the peer’s current IP address and without the
need for a client node to register its IP address.

In a link aware DNS system, each node is identified by its MAC address, and
by monitoring the network traffic and implementing movement detection e.g. as
described in PCT/SG00/00170, a link aware router can determine the location of

each client node and their associated MAC and IP address.
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When a client node 1, as in Fig. 6, carries out a DNS query, e.g. for
albert.a.com, the query is intercepted by the transparent link aware DNS server of
the link aware router 2. If the FQDN is found in the DDNS table 14, then the current
IP address of the FQDN, e.g. 1.1.1.1, is returned in the DNS reply. If it is not found,
then recursive DNS resolution is employed, as per standard known DNS operations.

Once the FQDN is resolved, as shown in Fig. 7, traffic can be routed between
the sending and receiving nodes 1 through the router 2 due to the pre-established
host based routes of routing table 13 shown in Fig. 5.

In cases where address collision exists, or where communications occur
across two or more routing realms, a form of NAT can be applied with the link aware
DNS server.

For example, in the case of cross routing realm communications without
network collisions, a permanent FDQN or hostname can be used to find a client
node’s IP address and to send traffic to that IP address. When the client
correspondent node receives a datagram from a sending node, there is no need for it
to do a similar name lookup on the sender's FDQN or hostname, as the destination
IP address (i.e. the IP address of the sender) is already known by the correspondent
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domai n 2.i§0%bert.a.com”.

As shown in Fig. 9, when the public network node 15, with IP address 10.0.0.3
tries to resolve "albert.a.com”, the DNS query is sent to the link aware router 2 since
it is the authoritative name server for the “a.com” domain. The DNS_ALG thus
queries the private network link aware DNS server, i.e. the DDNS table 14, which
returns the result 1.1.1.1. The DNS_ALG then sets up an address binding 16 to map
the client node’s IP address 1.1.1.1 to a public IP address which belongs to the link
aware router 2 for NAT purposes, in this case the IP address 11.0.0.1, and transmits
the DNS reply of 11.0.0.1 to the requesting node 15.

Once the DNS resolution is completed, communication between the two
nodes 15 and 1 proceeds as standard, as documented in “DNS extensions to
Network Address Translators (DNS_ALG)’, RFC 2694, P. Srisuresh, G. Tsirtsis, P.
Akkiraju, and A. Heffernan, September 1999.

Fig. 10 shows the resulting NAT operations for traffic from the node 15 with IP
address 10.0.0.3 to the correspondent node 1 with IP address 1.1.1.1, whilst Fig. 11
shows the NAT operations for reply traffic from the correspondent node 1 to the

public node 15.



As shown in Fig. 8 the link aware router 2 has discovered the client node
MAC address A and has updated the routing table 13 (for the incomng N C of
the routeio @/m@ss4nhi ch the packet fromclient node 1 was rggegag@dizand t he
DNNS table 14 for "al bert.a.conf. Asishown in Fig. 9, when the public

network node 15, with IP address 10.0.0.3 tries to resolve "al bert.a.conf,
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on the aadge 1mf|m@bﬁva@tmwk)rkThl s may be addressed by having the |ink
awar e router supﬁort reverse | ink aware NAT. This requires the use of the
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assign a pubpkqn lthe #HESRSoR LrhbSdifRNE 88 ERYIHESB-11, and as shown in Fig. 13,
when a public node 15 transmits a DNS request for “albert.a.com”, the DNS_ALG
interrogates the DDNS server to obtain the IP address 1.1.1.1 of the correspondent
node having the domain name “albert.a.com”, and then sets up a DNS_ALG binding
16 of a public IP address 11.0.0.1 with the private client node address 1.1.1.1.

Additionally, in order to enable reverse link aware NAT, the DNS_ALG informs
the link aware DNS server of the public IP address 11.0.0.1 assigned fo the
correspondent node’s FQDN. Using this information, the link aware DNS server is
then able to build a reverse link aware NAT table 17 mapping the assigned IP
address 11.0.0.1 to the appropriate client node characterised by its MAC address A.
This can be produced as the MAC address to FQDN/hostname mapping (of the link
aware DNS table 12 of Fig. 12) is unique (one-to-one), and so a reverse look up from
the FQDN/hostname to retrieve the correspondent node’s MAC address is possible.

As the router 2 monitors the link level and incoming NIC information for each
client node 1, in order to update the link aware DNS system, the link aware router 2
can establish the IP address and the network location of the correspondent node 1.

With the correspondent node’s actual and dynamically assigned (by DNS_ALG) IP
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table 18.

DNS_ALG then returns another unique IP address 11.0.0.1 that is co-located
with the corresponding node 1 in the DNS reply to the sending node 1’. This IP
address 11.0.0.1 is stored by the link aware NAT along with the client node’s IP
address 1.1.1.1 and MAC address A, and NIC interface information and VLAN ID, if
any. This can be derived in the same manner as in the embodiment of Figs. 12-14,
and is stored in a reverse link aware NAT table 17.

These two co-located IP addresses 11.0.0.1 and 11.0.0.2 are valid for the
duration of any existing communications between the two nodes 1 and 1, before ”
another name lookup.

Any communications between the two nodes 1,1’ are twice NAT. The
difference with traditional twice NAT being that the available link layer and NIC
information removes the need for any routing table lookup (which breaks when there
is an address collision) or ARP requests (which can generate multiple replies when
there are address collisions) in order to construct and deliver a packet to any one of
the nodes 1,1'. |
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6. If address collisions also occur within the private network, link aware twice NAT

for traffic from public node to private node but not for traffic from private node to

public node NAT should be used.

Overall, the present inventive features, especially when used with the
reconfigurable network system of PTC/SG00/00170, provide many advantages.

The technology is intelligent enough to provide network access on demand fo
end users without needing administrator intervention, and is configurable when
necessary. That which would require reconfiguring end users’ systems individually,
can be configured and deployed by an administrator for a whole network in real-time,
and configuration change can even be applied up to individual user granularity. For
example, from a web-based server administration page, a network administrator
could remofely: Switch to a new SMTP; change the Intranet web server machine or
URL; install and make accessible to all users a new network resource, e.g. a printer;
assign a new fully qualified domain name or internal hostname to an end user’s
computer; or assign a publicly accessible IP address to an end user’s computer.

Further, the technology is not only able to connect client nodes to the network,
but can be the launch pad for intelligent service delivery. Servers can have a
complete databaée of every client system in a network from their user information to

their current location, and an administrator can configure specific services to be
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imposed on individual clients’ link layer MAC addresses and network point of origins.
At the network and transport levels, a server can operate like a host-based firewall
with dynamic firewall rules, insertion and deletion based on a client’s physical
location and user classification, etc. A web-based authentication page can further
grant access to specific services to the exact port a user is connected to in real-time.
A dynamic firewall could automatically delete the access privileges when a client is
disconnected from the network.

At the application level, common application requests like DNS, email (SMTP),
and web (HTTP) may be monitored and can have their behaviour controlled based
on a physical connection, link frame or network address basis/criteria.

It is to be understood that various alterations, additions and/or modifications
may be made to the parts previously described without departing from the ambit of
the present invention, and that, in the light of the teachings of the present invention,
the various network components and functions may be implement in software and/or

hardware in a variety of manners.
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node’s link layer address is included in said database, and initiates a configuration

procedure when said address is not in said database.

5. The system of claim 2, 3 or 4, wherein said router determines whether an end
user's link layer address is included in said database, and initiates a security

procedure when said address is not in said database.

6. The system of any preceding claim, wherein said system determines
positional information of a said client node and records said information in said

database.

7. The system of any preceding claim, including a DNS server, wherein said
DNS server assigns a unique name to a client node by mapping the client node’s link

layer address with said unique name.

8. The system of claim 7, wherein the DNS server includes a database of link

layer addresses to fully qualified domain names.
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wherein the DNS server includes a database of |link [|ayer addresses to
host naﬁ‘ﬁsassmed'lfmesystem of claim7, 8 or 9, wherein when traffic is
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client node.

14.  The system of claim 11, 12 or 13, wherein said Network Address Translator
provides a reverse NAT operation in which an assigned IP address is mapped to a

client node IP address and data link layer address.

15. The system of any of claims 11 to 14, wherein said Network Address
translator provides a twice NAT operation in which mapping is provided both for a
client node IP address to an assigned IP address and for an assigned IP address to
a client node IP address and its data link layer address.

16. A computer network system including a plurality of end systems, a NAT roulter,
and a DNS server, wherein said router is able to determine the link layer addresses
of the end systems, and wherein NAT and DNS procedures are based on said link

layer addresses, each said link layer address being associated with a unique name.

17. A computer network system including a plurality of end systems and a NAT

router, wherein said NAT router creates bindings between actual source end system



12. The system of claim 11, wherein said Network Address Transl ator uses a
client node's link |ayer address in the mapping of an |IP address of said
end node woO 02a03535si gned node. 13. The system of clai m 11 Per/SGA1/oaher ei n
sai d Network Address Transl ator uses 2Ilphysical |ocation information for a
client node in the mapping of an I P address of the client node. 14. The

syst enPladatatseslehd dpharentlSoursbeimel systadPNaidMessed \didewRertimBaidariAT
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any ofW 11 to 14, wherein said Network Address translator provides a
tw ce %zration in which mapping is provided both for a client node IP
address to an assigned IP address and for an assigned |IP address to a

client odeIPadd ess . an datallnkl era ress. 16. A co
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addresses of the end systens erel n NAT an roce ures are based
on sai dnigueknares.er addresses, each said link | ayer address being
associated with a unique nane. 17. A conputer network systemincluding a
plurality of end systens and a NAT router, wherein said NAT router creates
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| P addr esses and apparent source end system | P ‘addr esses, d wherein said
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server, wherein the proxy server is configured to refrieve data link layer address
information from data packets sent by said nodes and to service said client nodes in
accordance with network level or above policy specifications based on said data link

layer address information.

21. A computer network system including a plurality of network nodes having data
link layer addresses and a router for routing traffic from and to said nodes, wherein
said system includes a database of said data link layer addresses to attributes of the
nodes, said router being configured to determine the data link layer addresses of

said nodes and to perform look-ups of said database in order to service said nodes.

22. A method of servicing nodes on a computer network which includes a plurality
of such nodes and a router for routing traffic from and to said nodes, including the
steps of:

obtaining data link layer addresses for said nodes;

constructing a database of said addresses to attributes of the users of said

nodes;



20. A conputer network systemincluding a plurality of client nodes and a
proxy server, wherein the proxy server is configured to retrieve data |ink
| ayer addywes®/iosfaformati on from data packets sent by sai d prad&s18021t O
service said client nodes in accordamce with network | evel or above policy
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| ook-upgp.of said database in order to service said nodes. 22. A nethod of
servicing nodes on a conputer network which includes a plurality of such
nodes and a router for routing traffic fromand to said nodes, including
the steps oj: I d t j i X
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node: dRAUSNYNG $i8PSAf d node based on the attribute information obtained
fromsai d | ogdteriRringihe lﬁ\kﬂﬁ?&ogd%s%?ai&i@ §QERUHLr system which includes
a plurality of nodes  have data |i1nk layer aadre’sses and a router for
routing tr aféreating enbiadingt betswied andBsaddress basigned thyethst rpiderodind the 1P
determ nci\(ﬁ% thi | i nk Ialxs{(grt ﬁdgrless ar%j a said node; and creating a binding
bet weerf PPO mfr%%%eg fa 8 Wrt '¢$uter and the IP address of the
node and its link layer address. 24. A nethod of identifying a node in a

computer network which includes a plurality of nodes having data |ink
| ayer adthr esAediethath of idenlifeingr ar npdatinng eorapeties nedtwenk awich onelades nddes,
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from and to said nodes, including the step of:
providing said network with a DNS server which maps a unique name to the

data link layer address of a said node.



