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CONTROLLED ACCESS TO FUNCTIONALITY OF A WIRELESS DEVICE

BACKGROUND

Small handheld electronic devices have become ubiquitous in society, and people
are becoming more and more dependent on these devices to obtain information,
communicate with others, provide entertainment, and perform financial transactions,
among other things. The devices’ small size makes them easy to lose and a target for
thieves, while their increasing capabilities provide access to sensitive personal data and
financial resources. Various security techniques have been developed to determine if a
person trying to use such a device has been previously authorized to use the device.
Biometric authentication is sometime proposed as a way to avoid passwords or artifacts
(e.g., keys, badges, etc.), both of which can be stolen. But biometric identification can
also be spoofed, by recording the authentic characteristic (a photograph of the face, an
audio recording of the voice, a copy of a fingerprint, etc.) and using that recorded data to

fool the biometric sensor.

BRIEF DESCRIPTION OF THE DRAWINGS

Some embodiments of the invention may be understood by referring to the
following description and accompanying drawings that are used to illustrate embodiments
of the invention. In the drawings:

Fig. 1 shows a multi-function handheld device for wireless communications,
according to an embodiment of the invention.

Fig. 2 shows a flow diagram of a method of verifying that biometric inputs are
from a living person, according to an embodiment of the invention.

Figure 3 shows a flow diagram of a method of verifying that biometric inputs from
the eye of a living person, according to an embodiment of the invention.

Figure 4 shows a flow diagram of a method of verifying that biometric inputs are
from a living person, according to an embodiment of the invention.

Fig. 5 shows a flow chart of a method of granting multiple levels of restricted

access to a device, according to an embodiment of the invention.
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DETAILED DESCRIPTION

In the following description, numerous specific details are set forth. However, it is
understood that embodiments of the invention may be practiced without these specific
details. In other instances, well-known circuits, structures and techniques have not been
shown in detail in order not to obscure an understanding of this description.

References to “one embodiment”, “an embodiment”, “example embodiment”,
“various embodiments”, etc., indicate that the embodiment(s) of the invention so described
may include particular features, structures, or characteristics, but not every embodiment
necessarily includes the particular features, structures, or characteristics. Further, some
embodiments may have some, all, or none of the features described for other
embodiments.

In the following description and claims, the terms “coupled” and “connected,”
along with their derivatives, may be used. It should be understood that these terms are not
intended as synonyms for each other. Rather, in particular embodiments, “connected” is
used to indicate that two or more elements are in direct physical or electrical contact with
each other. “Coupled” is used to indicate that two or more elements co-operate or interact
with each other, but they may or may not be in direct physical or electrical contact.

As used in the claims, unless otherwise specified the use of the ordinal adjectives
“first”, “second”, “third”, etc., to describe a common element, merely indicate that
different instances of like elements are being referred to, and are not intended to imply that
the elements so described must be in a given sequence, either temporally, spatially, in
ranking, or in any other manner.

Various embodiments of the invention may be implemented in one or any
combination of hardware, firmware, and software. The invention may also be
implemented as instructions contained in or on a computer-readable medium, which may
be read and executed by one or more processors to enable performance of the operations
described herein. A computer-readable medium may include any mechanism for storing
information in a form readable by one or more computers. For example, a computer-
readable medium may include a tangible storage medium, such as but not limited to read
only memory (ROM); random access memory (RAM); magnetic disk storage media;
optical storage media; a flash memory device, etc.

The term “wireless” may be used to describe circuits, devices, systems, methods,
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techniques, communications channels, etc., that communicate data by using modulated
electromagnetic radiation through a non-solid medium. The term does not imply that the
associated devices do not contain any wires. A wireless device may comprise at least one
antenna, at least one radio, and at least one processor, where the radio transmits signals
through the antenna that represent data and receives signals through the antenna that
represent data, while the processor may process the data to be transmitted and the data that
has been received. The processor may also process other data which is neither transmitted
nor received.

Various embodiments of the invention may improve upon the use of biometric
techniques intended to determine if a person attempting to use a device has been approved
to do so. Such improved techniques may attempt to distinguish biometric measurements
taken from a living person from those taken of a recording of a person. Within this
document, the term “authorize”, and its derivatives, will be used to indicate the process of
determining whether a person attempting to use the system has been previously approved
to use it, while the term “verify”, and its derivatives, will be used to indicate the process of
determining whether the received biometric inputs are coming from a living person rather
than some type of recording. In most applications, both the authorization procedure and
the verification procedure must be passed before the requested access will be granted. In
some embodiments, multiple stages of authorization and/or verification may be used,
either to increase the difficulty of spoofing the security system, or to provide different
levels of security for different levels of access to the device’s functionality.

Some techniques described herein involve using a camera to take a picture of a part
of a person and analyzing some feature of the person in that picture. As used in this
document, the term ‘picture’ may be either a still picture or moving pictures. In some
cases, a single frame from moving pictures may be used as a still picture. In some
embodiments, the picture is in the form of stored electronic data, and analyzing the picture
includes analyzing that data. The term ‘photograph’, as used in this document, means a
picture that has been recorded on a medium that may be presented in a manner that can be
visually perceived by a human eye, whether on paper, with an electronic display, or
through some other manner. Such photographs might be used to attempt to spoof the
security system, and the techniques described herein may be used to thwart that attempt.

Fig. 1 shows a multi-function handheld user device for wireless communications,

according to an embodiment of the invention. The illustrated device 110 is shown with
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various components, such as a touchscreen (a touch-sensitive display screen) 120 and
buttons A, B, and C. Lens 130 is also shown which may be the externally visible portion
of the device’s camera. Other buttons, sensors, output devices, etc. may also be included
but are not shown to avoid excessive clutter in the drawing. In various embodiments, the
camera may take either still pictures or moving pictures, depending on the requirements.
Although the illustrated device 110 is depicted as having a particular shape,
proportion, and appearance, with various elements located in particular locations, this is
for example only and the embodiments of the invention may not be limited to this
particular physical configuration. For example, in some embodiments the buttons may
have different sizes and/or different shapes than shown, be located elsewhere on the same
side or on different sides of the device, etc. In some embodiments the overall shape of the
device 110 may be different than shown. Device 110 may also include functionality for
wireless communication, for various visual, audio, and physical inputs, and for various
visual, audio, and physical outputs. Device 110 may include a processor, a memory, a
camera, a radio for wireless communications with other devices, and various other
components, which may be used to accomplish the functionality described in this

document.

Evidence that Biometric Readings are from a Living Person

Various techniques of biometric measurement have been developed to verify that a
person attempting to use a system is actually approved to use the system. Regardless of
the specific biometric parameter being used to authenticate a person, the sensing method
used by a conventional security system is generally static, which can make it possible to
spoof the system with a recorded parameter. Note: in this document, a biometric
measurement is a measurement taken from a part of a person’s physical body. This may
include the detection of physical shape, motion, the light reflected from that part, and/or
sound generated by that body.

To make such spoofing more difficult, various embodiments of the invention may
initiate a change in a bodily feature, and capture an image of that feature before and after
the change, thus preventing a simple static recording from being used to spoof the system.
The change may be voluntary (e.g., getting the user to deliberately change facial
expression), or may be involuntary (e.g., using light to change the size of the pupil of the

person’s eye).
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In some instances, it might be possible to make two recordings, one for the initial
reading and another for the subsequent reading, in an effort to defeat the system. Various
embodiments may counteract such an attempt in ways that include, but are not limited to:
1) making the change unpredictable, so the subsequent reading cannot be anticipated, 2)
making the initial reading unpredictable, so neither reading can be anticipated, 3) taking
the readings close together in time, so that switching the recordings between readings is
difficult or impractical.

Fig. 2 shows a flow diagram of a method of verifying that biometric inputs are
from a living person, according to an embodiment of the invention. The process described
here is intended to verify that the inputs are coming from a living person rather than a
recorded artifact, and is not specifically designed to verify the person is authorized to use
the system. But in some embodiments, the same inputs may be used for both determining
the person is authorized and verifying the inputs are from a living person. In other
embodiments, the operations of authorizing and verifying may use none or only some of
the same inputs.

At 210 an electronic device may receive a request for access to the device’s
functionality, or at least to a particular level of the device’s functionality (different levels
of functionality may require different levels of authorization, with correspondingly
different processes for providing that authorization). This request may be directly initiated
by the person requesting access (e.g., by pushing a button, touching a touchscreen, etc.), or
may be automatically initiated in response to a triggering event (e.g., detecting motion of
the device, seeing external movement through the device’s camera, hearing a particular
spoken phrase, etc.). As part of the authorization sequence for determining whether to
grant such access, the device may prepare for receiving biometric inputs from the person
at 220. This might include things such as, but not limited to, activating software for facial
recognition, for pupil detection, for detecting hand movement, activating a source of
illumination for the camera, etc.). At 230, the device may receive the first biometric input.
This input may take any of several forms, such as a voice input, a fingerprint, or a picture
of some part of the person’s body. Specific examples of various parts of a person’s body
are described later.

After obtaining the first biometric input, at 240 the device may try to initiate a
change in the person that can be detected from a second biometric input. In some

embodiments, this may take the form of prompting the person to make that change (e.g,
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using an audio or video prompt to direct the user to perform some act). In other
embodiments, the user may know from previous training which change to make. In still
other embodiments, the device may cause an involuntary change in the user’s biometric
response.

After a sufficient time has passed for the change to occur, the device may receive a
second biometric input at 250. This input may be triggered in various ways, such as but
not limited to: 1) the user may manually trigger it, by pressing a button, speaking a voice
command, etc., 2) the device may trigger it automatically a predetermined amount of time
after the first input, 3) the device may monitor the person through the camera, interpreting
the moving pictures or a series of still pictures, and select the picture(s) that indicate the
user is trying to provide the desired response.

After analyzing both inputs, the results may be compared at 260 to determine at
270 whether the measured feature has changed in the desired manner. If it has not, the
person has failed the verification procedure as indicated at 290. In some embodiments, a
predetermined number of retries may be permitted, and the security procedure is not
considered to be failed until the person fails all the retries or fails to attempt the permitted
number retries within a certain period of time without passing. However, if the biometric
feature has changed in the desired manner, either on the first attempt or on a permitted
retry, the person has passed the verification procedure as indicated at 280. It should be
noted that passing the verification procedure does not imply passing the authorization
procedure, so access may still be denied if the authorization procedure is not passed.

In some embodiments, the test to verify whether the person is authorized and the
test to determine whether the biometric inputs are coming from a living person may use
the same inputs. For example, a picture of the person’s face may be processed through
facial recognition to determine if the person is authorized, and the same picture may be
used to analyze the expression on the person’s face. Similarly, a picture of the eye may be
used to verify that eye has the characteristics of an authorized person’s eye, and the same
picture may be used to determine the size of the pupil. These and other possible

embodiments are described later.

Eve Behavior Analysis to Prevent Security Spoofing

In recent years, biometric authentication techniques have been developed that

verify the identity of a user by capturing an image of some feature of the intended user’s
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eye (for example the pattern of the iris) and comparing it with a stored image of an
authorized user’s eye. However, this approach can be spoofed by obtaining a photograph
of the authorized user’s eye and presenting it to the camera. The techniques described
here may avoid being fooled in that manner by sensing something that a photograph
cannot provide. The techniques described here are intended only to prevent spoofing, and
may be used in conjunction with another method of verifying the identity of the user.

In one embodiment, a camera on the device may take a flash picture of the user’s
eye, with the flash located close enough to the optical axis of the camera’s lens to produce
the phenomenon called ‘red-eye’, in which the eye’s retina reflects light in the red and/or
infrared range, making the pupil look red in the image. In a variation of a standard
camera-based flash unit, the illuminator might be located along a concentric ring around
the lens. Alternately, the illuminator could be located within the camera in such a position
that the illumination projects out through the lens while the image being captured is
coming in through the lens (e.g., the illuminator may be mounted on the imaging chip, or a
beam-splitter could be used to cause the light from a separate internal light source to be
directed outward along the optical axis of the lens). Regardless of the mechanics of the
light source, however, red-eye does not happen when taking a flash picture of a
photograph, because there is no real retina to create the red-cye effect. It is possible that
the photograph was taken with a flash, and therefore shows a red spot where the pupil is,
but the brightness of the red spot should not be as intense as the reflected red light from a
real eye.

In some embodiments, the infrared component of the light reflected from the retina
may be analyzed, provided the device is capable of measuring the intensity of infrared
light. In some embodiments, an infrared illuminator may be projected to the face to
facilitate this process, and the process may analyze the difference in intensity between
infrared reflected from the pupil and infrared reflected from at least one other part of the
face. Such an infrared illuminator may also be useful if verification is being performed
under low-light conditions and/or the use of a bright, broad-spectrum flash is undesirable
or unfeasible.

Alternatively, the device’s camera may take two pictures, one without a flash to
obtain a picture without red-eye, and another with the flash to obtain a picture with red-
eye. A single photograph presented to the camera could not produce both results, and

therefore could not be used to spoof the system in this manner. If the images are taken in
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rapid succession, it should not be possible for the user to present two successive
photographs, one with and one without red-eye.

In another technique that involves capturing multiple images, the device may take
two pictures separated by a period of time comparable to the dilatory response time of the
human pupil. After taking the first picture of a person’s eye, the device may cause the
pupil of that eye to contract by directing a suitable amount of light towards that eye. This
may be accomplished in various ways, such as but not limited to: 1) increasing steady-
state illumination between pictures, 2) firing one or more flashes between pictures, 3) if
the first picture is taken with a flash unit, that flash may be sufficient to cause the pupil to
contract before taking the second picture, so additional light may not be necessary. In
some embodiments, more than two pictures may be taken, to show the progressive
contraction of the pupil over the dilatory response time. In some embodiments, the
brightness of the device’s display may be used to increase illumination, e.g. as in option 1,
if the ambient light levels are low enough for that to sufficiently effect the size of the
pupil.

After waiting long enough for the pupil to contract, the second picture may be
captured. The device may then compare the two pictures to see if the pupil in the second
picture is smaller that in the first picture. This comparison may be done in two ways. In
the first, the size of the pupil may be measured directly, and a sufficient reduction in size
indicates the pictures are of a real eye rather than a photograph. In the second, if a flash
unit is used to take both pictures, the amount of red and/or infrared light reflected through
the pupil from the eye’s retina may be compared for both pictures. If the second picture
shows a sufficiently reduced amount of reflected light, that may indicate the pupil is
smaller and that the pictures are of a real eye rather than a photograph of an eye.

In still another embodiment, a video camera may be used to detect blinking of the
eyelid, implying the presence of a living person. This may be handled in any of several
ways, such as but not limited to: 1) use video to confirm the person blinks at least once
during a predetermined period of time, 2) measure the blink rate to confirm it is consistent
with the blink rate of a living person, 3) use a high-speed photodetector to measure the
rise and/or fall time of the eyelid during a blink to confirm that it is consistent with that of
a living person, 4) use a high-speed photodetector to measure a mismatch between the
timing or rise/fall time of the left and right eyelids (blinking is seldom completely

synchronized between the two eyes), 5) etc. In still another technique, a detector may be
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used to detect saccades, i.e., rapid movement of the eye as the eye moves from point to
point in the field of view.

Although described as separate techniques, any of these may be used in
combination with each other, or with other techniques not described here. Most of these
may be used either on one eye, or on both eyes for additional verification. In some
embodiments the device’s general-purpose camera may be use to capture the images,
while in other embodiments, additional equipment may be used either by itself or in
conjunction with the camera. In some embodiments, a filter may be used with the camera
to emphasize particular wavelengths of light (e.g., red and/or infrared).

Figure 3 shows a flow diagram of a method of verifying that biometric inputs from
the eye of a living person, according to an embodiment of the invention. At 310 an
electronic device may receive a request for access to the device’s functionality, or at least
to a particular level of the device’s functionality. As previously described for Fig. 2, this
request may be initiated in various ways.

Since this process involves a visual analysis of the eye, the eye needs to be within
the camera’s field of view before a meaningful input may be obtained. At 315 the eye
may be located within the camera’s field of view. In some embodiments, the person
simply points the camera towards their own face, while in other embodiments, one or
more images from the device’s camera may be analyzed to make sure the eye is in the
image. At 320 the device may take a first picture of the eye, and the pupil may be
analyzed at 325. Depending on the particular process being used, this analysis make take
one of several different forms. In one, the absence or presence of the red-eye effect may
be noted, while in another the size of the pupil may be calculated. In a simple one-image
process that only looks for the presence of red-eye, this process may skip to 350 to
determine if the red-eye effect was present. However, most such processes will take at
least two pictures.

At 330, the device may initiate a change in the size of the pupil, such as but not
limited to using light to cause the pupil to contract. A second picture may then be taken
at 335, and the pupil again analyzed at 340. In some embodiments, the location of the eye
in the image may again be determined before taking the second picture. Although this
flow diagram shows analysis of the first picture being performed before taking the second
picture, in some embodiments both pictures may be taken before analyzing either one. At

345 the two pictures may be compared to determine if the pupil changed in the expected
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manner. If it did not, the verification procedure may fail as indicated at 360, either
immediately or after a predetermined number of retries. If the pupil did change as

expected, the verification procedure may pass as indicated at 355.

Physical Body Behavior to Prevent Security Spoofing

Facial recognition technology has been developed in which the captured image of a
face may be compared with a database of faces to identify who the person is. But as
before, these systems may sometimes be fooled by placing a picture of the authorized
person in front of the camera. However, this shortcoming may be overcome by prompting
the user to change facial expressions, and verifying the pictures of the face changed in the
requested manner. Such prompting may be presented in any feasible form, such as but not
limited to a verbal command, text directions on the touchscreen, a graphics image of the
desired expression, etc.

In some embodiments, after taking a first picture of the face, the user may be
prompted to change expressions, and a second picture may be taken and compared with
the first picture. In a simple version of this technique, the comparison may only verify
that the expression changed. In a more complex version, the user may be prompted to
present a particular second expression (e.g., smile, frown, open mouth, close eyes, wink,
look in a particular direction, etc.) and analysis may confirm that the second expression is
the requested expression. In another version, both the first and second expressions may be
prompted, and both may be analyzed to verify they are the correct expressions. In still
another version, other physical bodily movements may be prompted, such as a particular
hand gesture, rotating the head to the left or right, etc.

These specific actions are just examples of a larger group of actions termed
physical body behavior, in which the person is prompted to perform an action with a
particular part of the body, with multiple parts of the body, or with the whole body. The
action may be to place a body part in a particular configuration which can be captured in a
still picture (e.g., a particular expression on the face, or holding up a specified number of
fingers on one hand), or the action may be to move the body in a particular way that can
be captured in moving pictures (e.g., moving the left hand up and down, or rotating the
head from left to right, etc.). Some embodiments may also prompt the user to interact with
the user’s surroundings in some manner, so that a change in the way those surroundings

are sensed may be part of the comparison.
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Figure 4 shows a flow diagram of a method of verifying that biometric inputs are
from a living person, according to an embodiment of the invention. At 410 an electronic
device may receive a request for access to the device’s functionality, or at least to a
particular level of the device’s functionality. As previously described for Fig. 2, this
request may be initiated in various ways.

Since this process involves a visual analysis of a particular body part (face, hand,
etc.), that body part needs to be within the camera’s field of view before a meaningful
input may be obtained. At 415 the body part may be located within the camera’s field of
view. In some embodiments, the person simply points the camera towards the indicated
body part, while in other embodiments, one or more images from the device’s camera may
be analyzed to make sure the body part is in the image. At 420 the device may take a first
picture of the body part, and the picture may be analyzed at 425. Depending on the
particular process being used, this analysis may take one of several different forms. If a
still image is sufficient, the contents of a single frame may be analyzed. But if system
expects to see and analyze motion, the ‘picture’ in this process may consist of a series of
frames that constitute a moving picture, and a frame-by-frame analysis may be performed
to see if the expected motion is present.

If a one-time instance of the expected physical body behavior is all that is looked
for, this process may skip to 450 to determine if the expected behavior was present in the
first picture(s). But if before-and-after results are to be compared, then the device may
prompt the person to change the visible position of the body part in some manner at 430,
and take a second picture at 435. The second picture may be analyzed at 440. Although
this flow diagram shows analysis of the first picture being performed before taking the
second picture, in some embodiments both pictures may be taken before analyzing either
one. At 445 the two pictures may be compared to determine if the body part displayed the
expected change. Ifit did not, the verification procedure has failed as indicated at 460,
either immediately or after a predetermined number of retries. But if the body part

displayed the expected change, the verification procedure has passed, as indicated at 455.

Multi-Stage Authentication
In some applications, the level of security needed to authorize the user may depend

on the data to be accessed and/or the operations to be performed. In general, more robust
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security measures require greater compute power and/or more time to verify the user is
authorized. But most conventional security access processes are fixed, regardless of the
level of security required for that particular access. This can require the device to expend
more power, and the user to expend more time, than should be required for the level of
security needed.

In some embodiments, a multi-level security access process may be used. A fairly
simple and fast process may grant the user access to one level of functionality, where
functionality includes access to particular data and/or operations. A second process,
requiring more computationally intense analysis, may grant the user access to a higher
level of functionality. This may be extended to include even more processes for even
more levels of access, with each process being appropriate for the level of functionality
needed. In some embodiments, the more demanding security analyses may be performed
external to the device, by transmitting the inputs through the device’s radio to another
device (e.g., a server, the ‘cloud’, etc.) for processing.

In some embodiments, the user may be required to pass one level of security before
being given a chance to pass the next higher level of security. This multi-stage process
may provide excellent overall security because multiple techniques may be involved. It’s
also flexible, as different combinations of analysis may be used to accommodate different
situations and/or users.

But in another embodiment, the user may request a particular level of access, and
will be presented with only the security access process that is appropriate for that level.
Once granted, the user may be permitted access to all levels of functionality up to and
including that level, but not to higher levels.

In practice, this may work in several ways. As an example, entering a simple PIN
on the device’s keyboard may allow the user a first level of access. If the user fails that
procedure, no levels of access may be permitted. But if the user passes, a more robust
access method, such as a somewhat detailed biometric analysis, may grant the user a
higher level of access. If the user fails the second process, access to that second level may
be denied. If the user passes the second level process, he may be granted access to the
second level of functionality, and may have the opportunity to gain even higher levels of
access, with even more robust access processes. Of course, each access process may
permit a certain number of retries to accommodate simple user error and/or the tolerances

of the measurement system.
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In some embodiments, failing the access process will deny the user entry to the
next level, but will permit the user to continue at the present level. In other embodiments,
failing the access process will deny access to the next level, but will also terminate access
to the current level, and may terminate access to even lower levels.

Multiple Ievels of access may be used to control access to many different
functions. One example, which is only an example and should not be taken as a limitation,
would be these five progressive levels of access: 1) keep phone unlocked, 2) unlock
phone, 3) access email, 4) conduct financial transactions of less than a particular amount,
5) conduct financial transactions of more than the particular amount.

Although sometimes described as ‘higher’ levels of access, in some embodiments
various levels of access are simply different, without implying that one level is more
important or comprehensive than another. For example, two sections of data may be
equally important and restricted, but access to each one may require a different access
process that shows the user has previously obtained permission to access that data.

Fig. 5 shows a flow chart of a method of granting multiple levels of restricted
access to a device, according to an embodiment of the invention. At 510, a device may
receive a request for a particular level of access to the device’s functionality. This request
may be triggered in any of several ways, such as but not limited to: 1) a person presses
one or more buttons on the device, 2) the device senses movement, 3) the device’s power
is turned on, 4)etc. In some embodiments, first-level access may permit only very basic
functionality, without access to any restricted, confidential, or personal information. In
some embodiments, this level of access may permit just enough functionality to request a
higher level of access.

Upon receipt of the request, at 515 the device may execute the procedures designed
to determine if the intended user is authorized for such access. If the authorization
procedure fails, as determined at 520, access may be denied at 525. But if the
authorization procedure passes, the requested access may be granted at 530, and the device
may perform whatever functions are permitted at that level. If a request for higher-level
access is received at 535, at 540 the device may execute the higher-level access procedures
designed to determine if the intended user is authorized for such access. If the procedure
fails, the requested access may be denied at 550, and in some embodiments the current
level of access may be terminated. But if the procedure passes, the higher-level access

may be granted at 555. This process may continue for even higher levels of access, if such
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levels exist for the device. Although the described procedures are for authorization, in
some embodiments, some or all of the authorization procedures may be accompanied by
an associated verification procedure. In such cases, the requested access may be denied if
cither the authorization or verification procedure fails.

In some embodiments, the specific actions needed for authorization may be
predetermined and programmed into the device. In other embodiments, the actions may
be variable but determined within the device. In still other embodiments, the actions may
be specified by a source external to the device. For example, to grant the user
authorization to perform a large financial transaction, a person or computer at the other
end of the communication might specify the actions the user needs to perform to be

authorized.

Usage Methods

The aforementioned techniques may be used for various purposes. One such
purpose is to permit a user access to a handheld electronic device. Such a device may
include a keypad for entering a PIN or other access code, and may also include a camera
for capturing an image of the user’s eye, face, hand, etc. The techniques may be used for
initial access, and/or may be used to regain access after access has been lost (e.g., if the
device goes into a non-operational low-power mode after a period of non-use). These
techniques may also be used for other purposes, such as to gain access to a larger
computer, a network, a building, a room, an area, etc. In some embodiments, if the person
does not pass a specific technique, or if the readings are ambiguous, a different technique
may be used. Similarly, different verification techniques may be used for access to
different sets of predetermined features, regardless of whether access to those features are
considered to require different levels of security.

The foregoing description is intended to be illustrative and not limiting. Variations
will occur to those of skill in the art. Those variations are intended to be included in the
various embodiments of the invention, which are limited only by the scope of the

following claims.
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What is claimed is:

L. An apparatus, comprising
an electronic device comprising a processor, a memory, and a camera, wherein the
device is to:
obtain a first biometric measurement of a part of a person’s body;
initiate a physical change in the part;
obtain a second biometric measurement of the part subsequent to the
change; and

verify that the second measurement is different than the first measurement.

2. The apparatus of claim 1, wherein the part is to be a pupil of the person’s eye, and

the change is to be a reduction in size of the pupil caused by directing light towards the

eye.
3. The apparatus of claim 2, wherein:

the first biometric measurement is to be a first picture of the person’s eye;

the second biometric measurement is to be a second picture of the person’s eye;
and

the reduction in size is to be calculated from the first and second pictures.
4. The apparatus of claim 2, wherein the reduction in size is to be inferred from

measuring light reflected from a retina of the eye.

5. The apparatus of claim 1, wherein:

the part is to be a pupil of the person’s eye;

the first biometric measurement is to be a first picture of the pupil taken without a
flash;

the second biometric measurement is to be a second picture of the pupil taken with
a flash; and

the change is to be a presence of red-eye in the pupil in the second picture.

6. The apparatus of claim 1, wherein the part is to be the person’s eyelid, and the
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change is to be indicated by movement of the eyelid.

7. The apparatus of claim 6, wherein the movement of the eyelid is to be measured as
at least one parameter selected from a list of parameters consisting of:

the eyelid being open in one picture and closed in another picture;

existence of at least one blink within a predetermined time period;

an average rate of blinking;

rise time of an eyelid during a blink;

fall time of an eyelid during a blink; and

a difference in timing of a blink of the person’s right eye and a blink of the

person’s left eye.

8. An apparatus, comprising

an electronic device comprising a processor, a memory, and a camera, wherein the
device is to:

illuminate an eye of a person with infrared light;

measure infrared light reflected from a retina of the person’s eye;

compare the infrared light reflected from the retina to a reference level; and

determine the person is a living person based on the comparison;

wherein said reference level is selected from a list consisting of:

infrared light reflected from at least one other part of the person’s face;

infrared light reflected from the retina without said illuminating the eye.

0. A method, comprising:
obtaining a first biometric measurement of a part of a person’s body;
causing the part to physically change in a predetermined manner;
obtaining a second biometric measurement of the part subsequent to the change;
verifying that the second measurement is different than the first measurement in a
manner expected from the physical change; and
granting the person access to additional functionality of a device that is performing

said obtaining and said verifying, if the person also passes an authorization procedure.

10. The method of claim 9, wherein:
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the part is a pupil of the person’s eye;
the change is a reduction in size of the pupil; and

said causing includes directing light towards the person’s eye.

11. The method of claim 10, comprising determining the reduction in size directly

from pictures of the eye.

12. The method of claim 10, comprising inferring the reduction in size from measuring

light reflected from a retina of the eye.

13. The method of claim 9, wherein:

the part is a pupil of the person’s eye;

said obtaining the first biometric measurement comprises taking a picture of the
pupil without a flash;

said obtaining the second biometric measurement comprises taking a picture of the
pupil with a flash; and

the physical change is a presence of red-eye in the pupil in the second picture.

14. The method of claim 9, wherein the part is the person’s eyelid, and the change is at
least one blink of the eyelid.

15. The method of claim 14, where the blink is measured as at least one parameter
selected from a list of parameters consisting of:

existence of at least one blink within a predetermined time period;

an average rate of blinking;

rise time of an eyelid during a blink;

fall time of an eyelid during a blink; and

a difference in timing of a blink of the right eye and a blink of the left eye.

16.  An article comprising
a tangible computer-readable medium that contains instructions, which when
executed by one or more processors result in performing operations comprising;:

obtaining a first picture of a person’s eye;
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causing the eye to physically change in a predetermined manner;

obtaining a second picture of the eye;

verifying that the eye appears different in the second picture than in the first
picture; and

granting the person access to functionality of a device that is performing

said obtaining and said verifying, if the person also passes an authorization procedure.

17. The article of claim 16, wherein:
the operation of causing includes directing light towards the person’s eye; and

the physical change is a reduction in size of a pupil of the eye.

18. The article of claim 17, wherein the reduction in size is determined from a size of

the pupil as shown in the first and second pictures.

19. The article of claim 17, wherein the reduction in size is determined by measuring

light reflected from a retina of the eye.

20. The article of claim 16, wherein:
the first picture is taken without a flash;
the second picture is taken with a flash; and

the difference is a presence of red-eye in the pupil in the second picture.

21. The article of claim 16, wherein the change involves movement of the eye’s eyelid.

22.  An apparatus, comprising
an electronic device including a processor, a memory, and a camera, wherein the
device is to:
prompt a person to perform a first physical body behavior;
obtain a first picture of the first physical body behavior with the camera;
and
analyze the first picture to verify that the first picture shows the first

physical body behavior.
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23. The apparatus of claim 22, wherein the first physical body behavior is either a

particular facial expression or a particular hand gesture.

24.  The apparatus of claim 22, wherein the electronic device is further to:

prompt the person to perform a second physical body behavior different than the
first physical body behavior;

obtain a second picture of the second physical body behavior;

analyze the second picture to verify, before granting the person said access, that the

physical body behavior shown in the second picture is the second physical body behavior.

25. The apparatus of claim 24, wherein the second physical body behavior is either a

particular facial expression or a particular hand gesture.

26. The apparatus of claim 22, wherein the analysis of the first picture is to be
combined with at least one other security procedure to permit the person to access

predetermined features of the electronic device.

27. A method comprising
performing operations by a electronic device, the operations comprising:
prompting a person to perform a first physical body behavior;
obtaining a first picture of the first physical body behavior with a camera;
and
analyzing the first picture to verify that the first picture shows the first
physical body behavior.

28. The method of claim 27, wherein the first physical body behavior is either a

particular facial expression or a particular hand gesture.

29. The method of claim 27, wherein the operations further comprise:

prompting the person to perform a second physical body behavior different than
the first physical body behavior;

obtaining a second picture of the second physical body behavior; and

analyzing the second picture to verify, before granting the person said access, that
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the physical body behavior shown in the second picture is the second physical body

behavior.

30.  The method of claim 29, wherein the second physical body behavior is either a

particular facial expression or a particular hand gesture.

31. The method of claim 27, wherein the operations comprise combining the analysis
of the first picture with at least one other security procedure to determine whether to

permit the person to access the predetermined features of the electronic device.

32. A tangible computer-readable medium that contains instructions, which when
executed by one or more processors result in performing operations comprising:
prompting a person to perform a first physical body behavior;
obtaining a first picture of the first physical body behavior with a camera;
analyzing the first picture to verify the first picture shows the first physical body
behavior; and
granting the person access to predetermined features of the electronic device if the

person also passes an authorization procedure.

33. The article of claim 32, wherein the first physical body behavior is either a

particular facial expression or a particular hand gesture.

34. The article of claim 32, wherein the operations further comprise:

prompting the person to perform a second physical body behavior different than
the first physical body behavior;

obtaining a second picture of the second physical body behavior; and

analyzing the second picture to verify, before granting the person said access, that
the physical body behavior shown in the second picture is the second physical body

behavior.

35. The article of claim 34, wherein the second physical body behavior is either a

particular facial expression or a particular hand gesture.
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36. The article of claim 32, wherein the operations comprise combining the analysis of
the first picture with at least one other security analysis to determine whether to permit the

person to access the predetermined features of the electronic device.

37.  An apparatus, comprising:

an electronic device comprising a processor, a memory, and a camera, the device
to determine whether a person attempting to use the device is authorized to use the device,
wherein the device is to:

receive a first input of a first type;

perform a first analysis of the first input to determine if the person attempting to
use the device is authorized to use the a first level of functionality in the device based on
the first analysis;

receive a second input of a second type different than the first type; and

if the person is authorized to use the first level of functionality based on the first
analysis, then perform a second analysis of the second input to determine whether the

person is authorized to use the second level of functionality based on the second analysis.

38. The apparatus of claim 37, wherein the person is to be authorized to use both the
first and second levels of functionality only if both the first and second analyses indicate

the person is so authorized.

39. The apparatus of claim 37, wherein:

the person is to be granted access to a first level of functionality in the device if the
first analysis indicates the person is to be granted access; and

the person is to be granted access to a second level of functionality in the device if
the second analysis indicates the person is to be granted access;

wherein the second level of features includes the first level of features.

40. The apparatus of claim 37, wherein the first input is a keyboard input and the

second input is an input of a biometric measurement.

41.  The apparatus of claim 37, wherein:

the first and second inputs are both inputs of biometric measurements; and
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the second analysis is a more computationally intense analysis than the first

analysis.

42. A method comprising
performing operations in an electronic device, the operations comprising:
receiving a first input of a first type;
performing a first analysis of the first input to determine if the person
attempting to use the device is authorized to use the device based on the first analysis;
receiving a second input of a second type different than the first type; and
if the person is authorized to use the device based on the first analysis, then
performing a second analysis of the second input to verify whether the person is

authorized to use the device based on the second analysis.

43. The method of claim 42, wherein the operations further comprise granting the
person access to the device only if both the first and second analyses indicate the person is

authorized to access the device.

44. The method of claim 42, wherein the operations further comprise:

granting the person access to a first level of functionality in the device if the first
analysis indicates the person is to be granted access; and

granting the person access to a second level of functionality in the device if the
second analysis indicates the person is to be granted access;

wherein the second level of functionality includes the first level of functionality.

45. The method of claim 42, wherein the first input is a keyboard input and the second

input is an input of a biometric measurement.

46. The method of claim 42, wherein:
the first and second inputs are both inputs of biometric measurements; and
the second analysis is a more computationally intense analysis than the first

analysis.

47. A tangible computer-readable medium that contains instructions, which when
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executed by one or more processors result in performing operations comprising;:
receiving a first input of a first type;
performing a first analysis of the first input to determine if the person
attempting to use the device is authorized to use the device based on the first analysis;
receiving a second input of a second type different than the first type; and
if the person is authorized to use the device based on the first analysis, then
performing a second analysis of the second input to verify whether the person is

authorized to use the device based on the second analysis.

48. The article of claim 47, wherein the operations further comprise granting the
person access to the device only if both the first and second analyses indicate the person is

authorized to access the device.

49. The article of claim 47, wherein the operations further comprise:

granting the person access to a first level of functionality in the device if the first
analysis indicates the person is to be granted access; and

granting the person access to a second level of functionality in the device if the
second analysis indicates the person is to be granted access;

wherein the second level of functionality includes the first level of functionality.

50. The article of claim 47, wherein the first input is a keyboard input and the second

input is an input of a biometric measurement.
51. The article of claim 47, wherein:

the first and second inputs are both inputs of biometric measurements; and

the second analysis is a more computationally intense analysis than the first analysis.
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