
EP 0 273 043 B1 Description BACKGROUND OF THE INVENTION 5       This
invention relates generally to multiple-redundant processing systems and,
more particularly, to mul- tiple-redundant processors employing voting
logic. Triple-modular-redundant (TMR) computational systems have been known
for some years. For example, U.S. Patent No. 4,375,683 to Wensley, entitled
"Fault Tolerant Computational System and Voter Circuit," describes such a
system based on TMR architecture. In general, the principle of TMR systems
is that the computation functions are performed by three identical modules
op- 10  erating in synchronism, and the results of the computations they
perform are compared in a "voter" circuit. If one module is in error for
some reason, its results are outvoted by the correct results from the other
two mod- ules. The TMR principle is also described in a paper by Wakerley,
"Microcomputer Reliability Improvement Using Triple Modular Redundancy,"
Proc. of the IEEE, Vol. 64, No. 6, June 1976. Another useful background
paper 15  is by Davies and Wakerley, entitled "Synchronization and Matching
in Redundant Systems," IEEE Trans. on Computers, Vol. C-27, No. 6, June
1978. The following patents are indicative of the state of the art in the
field of the invention: 20  US-A-3,356,837              Raymond
Binary Data Information Handling System 25 30 35 40 45 50 55 2    EP
0273043 B1 US-A-3,501,743       Dryden          Automatic Fault Correc-
tion System for Parallel Signal Channels US-A-3,538,498       Games et al.
Majority Fault Selecting and Fault Indicating 10   US-A-3,665,173
Bouricius        Triple  Modular  Redun- et al.    dancy/Sparing
US-A-3,680,069      Neumann et al. Testing  of  Redundant Control Systems
15   US-A-3,783,250      Fletcher         Adaptive Voting Computer et al.
System US-A-3,805,235       Foster et al.  Equalization  Means  for
Multi-Channel Redundant 20 Control System US-A-3,848,116      Moder et al.
Data  Processing  System having Triplexed System 25
Units US-A-4,270,715      Norton et al.  Railway  Control  Signal
Interlocking Systems US-A-4,356,546      Whiteside        Fault-Tolerant
Multi- et al.    Computer System US-A-4,402,045      Krol
Multi-Processor Computer System 35   US-A-4,497,059       Smith
Multi-Channel  Redundant 



Processing Systems 40    The following patents are material to those
aspects of the invention relating to removal and replacement of computation
modules without disconnecting power from the entire system: US-A-3,993,935
Phillips        Printed Circuit Board et al.    Connection US-A-4,079,440
Ohnuma et al.  Printed  Circuit  Board Capable of Being Insert- 50
ed and Withdrawn on On- line Status French Patent Application FR-A-2126272
discloses an information processing system having three syn- 55  chronized
processors connected to a voting and output system which compares the
output data from the three processors and determines by a majority vote
which, If any, of the processors is faulty. If a faulty processor Is
identified, that processor is disconnected from the output of the system
and the output data is taken from the other two processors. 3    EP 0 273
043 B1 JP-A-60254249 (PatentAbstracts of Japan, vol. 10, No. 132, p-456,
May 1986) discloses a simulated fault generating system in which the output
of a simulated fault contents register is supplied via AND gates, together
with the outputs of an execution instruction counter and a cycle counter,
to an error status register. The output of the error status register is
then supplied to an error processing means via an OR gate. 5       IEEE
Transactions on Computers, vol. C-24, No. 5, May 1975, pages 498-505
discloses, in an article en- titled "The Architectural Elements of a
Symmetric Fault - tolerant multiprocessor" by A.L. Hopkins Jr. et al, a
multiple-redundant computer system and a method of detecting faults in a
triple-redundant computer system in accordance with the pre-characterising
parts of Claims 1 and 10 respectively. A common drawback in many
fault-tolerant systems of the prior art, such as the system described in
the 10  Wensley Patent (US-A-4,375,683), is that the detection of faults
within the system depends on there being a correct outputfrom a voter
circuit. If thevoter circuit itself fails, the fault detection logic also
fails. Othersystems have employed multiple voter circuits in various
configurations, to address this problem. However, none of the systems of
the prior art is completely satisfactory in the area of detection of
failures within the fault detection logic itself. 15      Accordingly,
there Is still a need fora multiple-redundant majority-voting system
capable of detecting faults not only in multiple computation modules, but
also in fault determination logic associated with each of the mod- ules.
The present invention is directed to this end. According to the present
invention, in one aspect thereof, there is provided a triple-redundant
computer system as defined in Claim 1. 20      The illustrative system of
the invention is constructed to include three modules, each having a
compute- tional device, bus comparison logic andfaultdetermination logic.
Each module further includes electromechan- ical means permitting removal
and replacement of the module without disconnection of power from the
entire system. The electromechanical means includes an extended-length
power connector pin to ensure connection of power before other connections
during insertion of the module, and to ensure disconnection of power after
25  disconnection of other lines during removal of the module, and further
includes an electromechanical interlock for generating an electrical
interrupt signal prior to actual removal of the module, whereby the
interrupt signal may be employed to terminate operations of the module in
an orderly manner. Preferably, power is supplied to the system from a
plurality of independent power supplies, over plurality of redundant
powersupply buses and an equal pluralityof powersharing circuits. Each of a
numberof electrical 30  loads in the system receives power from all of the
power supplies, but the system is not subject to failure due to short
circuits or other defects in the loads or in the power supplies. Each power
sharing circuit includes a current limit circuit in each line from a power
supply, to protect each supply from possible over-current condi- tions
caused by a short circuit in the load. A diode is also included in each
line from a power supply, to prevent any power supply from supplying
current to a short circuit in another power supply. The outputs of the
diodes 35  are combined at one terminal of the load, to combine the
currents derived from the separate power supplies. In another aspect, the
invention provides a method of detecting faults in a triple-redundant
computer sys- 



tem as defined in Claim 9. In one embodiment of the method, the step of
simulating an error condition includes writing an intentionally incorrect
data word onto a selected one of the data buses, whereby a voted read of
the data buses should gen- 40  erate an indication of error in the
computational subsystem associated with the selected bus, and the step of
reading the first fault status words will reveal any improperly operating
fault determination logic. In another embodiment of the method the step
ofsimulating an errorcondition includes injecting a selected set of bus
comparison signals into the fault deamination logic, whereby the step of
reading the firstfault status words should produce the result expected from
the bus comparison signals, and the step of reading the first 45  fault
status words generates second fault status words indicative of any errors
in the fault determination logic itself. It will be appreciated from the
foregoing that the present Invention represents a significant advance in
the field of multiple-redundant majority-voting computer systems.
Specifically, the invention provides a reliable technique for checking not
just on the operation of multiple computation devices, but also on the
operation of 50  fault detection logic associated with each of the
computation devices. Other aspects and advantages of the invention will
become apparent from the following more detailed description, taken in
conjunction with the ac- companying drawings. BRIEF DESCRIPTION OF THE
DRAWINGS 55 FIGURE 1 is a block diagram of a triple-redundant computer
system in accordance with the invention; FIG. 2a is a simplified block
diagram of a computational device of the type with which the invention is
em- ployed; 4    EP 0 273 043 B1 FIG. 2b is a simplified block diagram
similar to FIG. 2a, showing how a data path from memory is inter- rupted to
provide connections with the triple-redundant computersystem of the
invention via the redundant data buses; FIG. 3 is a block diagram showing
more detail of the bus comparison logic and the fault determination logic 5
of the system of FIG. 1; FIG. 4 is a fragmentary schematic diagram showing
one of the logical comparators of FIG. 3; FIG. 5 is a schematic diagram
showing the fault status logic of FIG. 3; FIG. 6 is a hardware block
diagram of one of the three computational subsystems shown in FIG. 1; FIG.
7 is a block diagram showing various hardware states of the processor used
in each computational 10      module of the invention; FIG. 8 is a
simplified elevational view showing a mechanical interlock used to
generated an electrical in- terrupt during removal or replacement of a
module; FIG. 9 Is a diagram showing how a module is constructed to permit
"hot" removal and replacement; and FIG. 10 is simplified block diagram of a
powersharing circultfor use in conjunction with the triple-redundant 15
computer system of the invention. DESCRIPTION OF THE PREFERRED EMBODIMENT
As shown in the drawings for purposes of illustration, the present
invention is concerned with fault-tolerant 20  computer systems of the type
that employ multiple computation circuits and voting circuits to reduce the
pos- sibility of computational errors arising from a computer failure of
some kind. In a typical real-time computer application, such as in the
monitoring and control of process variables in a complex industrial
process, a com- putational device receives both digital and analog
inputsignals and generates digital and analog output signals. As shown in
FIG. 2a, a typical computer system includes a processor, indicated by
reference numeral 10, and 25  an associated memory 12. The input and output
signals communicate with the processor 10, as indicated at 14 and 16, and
every function that the computer performs can be considered to be a direct
result of manipu- lations of the computer memory 12. The processor 10
communicates with its memory 12 over address lines 18, which carries a
memory ad- dress, and over a data path, which, for convenience, can be
considered as a data "write path 20 over which 30  data words are stored in
the memory 12, and a data "read" path 22, over which data words are
retrieved from memory. In the computer system of the invention, data items
that are read from the memory of the triplicated 



computational devices are monitored for purposes of fault detection, and
are later returned to the processor 10 in the form of majority-voted data.
Atypical one of the three computational devices is shown in conceptual form
in FIG. 2b. Data words from the memory 12 are transmitted over line 24 to
one of three data buses 26. 35  The other two data buses receive data from
the other two computational devices, and the three data buses should carry
identical data at all times If all three computational devices are
operating correctly and in syn- chronism. The only time that data on the
three buses should disagree is during certain test processes, which are
described later. The data buses 26 supplyseparate inputs overlines 28 to a
voter circuit 30, which chooses the majority-voted version of the data
signals from the data buses 26, and provides a single output on line 32. 40
The processor 10 receives the voted data on line 32 and operates as if it
were receiving data directly from its memory 12, although it is in fact
receiving voted data" from the memories of multiple computing systems. The
foregoing description of data flow Is simplified to some extent, as will be
appreciated when the hard- ware of the computational devices is described
in more detail. The data paths to and from the memory 12 are implemented as
a single bidirectional path, although it is only the read path 22 that is
intercepted for processing 45  by the voter circuit 30. A triple-redundant
computer system is shown in FIG. 1, Including three computational devices
40a, 40b and 40c. Throughout this description, the subscripts a, b and c
are used to identify one of three computational subsystems. If a reference
numeral is used without a subscript, it is intended to referto any of the
subsystems. The computer system also includes three voter circuits 30a, 30b
and 30c, three circuits 42a, 42b and 42c 50  containing bus comparison
logic, three circuits 44a, 44b and 44c containing fault comparison logic,
and three data buses 26a, 26b and 26c. Data from each computational device
40 passes overline 24 to its corresponding data bus 26. Data signals from
all three buses 26 are input over lines 28a to voter circuit 30a, and over
similar sets of lines 28b and 28c to the voter circuits 30b and 30c. Each
voter circuit 30 has an output line 32 back to the corresponding
computational device 40. In each of the three subsystems, the lines 28 from
the data buses 55   26 are also connected as inputs to the bus comparison
logic 42. This logic generates three binary output sig- nals, on lines 46,
48 and 50, Indicating how various pairings of data bus signals compare.
Line 46 indicates whether A=B, that is, whether the signals on data buses
26a and 26b are equal or not. Similarly, line 48 indl- cates whether B=C
and line 50 indicates whether A=C. As shown in the drawings, these bus
comparison output 5    EP 0 273 043 B1 signals are Input directly into the
fault determination logic 44. As will be explained in more detail, the
fault determination logic 44 generates a fault status word indicative of
the status of the whole system. The fault status word is read from the
fault determination logic 44 over line 52, and transmitted over line 24 to
the corresponding data bus 26. As with other data in the system, the fault
5   status data signals are transmitted from the data buses 26 over lines
28 and into the voter circuits 30, which generate a voted or majority
version of the fault status vector. In accordance with this aspect of the
invention, fault status information is read simultaneously from each fault
determination logic circuit 44 by the computa- tional devices 40, but the
computational devices obtain a voted version of the fault status. The bus
comparison logic 42 produces outputs on lines 46,48 and 50 in accordance
with the possible com- 10  binations set forth in Table 1. Table 1 15
A=B           B=C             C                 Condition 1           1
1           #1    No failures 1           1             0           #2
Comparator failure 20         1           0             1            #3
Comparator  failure 1           0             0           #4    Failure in
module C o           1             1           #5    Comparator  failure 25
0           1             0            #6    Failure in module A o
0             1           #7    Failure  in module B o           0
0           #8    Multiple  failures 30 Condition #1 is the normal one in
which all of the outputs A, B and C are equal. The other seven conditions
represent failures of some kind. For example, if module Afails only the B=C
line will be true (1) and the A=C 



and A=B lines will be false (0). This Is shown as condition #6. Similarly,
condition #7 and condition #4 represent failures of modules B and C,
respectively. Conditions #2, #3 and #5 represent comparatorfailure because
they 35  are impossible states if the comparator logic is operating
properly. For example, for condition #2 there could not be a situation in
which A=B and B=C, but A=C. The bus comparison logic 42 is shown in FIG. 3
as including three logical comparators 60.1,60.2 and 60.3, to which the
input lines 28 from the data buses 26 are connected. Specifically, buses
26a and 26b are con- nected to logical comparator 60.1, buses 26b and 26c
are connected to logical comparator 60.2, and buses 40  26a and 26c are
connected comparator 60.3. The comparators 60.1, 60.2 and 60.3 produce
outputs on lines 46, 48 and 50 to the fault determination logic 44,
indicating whether A=B, B=C and A=C, respectively. One of the logical
comparators 60 is shown in more detail in FIG. 4. It will be understood
that the data buses 26 are each multi-bit buses, whereas the outputs on
lines 46, 48 and 50 from the logical comparators carry single binary
signals. Therefore, each logical comparator 60 has 45  two sets of N binary
inputs, where N is the number of bits in the words carried on the data
buses 26. As shown In FIG. 4, for example, the comparator inputs include
lines 62.1 through 62.N and 64.1 through 64.N. The com- parator compares
bus A, bit 1 (62.1) to bus B, bit 1 (64.1), and so on, for all bus bits
through bus bit N (62.N and 64.N). One bit of the comparison is
accomplished by inverting bus bitAand ANDing it with bus bit B, using AND
gate 66.1, and inverting bus bit B and ANDing it with bus bit A. using AND
gate 68.1. If bus bits A and B 50  are equal, the outputs of these AND
gates will be "0", the output of OR gate 70 will be "0", and the inverted
output A=B will be true (logical "1" ). If the bus bit A ever differs from
bus bit B, then the output of either AND gate 66.1 or AND gate 68.1 will be
a "1, the output of OR gate 70 will be a "1" and the A=B ouptut will be a
logical "0" (false). It will be observed that, if the input data words from
the two buses 26a and 26b are identical in every bit 55  position, all of
the AND gates 68 will produce logical "0" outputs. Therefore, the OR gate
70 will have a "0" output, and the outputon line 46will be a logical "1" .
However, if the inputwords differ in atleastone bit position, at least one
of the AND gates 68 will generate a logical "1"output, and this will
propagate through the OR gate 70 and result in a logical "0" signal on the
A=B output line 46. The other logical comparators 60.2 and 60.3 are, 6
EP 0 273 043 B1 of course, structured in identical fashion. The fault
determination logic 44 is also shown in more detail in FIG. 3. It includes
a set of three exclusive OR (XOR) gates 72.1,72.2 and 72.3, a test register
74, a fault status register 76, and fault status logic 78. The output lines
46, 48 and 50 from the bus comparison logic 42 are connected as Inputs to
the three XOR gates 5   72.1, 72.2 and 72.3, respectively. The other inputs
to the XOR gates are supplied over lines 80.1, 80.2 and 80.3 from the test
register 74, which, in turn, may have data written to it from the processor
10, over line 82. If the test register is zero, the XOR gates 72 have no
effect on the input signals on lines 46, 48 and 50, and the outputs of the
XOR gates are applied as inputs to the fault status logic 74. The fault
status logic provides outputs on line 84 to the fault status register 76,
which may be read from the processor 10, as indicated by 10  line 86. A
logical "1" in any position of the test register has the effect of
logically inverting the corresponding inputsignal to the faultdetermination
logic 44, by meansof one of the XORgates 72. These potentially modified
inputs are designated as A'=B', B'=C' and A'=C', on lines 90, 92 and 94
from the XOR gates 72.1, 72.2 and 72.3. The fault status logic 78 is shown
In more detail in FIG. 5, which is one possible implementation of the 15
truth table given in Table 1. The inputs on lines 90, 92 and 94 are
complemented in inverters 96, to provide a parallel set of three inverted
inputs on lines 90', 92' and 94'. Outputs from the fault status logic 78
are provided on eightAND gates 100-107 and an ORgate 108. AND gate 100
receives inputsfrom lines 90, 92 and 94, and provides a "1" output when
there are no failures and the system is operating normally. AND gate 101
receives inputs from lines 92,90' and 94', and provides a "1" outputwhen
theAmodule hasfailed. AND gate 102 receives 20  inputs from lines 94, 90'
and 92', and provides a "1"  output when the B module has failed. AND gate
103 re- ceives inputs from lines 90, 92' and 94', and provides a "1"
output. when module C has failed. AND gate 104 receives inputs from lines
92, 94 and 90', and provides a "1" output only for an impossible condition
indicative of comparator failure. Similarly, AND gate 105 receives inputs
from lines 90, 94 and 92' and provides a "1" output only for a comparator
failure, and AND gate 106 receives inputs from lines 90, 92 and 94' and
provides 



25   a "1 " output only when another comparator failure occurs. The outputs
from AND gates 104, 105 and 106 are ORed together in OR gate 108, to
provide a single output signal indicative of comparator failure. The final
AND gate 107 receives inputs from lines 90', 92' and 94', and provides a
"1" output only when there is a multiple failure, with no agreement between
any two computational devices. The six bits of output from the fault status
logic 78 are stored in the fault status register 76, together with 30  any
useful items of status, and may be read by the processor during operation
of the system. An important aspect of the invention is the manner in which
the fault status register is read into the processor of the com- putational
device. This is best illustrated by consideration of the data flow within
the hardware block diagram of FIG. 6. The hardware within each of the three
illustrative subsystems includes the processor 10, the memory 12, and an
additional programmable read-only memory (PROM) unit 110, the voter circuit
30, the bus compar- 35  ison logic 42, the fault determination logic 44, a
multiplexer 112, timing and synchronization logic 114, a timing and
synchronization signal voter circuit 116, and interrupt processing logic
118. Also included are a first internal bus 120 connected to the memory 10,
to the multiplexer 112 and to the fault determination logic 44, and a sec-
ond Internal bus 122 connected to the voter circuit 30, to the processor 10
and to the PROM and hardware registers 110. The two internal buses 120 and
122 are connected together through a buffer 124. Operation of 40  the
system of the invention can best be appreciatedfrom a discussion of the
various alternative data flow paths, with reference to FIG. 6. Writing data
to memory: 45      This is a relatively simple flow path, extending from
the processor 10 to the second internal bus 122, through the buffer 124 to
the first Internal bus 120, and from there to the memory 12. Reading data
from memory: 50      This is the normal voted memory read operation. Data
flows from the memory 12 to the first internal bus 120, and from there
through the multiplexer 112 to one of the data buses 26. All of the data
buses 26 are then read back through the voter circuit 30, the output of
which is transmitted through the second internal bus 122 to the processor
10. In some situations, the processor 10 may perform a non-voted read from
the memory 12. The data flow path in these cases would be from the memory
12tothefirst internal bus 120, through the buffer 55   124 to the second
internal bus 122, and from there to the processor 10. 7    EP 0 273 043 B1
Writing data to the test registe The processor 10 may write data to the
test register within the fault determination logic 44. The path is from the
processor 10 to the second internal bus 122, through the buffer 124 to the
first internal bus 120, and 5   from there to the fault determination logic
44. Reading data from the fault status register This is the important path
by which voted fault status information Is read by the processors 10. The
path 10  is from the fault determination logic 44 to the first internal bus
120, and from there through the multiplexer 112 and onto the corresponding
data bus 26. The othertwo subsystems are simultaneously providing their
versions of the fault status on the other two data buses 26. The voter
circuit 30 reads all three fault status words from the data buses 26, and
transmits its voted output through the second internal bus 122 to the
processor 10. In some instances, a non-voted read from the fault status
register Is needed. The flow path is then from the fault 15  determination
logic 44 to the first internal bus 120, through the buffer 124 to the
second internal bus 122, and then directly to the processor 10. Data flow
to/from a communications module: 20      The same voting principles that
have been described may be applied to sending data to and receiving data
from a communications module 130 coupled to the data buses 26. The
communications module 130 provides an alternative meansforcommunicating
with external devices. Output signals are transmitted through the com-
munications module and input signals are received through the module.
However, instead of communicating directly with the processor 10, a path is
established through the data buses 26. For data input, the communi- 25
cations module 130 distributes the externally derived input signals onto
the three data buses 26. The input signals are then coupled from the data
buses 26 to the voter circuits 30, and input to the computation devices.
For output, each computation device transmits output data through the
second internal bus 122, the buffer 124, the first internal bus 120, the
multiplexer 112, and onto the data buses 26. The multiplexer 112 provides 



for the transmission of address information, as well as data, to the
communication module 130. The commu- 30  nication module 130 receives the
output data from the data buses 26, and includes its own voter circuit (not
shown) to provide voted output data to a desired destination device
external to the system. The processor 10 of each subsystem is programmed to
perform periodic tests on the voter circuit 30, the bus comparison logic 42
and the fault determination logic 44. A bus comparison test is conducted by
placing an intentionally incorrect data word on one of the data buses 26,
and checking the fault indications by reading 35  the fault status
registers. Suppose, for example, that the A subsystem has an incorrect data
word on its data bus 26a. This should produce a fault status vector
indicating that the A module had failed. However, if the bus comparison
logic 42 in one of the subsystems has failed, this will result in an
incorrect error diagnosis being made in the subsystem with the faulty
comparison logic. Two of the subsystems will have a fault status register
correctly indicating a fault in module A, while the third will indicate
some other condition. When these registers 40  are read back through the
data buses 26, the bus comparison logic 42 in at least two of the
subsystems will generate outputs that pinpoint the Identity of the faulty
module. By way of example, suppose that the bus comparison logic 42 in
module C has a fault that causes it to generate a logical "1" output at all
times on its A=B output, regardless of input. If a fault is simulated for
module A, by placing incorrectdata on the data bus26a, thiswill result In
the following outputs from the bus comparison 45  logic 42 in the three
subsystems: Good       Faulty Modules   Module 50
A & B          C A-B           0          1 B-C           1          1 A=C
0          0 Modules Aand B produce the properoutputs from their bus
comparison logic, such thatonly the B=C output line is a logical "1" . This
translates into a fault status bit indicating a module A failure. The
faulty C module 8    EP 0 273 043 B1 produces an incorrect result that
translates into a fault status bit indicating "comparator error," but not
carrying any indication of which comparator is in error. When a voted read
operation of the fault status register 76 is used to retrieve the fault
status information, the fault status vector from each subsystem is
transmitted to the respective data buses 26 and read from the buses into
the voter circuits 30 and into the bus comparison logic 5 42. The error is
this time on the C bus 26c, since the buses 26a and 26b will carry a proper
indication of a module-Afault, while the bus 26c will carry an indication
of comparator error. This time the outputs of the bus comparison logic 42
will be as follows: 10                                         Good
Faulty Modules   Module A & B    C A=B           1          1 15
B=C           0           0 A-C           0          0 Even the faulty C
module produces the correct result, since its error condition in this
example happens to 20  be one that produces a "1" output on the A=B line.
In any event, at least a majority of the modules produces an output
indicative of a module Cfailure. This status word may then be read from the
fault determination logic, and the identity of the faulty bus comparison
logic is obtained. In summary, faults in the comparison logic 42 are
detected by placing an intentionally incorrect data word on one of the data
buses 26 and reading the resulting fault status words from the fault
determination logic. 25 Provided no more than one bus comparison logic 42
is In error, the voted read of the fault status should indicate an error
consistent with the simulated data error condition. The process of
performing a voted read of the fault status register will itself produce a
new condition in the fault status register. If there are no bus comparison
logic faults at all, the new condition of the fault status register will
indicate no errors, since all of the modules will be reading a
module-A-error condition from the status register. If, however, there is a
failure in the bus 30 comparison logic or the fault determination logic of
one of the modules, the new condition of the fault status 



register, caused by reading the first condition In the status register,
will indicate an error in the module having the faulty bus comparison logic
orfaultdetermination logic. In essence, the test provides a method for
checking the integrity of the fault determination logic itself. Another
routine test that can be performed periodically by the processors 10 has
the effect of checking 35 the fault determination logic. Each processor 10
sequentially writes a set of test vectors into the three-bit test register.
Each test vector simulates the conditions shown in Table 1. The proper
response, given in Table 1, is then expected when the fault status register
is read. In normal operation, all of the output lines 46, 48 and 50 from
the bus comparison logic 42 will be logical "1's", indicating no errors. To
simulate a failure condition, the test register has to be loaded with the
bit-complement of the desired pattern. For example, a module-A failure 40
is indicated by the following bus comparison outputs: A=B      0 B=C      1
A=C      0 Since the XOR gates operate to complement or invert the bus
comparison output signals when a logical "1 is 45 present in the test
register, the normal 1-1-1 pattern of output signals can be converted to a
desired pattern by placing the complement of the desired pattern in the
test register. In the example given, the 0-1-0 pattern can be simulated by
storing the complementary pattern 1-0-1 in the test register. The other
output configura- tions of Table 1 are simulated in a similar manner. As in
the previously described test in which a data error was simulated, this
test also identifies errors in 50  faultdetermination logic. Forexample,
suppose thatthetestregisteris loadedwith the pattern 1-0-1 to simulate a
module-A failure. This will generate a fault status vector indicating a
module-A failure in all three modules, assuming that the fault
determination logic 44 is operating correctly. Suppose, however, that there
is a fault in the fault determination logic of module B, resulting in a
fault status other than the correct one. When the fault status words are
read from the fault determination logic, the test register is temporarily
cleared, and the 55 expected majority Input read from the fault status
register indicates that there Is a (simulated) fault in module A. This
voted read process itself generates a new fault status word, this time-
indicating an error in module B, and thereby identifying which of the
modules has an error in Its fault determination logic. One aspect of the
invention that has not been discussed in depth concerns synchronization of
the three 9    EP 0 273 043 B1 modules. Clearly it is of critical
importance that the three modules operate in synchronism. Synchronization
involves three separate aspects: the establishment of a time base using a
common clock signal, the estab- lishment of a common real-time clock having
a relatively long period, such as one millisecond, for use by the
processors in the control functions they have to perform, and the
synchronization of the modules during start- 5   up or initialization. The
time base clock generator includes a phase voter circuit (not shown) in
each module, connected to receive its own ten-megahertz clock output and
those of the two other modules. The phase voter output con- trols a crystal
oscillator and, in conjunction with an amplifier, generates the clock
signals for the module. This arrangement provides synchronous ten-megahertz
clock signals generated in each module. 10      The real-time clock signals
are generated by means of a conventional clock divider chain for producing
the slower real-time clock signals from the ten-megahertz clock signals.
Again, voting principles are used to ensure that the real-time clock pulses
from all three modules are synchronized. Start-up presents a special case
of synchronization. The modules are initially powered up separately. FIG. 7
shows the various hardware states of the processor 10, including the
power-down state 131, a standby state 15 132, a fail state 134, a reset
state 136 and a run state 138. The power-down state is entered when any of
the power supply voltages becomes invalid. Upon restoration of power, the
processor makes a transition to the reset state 136. In the resetstate 136,
the processorexecutes software asynchronouslywith the other modules, but is
not permitted to perform data voting. The processor requests permission to
enter the run state 138 by issuing a reset request." A reset request from
only one module has no effect, but if another processor also 20 issues a
reset request, this Is designated a "voted reset," which is issued to all
of the processors together. The effectof the voted reset is to interrupt
all of the processors and to hold them until an Interrupt acknowledgment is
received from all of them, at which time the processors are released, to
enter the run state 138 simultane- 



ously. In the run state, the processors are fully synchronized and perform
data voting. The fail state is entered upon the occurrence of a hard
failure or a transient failure causing the processor 25 to lose
synchronization and execute invalid data. The failed module will
automatically attempt to enterthe reset state in an attempt to clear the
failure, but will reenter the fail state if the failure persists. The
standby state is entered upon the occurrence of a standby interrupt,
providing an early warning of some significant event, such as power
failure, module removal, or lack of a voting majority. The standby state is
a transitory one, used for protecting critical data prior to one of the
expected events. Upon termination of 30 the standby processing, there is a
transition to the reset state. An important aspect of the invention is its
ability to allow module replacement without powering down the entire
system. In other words, the system of the invention permits "hot" removal
and replacement of modules, where each module includes a computational
device, a voting circuit 30, bus comparison logic 42 and fault de-
termination logic 44. If any of the modules fails, and its failure is
detected in the manner already described, 35 ideally the faulty module
should be removed and replaced without loss of integrity of the data that
the system is outputting and without interruption of any external process
that the system is controlling. Unfortunately, the removal and replacement
of a module while the power is still applied to the system presents a
number of sig- nificant problems. Specifically, the system is prone to
errors caused by spurious signals generated during mod- ule removal and
replacement. 40      Two mechanisms are employed to protect the system from
improper operation or spurious signals during removal and replacement. As
shown in FIG. 8, each module, indicated at 140, is secured in its
operational pos- ition by means of an electromechanical interlock,
consisting of a captive screw fastener 142. The fastener 142 has a long
shaft 142a terminating in a screw thread 142b, and a mid-portion 142c with
an enlarged diameter, which serves as a cam. When the screw fastener is in
Its secured position, the cam portion 142c places a mi- 45  croswitch 144
in one of its two conditions. When the screwfastener 142 Is removed, the
switch 144 is cammed Into its other condition, and generates an interrupt
signal to the processor. The interrupt signal is used to ter- minate
operations of the microprocessor before the module is actually removed from
the system. By this means, the module about to be removed is prevented from
performing any spurious operations during the re- moval step. 50     In
order to maintain the proper state of the circuits within a module during
insertion and removal, dc power supplied to the circuits must be maintained
while the removal or replacement step is taking place. A second mechanism,
shown in FIG. 9, is used for this purpose. The module 140 includes an
input/output (I/O) connector 146, which has a conventional power input pin
148 and a second power input pin 150 of extended length. The longer pin 150
ensures that the power connection is the first that is made when the module
is installed in the 55 system, and is the last to be broken when the module
is removed. Power applied through the longer pin 150 is connected through.
an internal series inductor or series resistor 152, to eliminate any
Instantaneous power surges that might otherwise occur. The circuits charge
slowly due to the current-limiting effect of the inductor or resistor 152,
and when the shorter pin 148 makes contactthe Inductor or resistor is
bypassed automatically. 10    EP 0 273 043 B1 The process of module
replacement is not completed, of course, until the replacement module is
fully syn- chronized with the other modules already in operation. After a
new module is plugged in and powered up, syn- chronization occurs in a
manner analogous to the start-up procedure described earlier. However, the
procedure is not quite the same, since not all three modules are starting
up at the same time. The new module in this 5   case initially has no
programs or data stored in its memory. Once the new module has established
time base and real-time synchronization with the other two modules, it
posts a "reset request" and waits for the two op- erating modules to post
their own "reset requests." Modules operating in the run state 138
periodically post a "reset request" to provide a window or time slot for a
new module to enter the run state 138. Upon receiving a "voted reset" the
new module enters the run state 138 and operates in conduction with the
other two modules, 10  using their voted data to determine proper program
execution. Since the new module initially has nothing in its memory, it
will not gener-ate correct date and will be out-voted by the other two
modules. It still remains to load the memory of the new module to conform
with the memories of the other modules. This process is performed as a
"background" task by all of the modules. The background task, which is
executed in addition to other processing -performed by the operational
modules, reads memory locations and 



15  rewrites the contents back into memory. The software for performing
these reads and writes is executed by all three modules In unison, using
the voting circuits 30. In this manner, the contents of the "good" memories
of the operational modules are copied into the memory of the new module.
Once the entire memory of the new module has been restored, the new module
is able to vote in conformance with the other modules, until such time as
an error is detected by the fault determination logic that has been
described. 20      FIG. 10 is a block diagram of a power sharing circuit
that can be advantageously used with the system of the invention, to
continue to supply power to its load even when one of a number of power
supplies fails. In accordance with this aspect of the invention, power is
supplied to electrical loads in various functional units in the system from
three separate power supplies 160a, 160b and 160c, over a set of redundant
power supply buses. Each electrical load In the system, one of which is
represented as block 162, is supplied with power 25  through a powersharing
circuit 164. There may be several loads and corresponding powersharing
circuits con- nected to one set of redundant power buses. Each power supply
160 has a positive voltage output line 166a, 166b, 166c, which together
form a power supply bus, and a negative voltage output line 168a, 168b and
168c. The negative output voltage lines 168 are connected in common to
ground, and one side of the load 162 Is also grounded. The positive
outputvoltage 30  lines 166 are each connected to all of the power sharing
circuits 164, only one of which Is shown in the figure. The power sharing
circuit includes three current limit circuits 170 and three diodes 172.
Each of the power supply lines 166 is connected in series through a current
limit circuit 170 and a diode 172. The negative or cathode terminals of the
diodes 172 are connected in common to the load 162. Current rlows from the
powersupply bus 166through the current limit circuits 170, and through the
diodes 35  172 to the load 162. The currents from the powersupplies 160 are
combined in an additive mannerat the load 162. If any power supply fails in
such a way that it no longer delivers current, the remaining functioning
power supplies provide the additional current needed to maintain the load
current constant. Furthermore, if any power supply or power bus develops a
short-circuit between its positive and negative voltage terminals, this
will not adversely affect operation of the system, since current will
continue to be provide by the other power supplies, 40  and the diodes 172
prevent reverse flow of power from the properly operating supplies into the
short-circuit condition. Therefore, the remaining good power supplies will
not experience any additional load. Finally, if the load fails In such a
way that it would draw excessive current from the power supply system, the
total current delivered will be limited by the current limit circuits 170.
This prevents a failure in one load circuit from loading up the entire
power system to the point where failure would occur and other loads would
45  be deprived of power. It will be appreciated from the foregoing that
the present invention represents a significant advance in the field of
fault-tolerant computer systems. In particular, the invention provides a
multiple-redundant computer system that not only detects faults in multiple
computational devices, but also detects faults in the fault deter- mination
logic. The system of the invention also includes means for removing and
replacing defective modules 50   without shutting down the entire system.
Claims 55   1. Atriple-redundant computersystem, comprising: three
synchronized subsystems, each subsystem includ- ing a computational device
(40) having a processor (10), a memory (12), and a data path (22) between
its processor and its memory; a data bus (26) associated with each of the
computational devices (40); f irst means (24) for intercepting data on the
data path between the memory (12) and the processor (10),    EP 0 273 043
B1 The process of module replacement is not completed, of course, until the
replacement module is fully syn- chronized with the other modules already
in operation. After a new module is plugged in and powered up, syn-
chronization occurs in a manner analogous to the start-up procedure
described earlier. However, the procedure is not quite the same, since not
all three modules are starting up at the same time. The new module in this
5   case initially has no programs or data stored in is memory. Once the
new module has established time base and real-time synchronization with the
other two modules, it posts a "reset request" and waits for the two op-
erating modules to post their own "reset requests." Modules operating in
the run state 138 periodically post a "reset request" to provide a window
or time slot for a new module to enter the run state 138. Upon receiving a
"voted reset" the new module enters the run state 138 and operates in
conjuction with the other two modules, 10  using their voted data to
determine proper program execution. Since the new module initially has
nothing in 



its memory, it will not gener-ate correct data and will be out-voted by the
other two modules. It still remains to load the memory of the new module to
conform with the memories of the other modules. This process is performed
as a "background" task by all of the modules. The background task, which is
executed in addition to other processing -performed by the operational
modules, reads memory locations and 15  rewrites the contents back into
memory. The software for performing these reads and writes is executed by
all three modules in unison, using the voting circuits 30. In this manner,
the contents of the "good" memories of the operational modules are copied
into the memory of the new module. Once the entire memory of the new module
has been restored, the new module is able to vote in conformance with the
other modules, until such time as an error is detected by the fault
determination logic that has been described. 20      FIG. 10 is a block
diagram of a power sharing circuit that can be advantageously used with the
system of the invention, to continue to supply power to its load even when
one of a number of power supplies fails. In accordance with this aspect of
the invention, power is supplied to electrical loads in various functional
units in the system from three separate power supplies 160a, 160b and 160c,
over a set of redundant power supply buses. Each electrical load in the
system, one of which is represented as block 162, is supplied with power 25
through a powersharing circuit 164. There may be several loads and
corresponding powersharing circuits con- nected to one set of redundant
power buses. Each power supply 160 has a positive voltage output line 166a,
166b, 166c, which together form a power supply bus, and a negative voltage
output line 168a, 168b and 168c. The negative output voltage lines 168 are
connected in common to ground, and one side of the load 162 is also
grounded. The positive output voltage 30  lines 166 are each connected to
all of the power sharing circuits 164, only one of which is shown in the
figure. The power sharing circuit includes three current limit circuits 170
and three diodes 172. Each of the power supply lines 166 is connected in
series through a current limit circuit 170 and a diode 172. The negative or
cathode terminals of the diodes 172 are connected in common to the load
162. Current rlows from the powersupply bus 166 through the current limit
circuits 170, and through the diodes 35   172 to the load 162. The currents
from the power supplies 160 are combined in an additive manner at the load
162. If any power supply fails in such a way that it no longer delivers
current, the remaining functioning power supplies provide the additional
current needed to maintain the load current constant. Furthermore, if any
power supply or power bus develops a short-circuit between its positive and
negative voltage terminals, this will not adversely affect operation of the
system, since current will continue to be provide by the other power
supplies, 40  and the diodes 172 prevent reverse flow of power from the
properly operating supplies into the short-circuit condition. Therefore,
the remaining good power supplies will not experience any additional load.
Finally, if the load fails in such a way that it would draw excessive
current from the power supply system, the total current delivered will be
limited by the current limit circuits 170. This prevents a failure in one
load circuit from loading up the entire power system to the point where
failure would occur and other loads would 45   be deprived of power. It
will be appreciated from the foregoing that the present invention
represents a significant advance in the field of fault-tolerant computer
systems. In particular, the invention provides a multiple-redundant
computer system that not only detects faults in multiple computational
devices, but also detects faults in the fault deter- mination logic. The
system of the invention also includes means for removing and replacing
defective modules 50   without shutting down the entire system. Claims 55
1.  Atriple-redundantcomputersystem, comprising: three synchronized
subsystems, each subsystem includ- ing a computational device (40) having a
processor (10), a memory (12), and a data path (22) between its processor
and its memory; a data bus (26) associated with each of the computational
devices (40); first means (24) for intercepting data on the data path
between the memory (12) and the processor (10),    EP 0 273 043 B1 and
transmitting itto the corresponding data bus (26); a voter circuit (30)
associated with each of the com- putational devices and connected to
receive inputs from all of the three data buses (26) and to supply a single
voted output to its computational device (40); a fault determination logic
circuit (42,44) associated with each of the three computational devices
(40) and connected to receive inputs from all of the three 5       data
buses (26) and to generate a fault status word indicative of the fault
status of the system; second means forsimulating an errorcondition in one
of the computational devices (40), wherein a firstfault status 



word generated as a result of the simulated error condition by each
correctly working subsystem is indi- cative of the identity of the
computational device in which the error was simulated; and third means for
transmitting the three first fault status words associated with the three
computational devices (40) onto 10      their corresponding three data
buses (26), for comparison to verify their agreement; which system is char-
acterised in that: the fault determination logic circuits (42,44) are
discrete from the voter circuits (30) and each fault determination logic
circuit includes a bus comparison logic circuit (42) and a fourth means for
fault determination (44); and each of the fault determination logic circuit
(42, 44) includes fifth means for reading the three first fault status
words and generating a second fault status word, wherein the second 15
fault status words generated by at least two correctly working subsystems
will indicate the identify of any faulty fault determination logic circuit
(42,44) whereby the first and second fault status words are gener- ated
independently of the voter circuits (30), to permit detection of faults in
the fault determination logic circuits (42,44) by the fault determination
logic circuits (42,44) themselves, independently of possible faults in the
voter circuits (30). 20 2. A computer system as defined in Claim 1,
wherein; the fourth means forfault determination (44) includes a test
register(74) addressable by the computational device
(40)forselectivelysetting the bus comparison output signals. 25  3.
Acomputersystem as defined in Claim 1 or2, wherein; the system is divided
into a plurality (N) of electrical loads (162); and the system further
includes a plurality (N) of separate powersupplies (160) and a plurality of
power sharing circuits (164) for coupling all of the power supplies (160)
to each of the loads (162) in such a manner that each load (162) can
receive power from any or all of the power supplies (160). 30  4. A
computer system as defined in Claim 3, wherein each of the power sharing
circuits (164) includes: a plurality (M) of current limit circuits (170)
connected one in each power supply line (166) to limit the current supplied
by any of the power supplies (160) in the event of the short circuit in a
load (162); and a plurality (M) of diodes (172) connected one in each power
supply line (166) to prevent flow of current from one power supply (160) to
another. 35 5. Acomputer system as defined in Claim 4, wherein: the number
of power supplies (160) is three (M = 3); and each powersharing
circuit(164) hasthreecurrentlimitcircuits (170) connected tothe three
respective power supplies (160) and three diodes (172) connected in series
with the respective current limit circuits, the diodes (172) being
connected in common to one of the electrical loads (162). 40 6.
Acomputersystem as def ined in any preceding claim, wherein: the system
comprises modules (140) each including a computational device (40), bus
comparison logic (42) and fourth means forfault determination (44); and
each module (140) further includes sixth means (142,146) permitting removal
and replacement of the module (140) without disconnection of power from the
entire system. 45 7. A computer system as defined in claim 6, wherein: the
sixth means (142, 146) permitting removal and replacement of a module
includes an extended-length power connector pin (150) to ensure connection
of power before otherconnections during insertion of the module (140) and
to ensure this connection of pow- er after disconnection of other lines
during removal of the module (140). 50 8.  Acomputer system according to
claim 6 or 7, wherein the sixth means (142,146) permitting removal and
replacement of the module includes an electromechanical interlock (142) for
generating an electrical in- terrupt signal prior to actual removal of the
module (140), whereby the interrupt signal may be employed to terminate
operations of the module (140) in an orderly manner. 55 9. A method of
detecting faults in a triple-redundant computer system comprising three
synchronised sub- systems (40), each subsystem including a computational
device (40) having a processor (10), a memory (12), and a data path (22)
between its processor and its memory; a data bus (26) associated with each
12    EP0273043B1 



of the computational devices (40); first means (24) for intercepting data
on the data path between the memory (12) and the processor (10), and
transmitting it to the corresponding data bus (26); a voter circuit (30)
associated with each of the computational devices and connected to receive
Inputs from all of the three data buses (26) and to supply a single voted
output to its computational device (40); a fault deter- 5       mination
logic circuit (42,44) associated with each of the three computational
devices (40) and connected to receive inputs from all of the data buses
(26) and to generate a fault status word indicative of the fault status of
the system; which method comprises the steps of: simulating an error
condition in one of the computational devices; generating a first fault
status word for each of the three subsystems, wherein the first fault
status word generated by each correctly working subsystem is indicative of
the Identity of the 10      subsystem that simulated the error condition;
transmitting the first faultstatusword from each of the three subsystems
onto corresponding one of the three data buses (26); and comparing the
first fault status words to verify their agreement; which method is
characterised by: performing the step of comparing the first fault status
words in each of the fault determination logic circuit (42,44) by reading
into each subsys- tem the three first fault status words transmitted by
each of the three subsystems, and generating three 15      second fault
status words, wherein the second fault status words generated by at least
two correctly work- ing subsystems will indicate the identity of anyfaulty
fault determination logic circuit (42,44); and perform- ing the steps of
generating the first and second fault status words independently of the
voter circuits (30), to permit detection of faults in the fault
determination logic circuits (42,44) by the fault determination logic
circuits themselves, independently of possible faults in the voter circuits
(30). 20 10. A method as defined in claim 9, wherein: the step of
simulating an error condition includes writing onto a selected one of the
data buses (26) an intentionally incorrect data word, whereby bus
comparison of the data buses (26) generates an indication of error in the
computational sub-system (40) associated with the selected bus, and the
step of reading the first fault status words will reveal any improperly
operating fault 25      determination logic circuit (42,44). 11. A method
as defined in claim 10, wherein: the step of simulating an error condition
includes injecting a selected set of bus comparison signals into the fault
determination logic circuit (42, 44) whereby the step of reading the first
fault status words reads the result expected from the bus comparison
signals, and the so      step of reading the first fault status words
generates second fault status words indicative of any fault in the fault
determination logic circuit (42,44). PatentansprOche 95 1.
Dreifach-redundantes Computersystem mit: drel synchronisierten
Teilsystemen, wobei jedes Teilsystern eine Recheneinrichtung (40), die
elnen Prozessor (10) besitzt, umfait, einen Spelcher (12), einen Daten- weg
(22) zwischen seinem Prozessor und seinem Speicher, elnen Datenbus (26),
derjeder der Rechen- einrichtungen (40) zugeordnet ist; ersten Mitteln (24)
zum Auffangen von Daten auf dem Datenweg zwi- 40      schen dem Speicher
(12) und dem Prozessor (10) und zum Obertragen dieser an den entsprechenden
Datenbus (26); einem Auswahl-Schaltkrels (30), der jeder
Recheneinrichtungen zugeordnet ist und ge- koppelt ist um Eingaben all
dieser drei Datenbusse (26) aufzunehmen und eine elnzelne ausgewAhIte
Ausgabe an seine Recheneinrichtung (40) abzugeben; einem
fehlerbestimmungslogischen Schaltkreis (42, 44), derjeder der drel
Recheneinrichtungen (40) zugeordnet ist und gekoppelt ist, urn Eingaben all
45      dieser drel Datenbusse (26) aufzunehmen und ein Fehlerstatuawort zu
erzeugen, das den Fehlerstatus des Systems anzeigt; zweiten Mitteln zum
Simulleren einer Fehlerbedingung in einer der Recheneinrich- tungen (40),
wobei ein erstes Fehlerstatuswort als Ergebnls dersimulierten
Fehlerbedingung durch Jedes korrekt arbeitende Subsystem erzeugt, die
IdentitAt der Recheneinrichtung, in der der Fehler simuliert wurde,
anzeigt; und dritten Mitteln zur Obertragung der drel ersten
Fehlerstatusworte, die den drel Re- 50      cheneinrichtungen (40)
zugeordnet sind, an ihre entsprechenden drei Datenbusse (26), zum
Vergleich, urn deren Obereinstimmung zu verifizieren; wobel das System
dadurch gekennzeichnet ist, daB: die Fehlerbestimmungs-Logik-Schaltkreise
(42, 44) von den Auswahlschaltkreisen (30) getrennt sind, und
jederFehlerbestimmungs-Logik-Schaltkrels einen
Busvergleichs-Loglk-Schaltkreis (42) und vierte Mittel zur Fehlerbestimmung
(44) umtfat; und jeder der Fehlerbestimmungs-Logik-Schaltkreise (42, 44)
f0nfte 55       Mittel zum Lesen der drel ersten Fehlerstatusworte umfalt,
und zum Erzeugen elnes zweiten Fehlersta- tuswortes, wobei die zweiten
Fehlerstatusworte, die durch wenigstens zwei korrekt arbeitende Subsyste-
me erzeugt werden, die Identitit Jedes fehierhaften
Fehlerbestimmungslogik-Schaltkreises (42, 44) an- zeigen werden, wodurch
erste und zweite Fehlerstatusworte unabhlngig von den Auswahischaltkreisen 
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(30) erzeugt werden, um die Erfassung von Fehlern in den
Fehierbestimmungs-Logik-Schaltkreisen (42, 44) durch die
Fehierbestimmungs-Logik-Schaitkrelse (42, 44) selbst zu erlauben,
unabhangig von mog- lichen Fehlern In den Auswahlschaltkrelsen (30). 5   2.
Computersystem nach Anspruch 1, wobel die vierten Mittel (44) zur
Fehlerbestimmung ein Testregister (74) umfassen, das durch die
Recheneinrichtung (40) zum selektiven Setzen der Busvergleichsausga-
besignale adressierbar lst. 3. Computersystem nach Anspruch I oder2, wobel
das System In eine Vielzahl (N) von elektrischen Lasten 10      (162)
aufgeteilt ist, und das System welter eine Vielzahl (N) von getrennten
Stromquellen (160) umfaSt und eine Vieizahl von stromverteilenden
Schaltkreisen (164) zur Verbindung all der Stromquellen (160) mitjeder der
Lasten (162) derartig, dal jede Last (162) Strom von einer beliebigen oder
allen Stromquel- len (160) aufnehmen kann. 16  4.  Computersystem nach
Anspruch 3, wobei jeder der stromverteilenden Schaltkreise (164) umfallt:
eine Vleizahl (M) von strombegrenzenden Schaltkrelsen (170), die mit einer
der Stromversorgungsleitungen (166) verbunden sind, um den Strom, derdurch
elne derStromversorgungen (160) zugeffhrtwird, zu be- grenzen, fflrden Fall
des Kurzschlusses in elnerLast(162); und eine Vieizahl (M) von Dioden
(172), wobel eine in jede Stromversorgungsleitung (166) eingebunden let, um
den Flul von Strom von einer Strom- 20      quelle (160) zu einer anderen
zu verhindern. 5. Computersystem nach Anspruch 4, wobel die Anzahl der
Stromversorgungen (160) drel Ist (M = 3); und jeder der stromvertilenden
Schaltkrebse (164) drel strombegrenzende Schaltkreise (170) besitzt, die
mit den drei entsprechenden Stromquellen (160) verbunden sind und drei
Dioden (172), die in Serie mit den 26      jeweiligen strombegrenzenden
Schaltkrelsen verbunden sind, wobei die Dioden (172) insgesamt mit einer
der elektrlschen Lasten (162) verbunden sind. 6. Computersystem nach elnem
der vorangehenden Ansprfche, wobei das System Module (140) umfait, die
jeweils eine Rechenelnrichtung (40), eine Busvergleichslogik (42) und
vierte Mittel zur Fehlerbestim- 30      mung (44) umfassen, und wobei jedes
Modul (140) welter sechste Mlttel (142, 146) umfatt, die das Ent- fernen
und Ersetzen derModule (140) ohne Abtrennen derSpannungsversorgung vom
gesamten System erlauben. 7. Computersystem nach Anspruch 6, wobei die
sechsten Mittel (142,146), die das Entfernen und Ersetzen 35      der
Module erlauben, einen verlangerten Spannungaversorgungspin (150) umfassen,
um die Versorgung mit Spannung sicherzustellen, bevor andere Verbindungen
wahrend des Einsetzens des Moduls (140) zustandekommen, und um
dieseVerbindung zurStromversorgung nach Trennen deranderen Verbindun- gen
beim Entfernen dieses Moduls (140) sicherzustellen. K.>   40  8.
Computersystem nach Anspruch 6 oder 7, wobei die sechsten Mittel (142,
146), die das Entfernen und Ersetzen der Module erlauben, eine
elektro-mechanische Verriegelung (142) umfassen, zur Erzeugung eines
elektrischen Interrupt-Signals vor der tatsichlichen Entfernung des Moduls
(140), wobei das Inter- rupt-Signal dazuverwendetwerden kann, den Betrieb
des Module (140) aufgeordneteWeisezu beenden. 45  9. Verfahren zum Erfassen
von Fehlern in elnem dreifach-redundanten Computersystem mit drei synchro-
nisierten Subsystemen, wobel jedes Subsystem eine Recheneinrichtung (40)
umfaSt, die einen Prozessor (10) besitzt, einen Speicher (12), einen
Datenweg (22) zwischen seinem Prozessor und selnem Speicher, einen Datenbus
(26), derjeder der Recheneinrichtungen (40) zugeordnet ist, erste Mittel
(24) zum Auf- fangen von Daten aufdem Datenweg zwischen dem Spelcher(12)
und dem Prozessor(1 0) und zum Ober- 5D      tragen dieser an den
entsprechenden Datenbus (26); elnen Auswahl-Schaltkreis (30), der jeder der
Re- cheneinrichtungen zugeordnet ist und gekoppelt ist, um Eingaben all
dieser drel Datenbusse (26) aufzu- nehmen, und eine einzige ausgewahite
Ausgabe an seine Recheneinrichtung (40) abzugeben; elnem
Fehlerbestimmungs-Logi k-Schaltkreis (42,44), derjeder der drei
Recheneinrichtungen (40) zugeordnet ist und gekoppelt Ist, um Eingaben all
dieser Datenbusse (26) aufzunehmen und ein Fehlerstatuswort zu 55
erzeugen, das den Fehlerstatus des Systems anzeigt; wobei das Verfahren die
Schritte umfaBt: Simu- lieren elner Fehierbedingung in einer der
Recheneinrichtungen; Erzeugen eines ersten Fehlerstatuswor- 



tes fur jedes der drel Subsysteme, wobei das erste Fehlerstatuswort, das
durch jedes richtig arbeitende Subsystem erzeugt wird, die Identitit des
Subsystems anzegt, das die Fehlerbedingung simuliert hat; 14 I D*lII
111111MII 111N11 Dlii    EP 0 273 043 BI Obertragung des ersten
Fehlerstatuswortes von jedem der drei Subsystems auf einen entsprechenden
der drel Datenbusse (26); und Verglelchen der ersten Fohlerstatusworte, um
deren Obereinstimmung zu OberprOfen, wobel das Verfahren gekennzeichnet ist
durch : Durchflhren jedes Schrittes des Vergleichens des ersten
Fehlerstatuswortes in jedem der Fehlerbestimmungs-Loglk-Schaltkrelse
(42,44) durch Lesen der 5       drei ersten Fehlerstatusworte, die durch
jedes der drei Subsysteme (lbertragen wurden, in jedes Subsystem, und
Erzeugen dreler zweiter Fehlerstatusworte, wobel die zweiten
Fehlerstatusworte, die durch wenigstens zwei richtig arbeitende Subsystemr
erzeugt werden, die Identitat jedes fehierhaften Fehlerbestimmungs-
Logik-Schaitkreises (42,44) anzeigen; und durch Durchflhren der Schritte
des Erzeugens des ersten und zweiten Fehlerstatuswortes unabhangig vom
Auswahl-Schaltkrebs (30), um die Erfassung von Fehlern im 10
Fehlerbestimmungs-Logik-Schaltkrelsen (42, 44) durch die
Fehlerbestimmungs-Loglk-Schaltkreiss selbst zu erlauben, unabhangig von
moglichen Fehlern in den Auswahl-Schaltkrelsen (30). 10. Verfahren nach
Anspruch 9, wobei der Schritt des Simullerens elner Fehlerbedingung das
Schreiben ei- nes bewuStfalschen Datenwortes auf elnen ausgewAhiten der
Datenbusse (26) umfaIt, wodurch der Bus- 15      vergleich der Datenbusse
(26) sine Anzeige eines Fehlers in dem Rechensubsystem (40) erzeugt, das zu
dem ausgewahlten Bus geh8rt, und der Schritt des Lesens des ersten
Fehierstatuswortes jeden un- richtig arbeitenden
Fehlerbestimmungs-Loglk-Schaltkrels (42,44) entdecken wird. 11. Verfahren
nach Anspruch 10, wobei der Schritt des Simulierens elner Fehlerbedingung
das Einbringen 20      sines ausgewAhIten Satzes von Busvergleichssignalen
In den Fehlerbestimmungs-Loglk-Schaltkrels (42, 44) umfaft, wodurch der
Schritt des Lesens des ersten Fehierstatuswortes des erwartete Ergebnis aus
den Busvergleichssignalen liest und der Schritt des Lesens des ersten
Fehlerstatuswortes sin zweites Fehlerstatuswort erzeugt, das jeden Fehler
In dem Fehlerbestlmmungs-Loglk-Schaltkreis (42, 44) an- zegt. 25
Revendications 1.  Systeme informatique A redondance triple, comprenant
trois sous-systemes synchronises, chaque sous- so      systeme comportant
un dispositif de calcul (40) presentant un processeur (10), une memoire
(12), et un chemin de donnees (22) entre son processeur et sa memolre; un
bus de donnees (26) associe a chacun des dispositifs de calcul (40); des
premiers moyens (24) pour Intercepter des donnees sur le chemin de donnees
entre la memoire (12) et le processeur (10), et les transmettre au bus de
donnees (26) corres- pondant; un circuit de vote (30) associe A chacun des
dispositifs de calcul et connecte pour recevoir des 3S      entrees de
l'ensemble des trols bus de donnbes (26) et pourfournir une unique sortie
elue A son dispositif de calcul (40); un circuit logique de ditermination
d'erreurs (42,44) assocle a chacun des trois dispositifs de calcul (40) et
connecte pour recevoir des entrees de l'ensemble des trois bus de donnees
(26) et pour engendrer un mot d'etat d'erreur Indicatif de l'etat d'erreur
du systeme; des deuxiemes moyens pour si- muler une situation d'erreur dans
un des dispositifs de calcul (40), dans lesquels un premier mot d'etat 40
d'erreur engendre comme resultat de la situation d'erreursimulee par chaque
sous-systeme fonctionnant correctement est indicatif de l'identite du
dispositif de calcul dans lequel l'erreur a ete simulee; et des troi-
sinmes moyens pour transmettre les trols premiers mots d'etat d'erreur
associes aux trois dispositife de calcul (40) sur leurs trois bus de
donnees (26) correspondents, pour comparalson afin de verifler leur
concordance; lequel systeme est caractirisi en ce quo: les circuits
logiques de determination d'erreurs 45      (42,44) sont distincts des
circuits de vote (30) et chaque circuit log que de determinatlon d'erreurs
comprend un circuit logique de comparaison de bus (42) et des quatribmes
moyens de determination d'erreurs (44); et chacun des circuits logiques de
dtebrmination d'erreurs (42,44) comprend des cinquib- mes moyens pour lire
lee trois premiers mots d'etat d'erreur et engendrer un deuxieme mot d'etat
d'erreur, ob les deuxibmes mots d'etat d'erreur engendres par au moins deux
sous-systbmes fonctionnant correo- so      tement indiqueront l'identite de
tout circuit logique de determination d'erreurs (42,44) defectueux moyen-
nant quoi lee premier et deuxilme mots d'etat d'erreur sont engendres
indbpendamment des circuits de 



vote (30), af In de permettre la detection d'erreurs dans les circuits
logiques de ditermination d'erreurs (42,44) par lee circuits logiques de
ditermination d'erreurs (42,44) eux-memes, independamment d'er reurs
eventuelles dans les circuits de vote (30). 55 2. Systeme informatique
salon la revendlcation 1, dans lequel: les quatriemes moyens de
detormination d'erreurs (44) comprennent un registre de test (74)
adressable par le dispositif de calcul (40) pour 6tablir selectivement les
signaux de sortie de comparalson de bus. 15 l llil  IIIU11111111il li    EP
0273 043 Bi 3. Systeme Informatique selon la revendication I ou 2, dans
lequel: le systeme est divise en plusleurs (N) charges electriques (162);
et le systeme comprend en outre plusleurs (N) alimentatlons en courant
(160) separees et plusieurs circuits de partage de courant (164) pour
coupler l'ensemble des alimentations en courant (160) A chacune des charges
(182) de tell. fagon quo chaque charge (162) peut recevoirdu cou- 5
rant de l'une quelconque ou de l'ensemble des allmentations en courant
(160). 4. System. informatique solon la revendication 3, dans lequel chacun
des circuits de partage de courant (164) comprend: plusleurs (M) circuits
de limitation de courant (170) connect6s A ralson d'un dans chaque ligne
(165) d'alimentation en courant afin de limiter le courant fournl par l'une
quelconque des alimenta- 10      tions en courant (160) dans le cas du
court-circuit dens une charge (162); et plusieurs (M) diodes (172)
connectees A raison d'une dans chaque ligne (166) d'alimentation en courant
afin d'empecher la circula- tion de courant d'une alimentation en courant
(160) A une autre. 5. Systeme informatique solon la revendication 4, dens
lequel: le nombre d'alimentations en courant (160) Is      est de trois
(M=3); et chaque circuit de partage de courant (164) pr6sento trois
circuits de limitation de courant(170) connect6s aux trois alimentations en
courant(160) respectivesettroisdiodes (172) conneo- tees en s6rie avec les
circuits de limitation de courant respectife, lee diodes (172) etant
connectees en commun A une des charges 6lectriques (162). 20  6. Systeme
Informatique solon l'une quelconque des revendicatlons pr6cedentes, dans
lequel: le systeme comprend des modules (140) comportant chacun un
dispositif de calcul (40), une logique de comparaison de bus (42) et des
quatriemes moyens de d6termination d'erreurs (44); et chaque module (140)
comprend en outre des sixiemes moyens (142, 146) permettant le retrait et
le remplacement du module (140) sans d6connexion de courant de la totalite
du systeme. 25 7. Systeme informatique solon la revendicatlon 6, dens
lequel: les sixieme moyens (142,146) permettant le retraitetle
remplacementd'un module comprennentune broche do connecteurd'alimentatlon
de longueur etendue (150) afin d'assurer la connexion de I'alimentation
avant d'autres connexions pendant l'insertion du module (140) et afin
d'assurer cettb connexion de l'alimentation apres deconnexion d'autres
lignes 30      pendant le retrait du module (140). S. Systeme Informatique
solon la revendication 8 ou 7, dans lequel: les sixiemes moyens (142,146)
permet- tant le retrait et le remplacementdu module comprennent un
enclenchement delctromecanique (142) pour engendrer un signal
d'interruption electrique avant Is retrait effectif du module (140),
moyennant quol le 35      signal d'interruption pout 6tre employ6 afin
d'achever lea operations du module (140) d'une facon ordon- n6e. 9. Proc6de
de detection d'erreurs dens un systeme informatique a redondance triple
comprenanttrois sous- systemes synchronises (40), chaque sous-systeme
comportant un dispositif de calcul (40) pr6sentant un 40      processeur
(10), une m6moire (12), et un chemin de donn6es (22) entre son processeur
et sa mimoire; un bus de donn6es (26) assoclA A chacun des dispositifs de
calcul (40); des premiers moyens (24) pour intercepterdes donn6es surle
chemin de donn6es entre la m6molre (12) etle processeur(1O), et les trans-
mettre au bus de donn6es (26) correspondant; un circuit de vote (30)
associe A chacun des dispositifs de calcul etconnecte pour recevoir des
entr6es de lPensemble des trois bus de donn6es (26) et pourfournir 45
une unique sortie 6lue A son dispositif de calcul (40); un circuit logique
de determination d'erreurs (42,44) associe A chacun des trois dispositife
de calcul (40) at connect6 pour recevoir des entrees de l'ensemble des bus
de donn6es (26) et pour engendrer un mot d'etat d'erreur indicatif de
l'etat d'erreur du systeme; 



lequel proc6d6 comprend les etapes consistent A: simuler une situation
d'erreur dens un des dispositifs de calcul; engendrer un premier mot d'etat
d'erreur pour chacun des trois sous-systemes, le premier mot 50      d'etat
d'erreur engendr6 par chaque sous-systeme fonctionnant correctement 6tant
indicatif de I'identit6 du sous-systeme qui a simul6 la situation d'erreur;
transmettre le premier mot d'etat d'erreur provenant de chacun des trois
sous-systemes sur le bus correspondent parmi les trol bus de donnees (26);
et comparer les premiers mots d'etat d'erreur afIn de v6rifier leur
concordance; lequel proced6 est carac- terise en co qu'on effectue l'etape
de comparabson des premlers mots d'etat d'erreur dens chacun des 55
circuits logiquesde d6terminatlon d'errours (42,44) en lisantdans chaque
sous-systeme lestrois premiers mots d'etatd'erreurtransmis parchacun
destrobs sous-systbmes, et on engendranttrois deuxibmes mots d'6tat
d'erreur, ob) lea deuxiemes mots d'6tat d'erreur engendr~s par au moins
deux sous-systemes fonc- tionnant correctement indiqueront l'identlte de
tout circuit loglque de d6termination d'erreurs (42.44) d6- 16 I IIIIID
IDII IIDI Dil l 1.1I    EP0273043B1 fectueux; et en ce qu'on effectue les
etapes de g6n6ration des premiers et deuxibmes mots d'etat d'erreur
ind6pendamment des circuits de vote (30), afin de permettre la d6tection
d'erreurs dans les circuits lo- giques de determination d'erreurs (42,44)
par lea circuits logliques de determination d'erreurs (42,44) eux- m~mes,
independamment d'erreurs eventuelles dans les circuits de vote (30). 5 10.
Procede selon la revendication 9, dans lequel: I'etape de simulation d'une
situation d'erreur comprend I'ecriture sur un bus s6lectlonn6 parml les bus
de donn6es (26) d'un mot de donn6es volontairement in- correct, moyennant
quol la comparaison de bus des bus de donnees (26) engendre une indication
d'erreur dans le sous-systbme de calcul (40) associe au bus selectionne, et
l'etape de lecture des premiers mots 10      d'etat d'erreur revelera tout
circuit logique de determination d'erreurs (42,44) fonctionnant de facon
in- correcte. 11. Procede selon la revendication 10, dans lequel: I'etape
de simulation d'une situation d'erreur comprend l'injection d'un ensemble
slectionne de signaux de comparaison de bus dans le circuit logique de
deter- 15      mination d'erreurs (42,44) moyennant quol I'etape de lecture
des premiers mots d'etat d'erreur lit le re- sultat attendu provenant des
signaux de comparalson de bus, et l'etape de lecture des premiers mots
d'etat d'erreur engendre des deuxibmes mots d'etat d'erreur Indicatifs de
touts errmur dans le circuit lo- gique de determination d'erreurs (42,44).
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