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Generate, at a processor of a mobile device, a user profile
for an authorized user of the mobile device based on
behavior patterns associated with the authorized user, the
behavior patterns determined based on historical data
indicating past user behavior of the authorized user

v f704

Detect subsequent user behavior of a particular user during
an attempt by the particular user to access the mobile
device

Y 796

Compare the subsequent user behavior to the behavior
patterns of the user profile to determine whether the
particular user is authorized or unauthorized

708

Determine that the particular user is an unauthorized user
based on the comparison

v r710

Detect activity by the unauthorized user

v /712

Perform at least one countermeasure of a plurality of
countermeasures in response to detecting the activity, each
countermeasure of the plurality of countermeasures having
a different security level and corresponding to a degree of
the activity
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