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DESCRIPTION
Title of Invention
POLICY UPDATE SYSTEM AND POLICY UPDATE APPARATUS
Technical Field

Embodiments described herein relate generally to a

policy update system and a policy update apparatus.
Background Art

With the background of the situation in which the
degree of dependency on online services of the socilety,
econocmy and living increases, there has been an increasing
importance of identity management which manages information
relating to individuals and organizations. The identity
management is a technigque for promoting the security and
convenience of the information relating to individuals and
organizations in various services and systems, and managing
the whole of the life cycle of an identity from
registration to a change and deletion.

Here, the identity, in this context, refers to the
whole of information which specifies an individual, a
group, and an organization/company in a certain situation,
and includes an identifier, credentials and attributes.
The identifier is information for discriminating the
identity, and corresponds to, for instance, an account or
an employee number. The credentials are information for
indicating the validity of some information content, and
are, for instance, a password. The attributes are

information which characterizes the identity, and refer to,
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for instance, a name, an address, and date of birth.

As a typical example of the technigue utilizing such
identity management, there is known Single Sign-On
(hereinafter abbreviated as SS0O). The SSO is a technique
which enables use of a plurality of applications and
services by a single authentication procedure. In many
cases, the SSO integrates authentications which are
provided in a plurality of applications in a single domain
such as an intranet of one company. In this case, the SS0O
is generally realized by a method in which an
authentication result is included in an HTTP Cookie and the
authentication result is shared between the applications.
In addition, such SSO methods have been individually
manufactured as access management products by SI (System
Integration) vendors or middleware vendors.

In recent years, there has been a demand for an SSO
among different domains (hereinafter also referred to as
cross-domaing) across a single domain. A reason for this
1s outsourcing due to an acceleration of the consolidation
and merger of companies, overseas expansion, and SaaSsS
(Software as a Service) or the like in emerging cloud
computing. For example, one of the merits of the SaaS or
the like is quick use when needed.

However, when cross-domain SSO is realized, sharing of
an authentication result is very time-consuming. There are
two main causes. The first cause is that, since the use of

HTTP Cookie is limited to a single domain, an
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authentication result cannot be shared between domains by
using the HTTP Cookie. The second cause is that, since SSO
methods of access management products, which are adopted
for respective domains, are different among vendors, simple
introduction is not possible and additional measures need
to be prepared.

In order to resolve such causes, there has been an
increasing demand for standardization of the SSO. One of
typical standardization techniques, which meet such a
demand, is SAMI, (Security Assertion Markup Language) which
was formulated by a nonprofit organization, OASIS
(Organization for the Advancement of Structured Information
Standards) .

The SAML is specifications in which the expression
form of information relating to authentication, approval
and attributes, and transmission/reception procedures are
defined, and the SAML is systematically stipulated so as to
realize various implementation modes in accordance with
purposes. Subjects comprise three parties, i.e. an
identity provider (hereinafter, abbreviated as IdP, and
referred to as “ID provider”), a service provider
(hereinafter, abbreviated as SP, and referred to as
‘service provider”), and a user. The SSO is realized by
the service provider trusting an authentication result
which is issued by the ID provider.

When the SSO based on SAML is started, the following

two points, in general, need to be prepared in advance.
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The first point is that the relationship of trust should be
established in advance by information exchange and
consensus building in business and technical aspects
between the service provider and ID provider. The second
point is that one user should have individual accounts for
respective service providers and should federate these
individual SP accounts and the account of the ID provider
in advance. The SSO cannot be started unless in a state in
which advance preparations, such as the establishment of
the relationship of trust and the advance account
federation, have been completed.

After these advance preparationsg, the SSO is realized
by the following procedures (1) to (6). Here, the
procedures of the SSO through a Web browser are described.

(1) A user reguests service provision from a service
provider.

(2) Since the service provider has not yet
authenticated the user, the service provider sends an
authentication request to the ID provider via a user-side
Web browser.

(3) The ID provider authenticates the user by some
means, and creates an authentication assertion.
Incidentally, the SAML does not stipulate the means for
authentication, but stipulates a scheme for informing the
service provider of an authentication assertion. The
authentication assertion includes information, such as the

kind of authentication means and the manner in which the
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credentials were created, in order for the service provider
to determine whether the authentication result is
trustworthy or not.

{(4) The ID provider returns an authentication result
including the created authentication assertion to the
service provider via the user-side Web browser.

{5) The service provider determineg permission/non-
permission of service provision, based on the
authentication result of the ID provider.

{6) The user receives service provision from the
service provider.

In this manner, in the SSO that is based on SAML, a
plurality of services are made usable by the user simply
executing a one-time authentication procedure for the ID
provider, without executing a further authentication
procedure. At present, in order to secure interoperability
of cross-domains, the middle vendor, which implemented the
individual SSO system, sells access management products in
which an SAML ID provider/service provider function is
implemented, or introduces a commercial Web service in
which an SAML service provider function is implemented.

In the meantime, in the SSO based on SAML, as
described above, the advance account federation and
registration are necessary. In usual cases, when a company
uses a service which is provided by a service provider, an
IS (Information System) department performs account

registration and federation for the service provider.
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The IS department collectively performs a large volume
of advance processes corresponding to many users belonging
to the company, or conducts, after a procedure through a
serial approval flow at an arbitrary timing given by a
user, the account registration and federation for this
user.

Here, in the former case of executing the advance
process, since there is no need to execute account
registration and federation in the process of the S$S0,
there is no relation to the above-described data procesging
system.

On the other hand, in the latter case of the procedure
through the approval flow, a great deal of time and labor
is needed since the pfocedure is conducted through not only
the user but also many people, such as superiors in layers
of the organizational hierarchy to which the user belongs,
and people in a procurement department and an IS
department. Furthermore, since the IS department does not
collectively perform the advance processes, manual
operations occur, which are burdensome and are low in
efficiency and convenience. For example, it is not
possible to utilize the merit of gquick use in SaaS, etc.

Accordingly, in the system which executes account
registration and federation in the procegs of the SSO, it
is preferable that the system has a seamless scheme for
determining permission/non-permission of service use in a

nonmanual manner.
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Thus, there is a technique for automating a series
processes from the application for use of services provided
by a service provider to the SS0, by inserting, between the
procedures (2) and (3) of the SSO, a process of executing
account federation and registration after evaluating
permission/non-permission of use of services provided by
the service provider, based on a pre-defined policy
relating to service use and the condition of service use.
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Summary of Invention
Technical Problem

The above-described technique has no problem in usual
cases. However, according to the study by the inventor,
there is room for improvement, as described below.

Usually, in a company, if a change in organization or
personnel 1s made, user attribute information which is
identity information relating to a user is updated. In

accordance with this, it is necessary to conduct an update
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work of the policy and an update work of the system
environment. In general, these works are conducted through
a manual work (i.e. the user performg a policy update work
and a system environment update work).

However, a manual work imposes a heavy load on the
user, and there ig a concern that a work error {(human
error) will occur.

The object of the invention is to provide a policy
update system and a policy update apparatus, which can
realize a policy update work and a system environment
update work in a nonmanual manner.

Solution to Problem

A policy update system according to an embodiment
includes a server apparatus configured to be able to
provide a plurality of services to a user, the server
apparatus including storage means for storing, with respect
to each of the services, at least a first user ID which
identifies a user who can use the services; a policy
storage device configured to store a plurality of policies,
each policy being composed of at least one condition
describing user attribute information which is identity
information relating to the user and in which a plurality
of items including at least a second user ID corresponding
to the first user ID are associated, and each policy
specifying a use privilege of each service, which permits
use of the services when a value of the user attribute

information satisfies the condition; a policy update
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apparatus configured to be able to update each stored
policy when the user attribute information was changed; and
a user attribute information storage device configured to
store post-change user attribute information, and a change
content for each second user ID, the change content
indicating values which are different between pre-change
user attribute information and the post-change user
attribute informatlon, and including a value of the pre-
change user attribute information and a value of the post-
change user attribute information.

The policy update apparatus includes detection means,
creation means, collection means, evaluation means,
specifying means, update means, and deletion means.

The detection means detects a modification-target
policy which regquires modification, among the policies
stored in the policy storage device, based on the change
content stored in the user attribute information storage
device.

The creation means creates a modified policy in which
the value of the user attribute information, which is
described in the detected modification-target policy, was
modified from the value of the pre-change user attribute
information in the stored change content to the value of
the post-change user attribute information.

The collection means collects the post-change user
attribute information including the second user ID of the

user, who can use the services provided by the server
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apparatus, as user attribute information for policy
evaluation, from the user attribute information storage
device.

The evaluation means evaluates the collected user
attribute information for policy evaluation with respect to
each second user ID, based on the policies excluding the
created modified policy, among the policies stored in the
policy storage device, and the created modified policy.

The specifying means specifies the second user ID
which is indicative of, among evaluation results by the
evaluation means, an evaluation result to an effect that
the policy is satisfied by the pre-change user attribute
information in the change content stored in the user
attribute information storage device but the policy and/or
modified policy is not satisfied by the value of the
collected user attribute information for policy evaluation.

The update means updates the policy corresponding to
the created modified policy, among the policies stored in
the policy storage device, to the modified policy.

The deletion means deletes the first user ID, which
corresponds to the specified second user ID, from the
storage means in the server apparatus.

Brief Description of Drawings

FIG. 1 is a schematic view illustrating a
configuration example of a policy update system according
to an embodiment.

FIG. 2 is a schematic view illustrating an example of
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user-related information which is stored in a user store

according to the embodiment.

FIG. 3 is a schematic view 1llustrating
the user-related information which is stored
store according to the embodiment.

FIG. 4 is a schematic view illustrating
the user-related information which is stored
store according to the embodiment.

FIG. 5 is a schematic view illustrating
the user-related information which is stored
store according to the embodiment.

FIG. 6 is a schematic view illustrating
the user-related information which is stored
store according to the embodiment.

FIG. 7 is a schematic view illustrating
the user-related information which is stored
store according to the embodiment.

FIG. 8 is a schematic view illustrating
the user-related information which is stored
store according to the embodiment.

FIG. 9 is a schematic view illustrating
the user-related information which is stored

store according to the embodiment.
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10 is a schematic view illustrating an example of

ID registration information which is stored in an ID

storage device according to the embodiment.

FIG.

11 is a schematic view illustrating an example of
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the ID registration information which is stored in the ID
storage device according to the embodiment.

FIG. 12 is a schematic view illustrating an example of
the ID registration information which is stored in the ID
storage device according to the embodiment.

FIG. 13 is a schematic view illustrating an example of
policies which are stored in a policy storage device
according to the embodiment.

FIG. 14 is a schematic view illustrating an example of
deletion-target user information which is stored in a
deletion user temporary storage device according to the
embodiment.

FIG. 15 is a flowchart illustrating an example of the
operation of a modified policy creation device according to
the embodiment.

FIG. 16 is a schematic view illustrating an example of
user attribute information for policy evaluation according
to the embodiment.

FIG. 17 is a schematic view illustrating an example of
evaluation result information according to the embodiment.

FIG. 18 is a flowchart illustrating an example of the
operation of a deletion user specifying device according to
the embodiment.

FIG. 19 is a schematic view illustrating an example of
the operation of a user deletion approval device according
to the embodiment.

FIG. 20 is a schematic view illustrating an example of
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a modified policy according to the embodiment.
Description of Embodiments

FIG. 1 i1s a schematic view illustrating a
configuration example of a policy update system according
to an embodiment. FIG. 2 to FIG. 9 are schematic views
illustrating examples of user-related information which is
stored in a user store according to the embodiment.
FIG. 10 to FIG. 12 are schematic views illustrating
examples of ID registration information which is stored in
an ID storage device according to the embodiment. FIG. 13
is a schematic view illustrating an example of policies
which are stored in a policy storage device according to
the embodiment. FIG. 14 is a schematic view illustrating
an example of deletion-target user information which is
stored in a deletion user temporary storage device
according to the embodiment. FIG. 15 is a flowchart
illustrating an example of the operation of a modified
policy creation device according to the embodiment.
FIG. 16 is a schematic view illustrating an example of user
attribute information for policy evaluation according to
the embodiment. FIG. 17 is a schematic view‘illustrating
an example of evaluation result information according to
the embodiment. FIG. 18 is a flowchart illustrating an
example of the operation of a deletion user specifying
device according to the embodiment. FIG. 19 is a schematic
view illustrating an example of the operation of a user

deletion approval device according to the embodiment.
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FIG. 20 is a schematic view illustrating an example of a
modified policy according to the embodiment.

A policy update system 1, as illustrated in FIG. 1,
includes a user store 10, a cloud server apparatus 20, a
policy storage device 30, and a policy update apparatus 40.
Incidentally, the policy update apparatus 40, on one hand,
and the user store 10, cloud server apparatus 20 and policy
storage device 30, on the other hand, are communicable by
wire or wirelessly.

The user store 10 further includes a pre-change user
store 10A and a post-change user store 10B, as illustrated
in FIG. 1.

Ag illustrated in FIG. 2 to FIG. 6, the pre-change
user store 10A is a storage device which stores user-
related information before a change. The user-related
information is information relating to a user who uses SaaS
(Software as a Service) which is provided by the cloud
server apparatus 20, and who belongs to an organization in
which the policy update apparatus 40 is disposed.
Specifically, the user-related information is information
gsuch as user attribute information, department information,
section information, post information, and SaaS
information. Incidentally, the user-related information is
not limited to the above-described user attribute
information, department information, section information,
post information, and SaaS information.

The user attribute information is identity information
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relating to the user, and is, for example, asgs i1llustrated
in FIG. 2, information in which a user Id (userId), user
name, department Id, section Id, post Id and mail address
are associated, that is, a set of pieces of information
charactering the information of an individual. The user Id
is identification information for identifying the user.
The department Id is identification information for
identifyving a department which is a constituent of the
organization in which the policy update apparatus 40 is
disposed. The section Id is identification information for
identifying a section which is a constituent of the
organization in which the policy update apparatus 40 is
disposed. The post Id is identification information for
identifying the post of a user belonging to the
organization in which the policy update apparatus 40 is
digposed.

The department information is information relating to
a department which is a constituent of the organization in
which the policy update apparatus 40 is disposed. For
example, as illustrated in FIG. 3, the department
information is information in which a department Id, a
department name and a deletion flag are associated. The
department name designates a name of a department, such as
a general affairs department, a business department, a
research department or a development department, which is
identified by the department Id. The deletion flag

indicates whether information including this deletion flag,
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that is, the department information in this case, is
information of a deletion target or not. The deletion flag
indicates either “true” or “false”. Specifically, if the
deletion flag indicates “true”, the deletion flag indicates
that the information including this deletion flag is
information of a deletion target. If the deletion flag
indicates “false”, the deletion flag indicates that the
information including this deletion flag is information of
a non-deletion target. In the meantime, even if the
deletion flag indicates “true”, the information including
this deletion flag is not deleted, and the deletion flag is
the information which simply indicates whether the
information including the deletion flag is a deletion
target or not.

The section information is information relating to a
section which is a constituent of the organization in which
the policy update apparatus 40 is disposed. For example,
as illustrated in FIG. 4, the section information is
information in which a section Id, a section name and a
deletion flag are associated. The section name designates
a name of a section, such as a “00” technical section, a
“xx” technical section, or a development support technical
section, which is identified by the section Id.

The post information is information relating to a post
which exists in the organization in which the policy update
apparatus 40 ig disposed. For example, as i1llustrated in

FIG. 5, the post information is information in which a post
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Id, a post name and a deletion flag are associated. The
post name degignates a name of a post, such as a department
manager, a section chief, or a person in charge, which is
identified by the post Id.

The SaaS information is information relating to SaaSlS
which can be used by the organization in which the policy
update apparatus 40 is disgsposed. For example, as
illustrated in FIG. 6, the SaaS information is information
in which a SaaS8 Id, a SaaS name and an administrator Id are
associated. The SaaS Id is identification information for
identifying SaaS which is usable by the organization in
which the policy update apparatus 40 is disposed, among
pieces of SaaS provided by the cloud server apparatus 20.
The SaaS name designates a name of SaaS, such as SaaSl to
SaaS3, which can be identified by the SaaS Id. The
administrator Id is information indicative of a user Id of
a user who manages a user of SaaS identified by the
associated SaaS Id in the organization in which the policy
update apparatus 40 is disposed.

In the meantime, in the present embodiment, although
it is assumed that the pre-change user attribute
information is stored in the pre-change user store 10A in
the format illustrated in FIG. 2, the format of storage is
not limited to this example. For example, it i1s possible
to adopt such a format of storage as to indicate only a
change content for each user Id, which indicates different

values between pre-change user attribute information and
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post-change user attribute information, and which includes
a value of the pre-change user attribute information and a
value of the post-change user attribute information.

The post-change user store 10B is a storage device
which stores user-related information that was changed from
the user-related information stored in the pre-change user
store 10A, as illustrated in FIG. 7 to FIG. 9.
Incidentally, since the post-change user-related
information 1s information having the same format as the
pre-change user-related information, a detailed description
is omitted here. In addition, in this embodiment, it is
assumed that the post information and SaaS information are
not changed, and post information and SaaS information
after a change are not illustrated. However, it is obvious
that, in other modes, post-change post information and SaaSsS
information having the same format as illustrated in FIG. 5
and FIG. 6 may be stored in the post-change user store 10B.

The cloud server apparatus 20 is an apparatus which
provides a plurality of pieces of SaaS to a user. The
cloud server apparatus 20 includes a plurality of ID
storage devices 20A. These ID storage devices 20A are
storage devices which store, in association with respective
pieces of SaaS that can be provided by the cloud server
apparatus 20, ID registration information in which user
Id’s and user names of users who can use SaaS are
assocliated, for example, as illustrated in FIG. 10 to

FIG. 12. In this embodiment, ID storage devices 20A, which
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correspond to SaaSl to SaaS3, are provided in the cloud
server apparatus 20.

Incidentally, in the present embodiment, a description
is given on the assumption that the user Id in the user-
related information that 1s, in the present case, the user
attribute information, which is stored in the user gstore
10, and the user Id in the ID registration information,
which is stored in each ID storage device 20A, have the
same format. However, the format of the user Id is not
limited to this example, and the user Id in the user
attribute information and the user Id in the ID
registration information may not necessarily have the same
format i1f these are mutually associated.

The policy storage device 30 is a storage device which
stores a policy which is composed of at least one condition
and stipulates a present use privilege of SaaS provided by
the cloud server apparatus 20, for example, as illustrated
in FIG. 13. To be more specific, the policy is composed of
at least one condition using user-related information, and
permits use, that is, permits use of SaaS, if the user-
related information that is notified at a time of using
SaaS satisfies this condition, and refuses use of SaaS
(prohibition-type policy) if permission is not indicated.
FIG. 13 illustrates an example of policies relating to
three pieces of SaaS, i.e. SaaSl to SaaS3, which are
provided by the cloud server apparatus 20. For example,

the policy relating to SaaSl is a policy which permits use
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of SaaS if the user-related information satisfies the
condition “department Id is dept3, and post Id is postl or
post2”, and refuses use of SaaSl in other cases.
Incidentally, the form of description of the policy is not
limited to the form of description illustrated in FIG. 13,
and may be an arbitrary description form, such as a form of
description using various names (department name, section
name and post name).

Here, the policy update apparatus 40, as illustrated
in FIG. 1, includes a modified policy temporary storage
device 41, a deletion user temporary storage device 42, a
modified policy creation device 43, a deletion user
specifying device 44, a user deletion approval device 45, a
policy update device 46, and a user deletion device 47.

The modified policy temporary storage device 41 is a
storage device which temporarily stores a plurality of
policies including a modified policy which is created by
the modified policy creation device 43.

The deletion user temporary storage device 42 is a
storage device which temporarily stores deletion-target
user information which is generated by the deletion user
specifying device, for example, as illustrated in FIG. 14.
The deletion-target user information is information in
which a user Id and deletion-target SaaS are associlated.

The modified policy creation device 43, as illustrated
in FIG. 1, further includes a modification-target policy

detection unit 432, a modified policy creation unit 43B,
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and a modified policy storing unit 43C.

The modification-target policy detection unit 432
detects a policy which requires modification (hereinafter
referred to as “modification-target policy”), based on the
user-related information stored in each of the pre-change
user store 10A and post-change user store 10B and the
policies stored in the policy storage device 30.
Specifically, the modification-target policy detection unit
43A includes the following functions (£f43A-1) to (f43A-4).

(f43A-1) A function of comparing pre-change user-
related information and post-change user-related
information, which are, in this case, pre-change user
attribute information Uz and post-change user attribute
information U, while referring to the user-related
information stored in the pre-change user store 10A and
post-change user store 10B, and detecting, with respect to
each user Id, a content of a difference between the pre-
change user attribute information Uz and post-change user
attribute information U, that is, a change content
including a pre-change value and a post-change value.

Incidentally, as described above, 1f the pre-change
user attribute information stored in the pre-change user
store 10A has the format which indicates only the change
content, this function of (£43A-1) is omitted.

(f43a-2) A function of determining, with respect to
each change content, whether post-change values included in

the change content detected by the function of (f43A-1) are
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composed of only values (Id) included in the pre-change
user-related information that is, in this case, the pre-
change department information Dy, section information Sg
and post information Py, by referring to the user-related
information stored in the pre-change user store 10A and
post-change user store 10B.

Incidentally, when the function of (f43A-1) is
omitted, this function of (f43A-2) becomes a function of
detecting, with respect to each change content, whether
post-change values in the change content stored in the pre-
change user store 10A are composed of only values (Id)
included in the pre-change department information Dg,

section information Sy and post information Py, by

- referring to the user-related information stored in the

pre-change user store 10A and post-change user store 10B.
(f43A-3) A function of assuming, if a determination
result by the function of (f43A-2) indicates that the post-
change values are composed of only the pre-change user-
related information, that the change content does not
affect policies, and not detecting, as a modification-
target policy, a policy which is satisfied by the pre-
change user-related information identified by the user Id
associated with the change content, that is, the pre-change
user attribute information Uz in this case, by referring to
the policies stored in the policy storage device 30.
(f43A-4) A function of assuming, 1f the determination

result by the function of (f£f43A-2) indicates “No”, that the
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change content affects policies, and detecting, as a
modification-target policy, a policy which is satisfied by
the pre-change user-related information identified by the
user Id associated with the change content, that is, the
pre-change user attribute information Uz in this case, by
referring to the policies stored in the policy storage
device 30.

The modified policy creation unit 43B creates a
modified policy in which the user-related information
described in the modification-target policy, which was
detected by the modification-target policy detection unit
43a, was modified from the pre-change value included in the
detected change content to the post-change value.

The modified policy storing unit 43C writes, in the
modified policy temporary storage device 41, policies other
than the modification-target policy {(i.e. policies not
detected as the modification-target policy) detected by the
modification-target policy detection unit 43A, and the
modified policy created by the modified policy creation
unit 43B.

Here, an example of the operation of the modified
policy creation device with the above-described
configuration is described with reference to the schematic
views of FIG. 2 to FIG. 9, and FIG. 13, and the flowchart
of FIG. 15.

To start with, the modification-target policy

detection unit 43A compares the pre-change user attribute
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information Uz and post-change user attribute information
Un, while referring to the user-related information stored
in the pre-change user store 10A and post-change user store
10B, and detecting, with respect to each user Id, a change
content which indicates values that are different between
the pre-change user attribute information Uz and post-
change user attribute information Uy (step S1).

Specifically, the modification-target policy detection
unit 43A detects, as change contents, “sectl - sect2” of
user03, “sect2 - sectl” of user(06, “dept3, sectl3, post2 -
depth5, sect4d, postl” of user08, “dept3, sect3d, post3 -
depth, sectd, post2” of user09, and “dept3, sect3 - depthH,
sectd” of userl0 (hereinafter expressed as change contents
A to E in the named order). Here, the change content is
indicated by using a format of *(pre-change value) - (post-
change value) of (user ID)”.

Subsequently, the modification-target policy detection
unit 43A determines, with respect to each of the change
contents A to E, whether the post-change values included in
the detected change contents A to E are composed of only
values (Id) included in the pre-change department
information D, section information Sy and post information
Py, by referring to the user-related information stored in
the pre-change user store 10A and post-change user store
10B (step S82).

Specifically, the post-change values of the change

contents A and B are sect2 and sectl, and, as illustrated
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in FIG. 4, sect2 and sectl are included in the pre-change
section information Sz. Thus, the modification-target
policy detection unit 432 determines that the change
contents A and B are composed of only the pre-change user-
related information (section information Sg). In addition,
the post-change values of the change contents C to E
include deptb and sectd, and, as illustrated in FIG. 3 and
FIG. 4, depth and sectd are not included in the pre-change
department information Dy and section information Sg.

Thus, the modification-target policy detection unit 43A
determines that the change contents C to E are not composed
of only the pre-change user-related information (department
information Dp and section information Sg) .

If a determination result by the process of step S2
indicates that the post-change values are composed of only
the pre-change user-related information (Yes in step S2),
the modification-target policy detection unit 43A assumes
that the change contents A and B do not affect the
policies, and does not detect, as a modification-target
policy, the policy P;, Py, which is satisfied by the pre-
change user attribute information Ugs, Ugs identified by the
user Id “user03”, “user(06” associated with the change
contents A and B, by referring to the policies stored in
the policy storage device 30.

If the determination result by the process of step S2
indicates “No” (No in step S2), the modification-target

policy detection unit 43A assumes that the change contents
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C to E affect the pdlicies, and detects, as a modification-
target policy, the policy P3; which is satisfied by the pre-
change user attribute information Ugg to Ugyg identified by
the user Id “user08”, “user09”, “userl(0” associated with
the change contents C to E, by referring to the policies
stored in the policy storage device 30 (step S4).

Next, the modified policy creation unit 43B creates a
modified policy in which the user attribute information
“dept3” and “sect3” described in the modification-target
policy P3, which was detected in the process of step S4,
was modified to the post-change values “deptb5” and “sectéd”
included in the change contents C to E (step S5).

Thereafter, the modified policy storing unit 43C
writes, in the modified policy temporary storage device 41,
the policies P; and P, which were not detected as the
modification-target policy in the process of step 83, and
the modified policy created in the process of step S5 (step
S6) .

The deletion user specifying device 44, as illustrated
in FIG. 1, includes a user attribute information collection
unit 44A, a policy evaluation unit 44B, and a deletion user
storing unit 44cC.

For example, as illustrated in FIG. 16, the user
attribute information collection unit 44A collects the
post-change user attribute information of the users, who
can use SaaS provided by the cloud server apparatus 20, as

the information which is necessary for poly evaluation
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(hereinafter referred to as user attribute information for
policy evaluation). Specifically, the user attribute
information collection unit 442 includes the following
functions (f44a-1) and (f£44A-2).

(f44n-1) A function of collecting, while referring to
the ID registration information stored in each ID storage
device 20A in the cloud server apparatus 20, the post-
change user-related information including the user ID in
the ID registration information, which is, in this case,
the post-change user attribute information U, as the user
attribute information for policy evaluation, from the post-
change user store 10B.

(f44A-2) A function of writing the user attribute
information for policy evaluation, which was collected by
the function of (f44A-1), in a temporary memory {(not
shown) .

The policy evaluation unit 44B evaluates the user
attribute information for policy evaluation which was
collected by the user attribute information collection unit
44n, based on the policies and modified policy stored in
the modified policy temporary storage device 41.
Specifically, the policy evaluation unit 44B includes the
following functions (£44B-1) and (f£f44B-2).

(f44B-1) A function of evaluating, based on the
policies and modified policy stored in the modified policy
temporary storage device 41, the user attribute information

for policy evaluation which was collected by the user
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attribute information collection unit 44A, that is,
evaluating whether the user attribute information for
policy evaluation satisfies the policies and modified
policy.

(£44B-2) A function of generating evaluation result
information indicative of the evaluation result by the
function of (f44B-1), and then writing the generated
evaluation result information in a temporary memory (not
shown) .

In the meantime, for example, as illustrated in
FIG. 17, the evaluation result information is information
in which the user ID, user name and SaaS use privilege are
associated. The SaaS use privilege corresponds to SaaS
which the cloud server apparatus 20 can provide to the
organization in which the policy update apparatus 40 is
disposed. TIn this case, the evaluation result information
indicates evaluation results relating to use pfivileges of
SaaSl to SaaS3. Specifically, as illustrated in FIG. 17,
the SaaS use privilege is expressed by any one of values of
“‘permission”, ‘“refusal” and “-*. The “permission”
indicates an evaluation result to the effect that the user
attribute information for policy evaluation satisfies the
policy and/or modified policy relating to the SaaS. The
*refusal” indicates an evaluation result to the effect that
the pre-change user attribute information Uz satisfies the
policy relating to the SaaS, but the user attribute

information for policy evaluation does not satisfy the
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policy and/or modified policy relating to the SaaS. The
gign “-" indicates an evaluation result to the effect that
both the pre-change user attribute information Uz and the
user attribute information for policy evaluation fail to
satisfy the policy and/or modified policy relating to the
SaasS.

The deletion user storing unit 44C generates deletion-
target user information, based on the evaluation result
information generated by the policy evaluation unit 44B,
and then writes the generated deletion-target user
information in the deletion user temporary storage device
42 .

In the meantime, the deletion-target user information
is information in which the user ID and deletion-target
SaaS are associlated, for example, as illustrated in
FIG. 14. The deletion-target SaaS corresponds to SaaS
which the cloud server apparatus 20 can provide to the
organization in which the policy update apparatus 40 is
disposed. In this case, the deletion-target SaaS relates
to the ID registration information stored in the reéspective
ID storage devices 20A corresponding to SaaSl to SaaS3.
Specifically, as illustrated in FIG. 14, the deletion-
target SaaS is expressed by using any one of values of “o”,
“x” and “-". The sign “0” corresponds to “refusal” of the
SaaS use privilege in the evaluation result information
which was generated by the policy evaluation unit 44B, and

indicates that the ID registration information, which is
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stored in the ID storage device 20A corresponding to the
Saas and includes the user ID associated with the deletion-
target SaaS, is a deletion target. The sign “x”
corresponds to “permission” of the SaaS use privilege in
the evaluation result information which was generated by
the policy evaluation unit 44B, and indicates that the ID
registration information, which is stored in the ID storage
device 20A corresponding to the SaaS and includes the user
ID associated with the deletion-target SaaS, 1s a non-
deletion target. The sign “-” corresponds to “-” of the
SaaS use privilege in the evaluation result information
which was generated by the policy evaluation unit 44B, and
indicates that the ID registration information, which
includes the user ID associated with the deletion-target
SaaS, 1s not stored in the ID storage device 20A
corresponding to the SaaSs.

Here, an example of the operation of the deletion user
specifying device with the above-described configuration is
described with reference to the schematic views of FIG. 7,
FIG. 10 to FIG. 12, FIG. 14 and FIG. 17, and the flowchart
of FIG. 18. 1In this example of the operation, however, it
1s assumed that the above-described process of steps Sl to
S6 was executed by the modified policy creation device 43,
and the policies P; and P, and the modified policy, which
corresponds to the policy P3, are stored in the modified
policy temporary storage device 41.

Following the process of step S6, the user attribute
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information collection unit 44A collects, while referring
to the ID registration information, R; to Rz, which is
stored in the ID storage devices 20A in the cloud server
apparatus 20, the post-change user-related information
including the user ID in the ID registration information,
Ry to Rz, which is, in this case, the post-change user
attribute information, Ua t0O Uaz, and Uag to Uaig, as user
attribute information M for policy evaluation, from the
post-change user store 10B (step S7).

Next, the policy evaluation unit 44B evaluates the
user attribute information M for policy evaluation which
was collected in the process of step 57, based on the
policies Py, P; and the modified policy stored in the
modified policy temporary storage device 41. Specifically,
the policy evaluation unit 44B evaluates whether the user
attribute information M for policy evaluation satisfies the
policies P;, P, and modified policy (step S8).

Subsequently, as illustrated in FIG. 17, the policy
evaluation unit 44B generates evaluation result information
N indicative of the evaluation result by the process of
step S8 (step S9).

Thereafter, the deletion user storing unit 44C
generates deletion-target user information T as illustrated
in FIG. 14, based on the evaluation result information N
generated by the process of step SS9, and then writes the
generated deletion-target user information T in the

deletion user temporary storage device 42 (step S10).
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The user deletion approval device 45, as illustrated
in FIG. 1, includes an approval reqguest unit 454, a
deletion-target user deletion unit 45B, and a modified-
policy modification unit 45C.

In connection with the SaaS indicative of the value to
the effect that the deletion-target SaaS in the deletion-
target user information stored in the deletion user
temporary storage device 42 is the deletion target, the
approval reguest unit 45A requests approval/rejection
relating to the deletion of the ID registration
information, which includes the user ID associated with the
deletion-target SaaS, from the ID storage device 20A
corresponding to the SaaS. The approval/rejection is
regquested of the user (an administrator terminal of the
user) identified by the pre-change user-related
information, that is, in this case, the administrator ID in
the SaaS information relating to the SaaS, which is stored
in the pre-change user store 10A.

In the meantime, upon receiving the request from the
approval reguest unit 45A, the administrator terminal
transmits, in accordance with an operation of the user
(administrator), a response message, which includes a
message to the effect that the request is approved or
refused, and the user ID, to the user deletion approval
device 45.

Upon accepting an input of the response message

including a message indicative of rejection, which was



10

15

20

25

- 33 -

transmitted from the administrator terminal, the deletion-
target user deletion unit 45B deletes, from the deletion
user temporary storage device 42, the deletion-target user
information including the user ID in the response message
the input of which was accepted.

In order that the user, who is identified by the user
ID in the response message the input of which was accepted
by the deletion-target user deletion unit 45B, can
continuously use the SaaS indicative of the value to the
effect that the deletion-target SaaS associated with the
user ID in the deletion-target user information is the
deletion target, the modified-policy modification unit 45C
creates a modified policy in which the policy relating to
this SaaS was modified, and updates (rewrites) the policy
relating to this SaaS, which is stored in the modified
policy temporary storage device 41, to this created
modified policy.

Here, an example of the operation of the deletion user
deletion approval device with the above-described
configuration is described with reference to the schematic
views of FIG. 6, FIG. 10 to FIG. 12, and FIG. 20, and the
flowchart of FIG. 19. 1In this example of the operation,
however, it is assumed that the above-described process of
steps S1 to S6 was executed by the modified policy creation
device 43, and the policies P; and P;, and the modified
policy, which corresponds to the policy P3;, are stored in

the modified policy temporary storage device 41. 1In
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addition, 1t is assumed that the above-described process of
steps S7 to S10 was executed by the deletion user
specifying device 44, and the deletion-target user
information illustrated in FIG. 14 is stored in the
deletion user temporary storage device 42.

Following the process of step S10, in connection with
SaaSl and SaaS2 indicative of the value to the effect that
the deletion-target SaaS in the deletion-target user
information T stored in the deletion user temporary storage
device 42 is the deletion target, the approval reguest unit
457 requests approval/rejection relating to the deletion of
the ID registration information Rlsz, RZ2,;, which includes
the user ID “user(08”, “user(03” associated with the
deletion-target SaaS, from the ID storage devices 20A
corresponding to the SaaSl and SaaS2. The
approval/rejection is reguested of the user (the
administrator terminal of the user) identified by the
administrator ID “user(0l”, “user(02” in the SaaS information
Sa,, Sa; relating to the SaaSl, SaaS2, which is stored in
the pre-change user store 10A (step S11).

In this case, responding to the request from the
approval reqgquest unit 452, the administrator terminal
transmits, as response messages, a message to the effect
that the deletion of the ID registration information Rl;
including user ID “user08” is rejected, and a message to
the effect that the deletion of the ID registration

information R2; including user ID “user03” is approved, to
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the deletion-target user deletion unit 45B.

Next, upon accepting an input of the response messages
transmitted from the administrator terminal, the deletion-
target user deletion unit 45B executes a process according
to the messages in the response messages the input of which
was accepted (step S12).

In this case, in connection with the response message
including the message to the effect that the deletion of
the ID registration information R1l; including user ID
“user08” is rejected, the deletion-target user deletion
unit 45B deletes, from the deletion user temporary storage
device 42, the deletion-target user information including
the user ID “user(08”.

In addition, in connection with the response mesgsage
including the message to the effect that the deletion of
the ID registration information R2, including user ID
“user03” is approved, the deletion-target user deletion
unit 45B transmits a deletion request message, which
requests deletion of the ID registration information R2,,
to the user deletion device 47 (to be described later).
Then, the user deletion device 47 executes deletion of the
ID registration information R2,.

Thereafter, in order that the user, who is identified
by the user ID “user08” in the response message the input
of which was accepted by the deletion-target user deletion
unit 45B, can continuously use the SaaSl indicative of the

value to the effect that the deletion-target SaaSsS
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associated with the user ID in the deletion-target user
information is the deletion target, the modified-policy
modification unit 45C creates a modified policy in which
the policy P; relating to the SaaSl was modified, and
updates the policy P; relating to the SaaSl, which is
stored in the modified policy temporary storage device 41,
to this created modified policy (step S13).

Specifically, as illustrated in FIG. 20, the modified-
policy modification unit 45C refers to the post-change
user-related information including user ID “user08”, which
is, in this case, the user attribute information U,y, and
adds a condition “department Id is dept5, and post Id is
postl” using the department Id and post Id included in the
user attribute information U,g. Here, since the policy P1
is composed of the condition using the department Id and
post Id in the user attribute information, the condition
using the department Id and post Id is added.
Specifically, the condition is added so as to correspond to
the user attribute information which was used in the
condition constituting the corresgponding policy.

The policy update device 46 updates the policies
stored in the policy storage device 30, in accordance with
the policies and the modified policies stored in the
modified policy temporary storage device 41.

Upon receiving the deletion request message that was
transmitted from the user deletion approval device 45, the

user deletion device 47 deletes the ID registration
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information stored in the ID storage device 20A in the
cloud server apparatus 20, in accordance with the deletion
request message the input of which was accepted.

According to the above-described embodiment, a policy
update work and a system environment update work can be
realized in a nonmanual manner.

The method that has been described in connection with
each of the above embodiments may be stored as a computer-
executable program in a storage medium such as a magnetic
disk (e.g. a floppy (trademark) disk, a hard disk), an
optical disk (e.g. a CD-ROM, a DVD), a magneto-optic disc
(MO) , or a semiconductor memory, and may be distributed.

Additionally, the storage form of this storage medium
may be any form as long as the storage medium can store
programs and is readable by a computer.

Additionally, an OS (operating system) running on a
computer based on an instruction of a program installed
from the storage medium into the computer, or MW
(middleware), such as database management software or
network software, may execute a part of each of processes
for realizing the above embodiments.

Additionally, the storage medium in each embodiment is
not limited to a medium which is independent from the
computer, and includes a storage medium which stores or
temporarily stores, by download, a program which is
transmitted over a LAN or the Internet.

Additionally, the number of storage media is not
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limited to one. The configuration of the storage media in
the invention includes such a case that the process in each
of the above-described embodiments is executed from a
plurality of media, and the configuration of the media may
be any configuration.

Incidentally, the computer in each embodiment is a
computer which executes each process in each embodiment,
based on a program stored in the storage medium. The
computer may have any configuration, for example, a
configuration as a single apparatus such as a personal
computer, or a configuration asg a system in which a
plurality of apparatuses are connected over a network.

Additionally, the computer in each embodiment is not
limited to a personal computer, and is a general concept of
equipment and apparatuses including an arithmetic
processing apparatus included in information processing
equipment, a microcomputer, etc., which can realize the
functions of the invention by programs.

While certain embodiments have been described, these
embodiments have been presented by way of example only, and
are not intended to limit the scope of the inventions.
Indeed, the novel embodiments described herein may be
embodied in a variety of other forms; furthermore, various
omissions, substitutions and changes in the form of the
embodiments described herein may be made without departing
from the spirit of the inventions. The accompanying claims

and their equivalents are intended to cover such forms or
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modifications as would fall within the scope and spirit of

the inventions.
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1. A policy update system comprising a server
apparatus configured to be able to provide a plurality of
services to a user, the server apparatus including storage
means for storing, with respect to each of the services, at
least a first user ID which identifies a user who can use
the services; a policy storage device configured to store a
plurality of policies, each policy being composed of at
least one condition describing user attribute information
which is identity information relating to the user and in
which a plurality of items including at least a second user
ID corresponding to the first user ID are associated, and
each policy specifying a use privilege of each service,
which permits use of the services when a value of the user
attribute information satisfies the condition; a policy
update apparatus configured to be able to update each
stored policy when the user attribute information was
changed; and a user attribute information storage device
configured to store post-change user attribute information,
and a change content for each second user ID, the change
content indicating values which are different between pre-
change user attribute information and the post-change user
attribute information, and including a value of the pre-
change user attribute information and a value of the post-
change user attribute information,

the policy update apparatus comprising:

detection means for detecting a modification-target
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policy which requires modification, among the policies
stored in the policy storage device, based on the change
content stored in the user attribute information storage
device;

creation means for creating a modified policy in which
the value of the user attribute information, which is
described in the detected modification-target policy, was
modified from the value of the pre-change user attribute
information in the stored change content to the value of
the post-change user attribute information;

collection means for collecting the post-change user
attribute information including the second user ID of the
user, who can use the services provided by the server
apparatus, as user attribute information for policy
evaluation, from the user attribute information storage
device;

evaluation means for evaluating the collected user
attribute information for policy evaluation with respect to
each second user ID, based on the policies excluding the
created modified policy, among the policies stored in the
policy storage device, and the created modified policy;

specifying means for specifying the second user ID
which is indicative of, among evaluation results by the
evaluation means, an evaluation result to an effect that
the policy is satisfied by the pre-change user attribute
information in the change content stored in the user

attribute information storage device but the policy and/or
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collected user attribute information for policy evaluation;

update means for updating the policy corresponding to
the created modified policy, among the policies stored in
the policy storage device, to the modified policy; and

deletion means for deleting the first user ID, which
corresponds to the gpecified second user ID, from the
storage means in the server apparatus.

2. The policy update system of Claim 1, wherein the
policy update apparatus further comprises:

request means for requesting, in connection with
deletion of the first user ID corresponding to the
specified second user ID, approval of the deletion of the
first user ID from an administrator terminal which is
operated by an administrator who manages the services
provided by the server apparatus; and

deletion execution means for executing the deletion of
the first user ID in accordance with a response from the
administrator terminal in connection with the approval of
the deletion requested by the request means.

3. A policy update apparatus which is connectable to
a server apparatus configured to be able to provide a
plurality of services to a user, the server apparatus
including storage means for storing, with respect to each
of the services, at least a first user ID which identifies
a user who can use the services; a policy storage device

configured to store a plurality of policies, each policy
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being composed of at least one condition describing user
attribute information which is identity information
relating to the user and in which a plurality of items
including at least a second user ID corresponding to the
first user ID are associated, and each policy specifying a
use privilege of each service, which permits use of the
services when a value of the user attribute information
gsatisfies the condition; and a user attribute information
storage device configured to gtore, when the user attribute
information is changed, post-change user attribute
information, and a change content for each second user ID,
the change content indicating values which are different
between pre-change user attribute information and the post-
change user attribute information, and including a value of
the pre-change user attribute information and a value of
the post-change user attribute information,

the policy update apparatus comprising:

detection means for detecting a modification-target
policy which requires modification, among the policies
stored in the policy storage device, based on the change
content stored in the user attribute information storage
device;

creation means for creating a modified policy in which
the value of the user attribute information, which is
described in the detected modification-target policy, was
modified from the value of the pre-change user attribute

information in the stored change content to the value of
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the post-change user attribute information;

collection means for collecting the post-change user
attribute information including the second user ID of the
user, who can use the services provided by the server
apparatus, as user attribute information for policy
evaluation, from the user attribute information storage
device;

evaluation means for evaluating the collected user
attribute information for policy evaluation with respect to
each second user ID, based on the policies excluding the
created modified policy, among the policies stored in the
policy storage device, and the created modified policy;

specifying means for specifying the second user ID
which is indicative of, among evaluation results by the
evaluation means, an evaluation result to an effect that
the policy is satisfied by the pre-change user attribute
information in the change content stored in the user
attribute information storage device but the policy and/or
modified policy is not satisfied by the value of the
collected user attribute information for policy evaluation;

update means for updating the policy corresponding to
the created modified policy, among the policies stored in
the policy storage device, to the modified policy; and

deletion meané for deleting the first user ID, which
corresponds to the specified second user ID, from the
storage means in the server apparatus.

4. The policy update apparatus of Claim 3, further
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comprising:

request means for requesting, in connection with
deletion of the first user ID corresponding to the
specified second user ID, approval of the deletion of the
first user ID from an administrator terminal which is
operated by an administrator who manages the services
provided by the server apparatus; and

deletion execution means for executing the deletion of
the first user ID in accordance with a response from the
administrator terminal in connection with the approval of

the deletion requested by the request means.



