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WHAT IS CLAIMED

1. A method comprising:

generating, by a portable communication device comprising a data
processor and a memory storing a personal token, a first random code, the portable
communication device being used by a user;

fransmitting, by the portable communication device, the first random code
{0 an access device, wherein the access device receives the first random code,
generates a second random code, receives the personal token from a user of the
portable communication device, and hashes the first random code, the second random
code, and the personal token to form a first hash output;

receiving, from the access device, the first hash output and the second
random code;

hashing the first random code, the stored personal token, and the second
random code o form a second hash output;

determining, by the portable communication device, if the first hash output
and the second hash output are eqgual; and

forming a secure communication channel between the portable
communication device and the access device when the first hash output and the second
hash output are equal.

2. The methed of claim 1, wherein the access device comprises input
elements, a data processor, and a memory, wherain the user enters the personal token
into the access device via the input elements and the memory is configured to store the

personal token and subsequently delete the personal token.

3. The method of claim 1, whersin the secure communication channel
is not formed between the access device and the portable communciation device if the
first hash cutput and the secend hash output are not equal.
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4. The method of claim 1, wherein the secure communication channel
utilizes Blustooth.

5. The method of claim 1, wherein the portable communication device
is a mobile phone.

6. The method of claim 1, wherein the method further comprises, after
forming the secure communication channel:

fransmitting access data from the portable communication device to the
access device.

7. The method of claim &, wherein the access data includes an access
token.

8. A portabie communication device comprising:

a processor; and

a computer readable medium coupled to the processor, comprising code
exacutabie by the processor for implementing a method comprising

generating, by a portable communication device comprising a data
processor and a memaory storing a personal token, a first random code, the portable
communication device being usad by a user,

fransmitting, by the portable communication device, the first random code
{0 an access device, wherein the access device receives the first random code,
generates a second random code, receives the personal ioken from a user of the
poriable communication device, and hashes the first random code, the second random
code, and the personal token to form a first hash output,

receiving, from the access device, the first hash ouiput and the second
random code,

hashing the first random code, the siored personal token, and the second
random code to form a second hash output,
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determining, by the portable communication device, if the first hash output
and the second hash ouiput are equal, and

forming a secure communication channel between the portable
communication device and the access device when the first hash output and the second
hash output are equal.

. The portable communication device of claim 8, wherein the secure

communication channel is a secure wireless communication channel.

10.  The portable communication device of claim 9, whersin the secure

wireless communication channel utilizes Blustooth.

11.  The poriable communication device of claim 8, wherein the portable
communication device is a mobiie phone.

12.  The portable communication device of claim 8, wherein the method
further comprises, after forming the secure communication channet:
fransmitting access data from the porfable communication device {o the

access device.

13.  The portable communication device of claim 12, whereain the
access data is an access token.

14, A method comprising

receiving, by an access device, a personal token from 3 user;

receiving, by the access device, a first random code from a portable
communication device;

generating, by the access device, a8 second random code,

generating, by the access device, a first hash output of the first random
code, the second random code, the personal token;
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transmitting, by the access device, the second random code and the first
hash output to a portable communication device within a vicinity of the access device,
wherein the portable communication device generaies a second hash cutput from the
personal ioken, the first random code, and the second random code, and determines if
the first hash output and the second hash output are equal; and

forming a secure communication channel between the access device and
the portable communication device when the first hash output and the second hash

output are the same.

15, The method of claim 14, wherein the portable communication

device is a mobile phone.

16.  The method of claim 14, wherein the method further comprises,
after forming the secure communication channel:

receiving, from the portable communication device, access data;

generating, an authorization request message including the access data;
and

fransmitting the authorization request message to an authorizing

computer.

17.  The method of claim 14, wherein the access device allows or doss

not allow access {0 a secure location.

18.  The method of claim 14, further comprising:
transmitling, by the access device, the at least the second random code {0
a plurality of additional portable communication devices that do not store the personal

foken, and that do nof form a secure communication channel with the access device.

19.  An access device comprising:

a data processor; and



WO 2019/199272 PCT/US2018/026823

a computer readable medium, the computer readable medium comprising
code, executable by the processor, for performing a method according to any of claims
14-18.

20. A system comprising the access device of claim 19, and the
portable communication device.



