CLAIMS

1. A method for token generation using SMPC compute engines, the method comprising:
hashing, by a node, a data input with a salt value;
splitting, by the node, the hashed data input into a plurality of secret shares, wheg€in each
respective secret share of the plurality of secret shares is assigned to a respective SMPC compute
engine of a plurality of SMPC compute engines,
wherein the respective SMPC compute engine is configured to:
securely hash the respective secret share with a secret salt v#lue unique to the
respective SMPC compute engine;
transmit the respective hashed secret share to the remdining SMPC compute
engines of the plurality of SMPC compute engines;
receive a plurality of hashed secret shares fronyremaining SMPC compute
engines of the plurality of SMPC compute engines; and
generate a token, wherein the token is aombination of the hashed respective

secret share and the plurality of hashed secret shareg.

2. The method of claim 1, wherein the ndde is one data source of multiple data sources,
wherein another token corresponding to data inputs from both the node and at least one other
node of the multiple data sources shoytd be generated, further comprising:
transmitting the salt value tg the at least one other node, wherein the at least one other
node is configured to:
hash at least gme other data input with the salt value; and
split the hdshed at least one other data input into at least one other plurality of
secret shares, wherein each respective secret share of the at least one other plurality of
secret shargs is assigned to a respective SMPC compute engine of the plurality of SMPC

compufé engines.

3. e method of claim 2, wherein the respective SMPC compute engine is further

conf)fured to:
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jointly, with the plurality of SMPC compute engines, hash the respective secret share
from the plurality of secret shares with a secret salt value  and hash the respective secret share
from the at least one other plurality of secret shares with the secret salt value 3, where f is
unknown to any SMPC compute engine of the plurality of SMPC compute engines;

transmit the respective hashed secret share to the remaining SMPC compute epgines of
the plurality of SMPC compute engines;

receive another plurality of hashed secret shares from the remaining SMPC compute
engines of the plurality of SMPC compute engines; and

generate additional tokens, wherein each additional token is a comdbination of the

plurality of hashed secret shares, irrespective of data source.

4, The method of claim 3, wherein the node and the at leagt one other node all receive the

additional tokens.

5. The method of claim 1, wherein the data inpyf is an identifier of a respective row or

column in a dataset being uploaded by the node tg'the plurality of SMPC compute engines.

6. The method of claim 1, further comfrising:

prior to splitting the hashed datginput, combining the hashed data input with a passcode
provided by a user of the node; and

splitting the hashed data yiput combined with the passcode into the plurality of secret

shares.

7. The method of £laim 1, wherein the respective SMPC compute engine is further
configured to:

securely/£ncrypt the respective secret share using an encryption scheme, wherein an
initializationAector and key of the encryption scheme are in a secret share and are unknown to
any SMPZ compute engine of the plurality of SMPC compute engines;

transmit the respective encrypted secret share to the remaining SMPC compute engines of

thg/plurality of SMPC compute engines;
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receive a plurality of encrypted secret shares from the remaining SMPC compute engines
of the plurality of SMPC compute engines; and
generate the token, wherein the token is a combination of the encrypted respective sedret

share and the plurality of encrypted secret shares.

8. The method of claim 1, wherein the respective SMPC compute engine is fufther
configured to:

store a plurality of generated tokens with corresponding data inputs;

in response to detecting that the stored plurality of generated tokers is being overwritten,

generate an alert indicating malicious behaviour.

0. A system for token generation using SMPC compute epgines, the system comprising:
a first hardware processor of a node;
a second hardware processor of an SMPC compute engipe;
the first hardware processor configured to:
hash a data input with a salt value;
split the hashed data input into a plurajity of secret shares, wherein each respective secret
share of the plurality of secret shares is assygned to a respective SMPC compute engine of a
plurality of SMPC compute engines,
wherein the second hardwarg/processor of the respective SMPC compute engine is
configured to:
securely hash she respective secret share with a secret salt value unique to the
respective SMPC computg’engine;
transmiy'the respective hashed secret share to the remaining SMPC compute
engines of the plurgfity of SMPC compute engines;
rgceive a plurality of hashed secret shares from remaining SMPC compute
engines of thé plurality of SMPC compute engines; and
generate a token, wherein the token is a combination of the hashed respective

secretghare and the plurality of hashed secret shares.
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10. The system of claim 9, wherein the node is one data source of multiple data sources,
wherein another token corresponding to data inputs from both the node and at least one other
node of the multiple data sources should be generated, wherein the first hardware processor j
further configured to:
transmit the salt value to the at least one other node, wherein a third hardware processor
of the at least one other node is configured to:
hash at least one other data input with the salt value; and
split the hashed at least one other data input into at least one gther plurality of
secret shares, wherein each respective secret share of the at least ghe other plurality of
secret shares 1s assigned to a respective SMPC compute enging of the plurality of SMPC

compute engines.

11. The system of claim 10, wherein the second hardware processor of the respective SMPC
compute engine is further configured to:

jointly, with the plurality of SMPC compute ghgines, hash the respective secret share
from the plurality of secret shares with a secret sgtt value 3 and hash the respective secret share
from the at least one other plurality of secret shares with the secret salt value 3, where f is
unknown to any SMPC compute engine offhe plurality of SMPC compute engines;

transmit the respective hashed sgcret share to the remaining SMPC compute engines of
the plurality of SMPC compute engjfies;

receive another plurality gf hashed secret shares from the remaining SMPC compute
engines of the plurality of SMPC compute engines; and

generate additiona¥tokens, wherein each additional token is a combination of the

plurality of hashed secyet shares, irrespective of data source.

12.  The syst¢m of claim 11, wherein the node and the at least one other node all receive the

additional toKens.

13. The system of claim 9, wherein the data input is an identifier of a respective row or

cofimn in a dataset being uploaded by the node to the plurality of SMPC compute engines.
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14.  The system of claim 9, wherein the first hardware processor is further configured to:
prior to splitting the hashed data input, combine the hashed data input with a passco
provided by a user of the node; and

split the hashed data input combined with the passcode into the plurality of segfet shares.

15. The system of claim 9, wherein the second hardware processor of the regpective SMPC
compute engine is further configured to:

securely encrypt the respective secret share using an encryption s¢heme, wherein an
initialization vector and key of the encryption scheme are in a secret ghare and are unknown to
any SMPC compute engine of the plurality of SMPC compute engines;

transmit the respective encrypted secret share to the repfaining SMPC compute engines of
the plurality of SMPC compute engines;

receive a plurality of encrypted secret shares frop the remaining SMPC compute engines
of the plurality of SMPC compute engines; and

generate the token, wherein the token is ¢combination of the encrypted respective secret

share and the plurality of encrypted secret shares.

16.  The system of claim 9, wherein the respective SMPC compute engine is further
configured to:
store a plurality of generagéd tokens with corresponding data inputs;
in response to detecting’that the stored plurality of generated tokens is being overwritten,

generate an alert indicatin

17. A non-transitpfy computer readable medium storing thereon computer executable
instructions for token generation using SMPC compute engines, comprising instructions for:
hashin

ing, by the node, the hashed data input into a plurality of secret shares, wherein each

by a node, a data input with a salt value;

spli
respectiye secret share of the plurality of secret shares is assigned to a respective SMPC compute
engigge of a plurality of SMPC compute engines,

wherein the respective SMPC compute engine is configured to:
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securely hash the respective secret share with a secret salt value unique to the
respective SMPC compute engine;

transmit the respective hashed secret share to the remaining SMPC compute
engines of the plurality of SMPC compute engines;

receive a plurality of hashed secret shares from remaining SMPC compute
engines of the plurality of SMPC compute engines; and

generate a token, wherein the token is a combination of the hash€d respective

secret share and the plurality of hashed secret shares.

18.  The non-transitory computer readable medium of claim 17, wherein the node is one data
source of multiple data sources, wherein another token corresponding to data inputs from both
the node and at least one other node of the multiple data sourcgs should be generated, further

comprising instructions for:

transmitting the salt value to the at least one othgr node, wherein the at least one other
node is configured to:
hash at least one other data input with the salt value; and
split the hashed at least one otlfer data input into at least one other plurality of
secret shares, wherein each respecffve secret share of the at least one other plurality of
secret shares is assigned to a regpective SMPC compute engine of the plurality of SMPC

compute engines.

19.  The non-transitory cofputer readable medium of claim 15, wherein the data input is an
identifier of a respective yow or column in a dataset being uploaded by the node to the plurality

of SMPC compute engines.

20.  The nogAransitory computer readable medium of claim 17, further comprising

instructions for:

prior to splitting the hashed data input, combining the hashed data input with a passcode

provided by a user of the node; and
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splitting the hashed data input combined with the passcode into the plurality of secret

shares.
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CLAIMS

1. A method for token generation using secure multiparty computation (SMPC) compute
engines, the method comprising:
hashing, by a node, a data input with a salt value;
combining the hashed data input with a passcode provided by a user of the node;
splitting, by the node, the hashed data input combined with the passcode into a plurality
of secret shares, wherein each respective secret share of the plurality of secret shares is assigned
to a respective SMPC compute engine of a plurality of SMPC compute engines,
wherein the respective SMPC compute engine is configured to:
securely hash the respective secret share with a secret salt value unique to the
respective SMPC compute engine;
transmit the respective hashed secret share to the remaining SMPC compute
engines of the plurality of SMPC compute engines;
receive a plurality of hashed secret shares from remaining SMPC compute
engines of the plurality of SMPC compute engines;
generate a token, wherein the token is a combination of the hashed respective
secret share and the plurality of hashed secret shares;
store a plurality of generated tokens with corresponding data inputs; and
in response to detecting that the stored plurality of generated tokens is being

overwritten, generate an alert indicating malicious behaviour.

2. The method of claim 1, wherein the node is one data source of multiple data sources,
wherein another token corresponding to data inputs from both the node and at least one other
node of the multiple data sources should be generated, further comprising:
transmitting the salt value to the at least one other node, wherein the at least one other
node is configured to:
hash at least one other data input with the salt value; and
split the hashed at least one other data input into at least one other plurality of

secret shares, wherein each respective secret share of the at least one other plurality of

20



JMYL
Line


secret shares is assigned to a respective SMPC compute engine of the plurality of SMPC

compute engines.

3. The method of claim 2, wherein the respective SMPC compute engine is further
configured to:

jointly, with the plurality of SMPC compute engines, hash the respective secret share
from the plurality of secret shares with a secret salt value B and hash the respective secret share
from the at least one other plurality of secret shares with the secret salt value 3, where B is
unknown to any SMPC compute engine of the plurality of SMPC compute engines;

transmit the respective hashed secret share to the remaining SMPC compute engines of
the plurality of SMPC compute engines;

receive another plurality of hashed secret shares from the remaining SMPC compute
engines of the plurality of SMPC compute engines; and

generate additional tokens, wherein each additional token is a combination of the

plurality of hashed secret shares, irrespective of data source.

4, The method of claim 3, wherein the node and the at least one other node all receive the

additional tokens.

5. The method of claim 1, wherein the data input is an identifier of a respective row or

column in a dataset being uploaded by the node to the plurality of SMPC compute engines.

6. The method of claim 1, wherein the respective SMPC compute engine is further
configured to:

securely encrypt the respective secret share using an encryption scheme, wherein an
initialization vector and key of the encryption scheme are in a secret share and are unknown to
any SMPC compute engine of the plurality of SMPC compute engines;

transmit the respective encrypted secret share to the remaining SMPC compute engines of

the plurality of SMPC compute engines;
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receive a plurality of encrypted secret shares from the remaining SMPC compute engines
of the plurality of SMPC compute engines; and
generate the token, wherein the token is a combination of the encrypted respective secret

share and the plurality of encrypted secret shares.

7. A system for token generation using secure multiparty computation (SMPC) compute
engines, the system comprising:
a first hardware processor of a node;
a second hardware processor of an SMPC compute engine;
the first hardware processor configured to:
hash a data input with a salt value;
combine the hashed data input with a passcode provided by a user of the node;
split the hashed data input combined with the passcode into a plurality of secret shares,
wherein each respective secret share of the plurality of secret shares is assigned to a respective
SMPC compute engine of a plurality of SMPC compute engines,
wherein the second hardware processor of the respective SMPC compute engine is
configured to:
securely hash the respective secret share with a secret salt value unique to the
respective SMPC compute engine;
transmit the respective hashed secret share to the remaining SMPC compute
engines of the plurality of SMPC compute engines;
receive a plurality of hashed secret shares from remaining SMPC compute
engines of the plurality of SMPC compute engines;
generate a token, wherein the token is a combination of the hashed respective
secret share and the plurality of hashed secret shares;
store a plurality of generated tokens with corresponding data inputs; and
in response to detecting that the stored plurality of generated tokens is being

overwritten, generate an alert indicating malicious behaviour.
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8. The system of claim 7, wherein the node is one data source of multiple data sources,
wherein another token corresponding to data inputs from both the node and at least one other
node of the multiple data sources should be generated, wherein the first hardware processor is
further configured to:
transmit the salt value to the at least one other node, wherein a third hardware processor
of the at least one other node is configured to:
hash at least one other data input with the salt value; and
split the hashed at least one other data input into at least one other plurality of
secret shares, wherein each respective secret share of the at least one other plurality of
secret shares is assigned to a respective SMPC compute engine of the plurality of SMPC

compute engines.

0. The system of claim 8, wherein the second hardware processor of the respective SMPC
compute engine is further configured to:

jointly, with the plurality of SMPC compute engines, hash the respective secret share
from the plurality of secret shares with a secret salt value B and hash the respective secret share
from the at least one other plurality of secret shares with the secret salt value 3, where B is
unknown to any SMPC compute engine of the plurality of SMPC compute engines;

transmit the respective hashed secret share to the remaining SMPC compute engines of
the plurality of SMPC compute engines;

receive another plurality of hashed secret shares from the remaining SMPC compute
engines of the plurality of SMPC compute engines; and

generate additional tokens, wherein each additional token is a combination of the

plurality of hashed secret shares, irrespective of data source.

10.  The system of claim 9, wherein the node and the at least one other node all receive the

additional tokens.

11.  The system of claim 7, wherein the data input is an identifier of a respective row or

column in a dataset being uploaded by the node to the plurality of SMPC compute engines.
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12.  The system of claim 7, wherein the second hardware processor of the respective SMPC
compute engine is further configured to:

securely encrypt the respective secret share using an encryption scheme, wherein an
initialization vector and key of the encryption scheme are in a secret share and are unknown to
any SMPC compute engine of the plurality of SMPC compute engines;

transmit the respective encrypted secret share to the remaining SMPC compute engines of
the plurality of SMPC compute engines;

receive a plurality of encrypted secret shares from the remaining SMPC compute engines
of the plurality of SMPC compute engines; and

generate the token, wherein the token is a combination of the encrypted respective secret

share and the plurality of encrypted secret shares.

13. A non-transitory computer readable medium storing thereon computer executable
instructions for token generation using secure multiparty computation (SMPC) compute engines,
comprising instructions for:
hashing, by a node, a data input with a salt value;
combining the hashed data input with a passcode provided by a user of the node;
splitting, by the node, the hashed data input combined with the passcode into a plurality
of secret shares, wherein each respective secret share of the plurality of secret shares is assigned
to a respective SMPC compute engine of a plurality of SMPC compute engines,
wherein the respective SMPC compute engine is configured to:
securely hash the respective secret share with a secret salt value unique to the
respective SMPC compute engine;
transmit the respective hashed secret share to the remaining SMPC compute
engines of the plurality of SMPC compute engines;
receive a plurality of hashed secret shares from remaining SMPC compute
engines of the plurality of SMPC compute engines;
generate a token, wherein the token is a combination of the hashed respective
secret share and the plurality of hashed secret shares;

store a plurality of generated tokens with corresponding data inputs; and
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in response to detecting that the stored plurality of generated tokens is being

overwritten, generate an alert indicating malicious behaviour.

14.  The non-transitory computer readable medium of claim 13, wherein the node is one data
source of multiple data sources, wherein another token corresponding to data inputs from both
the node and at least one other node of the multiple data sources should be generated, further
comprising instructions for:
transmitting the salt value to the at least one other node, wherein the at least one other
node is configured to:
hash at least one other data input with the salt value; and
split the hashed at least one other data input into at least one other plurality of
secret shares, wherein each respective secret share of the at least one other plurality of
secret shares is assigned to a respective SMPC compute engine of the plurality of SMPC

compute engines.

15.  The non-transitory computer readable medium of claim 13, wherein the data input is an
identifier of a respective row or column in a dataset being uploaded by the node to the plurality

of SMPC compute engines.
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