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This application relates generally to critical event logging techniques and the critical

events that are useful for performing disc drive failure analysis in real time without a host
computer intervention, and more particularly critical events are disc drive operational events,

10 errors, and other information that are useful for disc drive failure analysis.

Background of the Invention

Disc drives are data storage devices that store digital data in magnetic form on a rotating
storage medium called a disc. Modern disc drives comprise one or more rigid discs that are
coated with a magnetizable medium and mounted on the hub of a spindle motor for rotation at a

15 constant high speed. Each surface of a disc is divided into several thousand tracks that are
tightly-packed concentric circles similar in layout to the annual growth rings of a tree. The tracks
are typically numbered starting from zero at the track located outermost the disc and increasing
for tracks located closer to the center of the disc. Each track is further broken down into sectors
and servo bursts. A sector is normally the smallest individually addressable unit of information

20 stored in a disc drive and typically holds 512 bytes of information plus a few additional bytes for
internal drive control and error detection and correction. This organization of data allows for
easy access to any part of the discs. A servo burst is a particular magnetic signature on a‘track,

which facilitates positioning of heads over tracks.

Generally, each of the multiple discs in a disc drive has associated with it two heads (one
25  adjacent the top surface of the disc, and another adjacent the bottom) for reading and writing data
to a sector. A typical disc drive has two or three discs. This usually means there are four or six
heads in a disc drive carried by a set of actuator arms. Data is accessed by moving the heads

from the inner to outer part of the disc (and vice-versa) driven by an actuator assembly. The
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much of the data stored in the failed disc drive may be recoverable, the recovery of such data may

20  be both costly and time consuming.

Disc drives may fail suddenly and unpredictably during a normal operation or may fail
due to gradual decay of disc drive components after a long period of normal operations. To this
end, the industry recognized Self Monitoring Analysis & Reporting Technology (SMART)
feature was developed. SMART is an effective tool for predicting the disc drive failure due to

25  gradual decay of the disc drive components. SMART is essentially a self-contained disc drive
monitoring system that measures, records, and analyzes various operating metrics of a disc drive.
Most of SMART feature resides in a disc drive firmware. In order to access data collected by
SMART, the host executes command data set defined by the disc drive interface standard such as
Advanced Technology Attachment (ATA) interface standard, which is also known as Integrated
30  Device Electronics (IDE) interface.



all the heads nove in and out together and are always physically |ocated

at the sane track nunber (e.g., it is inpossible to have one heag ?t R 2005
track O andw%r},%.{z,g at track 500). Because all the head iR Bk Ie @A
each of the tracks on all discs is kno as a cylinder or reasons that
these tracks 5 forma cylinder since theéy are equal -sized circles stacked
one on top of Thehostdoeputer; hopeves doeSperfdnnra lot@X mbgppretatidn’ of datdbsllectdd byve has

four disc | uld no | Iy have .ei ght heads, . and, a cylinder nupber 680
woul d be %%}éﬁﬁm ‘satﬂ%@?@wy%“%ﬂ? S@P@@R%‘? o5 BHch 85 Teffexs: Mﬁﬁ&é’&@fm t track
nunber 68Guerfdinsmple t@npaniesis, umuﬂﬁﬁﬁtaﬂ of thé'Biai@ powerthit nisitedinfhifdhies, SMR et ween
tracks andf Ct%’:' | ndgjﬁg_@m ncef a I | ngd;q s basically a set of all tracks
wher eat al'P*ERE H drive BB’?” f {he poptglle dhemeplveRs” i t h any data storage
and retrieval, data integrity is critical. Otentinmes, for various

reasons such aSMaARTeedsiinitiallysldiigned amjdeogiared bﬁmﬁlpﬁﬁipfddmﬁthc deivb RitRauS

particles petwe a la,. 0 rginal l.y func

conmponent £ dr¥ Eﬂh? ?Iilﬁae%oaﬁé WYMFHPS IF@%@{%&I‘? &°n%l“ﬁ&§}“f"8§§bl:l &Sﬁ Gr from

g he disc. fhilue mkygm I’&M?R(I‘hva@focﬁ{e&dﬁ pxteglamgidmidﬂmlﬁemdddsnev@gfralbx{vauf gl di sc
rive test.i .and, evol uti onar riv I's valuable to
char act er i’ 9@3%51“8? BRor & VP ]Eif?e ‘???@""g%“&ﬁ%t ﬂ?cltedlbé’ SPORT ddpgtr |y
useful to wﬁta;_haﬁdu@]‘i s HB 6146 ER Boiddbting  B61BesOMIa N bRSysisDTRE A doV8siedly!
IneVItlaoblmg at, the end of a | ong period of norpal operations. As a

resul t &5 inpdeguatiios snatyzing fhe F9ot sauserdhe foilre for %@reaﬁinfeﬂe&rdisee is

repl aced. a#weli tHaORAENMAXRT 4hE diddioSprodlad a\/&n&ﬁte'm'sft&y@ﬁhpﬁﬁﬁﬁ @is fifvel OSs of sone
or all of the data stored in the disc drive. h of the data

stored i n 9Pratiqnal qverss whiletheidise drivagppia np@@bmaasn éﬂthtfwénosrté%my%f “such
data may \RerfignddR tamlm%sme Aiich &lecr&v@mmsnﬁie fﬁuﬁecanﬁwlsvc%ﬁbgﬁeq |
suddenly and unpredic during a normal operation of al ue to
gr adual dé%‘&?qlé?kltﬁl’é@ffmqﬂﬂ)é conponents after a long period of normal
operations. To this end, the industry recognized Self Mnitoring Analysis

& Reporst i ng Teﬁmmuwyméﬁmd fok RBlnkduss ANV LAIRNBHe toIbEFRickiSvak

effective tool faor predicting the disc drive failure due 25 gradual

decay of tthaagiugeful dor corductingrofaidue analysippftie disc drivgehhg witicgl eléFnésé‘Fﬁf cont ai ned

di sc dri veneRRakURE 1 ﬁ&msv@ﬁ& effa@%u&@ﬁmﬁﬁﬁﬂﬁgﬁmamﬂ sidfAthy Z€S various
operating netrics of a disc drive. of SMART feature resides in a

di sc dri v@pﬁrﬁﬁlqm}eha%orypﬁthsflmémte@p%t@@gmmatae%meect ed by SMART, the host
execut es command data set defined by the disc drive interface standard

such as Advanced Technol ogy Atg!m_,ﬂ.@mth@mm&mt erface standard, vvhi ch is
al so known as Integrated . 30 Device ectronics (I DE) interface.

02/ 27787 PCT| USeaas Bisdaclsire anepebodiment ofthe pregentiguention &F@rdevmnﬁévéﬁ does
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stored in a critical event log storage area on a disc in a disc drive. The disc drive having a data

storage disc is operably connectable to a host computer. The data communication between the
host computer and the disc drive is established via a disc drive interface. The disc drive interface
25 maybe an ATA disc drive interface. A portion of the data storage disc is a critical event log
storage area. A power-on operational status of the disc drive with the host computer is
determined. Then a critical event is determined without a host computer intervention. The
critical event is predefined information related to disc drive operation. The list of the critical
events and the programming for the critical event logging are stored in the firmware of the disc
30  drive. The determined critical event occurrence is stored on the critical event log storage area on

the disc. The critical event can be monitored and logged either during an on-line data collection
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components of the disc drive 100 are mounted. A top cover 104, shown partially cut away,

20  cooperates with the base 102 to form an internal, sealed environment for the disc drivein a
conventional manner. The components include a spindle motor 106, which rotates one or more
discs 108 at a constant high speed. Information is written to and read from tracks on the discs
108 through the use of an actuator asserqbly 110, which rotates during a seek operation about a
bearing shaft assembly 112 positioned adjacent the discs 108. The actuator assembly 110

25  includes a plurality of actuator arms 114 which extend towards the discs 108, with one or more
flexures 116 extending from each of the actuator arms 114. Mounted at the distal end of each of
the flexures 116 is a head 118, which includes an air bearing slider enabling the head 118 to fly in

close proximity above the corresponding surface of the associated disc 108.
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20  signals generated by the heads 118 during a read operation. The flex assembly terminates at a flex
bracket 134 for communication through the base deck 102 to a disc drive printed circuit board
(not shown) mounted to the bottom side of the disc drive 100.

Referring now to FIG. 2, shown therein is a functional block diagram of the disc drive
100 of FIG. 1, generally showing the main functional circuits that are resident on the disc drive
25  printed circuit board and used to control the operation of the disc drive 100. The disc drive 100 is
shown in FIG. 2 to be operably connected to a host computer 140 in which the disc drive 100 is
mounted in a conventional manner, Control comxﬁuﬂcaﬁon paths are provided between the host
computer 140 and a disc drive controller 142. The controller 142 generally provides top level
communication and control for the disc drive 100 in conjunction with programming for the
30  controller 142 stored in a controller memory (MEM) 143 and/or a firmware 145,
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. channel 146, which encodes and serializes the data and provides the requisite write current
signals to the heads 118. To retrieve data that has been previously stored by the disc drive 100,
read signals are generated by the heads 118 and provided to the read/write channel 146, which

25  performs decoding and error detection and correction operations and outputs the retrieved data to

the interface 144 for subsequent transfer to the host computer 140.

Generally, the disc drive interface 144 is hardware and/or software that regulates
transmission of data and manages the exchange of data between the disc drive 100 and the host
computer 140. This disc drive interface 144 is contained in the electronics of the disc drive 100.

30 A standard committee such as American National Standard Institute (ANSI) oversees the

adoption of an interface protocol by which any peripheral device following the common standard
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predictable disc drive failure is due to normal wear and tear of the electrical and mechanical disc

drive components during normal disc drive operations. This meané that some attributes of
electronic or mechanical components can be monitored and that a predictive failure analysis is

25  thus possible. Generally, mechanical component failures are predictable and account for sixty
percent of all types of drive failures although certain electronic component show signs of
degradation before failing. For example, monitoring the degradation of head flying height may
detect a potential head crash.

In order to prevent such loss of time or data due to a disc drive failure, a new reliability
30 prediction technology known as SMART was developed. SMART is a reliability prediction
" technology for predicting or anticipating a failure for disc drives generally operating under both
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ATA disc drive interface. The disc drive firmware 145 and/or controller 142 perform most
operations for collection and processing of SMART data and post the result to the host computer
140 indicating whether a disc drive failure is imminent.

25 SMART--a technology developed primarily for predicting disc drive failures--has
undergone vast improvements since the inception. For example, SMART Error Logging is an
extension of SMART for reporting a record of the most recent errors reported by the disc drive
100 to the host computer 140. An error arises when the disc drive 100 fails to perform a
command (e.g., a read or write command) issued by the host computer 140. Such an error is then

30 recorded by SMART Error Logging technology.
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More specifically, the data related to the attributes collected by SMART did not contain enough

details needed for conducting a successful failure analysis, although the collected data may be

adequate for failure prediction. Further, some attributes important for a failure analysis were not
25  recorded by SMART if those attributes were not useful for failure prediction.

For example, SMART for predicting a disc drive failure may typically record the
frequency and severity of the following attributes as indicators for disc drive reliability (although
the attributes are disc drive specific): head flying height, data throughput performance, spin-up
time, reallocated sector count, seek error rate, seek time performance, spin retry count, drive

30  calibration retry count, etc. The frequency and severity of occurrences of these attributes are

important criteria for determining a disc drive failure. However, for analyzing a root cause of a
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i nformation that
successful sector reallocation). An error on the other hand arises when the disc drive could not

successfully carry out a command issued by a host computer (e.g., a failure to write to a sector

25  due to a failed sector reallocation).

Furthermore, the DST would not provide a complete pathology of the failed disc drive
although it provides information as to whether the disc drive is a good or failed drive. Running
the Enhanced DST takes a long period of time since the entire disc drive media was tested since
no information was logged while the disc drive was in operation. Running the Quick DST may

30 require less time, but the test result provides high number of false negatives (i.e., good drives
indicated as bad drives).
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23 3340f9ad 5dbff6 1ce4-36d8-0 | Rd-UnRec Scan

23 33490856 12a53bf 5d7d- €97-0 | Rd-UnRec Scan

24 36252428 12253bf 5d7d- €97-0 | Rd-UnRec | Verify

20  Shown in Table 1 is an example of the information stored in the Critical Event Log. Each row

represents an entry to the Critical Event Log. For example, the first entry indicates that a read

operation to the sector having an LBA of 5dbff6 (HEX) and located at the R-Theta-Z of

1ced4(HEX)-36d8(HEX)-0(HEX) was not successful at the 23™ hour and 33409ad HEX)
microseconds. .

25

Further shown in Table 2 below is the organization of a sector that holds Critical Event

Log information. Each sector of the Critical Event Log 121 can hold up to fifteen entries as
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the Critifjcal Event Log {121 s nmainl'y 1Tor an engtneer conductimga drisc
drive fai|Rowe janaByei s,| and w t hout the Crpéschpliofsvent Log 121
informatijon, tthe engindger would have very TTtile 1dea as to wat
envi ronngnt1the didsc drlndes Namiber of theesteting o Entribf THi€Sectbhe engi neer cfan
access the Criftical Evgnt Log 121, by using the acceSs conmands tnat
meets thel AXAli nt 83f acqd Resavadicol . Rel yi ng on SMART data al one to 15
determ ne thejcause of |failure may require a | ot of guessing work. The
Critical |Fvé&ni |od-7al | dvest Gritical@vent Téme Starnw(Hrlotshi n a report of each di sc
drive, THe report woul d show what happened to the disc drive prior tjo the
failure. [IARIE 1 34blir s Tiilest GoitisshRvemRifs$emp Microsscoislie Ty pe
233340f9ad5db1f6|ce4 36d8- ORd- UnRecScan 233349085612a53bf 5d7d-
e97- ORd- Lln.RE.c_;ca&_ﬁAze_zM@i'Wd?a'%?hf nd7d- e97- ORd- UnRecVerif 20 Shown |i n
Table 1 i|s an gﬂ'gllcle f the information stored in the Critical Event| Log.
Each r ow ¢ pl wérjlt?ﬂﬁs QfézbﬁﬁsmhﬂsldﬁﬁﬁnbmW@nhW@ exam)| e. the

first ent

r ndi ¢ t read peration to the sector having an |LBA
of 5dbff yLE %'f' nrgrtamﬂifé‘ﬂ&% foF ¥pipt Mumgbepm Table 3) (2 Bytes) °
| ce4( HEX) dg ( E,XE 0( HEX s not sycgessful at the 23rd hour and
3340f 9ad (Eiéw i, Tnihe 465 pefeentin Howre (ABIES) n Tabio 2 holow s tHe

T ol oogocuorroos

or gani zatli hf tar Event Log i nformati on. |Each
segt or of ?i['ic 31'???‘5% 'Il%?-gtamml”qunt%b siel d i g _ cach,

MAR 2905 |V, 0P/ 24424 P(%'I!&Q:Hy%s 33 -12-

11 N*324+12 | Error Code

12 N*32+13 | Raw Temperature at time of error

13 N*32+14 | Reserved

14 N#*32+15 | Reserved

15 n*32+16 | Radius (R-Theta-Z format) of Event

16 n*32+18 Theta of Event

17 n*32+20 | Z (Head of Event)

Shown in FIG. 3 is a flowchart for the Critical Event Log operations in accordance with
an embodiment of the present invention. The firmware 145 contains the programming for the
Critical Event Logging operations. In operation 302, the firmware 145 or the controller 142
checks to see whether the disc drive 100 is in operation with the host computer 140. Essentially,



shown by the rows 6-17. The rows 1-5 store information pertaining to the
starting nunber and the tinme stanp of the first en';)lry (2)f t he flfte?fallh MAR 2005
entries. Th i,hg of the Descriptions in the Table are general ly

wel | known ﬁé@%g}zﬂnder stood by those skilled in the arFCT/QS"ngmE 2

RowByt eDescri ptions 10- 1l ndex Number ofl¥he Starting Log Entry of This

Sect 22-tBEgiscedrive 400 in i ith # Eéﬁ%ﬂ ' &pﬁ}&%( ag-kLast
C(ra?t ?Ezal Event Tine %f?dﬁ%?@ﬁ%ﬁgg 5 ZEe:rB?L-"Ige%gr.ve eﬁ%&@%@é@ﬁ@#l es of
32 bytes &Q¥fredup M&?#%E@%éﬁ%woﬂ&@lqw@p@sbe dispBrTyPvivte ATdrinterfaee t?g
Entry Numbay, i ; o/ aky . of event, in urs
Byt eg) 9n* 32 +z@i'fh-gn§m§§ gﬁal?gga%g\%dnzfea%% %1)7 SB éé@%%@a;%@%gﬁmf ﬁ%ls g gtemuneljp

11N 32+12 Bhesp-liop data aofipption mpdeenigesTelen direatisedeves on linewitlf the hoso tomputer 140

: - S5py 3 6 lusg -.Theta-Z fornmat) of
Event - ton+ Do E e bl ash MG CHPub. o SRR i ey el ARG 3 1 s
a fl owcharty thedfirmwmiare laﬁhpdnaiatectﬁlgarwndimger‘ma?ﬂmrsﬂ cmﬁ@utﬁuscﬂ)qm?d@mﬁ&trﬁupw an
' . t ] N The fi r cont ai ns e
o oor anm 1 B sC R 88 Bhec B HElein Bl s Seined, e bperadibon 302,
the firmwamay p&ﬁ&nurariblheliwdﬂwdﬁhén@fﬁc%ér%theﬁfb&@éﬂ?péﬁtiﬁ%%t%@ﬁh&?_Eonfu%ilf‘erd'z Sg VAR
' 100 .j,s I N t] jth the host conputer 140. Essentially,
2005 W0 0757 ioR DA LR il st modhnndigrl he g e dtpepligion madpaia | on
with tife Ivietevengotingid kiGuaisbyIRAHbsEBmbHIE: 130 % the AP0 §Rins Fne JPOME! €D UP
and the h%s er, 140 is able to _access the disc drive 100 via the ATA

[ C ut
i nterface atf&ﬂ&%‘f‘?f’ér pgration 304, be frmwase Bt§zheckp toae whetker o logestie ¢vemte dat a
col | ect i orr slstad SecllIie THS e O possible critical event types is shown and described with respect

to Table 3. It should be understood that the entries on the list are not to be conveyed as
comprehensive. That is, the information recorded in the Critical Event Log can be an event,

15  error, or any disc drive operational information that is useful for understanding the history of the
disc drive and for conducting a failure analysis whether or not such an event, error, or other
information appears on Table 3 shown below. The meaning of the Descriptions in the Table 3

are generally well known to and understood by those skilled in the art,

TABLE 3

Event Type Description

The following entries 0 to F(Hex) are logged
during an on-line disc drive operation with the host computer

0 Bad Write Detected — Recovered

1 Bad Write Detected — Unrecovered

2 Bad Write due to Ultra DMA detected failure

3 Bad Write due to ID not found

4 Bad Read with normal retries, Exhaustive Retries Recovered Data
5 Bad Read with normal reiries, Data not recovered

6 Failed to Spare a Bad Sector




The on-line data collection node arises when the disc drive is on |line

with the host conmputer 140 5 which i ssued commands to the disc dri g @88 005
The of f-1ingAgh#yfol | ection node is determned by the firmware 14 nz
detecting a cerfain period of host conputer 140 inacti vPtY/USR#33 espect

to the disc drive 100. Once the off-lin¥data collection node is

determ nedq, the fir re 145 nmay performvarious disc drive diagnostics

or other fel at el oper|RMARE thréshdid etcobiiad tindicutEs tHae4 disé diveriRRgison. The
off-line data coll ectliimmimspfle ends and the on-line data coll ection pode
starts 10{whenever a |conmand is issued by the host conputer 140 toO {he
disc drive _1008duringResevadf f-1ine data collection node. In operat{on
304, the firmvare 144 checks to see whether a | oggable event  or erfor has
occurred. |The |ist of| possi bl eTherfoliawing entrice b tot1fF () e leggedwn and defcri bed
with respgct " to Tablle 3. It shduring theRead ofResbrm Hehited(WAT)IE entries pn the
list are mot to be cqnveyed as conprehensive. That Is, the intormt]|on
recorded |n thd0Crit|dsl WiiteBete¢tedr Benovizel an_event, 15 error, or any disc
drive opefational inflormation that is useful for understanding the history
of the d ddilve ardag Write Befeeted + Hareeoverad | ur e _anal ysi s whet her_or| not

such an eyent, error,l or other information appears on Table 3 shown
bel ow. Thé—meadfng of| Bag Ve duertp BltralpMAidateetpdfattarbl ¢ 3 are general lly wel |

known to and u gerstc?ad ge/,those skilled in the art. TABLE 3 Event
TypeDescr..p.t_i_g.H_Ih%f Bagd ﬂtﬁgneéﬁmnﬁiomdm E(Hex) are |ogged duringl an
on-line disc drive oq lon with the host conputer OBad Wite Deterted -
Recover ed H-Bad i te ggﬁ&%@“&mnm?lﬂsﬁ&@a%ﬁemsmwmnm 11 tral DVA

detected failure 3Bad Wite dye to | D.noft found 4Bad Read with norngl
retries, E e La?l;RS% Al ;nfﬁﬂé@@ﬁaﬁﬂ%%mml_q ries
i ) e 27727

Dat a not ‘. c_-.- a. Bad Sector 2 8 MAR 2005 WO 02
- 14 PCT/ UBBHH2¢ MR RRALe 8. BE SCLIOL o o ded—(indi-cat-es—th iscl drive
failure i immpent §oRHaSERVEEI exceeded (indicates that a disc drive failure is

imminent)

18-1F Reserved

The following entries are logged during Offline Scan

20 Bad Write Detected — Recovered

21 Bad Write Detected — Unrecovered '
22 Bad Write due to Ultra DMA detected failure
23 Bad Write due to ID not found
24 Bad Read with normal retries, Exhaustive Retries Recovered Data
25 Bad Read with normal retries, Data not recovered
26 Failed to Spare a Bad Sector
27 SMART threshold exceeded (indicates that a disc drive failure is
imminent)
30-3F Reserved for U-Series specific errors

40-4F Reserved for Mobile specific errors




The follow ng entries 10 to 1F(Hex) are |ogged during the Read of Recent
Wites SWAT Bad Wite Detected - Recovered Bad Wite Detected -2 § MAR zqug
Unrecovered‘c,{% S‘, jte due to Utra DVA detected failure PBad Wite due

I D not foun %aé ead Wi th normal retries Exhaustive ReP¢VEVR2¥byered
Data Bad Read with normal retries, Datal’not recovered 16Failed to Spare a

Bad Sector 17SMyfticular, effiwae185eaee e CatarEVcRAtopBing bSkatilhd ailure

is inmmnent 18-1FReserved The fol lowing entries are |ogged during Ofline
Scan 20Badi8gRine diss deys Qpgrations vdthdrehiostrompeienid) idaring:$ e canthined Dircdrive er ed

22Bad Wi i idahi t I : 1Lte.due. D, not
Found 24Bag. Kead LT oS M & OBt i, ShCuC 1N bl Bl Bl 0

25Bad Read WPUEr 148 mkaneverdhahosteomputeri 46 eccesseriby diswitive 66hor hesicntrolIarthe a Bad
Sector 527 SMAEyd 10 Sl ERACGANS Dl GRLERn R 3 il iRE e @i | ure is

I mm nent 30- 3FReser eries specrfirc errors - for
Mobi | e speendingna readraymsiteofiniaidrohOdisc drie DAY, JTié SW AIGE & Wiabebd (BAEi28s3ntiallp- | N

bper at 1 on<uef e i dSrhe i v RS Bl uieB R pre il Giken oLy
conput er imthe cottrct logptiSe br the dist @idrstate Bhubtant ElfaﬂmtrichrﬁﬁurA&Hsﬁ?'&mﬁcaL ion Test
SWAT), or.OXfline,Scan..T di,sc dri 1S on-line wth_ the _host
E:o np u% er A& g e @sf ﬂ%“ﬂ‘ggt Jﬂieorfﬁﬁ‘gftogﬁw %g&g‘é glee ?&%‘H‘F‘H@ thy (atice] Bvea 100 or
has cdft r dlogoFethet, i fomeins d45kan tetidOkhd perfe et BOEHH BKEVER Boging biigations | | ne
st .conputer 145 sending a read or wite comrand

operati on woul Ex?th h (
to the di é&nlaﬁ?% 61%1.% wﬁ%éhw-poqngutar M0stem that essentially
In addition to those listed in the Table 3, an Error Retry Recovery Level may be an
interesting entry to be logged in the Critical Event Log 121. The Error Retry Recovery Level

measures the level of retries made by the disc drive in order to access a sector on the disc. The

C

15 Configuration Page of the disc drive may be useful information for logging in the Critical Event
Logl2l. J uniper seiting for master or slave disc drive may be another desirable entry for logging
in the Critical Event Log 121. Code Update Revision Number indicating the firmware microcode _
update may be another useful entry for logging in the Critical Event Log 121.

The set of the Critical Event i,og entries as shown in Table 3 and above are one example

20  used in an embodiment of the present invention. The entries may vary depending on the type of
the disc drive or the customer requirement. The information in the Critical Events Log 121 is
updated in real time without a host computer intervention. If the firmware 145 detects any one of
the entries in the Critical Etror Log as the one shown in Table 3, the firmware 145 will log that
entry to the Critical Event Log by the operations 306-310. In operation 306, the firmware 145 or

25  the coniroller 142 reads the Critical Event Log 121 stored on the disc 108. The firmware 145
then appends the Critical Event Log entry as described above with respect to Tables 1-3, The
appended Critical Event Log is then stored back on the disc 108.

In summary, an embodiment of the present invention may be viewed as a method of
logging critical events on the disc (such as 300). A disc drive (such as 100) is operably
30  connectable to a host computer (such as 140), The disc drive (such as 100) has a data storage

- disc (such as 108), and a portion of the data storage disc is a critical event log storage area (such



checks the integrity of the data witten to the disc whether the data is

in fact witten correctly and in the correct |ocation on the di sc%egnq%R %005
store resul%r&/z;ﬁpd metrics for future testing and di aﬁnosi n/? of S
drive 100. The result of the SWAT is also recorded in tREVESE12E, Event
10 Log. Further, the firmivare 145 can iHitiate and performthe Critical

Event Loggs 12)).0Wks @iticslR%ent Byt etﬁécfinbdwe@d&aﬁﬁnﬂgz& vien8n B dtioh A 3RE 6 140.
In additi %%f}cio t hose Iistedg?irllﬂfghe Tabl e 3, an’ 'rltg)br Reltlry Rgcoverggf_evel

maybe an $dxive Wik the hest Gompmtes (suphas ) determininganiocusmehoef @ piticabayertt2 1 .
The E : : ' by th
e Error viabit HOeCemBhtY: ikEN&tion Gﬁé}tﬁdérsﬁ@h&@ﬁe !hg}fl‘?tkcapérﬁxgq%%ﬁr%g\[{%ge y the

disc drive in order to access a sector e disc. uration
Page of t Efornatien relateddo disgdriye opasations (siichfas Takble B and loggihmihg determined tiitical

Critical . r i fo S | ave di sc df.ive
Ty be. anotteer o futfichctent i HFe 58} bl A0l londl 4187, oo weantapority 521,
Code Updatoé&thrdise diiverwittuthdlest donghitesis determited bhsed omehatheritierdaneofmubipdishe nay

of tho o PriDE BRhH copiive BRSO B Rstshenie S5 b e one
exanpl e  26c deexinierfacamayivb awlA T disc dfivetifierfyoe.c A @ettof theéa1dal &Rnts IHiedefitedi €5

di L h .of .th ' dri h
aul r ene s SR A Bl R el G Lo Y3HED Log 121 (5 updated in

real time w thout a host conputer intervention. If the firmware 145
det ectl§ any onBhegfitical keentloggingxsethed finttiger Mvolvésaiaterrfining bn biptnedutd ddHectine Shown

in Tabl e f 5.wll, tog that. ntry to the .tical. Event
Log by ¢ g BfanldeE A SE2a made sfminlline SPhlotirere bt e oFtng pdsing] 25
t he cont r otitieal evEdiR (suetpa302)h & the off-ligedatdsRettio Rodeki? detscted] SrbfOinelsbd i SC

108. The firgwar.e 145. t hen appends the Critical Even{,K Log.entry as

descri bed &BOVE™ ’tsﬁerf%'glﬁi?f’fi a‘ggcc’ﬁ*gﬁ‘}cggﬁil-egf Tﬂréde"gﬁ‘g%élcfvfﬁqlﬂ’?@&wrﬂ/ent
Log is thénmclsis®Ry] back on the disc 108. In summary; an enbodi ment of the
present invention may be viewed as a nethod of logging critical events on

t he di;gc (suchnas ). Adibsc drive. (such as .100) is operahly 30
connectabl e tgr % dﬁ%gc?&%do%gatlg oot i3 thep logg‘%tﬂ&e.cn%‘f‘?gg"&?@egg?%gls%/%ch as 100)
has a dat perfdrmirggiee followinig (s (Juctoss 300)S Kirst, @rGriticaD &vehi 1608)isadtrdth tH@driicat Or age
disc is a crg ical event 08 %ogggg 631r ea ésuch 2 8 MAR 2005 WD 02/ 27727
PCT/ USQl / 852588 si0ipge gfea i disorifch a5 3q6)isggond asficterreige orgioater ent if apprpdad es
det er mi ni RthéreR@Wecalverd R (Sich BV BUS); ShPihi+8, 18 appdrlds SRl oWk 1 iVdidrba hhe host
conput er suc,hca?s 302); determ ning an occurrence of a critical event

wi t hout a™my§Etcal evsablor spregsaresropdindissisuch acHOhs 304), where the criti cal
event is a predefined information related to disc drive operations (such

as Talbe 3),; aneill sxgldantyattieprebeiteivehtivads well ddastad toattaid @idlendshntl B®vafithgdsi Cal

event | og storage area.on the disc, as 306-310). The power-on
oper at i Ogmentmneg as well as those inherent therem(. %{; a presently preferzed embodirgent has been

_ described for purposes of this disclosure, various changes and modifications may be made which

are well within the scope of the present invention. Numerous other changes may be made which
will readily suggest themselves to those skilled in the art and which are encompassed in the spirit

25  of the invention disclosed and as defined in the appended claims.



of the disc drive with the host conputer is determ ned based on whgther
the data conmuni cation path between the host conputer and the dis &:IrMAREZUOS
is established via a disc drive interfgce. The disc drive interface maybe
an ATA disc drive interface. A set of the critical events is predefined
and stored in the firmvare, of the disc drive (such as 145 and Table 3).
10 The critical event |oggi ng net hod Qa8 her i nvol ves determ ni ng an
on-line dathaticehinrals on node or an off-1ine data collection nmode and
nonitoring for qgccurrence of one of the predefined critical events (such
as 302). Ff tHedistgriveopgatingoanecisbledes hasheomputer Weeralethe dise driveds ofdta | i ne
scan of  &ih@edl; { i : r f f the
predefined c%i t?:?glgiagﬁ%%?t@a%%%ggggg a?gﬁ%ﬁwgét l%éﬁéé%fée%'rl}ﬁ%%acet erm ned
critical egsempdEsinghen | ogged to the critical event log on the disc by
perform ng the fol A . . - first. the critical .event
log is read from t%]g){ﬂg?%tv ;éﬂégq%ﬁmé\%gg{ie F&’Z‘g‘,’%g?t@rgae‘é%“sa%%s’S‘H“‘E‘ﬁ@ Infprmationy ;o as
306); second, oF peeratienalinformetionofithieidisaldrieyent i s appended to the read
critical event |og,§; .y ird, the.appended crjti.cal, event
log is stored in %lgH%pF?ﬁgaggéegnPg?%%a%?gwgﬁﬁu%ﬁgﬂﬂgﬁ“?ﬂﬂmﬂ@ deguch as
310). 20 It wiand thobost Fareputersrad t he present invention is well adapted to
attainygthe ends ang ad ioned as |] as those inherent
therein. Wile a pr eseXﬁag&%ﬁéf e‘:gﬁ%&evé“r@%"%qu §§tpbteE'ﬁ%"H¥%r8 T%ed for
pur poses of t lpgaldy smhertadrtethe viticaloavent tdpanges ari shdmeldifd @it iiifacdray be nade
which are well within the scope of the present invention. Nunmerous other
changes may be made which wll readily suggest thenselves to those
skilled i% t h@hadisc drive ofitiaiohl elieecithe disparda élerfade s ATPI didctdriveitepthcet he

i nvention disclosed and as defined in the appended clains. 2 8 MAR 2005 17
Clains What is clained is: 1. A disc drive operably connectable to a host
conput®r Wher hadishdriveiodaitr i wierdiethe axitttaltetent SdgpinaeRdsle Ssmpagh: @ portion of
t he data storage diéc 45 acritical event |l og storage area, the disc 5
drive conprising: %1%?rVF8%¥M@Wgﬁ?mf%ﬁﬁ?ﬁﬁ“%ﬂﬂ%@@fPHF“FHHFEéPPWg*@vents,
errors, hi st oppaatlonalfacus GBthe ik drive vith BRModticemflteri 4dor mati on of the disc
drive, a disc drive interface proyiding a data comunications path between
the disc drive arftFHifd eHESHeteggiqnapoduls fer detyrmipingampcsurrence efasritien) a

critical evenevinogitonfa RREbohPutihiREention \eheldid MYBRaRELR% 2 FRRERR Y
connegted to the critical eyent |og storage area and the disc drive
i nt er? ce. information related to disc drive operations,

wherein the critical event logging module stores the determined critical event to

the critical event log storage area on the disc.

4, The disc drive of claim 3 wherein the disc drive operation status determination module
25  determines whether the data communication between the host computer and the disc drive is

established via the disc drive interface.

5. The disc drive of claim 4, wherein a set of the critical events is predefined and stored in
the firmware of the disc drive.
30
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2. The disc drive of claim1l wherein the disc drive interface is azﬁ'l’ﬁ »
disc drive interface. 15 3. The disc drive of claim1l wherein the t Mag 2005
event | oggi e conprises: a disc drive operational status

det er m nati%ogﬁﬂﬁ e for deternining a power-on operat PEHE 2R3} us of the
disc drive wth the host conputer; and % critical event determination

nodul e f or6. det Biiendiseidrige mlmswh@mmeeﬁuom &vehtldeehinatiod Sidblulkifgut a host
conput er int nrvg’?tl on, the critical event js a predefined 20

i nf or nat i PP 88"“!"8‘1"& th‘?@reé ‘é?‘?t%lse"e%@lﬂégﬁnt’fhbne&atatcp%tlo@vent

| oggi ng nagbdé.e stores the det ermned critical event to the critical event
| og storage area on the disc. 4. The disc drive of claim3 wherein the

di sc drive operation status determ nation nodule 25 detern nes whet her

the datsa goMMUTHeGHscideiNe HEIAME S whdAdn !Beéﬁucﬁ%&ttl&igng%dﬁl@?eaﬁé ﬁg?rﬂfc ve is

est abl i shed V|athe disc drive interface ) isc drive o aim4,
wher ei n a “%8t log fromi{he eriticaljexent loggiorrge arpasonthediss; apnendsdhrietaroinedicritical t he

firmvare Qfep LUOS
VO 021 27757 P OB e By B R shicel b o ot el
critical éRBéFWagdéteéPMhﬁahspon, nodul e further nonitors for occurrence of
one of the predefined critical events during an on-line data collection
node. 5 7. The disc drive of claim®6, wherein the critical event’ | ogging
modul el0r edds tThe discidtiveef clalmxie\mherdlm‘ge foeansfartietenmining a atitical/evarit obaugresdeor age
area on t r criti t.he read
criti cal g@g%}[&fog m@@ﬁa %ggéatt% érl:glecqg %o&ﬂ ger ﬁmalaanc ij ﬁ?e sgqn g'gléﬁ{iscldgg’e ypon; 1o
critical dstesting thlG@@f lwdatagdleamcmanada, ahtmonitascfor ddduencd bifone bSthe predefi@ed
claimb5, g:cgleévgm% he nmeans for determning a critical event occurrence
monitors for an off-line data collection node, performs an off-line scan
of the di sc drive upon detecting the off-line data col l ecti on node, and

noni t IS [ren e of .the predefi critical events, 15 9.

The quSC ri vgﬁ](?rl‘le Flﬂ %Wﬁe‘?’ﬂ?f‘&ﬁ@ﬁ’@ﬂ?’?’ﬁ geing adule mads thecriistlul e r eads

the criti ewht logﬁem&hd @iticdl et lof etofapd drbalonl theedi ) bppleitld tifd defepfifeddritigalon t he

di sc; appends Ff’gl ned CI’I i cal even& to.the read critjical event
i e o

| og; and £YBHRLReT alos’rap sterss the grpapde Gritiqabevepdog to the caitipal expaht

log storage area on the disc.




| og storage area on the disc. 2 8 MAR 2005 19 10. In a disc drive
operabl y connectable to a host conputer wherein the disc drive hag 8 MAR22005
storage disc and a portion of the data gtorage disc is a critical event -

| og storage,area, ,a nethod of logging critical events conprising steps of
(a) deter m?orii né"%dﬁ%%vf-°8ﬂa'§b@"a?°%g}?é¢ahctsammuwf whérein diesitsc dfivetas Widh t he

host 5conpstbrege dissahdislpdtGorfordRt &lay ion..of .whet her a data communi cati on
path between the host l)co?rput er g?gﬁgﬁg@%ﬁggntggfvgmilgg LUPBreRsagihagof a

di sc dri ve *PHIEFYIGH Eventsopmpdsing stpmpfig an occurrence of a critical event

w t hout a host co er gbetnek; Wels} erein the critical event is a
predefiped infor anT}[)QId%n rel at gg&?%d | g%x\l%ﬁt\?'éal itﬁtBb%fﬁg? dissrfiriva with isdossi n a
set of 1he cri COBRHErdnchMing aideteprimation bm&tmﬂddaﬁdbﬁﬁﬂmicﬁ'tiénf}ﬁ?xfﬂemgﬁfhg of the
disc drive; angyd gl I SCs dj ng. t critical event log fromthe
critical event |og néptuggrr glgﬂéh%(ﬁ%adnc‘)’%’steﬁgbl’ééﬂ)maﬁfb%r@&lv?@mﬂq@; det er ni ned
critical event to tlhe rdeemiting dnaabur@n@nfa bl SO wiidut 3104 LOFLde

appended criti ll{ to the critical event |og storage area on the
di sc. SUBSTI Tu%gérga@%l %%t CEEI?E?VCHt 15 a predefined information related to disc drive
operations and wherein a set of the critical events is predefined and stored in the firmware
10 of the disc drive; and

(c) reading the critical event log from the critical event log storage area on the

disc;
(d)  appending the determined critical event to the read critical event log; and
(e) storing the appended critical event log to the critical event log storage area
15 on the disc.
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