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E Mobile Device Outputs First Application

410~ ¥

E Receive Indication to Receive Data from Second Application

415~ ¥

Generate, by First Application, First URL Directed to Second Application, Wherein First URL Comprises
|dentifier of First Application

420~

Access, by OS, First URL to Open Se

¥
cond Application in Foreground of OS

3

3

425~

Optionally Receive, by Second Application, Account Credentials from User and/or Encrypted Data from

Contactless Card, Transmit Encrypted Data to Server

430~ ]

E Optionally Receive, by Second Application, Verification of Encrypted Data from Server

435~ ]

E Initiate, by Second Application, Local Server at a Port on Mobile Device

440~ ¥

Generate, by Second Application, Second URL Directed to First Application, Wherein Second URL Comprises
Port of Local Server
445~ ;

Register, by Second Application with OS, Second Application and/or Local Server as Background Task
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E Access, by OS, Second URL to Open First Application in Foreground of OS
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E Establish Connection Between First Application and Local Server
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Receive, by First Application, Data Over Connection with Local Server
465~

Autofill form with Received Data,

Optionally Submit Autofilled Form
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Bring Contactless Card Within Communications Range of Mobile
Device to Cause Contactless Card to Transmit Encrypted Data

510~
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Card, Counter Value Using Master
Key and Cryptographic Algorithm to Generate Diversified Key
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¥
Encrypt, by Contactless Card, Data Using Diversified
Key and Cryptographic Algorithm

520~
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Transmit, by Contactless Card, Encrypted Data to Mobile Device

525~ ¥
Transmit, by Mobile Device, Encrypted Data to Server
530~ ¥
Encrypt, by Server, Counter Value Using Master Key and
Cryptographic Algorithm to Generate Diversified Key
535~ ¥

Decrypt, by Server, Encrypted Data Received from Contactless

Card Using Diversified Key and Cryptographic Algorithm

540~
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Validate, by Server, Encrypted Data Received from Contactless
Card Via Mobile Device

545~

¥

Transmit, by Server, Indication that Encrypted Data Was Verified

550~

¥

Initiate Local Server on Mobile Device




WO 2021/236436

PCT/US2021/032424
14/15

602

4 Service Pr@‘{véﬁgr h

Smart Card
n § , ]

1234 5678 1234 5678

Cardholder Name

620

\Exp;a“atmn Date y

FIG. 6A 201

202~
630~ Memory
Processor || 203~ 208~
Applet Diversified Key
2{}4*\ 29?\\
Counter Customer ldentifier
205~
Private Key

FIG. 6B




WO 2021/236436 PCT/US2021/032424
15/15

N L 5 S PR S e S
<+ |nterface je—- > Interna + External ;
(__HDD__J .._HDD __.
716~
726~ FDD
<= |nterface = = 718~
.
=]
0
720~
728 Optical
- Driv 744
<+ |nterface = B 79 Monitor
T &
746~
1 Video |
-1 Adaptor | _
535 (Wired/
Eput - Wireless)
- S
<+ Device 738 754~
Interface = Modem et \WAN}s—s Remote
756~ 752~ Computer(s)
o Network . u_ LAN o . /"?59
1 Adaptor | (Wired/ ] T T
Wireless)
Storage_

FIG.7



