- 1 PERSONAL | DENTI FI CATI ON DEVI CE AND METHOD BACKGROUND OF THE | NVENTI ON
Field of the Invention The present invention relates to a device and a

nmet hod for identifying a person using the biological 5 information of the
person, or in particular the finger vein pattern of the person. Description
of the Related Art Now that the security technique for personal belongings
and infornmation is considered criticaly the 10 bionetrics identification
usi ng the biological information of the person is closely watched as a
personal identification technique high in utility and confidentiality. The
conventi onal bi onetgR oAl demtf i catAonot eobwni gpeaNDsMAYHODe fingerprints,

the 15 iris, the voice, the face, the veins in the back of the hand or the
finger veins have been conceived. Especially, the identification technique
using the finger vein, which can be acconplished sinmply by applying |ight
to the finger, has the great advantages 20 of a | ow psychol ogi cal resistance
and a hi gh aBARCKGRAQUBDf DEaTHBnIUKANAGO8ri stic due to the use of the
internal information of an organism The identification using the finger
veins is inpiem@ncédtha Theehdlibow ng manner. Specifically, the 25
infrared light incident on a finger fromthe back or -2-
The present invention relates to a device and
a method for identifying a person using the biolcgical
5 1information of the person, or in particular the finger
vein pattern of the perscn.
Description of the Related Art
Now that the security technique for personal
belongings and information is considered critical, the
10 biometrics identification using the biological
information of the person is closely watched as a
personal identification technique high in utility and
confidentiality. The conventional biometrics
identification technigques using the fingerprints, the
15 iris, the wvoice, the face, the veins in the back of the
hand or the finger veins have been conceived.
Especially, the identificaticn technique using the
finger vein, which can be accomplished simply by
applying light to the finger, has the great advantages
20 of a low psychological resistance and a high anti-
falsification characteristic due to the use of the
internal informaticn of an organism.
The identification using the finger veins is

implemented in the following manner. Specifically, the

25 1infrared light incident on a finger from the back or



side surface thereof is scattered in the finger and radiated outside. In
the process, the henoglobin in the blood absorbs nore infrared Iight than

the surrounding tissue.

In the case where the inmage of the 5 |ight

r adi at ed

and transmtted fromthe thick of the finger is picked up, therefore, the
bl ood vessels, i.e. the finger veins distributed under the skin of the
thick of the finger are visible as a pattern of a dark shadow. This image

is registered in advance,

per sonal

is disclosed in JP-A-7-21373. This personal

| derd 4t i Qes Alle | dent i §heap-oBeg8Yi ER=UBERBgLBB ik Ager

is registered or

and the 10 correlation is determ ned between this

i mage and the qd nagerpic amobieet 1 &1 nggrrtpefeighegkedi nhBrt Bingt way,
possi bl e to determ ne whether the person invol ved

it is
not for
1S veins

Identification device has the

feature thatcrah bImge Msorod imges isfphekedlughbytpbhaehieng an opti cal
fiber closely to the finger to mnimze the loss of Iight power for

pi cki ng up therddmgeing P-As2002- 88298nhec 00228 wheret bre haade difseheses a
device and a nethod of personal identification operated in an environnment
requiring na-og aciddetettand vusangmantédageonf the fhhger ofeithepattern.

Al so, the device disclosed in JP A-2003-30632 conprises a finger guide unit
and a 25 fingeidgep butpionksa tigh tloeasSure, uhhéobbvodagespedtkypi.eondi tions

for each case of matching the finger vein

convent i onalthechmgpesvaises ad gof debubéd under the skin of the

25

thick of the finger are visible as a pattern of a dark

shadow. This image is registered in advance, and the

10 correlation is determined between this image and the

image of an object finger to be checked. In this way,

it is peossible tec determine whether the person involved

is registered or not for personal identificaticn.

An identification device using the finger

15 wveins is disclosed in JP-A-7-21373. This perscnal

identification device has the feature that an image of

a finger is picked up by attaching an optical fiber
closely to the finger to minimize the loss of light

power for picking up the image. JP-A-2002-83298, on

20 the other hand, discloses a device and a method of

personal identification operated in an environment

reguiring no-contact detection using an image of a

finger vein pattern. Also, the device disclosed in JPp-

A-2003-30632 comprises a finger guide unit and a

conditions for each case of matching the finger vein

pattern for identification.

The conventional techniques use a guide unit

fingertip button switch to assure uniform image pickup

pattern for identification. The



- 3 for fixing a finger in position or guiding the finger to the correct
position in the identification device to pick up an inmage of the finger
veins with a high reproducibility. The finger is inserted along the 5 guide
unit, so that the factors of fluctuations of the finger shape including the
angle of the finger joints, the three-dinensional rotation angle of the
finger about the center axis thereof and the distance fromthe canera are
suppressed, thereby making it possible to 10 pick up an image of the finger
vei n patterntod tiaindi ghtf ingepr Ddusb bl eishape. glhdingerhrott iaeeust oned to
the operation of the identification device, however, may erroneously
insert or deforthd heofregerpbyibiongingthheifiengerficatdotS deontacttoM th t he
finger guide unit, applying so strong a force to the finger as to bend the
finger jointpirk umsartimgge hef fingefiagevareabkewangl eshifhe user who has
| ong used the device, on the other hand, though capable of inserting the
finger with memigim@likproducThel figgemyspinserthd filnger tihe a different
way than at the tine of registration for a reduced correlation with the
regi stered paide minisosoathak| thel faseprangfi Asectuatfiahse offi nder of ot her
than an organismor a finger with a falsified pattern attached 25 thereon
for registratinrebrshaent it¢tadion. tisuMpRYe OFL THES| RKVEREFONCASESK i ngl y,
the object of this invention is

the three-dimensional rotation angle of the finger

about the center axis thereof and the distance from the

camera are suppressed, thereby making it possible to
10 pick up an image of the finger vein pattern with a

highly reproducible shape.

The user not accustomed to the operation of

the identification device, however, may erroneocusly

insert or deform the finger by bringing the finger into
15 contact with the finger guide unit, applying so strong

a force to the finger as to bend the finger joint or

inserting the finger at variable angles. The user who

has long used the device, on the other hand, though

capable of inserting the finger with a high
20 reproducibility, may place the finger in a different

way than at the time of registration for a reduced

correlation with the registered pattern. Also, a

willful user may insert a false finger of other than an

crganism or a finger with a falsified pattern attached

25 thereon for registration or identificaticn.

SUMMARY OF THE INVENTION

Accordingly, the object of this invention is



- 4 to provide an easy-to-operate, highly accurate identification device
whi ch can prevent the erroneous insertion or deformation of a finger or the
insertion of a false finger by a willful user. 5 Sonme typical personal
identification devices disclosed in the invention to achieve the above-
menti oned object are briefly described bel ow. According to one aspect of the
invention, there is provided a persongl_identification device 10 conpri sing
an image pickup unit for picking up an image of finger veins, a light
source for e tgidgidd HH ddsybeotspasaté] edighrpugbctibatti nger, an imge
operating wunit for matching the image picked-up with an inage registered
in advance, iat«guider el ford ofiev ke cahiglg asn lprévage phekeprpasbuison of the
finger and a detection wunit for detecting a contact between the finger and
the guide undertAcordtt ngeformanoi berofspetingértbe theenhhsemtiobhere i s
provi ded a personal identification device 20 conprising a |ight source for
emtting |ight aefdliect et ngar tive 4 hwcklofilaufenger, a |light source for
emtting light transmtted through the forward end of the finger, a
| i ght-serfsitive el enerfiori®rtypceaVipgrsbeal | ighntifoonthen| dghtcssurce for
emtting the light 25 transmitted through the forward end of the finger,
di spl ay neandsidorosartivatting imfenpatnoho agchiguedeneoabeverect use of the
devi ce. The device further
mentioned object are briefly described below.
According to one aspect of the invention,
there is provided a perscnal identification device
10 comprising an image pickup unit for picking up an image
of finger veins, a light source for emitting light to
be transmitted through the finger, an image operating
unit for matching the image picked-up with an image
registered in advance, a guide unit for indicating an
15 image pickup position of the finger and a detection
unit for detecting a contact between the finger and the
guide unit.
According to another aspect of the invention,
there is provided a personal identification device
20 comprising a light scurce for emitting light reflected
on the thick cof a finger, a light scurce for emitting
light transmitted through the forward end of the
finger, a light-sensitive element for receiving the
light from the light source for emitting the light
25 transmitted through the forward end of the finger,
display means for indicating information as a guide to

correct use of the device. The device further

comprises means for switching matching of all



conprises neans for switching matching of all - 5 registered i mages and
mat ching of only the registered imges corresponding to the user in
accordance with the degree of correlation in matching operation, and neans
for updating the registration data. 5 According to still another aspect of
the invention, there is provided a personal identification device for
preventing, at a low cost, the lowering in recognition capability of the
finger vein identification device which otherwi se m ght occur due 10 to

erroneous insgfidodrof anddogesndinhrthengdeviccenhy thbe résgktRelegaccust oned
to the operation of the device or the insertion of a falsified finger by a

W lTful  useimagddesooblesdsdifgatdr eBeandeadvantagesdahckheithb thrvention
wi |l becone apparent fromthe followi ng description of the enbodi nents of
the inventi aiedskernnt i do o8] antdh obnWnkbchhagaegerpanynng addawengs. BRI EF
DESCRI PTI ON OF THE DRAW NGS 20 Fig. 1 shows an exanple of a configuration of
a personal itlentupdeadin@ntideviegi eobadyengdehe. invention. Fig. 2 shows an
exanple of a configuration of a personal identification device for
detectingsthe 25 cont astchbedivegnta $thyéragocteruaspeandod theger. Fig. 3
shows an exanple of a configuration of a personal identification device for
detecting thenvention, there is provided a personal identification
device for preventing, at a low cost, the lowering in
recognition capability of the finger wvein
identification device which otherwise might occur due
10 to erroneous insertion of a finger intc the device by
the user not accustcmed to the operation of the device
or the insertion of a falsified finger by a willful
user.
Other objects, features and advantages of the
15 invention will become apparent from the following

description of the embcdiments of the invention taken

in conjuncticn with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
20 Fig. 1 shows an example of a configuration of
a personal identification device embodying the
invention.
Fig. 2 shows an example cof a configuration of
a personal identification device for detecting the
25 contact between a finger guide unit and a finger.
Fig. 3 shows an example of a configuration of
a personal identification device for detecting the

state of the surface of a finger.



state of the surface of a finger. - 6 Figs. 4A and 4B show exanpl es of
finger inmage due to the reflected light with the finger axis not turned
and turned, respectively. Figs. 5A, 5B and 5C show exanples of finger 5
imge due to the reflected light with a false pattern attached on the
finger surface. Fig. 6 shows an exanple of a configuration of a personal
identification device for detecting a &inger of an organism 10 Fig. 7
shows an exanple of a configuration of a personal identification device for
detecting a finger of Fagsorganeam 4Bi gho® shkewplans efarfplregyef inweye
fluctuation of the light power received by a light-sensitive elenent 15
with an i dentiéi cattba safiehtddplegbeédwiEhgtihe Showsramxexanmpite of a
configuration of a personal identification device for detecting the

contact bet weennadf andetuandda feagectiineédwti on guide having a |ight source
using the light transmtted 20 through the side surface of the finger,
detecting the surfacefsgate>df abBf bngebCandioderearipdgssa ofi fgergest an
organism Fig. 10 shows an exanple of a screen for indicating the

fluctuati on ohagn fdnsercetihei ngéteandd 23946 dithg thdalser padterdert the

finger correctly. Fig. 11 shows an exanple of a flowhart for
attached on the finger surface.

Fig. 6 shows an example of a configuration of
a personal identification device for detecting a finger
of an organism.

10 Fig. 7 shows an example of a configuration of
a personal identification device for detecting a finger
of an crganism.

Fig. 8 shows an example of the fluctuation of
the light power received by a light-sensitive element

15 with an identification switch depresgsed.

Fig. 9 shows an example of a configuration of
a personal identification device for detecting the
contact between a finger and a finger insertion guide
having a light source using the light transmitted

206  through the side surface of the finger, detecting the
surface state of a finger and detecting a finger of an
organism.

Fig. 10 shows an example of a screen for
indicating the fluctuation of an inserted finger and

25 guiding the user to insert the finger correctly.

Fig. 11 shows an example of a flowchart for
switching between the 1-N identification mode and the

1-1 verification mode.



switching between the 1-N identification node and the 1-1 verification
node. - 7 Fig. 12 shows an exanple of a flowhart for the 1-N
identification node to invalidate the 1-N identification. Fig. 13 shows an
exanple of a flowhart for 5 the 1-1 verification node to validate the 1-N
identification and update the registration data. DESCRI PTION OF THE

EMBODI MENTS Enbodi nents of the inventign_are described in 10 detail bel ow
Fig. 1 is a schematic diagramshowing a systemconfiguration for

i npl enenting the inventign. 12 Theowserni Bgampsecacki AgENLokchalre &
identification device 6 at the tinme of identification. In the 15 process,
the forward emne DENtheefit Dfecaflios pbaeedoonnaalfidager tihge guinde unit 4 with
the root of the finger 1 |ocated on a finger position guide unit 9. Upon
insertion ofiddwecfingetidninto the device, the identification process is
started. The identification 20 device 6 is shown in a side sectional view
The identification proEess 13 skessted eramhée stfeps fdeschialred floel ow.
Specifically, the infrared light is radiated froma |Iight source 3 on the
back of % hetiie ngetr derThecktgbt msderansweitddtehtbegh-the 25 finger 1 and
a finger insertion guide unit 5 and through an optical filter 7 for
transmttingidehyifheation and update the registration data.

DESCRIPTION CF THE EMBODIMENTS
Embodiments of the invention are described in
10 detail below.

Fig. 1 is a schematic diagram showing a
system configuration for implementing the invention.
The user inserts a finger 1 into an identification
device 6 at the time of identification. In the

15 process, the forward end of the finger 1 is placed con a
fingertip guide unit 4 with the root of the finger 1
located on a finger position guide unit 9. Upon
insertion of the finger 1 into the device, the
identification prccess is started. The identification

20 device € is shown in a side secticnal view.

The identification process is executed in the
steps described below. Specifically, the infrared
light is radiated from a light source 3 on the back of
the finger 1. The light is transmitted through the

25 finger 1 and a finger insertion guide unit 5, and
through an optical filter 7 for transmitting only the
infrared light, reaches an image pickup device 2. The

light is converted into an electrical signal by the



infrared |ight, reaches an image pickup device 2. The light is converted
into an electrical signal by the - 8 image pickup device 2, and through an
i mge capture 18, input to a conputer 10. The image thus input is
tenmporarily stored in a nenory 12. A finger vein inmage registered in
advance is stored froma storage 14 into 5 the nmenory 12, and the input
image is matched with the registered gnage by a CPU 11 according to a
program stored in the nenory 12. In the matching process, the «correlation
val ue betweemmife piekhprgesite ke eaApanedughsataligubat edptand s,

accordance with the value thus 10 calculated, it is determ ned whether the
i nput i mage ispucotsachdenskputth the repgestirred thageiapumotis | n  accordance
with the result of matching, the process for identifying the user is
execut ed, antempotdei tasetwhedeint hempresgnlis | agiftnoetrelvyindemtasigld ed, t he
15 corresponding identification process is executed for the object to be
controll ed hyeqhetededtifi gdvanne systemredhérbinght ssounge 34i sncenfi gured
of a conponent part such as a LED (light emitting diode) or 20 a hal ogen
| anp for emthengemofyated dndhtheAcopndi ngage tihi macobedi menth, téeplurality
of LEDs are arranged longitudinally of the finger. As an alternative, a
singl e el ongatedstéphd - emdgei hy el ERENt Lnaycbhedisgpkoyedpr®heaar r angenent of
the light source 25 longitudinally of the finger makes it possible to
stored in the memory 12. In the matching process, the
correlation value between the two images to be compared
is calculated, and in accordance with the value thus
10 calculated, it is determined whether the input image is
coincident with the registered image or not. In
accordance with the result of matching, the process for
identifying the user 1is executed, and in the case where
the person is legitimately identified, the
15 corresponding identification process is executed for
the object to be controlled by the identification
systemn.
The light source 3 is configured of a
component part such as & LED (light emitting diode) or
20 a halcgen lamp for emitting infrared light. According
to this embodiment, a plurality of LEDs are arranged
longitudinally of the finger. As an alternative, a
single elongated light-emitting element may be
employed. The arrangement c¢f the light source
25 longitudinally of the finger makes it possible to
radiate the light over the whole finger uniformly so

that the whole finger vein pattern can be clearly

acquired. All the LEDs may be controlled either at the



radi ate the light over the whole finger uniformy so

vein patter
at the - 9
the LEDs in

way, a clear finger vein pattern can

that the whole finger

n can be clearly acquired. Al the LEDs may be controlled either
sanme brightness or individually of each other. In controlling
dividually, the Iight power for the portion such as the joint of
the finger where the transmttance is high can be suppressed while
increasing the light power for the thigk-portion of the finger. In this

5

control ling dde=s bighttposerof romiihedhayhy sdueeeh3otbeexpl dnned bel ow.

First, with

the LEDs radiating the Iight power of an initial value,

t he

bri ght ness vaineratlime positibs ofidieadhadiga dhet heghmagewalefert he LEDs

are displayed is

i mge i s knovre porthen caiseh wherehehgcbnighfness fbngsri whehe targe
consi dered appropriate, the light continues to be radiated with the sane

i ght power
parti cul ar

executed fo

may be a fixedhyatue bt Ehiarvant eavalaer ARneRanpeéno

controlling

15

20

25

trgnsnhetaase Wheheglhheabrbghenpssesscedli ghetet han t he

determ ned. Assune that the position of each LED on

t he

be obtai ned. An exanple of a nethod of

10

range, however, the light power of the LEDs corresponding to the

rel ated iTagerposition ke reducedroPorahdrviie veisk. PThrsoprodessdeis

r each LED area. The change ampunt of the Iight power controlled
pa

the light power with a variable Iight power control
be cbtained.

An example of a method of controlling the
light power from the light source 3 is explained below.
First, with the LEDs radiating the light power of an
initial value, the brightness value at the position of
each area on the image where the LEDs are displayed is
determined. Assume that the position of each LED on
the image is known. In the case where the brightness
is in the range considered appropriate, the light
continues to be radiated with the same light power. 1In
the case where the brightness is higher than the
particular range, however, the light power of the LEDs
corresponding to the related image position is reduced,
and vice versa. This process is executed for each LED
area. The change amount cf the light power controlled
may be a fixed value or a variable value.

An example of the operation of contrclling
the light power with a wvariable light power contrcl
change amount is described. First, the maximum initial
value and the minimum initial value of the light power
control range are determined for each LED. The light

power contrel range 1s defined as a control value range

REBIBpERELI on of



25 change anount is described. First, the maximuminitial value and the
mnimminitial value of the Iight power control range are determ ned for
each LED. The light power control range is defined as a control val ue range
- 10 of the LED light power output signal, and the light power is
controlled not to exceed this range. The maximuminitial value and the
mnimuminitial value of the |ight _pgwer- control range are determned in 5
accordance with the characteristics of each LED. Next, the |ight power

control val ues ©fec altpt heghEDsoRee setputl sihRatentanl ehet hegeentrol range.
Then, the light is radiated to obtain an inage, and the brightness val ue

at the posi tp®rearosingbeachl LED hst debeentoed. sl prahhe.casaewhere the
brightness value is low, the |light power of the LED | ocated at the

particul ar pestimen i5itegui veduéozhe thergasedumTheitiaghtrapawenfcontr ol
val ue obtained by the previous check of the brightness value at the

posi tion arothe IEghhepdpast i coharol EBhhgesetcade@enfdnatniAum val ue of the
| i ght power control range of the LED | ocated at the particular position.
After narjowdgotdencontioh thangearhibeececontiobk wal wecaf LEbe | Nght, power
radiated in the next stage is set at the center of the control 20 range. As
a result, sttlongeight ghtwpowesntscl adaated ctnalhethexLESsageet kan in the
previ ous stage. In the case where the brightness value is high, on the
ot her hand, dtethe glénipenert ofhé¢ heohEbPoatrange. Then, the light is

radiated to obtain an image, and the brightness wvalue

at the position around each LED is determined.
10 In the case where the brightness value is

low, the light power of the LED located at the

particular position is required tc be increased. The

light power control value obtained by the previous

check of the brightness wvalue at the position around
15 the particular LED 1s set as a new minimum value of the

light power control range of the LED located at the

particular position. After narrowing the ccntrol

range, the control value cof the light power radiated in

the next stage is set at the center of the control
20 range. As a result, stronger light power is radiated

in the next stage than in the previous stage.

In the case where the brightness value is

high, on the other hand, the light power of the LED at

a corresponding position is reguired to be decreased.
25 The light power control value previously obtained by

checking the brightness value at the position around

the particular LED 1s set tc a new maximum value of the

light power contrcl range of the LED at the particular



a corresponding position is required to be decreased. 25 The |ight power
control value previously obtained by checking the brightness value at the
position around the particular LED is set to a new maxi mum val ue of the

i ght power control range of the LED at the particular - 11 position. After
narrowi ng the control range this way, the control value of the |ight power
radiated in the next stage is set at {t;he center of the control range. As a
result, the light power smaller than in the 5 previous stage is radiated in

the next staggsi:fsnl ongrasrt g boi;9ALNess ebnarbEDrhs geMintaiagd at the
proper value, the [ight power of the “LED continues to be radiated w thout

change. The rQrighhness g1detsemnpedia HtCEB%é9|k§Qibﬂeﬁhﬁ% way for 10 al
the LEDs until the Iight power of all the LEDs cones to renain unchanged.

According tontPissprtbods tbe ghapge apRuBt oef thhechhghbipeueiyanhi ch is
| arge in the beginning of the control operation is decreased progressively

with 15 the agvangesgQitt heneontgpt gpeeat sRR118s eappanediweth the fixed
change anount, therefore, a fine control operation is possible while at the

sane tinesi nprevVidgs theger osessingrepeed. the Mitaw atathe fact that the
| i ght power control range becones narrower with the 20 advance of the

control operation, howsyelongyhesconkrpkigppgeaki ed anykbaiils to be

acconplished in the case where the optinmum control range cannot be

determ ned. h&intained at the proper value, the light power of the
LED continues to be radiated without change. The
brightness is determined and controlled in this way for

10 all the LEDs until the light power of all the LEDs
comes to remain unchanged.

Acceording to this method, the change amount
of the light power which is large in the beginning of
the control operation is decreased progressively with

15 the advance of the control cperation. As compared with
the fixed change amount, therefeore, a fine control
operaticon is possible while at the same time improving
the processing speed. In view of the fact that the
light power control range becomes narrower with the

20 advance of the control operation, however, the control
operation may fail tc be accomplished inlthe case where
the optimum control range cannot be determined. 1In
order to solve this problem, the process for resetting
the maximum and minimum light power control ranges at

25 the initial state is executed for the area where the
contrcl coperation fails to be accomplished after
several control sessions. As a result, the control

range can be widened again.



order to solve this problem the process for resetting the maxi mum and
m ni mum | i ght power control ranges at 25 the initial state is executed for

the area where the

sever a
agai n.

i mge of the finger
t hrough t he

control

control operation fails to be acconplished after

sessions. As a result, the control range can be w dened

- 12 - [Enbodi ment 1] The identification process can be started by
depressing an identification switch 8,;,0r by continuing to retrieve the

1 through the inmage 5 capturing nmeans 18 and determ ni ng

M ddinthat1jhe finger 1 has been conpletely inserted.

According to this enbodinent, the fornmer nethod is enployed. As soon as the

user depresses the finggetigengyEdeatnbh Arwkkbshbahhse tikngeel By the
identification 10 switch 8 is depressed. At the sanme tinme, a signal

i ndicating tde,co08ueti on ofehheri dentbhi satten §W behpy8cbattihansw tted

into a conputer

10 through an interface 13, so that the CPU 11 detects the

depressed state-of;éhe tdentmbhheabroRnsWri6hed, 1t BREBAYhStARt iRGgelS the
identification.

unit 9, by supporting tbgnki Dgeand abtekmOnpALNtBroSYRPEESS Clive 1hori zont al

di spl acenent of the

The fingertip guide unit 4 and the fingér position guide

finger 1, maintains a constant distance between the 20

finger 1 andchdre tmageipgekup bAktb3enandmpdkdslyhenskhiield.si de of the
1 out of contact with the

According to this embodiment, the former method is

finger

employed. As soon as the user depresses the fingertip

guide unit 4 with his/her fingertip, the identification

10 switch 8 is depressed. At the same time, a signal

indicating the conduction of the identification switch

8 is transmitted into a computer 10 through an

interface 13, so that the CPU 11 detects the depressed

state of the identification switch 8, thereby starting

15 the identification.

The fingertip guide unit 4 and the finger

position guide unit 9, by supporting the finger 1 at

two points, suppress the horizontal displacement of the

finger 1, maintains a constant distance between the

20 finger 1 and the image pickup unit 2, and holds the

thick side of the finger 1 out of contact with the

device.

Should the thick side of the finger 1 come

into contact with the device, the veins distributed in

the thick of the finger would be pressed to stop the

25 blood flow and the pattern would become invisible.

In the stage before determining the

correlation of finger wvein patterns with registered

patterns, the image processing cperation is executed to



device. Should the thick side of the finger 1 conme into contact with the
device, the veins distributed in the thick of the finger would be pressed
to stop the 25 blood flow and the pattern would becone invisible. In the
stage before determining the correlation of finger vein patterns with
regi stered patterns, the inage processing operation is executed to - 13
extract a finger vein pattern. An exanpj e of the nethod of finger vein
pattern extraction is described below. The finger vein pattern assunes a

| ower brightexvakde thanngbe s4iRogRdiBEnar eanf e&andfl blogodneessels. 5
Specifically, the brightnéss value profile of the cross section

per pendi cul agetRoliherdErggbirofein WAkEBrhhexthheed ovesselde g das a bottom
or concave with a peak value at the center of each blood vessel. In all the

vertical andplokiyzontak pna?ékese% pheckeragasshbeisher elare, dhigeent er of
the bottom or the concave o the brightness value is detected either by

cal cul ating vkhgeanghs oheapertbnadehgt Aeckadires off GUwAL Wies 2fl 4 .he
profile curve or by detecting the concaves based on the nmean val ue theorem

The partisul gpepoEntadiywhteb bbeghbneercawe uks paelféciedfi hemphasiszed by
increasing the brightness value thereof. Then, the center of each dark
i ne of the whote¢ohnpgepesdénphasi zedtanddd riicnden iveihipat ttéren i s
extracted. Thus, the dark lines, which nay be thin or in proximty to each
ot her, can bekla6denphasizedupobiti eebyptapd okeachyaseewiith theesdse
value at the center of each blood vessel. 1In all the
vertical and horizontal profiles of the image,
10 therefore, the center of the bottom or the concave of
the brightness value is detected either by calculating
the angle of aperture or the radius of curvature of the
profile curve or by detecting the concaves based on the
mean value theorem. The particular pcint at which the
15 concave is detected is emphasized by increasing the
brightness value thereof. Then, the center of each
dark line of the whele image 1s emphasized and a finger
vein pattern is extracted. Thus, the dark lines, which
may be thin or in proximity to each other, can be
20 emphasized positively and clearly even in the case
where the light power has a fluctuation. Further,
since the center of each blood vessel is extracted, the
identification is made possible without being affected
by the variations of the blood vessel width due to the
25 expansion or contraction of the blocd vessels caused by
the change in atmospheric temperature or physical

conditions.

In the case where the identification process



where the |ight power has a fluctuation. Further, since the center of each
bl ood vessel is extracted, the identification is made possible w thout
being affected by the variations of the blood vessel width due to the 25
expansi on or contraction of the blood vessels caused by the change in
at nospheric tenperature or physical conditions. In the case where the
identification process - 14 is started with the finger 1 not in contact
with the finger position guide unit 9, the nmagnification of the finger 1
in the imageid sstthffeet et riome t hendéngerndtiin contact with the finger
position guide unit 9. In 5 order to absorb this difference in
magni fi cati ofindgdre posdgeon Sgpideessed as desonaidpetlf bekonwonFofsthet he
contour of the finger displayed in the image is extracted either by
appl yi ng an fidgeenphasitziagifiads ets dvefetdet whodbre thagéiandrchedki ng t he
connection of 10 lines or by follow ng the edges sequentially to obtain the
trace theredfororaot heitlcorivenfiomat posinaecy qubade upiocéssi g net hods.
Next, the width of the finger contour acquired is determ ned by inage
processi ng tardaetetectalidherh oints pdrfierente t he haqgefiaatdioo, deherm ne 15
the contour width at the particular position or to determ ne the contour
width at thelmers risd poresssedfas tdesinblged Wlew. t hBirsthethagnification of
the finger is normalized based on the contour width. The nornmalization is
carri ed out @9ntreyr byt rethici iegehedisplayed in the image is

extracted either by applying an edge emphasizing filter

over the whole image and checking the connection of
10 lines or by following the edges sequentially to obtain

the trace thereof or other conventioconal ordinary image

processing methods. Next, the width of the finger

contour acquired is determined by image processing to

detect the joint portion of the finger and to determine
15 the contour width at the particular position or to

determine the contour width at the central portion of

the image. After that, the magnification of the finger

is normalized based on the contour width. The

normalization is carried out either by reducing the
20 whole image in the case where the contour width is

larger than a specified value or by enlarging the whole

image in the case where the contour width is smaller

than a specified value thereby to set the contour width

to the specified value, or by elastically enlarging or
25 reducing the contour width to a specified value and

correcting the two contour lines to parailel straight

lines. As a result, the finger image picked up, even

1f partially enlarged or reduced, can be corrected to a



i 20 whole image in the case where the contour wwdth is |larger than a
specified value or by enlarging the whole imge in the case where the
contour width is smaller than a specified value thereby to set the contour
width to the specified value, or by elastically enlarging or 25 reducing
the contour width to a specified value and correcting the two contour |ines
to parallel straight lines. As a resuls, the finger inmage picked up, even
if partially enlarged or reduced, can be corrected to a - 15 predeterm ned

nmagni fi cati ofire dVESrhindNensgser VBEE €ont hepdgnt hf trat taBepliRERSs is started
with the finger 1 out of contact wwth the finger position guide unit 9,

therefore, coiderddoni feeQaNbhi #AckEsPOssi btartElgwiZnStahowsngarexanpl e of
the identification device for detecting the state of the finger 1 in

contact withodthesr fid@esct NSerhi @Regli dgedNpbsdtidh Hhedei arief opi cking up
an image of the finger vein pattern, the finger 1 is supported at two 10
poi nts of thendiaBere PosShitOt Qtthdeeddyhifiandithpokkngeeti prgyide unit 4 in

order to keep the thick side of the finger 1 out of contact. In the
process, 5apphéwativnegdmplstsessheoitibrtjoioktobnt Hevicegeésrl w th the
fingertip as a supporting point would warp and 15 curve the thick side of
the finger ldefléening heh¢osttteobit heef fhggerllwonl dohkuctuatiehvehti cal ly
and therefore the reproducibility is reduced in each
finger insertion guide unit 5.
At the time of picking up an image of the
finger vein pattern, the finger 1 is supported at two
10 points of the finger position guide unit 9 and the
fingertip guide unit 4 in order to keep the thick side
of the finger 1 out of contact. 1In the process,
application of a stress to the joint of the finger 1
with the fingertip as a supporting point would warp and
15 curve the thick side of the finger 1. Then, the joint
of the finger 1 would fluctuate vertically and
therefore the reproducibility is reduced in each
identification process. In order to prevent this
inconvenience, the finger insertion guide unit 5 is
20 provided te define a fluctuation-suppressing space.
In the case where the finger joint is moved
vertically in the manner mentioned above, the thick
side of the finger 1 comes into contact with the finger
insertion guide unit 5. The resultant pressure of the
25 contacted portion and the joint drive away the blood
from the particular porticns or the neighborhocod

thereof. In the case where the identification process

is started by depressing the fingertip guide unit 4 or



identification process. In order to prevent this inconvenience, the finger
insertion guide unit 5 is 20 provided to define a fluctuation-suppressing
space. In the case where the finger joint is noved vertically in the
manner nentioned above, the thick side of the finger 1 cones into contact
with the finger insertion guide unit 5. The resultant pressure of the 25
contacted portion and the joint drivejgnvay the blood fromthe particular
portions or the neighborhood thereof. In the case where the identification

process is gharkedgbyndepriesstog Ehagki-nger inAgeuipde détisti ndy @hderl6
checking the inserted finger by image processing under this condition, the
finger vei nstmbsl donetitappeathenfihberareanef wbhedf nbst gp@icatr dm t he

nei ghbor hood thereof in the finger inage picked up. As a result, the 5
i nformati on ohet heefeaf uties dirthejpeénsodri sheunavghbabhecand Hdreof
recognition rate is extrenely reduced. In order to detect the contact of
the finger inwthé fhegérngeagensickednugui dasuni re5ula,pusie button 10
switch 20 is arranged at each supporting point of the finger insertion guide
unit 5. Wt hitherdepressoontbé feheuwhsl eff thgepeirsser tiison gui de unit 5 by
the finger 1, the push button switches 20 are also pushed down. This state
is detected bpavhel @PLE 1dndabdeasetoggibson5rahe puskxbioetred yswit ches 20 are
pushed down, the identification process is not started even in the case

reduced. ‘

In crder to detect the contact of the finger

1 with the finger insertion guide unit 5, a push button
10 switch 20 is arranged at each supporting point of the

finger insertion guide unit 5. With the depression of

the whele finger insertion guide unit 5 by the finger

1, the push button switches 20 are also pushed down.

This state is detected by the CPU 11, and as long as
15 the push button switches 20 are pushed down, the

identification prccess is not started even in the case

where the identification switch 8 is depressed. The

finger insertion guide unit 5 can be so shaped and

configured as to be contacted when the thick side of
20 the finger 1 is warped and curved by applying stress to

the jecint using the fingertip as a supporting point.

As a result, the reduction in recognition rate is

prevented which otherwlse might be caused, by making it

disable to execute the identification process due to
25 the contact of the finger surface and the resulting

lack of the vein pattern.

As a means for detecting the finger contact,

the push button switches 20 may be replaced with



where the identification switch 8 is depressed. The finger insertion guide
unit 5 can be so shaped and configured as to be contacted when the thick
side of 20 the finger 1 is warped and curved by applying stress to the
joint using the fingertip as a supporting point. As a result, the reduction
in recognition rate is prevented which otherwi se m ght be caused, by making
it disable to execute the identificatjizon process due to 25 the contact of
the finger surface and the resulting |ack of the vein pattern. As a neans

for detectingiéberfiayeretontasétatibeopushebrttencentheesedormy be
replaced with - 17 electrical, electrostatic or pressure contact sensors

which are naglei of arewhetéabfnotnetetiay abt @ﬁttbh?Clﬂflﬂgotrhe transm ssion
of the infrared Iight and distributed over the surface of the finger

insertion 5 gubdlei i thd. t Fhusmisbeost cokeheegnrredetioldepressict he switches
20 is elimnated for an inproved sensitivity to the contact. Al so, the push
button sw t chi 20r iiayteal beenathyebyrbaecaroanged Obhygeat ihkerpdoti on of the
finger insertion guide unit 5 which supports the 10 fingertip or which
supports fhegfiidgennivob. Ubides, thésstooklet regritrbd tongepriemserticon gui de
unit 5 and the identification device 6 are connected with each other. The
connecting pswitchnesf29hesfehgeinansér foonanunmpréveti eshnkackyittlye push
button switch 20 is so 15 shaped that the finger insertion guide unit 5 is

to the contact. Also, the push button switch 20 may

alternatively be arranged only at the porticn cf the

finger insertion guide unit 5 which suppcrts the
10 fingertip or which supports the finger root. Under

this condition, the finger insertion guide unit 5 and

the identification device & are connected with each

other. The connecting portion of the finger insertion

unit 5 which lacks the push button switch 20 is so
15 shaped that the finger insertion guide unit 5 is

rotated slightly downward about the connecting portion

and depresses the switch 20 when contacted by the

finger 1. In this way, the process and the component

parts required for the sensing operation of the push
20 button switch 20 are eliminated for a reduced

production cost of the device.

The contact between the finger 1 and the

finger insertion guide unit 5 may be detected by image

processing. An example of the image processing method
25 wutilizes the fact that the image with the finger

contacted tends to have a brighter finger joint area

than the image with no finger contacted. By evaluating

this brightness, the finger contact can be detected.



rotated slightly downward about the connecting portion and depresses the
switch 20 when contacted by the finger 1. In this way, the process and the
conponent parts required for the sensing operation of the push 20 button
swtch 20 are elimnated for a reduced production cost of the device. The
contact between the finger 1 and the finger insertion guide unit 5 may be
detected by inmage processing. An examy e of the inmge processing nethod 25
utilizes the fact that the image with the finger contacted tends to have a
brighter finues netidd atedngtbiae ihegenpgecwsthngotbiagey contacted. By
evaluating this brightness, the finger contact can be detected. - 18 The
met hod usi nge1heinaege processdngftohal pyshebuntoat egithe Adéedaoid t he push
button switch 20, and therefore sinplifies the device configuration for a
| ower devi cerlpsoslilct ¢ onircpsi £i8s Chbe theitengenfigandttibe fgoshabutton
switches 20 are contacted by each other or the identification process is
started underowdmatdeoick tpongduct henusestcan be i nforned of the contact of
the finger 1 by an alarmissued froma display neans 15 or a speaker 10 17.
This prondtes the recognitioheohinperparandf thhepuabebushdni nproves the
mastery of the device nmanipulation thereby preventing the reduction in
recogni ti on s$wtech¢Endddipencortacted by each other or the
identification process is started under that condition,
the user can pbe informed of the contact of the finger 1
by an alarm issued from a display means 15 or a speaker
} 10 17. This promotes the recognition on the part of the
user and improves the mastery of the device
manipulation thereby preventing the reduction in
recognitiocn rate.
[Embodiment 2]
15 Fig. 3 shows an example of a configuration of
an identification device for detecting the surface
state of the thick side of the finger 1. Reflected
light sources 22 are arranged at positions for
radiating the thick side of the finger 1. The
20 reflected light sources 22 emit the light of a
wavelength sufficient for transmissicn through an
optical filter 7. The light power of the reflected
light sources 22 is adjusted to a value capable of
picking up an image of the finger surface.
25 In the case where the light from the light
source 3 is radiated with the reflected light sources

22 turned cff, an image having finger veins is picked

up. In the case where the light from the reflected



15 Fig. 3 shows an exanple of a configuration of an identification device
for detecting the surface state of the thick side of the finger 1.
Refl ected |ight sources 22 are arranged at positions for radiating the
thick side of the finger 1. The 20 reflected |ight sources 22 emt the |ight
of a wavelength sufficient for transm ssion through an optical filter V.
The light power of the reflected I|ightgsources 22 is adjusted to a val ue
capabl e of picking up an inage of the finger surface. 25 In the case where
the |ight fromyhbesbiigbés Spuiger3ddigteadwated tiet Nilghe rsefdrest ed |ight
sources 22 turned off, an image having finger veins is picked up. In the
case where thef)ighttheoorthBe hehbectedimat® olfi ghie Sduwgees R fixcd adi at ed
with the light source 3 off, on the other hand, an imge of the finger
surface s psckedkap. uSpectpecalfliyalike lkhght ighur c@udes 3 tiwwr ned on whil e
the reflected |light sources 22 are 5 turned off when performng the
i dentificationrpedcesswhilanedeatrelfyebetdr @ ightakenr celze 2Z2denta fi cati on
process, the on and off states of the light source 3 and the reflected
| i ght soubcetu2fedrefél teenapedfwnrimhingathe atkertifdoathan pheddsmger | mage
is acquired by the 10 light reflected fromthe finger surface and anal yzed.
In this way, Iinnedsatlel gr b hedewhet hétetrhé&hki ngentiidage t iamoquinced: sfsor
identification is the proper one or not. Figs. 4A and 4B show exanpl es of
i mge of thethe on and off states of the light socurce 3 and the
reflected light sources 22 are alternated with each
other, sc that the finger image is acquired by the
! 10 1light reflected from the finger surface and analyzed.
In this way, it is determined whether the finger image
acquired for identification is the proper one or not.
Figs. 4A and 4B show examples of image of the
finger surface picked up by the identification device
15 of Fig. 3. In the case where the light from the
reflected light sources 22 1s radiated without the
radiation from the light source 3, the finger wvein
pattern is substantially invisible. Nevertheless, the
visual information of the finger surface such as
20 wrinkles in the finger joint and a foul on the finger
surface are picked up as an image.
Fig. 4A shows an image cof the finger surface
with the longitudinal direction of the finger not
rotated about the center axis therecf. The joint
25 wrinkles 30 are distributed vertically uniformly with
respect to the center axis of the finger 1. Fig. 4B

shows an image of the surface of the finger rotated

about the center axis. The joint wrinkles 30 are



finger surface picked up by the identification device 15 of Fig. 3. In the
case where the light fromthe reflected |ight sources 22 is radiated w thout
the radiation fromthe light source 3, the finger vein pattern is
substantially invisible. Nevertheless, the visual information of the finger
surface such as 20 winkles in the finger joint and a foul on the finger
surface are picked up as an inmage. H @g 4A shows an i nage of the finger
surface wth the longitudinal direction of the finger not rotated about
the center axisptheseotondhecpabiy 25 whinkbesr3@iaee adidstaivieutiedntertically

uniformy wth respect to the center axis of the finger 1. Fig. 4B shows
an i mage of whenkslefacesoklt herhirbger, r ohat eflagabett at heiderderisaxi s. The
joint winkles 30 are - 20 displaced considerably to the | ower side and
have joint seéemktie leads BdenFuithed, upheni thgesaficacaithe32 is seen to
have been picked up on the side of the fingertip opposite to the direction
i n which thefjojattbowppnksese30ocatbediispkatédn Ln ehheh whedgointe
rotation of the finger 1 about the center axis can be determ ned by
checki ng ¥ hewpickkes upCi amgedosplhecdf i ner ofbemnt waridskl €5e30 or the nai
32. In the case where this rotation is detected, the user is warned and 10
the identifircataonoprotesbei §ingereXeshbted. tha thihserwayist lsenr @sogni ti on
error is reduced. An exanple of the nmethod of detecting the displacenent of
t he determined by checking the picked-up image of the
finger joint wrinkles 30 or the nail 32. In the case
where this rotation is detected, the user is warned and
) 10 the identification process is not executed. In this
way, the recognition error is reduced. An example of
the method of detecting the displacement c¢f the
position of the joint wrinkles 30 by image processing
is described below. First, an image obtained is
15 applied through an edge emphasizing filter thereby to
emphasize the vertical component lines of the image.
Next, the emphasized image is binarized and the lines
are converted into thin lines. After that, it is
determined by the line tracing process whether the
20 lines are kept in juxtaposition vertically in
continuous fashion. In the case where the lines
represent the joint wrinkle portion, the tracing over a
comparatively long distance is carried out. Based on
the length of tracing, it is determined whether the
25 wrinkles are those of the joint or not. After that,
the position of an end point of each traced line

segment is determined and the distance from the finger

contour 1s calculated thereby to determine whether the



position of the joint winkles 30 by inage processing is described bel ow.
First, an inmage obtained is 15 applied through an edge enphasizing filter
thereby to enphasize the vertical conponent lines of the inage. Next, the
enphasi zed inmage is binarized and the lines are converted into thin |ines.
After that, it is determned by the line tracing process whether the 20
lines are kept in juxtaposition verticglly in continuous fashion. In the
case where the lines represent the joint winkle portion, the tracing over

a conparatiygkythieRdofli 858ACEoEALCAFLLRI0BLd Based on ithe | ength of
tracing, it 1s determ ned whether the 25 winkles are those of the joint or

not. After thatplatde POSHhELON 0h 8ReeBEhB@i RGnef eaeh rotagadd ide segment
is determ ned and the distance fromthe finger contour is calcul ated

thereby to deher fingewhet ben bbedetddteposiithontotietaahijndingt tMd nkl e end
point 31 is displaced or not. On the other hand, the rotation of the
finger 1 canche geiectedlwsthent detacnmvRiaglehey ead qudiantisig3kief the joint
wrinkle by calculating the 5 center of gravity of the distribution of the
joint wbnktestandotlefeaniniyngfwhathdt sthhiebveibncalf pos ticdms of the joint
wrinkles are displaced or not. Nevertheless, the displacenent of the joint
wri nkl es 30 wmaykbesdetéctiedebyinsnngwhbeheanvent vemali cagt hod ivdsed 10 on
the image recognition. This image processing nakes possible the detection
of the fingecfrobatjomnti thoonkles are displaced or not.

Nevertheless, the displacement of the joint wrinkles 30

may be detected by using the conventional method based
10 on the image recognition. This image processing makes

possible the detection cf the finger rotation without

any special sensor and prevents the reduction in

recognition rate without increasing the device

production cost.
15 An example of image processing for detecting

the nail 32 is described. First, the texture of an

image is analyzed by an ordinary method such as the

concentration histogram for small areas or the

frequency component analysis. First, the texture
20 analysis of the image is conduced by the ordinary

method such as the histcegram analysis for a small area

or frequency component analysis thereby to subdivide

the area. 1In the case a division area of at least

predetermined area is connected to the upper or lower
25 part of the fingertip or the neighborhood of the

fingertip or in the case where comparison with the

texture feature of the nail 32 statistically calculated

shows an analogous area, then the particular part is



any special sensor and prevents the reduction in recognition rate w thout

i ncreasing the device production cost. 15 An exanple of inage processing
for detecting the nail 32 is described. First, the texture of an inmage is
anal yzed by an ordinary nmethod such as the concentration histogramfor

smal| areas or the frequency conponent analysis. First, the texture 20

anal ysis of the image is conduced by the ordinary nethod such as the

hi stogram anal ysis for a snmall area or frequency conmponent anal ysis thereby

to subdivi dejetbenarea. aknathgicase. a divkskaB1asea ehndlr hRaHods
predeterm ned area is connected to the upper or |lower 25 part of the

fingertip orpifednehgbher berdeptibhgl %Eﬂgéé%iBfoﬁmb@etE%da§ﬁiﬂ%ﬁHe
conparison with the texture feature of the nail 32 statistically calcul ated

shows an anah@gops asea, rbheactbetpagt tiul anipasp.is - 22 determned as a
nail 32. Neverthel ess, other nethods based on the conventional process of

i mage recognition mayrbgsused tersdetrewi ngaBe paicked2urFicgstheA to 5C
show i mages picked up by the 5 identification device of Fig. 3 including a
real finger ig@énapfosrganbsmiandcancimegeg. Wst hnaloepngd af iregar fdeiger pattern
attached thereon. Fig. 5A shows an exanple of a finger image picked up with
the light radfatedofgonisineahdghh smageewitl 3 bubiedt ffinemrt ke iref | ect ed

| i ght sources 22. A clear
pattern attached thereon.

Fig. 5A shows an example of a finger image
picked up with the light radiated from the light source

10 3 but not from the reflected light sources 22. A clear
finger vein pattern 41 is observed. From this image,
however, it is not known whether the finger veins are
real or duplicate. Under this condition, the light
source 3 is turned off while the light from the

15 reflection 1ight sources 22 is radiated. In the case
where the finger vein pattern picked up as an image is
that of a real organism, as shown in Fig. 5B, the
finger vein pattern is substantially invisible or an
unclear finger vein pattern 40 is recognizable.

20 Assume, on the other hand, that a false finger vein
pattern is drawn, with a material cutting off the light
from the light source 3, on a sheet of a material
through which the light from the light source 3 is
transmissible or a translucent material and attached on

25 the fingexr 1, or a pattern is drawn directly on the
finger with a material cutting off the light. As shown

in Fig. 5C, a finger wvein pattern can be clearly

recognized even with the light from the reflection



finger vein pattern 41 is observed. Fromthis imge, however, it is not
known whet her the finger veins are real or duplicate. Under this condition,
the light source 3 is turned off while the light fromthe 15 reflection

| ight sources 22 is radiated. In the case where the finger vein pattern

pi cked up as an inmage is that of a real organism as shown in Fig. 5B, the
finger vein pattern is substantially izwisible or an unclear finger vein
pattern 40 is recogni zabl e. 20 Assunme, on the other hand, that a fal se
finger vein lpghtesoursedr adnalwnkh aBgyaderieaimicutig neafifert ke dight  from
the Iight source 3, on a sheet of a material through which the light from
the |ight sounsge3cfsa fiansm seihl paareant canslbeceitckeat erd ali@nd attached
on 25 the finger 1, or a pattern is drawn directly on the finger with a

mat eri al cutthagrefiethed| Lghht Adcshowit icanFbg. d8€eraifmengerhatdiar pattern
can be clearly recognized even with the light fromthe reflection - 23

| i ght sources 22latopett8yndbter bernngtiwhehker ca clogar Iimdgdge afase fi nger
vein pattern can be picked up with the reflected |ight alone, it can be

det ermi ned whee¢hera highl serpaflaéinnhas beérratinachée torcemotan limadwe case 5
where a high correlation is determ ned between an i mage obtained by

radi ating |ightaineth bhierbfightisguléehd fabonéhand ighti rege asbtdi ned by
radiating the light from the reflection |ight sources 22 al one, however, it
is deterni nedonpaingd fal sB2pat PPEALIN§dabached adingi tdet Iyight from

the reflecticon light sources 22 alone, however, it is
determined that a false pattern is attached or directly

10 drawn. Then, the user is warned through the display
means 15 or the speaker 17, and no identification
process is executed. In this way, the erroneous
recognition of a false finger vein pattern is
prevented.

15 Apart from the case in which a falsified
finger vein pattern is attached, a foul or dust may
exist on the finger surface, the finger insertion guide
unit 5, the optical filter 7 or the image pickup device
2. In such a case, too, a clear pattern may appear on

20 the finger image by radiation from the reflection light
sources 22 alone. This is determined by detecting
whether a significantly darker porticn than the
surrounding exists or not in the finger image picked up
by the light radiated from the reflection light sources

25 22 alone. As a method of this detection, in the case
where the value obtalned by differentiating the
interior of the finger area of the image exceeds a

given threshold, for example, it is determined that a



10 drawn. Then, the user is warned through the display neans 15 or the
speaker 17, and no identification process is executed. In this way, the
erroneous recognition of a false finger vein pattern is prevented. 15
Apart fromthe case in which a falsified finger vein pattern is attached, a
foul or dust may exist on the finger surface, the finger insertion guide
unit 5, the optical filter 7 or the dmage pickup device 2. In such a case,
too, a clear pattern nay appear on 20 the finger inmage by radiation fromthe

reflection |tphir gourees @2iatongt TReSphsrdetenm pediky o#et ecting whet her
a significantly darker portion than the surrounding exists or not in the

finger imgendiekesle Upss pyother! tghtrenadbatedifagm phecksfslieet i on | i ght
sources 25 22 alone. As a nethod of this detection, in the case where the
val ue obt ai negthydéifigreat hatdngot Heteknt ar toeaefl yt ke sfibnger area of the

i mge exceeds a given threshold, for exanple, it is determned that a - 24
clear patterpaeiésts ainttieepastecuhateposkt inage Nevenikhellgss, ot her
conventional inage processing mnethods may be used to detect a clearly
visible pattesiblénat heheasemahpeeitheni mageviesyckeasliynb \itsiilsl e at t he
sanme position at every session, it is determned that foul or dust is
accunul at ed dat¢heinedvilcet foul hercdsetwher ecthavpaesieti an where a cl ear
image is visible changes in each session, on the other
device. 1In the case where the position where a clear
image is visible changes in each session, on the other
hand, it is determined that a foul i1s attached on the
] 10 finger. This result is notified to the user or the
administrator through the display means 15 or the
speaker 17. Then, based con this notification, the
device can be cleansed or cleaned or other measures can
be taken to prevent the reduction in recognition rate.
15 [Embodiment 3]
Fig. 6 shows an example of a configuration of
a finger vein identification device for detecting a
biological reaction of a finger. A light source for
life recognition 51 is arranged in the fingertip guide
20 unit 4, and a light-sensitive element 50 is arranged
above the light source 51. The light source for life
reccognition 51 emits the infrared light which reaches
the light-sensitive element 50 through the fingertip.
In order to prevent the light of the light source 3,
25 1instead of the light of the light source for life
recognition 51, from reaching the light-sensitive

element 50, a light shield member 52 may be inserted

petween the light scurce 3 and the light-sensitive



hand, it is determned that a foul is attached on the 10 finger. This result
is notified to the user or the admnistrator through the display neans 15
or the speaker 17. Then, based on this notification, the device can be

cl eansed or cleaned or other neasures can be taken to prevent the reduction
in recognition rate. 15 [Enbodinent 3] Fig. 6 shows an exanple of a
configuration of a finger vein identifdcation device for detecting a

bi ol ogi cal reaction of a finger. A light source for life recognition 51 is

arranged in ¢ éﬁ@gﬁét' Iguigedéﬁ’e}:'zﬂkheé wﬁ@@h@r' bggﬁggéﬁ il \tﬁe@ ement 50

is arranged above t t source 51. The light so
recogni tion éé%éﬁl‘fsm ntraged Eight tlﬁ"@' ¢hukeagshesn b@etlhleghtlg%%ml tive

el enent 50 through the flngertlp In order to prevent the |ight "of the

light sourcegyeSrbdsiead 0 the M@H% 9Enthe:lbobt epeHECEofOr life

recognition 51, fromreaching the light-sensitive element 50, a |ight

shield member 52 may bej§nserigdusbshwegamphe Lirght -saur e r3rake Lire
light-sensitive - 25 elenment 50. It is determ ned whethér a finger is that

of an organisn pigatvéiomaber{tuettabhonefickhecki gBtecpawer ar ecei ved by
the light-sensitive element 50. Fig. 7 shows an exanple of a configuration

of 5 a fingsioveyncadentadtcati on deviagetor dategtiffigrancei gl-eg cal
reaction of a finger. The difference from Fig. 6 lies in that the |ight
source 3 forrpickénpiep in that the light source 3 for picking up
an image of a finger wvein pattern is used alsc as a
light source for detecting an organism, and the light-
10 sensitive element 50 is arranged in the fingertip guide
unit 4. This reduces the number of component parts.
Fig. 8 is an example of a timing chart for
the light power of the light-sensitive element 50 and
the identification switch 8 shown in Fig. & or 7. By
15 checking the depression timing of the identification
switch 8 and the fiuctuation timing of the light power
of the light-sensitive element 50, it can be determined
whether the finger i1s an organism or not. In the case
where_the finger 1 is an organism, the light power of
20 the light-sensitive element 50 undergoces no substantial
change until immediately before the depression of the
identification switch 8 with the finger 1 placed on the
fingertip guide unit 4. In the process, no fluctration
occurs other than the fluctuation due to the finger
25 displacement or a minor pulsation in synchronism with
the heart beats. Once the identification switch 8 is
depressed by the fingertip, the identification switch 8

is turned on and the amount of current flow is



an image of a finger vein pattern is used also as a |ight source for
detecting an organism and the light 10 sensitive elenent 50 is arranged in
the fingertip guide wunit 4. This reduces the nunber of conponent parts.
Fig. 8 is an exanple of a timng chart for the |ight power of the

| i ght-sensitive elenent 50 and the identification switch 8 shown in Fig. 6
or 7. By 15 checking the depression tigrniing of the identification switch 8
and the fluctuation timng of the light power of the |light-sensitive

el ement 50, iﬁs@@@tpﬁ detesatoed nmhether stkhe tinger the &ingkganipsm or not.
In the case where the finger 1 is an organism the |ight power of 20 the

l'i ght - sensi tiyeppbeseatbpOtnader ggestnp gubstanhial 4, chaggenentil
i mredi ately before the depression of the identification switch 8 with the
finger 1 pl agrsuon thebldbdgertvpiguttde Bhhte4:ibnikheepieeesso no
fluctuation occurs other than the fluctuation due to the finger 25
di spl acenenttlost atlng norapsthsat avaei afsyhehiaghsmewithedt fecheahte beats. Once
the identification switch 8 is depressed by the fingertip, the
i dentificatibiglswi tclhr8e fsrtiifiedrenogndtibe ahodst iakreaseent fBlsow is - 26
instantly increased. At the sane tinme, the fingertip 1is pressed by the
fingertip guadessmit, 4thantdighe paweunteofibkdobyf tbow lnghlie fingertip is
reduced so that the transmttance of the light emtted fromthe 5 |ight
source for |sé¢msiecognelieémanblsisinnceeasedinAsynahresakm, wthié lthght power
received by the |ight-
depression of the identification switch 8. With the
reduction in the pressure for depressing the
10 identification switch 8, the identification switch 8 is
turned off, with the result that the blood flow rate in
the fingertip increases and the light power received by
the light-sensitive element 50 decreases gradually.
In the case where the finger 1 is not an
15 organism but a falsification, no blood flows in the
finger and therefore there is no pulsation before
depression c¢f the identification switch nor does the
blood amount change at the fingertip at the time of
depression of the identification switch. Thus, there
20 1is no fluctuation of the light power received by the
light-sensitive element 50 as shown in Fig. 8. In this
way, by checking the fluctuation of the light power
received by the light-sensitive element 50 at the time
of depressing the identification switch 8, it is
25 determined whether a finger is an organism or a
falsification.

Fig. 9 shows an example of a configuration of

an identification device having the functions of



sensitive elenent 50 increases in synchronismwth the depression of the
identification switch 8. Wth the reduction in the pressure for depressing
the 10 identification switch 8, the identification switch 8 is turned off,
with the result that the blood flowrate in the fingertip increases and the
| i ght power received by the light-sensitive elenment 50 decreases gradually.
In the case where the finger 1 is nat an _ 15 organismbut a falsification,
no blood flows in the finger and therefore there is no pul sation before

depressi on ofietBetkdgnthki eahiiaatswirt ¢hengr ndees Wihey dlcood raymunt change at
the fingertip at the time of depression of the identification switch. Thus,
there 20 is nastkuebdaghodeofinihesli ght power waceaineed -k hef the

light-sensitive element 50 as shown in Fig. 8 1In this way, by checking the
fluctuation efingbe khghtnpowgenieece€iviee hy whhe diinghinr Sensjd iofe wienment 50
at the time of depressing the identification switch 8, it is 25 determ ned
whet her a fi pgegersvannopganesm at aickelksiub ot irerliakigg Eishows an exanpl e
of a configuration of an identification device having the functions of - 27
det ecti ng5t herennatdetibf et héghicngeomwictie thelef ismgerace reerttieon gui de unit 5,
the state of the thick of the finger and an organismfinger, wherein an
i mage of thefifigager Teenipahtefnciesipnckledigp By irsadinatwmes e Bide
transm ssible light fromthe side surface of the
sectional view and a top plan view. The light source 3
is located on the side surface of the finger, and the
upper portion of the identification device 6 is open.
183 The light incident on the side surface of the finger is
scattered in the finger and reaches the image pickup
device 2 through the finger insertion guide unit 5 and
the optical filter 7.
This identification device using the light
15 transmissible through the side surface of the finger is
different from the above-mentioned identification
device only in the position of the light source 3.
Like in the embodiment described above, the contact of
the finger with the finger insertion guide 5, the state
20 of the thick side of the finger and the finger as an
organism can be detected.
[Embodiment 4]
Fig. 10 shows an example of a registration
screen for displaying the state of finger insertion to
25 guide the user to insert the finger correctly at the
time of registration. Most of the users have are not

yet accustomed to the operation of the identification

device by the time of registration, and therefore



finger. The identification device 6 is shown as a side sectional view and a
top plan view. The light source 3 is |ocated on the side surface of the
finger, and the upper portion of the identification device 6 is open. 10
The light incident on the side surface of the finger is scattered in the
finger and reaches the image pickup device 2 through the finger insertion
guide unit 5 and the optical filter %8 This identification device using the
light 15 transm ssible through the side surface of the finger is different
fromthe abovegnerdd onedgiuteati tbcahsont degi €éngaky | BThehempasi ifon of the
| i ght source 3. Like in the enbodi nent descri bed above, the contact of the
finger wth tine fimger inséckednuguidedbsplhgedt ahea RAc&kdthe thick side of
the finger and the finger as an organi smcan be detected. [Enbodi nent 41
Fi g. 10 showsmamne exampter obOathegughrabeodisptagemekos dbspliayi ng the state
of finger insertion to 25 guide the user to insert the finger correctly at
the tine of swgspoattonn Wbsh ef cbheousegsifavélapeomotlinged accustoned to
the operation of the identification device by the time of registration, and
t her ef or e5- @& sueguivedsbetgugdebet oohnsert ofhehéi AigegerTheinmage of the
finger 1 picked up is displayed on a picked-up image nonitor 60 through the
di spl ay neargodb;iom. sTherpesiti vhinkt Hahchbongothegdindeeonopiseirdi ng a

60, can set his/her finger in position. In the

process, the finger state is expressed on a guidance

statement display unit 65 in such words as ' the finger 1

‘ 10 is rotated in a two-dimensional (2D) plane’, "the finger
1 is rotating about its center axis’, "the finger 1 is

»

in contact with the finger insertion guide unit 5", "the
finger 1 is a falsification’ or "a false finger vein
pattern is attached o the finger 1. Further, a

15 guidance diagram 64 indicating the finger state is
displayed in the guidance display unit 63. Based on
these information, the user can be informed of how to
correct his/her finger state. In this way, the user can
execute the process of registration correctly in

20 accordance with the guidance on the screen. As a
result, the job for registration on the part of the
administrator is reduced and the administrator is not
required to attend the user. Therefore, the burden on
the administrator can be reduced.

25 More reliable registration data can be
obtained not by one trial but by selecting the data

suitable for registration cut of several data obtained

from several trials of finger insertion. Alsc, the



5 nmeasure for setting the contour of the finger 1 in position. The user,
whi |l e wat ching the image nonitor 60, can set his/her finger in position. In
the process, the finger state is expressed on a guidance statenent display
unit 65 in such words as "the finger 1 10 is rotated in a two-di nensi onal
(2D) plane", "the finger 1 is rotating about its center axis", "the finger
1is incontact wwth the finger inserddon guide unit 5", "the finger 1 is
a falsification" or "a false finger vein pattern is attached o the finger
1". Further,uged5caniglansecdsagnam 64 ihdi dating therhitnger mstrate is
di spl ayed in the guidance display unit 63. Based on these information, the
user can be é&hforhedt 0f bowi hdormangethehuskhen ff thgerlisttatrenckn otthi s way,
the user can execute the process of registration correctly in 20 accordance
wi th the guidesmceresctteisseeenonAstater ésoht theherpotolier inegirsticat i on on
the part of the admnistrator is reduced and the adm nistrator is not
required to stdead the esesdimbetefiar ehitheshohdénfommathenadms ni strator can
be reduced. 25 More reliable registration data can be obtained not by one
trial butSbypsetectedgfoherdaiatrstibablie flescrépest batfloen out of several
data obtained fromseveral trials of finger insertion. Also, the - 29 user
can be accustoned to thachleviwme bdper aseonineeetsehf fé¢hgrt]l Yoy i nform ng the
user of the difference of the present insertion state fromthe previous
i nsertion registration, the finger vein pattern in the first

trial or the past trial is matched, and the degree of

pattern fluctuation is indicated in a matching result
10 display unit 62 on the one hand and in a finger

insertion fluctuation graph display unit 66 in time

series on the other. Further, such information as the

finger state and the reason for the fluctuation may

also be displayed on the guidance display unit 63. The
15 wuser, watching these history information, makes trials

repeatedly and thus come to visually understand the

fluctuations of the finger insertion in accordance with

the manner in which the finger is inserted. Also, this

history can be used in such a manner that in the case
20 where the finger insertion undergoes large

fluctuations, the data is nor registered while the

finger vein pattern is registered only after small

fluctuations continue. This registration can be

carried ocut manually by the user or automatically by
25 the system. Alsc, the registration data can be

produced in a single or a plurality of sheets.

The information on the registration image

shown in Fig. 10 may be transmitted, not by the



state. An enbodi ment in which such information is 5 presented for
registration is described below. Each tinme the user inserts a finger for
registration, the finger vein pattern in the first trial or the past trial
is matched, and the degree of pattern fluctuation is indicated in a

mat ching result 10 display unit 62 on the one hand and in a finger
insertion fluctuation graph display unijj 66 in tine series on the other.
Further, such information as the finger state and the reason for the

fluctuation mRY,rAhs9cherdhsbhayedoanmtigsouidance dirgplasgiiy 63. The 15
user, watching these history information, makes trials repeatedly and thus

come to visugbh¥sunderst gng.the phkugtuat-bermiels ithe rldargersddmserdion in
accordance with the nmanner in which the finger is inserted. Also, this

history can bgeUspdakBrsyghuaifngneee iBatel Aot B@icasehd0 wdrer ed he finger
insertion undergoes large fluctuations, the data is nor registered while

the finger vgkBrpahteyReksriggest @6@@e@!ﬂ|lé(f.af treri ss ralgli stfdatgtaat i ons
continue. This registration can be <carried out manually by the user or
aut omat i cal | yebyod5ifpecsyst ene Akbgeecet he whgicst rall arsedatia can be produced
in asingle or a plurality of sheets. The information on the registration
i mge shownacbubktgmedOtoayhbederansnvpeedtinat wiy lehat3Ghd rfaararat i on
transm ssi on nmeans such as the display nmeans 15 of Fig. 1, but by
transni ssi ontimeansa&inohy as possible to acquire highly reliable
registration data.
[Embodiment 5]
10 An embodiment is explained below in which the
identification modes include the 1-N identification
mode for matching all the registration images and the
1-1 verification mocde for inputting the ID number to
identify the user in advance and matching only a
15 corresponding registered image. In the 1-N
identification mode, the identification process is
started immediately after the finger is inserted, while
the identification prccess is started after the ID
number is input using the input means 16 and the finger
20 1is inserted in the 1-1 verification mode.
The result of identification and the
information required for identification can be
presented tc the user by the display means 15 or the
speaker 17. The display means usable for this purpose
25 include a visual display, liquid crystal or a LED lamp.
The sound issued from the speaker 17, on the other,

includes a voice or beep. Figs. 11, 12 and 13 show

examples of flowchart showing the identification mode



t he speaker 17 using the voice to guide the user to insert his/her finger
correctly. This registration 5 nethod i nproves the degree to which the user
is accustonmed to the device operation while at the sane tine making it
possible to acquire highly reliable registration data. [Enbodi nent 5] 10 An
enbodi ment i s explained belowin which the identification nodes include the
1-Nidentification node for matchinggll- the registration images and the
1-1 verification node for inputting the ID nunber to identify the user in

advance and uai&hingehl ywatdhegopeegponding 1egi stenedrijkegeonl N the 1-N
identification node, the identification process is started i mediately

after the finges ksdi neerted, vuhikecatheni featificatkes precess is started
after the ID nunber is input using the input neans 16 and the finger 20 is

inserted in thendifivetibhcabiion ondeiddheiresuktoaf pirdentisl iigati on and the
information required for identification can be presented to the user by the

di spl ay neansxdbubedt BempspenkeinddrtThe di sphaytarans fusgble for this
purpose 25 include a visual display, liquid crystal or a LED lanp. The
sound i ssbedwitout henspeakes tHe oOnfoheaotber suchnakudes I@ wainkeror beep.
Figs. 11, 12 and 13 show exanples of flowchart showi ng the identification
node - 31 sébecideertyfginychedebstmeenThbel 1NNiddent fficeatioonmode,
therefore, is very convenient for the user. In view of
the fact that the correlation threshold value for
determining a registered person for matching with the
10 registration data is shared by all the registered
perscns, however, the user whose correlation with
his/her data tends to be low is liable to be rejected.
In the 1-1 verification mode, on the other hand, the
identification process i1s executed by finger insertion
15 after inputting the information such as an ID number
for specifying a person to be identified. According to
this mode, though low in utility, a thresheld can be
set for each person and therefore the recognition rate
of the user not sufficiently accustomed to the device
20 manipulation is improved. According to this
embodiment, the registration data has a
validity/invalidity attribute of the 1-N
identification, and by wvalidating or invalidating the
1-N identification mcde operation automatically, the
25 two identification modes are switched for each person
in a single system. Further, in the case where the

correlation with the registration data is determined

low, the registration data are automatically updated



node and the 1-1 verification node. In the 1-N identification node, the
identification process is executed sinply by inserting a registered finger
5 without inputting the information such as an ID nunber for identifying a
person. The 1-N identification node, therefore, is very convenient for the
user. In view of the fact that the correlation threshold value for
determning a registered person for nmafching with the 10 registration data
is shared by all the registered persons, however, the user whose

correl ation whéhep)i 6 herpdata tpadstioibe baw kshikabl @ hogherrejected. In
the 1-1 verification node, on the other hand, the identification process is

executed by férgetitnsertios. 15 after inputting the information such as an
| D nunber for specifying a person to be identified. According to this
mode, though low in utkigtyllashbweshnl dxaaplbecrset fiewcaaeh gerson and
therefore the recognition rate of the user not sufficiently accustoned to
t he devi ce 20wnedihpul atheontws idpnovédcaAdccardendftioathba menkedi ment, the
registration data has a validity/invalidity attribute of the 1-N
i dentificatiomelahidndyl vidl idatthfioatinouakndathrglthevérhfidentichi.cati on
node operation automatically, the 25 two identification nodes are swtched
for each perBonstj nsteesi Byle syseracuFadt her, innttithéicaseonherfethke
correlation with the registration data is determined |ow, the registration
data are autonag¢ caltlyuppdased 2, 32he light source 3 and the memory

12, for example. 1In step 5110, it is determined

whether the identification switch 8 has been depressed
10 or not. In the case where the identification switch 8

has been depressed, the 1-N identification mode of step

S120 is carried out. The 1-N identification mode is

described in detail later with reference to Fig. 12.

In the case where the identification switch 8 has not
15 been depressed, on the other hand, it is determined in

step S130 whether the ID number has been input or not.

In the case where the ID number has been input and it

is determined in step S140 that the identification

switch B has been depressed, the 1-1 verification mode
20 is carried out in step S$150. The detail of the 1-N

identification mode in step S120 is explained later

with reference to Fig. 12. At the end of execution of

each identification/verification mode, the process is

ended in the case where the identification mode of the
25 1dentification system is left in step 3160. Otherwise,

the identification mode is repeated. According to this

process, the convenient 1-N identification mode and the

reliable 1-1 verification mode are switched to realize



thereby to inprove the utility and achieve a higher recognition rate. Fig.
11 shows an exanple of a flowhart for swtching the two
identification/verification nodes 5 including 1-N identification and the 1-1
verification. First, step 5100 is executed for initialization of the inage
pi ckup neans 2, the light source 3 and the nenory 12, for exanple. In step
S110, it is determ ned whether the ideptification switch 8 has been
depressed 10 or not. In the case where the identification switch 8 has

been depressgdsythenlndlidgnbbthcat jRNuERdetof astiepighl2@ liisisaritdyed out.
The 1-N identification node is described in detail later with reference to
Fig. 12. In the case whege theshdest hhi eakinpheswitt ah f8ohasnanat fckd been

depressed, on the other hand, it is determned in step S130 whether the ID
nunber has bega LApuidentheicatliont hedeagaviher eheheuhbBrawmbert has been
input and it is determned in step S140 that the identification switch 8
has been depigssetdathbegletleverNfidahtoninadeécB0fbg earhi edeaut iIm Step
S150. The detail of the 1-N identification node in step 5120 is expl ai ned
later wi bh seéprente, telFi ghel2egfsttrheienddataeiecat vadiaf 1-&ach
identification/verification node, the process is ended in the case where
the identifictatnonfhogeiof mhée28redratichiedatiivh shist emsiestleeft in step
S160. O herwise, the identification node is repeated. According to this
process, theftogeentkarchbyNtodealihileati bhenpdttand theredeltiial.e 1-1
verification node are switched to realize

In step S210, it is determined whether the person

involved is registered or not, using the correlation
10 wvalue. In the case where it is determined that the

person is not registered, this mode is terminated. In

the case where the person is registered, on the other

hand, the person identified in step S$220 is specified

to execute the identification process. The
15 identification process 1s defined as a process for

opening the door, logging in to a PC, leaving an

identification log or the like process corresponding to

the identification system. Next, in step S$S230, it is

determined whether the correlation value calculated in
20 step 5220 is sufficiently high or not. 1In the case

where the correlation value is sufficiently high, this

mode is terminated. In the case where the correlation

value i1s not considered sufficiently high, on the other

hand, the identification process is executed, but a
25 high-correlative identification may have been

impessible. In step 5240, therefore, the number of

low-correlative matching operations for the perscon is

read, and the particular number plus one is stored



- 33 a systemhaving both high utility and high reliability. Fig. 12 shows
an exanple of a flowhart for the 1-Nidentification node having the
function of invalidating the 1-N identification for each user. In 5 step
S200, all the registration data in a valid 1-N identification node are
matched with the inserted finger thereby to calculate the pattern
correlation. In step S210, it is deteymned whether the person involved is
regi stered or not, using the correlation 10 value. In the case where it is

determ ned thadif hen Pessogrbs. notyrepkst ergdstbpi 8z@Bde sics jlserm nated. In
the case where the person is registered, on the other hand, the person

identified idfesteni S2A0/hstePecCthkeflumberexecuhe 1he-kdertikitGatd on process.
The 15 identification process is defined as a process for opening the door,

loggi ng i n tgaecklg!| aviagi @ls hdentkEkeationhkogheeshbed wige ugr qgess
corresponding to the i1dentification system Next, in step S230, it is

det erm ned whether, t hencolé etatéonhyakueneaharbatedri Ah201step S220 is
sufficiently high or not. In the case where the correlation value is

sufficiensl ychighlathvs maodeihg dveerhbabed. hhs hbe easecvher ehiche

correlation value is not considered sufficiently high, on the other hand,

the identifit¢latéstiopd ocebsei Bl exenusenodbul sat2bmhhghedor r ghattihee

identification may have been inpossible. In step S240, therefore, the

nunber of |owseorhetative mahichrngfopkealbwensotorlthévpemnaarhisig
operaticns has exceeded the threshold value T1l, on the
other hand, it is determined that the low-correlative

10 matching operations have been repeated successively or
frequently, and the 1-N identification attribute of the
registration data for the person is invalidated in step
5270. As a result, the matching operation cannot be
performed for the particular person in the 1-N

15 identification mode any longer, and only the 1-1
verification mode becomes possible autcomatically.
After that, the number cof low-correlative matching
operations is initialized tc zero in step 5280 thereby
to terminate this mode. In the process, the user may

20 be notified by voice, characters or turning on a lamp
that the identification in the 1-N identification mode
is impossible and that only the 1-1 verification mode
for inputting the ID number each time is possibkble. In
this way, according to the process shown in Fig. 12,

25 the user who cannot be identified in the 1-N
identification mode is switched automatically to the 1-

1 verification mode for improved reliability.

Fig. 13 shows an example of a flowchart for



read, and the particular nunber plus one is stored - 34 again in step S250.
Further, in step S260, it is determ ned whether the nunber of the

| ow-correl ative matching operations has exceeded the threshold value Ti or
not. In the case where the nunber of the low 5 correlative matching
operations has not exceeded the threshold value Ti, this node is
termnated. In the case where the numker. of the lowcorrelative matching
operations has exceeded the threshold value Tl, on the other hand, it is

determ ned thad 1he fom£orsel ahineadOnaRt ghi Agropetabhong have been
repeated successively or frequently, and the 1-N identification attribute

of the regiwiradidoingative fDrNtheepel s08at sohn¥aki dathdusBrskeg S270. As a
result, the matching operation cannot be perforned for the particular

person in thedrdtidyitentiéqLat i oniomdeanayatengaingand onhysthe 1-1
verification node becomes possible automatically. After that, the nunber of
| ow correl ats ¥@0 e iedi gy i opesei bOnGats tOktbapbAadnyotzethei Anpligp S280
thereby to termnate this node. In the process, the user may 20 be notified
by voi ce, 5 chap aclimtsr of s trihdingd omieh | P dabat ohhehedénsettedtion in the
1-N identification node is inpossible and that only the 1-1 verification
node for inpiidgengcd healdamderheachbrieébetisonpossiubl e. Shhseyheatway,
according to the process shown in Fig. 12, 25 the user who cannot be
identified isté¢e A3 tdehdid i catrospomdetossseptchedOaubofétleal ly to the
1-

respectively. In the case where it is determined in

step S330 that the correlation value calculated is
10 sufficiently high, the number ¢f high-correlative

matching operations for the particular person is

incremented by one in step 35340. Further, in step

$350, it is determined whether the number of the high-

correlative matching operations has exceeded the
15 threshold T2 or not. In the case where the threshold

T2 is not exceeded, this mode is terminated. In the

case where the threshold T2 is exceeded, on the other

hand, it indicates that the high-correlative matching

cperations have been carried ocut successively or
20 frequently. Thus, the 1-N identification attribute of

Lhe registration data corresponding to the ID number is

validated in step 38360, and the number of low-

correlative/high-correlative matching operations of the

person are both ilnitialized to zero in step S$370. This
25 wverificatiocon mode is then terminated.

In the case where it i1s determined in step

5330 that the calculated correlation is not considered

sufficiently high, it is determined in step S390



1 verification node for inproved reliability. Fig. 13 shows an exanple of a
flowhart for - 35 the 1-1 verification node having a function of
validating the 1-N identification for each user and replacing the

regi stration data accordingly. In step 5300, the registration data
corresponding to the input 5 ID nunber is matched with the data on the
inserted finger to calculate the cgrgglation val ue. Subsequent steps S310
to 5330 correspond to steps S210 to S230, respectively. In the case where

it is determmathdn 18 a3 dhahatbei corast it 0pnyakueeegkcyl ated is 10

sufficiently high, the nunber of high-correlative matching operations for

the particulgreRarsonded 4HE B egh Dye ONe oA sbep 5SBA0thEURkBer, in step
S350, it is determ ned whether the nunber of the high- correlative matching

operations h@&ﬂﬂ%qgﬂﬂaﬂmﬁéghéiht*ﬁﬁ&@ofﬂ ﬂ? @6tn@&eeéaeahetﬁa§e where the
threshold T2 is not exceeded, this nbde is termnated. In the case where

the thresholwdiZ i satepicadnth 0N thendidesd. hand, thé &adecaheset Bk the
hi gh-correl ati ve matching operations have been carried out successively or

20 frequent lphreldtusld thel de N'3 dentdfdicatieon ahtthdubenet nhkthe,regestration
data corresponding to the ID nunber is validated in step 5360, and the
nunber of | avwmisof ref atdwad hlhecors eded o ensradichh§gopperat bapsaok t he

person are both initialized to zero in step S370. This 25 verification node
is then ternimatied.ized to zerc in step S400. Further, in step
5410, the registration data corresponding to the ID
number are replaced by the currently input data. This
10 data has already been correctly confirmed as data for
the particular person, and therefore the data of other
persons cannot be intentionally registered, thereby
maintaining the reliability of the data. In step $S420,
the substitution of the registration data is nctified
15 to the identification/verification system
administrator, and this verification mode is
terminated.
In step 5410 shown in Fig. 13, the currently
input data are replaced by the registration data. This
20 corresponds to the autcmatic updating cof the
registration data. As a result, the user who cannot be
identified in high-correlative matching operation due
to a high correlation value in both 1-N identification
mode and 1-1 verification mode can be increased to the
25 highest correlation in terms of the present manner of
finger insertion. This effect both improves the

recegnition rate of the user whe has changed the manner

cf finger insertion for registration and the manner of



In the case where it is determned in step S330 that the cal cul ated
correlation is not considered sufficiently high, it is determned in step
S390 - 36 whether the nunber of nmatching operations exceeds a

predeterm ned threshold value T3 or not. In the case where the threshold
value T3 is not exceeded, this wverification node is termnated. In the case
where the 5 threshold value T3 is equgpeﬂ, on the other hand, the nunber
of | ow high-correlative matching operations are initialized to zero in step

S400. Furtheg;nbdrsigperS44Q. shhe EQ%&%E&@t59?1@%%%i%%ff%§ﬂpnding to the ID
nunber are replaced by the curren?ly i nput data. This 10 data has al ready

been correct}y-¢oatsraed-a8;idat RehAE abhenRar thoekaknRNIONn &pd therefore
the data of other persons cannot be intentionally registered, thereby

nai nt ai ni ng thegeel yabhl phyteint hetHatamel BrsteR:19420ns tie phyRSidatiut i on of
the registration data is notified 15 to the identification/verification

system adm pbsliiet&ks, addri At soMer bhikcabi enipede by phekMisated. In step
S410 shown in Fig. 13, the currently input data are replaced by the

registratgonggaten. This RO soneespragdsat aiyheravbemtiieonupdatd ranof the
registration data. As a result, the user who cannot be identified in

hi gh-correl apéveaiht ehheg wpehatitonndueast Agarheghysdemelbatkiran ival ue in both
1-N identification node and 1-1 verification node can be increased to the
cost by automatically updating the data. Alsc, the
clarity of the finger vein pattern image for some users
may be changed due to the fluctuation of the blood flow
10 rate caused by the change in atmospheric temperature
from one season to another. Especlally in a season low
in atmospheric temperature, the blood flow rate is
reduced to such an extent that the correlation is
decreased with the pattern registered in a season of
15 high atmospheric temperature. This fluctuation is
considered to occur slowly over several months. By
replacing the registration data when the correlation is
reduced, therefore, the registered pattern conforming
with the present season is made available. 1In this
20 way, the reduction in recognition rate can be
prevented.

At the time point when the threshold value T1
is exceeded by the number of low-correlative matching
operations in the 1-N identification mode shown in Fig.

25 12, the registration data may be replaced without
proceeding through the 1-1 verificaticon instead of

invalidating the 1-N identification as in step S270.

By doing so, the ID number input for 1-1 verification



25 highest correlation in terns of the present manner of finger insertion.
This effect both inproves the recognition rate of the user who has changed
the manner of finger insertion for registration and the manner of - 37
finger insertion for practical application, and provides effective neans
agai nst fluctuations in the finger vein pattern with tine or variations in
physical conditions, variations due t@ i_llness or physical 5 growmh. At the
sanme tinme, a high recognition rate can be naintained wthout increasing the

system oper atd ol irg0sit 1y and opmé i sahtyivpUakbpyitheidat as Akge, the
clarity of the finger vein pattern inmage for sone users nmay be changed due

to the fluctpwdd o ofwidteold aoglyét o 10afabet cagsedebyttiherghange in
at nospheric tenperature fromone season to another. Especially in a season

| ow in at nogphetd e tveiges aths exed het bhoodanf ovarate rsplheddced to such an
extent that the correlation is decreased with the pattern registered in a

season of 15Hdi@hglatmaspheshei feopetahused Thisvébbetivation ks ieonsi dered
to occur slowy over several nonths. By replacing the registration data
when the Torttel atémtod snenteducedeve her efier eegi heeregi stesed pant een
conformng wth the present season is nade available. In this 20 way, the
reduction i rpoecogrely adert ef cadh bed pheveagedtrAtithedbitaecpai be when t he
threshold value T1 is exceeded by the nunber of |owcorrelative nmatching

more securely updated.

Accoxding to this embodiment, the

registration data base is shared by 1-N identification
10 and 1-1 verification, and the 1-N identification

attribute is provided for each registration data to

record the validity or invalidity of the 1-N

identification. As an alternative, two data bases for

1-N identification and 1-1 verification may be prepared
15 so that the validity/invalidity of the 1-N

identification is switched by writing/deleting the data

in the data base for 1-N identification. As a result,

the 1-N identification and the 1-1 verification can be

switched to each other without any special attribute of
20 the data to be held, thereby reducing the amount of

information stored.

In the identification/verification mcde

described above, a plurality of registration data may

be held for cne finger, sc that a representative one of
25 the registration data is matched in 1-N identification

mode, while all the registration data are matched in 1-

1 verification mode. In step 5410 for replacing the

registration data with input data, only one of the



operations in the 1-N identification node shown in Fig. 25 12, the

regi stration data nay be replaced w thout proceeding through the 1-1
verification instead of invalidating the 1-N identification as in step
S270. By doing so, the ID nunber input for 1-1 verification - 38 1is
elimnated and the practical application is made possible w thout adversely
affecting the utility. In the case whgre the registration data are replaced
through 1-N identification and 1-1 verification as in 5 this enbodi nent,

however, the,1egd ey edf pes§osceanibg dpesi tkvekyliheent ifbirednand the
regi stration data can be nore securely updated. According to this

enbodi ment, fhegeregisirathorhdatarbaseetsinfacrd Prglshrbdeshi biacation 10
and 1-1 verification, and the 1-N identification attribute is provided for

each registradilon daspatod, reserdxbfplual tdet ylaesknyabiidickutobnt he 1-N
identification. As an alternative, two data bases for 1-Nidentification
and 1-1 verididcati onsabycbed psepanedddbaseithathehemualliedict yhitaval i dity of
the 1-N identification is switched by witing/deleting the data in the
data basesfotocdrdN atdemti fatati 0. aAS aheesuhkr rehéstrNtidentdaftiacadti on and
the 1-1 verification can be switched to each other w thout any speci al
attribute ofs@le¢theddatBytmabehhetda pherebytyedicragitheaadountack
information stored. In the identification/verification node
in this way, the tolerance of matching against the
fluctuations in finger insertion can be improved for a
higher recognition rate. Also, in the case where a
10 plurality of registration data classified by
registration season are made available, a different
identification process for the finger vein pattern can
be executed in a different season, and thus the
reduction in recognition rate is prevented.
15 In step S300 shown in Fig. 13, the ID number
corresponds to one registered pattern. As an
alternative, specified registered patterns may be
regarded as one group and the group ID number may be
input. In this case, all the plurality of registered
20 patterns specified by the group ID number are matched.
Nevertheless, the user can input only a short ID number
for identification on the one hand, and the number of
data to be matched is reduced cn the other, thereby
making possible high-speed prccessing.
25 The invention achieved by the present
inventcr has been described above specifically based on

embodiments thereof. This invention, however, is not

limited to these embodiments and of course modifiable



descri bed above, a plurality of registration data may be held for one
finger, so that a representative one of 25 the registration data is nmatched
in 1-Nidentification node, while all the registration data are matched in
1- 1 verification node. In step S410 for replacing the registration data
with input data, only one of the - 39 plurality of registration data is
replaced for one finger. As a nethod,ef selecting the registration data to
be replaced, for exanple, the oldest registration data is selected or the

data with the smaldest w£19’i@1!1t 5d&%yf€h%' PPoMa‘cH@ %1%% EH@ 9LhBE

registration data is selected matching a plurality of registration data

in this way, tﬁ&%éé@'e“ﬁm§er@£s@ﬁtEB&”Qwﬁgéhﬂﬁh bhewekhugtyations in finger
insertion can be inproved for a higher recognition rate. Also, in the case

where a 10 plad@li£ycHfid00hSdrati opedat acgt assi Ehednbyn Fegkstnation season
are made available, a different identification process for the finger vein

pattern can tde; execart eskambBe di {§ enent 1 sRasen, tandnkhysntBe reduction in
recognition rate is prevented. 15 In step S300 shown in Fig. 13, the ID

nunber correspondsi dHr dhe, regt sigpedcppl EewnthAsqanl akfFeenatbve, specified
regi stered patterns may be regarded as one group and the group |ID nunber

may be inpubiondt it sidase fatdtibe pEurnki Eyngkrr egi stesedf2@nhpant erns
specified by the group ID nunber are matched. Neverthel ess, the user can
input only atishardtdidmpnbettern fluctuates with the physical
conditions, illness, growth or season.
As described above, according to the
10 invention developed by the present inventor, the
erroneous insertion or deformation of the finger can be
automatically detected. The finger vein pattern in an
errcneous finger position is prevented from being
registered, and the system administrator can completely
15 prevent the erroneous finger insertion of a great
numper of persons without checking whether each finger
is inserted correctly.
Also, 1t is possible to inexpensively prevent
the reduction in recognition rate cof the finger vein
20 identification device due to the erroneocus finger
insertion by the user not accustomed toc the device
operation or the inserticn of a false finger by a
willful user.
It should be further understccd by those
25 skilled in the art that althcugh the foregoing
description has been made on embodiments of the

invention, the invention is not limited thereto and

various changes and modifications may be made without



for identification on the one hand, and the nunmber of data to be matched is
reduced on the other, thereby naking possible high-speed processing. 25 The
i nvention achi eved by the present inventor has been described above
specifically based on enbodinents thereof. This invention, however, is not
limted to these enbodi nents and of course nodifiable - 40 wvariously

W t hout departing fromthe spirit anﬁtﬁfqpe thereof. The reason for
switching between 1-N identification and 1-1 verification showm in Figs. 11
to 13, for e LS L m : e fLn i.dent.ifq j on, but
applicabl e m??ﬁytgh% g ?%c%hgggsgf%ge%?ingdgﬁ?ﬁ Féﬁ?}%ﬁ“%ﬁﬁ% e finger or
iris of which ﬁgeoga£ﬁgiQ%pgggggrglggﬁgguates with the physical

condi tions, il?ness, growh or season. As described above, according to the
10 invention devel oped by the present inventor, the erroneous insertion or
deformati on of the finger can be automatically detected. The finger vein
pattern in an erroneous finger position is prevented from bei ng

regi stered, and the system adm nistrator can conpletely 15 prevent the
erroneous finger insertion of a great nunber of persons w thout checking
whet her each finger is inserted correctly. Also, it is possible to

i nexpensively prevent the reduction in recognition rate of the finger vein
20 identification device due to the erroneous finger



insertion by the user not accustonmed to the device operation or the
insertion of a false finger by a wllful user. It should be further
understood by those 25 skilled in the art that although the foregoing
description has been nade on enbodi nents of the invention, the invention is
not limted thereto and various changes and nodifications may be nade
Wi thout - 41 departing fromthe spi-rie of the invention and the scope of
t he appended clains. - 42 - CLAIMS: 1. A personal identification device
conprising: an imge pickup unit; a guide unit to set a finger to be
captured; a light source which emts a |light adapted to be transmtted
t hrough t REA Y $rger and incident on said i mage pickup unit; an image
operating_unit which generates.a vejn ﬁattgrn_fron1an,inaag pi cked up by
"a

said unit-and mat cht RGEERBAL vEFTM Pt OBf 8% F iSTgE 1R T pattern

regi stered in advaggei a starage &Qigh hol ds said regi stered pattern; and
a detection unit whith detedt's afcont

contactt between said finger and said guide
unit. 2. A personaly igqlqlarei Lheationdevi (Egnggfzocréji%g ctaﬁtﬁl:@jim 1; wherein
a light source which emits a light adapted to be
transmitted through the finger and incident on said image
pickup unit;
an image operating unit which generates a vein
pattern from an image picked up by said unit and matching the
vein pattern of said image with a pattern registered in
advance;
a storage which holds said registered pattern; and

a detection unit which detects a contact between

said finger and said guide unit.

2, A personal identification device according to claim
1; wherein

the guide unit includes a finger position guide
unit that contacts with the finger at the point which is not
imaging area, and a finger insertion guide unit that is
located between the imaging area of the finger and the image
pickup unit; and

the detection unit detects the contact of the finger

to the finger insertion guide unit.

3. A personal identification device according to Claim

1 or 2, further comprising:



the guide unit includes a finger position guide wunit that contacts with the
finger at the point which is not inaging area, and a finger insertion guide
unit that is |ocated between the imagi ng area of the finger and the inmage
pi ckup unit; and the detection unit detects the contact of the finger to
the finger insertion guide unit. 3. A personal identification device
according to Claim 1 or 2, further tdAprising: 43 an alarmunit which
gives an alarmto an owner of said finger; wherein when said detection unit
detects said contact, said alarmunit gives an alarmto said owner. 4. A
personal identification device accordin% t mhere%n said

d aj 3,
detection unit is #SACER URLE Yot &4 eﬁgFB\Aﬁai%nﬁnﬁ:i‘??grféﬂ' NSEr PFon gui de

unit and adﬁgpggg;o_be depressed by said finger insertion guide unit

depresseds%y salngontact. 5. A personal identification device according to
one of the claiml 0 A, Waghekh: S LeUsa! AN Wkdedcs a9@ntact  sensor

of selected one of electric type, electrostatic capacity type and pressure
type di stributad Quen sakenoude givRist ahogaiag Retwganctherfi nger and the

i mage pickup unit. 6. A personal 1dentification device according to one of
the clains 2 to 5, wherein said finger insertion guide unit has such a
shape as to be contacted by extending said finger.
4. A personal identification device according to Claim
2 or 3,
wherein sald detection unit is a switch unit located
below the finger insertion guide unit and adapted to be

depressed by said finger insertion guide unit depressed by

said contact.

5. A personal identification device according to one of
the claim 1 to 4, wherein said detection unit is a contact
sensor of selected one of electric type, electrostatic
capacity type and pressure type distributed over said guide

unit located between the finger and the image pickup unit.

6. A personal identification device according to one of
the claims 2 to 5, wherein said finger insertion guide unit has

such a shape as to be contacted by extending said finger.

7. A personal identification device comprising:

an image pickup unit;

a first iight source which radiates light adapted to
be transmitted through a finger and incident on said image

pickup unit;



7. A personal identification device conprising: an inmage pickup unit; a
first light source which radiates |ight adapted to be transmtted through a
finger and incident on said image pickup unit; 44 a second |ight source
whi ch radiates |ight adapted to be reflected on said finger and incident on
said image pickup unit; an inmage operating unit which generates a pattern
froman i mage picked up by said i mage4pi€kup unit and matching said
generated pattern with a pattern registered in advance; and an alarmunit
which gives an alarmto the owner of said finger; wherein said alarmunit
gives an alarmin the case where said inmage operating unit detects selected
one of the displ acemesensf L4kt riBUcedvposh t1asHSt6F Eﬁkl%ﬁ@Rﬁeq oints on

a palmside of said finger and a.nail fromthe i ma with the

li ght ref‘F%ckieedfeifllﬁFng‘élWf%%ﬁlngerﬁ%r%ﬁgﬁnf-dgﬂtg aft“i I‘? devi ce

accordin qTCIal wherein said i rage operating unit determ nes whether
sai d fing% WP PR¢Sified or not based on brightness of the pattern

generated fromthe j 9%88'8§5§L%“ﬁ§y gﬁttbﬁlcﬂ (fr%%ggegted fromsaid

finger. 9. A persona ntirfrca evi ce according to Claim 7 or 8,

wherein the qnesencq 9f ARSRNGE Rkl 0¥l by dUSl habBepickup unit and

matching said generated pattern with a pattern registered in
advance; and

an alarm unit which gives an alarm to the owner
of said finger;

wherein said alarm unit gives an alarm in the case
where sald image operating unit detects selected one of the
displacement of distributed positions of wrinkles of joints on
a palm gside of said finger and a nail from the image picked up

with the light reflected from said finger.
8. A personal identification device according to Claim

wherein said image operating unit determines
whether said finger is falsified or not based on brightness
of the pattern generated from the image picked up with the

light reflected from said finger.

9. A perscnal identification device according to Claim
7 or 8,

wherein the presence or absence of foul, dust or the
finger grease is detected from the pattern of the image picked

up with said reflected light.

\



finger grease is detected fromthe pattern of the inmage picked up with said
reflected light. - 45 10. A personal identification device according to any
one of Clains 7 to 9, wherein said first |light source and said second |[ight
source are turned on and off in conplenentary fashion wth each other. 11.
A personal identification device according to any one of Clains 2 to 10,
further conprising: a switch unit adapted to be depressed by the forward
end portion of said finger; a light-sensitive elenent; and a |ight source
which emts light adapted to be transmtted through said forward end
portion of said finger and incident to said |light-sensitive el enent;
wherein sHl-d |ight Aseassenadk ialeampfi cet @etdevd cef pgeptdind oW ght power,
and said i mage ogerating unit matches said i nage by depression of said
switch urff®e CAnf§13ABF el " t%4is deternined whether said finger is falsified
or not fromthe fluctuation of the Iight _ power received by sajd

| i ght-sensitive el éf ﬁ?lﬁe?ﬁb%ngﬁqﬁ§ Egﬁéto?ouﬁﬁﬁ @“@eﬁ?égsF%kPQéuj the tine
before Satﬂﬂg?%%%§%é0§réﬁtﬁ¥%é% o%“%ﬁ rbf%“fﬁ complementary fashion

with each other.

11. A personal identification device according to any
one of Claims 2 to 10, further comprising:

a switch unit adapted to be depressed by the
forward end portion of said finger;

a light-sensitive element; and

a light source which emits light adapted to be
transmitted through said forward end portion of said finger
and incident to gaid light-sensitive element;

wherein said light-sensitive element detects a
fluctuation of 1light power, and said image operating unit
matches said image by depression of said switch unit, and

wherein it is determined whether said finger is
falsified or not from the fluctuation of the light power
received by said light-sensitive element between the time of
said depression and the time before said depression of said

switch unit.



