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SYSTEM Thi s patent application clains priority froma Japanese hbaedAszn
application, 2001-109776 filed on April 9, 2001, the contents of 5 which
are incorporated herein by reference. BACKGROUND OF THE I NVENTION 1. Field
of the Invention 10 The present invention relates to security for a
collective building, i.e., anmulti-unit puilding. Mre particularly, the
present invention relates to a collective building having a high-security
conput er networ k systen1conf%ﬂured therein with an__adninistration server

for administrating eMUMfLt BRI RYIOINGn NETH 13FEGURE, FETRY; FHPHY  and to the

conputer network system for ensuring security therein. 2. Description of
the Related Art An apartment house administration system has been devel oped
20 in which a LARhipsakrnaeeRlherWorkylatnscprionjivelr asa FaRERE$S PRECRE | i ne

CONCeNt 1 at Of ap3Heladford, £OUL S0 Of7e il JnLhR) PAJTENERe hBKREALAGHOT di NG

to the conventional apartnent house admnistration system each dwelling
unit i.s ndewbeéchraragaiaeyporateérhewwl:] ibyg refersndar t he apart nent house
and agai nst the outside 25 of the LAN by adm nistrating the |ine
concentrator provided in the apartnent house by neans of an adm nistration
server connected thereto vi BACKEROUNIEQFeTHEHDMEENTIONAccording to the
conventional apartnment house 30 admi nistration system it is hard to keep
the LAN secure agai nst outsiders because the LAN is adm nistrated by the

adm ni strati on Fs€lv eIt echrngatreédtisn t he LAN t hrough the Internet. Moreover,
it is difficult for the adm.nistrati on_server connepteg to the LAN

through thel nt er néte PEERRi N BVRNHEPRATFAAL 88 FonPREY & iYohOh R Rt iRsicve

building, i.e., a multi-unit building. More particulaxly, the
present invention relates to a collective building having a
high-security computer network system configured thexrein with an
administration server for administrating entry tomultiple units
15 in the building and to the computer network system for ensuring

security therein.

2. Description of the Related Art
An apartment house administration systemhas beendeveloped
20 in which a LAN (local area network) is configqured by installing
a line concentrator, such as a router or a hub, in the apartment
house. According to the conventional apartment house
administration system, each dwelling unit is made secure against
other dwelling units in the apartment house and against the cutside
25 of the LAN by administrating the line concentrator provided in
the apartment house by means of an administration server connected

thereto via the Internet.

However, according to the conventional apartment house

30 administration system, it is hard to keep the LAN secure against
outsiders because the LAN ig administrated by the administration
server connected to the LAN through the Internet. Moreover, it

is difficult for the administration server connected to the LAN

throughthe Internet tomaintaindetailedadministrationof network



T

2 ‘devices used in the respective dwelling units. SUMVARY OF THE | NVENTI ON
5 Therefore, it is an obj ect of the present invention to provide a
col l ective building, which is capable of overconm ng the above drawbacks
acconpanyi ng the conventional art. The above and other objects can be
achi eved by conbi nati ons described in the independent clains. The
dependent claims define further 10 advant ageous and exenpl ary conbi nations
of the present invention. According to the first aspect of the present

invention, a ®&R8K3YLS gggayi§m§ka%%ggc@iggn&*gﬂﬂan?aﬁkggga plurality of

units provided therein, each o units permtting only entry of a 15

desi gnat ed person thereto, the systemconprising: an admnistration server

operable to adnm nistrate a CONPEGEa 3 : %éé?ﬁ?. t he building; and at
| east one interconnecting device operg%?gﬁFofconneanthe adm ni stration

server and respective network devices in the plurality of units, wherein

pllural ity 8 VLA EReREiai fidabipiel PEERRRRRvaRy sfFrChint o BBk

that a VLAN aastghbsttioreobaibddindie whiichsid $aghblerembvettomid ANe alssrgned
to respective others of the units to provide secure entry to the units and

the conputer AEPUBFRES PSERIPTIY 1ILtNOSOBUPRHINPL aFe sEREALO¥AEN Q5% %em

for a buil di ngbgayté Uickherb€ 0BPhi SRS By US@ImAaktisys NdeYBiivapenablind o
obtain identifying information of a person trying to enter one of the
units in the BOFPBERETHY oM36™Ehe pERSoAependert i Pfaimet Hafise nberther

person isia dgaignedftbudehseReRSEH, OO 16 did0RLd A Yl & . 0F TRELQN GNd to
permt only the designated person to enter one of the units in the
bui l di ng. The adm nistration server may admnistrate an entry of a 3 user

of each of the unitg.dQRKagh:Ofcrlne; Ho ta%pggg c?f't%@tf)yeégnt invention, a

secure entry system for a building having a plurality of units
provided therein, each of the units permitting only entry of a
15 designated person thereto, the system comprising: an
administration server operable to administrate a computer network
system in the building; and at least one interconrecting device
operable to connect the administration server and respective
network devices in the plurality of units, wherein the
20  administration server sets the interconnecting device to assign
a plurality of VLANs to each of the units, respectively, in such
a manner that a VLAN assigned to one of the units is different
from VLANs assigned to respective others of the units to provide
secure entry to the units and the computer network system in the

25 building.

The secure entry system for a building may further comprises

a user certifying unit operable to obtain identifying information

of a person trying to enter one of the units in the building from

30 the person to certify whether or not the person is a designated
person based on the identifying information and to permit only

the designated person to enter one of the units in the building.

The administration server may administrate an entry of a



one of the respective network devices by the user to the conputer network
system 5 The adm nistration server may assign cl osed-space identifying
information to each of the plurality of units, the closed-space
identifying information being information for identifying a corresponding
one of the plurality of units, and each of the plurality of units permts
the user having the 10 cl osed-space identifying information assigned to
each of the units to enter the correspondi ng one of each of the plurality
of units. The adm nistration server may assign VLAN identif.ying
information to each of the VLANs respectivegly assigned to the 15 plurality
of units, the VLAN identifying information being information for

identifying a corresgondl ng one of the VLANs, and. the, adm stratjfon
server pernitsU6E BF 3 ét ”BP KA cesepFatof bR URHES WRANAPIBRETY yitng

I nformation asggnedche %é&ftlbg%e\é%&'ﬁ dd el by @lehysdrheo 2eRt coiflter

identifying information, to enter the 0 conputer network system: The

admi ni st rat i on ne&WeEK W@Q -ore a hi story of the entry of the user of each
of the units to each of the units and a history of the entry of one of the
net work devices by the user to the conputer 25 network system The

adm ni st rat Bon serve'fherayad!smmraheom usevey ofeWLANSigno rhesehisrace

respectively, t ggl {,;.g gnéem %.Qﬁroé/%m 2554 .otfou%x!l'.'@s the

admi ni strati on ‘Server? mnrs Ion serve may assign further
VLAN, which i s:lasedgsp@bé onihm:fﬁming simfachmrm:lsar veringt cinffpgmation for

i nterconnectin device The adm nistratio erv F) east

oneof a comudceiEt bifaa ke SR PRI CRE S, R FELIRY P UL B

connection porieach Uife tihat eloaleeyi g dﬁytsepemits:dﬂtef ohser hav1ng the
10 closed-space identifying informationassignedtoeachof theunits

to enter the corresponding one of each of the plurality of units.

The administration server may assign VLAN identifying
information to each of the VILANs respectively assigned to the

15 plurality of units, the VLAN identifying information being
information for identifying a corresponding one of the VLANs, and

the administration server permits one of the network devices that
sent the VLAN identifying information assigned to one of the VLANs
identified by the sent VLAN identifying information, to enter the

20 computex network system.

The administration server may store a history of the entry
of the user of each of the units to each of the units and a history
of the entry of one of the network devices by the user to the computer

25 network system.

The administration server may assign the plurality of VLANs
to the units, respectively, to be different from a further VIAN
agsigned to the administration server.

30

The administration server may assign further VLAN, which

is assigned to the administration server, to the interconnecting

device.



communi cati on at each connection port of the interconnecting device 5 based
on-at | east one of the conmunication anount and the comunication tine
period. The secure entry systemfor a building may further conprise an
entrance server operable to adm nistrate an entry of each of 10 the
network devices in the plurality of units to the conputer network system
The entrance server nay have an entrance dat abase operable to store device
identifying information for identifying eagh of 15 the network devi ces,
and permts a correspondi ng one of the network devices that has the device
identifying information stored in the entrance database to enter the
conput er network sysfrgmadilieisttinime satvalrasayneytstiora: da¥sC 2a¢@r e€s aof

each of 20 the network .devices as the device,identifying._i ' and
the entrance s‘é?%w‘mﬁ@rtrhof“sa?}ﬂ‘én%faqcﬂ@ ﬁ@f“%?kc%e’xﬁ%ét R g hg%P%%%”ﬁH}%ﬁ C
addr ess st or edebinddte ENtgatc e flaiirbags: drecantet i hdedenngayt emd nemamol s
system 25 The secure entry systemfor a building naé furt her cogﬁiisee a
DHCP server op@PEBIH ad igeStfrchcongeghienipet of FhelBtaET eI Hedd THAE St he

MAC addr ess; of , o064 0f,t e nehwer lbndeWrCashd Scsbniridakiont BRoant r ange the
dat abase, an I% address to one of the network devices, 30 The entrance

server may havecmmureivatdotetine aprwiodperable to store user identifying
information for identifying a corresponding user of each of the network
devices, and permts a corresponding one of the network devices that sent
the user identifyi ripe séorrmentry syeted for a huibdiranel IRtASEOMFT 18Rt er

5 the conputer net %%ge%%ﬁ%gggg?ﬁg@% %&&%i@&a&g YETedBY, 88SdLHh off0

t he entrance s%?ﬁ%F; ows thé entrance server ‘to commruni cate
with the H plthehétwork dafiANs Treshpepl wnad it yasfsirgiied a the ¢rmpiaraistprsf
units. The secgggéggtry system for a building may further conprise

The entrance server may have an entrance database operable

to store device identifying information for identifying each of

15 the network devices, and permits a corresponding one of the network
devices that has the device identifying information stored in the

entrance database to enter the computer network system.

The entrance database may store a MAC address of each of

20 the network devices as the device identifying information, and
the entrance server permits one of the network devices that has

the MAC address stored inthe entrance database toenter the computer

network system.

25 The secure entry system for a building may further comprise
a DHCP server operable to assign, in a case where it is determined
that the MAC address of one of the network devices is stored in

the entrance database, an IP address to one of the network devices.

30 The entrance server may have an entrance database operable
to store user identifying information for identifying a
corresponding user of each of the network devices, and permits
a corresponding one of the network devices that sent the user

identifying information stored in the entrance database to enter



a shared server operable to give a plurality of the network devices conmon
information that is conmon thereto, each of the plurality 10 of units
having therein at | east one of the plurality of network devices. The

adm ni stration server may assign, to the shared server, a VLAN that allows
t he shared server to communicate with the 15 plurality of VLANs
respectively assigned to the plurality of units. The secure entry system
for a building may further conprise a DHCP server operable to assign an IP
address to each of the respective network™devices in the plurality of
units. 20 The adm nistration server may assign, to the DHCP server, a VLAN
t hat al |l ows t hehéDCRpskevenetwordomysiienate with the plurality of VLANs
respectively assigned to the plurality of units. 25 Each of the units may

i ncl ude an abnornal -state detecting unit operable to detect an abnorm
state in a correspomiergninéstodt RacdeBiedmis, AH¥iks , 2dd HeQurit@anky skheer,

adm ni stration det ecti ont hereof, the abnormal -state detecting

rver. of
unit being cdh cGheh BTN ERE| S IFBIE BETYHE HonCEMRBAHRRLS i thebhee

ot her 30 tlgan @tﬁfaﬂﬂeﬁdmﬁed&c‘e’@b@ﬂyg%i?ﬁecﬁ@@tﬁ@bﬂﬁﬁ&lﬂ@%ﬁﬁﬁiié.
connected. According to the second aspect of the present invention, a
multi-unit building having a secure entry systemfor a plurality 6 of

cl osed spaces provi ggd stet&&%iéhtzgfg%bﬁm ngt C%\Pislg%ln%gﬁg?uréﬁﬁ LbRgrAg&ess

thereto to an insider of the clo space, conprising: an
admi ni strat i or® 33%RG SeRERT aERTHP L Fapéye apbumdutarofhmehewekwaris dewites t he

bui I di ng; and Qo tfﬁfcﬁ%%%“ibh Vi ne & h ] ion
server and a pl ura?‘i ty of net V%{t ggvéogﬁlgﬁh%ﬁ?ﬁe?%m%%% %?yt%?ggp%éie%
spaces, WHéreiaf saéhs hefvingetipineial at\leafstcobnsed spagdsrhastn aonetepondi ng
VLAN assi gned 4 thergto based upon the administration server setting the

The administration server may assign, to the shared server,
a VLAN that allows the shared server to communicate with the

15 pluralityof VLANs respectivelyassigned tothepluralityof units.

The secure entry system for a building may further comprise
a DHCP server operable to assign an IP address to each of the

respective network devices in the plurality of units.

20
The administration server may assign, to the DHCP server,
a VLAN that allows the DHCP server to communicate with the plurality
of VLANs respectively assigned to the plurality of units.
25 Each of the units may include an abnormal-state detecting

unit operable to detect an abnormal state in a corresponding one
of each of the units and to notify the administration server of
a detectionthereof, the abnormal-state detecting unit being
connected to a connection port of the interconnecting device other
30 than a connection port to which one of the network devices is

connected.

According to the second aspect of the present invention,

amulti-unit building having a secure entry system for a plurality



I nterconnecting device such that each VLAN assigned to the 10 plurality of
cl osed spaces is different fromrespective other VLANs assigned to others
of the closed spaces; and the adm nistration server limts access to each
of the plurality of closed spaces and the conputer network systemin the
building to a designated insider. 15 The summary of the invention does not
necessarily describe all necessary features of the present invention. The
present invention may al so be a sub-conbigati on of the features described
above. The above and ot her features and advantages of the present 20

invention will becone pore apparent fromthe follow ng description of the
embodi ment s t aRENCLASRSFRARES SFolidadt ke ] theaftpgRd spaqss
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bui I di ng accordin% _t0 an enbodi nent of the present invention. Fig. shows
an exenpl ary davaledbrgeemBYigingdan Adsdpis ot idmservan tioat pimEntItrades n
an adm ni strat i gat-ab 38 & : L UCt : yofaluselVig-1

net work system cg%%iguregvfh t%%ﬂgﬁffggg%§%éﬁéﬁﬁ Fﬁgkgggg?gfng tC)égigg
enbodi ment 5 of denecprtdednronneets ithe. adngnistsitdwn aarexepidasypdatad iftgr mat
of an entrance_{i| .0 .an ance. dat abase, .7 _Fig. LS.

fl owchart of aﬁEﬁﬁgwgggggggcsgd?%%@%%?%ﬁgﬁg:e?gfﬁgg?dﬁ?ﬁ?eg’ﬁgegg%ﬁéﬁ%%hrt
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interconnecting device such that each VLAN assigned to the
10 pluralityof closed spaces isdifferent fromrespective other VLANs
assigned to others of the closed spaces; and the administration
server limits access to each of the plurality of closed spaces
and the computer network system in the building to a designated

insider.

15

The summary of the invention does not necessarily describe
all necessary features of the present invention. The present
invention may also be a sub-combination of the features described
above. The above and other features and advantages of the present
20 inventionwill become more apparent fromthe following description
of the embodiments taken in conjunction with the accompanying

drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

25
Fig. 1 shows a structure of a collective building according
to an embodiment of the present invention.
Fig. 2 shows an exemplary data format of an administration
information file stored in an adminis?ration database.
30 Fig. 3 shows a structure of a computer network system

configured in the collective building according to the embodiment
of the present invention.
Fig. 4 shows an exemplary data format of an entrance file

stored in an entrance database.



i nvention, but exenplify the invention. Al of the features and 10 the
conbi nations thereof described in the enbodi nent are not necessarily
essential to the invention. Fig. 1 shows a structure of a collective
bui | ding 200 according to an enbodi ment of the present invention. The 15
coll ective building 200 of the present enbodinment is provided with a
plurality of closed spaces or units 20 each of which only is accessible by
an insider, that is, a designated person who belongs thereto. The
col l ective building 200 includes an administration server 10 that
general ly adm ni strates a conputer network systen120 120 of the collective

bui I ding 200 and one or re int onp%ﬁé g \‘/3\78 dééefﬁgr ggggﬁé%the
Rt for K

admi ni stration servef*40 to &t ? I
correspondi ng @besedlsmace 20. The col l ective bU|Id|ng 200 further includes

a router 16 25 that_can conn% e co uter g%mork g %en1120 oftthe
col lective buil di ngF¥0%t% ¢ C’Y’ﬁ %‘7?}8 nRC AEENBTR VEEYT EE DAPERAC Y the

Internet via the router 16. An adm nistration apparat us provi ded on the
| nt er net mag adm nistrate the adm ni stration server and an
0

adni ni stratPon dat abase llPET?GL*FﬁeDE%?ﬁIrﬁWaPFOF@éWTf@Nperforms t he

setting of each interconnecting device 12 so as to assign respective,
different VLANs (virtual local area networks) to the cl.osed spaces 20.
Each closed space 2the néwaa'ésoraméérn%bﬁd%ﬁ%b@m hagesl ppdthecereferead g

a user who trig 'ﬁ.b&&nﬁéﬁtesf {REE li85x‘gc§l Eh 281118 ﬁl@é@&pé@é%e 8&&@%

al so include a I'Iné concentrator , as a router or
plurality of nétwerkiokeybobsxmpdddfyecthedniventien] | hél Qfohb%rftelaétlﬁﬁswq n

the cl osed 5page 20, oy, i3 LONURELede (9.0 pcd RTPHL SlnBHBLE SYStER 120

The adm ni server assi gns 0 eacC spaces
cl osed- space i denesfyriily iesfsentitl ovo fidre |1cbanntwnng

Fig. 1 shows a structure of a collective building 200

according to an embodiment of the present invention. The

15 collective building 200 of the present embodiment is provided with
a plurality of closed gpaces or units 20 each of which only is
accessible by an insider, that is, a designated person who belongs
thereto. The collective building 200 includes an administration
server 10 that generally administrates a computer network system

20 120 of the collective building 200 and one or more interconnecting
devices 12 for connecting the administration server 10 to at least

one network device 24 used in a corresponding closed space 20.

The collective building 200 further includes a router 16
25 that can connect the computer network system 120 of the collective
building 200 to the Internet. The network device 24 can use the
Internet via the router 16. An administration apparatus provided
on the Internet may administrate the administration server 10 and
an administration database 14.
30
The administration server 10 performs the setting of each
interconnecting device 12 so as to assign respective, different
VLANs {virtual local area networks) to the closed spaces 20. Each

closed space 20 includes a user certifying unit 22 that certifies



t he correspondi ng cl osed space 20. The adm nistration server 10 10 al so
assigns VLAN identifying inf ormation that identifies the VLAN to each of
the VLANs respectively assigned to the cl osed spaces 20. Moreover, the
adm ni stration server 10 has the adm nistration database 14 that stores,
for each of the closed spaces 20, the closed-space identifying information
and the VLAN identifying 15 information so as to correspond to the

associ ated cl osed space 20. The adm nistration server 10 adm ni strates the
entry of the wuser of the closed space 20 to the closed space 20 and the
entry 20 of the network device 24 to the aonputer network system 120 by
the user. The user certifying unit 22 certifies the cl osed-space

identifying informati on of the user based on data stored inh the
adni ni st rat i on 3daFEHALE $Eie8 Foagnter ey ChPFYVSPRES (i ﬂ%%i%seéh%?ace

cl osed-space i @@nhh{ydi 1REPLARL] QAnef cddiRrtehk 8PP disien’ds A esadesRAce
20, i.e., a designated user, to enter the corresponding closed space 20.

The admi ni str a® b sapder Prorakity f aetvpekieicraat FeyrerFed RGPt ith
sent fromtne nebwabk-dey o 24 Lhe SAdheR 858de SRAGRY B0 Zhated 0y i a

stored in the admnistration se 14, and only all ows the networ

devi ce 24 t hat computerhretox¥ isgrebenfy2hg i nformati on specifying the VLAN
assigned to that closed space 20, i. e. , a designated user, to enter the
conputer network system 12 0. 9 The adm nistration server 10 may store a
history of the entryTihé atihéniseratafort berodmiecisspgos, 20 ¢ach bitthel obexkd

space 20 and a hi st oi the entry. of %Hf.netmn k _devi ce 24.? ser

6 the conput GPREP AT CLPRTEAEESS AP G LR TG oo ARPRH B

server 10 can deketdrragpondengerliosydtgparcho of Theeadniosed rapaoer ser@rarm

i nproper entry to the.co r, ne rk system 120. __Each.cl osed aqgﬁéf

Ty | hel udaVan “ABRARIEPENAPS ‘SBPEALY ARD GO oA T At e BaC a BB el

state, such asta &iEle.ofJ8Be VLANs respectively assigned to the closed spaces
20. Moreover, the administrationserver 10 hastheadministration
database 14 that stores, for each of the closed spaces 20, the
closed-space identifying information and the VLAN identifying

15 information so as to correspond to the associated closed space

20.

The administration server 10 administrates the entry of the

user of the closed space 20 to the closed space 20 and the entry

20 of the network device 24 to the computer network system 120 by
the user. The user certifying unit 22 certifies the closed-space
identifying information of the user based on data stored in the
administration database 14, so as to only allow the user having

the closed-space identifying information of the corresponding

25 closedspace20, i.e., adesignateduser, toenter the corresponding

closed space 290.

The administration server 10 certifies the VLAN identifying
information sent from the network device 24 in each closed space

30 20 based on data stored in the administration database 14, and
only allows the network device 24 that sends the VLAN identifying
information specifying the VLAN assigned to that closed space 20,

i.e., a designated user, to enter the computer network system 120.



10-1 eakage occurring in the closed space 20, or the like. The

abnormal -state detecting unit 28 is connected tothe adm nistration server
10 via the interconnecting device 12 so as to notify the admnistration
server 10 of a detected abnormal state. The admnistration server 10
notifies the adm ni stratorof the building 15 200, a security=service
conpany or the like, of the occurrence of the abnornmal state. It is
preferable that the abnormal -state detectigng unit 28 be connected to a
connection port of the interconnecting device 12 other than the connection
port thereof to which the network device 24 in the corresponding closed
space 20 20 is connddeRAMin stEpEieRSErveE 104ngyokqns %h%%tﬁﬁ?ér?ge@f\ﬁrang

operation of the ahnoigeml of strd %1@%5@0525&& WY to28ndt ANJARUNGpEELISAfl anlly 2
wrong operation of the network device Z24. The user certifying unit 22 may

obtain, from adpek¥ernt Pfi e IEmo0énthe networr devivmdiéngycrbsarapiee
20, identifying,d Bg%{i‘%fﬂgtév&é)? E?ﬁté}x‘?i%’f‘ 38 St@aﬁ%?sts‘g{ ki h &5 o

not the person is an Insi e corresponding ¢ space 20 based on
t he obtai nedl $eherar figi ean ideter huitipaeperhentatyy tpezatt vEntheonlgsedepagesy of

the insider of,the,corr ndj .n | osed space 20 to th | ace 30
20. The user c%a? t"’l‘%ilﬁﬁ’rﬁﬁg? g‘it%)%' 003%3 85%%%ersdlt:e%w§§£ag¥%€%9 l?r?)o'vi ded on
an entrance of the closed space 20 while the closed- space identifying

i nformati on may be correspandi ng,. uni qgue shape o a key for ,

openi ng/ cl osi ng t he%Iagg‘lf.lo'?ﬁ’ FESE @a%%??f‘f%p%? a{?’é?W%/(l"sttﬁ%es ELEF 9t he
key p\rNhesent eﬂ yid s u?ath@éxitdweetosmhmﬁmf | lllgtaé’é), Ss?cagama ot il vy, giﬁ@ a
case ere_the shape of the key.,is successfully certified, the user_having
the certifl%d 1{%?9‘5{39(? SRVETEAE CRokRE Cip8Rd SMPCS 2fhe Wd RS gtlrkz?t'i onne

server 10 may &shdym@li-gedtkBe8Bct e 534 8 LOAN&d1ABD SPAE@N {IIHL rSROWA) |
for exanple, a roomfor ajanitorof the collective building 200. The

adni ni strati onf¥TEEed0 SHRCEeYt erRAGEtAngs@vics LR1S9 B§ bAi ROt Rhe
certifies a Us@iministration server 10 of a detected abnormal state. The
administrationserverlOnotifiestheadminigtratorof thebuilding

15 200, a security-service company or the like, of the occurrence

of the abnormal state. It is preferable that the abnormal-state

detecting unit 28 be connected to a connection port of the
interconnecting device 12 other than the connection port thereof

to which the network device 24 in the corrésponding closged space

20 20 is connected. In this case, it is possible to prevent a wrong
operationof the abnormal-state detectingunit 28 frombeing caused

by a wrong operation of the network device 24.

The user certifying unit 22 may obtain, from a person trying

25 toenterthecorrespondingclosedspace20, identifying information
of the person so as to determine whether or not the person is an
insider of the corresponding closed space 20 based on the obtained
identifying information, thereby permitting only the entry of the
insider of the corresponding closed space 20 to the closed space

30 20. The user certifying unit 22 may be a device such as a lock
providedonanentranceof theclosed space 20while the closed-gpace
identifying information may be a corresponding, unique shape of

a key for opening/closing the lock. The lockmay certify or verify

the shape of the key presented by the user of the closed space



whe tries to enter the adm nistration-cl osed space, and the 10

adm nistration server 10 may |limt entry to the admnistration-closed
space based on data previously stored in the adm nistrati on database 14.
According to the collective building 200 of the present 15 enbodi nent,

hi gh security can be realized against inproper entry by unauthorized
persons to the conputer network system 120 by limting the entry of a user
to the closed space 20 and limting the g@}ry of a network device 24 to

t he conputer network system 200. 20 Fig. shows an exenpl ary data formnat
of an admnistration information file stored in the admnistration

dat abase 14. ThescadmboHSiowgtimmdchsé ehené the shape of ntlelkdysi & swtabssffuldlyosed

space, closed-space identifying inforpation and AN {dent.i fvij 5
i nformati on. THE'HoEsd Ehacser dgng gﬁ%scqrﬁfl%rlﬁgt %’n%?o‘?ntﬁ%léﬁ?icﬁﬁsﬁg a
correspondi ng ghasegpace 20. The cl osed-space identifying information

field is assigned to each closed space 20 and stores the cl osed-space
identifying information for <certifying a user of the correspondi ng cl osed

space 20. e VLAN 39 degld {ideia e BHOTERLLEN ] ehbly| HeaSSiaARd 0iaah
VLAN in the closed space 20 and stores the VLAN |dent|fy|ng i nformation
for certifyi ngedminjsarasionhelessd sppondineg sSR! BEREGXBAPHAL & SPYR &8%i n
the admnistrai] i INLILOA! TR FRAUEEL 4Dk ion-closed
adm ni strates %i%8£%$$§§gﬁé?ﬂ%ﬂﬁgggﬁgﬁﬁgﬁgh%?8§é&%éSécé 20 tq:ihe 11

cl osed space 2éparmimape raniudg olusehecawtiiyikgdmiitce2 2habycentd fiiesra usgrt he
conputer network system 120, Fig. .3 i s . & St ur, a gaMpyLer
net wor k systen’fh% AV h%n{éoﬁglterf: iévde'&%‘r&islg%?ﬁb%o Ota%'c%t((:ior ia%%'tg t he
present enbodidmiriistHaeionnpuserveret waok sysyemlliz@tof eheryol ltacti vbe
bui lding 200 ineludes an,entLance SeLYe S04 Nt s20M MRLLALES stored in

the administration database 14.

According to the collective building 200 of the present
15 embodiment, high security can be realized against improper entry
by unauthorized persons to the computer network system 120 by
limiting the entry of a user to the closed space 20 and limiting
the entry of a network device 24 to the computer network system
200.
20
Fig. 2 shows an exemplary data format of an administration
information file stored in the administration database 14. The
administration information £ile includes f£ields of closed space,
closed-space identifying information and VILAN identifying
25 information. The closed space field stores information for
identifying a corresponding closed space 20. The closed-space
identifying information field is assigned to each closed space
20 and stores the closed-space identifying information for
certifying a user of the corresponding closed space 20. The VLAN
30 identifyinginformationfieldisassignedtoeachVLANintheclosed
space 20 and stores the VLAN identifying information for certifying
a user of the corresponding VLAN. Based on data stored in the
administration database 14, the administration sexrver 10

administrates the entry of the user of the closed space 20 to the
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The administration server 10 assigns an administration VLAN
100 to the administration server 10. The administration server
10 also assigns the same administration VLAN 100 as that assigned
to the administration server 10 to the interconnecting devices
1z. Thus, the administration server 10 manages the
interconnecting devices 12 in the administration VLAN 100 and can
perform the VLAN settings in the connection ports of the

interconnecting devices 12.

The administration server 10 assigns individual VLANs 110a,
110b, 110c and 1104 that are different from the administration
VLAN 100 to the network devices 24 in a plurality of closed spaces
20 in such a manner that a VLAN assigned to each closed space 20
is different from the respective VLANs assigned to other closed
spaces 20. Thus, the administration server 10 cannot communicate
with the network devices 24 used in the closed spaces 20. Also,
the network device 24 used in a certain closed space 20 cannot
communicate with another network device 24 used in another closed
space 20. Moreover, the administration server 10 assigns to the

entrance server 30, the DHCP server 40 and the shared server 50

ane admnm ni strati on VLAN 100 as

evice 24



on the at |east one of the conmunication anmount and the communication tine
period thus obtained, the adm nistration server 10 controls 10 the

comuni cation at the correspondi ng connection port of the interconnecting
devices 12. The administration server 10 may create charging information
based on the at |east one of the comunication anount and the

communi cation tinme period obtained to charge the user the comuni cation
cost. By controlling the 15 comuni cation,at each connection port of the

i nterconnecting devices 12, the adm nistration server 10 can limt
connection to the Internet by the network device 24 connected to that
connection per tge@fer&heVLhHelz@ntMiaﬂg.odm/itmes sk2yens 3I%e 40 kand 20 T

entrance server_30_incl a n t e
identifying i RIaGIR Hﬁf’?%%g\%ﬁi%ghghg tnd?{ ﬁﬁ? erggﬁ’eﬁgb{;’yﬁg %eg “Ht wor k
devi ces 24. Thesesttaweky ded=ilpned 82 tld arlesednshpiéeadir.ess as an exanpl e
of the device identifying information. The entrance server 30 permts the
entry of the 25 network device 24 having the MAC address stored in the

entrance gatabase Bie tAinliRE s€LAPIUG L sAVWOLE SteieR 420Leakie cnsest afhd he
network device 24 logs in the entrance server 30 by using t chéin%twork
devi ce 24, an&omgré?%%ort REORRE 34 F Be SPrmuphgahbbhdrifedRSA 9% §3fi% t he

entrance dat al@é‘saaéaonféétel M8 ¥ 13 PsERIcsheat 94 a@v%eé he .entiance
server 3 0 may register the C address of the netvvori devi ce 24 by using

the entrance S8thertieastpnent thteangmisosdenspopnlyasd bhe cOREURLERt1IOD
I denti fying Efng e;{/@:‘lo%lntl‘{% OBth Sndd) RABIIAR %e&t?&%e%mt B&nssrg Of

the 13 networ i ce 24. Based on the user entifyirng information
stored inlPhetbat camwmmsetmzhetmmpadcegs@mct:i@nnnyrtc@f ey or

verify the usqr.Losglidoing LALQLOB{oN 60t bEOM IS BE! BOEEoOON GRay24-

Mor eover, in acase € USEr is 5 success y cer
entrance serveredfenayaxgiore irtferviCiomdohasts cof tmlaeanetmsstk oy i e t2% t hat
sent the Certtﬂ;%%gnygggion amount and the communication time period obtained
to charge the user the communication cost. By controlling the
15 communication at each connection port of the interconnecting
devices 12, the administration server 10 can limit connection to
the Internet by the network device 24 connected to that connection

port of the interconnecting devices 12, or the like.

20 The entrance server 30 includes an entrance database 32 that
stores device identifying information which is information for
identifying the network devices 24. The entrance database 32
storeg an MAC address as an example of the device identifying
information. The entrance sexrver 30 permits the entry of the

25 network device 24 having the MAC address stored in the entrance
database 32 to the computer network system 120. The user of the
network device 24 logs inthe entrance server 30 by using the network
device 24, and registers the MAC address of the network device
24 intothe entrancedatabase32. Alternatively, anadministrator

30 of the entrance server 30 may register the MAC address of the network

device 24 by using the entrance server 30.

The entrance database 32 may store the user identifying

information which is information for identifying the user of the



identifying information, in the entrance database 32. The entrance server
30.may permt the entry of the network device 24 that sent the certified
user identifying information, to the 10 conputer network system 120. The
DHCP server 40 may assign an | P address to the network device 24 having
the MAC address stored in the entrance database 32. By assigning the IP
address only to the network device 24 15 registered in the entrance

dat abase 32 by neans of the DHCP server 4 only the regi stered network
device 24 can use the Internet through the conputer network system 120.
Fig. 4 shows an exenplary data faormat, of ap entrance in the

entrance dat abBSEVEX AV CEnEFanERSSY 81 RRR UREY #qeé]th@/b’flgc}%é%rd“% £&e,

user |D, passwetrad nMife 28k R eTH8tabd S & SPRAG et RInbeSEOresr 30 may
information for identifying correspondlng cl osed spaces 20. The_user ID

field stores t®ertilr oriREHAY Yheysent iifyAng nfog@Rt i Pyt fEgom the
correspondi ng Hs&f-30 Qlvidle %‘@t wogk-depd.ce 24. 5 TRespagRupE drheehdest ales a
(6]

correspondi ng password used r certifyingt e user identified by the user
i denti f'yi ngp i nforerssimd Lyt oextd fied, hehasobrante geryer IDmpY &tpre

address field g(ltk%g edcj the t%%@gg%ﬁﬁ_%ewlc{eh% net worde deviceqqRds tisRf Js ot he

correspondi ng cl'osed space 2 he user identifying information to be
stored in the identiflydnts ellnfoe:mdtube, passwhed entriaecet dasdbaset Bé. padigor d

field are reglstered i.n_advance the Us er e, \Y 4.qr by
the network adffHiEtTs a?%’fveﬁ:‘% 'ﬁay Eméﬁ E: ef @?‘ %%;é |o%$"1 %e 2
address field, thite dME addy exsticédedvesed rmerttliéynegwdmﬁormcme 24 |t$1e
stored. The user of the net rk deVIﬁ% 24 logs in the entrance server 30

by using tHe nEPTRHUETIEFTER 45%%?“? Jdts the user ID and the password of
the user. The entrance server 5 30 certifies the user ID and the password
t hus i nput by using th
e DHCP server 40 may assign an IP address to the network
device 24 having the MAC address stored in the entrance database
32. By assigning the IP address only to the network device 24
15 registered in the entrance database 32 by means of the DHCP server
40, only the registered network device 24 can use the Internet

through the computer network system 120.

Fig. 4 shows an exemplary data format of an entrance file
20 stored in the entrance database 32. The entrance file includes
fields of closed space, user ID, password and MAC address. The
closed épace field stores information for identifying
corresponding closed spaces 20. The user ID field stores the user
identifying information for identifying the corresponding user
25 of thenetworkdevice24. Thepasswordfieldstoresacorresponding
password used for certifying the user identified by the user
identifying information stored in the associated user ID field.
The MAC address field stores the MAC address of the network device
24 used in the corresponding closed space 20.
30
The user identifying information to be stored in the user
ID field and the password to be stored in the password field are
registered in advance by the user of the network device 24 or by

the network administrator. As the MAC address to be stored in



user identifying information and the password stored in the user IDfield
and the password field, respectively, and thereafter stores the received
MAC address of the network device 24 that sent the user ID and the
password. 10 The entrance database 32 stores the MAC address so as to
correspond to the associ ated cl osed space 20. The entrance server 30 only
permts the entry of the network device 24 having the MAC address that
corresponds to a certain closed space 2 0 #40 the conmputer 15 network
system 120. Fig. 5is a flowhart of a MAC address registration operation.

First, the entrance server 3 0 receives the MAC address _of the network
devi ce 24 conneks ¥3Ctaddrass fieldornedfAh gddeese aereived RuoHet by network

i nterconnect i ng. eyl 64 %gté]t%&%ﬁsj‘ﬁ@ uszge?fryﬂeaﬁggwéﬁ Vi i3Q 24 NIy in

receives the user 1D an e password input by the user into the fetwork
devi ce 24 t hatthegetrantbesegveraht dysesing t3e 1Siwpk &0e 2¥hapd inpets

entrance servery 30.Juef hoal® bheBLIaN e JALANESE Hhol MO Ureef0 2

to certify the user n he password receive . I'n"a"case
where the user3d Peanhdfide thassyer dDaire]l thetpaeawbiclitdohs inSite pySidihg the

entrance server_ 30.finishes the. MAC addre regi stratjon operati.on. In a

case where theuﬁf’srefd?f)hg’ﬁ]d‘gt ﬁﬁf?)ggas%ﬁtﬂ”da 32"}’51&:%‘?@ ’Fgloﬁéé(ftlfiftf%eduﬁﬁrSt ep
$106, the entrmamielseaundrtiBd pagwshar §ithe, reagiecdvdi, agtedl et rieafeethe

30 entrance database 32 (Ste 108). . Fig. 6 is a flowhart of a MAC address
verifying oper3t%§F. Ehgf §?}8?‘§5AFW@%ﬁr@c?bﬁ&%@%%geff?caezt‘letél?%t fRAE the
network devi cehe2hseonneched dxe theswstgrconnecting device 12 is turned 15
on, and then notifies the entrance server 30 of the detection result (Step

5200). Thel, the entrance server 30 receives, fromthe interconnecting

device 12, the MAC addresschicd barRBh¥OTIe deules ciid MaeNR8giesk 1 thero
i nterconnecting device 12 (Step S202). The
correspond to the associated closed space 20. The entrance server

30 only permits the entry of the network device 24 having the MAC
address that corresponds toacertainclosed space 20 to the computer

15 network system 120.

Fig.5isa flowchart of aMACaddressregistrationoperation.

First, theentranceserver30receivestheMACaddressof the network
device 24 connected to the interconnecting device 12 from the

20 interconnecting device 12 (Step S100). The entrance server 30
then receives the user ID and the password input by the user into

the network device 24 that logs in the entrance server 30 (Step
$102) . Then, theentranceserver3ltreferstothe entrance,dé'tabase

32 {StepS104), soastocertify theuser ID and the pagsswordreceived

25 (Step S106). In a case where the user ID and the password are
not certified in Step S106, the entrance server 30 finishes the

MAC address registration operation. In a case where the user ID

and the password are successfully certified in Step 8106, the
entrance server 30 registers the received MAC address into the

30 entrance database 32 (Step S108).

Fig. 6 is a flowchart of a MAC address verifying operation.
First, the interconnecting device 12 detects that the network

device 24 connected to the interconnecting device 12 is turned



5 entrance server 30 then refers to the entrance database 32 (Step S204) ,
so-as to determ ne whether or not the received MAC address is stored in
the entrance database 32 (Step S206). In a case where the received MAC
address is stored in the 10 entrance database 32, the entrance server 30
permts the DHCP server 40 to assign an |IP address to the network device
24 having the received MAC address (Step S208). The DHCP server 40 then
assigns the I P address to the network device 24 based on the instruction
fromthe entrance server 30. The entrance server 30 also permts 15 the

i nterconnecting device 12 to performcomuggcati on at the connection port
of the interconnection device 12, to which the network device 24 having
the recei ved MAC gg]gr ss is connected (Step S210). 20 In a case where the
recei ved MAC allr 'ﬁ?r‘rﬁt@tlﬁﬁé@ei%trtaﬁé’e@rﬂrﬁ’ﬁﬁ@@ afsthpdsegzon preult
entrance serverss88ppspddbi t shthe r Lop! R
address to the'netepvxork d)e\(i ce Zﬁt}%;\%%r?%ﬁ?g ?é&%){/g? %%bgggggs?b(d&tgg
5212). The ent FRReECI@IAIng3deBianlpy cﬂ%ﬁebmg addzepatadt thametwonly dhslicee 12
fromperformn hat | .conmect | on.,p 0

i nterconnecti ng42§%ﬁ%§%%g?y?ﬁ#€ﬁrﬁné{%ﬁ% rcgg&edvel (‘D:cha gézlg?a%rzhg?f heThe
recei ved VAT @HBrarce servenridcthen (SfepsS2i4he dvbnenverdatdimsens? afStep

server 30 det i nes .t t QT vice 24 ving the iV VAC
2ddr oss has. at f ool 89| Tor i AR St Gr RS e Rernbred G eSS o2
and stores theisestinat] iMAChadenesndehaiaehbadSt ®p S2bH) s208he  entrance
server 30 may notify the adm nistrator of the attenpted inproper entry of
the network device 24 to the conputer network system 120. 16 According to
the collective buil dimg 286 ohetrbetips et veahot BEAtesd )i PEOVLEA N the

col l ecti velé)ui | din wi.t h %ge adm ni stration server 10, the entrance

20
server 30, heeﬁ—él%ee fbas HF THEFTRg e veESfPerd tsithe DHCBS€IVEre t o

perform detai | €0l,to assign an IP address to the network device 24 having the

received MAC address (Step 8208). The DHCP server 40 then asgsigns
the IP address to the network device 24 based on the instruction
from the entrance server 30. The entrance server 30 also permits

15 the interconnecting device 12 to perform communication at the
connection port of the interconnection device 12, to which the
network device 24 having the received MAC address is connected
(Step S210).

20 In a case where the received MAC address is not stored in
the entrance database 32, the entrance server 30 prohibits the
DHCP server 40 from assigning an IP address to the network device
24 havingthereceivedMACaddress (StepS212). Theentranceserver
30 also prohibits the interconnecting device 12 from performing

25 the communication at the connection port of the interconnecting
device 12, to which the network device 24 having the received MAC
address is connected (Step S214). Moreover, the entrance server
30 determines that the network device 24 having the received MAC
address has attempted improper entry tothe computer network system

30 120, and stores the received MAC address therein {Step 8216). The
entrance server 30 may notify the administrator of the attempted
improper entry of the network device 24 to the computer network

system 120.



5 secure admnistration of the interconnecting devices 12 and the network
devi ces 24. Moreover, a secure conputer network system can be configured
inanmulti-unit building by adm nistrating the interconnecting devices 12
and the network devices 24 without using the Internet. Furthernore, since
a network device 24 that can 10 use the conmputer network system accordi ng
to the present invention is |imted based on the regi stered MAC address of
the network device 24, inproper entry to the conputer network system can
be prevented. As is apparent fromthe above, according to the present 15
invention, a collective building having a ggnputer network system wth
hi gh security configured therein can be provided by providing the
collective building with an adm ni stration server for admnistrating

secure access to uni Pecordin Bouithei Aglterrive bhéldéeaiftoinsbaopkessymt em
of the buil di ngmbe@ifehbousn giiae 18l RY el | NAULL0P, Nas: el dBBCHIORdRY

way of exenplary enbodinents, it shoul d be understoo those ski
in the art m giREREECHEAMCT FaRyRS 180 d-heudrtrange ogmsvean 30othe HPaseivey

fromthe spiritgoangd REe SRR L0, eseny | A ich is.defined
only by the appended cl gi ns. dQeHE‘r EB' Si% JCS g&%ggﬁ% ﬁ%% %&tﬂ%é'l. A
secure entry sysrunefagminilsgiratiioy dfathaderconabitingpleviioés S2panditted

t herein, each i ts permitting only entr of a_desi gnhat ed person
thereto, said g%%?é%?é%ﬁ%ﬁ%?i%%i g%ksgv %1éﬁ?%f%%%CQEPVE?FIﬁ%WEHEi stem
provi ded i nsai dabube dbnfiguopbiabd el ol admd thbali I alsy dyCadiidietraei Wedhe

systemin said, i.lding:. .and. at, | east o i nt ercqQnpecti ng devi ce operabl e
to connect sai &nggﬁ%ﬂﬁ?s Eeis do%wézgrs\?'%rarﬁﬁ@“?%%ﬁﬁ%w W Rt ngn
sai d the Intermet. Furthermore, since a network device 24 that can
10 use the computer network systemaccording to the present invention
is limited based on the registered MAC address of the network device

24, improper entry to the computer network system canbe prevented.

As is apparent from the above, according to the present
15  invention, a collective building having a computer network system
with high security configured therein can be provided by providing
the collective building with an administration server for
administrating secure access to units in the building and to the
computer network system of the building.
20
Although the present invention has been described by way
of exemplary embodimeni:s, it should be understood that those
skilled inthe art might make many changes and substitutions without
departing from the spirit and the scope of the present invention

25 which is defined only by the appended claims.



plurality of uDi’Ejs’_v\’hgr_g_i_n_said—adm nistration server sets said

I nt erconnecti ng devi ce a plurality of VLANs to each of said
units, respectlvam “mm Hﬁ@]ﬁﬁgﬁnner that a VLAN ass igned to one of said
units i s di assigned to respective others of said

units to provide secure entry to said units and said conputer network
systemin the building. 2. A secure ent{y systemfor a building as clained
inclaiml, further conprising a user certifying unit operable to obtain
identifying information of a person trying to enter one of said wunits in
the buil di AT olf SLAIMEY SIéhy to certify whether or not said personis a
desi gnat ed person based on said identifying information and to permt only
sai d designhated person to enter said one of said units in the building. 3.

A secure ent.ryasyetamel ent2ybsysEefofes £IMiiMRI id) hevaing &, plubalety said
adm ni stration server admnistrates an entry of a user of each_of said
units to saitdteaproyided therein, saehanf arid undtsoprrmit S Py peRET Ve

netork dedees dik st die Here il cRATPULTR BRLEARKCSYSEEM NG, A Secure

entry system a| e n sal

adm ni stration sawaaimmtga‘m:mmsadvap,aamdzh isbibyiteatid ddidbaildidgl * C
L KS 18 identifying i nformatlon to each of said pluralit of units aid
cl osed- spaQPSTRNES f ng dni Ry PERRESN abe??i'@???ﬁ%rﬂﬁg‘r’%kf ¥ Rlertd f?ﬁ'?‘é
correspondlﬁm1m%gof a8@ d plurality of units, and each of said plurality of
units permts said user having said closed-space identifying information
assigned to sai dwa@ﬁsmbngwwmwlegt@m opeorb ks porginngadngad

cach of Sl AnBl ALYt S oty ASEH e WIS B0 s A PULd N0
plurality of units, wherein
said administration server sets said interconnectingdevice
to assign a plurality of VLANs to each of said units, respectively,
insuchamanner that aVLANassigned tooneofsaidunitsisdifferent
from VLANs assigned to respective others of said units to provide
secure entry to said units and said computer network systerﬁ in

the building.

2. A secure entry system for a building as claimed in claim 1,
further comprising a user certifying unit operable to obtain
identifying information of a person trying to enter one of said
units in the building from said person to certify whether or not
said perscn is a designated person based on said identifying
information and to permit only said designated person to enter

said one of said units in the building.

3. A secure entry system for a building as claimed in claim 1,
wherein said administration server administrates an entry of a
user of each of said units to said each of said units and an entry
of one of said respective network devices by said user to said

computer network system.

4. A secure entry system for a building as claimed in <laim 3,

wherein said administration server assigns c¢losed-space



wherein said admi nistration server assigns VLAN identifying information to
each of said VLANs respectively assigned to said plurality of units, said
VLAN i denti fyi nge”nﬂm] I“M“Ell“g information for identifying a
correspondi ng ond! } X il 88l and said admi nistration server pernits
one of said network °‘deviclbs that sent said VLAN identifying information
assigned to one of said VLANs identifiled by said sent VLAN identifying
information, to enter said conputér network system 6. A secure entry
systemfor a building as claiped in claim3, wherein said adnjnistration
server st dfestafyisgomiFimatHenieSachrisais pdurasit¥ald BRER®of*¥ d
units 10 3310.836Ha05 SAihiiEding ABAeBALELORY Wlidd1eifRbENaClofalghzoNe of
sai d net worR-devites by said-user to sald conputer hetwork system 7. A
secure entdgnsysyemyfarcartnigatidigipenel af neatid plolmility, ofvikekes n awl d
adm ni stration seryver_assjgns said plurality of VLANS to, saj I.Ls,
respectively, t836 ‘aff??é:‘r‘grﬁsl‘f’?a(}rﬁtg’ Qi PR SVPARPLEE 57 %d‘%oyg{ﬁ ng
adm ni str gtk 14 BREYFS Jgiéld dongapd el med
in claim %%m%%r%e%/(ﬁ gs%?%g gdrri ni sf?rlg%it %ﬁfggﬁég?bggs%%ns sai d furtherVLAN,
whi ch i sofissadednibsshpdeatiar néatdatooresponding tans gifd gafteborfdd i ng
device. +~ C L. R 19_9. secure entry systemfor a building as clainmed in
claim1, PWEREIRYsQF a8k histration server obtains at |east one of a
comuni cati on anmount and a communi cation tine period for each connection
port  of said interconnecting device, and controls comunicatiqon at _said
each connect ifosasame entEyi §YPReBr Eonrmeduidgingedpcel phied h IHi dr | east
one of said comrunicatig - .and ' 0 icati tig el 10. A
secure ehY€§r§§§t§ﬁ$ oﬁm%?iﬁgggﬁﬁﬁfég % alﬁgdg?%P%ﬁ%ixg%? ﬂﬂédﬁiﬂy¥$g
information to each of said VLANs respectively assigned to said

plurality of units, said VIAN identifying information being
information for identifying a corresponding one of said VLANs,
and

said administration server permits one of said network
devices that sent said VLAN identifying information assigned to
one of gsaid VLANs identified by said sent VLAN identifying

information, to enter said cowmputer network system.

6. A secure entry system for a building as claiwmed in claim 3,
* wherein said administration server stores a history of the entry
of said user of said each of said units to said each of said units
and a history of the entry of said one of said network davices

by said user to said computer network system.

7. A gecure entry system for a building as claimed in claim 1,
wherein said administration server assigns saidplurality of VLANs
to said units, respectively, to be different from a further VLAN

assigned to said administration server.

8. A secure entry system for a building as claimed in claim 7,
whereinsaidadministrationserverassignssaidfurther VLAN, which
is assigned to said administration server, tosaid interconnecting

device.



further conprising an entrance server operable to adm nistrate an entry of
each of said network devices in said plurality of units to said conputer
network system 11. A secure entry systemfor a buildi : JE=TRE '

claim 10, wherein said entrance server has an entrani@ﬂ@ﬁ‘“ﬁ%ﬁlﬂﬂbl e
to store device identifying information for identifyi L Ol sal

net wor k devices, and permts a correspohRdi ng one of said network devices
that has said device identifying inf ormat ion stored in;said entrance

dat abase to enter said conputer network system 12. A secure entry system
for a buil 8inh asaice eadrynsybhem fdy a brdddings asdcbalinedcin dultasmde
stores a Mﬁg address.gf aai.d.egch .of said net%rk devi:hcis ag sgi do evi ce

i dent i fyi n§ FRAFOPBRFBn2AMARGSERAE RNt PERLRY sBPYRFPBefhi £§285 §76nE 0 sai d
net wor k deyb@fEnithelohagmsantl ME adsbmasidafsh ivinkAigdrakid Fage edathabase
to enter said conputer network system 13. A secure entry systemfor a

bui | di ng ascenarkien | ROELaph said dntewepnasrpingi Ag§vaceHCRDEe CARLISIST abl e
to assign, .j . redd i LE t hat ' aid
one o aa GonlrEBaRi ol aR Shid ohdh EBLEERLEGH ROHT o £ BuBa Vil SRR gy
address tdesbtd baeedforaadidatwieksdeyheest diid tddnnhfriidat ioh Adoubd. A
secure entry _systemfor a bui|lding as clained in claim10, wherein said
entrance sa3PdeP2HACHARMEM FAIRR datBhREFISKerable to store user
identifying information for identifying a corresponding user of said each
of said network devices, and permts a corresponding one of said network
devi ces t htf. sénsesare esbry sykiran ffpimg bhufoding ieenciadmed im Sadd 1,

entrance datapase to enter said gogguter net wor k sg/bsf erp 1%. JA.S curte
entry syst ERTFBFT LU 20 EPKFARGC) ACEVSF fydepable o administiate

an entry of each of said network devices in said plurality of units

to said computer network system.

11. A secure entry system for a building as claimed in claim 10,
wherein said entrance server has an entrance database operable
to store device identifying information for identifying each of
said network devices, and permits a corresponding one of said
networkdevicesthat hassaiddeviceidentifyinginformationstored

in‘said entrance database to enter said computer network system.

12. A secure entry system for a building as claimed in ¢laim 11,
wherein said entrance database stores a MAC address of said each
of said network devices as said device identifying information,
and

said entrance server permits said one of saidnetworkdevices
that has said MAC address stored in said entrance database to enter

said computer network system.

13. A secure entry system for a building as claimed in claim 12,
further comprising a DHCP server operable to assign, in a case
where it is determined that said MAC address of said one of said
network devices is stored in said entrance database, an IP address

to said one of said network devices.



wherein said adessi gns, to said entrance server, a
VLAN t hat allows said entran r to communicate wwth said plurality
of VLANs respect|v p aid plurality of wunits. 16. A secure
entry systemfor a a0 Njmed in claim1, further conprising a
shared server operabl e‘to ngesa plurality of said network devices comon
information that is common thereto, each28f said plurality of units having
therein at |east one of said pl urality of network devices. 17. A secure
entry systemfor a bui er.ei

admi ni strati oA sét 98#’“5&?‘3%’53’ ﬁyc?%?g} goghaa%éﬂlgéfge?s flﬂl? héiJ[aJa'? 8ws

said shared ﬁﬁéi‘éintﬁamm&ﬂi@ SerhierSahd afl dhetddde HatdAlde operable
respectively assigned to said E urality of units. 18. A secure entry

system for at®ui $EP¥R A3SeY ajl t11r$1réms mizformakiner EFpri %fafmpa
server opera I qﬁp e rk
devices in sgl.’%r%%‘?%ﬁ‘tg@“%? ro'%?%ﬂigighok gg‘cure%n ygg{/c’g?%mg%axﬁgm £g0
buil ding as &lcdrmsspondinmg mnkBef phbd aietwaild dediiceissthat | sents eradel user
assigns, to said DHCP server, a VLAN that allows said DIA? rver to
comuni cat e W?ﬂtéﬁlfﬂni]}?fmlatllﬂlﬁtﬁﬁq FREALG PREFARFS a%ﬁsl?l’%l? Py egt
VLANSs respec I 2 ality of wunits. secure entry
system for %f&l%?ﬁ%étgﬁeﬁqﬁi n%f %'%éettﬁm 1, wherein each of sal d units

i ncl udes an abnor mal - state detecti ng unit operable to detect an abnormal

state in a cprrespondi ng one each. of, I ts.and t tifyn.said
dm ni Str ati o9 oo F8Puer SBCTE BYA SrOFTRdt B 1L AP ARSI IR ShA L 40"
det ecti ng UnyheBeiNgaidAREElied rh® idnGERARREIdHI AW, tt&éaﬁ@edtrance server,

i nt erconnecti ng devi ce ot her
_ a that allows said entrance server to communicate with said

plurality of VLANs respectively assigned to said plurality of

units,

16. A secure entry system for a building as claimed in claim 1,
further comprising a shared server operable to give a plurality
of said network devices common information that is common thereto,
each of said plurality of units having therein at least one of

said plurality of network devices.

17. A secure entry system for a building as claimed in claim 16,
wherein said administration server assigns, to said shared server,
a VLAN that allows said shared server to communicate with said
plurality of VLANs respectively assigned to said plurality of

units.

18. A secure entry system for a building as claimed in claim 1,
further comprising a DHCP server operable to assign an IP address
to each of said respective network devices in said plurality of

units.

19. A secure entry system for a building as claimed in claim 18,
wherein said administration server assigns, to said DHCP server,

a VLAN that allows said DHCP server to communicate with said



than a connection port to which one of said network devices is connected.
21. A multi-unit building having a secure entry systemfor a plurality of
cl osed spaces provided therein, each of said closed spaces |imting access
thereto to an insider of said closed space, said building conprising: an
admi ni stration server that adm nistrates a conputer network systemin said
bui | di ng; and an | ﬂﬂmﬂm]m vice that connects said adm nistration
server and a plural I ftlevices in said plurality of closed
spaces, wherein each of shi d’ plurallty of closed spaces has a correspondi ng
VLAN assi gned thereto based upon said adm nistration server setting said

i nterconnecting device such that each VLAN assigned to said plurality of

cl osed spaces is different fromrespective other VLANs assigned to others
of said closed spaces; and said adm nistration server limts access to said
each of splwdralireldf YWIHNs| vk cpacdy addispied conpatier plaradikyspst em

in the building to a designated insider.
units.

20. A secure entry system for a building as claimed in claim 1,
wherein each of said.uhits includes an abnormal-state detecting
unit operable to detect an abnormal state in a corresponding one
of said each of said units and to notify said administration server
"of a detectionthereof, said abnormal-state detecting unit being
connected toaconnectionport of said interconnecting device other
than a connection port to which one of said network devices is

connected.

21. A multi-unit building having a secure entry system for a
plurality of closed spaces provided therein, each of said closed
spaces limiting access thereto to an insider of said closed space,
said building comprising:

an administration server that administrates a computer
network system in said building; and

an interconnectingdevice that connects said administration
server and a plurality of network devices in said plurality of
closed spaces, wherein

each of said plurality of closed spaces has a corresponding
VLANassignedtheretobaseduponsaidadministrationserver setting
said interconnecting device such that each VLAN assigned to said
pluralityof closed spaces isdifferent fromrespective other VLANS
assigned to others of said closed spaces; and

said administration server limits access to gaid each of
said plurality of closed spaces and said computer network system

in the building to a designated insider.



