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CLUSTERED ENTERPRI SE JAVATM HAVI NG A MESSAGE PASSI NG KERNEL | N A

DI STRI BUTED PROCESSI NG SYSTEM Fi el d of the Invention The present invention
relate tributed processing systens 5 and, in par nput er
soft\/\/afvedtl%nq!(‘iﬁst ributed processing systems. Cross Ref er%lﬁimsg&zﬁgfat ed
Replications This appli ggtl on clainms the benefit of U S. Provisional

Application No. 6 il ed Novenber 5, 1998. 1
copending U. S pamm m m\ ions afe assigned to thgmm m m Hml one
present applicati on, ang their disclosures are incorporateg er ern

reference: (A) Ser. NO. mot Yet Known [Attorney Docket No 81029] flled

Not Yet KnognusywEREDNERTERRRES JANVAT HAVWNGHAl NHESSAGRAPASSHNGI t1ed, "A

SVART STUB R ENTRERRED A VALY HRONEL P ROBIESERNGL BRBTRICESS! NG SYSTEM
(B) Ser. No. Nat Yet Known [Attorney Docket No. BEAS 1030] filed Not Yet

Known by Dean B. Jacobs and Eric M Hal pern, and entitled, "A DUPLI CATED

NAM NG SER\/I CE |N A DI STRI BUTED 20 PROCESSI NG SYSTEM'; and (C) Ser. No. Not
Yet Known No. BEAS1031] filed Not Yet Known Dean B.

JAVATM | N A SECRE" B R R P a S B o e e o NIFRFELSE
inveng i on giwerie parécaly et@hpliydresofolvace 81 disatibetedopanessingg syst ens.

Generally, a distributed processing systemincludes a plurality of 05
MAY 2003 systems.

Cross Reference to Related Applications

This application claims the benefit of U.S. Provisional
Application No. 60/107,187, filed November 5, 1398.
10 The following copending U.S. patent applications are assignesd
to the assignee of ne present application, and thew disclosures are
incorporated herein by reference:

(A) Ser. No. Not Yet Known [Attorney Docket No. BEAS1029]

filed Not Yet Known by Dean B. Jacobs and Eric M. Halpern, and
15 entitled, "A SMART STUB OR ENTERPRISE JAVA™ BEAN IN A
DISTRIBUTED PROCESSING SYSTEM";
(B) Ser. No. Not Yet Known [Attorney Docket No. BEAS1030]

filed Not Yet Known by Dean B. Jacobs and Eric M. Halpern, and
entitled, "A DUPLICATED NAMING SERVICE IN A DISTRIBUTED
20 PROCESSING SYSTEM"; and
(C) Ser. No. Not Yet Known [Attorney Docket No. BEAS1031]

filed Not Yet Known by Dean B. Jacobs and Anno R. Langen, and
originally entitled, "CLUSTERED ENTERPRISE JAVA™ [N A SECURE
DISTRIBUTED PROCESSING SYSTEM".

25 Backaround of the Invention
There are several types of distributed processing systems.

Generally, a distributed processing system includes a plurality of
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WO 00/ 28431 2 PCTI US99/ 24561 processi ng devi ces, such as two conputers

coupled to a comruni cation nmedi um Communi cati on nmedi uns may i nclude wred
medi uns, wirel ess nmediums, or conbinations thereof, such as an Ethernet

| ocal 4 gmgpgt Work or a cellular network. In a distribuycatugyopig@eessi ng
system at feast one processing device may transfer information on the
communi cati on nediumto another processing device. Cient/server

architecture 1 10 illustrated in Fig. 1 a is one type of distributed
processi ng system Cient/server architecture 1 10 10 includes at |east two
processing devices, illustrated as client 105 and application server 103.

Additional clients may al so be coupled to conmuni cati on nedi um 104, such as

client H8cedsii @dlicks, SEEN R 03 coasd Stebsisbnprs toogi ¢ and/ or coordi nat es
transactions in providing a service to another processing device, such 15
as cl i emomo@nipadicormetiwnt Q@Bmuipaticatnedus Way ingBideswifgsh cal | y
programed with software for providi a. se The software may be

pr ogr ammBgAE M hgVieeles? imeRJiuny: S SR aﬁﬁmﬁlr)%lg(f%f SHER 3%%Enterpri se JavaTm

Bean (" EBBeinck00Badsteh! ARt LBIIfREfretd o D in ENGist@biicee My incl ude,
for exanple, retrieving and transferring data 20 from a dat abase, providing

an % nagepradstsing cylstarhatt tepsamnegpratcesning-devieg angy érarsdever 103 nmay
retrieve data from database 101 a in persistent storage 101 over

comuni cEfPERARYRIIPR N E P TRUpESIIONsBedHE 1aREET Proneeifent 105.

Appl i catii Ncserver 103 then may transfer the requested data over

comuni caf1 on nedium 104 to 25 client 105. A client is a processing device

whi ch uti|izegligntpesrvieardHie@rares 1 BaNustmetothy: Figauasis dienges vice. Oten a
user 106 interacts with client 106 and may cause client 105 to request

servi ce o¥distabetsdmniiceasingrsyistetnuntlioat/sewer apphiteditron 'erver 103. A
client .O 5d NVAY l2003 W 00l 28431 PCTI U89E124~t%% 3 oftetn ﬁgndl s direct
i nt 8r act IGH9%H ThieaRH TSRS A8y Gt dPUF R etuELE S AHa HiSpl ayi ng

resul ts. sAnN&idet é/erggr diofsf enantidnaPesiefts sof abedBYuBRdUged to program
application server 103 and/or c| 1ent 105. One programm ng 5 | anguage is the
Javar TM poognamioatign Inaedjuag&04,) auafi MsapEntca®8.on
Typically, server 103 hosts business logic and/or coordinates
transactions in providing a service to another processing device, such
15 as client 103 and/or client 108. Application server 103 is typically
programmed with software for providing a service. The software
may be programmed using a variety of programming models, such as
Enterprise Java™ Bean ("EJB") 100b as illustrated in Figs. 1a-b. The
service may include, for example, retrieving and transferring data
20 from a database, providing an image and/or calculating an equation.
For example, server 103 may retrieve data from database 101a in
persistent storage 101 over communication medium 102 in response
to a request from client 105. Application server 103 then may
transfer the requested data over communication medium 104 to
25 client 105.
A client is a processing device which utilizes a service from a
server and may request the service. Often a user 106 interacts with
client 106 and may cause client 105 to request service over a

communication medium 104 from application server 103. A client



object code is |loaded into a JavaTWirtual nmachine ("JVM). A JVM i@seM Y. 2003
program | oaded onto a, processi ng device which enul ates a particul ar mac/}'ni %3
or processing device. Mre information on the JavaTM programr ng | anguage
may bewabdozmisggad at 10 http://ww. j avasoft.com which ispcmessppisat ed by
reference herein. Fig. 1 b illustrates several JavaTM Enterprise
Application Programm ng interfaces ("AP!'s") 100 that allow JavaTM
application code to remain i ndependent from underlying transaction systens,
dat a- bases and network infrastructuBe. JavaTM Enterprise APIs 100 15

i nclude, for exanple, renote nethod invocation ("RM") 100a, EJBs 100b, and
JavaTM Nam ng and Directory Interface (JNDI) 100c. RM 100a is a

di st ri butcdterphamgtiaswliregt imdedctifriewitisedd iusesesudinapaecemiitdi t ect ure
described below. In particular, a set of classes and interfaces enabl es one
JavaTM oBP8eeste @neadisplaning (@sults- 20 net hod of anot her JavaTM obj ect runni ng

on a different i n i i cal used in a
client/server Aég%:{h/ﬁ@g{ g@érggﬁwﬁ%ﬁ?ggé\‘i}g&eéﬁa%@% ﬁ%cge)(%f EJB 100b is a
sof t war e grogrAnefhpliestich keHsRb] @3 RN OULKdntPI B5e Ohe PREGRMMALI
application code that can be conmbined with other conponents. Typically, an

25 imst arlaegudgeEisBhe0dry ald mragrammisg nessudgsyi davall' &iBickdian i nst ance
stored on_server, K 103 typi cal |l nages rsistence, . transactions,

concur r en®YECH FRIEH 'ﬁ@,gggﬁ’at%éc{?rj‘l’iat y Vi Imiﬁb@ep&dmgs i+t ory and
nam ng fuyggt o] LGiak| Y 2003 WO

001 26431 P Ptal gégéq%%%%{ %ﬁ%egéﬁ&glﬁéa?%h@ﬁ%&%rpgl% ®has many

di sadvant payéisulaFimadhinarne proeesding delicadobsoredhfscadtornehl because server

103 has t?ﬁh?nleg many connections. In other words, the number of clients
whi ch may" e 3itfde @ P9 aseming laraniags Meiteabtaifedddi tion, adding 5 twice as
many. pr oc i i Lent s. t i | ide you with
ot 08" as TR BT SREREREORE T En R Te Qe PRECE Pelestnl FELAYE opicat i on

code on clientEglAb innstrd@8. selRraldjaai ElEAteaIriteeAppidatich susceptible to
systemfailures or a single point of failure. If server 101 fails and a

backup i sPi@ramveing dntesfacelsi @AP! 9051 A0 thel sllwtJde dsbelicatiobt ai n t he
service. code to remain independent from underlying transaction systems,
data-bases and network infrastructure. Java'™ Enterprise APls 100
15 include, for example, remote method invocation {("RMI") 100a, EJBs
100b, and Java™ Naming and Directory Interface (JNDI) 100c.

RMI 100a is a distributed programming model often used in
peer-to-peer architecture described below. In particular, a set of
classes and interfaces enables one Java™ object to call the public

20 method of another Java™ object running on a different JVM,

An instance of EJB 100b is typically used in a client/server
architecture described above. An instance of EJB 100b is a software
component or a reusable pre-built piece of encapsulated application
code that can be combined with other components. Typically, an

25 instance of EJB 100b contains business logic. An EJB 100b instance
stored on server 103 typically manages persistence, transactions,
concurrency, threading, and sécurity.

JNDI 100c¢ provides directory and naming functions to Java™

software applications.



Fig. 1 cillustrates a mufti-tier architecture 160. Cients 151, (FMAerpage
direct interactions with end users, accepting requests and display results.
Application server 153 hosts the application code, coordinates
CONMMURV G 8éAafS, Synchroni zations, and 15 transacti ons. Hoatesyazeseserver 154
and portabl e storage device 155 provides durable transacti onal managenent
of the data. Mufti-tier architecture 160 has simlar client/server
architecture 110 di sadvant ages descri bed above. Fig. 2 illustrates
peer-to-peer architecture 214. Prodessing 20 devices 27 6, 217 and 218 are
coupl ed to conmmuni cati on nedi um 213. Processing devices 216, 217, and 218

i ncl ude network software 210a, 210b, and 210c for conmuni cating over nedi um
213. Typi cal |§ljeratehvar actseicngedel0 basimany phsadvartpges. d&irshi t ect ure has
simlar processing capabilities and applications. % | es of 25

peer - t o-HEBHEBIGBr A ABABINStissaleuwe! BRFRNTC A5 bet T 3{%3@ Br oker

Afchitecmoﬁe%%@%?g@ LD 3 5&@%‘%%{3 ,ir { nRBRPRE e Mpdel (" DOOM')

architecture. In a rm'speci I buted processing system each

processi (hidieBLndmyded ot i9yveame30pEnatédg his yeidaron, Eddingl | ows 0 5 MAY
2003 WO 00/ 28431 PCT/ US99/ 24561 5 the use of pr opri etary hardware, such as
shab ed dtwles, amiriany-pracessingi dkdcesafnlienigyhdegreBat NAERIEMnect s, for

i ' b . ' devj . EX f . pl atf ifi
G ot 11 buPEY s SBUeG g GE Ser RO AR o BT At BAS SNSEH0 por al | of 5

Syspl ex[ g5 WainfdMBpgiiSat@Neem: Bnvifdfs tdarahayrosernmes, Conpag s Digit
software, and M crosoft Corporation Wndows NT[err]cluster services

(Wl f packrchitecture 110 is suscéptible 2b dyviskerst fiaditiess ar trsamgaagtdionopr ocessing (T
P) architecture 10 220. In particular, TP archi t,e&#rcg 220 illustrates a

I :
BEA[ er r ] &8trend ! server TIOKE sapreth t RAckWPeS T iR 2Rt 'O%oupl ed to

progessin ices A ] g%gi and TP nonitor 223 by comruni cation
maglﬁum 2@/%11"1%{3% g%la-li%ét?:agneé%égg?i vel'y. ATM 221 may be an automated teller
machi ne, PC 2F%.mhyillerat@ebsanail-ticospuirciurentis®s dRNweMiggr 223 may be

anot her transaction processor nonitor. TP nmonitor 224 is coupled to

back- end seF F@ngge Zirece Isier agiorz withy e v MFa RS cEAGEHN NAEGIOURSI283, 284, and
285. Server, 225 is coupled to persisten t i 287, storing

dat abase %‘%SB@'C@WE% e‘g?l?‘&ﬁ%ﬁ@d?eﬁﬁ?’z@&s" %atgrgﬂlgteaépﬁgiﬁgﬁncl udes a

vor ki | ow e eBb@hhidls CafREad Y, IsplchRiNksoigiRpt s Trom processing
devi ces, such as ATM 221, PC 222, or TP nonitor Z23, to various servers
suals as seanvsactidds, RABGbane s2dkr Vit kntll pwtatdetatotdger d@dde Térfabl es (1 )

wor kl oad bal anci ng between servers, (2) lim scalability or allow ng for

addi t i ondroyEleshiablediransagtianal snanagEmMe ‘ng'g? f8¥%r ance of redundant
Co a server  windtPliafarBieRSie, F60 TRk SMPpP EL8TDtert B o0 | i ¢
t he nunbet 10fdisidvahtfRotSscirdesid s to back-end servers. Exanpl es of
ot her transacti on processing architectures include 18M Corporation's
clcSlerr], Fig. 2 illustrates peer-to-peer architecture 214. Processing
20 devices 216, 217 and 218 are coupled to communication medium
213. Processing devices 216, 217, and 218 include network
software 210a, 210b, and 210c for communicating over medium
213. Typically, each processing device in a peer-to-peer architecture
has similar processing capabilities and applications. Examples of
25 peer-to-peer pragram models inciude Common Object Request Broker
Architecture {"CORBA") and Distributed Object Component Model
("DCOM™) architecture. -
In a platform specific distributed processing system, each

processing device may run the same operating system. This allows



0 5 MAY 2003 WO 00! Zz8431 PCTI US99/ 74561 6 Conpaq's Tandem Di vi si on 05 MAY 2003
Pat hway/ Fordl TS, Conpaq's DECT"" ACMS, and Transarc Corporation's Encina.
TP architecture Z20 al so has many di sadvantages. First, a failure of a

si ngl evpoorsrssi ng device or TP nonitor 224 may render BCTRASIM@45br k

i noperabl e. Second, the scalability or nunber of processing devices (both
servers and clients) coupled to TP nonitor 224 may be limted by TP nonitor
224 hardware and software. Third, flexibility in routing a client request
to a server is limted. For exanpl €, if communication medium 280 is

i noperabl e, but 10 comruni cati on nmedi um 290 becones avail abl e, ATM 221
typically may not request service directly fromserver 225 over

conmmuni c%‘ﬁi‘éﬁ? gearantierawy hardwarst seel @sssiared ghsis: gpultiztpilefourth, a client

typi cal |l y._does t know the state of .a back-en rver. or other processing
dovi o, PrRernd B aeesd (eithRoged SO ARE BOPRER SIS Used Tt or T oad
bal anci n&oc@@ﬁp@'d‘éﬁces@ Ekér%mestdfpbfé%ﬂdrh-gﬁé’ciﬂéfdiﬁﬂb@%d a particul ar server
even if the cliént has relevant I nformation which woul d enabl e efficient

ser vi ce. pritesehgrsstemsiisciddsiiBMI @otporptionisd®/FBQAR Bamllbut ed processi ng

systemand, in particular, distributed ,B{aﬁ)cessi ng system software that 2~
has®t he aWvRIRXageSMPRY hdapedr Diigioyirima'si@ é‘ﬂ'vgf%c QEPARY Syst ens wi t hout

t he i nhe i hens . hangFrop stry standard
APl s whi @Ed]{éfrl ?@%ﬁgﬁf ?@ﬁ%‘émﬁn gﬂ?%ﬁﬁ%ﬁ%ﬁ ?Bspglrnver, mg:ll%gl}-gri er, or
peer - t 0- peRivale sard iteskdFPOCORsdratos Wiredmys NT@ slabtaredeevigheul d support a

variety of conputer progranm ng nodels. 25 Further, the software should
enabl e ({Wplieakkhced fault tol erance, (2) efficient scalability, (3)

effective | oad. bal,anci an 4 ession n rati.on control. The

i mpr oved conpg{ge?ébsgw&gkes SR %@{9%%%%%@??,%& ?‘#ﬁ&?ﬁ‘ﬁ& wor k

regenfi gynal i ﬂﬂgarﬁc‘ﬁ%r, tripes CANBEHLRE ZZCQHQJSM%YGSZQ@EAM)_SQQJ.QZ‘&&?’]-

PCT/ US99/ 24561 software should allow far the determ nation of the state
of a protessTUYEDSR eehitBUMYARYT FORMArHE | AVENTEON!Ad tonprooeesingi st ri but ed

[ tem i i ded in5 tjcul ar, t ft f
i ot 1 bUFBARLEUSTRD: Sysd Ein F95 3P oToRell! “Ares bORRUTGN S0P tvar o | pr oves
the faul Tmécﬂl.lﬁ{ ggﬁetzgfLEFIHQ f%f,tfe'sggﬁf?@?l?foﬁ‘?‘ﬁ/ﬁ??g rﬁé{?tb%”é s well as enabl es
abr i ty. r so ows

efficient sca he ‘conput ware a or efficient |oad

bal anci ngiatthasss séli@n reecHigat PAtdzh malhbe copprsbasl sarhpweere asudpport s
rercuting or 10 reconfiguration of a conputer network._ The_conputer

sofiBaar e SUPIBYOS 223 EraYelby appthes HHRSBECTPNoRficsRRSHgTRBHEN s Tdhd al | ows for
the use of industry standard APlIs that ar } ient/server and
peer - t o- pR8P R 2%?i‘f)l?f’@ﬁpe&r@c@%%'?’ﬁﬂgiﬁﬁﬁ?rge%?%ﬁs& %éer‘)zczg)nggt er software
enabl es gdieiRhiERRdN PRJRIMS PB3S DA Hid ABBErYAVeOR26tiB&Joupldd Processi ng
devi ce. The conputer software al so supports nmessage forwardi ng under a
vari ety db pérsistentt stocass device B hgtarisgalatbibgsendd@l by. According to one
aspect of the present inventj on,gg di strihuted processin stem conpri ses

\ | d S

a comuni RPINRIGRRNUMedBIPIZEP-t dFdMoBite] IBrides 4 ng’rgQQ ce and a second
pr SSi i fi i V4 i it st software

b 05 am tElen 224k for ol ha ReRES HeHGR SGT SR PRI B CHT ! o1 erned

sof t war e duaress ATWI IR B RIQIDE 25 oy R Hohitbr RIAVIto" yariothes@reeamnd processi ng
device includes a first software fro%am enul at i n(a a processing device 25
("JVMR") Sufhl asiseryen 339,522k endedZ G ofW ks Bonagentroltafi4dfa data structure
("RIVMR") . A nessage fromthe first processin vice is transferred to the
second prYLaREy i@ ‘%86%‘8@%&?%\?&9 {%HE\B??? éter‘keé'ghgﬁ I%&?%r e layer and the
first sof i i { i LACESSA WO 001 28431
PCT/ US99/ %2%%56@[[? %é‘ﬁ%‘@o\tc’?ﬁa& cﬁétﬁﬁati Fél?er neISéds}g?ct a/%rgs@efr?a@gﬁd the first

sof2%ar e wwiegnamndfnetbadsectaukepdoseseisnprdevervee reguestimey be anot her
aspect of the present invention, the first software programin the first
processi nSEHeV aevpkflow geatrmiler ta agerver which has not failed), and

(4) session concentration to limit the number of simultaneous
connections to back-end servers. Examples of other transaction

processing architectures include 1BM® Corporation’s CICS® ,



5 machine ("JVM') and the data structure in the first processing %Q\M%ezqo%
a renote JavaTM virtual machine ("RJIVM'). Simlarly, the first software
programin the second processing device is a JVMand the data structure in
t he seqe@ pzpcessing device is a RIVM The RIVMin thepseueshdpsiocessi ng
device corresponds to the JVMin the 70 first processing device. According
to anot her aspect of the present invention, the RIVMin the first
processi ng device includes a socket nanager software conponent, a thread
manager software conponent, a nessd&ge routing software conponent, a nessage
conpression 15 software conponent, and/or a peer-gone detection software
conponent. According to another aspect of the present invention, the first
processi Genumy’ €& andemubivisibasP avhinayyherdESotbrppageBREGY” devi ce using a
protocol selected fromthe group consisting of Transm ssion 20 Control

Pr ot ocol ACMePand Teaksare @Ucﬂ@é@go'ﬂéy@?c'(‘a-SSL") , Hypertext Transport

Protocol (" HTTE oLchiBiigld B9q 809 U eERgtaikalos (BRoEr digol, (" 110P)

{
tunneling. Accordrng to ano aspe ent invention, the first

processi ngife\uicesihgd prdessARIPaYvist o ae mdfiter Jauaidd appdécation. 25
According to another aspect of thedgr esent invention, the first processing
device i sha ngegpripinopieatdecovetprddas siciphiés eenumbes oft he fir st

processing device is a seryer and the second prgcessi device is a client.
b 5 MY HBEWIGEF 8548 DHETPoSser 246158 AR RO S BATKY, aspect of
the preseis HAYEHY |iRfhedys §ROMSFRITIN Ratd WBrdTBAY WBH$a/eOUpPl €d to the
second processing device.” Athird processing device is coupled to the
second cofmuhifexibibty imeduting Jeéethiaqiliest aoes sémvgr delimeed. nEbudes a first

software 5 praogram emul ati ng a processing device ("JVM3"), including a
kernel soPRRR'® I SPBMHBIGRHG NaMEAREE 8BSt B W&?ngeb(’t‘ RIVML "), and a

secpnd daf g, 5tLHSEHYREEEYME0 becomes available, ATM 221 typically

may not request service directly from server 225 over communication
medium 290 and must access TP monitor 224, Fourth, a client
typically does not know the state of a back-end server or other
processing device. Fifth, no industry standard software or APls are
18 used for load balancing. And sixth, a client typically may not select a
particular server even if the client has relevant information which
would enable efficient service.
Therefore, it is desirable to provide a distributed processing
system and, in particular, distributed processing system software that
20 has the advantages of the prior art distributed processing systems
without the inherent disadvantages. The software should allow for
industry standard APls which are typically used in either client/server,
multi-tier, or peer-to-peer distributed processing systems. The
software should support a variety of computer programming modeis.
25 Further, the software should enable (1) enhanced fault tolerance,
(2) efficient scalability, (3) effective load balancing, and (4) session
concentration control. The im;ﬁroved computer software should allow

for rerouting or network reconfiguration. Also, the computer



According to still another aspect of the present invention, the firgf MAY 2003
processi ng device includes a stub having a replica-handl er 10 software
conponent, The replica-handl er software conponent includes a | oad bal anci ng
sof t wave ogedponent and a fail over software conponent. AREGYWRFEH o0 anot her
aspect of the present invention, the first processing device includes an
Enterprise JavaTM Bean object. 15 According to still another aspect of the
present invention, the first processing device includes a nanming tree
havi ng a pool of stubs stored at a‘node of the tree and the second
processi ng device includes a duplicate of the namng tree. According to
still another aspect of the present inventign, the 20 first processing
devi ce iSREFYaRSSARUIE oM Ao Bie grtjminrteadd the 12 af 8l ess progr am nodel
and the L i on.programincludes a statel ess session bean. According to
[ H%%ﬁé%gg 6%8#95f the present invention, the first processing device
i ncl udes an application programcoded in a 25 statel ess factory program

nodel and the application programincludes a stateful session bean.
According to still anot3éMMARYCOFOTHEHAMVENEEMN invention, the first

processi ng deyice includes an_application programcoded. . in a. 0 5 MAY 2003
W O 00l 28431 é&fmé@é?ggs%i‘gﬂﬁcggé‘?%%ﬂ”%ng’iﬁgﬂy‘%ﬁ“&‘gi‘%&%ﬂhéﬂ appl i cati on
program paglMES cBmRkE! b¥riRRe 18P Bb&Rb Nea Y dbBsksihg siiskdh ignot her aspect
of the present invention, an article of manufacture 1ncluding an

i nf or mat poyvidedr dge cmdputari ofbvpreoimpenesTiie fault wieastemdnifeact ur e
conprises, a first set of digital information for _transferring a nessage

froma Rg'\?ﬂﬂ"i)‘l‘\t_e& RroFgssipg syssammy wall %eﬂéblésF@jWef‘ﬁ Séakaf?élgﬁd processi ng
devi ce. %8%%8&& %o?tnv%rgeegllo%%o?&l eﬂfcié#@lo@@eéaqgﬁcihavfrm' on, the

session concentration. The computer software supports rerouting or

10 reconfiguration of a computer network. The computer software
supports a variety of computer programming models and allows for
the use of industry standard APIs that are used in both client/server
and peer-to-peer distributed processing architectures. The computer
software enables a determination of the state of a server or other

15 processing device. The computer software also supports message
forwarding under a variety of circumstances, including a security
model.

According to one aspect of the present invention, a distributed
processing system comprises a communication medium coupled to a

20 first processing device and a second processing device. The first
processing device includes a first software program emulating a
pracessing device ("JVM1") including a first kernel software layer
having a data structure ("RJVM1"). The second processing device
includes a first software program emulating a processing device

25 ("JVM2") including a first kernel software layer having a data
structure ("RJVM2"). A message from the first processing device is
transferred to the second processing device through the first kernel

software layer and the first software program in the first processing



article of manufacture conprises a first set of digital

i nformati or) § MAY 2003

i ncluding a stub having a | oad bal anci ng software program for selecting a

service provider froma plurality of service providers.

According to

anot heyogspest of the present invention, the stub has gdraidoonassisof t ware
conmponent for renoving a failed service provider fromthe plurality of
service providers. 15 According to another aspect of the present invention,
t he | oad bal anci ng software conponent selects a service provi der based on
an affinity for a particular servi& provider. According to another aspect
of the present invention, the | oad bal ancing software conponent selects a
service provider in a round 20 robin manner. According to another aspect of
t he presdmtice noeheifost kéime! kotdvdral laper agd sbé tfiner softargpenent randonl y

sel ects a service provider. According.to anot her aspect

of the present

i nvent i RO AR INoH® $RACAECHI§ESHNOVREAConponent sel ects a service provi der

f the 25 i f i i t oad of h
servi e provi Ao AbEF AR o el b LT S8R EREE: B TR Vention, < he
| oad bal ah@ivage IPbEMAR & CHTRPASHMocEELIBGIfe\AcE & i R aPY Qutelar fromthe

plurality of service providers based upon the data type requested. 05
MAYS 200 M@chiie §48AMPCING304 21456 Btrutturecior tienfiy st wragrrding dasipect of the

t ] tion, thg, | oad bal ' ,, .
o1 ovi der 5% GRTCRE JB18F ok PP BRadine 8 BNy cartionbe oe §

sel ects a service
FIn the cl osest

physi cal séﬁwar%f‘pggg%ﬁﬁ&he%éﬁﬁgrp%fa@sstiﬁ%g@wdaeirs AIPRFLnATEhe present

i nvention, the anci ng software co

onent selects a service provider

from t hedptaisaluctyredh taerseicoadproceskeng deasadisupGIVaVt iThe period in which

each

RJVM in the second processing device corresponds to the JVM in the

10 first proceésing device.

According to another aspect of the present invention, the

RJVM in the first processing device inciudes a socket manager

software component, a thread manager software component, a

message routing software component, a message compression

15 software component, and/or a peer-gone detection software

component.

According to another aspect of the present invention, the first

processing device communicates with the second processing device

using a protocol selected from the group consisting of Transmission

20 Control Protocol {"TCP"), Secure Sockets Layer {"SSL"), Hypertext

Transport Protocol ("HTTP") tunneling, and Internet InterORB Protocol

("liIOP") tunneling.

According to another aspect of the present invention, the first

processing device includes memory storage for a Java™ application.

25 According to another aspect of the present invention, the first

processing device is a peer of the second processing device.

Also,

the first processing device is a server and the second processing

device is a client.



service provider responds. According to another aspect of the pres8ftMAY 2003
invention, the 10 article of manufacture conprises a first set of digital
information, including an Enterprise JavaTM Sean object for selecting a
servicewa oodsder froma plurality o. service providers. pctarsdd/ngsto

anot her aspect of the present invention, a stub is stored in a processing
device in a distributed processing system The 15 stub includes a nethod
conprising the steps of obtaining a |ist of service providers and sel ecting
a service provider fromthe list of Service providers. According to another
aspect of the present invention, the nethod further includes renoving a
failed service provider fromthe 20 |list of service providers. According to

still another aspectingftotireotheesspect o eémt poeserdnnegpésrataseconyri ses a
comuni cati on nmedium coupled to a first processing device and a second
pr ocessi ng:%%“@émtmﬁé“ﬁﬁ'ﬂé‘ﬁ ipEBERISS 1yt tP U L PRESSRNEAYIRG- t r ee

e V9LN9 £ B 6cERI0Hs 8B el BURLAN OB ML eoda Sl flcadffiessi 10

proce SI ng devi ce up icate nam ng tree

and the san¥dicen Prioei ©RH. proc8sSinyRe GOO h NI ODb2G4BLoRGETe US99; 24561 12
According to another aspect of the present invention, the nanming tree has a

node § ncl lmolﬁlgara yevlatiog ppuicestingudedne (S&VMTe, psthJm deraskemetording to
t of the present

anot her ention " J ce pool includes a

st ub. Acc fﬁgwaf% B’yﬁhggﬁ'é‘rg %§15%fc¥a@rsfm€t%?3 éﬁ?ﬁ’ﬁnveﬁ? @n CGPMl stri but ed
processi Ny ssdteRGAUTPH AAd 28 first computer coupled to a second conput er.
The first conputer has a naming tree, including

According to still another aspect of the present invention, the
first processing device includes a stub having a replica-handler

10 software component. The replica-handler software component
includes a load balancing software component and a failover
softwars component.

According to another aspect of the present invention, the first
processing device includes an Enterprise Java™ Bean object.

15 According to still another aspect of the present invention, the
first processing device includes a naming tree having a pool of stubs
stored at a node of the tree and the second processing device
includes a duplicate of the naming tree.

According to still another aspect of the present invention, the

20 first processing device includes an application program coded in a
stateless program model and the application program includes a
stateless session bean.

According to still another aspect of the present invention, the
first processing device includes an application program coded in a

25 stateless factory program model and the application program includes
a stateful session bean.

According to still another aspect of the present invention, the

first processing device includes an épplication program coded in a



a renote invocation stub for accessing a service provider. The 10 sue%gr'?‘é 2003

conputer has a replicated namng tree and the service provider. According
to anot her aspect of the present invention, a distributed processing system
conpr w augsa1first processing device coupled to a secondTpreEs$si ng devi ce
is provided. The first 15 processing device has a JVM and a first kernel
software layer including a first RIVM The second processi ng device
includes a first JVMand a first kernel software |ayer including a second
RIVM A nessage may be transferredCfromthe first processing device to the
second processing device when there is not a socket avail able 20 between
the first JVM and the second JvM According to anot her aspect of the

pr esent sitatefuitirograrhimodélrastd preoepsi$tatiprdprdogrent naludes ag under an appl et
security nodel, behind a firewall or is a client, and the second processing
devi ce i8AY §85%CRIN&Rt. 25 Oxher aspects and advantages of the present

i nvention ca u i I : aL).ed description,
and the ol a meokaER eoRRCanGHE UsBLel 85 s AL B rIEasfh e Er o
Descri ptdraoleodf inheufdgureein cRE §S90h24o0dtidn grorhge kblishriates a prior art

client/server architecture; Fig. 1 b illustrates a prior art JavaTM
ent%er pr i ¥OVIRLs: T grtide ofimpnistacitrescampiices 4t fiet sgt @fidigédlure; 5 Fig. 2a

illustrat ?(?sm%t%rni 1 Ta%ﬁf%%ﬁ‘r@;%’ﬁgg%%ﬁaﬁgﬁL%‘Hféﬁg‘_fﬁgﬂ 2b illustrates a

p_rior_a_r'f1 ransactl on _ itecture, aillustrates a
si mpl i figdcegdihdaickidd ek Flj\aaran ebcdid prbesHsimddefcet he present

invention; 10 Fig. 3b illustrates a sinplified software bl ock di agram of
t he According to another aspect of the present invention, the
article of manufacture comprises a first set of digital information,

10 including a stub having a load balancing software program for
selecting a service provider from a plurality of service providers.

According to another aspect of the present invention, the stub
has a failover software caomponent for removing a failed service
provider from the plurality of service providers.

15 According to another aspect of the present invention, the load
balancing software component selects a service provider based on an
affinity for a particular service provider.

According to another aspect of the present invention, the load
balancing software component selects a service provider in a round

20 robin manner.

According to another aspect of the present invention, the load
balancing software component randomly selects a service provider.

According to another aspect of the present invention, the load
balancing software component selects a service provider from the

25 plurality of service providers based upon the load of each service
provider.

According to another aspect of the present invention, the load

balancing software component selects a service provider from the

plurality of service providers based upon the data type requested.




kernel illustrated in Fig. 3a; Fig. 3c illustrates a clustered efteMpY 28

JavaTM archetecture; Fig. 4 illustrates a clustered enterprise JavaTM

nam ng service architecture; 15 Fig. 5a illustrates a snmart stub

archi teotoor®e1 Fig. 5b illustrates an EJB object architee@TU89/Hsg. 6a is a
control flow chart illustrating a | oad bal anci ng nethod; Figs. 6b-g are
control flow charts illustrating |oad balancing 20 nethods; Fig. 7 is a
control flow chart illustrating a failover nethod; Fig. 8 illustrates

har dwar e and sof t ware conponents of'a client/server in the clustered
enterprise JavaTM architecture shown in Figs. 3-5. 25 The invention wll be
better understood with reference to the draw ng_s and detail ed description
bel ow. | n theABEHRIMYE0 appreerragracs Rfdhguriesans invedtear éheilR@dconponent s.

~ MAY ] 28431 PCT/ 9 AL s PR TION | .
Cluster eéggﬁglﬁp%&bé’%ﬁea\cl Woﬁggt?#ﬁ%?gé %—?ﬁc\{(%%sé\ll ng ys?gr?# { Qustered

Ent er pri prirdigyaider PRt prak /et Gisk8AIpHre i @losiat iphldrtal 8kRsca sinplified
bl ock diagram 380 of the 5 software layers in a processing device of a
cl ust er egrami@@n.pri se JavaTM system according to an enbodi nent of the

present invention. A detailed description of a clustered enlt erprise JavaTnt
e t'Op

di stributed p E@Fﬂdoﬁ/’@pﬂéﬁﬁ REPafd y'irk?earq?@I”(S\i\Pveﬂ?ErT'itpé’ dyer of
sof t var epinel, %m&%%g%ﬁgn%eﬁ&%%ém F6vidlbt Yo 3R/d for 10

transferring and receivin ormation on al%o nication nedium such as
an et her pairafigcad servie peiweds. baSedopesatal igesystieirB Whicm&aethi ng a
transm ssion control protocol (" T C'~ software conponent 353 and I nternet
pr ot ocol SE™IE® PradfenessPoRdiponent 352 are upper software |ayers for

retrieving 9nq\c%%'%b§g p coléﬁggéaﬁémlgf meoﬁg%e&ftdh?&%cg?t{h%n in a particular

format. An "upper YOV s gene Ined 'as "a software

comgonentaridle T mbhlifaz@SreddorABRESS aSfikRRe@lofMAgRal heyeratigof tware | ayers or
sof tware conmponents. A JVM 354 is then inplenmented. A kernel 355 having a

renmot e Javeludiviovan Eosdromee hiane '386an ojaehfdrasaeetn®n FVNC854. 20 Ker nel

355, described in det a]il bel qw, is used to transfer messages between
processi mCd&eT & iaP Hraé‘lt‘t(lﬁ‘esr’gé‘cﬂ‘cérﬁr&”ﬁiqr§e JavaTM di stri buted processing

system Remt e def fed IWacRk} %egéét?ogg&ge ggé@ér&rihsf@n&@e{,ag M.bgan 358 are

upper software layers of kernel 355. 8 1s a container for a variety
of JavaTMtapgl incaproressiRbdévige iBla dishtnisttest peocesdietgasysemui dweof ker nel
355 illustrated in Fig. 3a, Kernel 355 includes, a sockef nmanager conponent

3631° t hr et HBRIHgRY 23BatshpemBRsInGa e RAAN 85601300M 358t PE a data
struct ur &dr el bO%e@EES%%xéﬁ@éj%ﬁ@%@%&&&@%ﬁ% IR§Gr Message

conpressi on software conponen
service providers.

According to another aspect of the present invention, the

method further includes removing a failed service provider from the
20 list of service providers.

According to still another aspect of the present invention, an
apparatus comprises a communication medium coupled to a first
processing device and a second processing device. The first
processing device stores a naming tree including a remote method

25 invocation {("RMI") stub for accessing a service provider. The second
processing device has a duplicate naming tree and the service

provider,



0 5 MAY 2003 WO 00l 28431 15 P CT/ U S99/ 2. 4561 abbrevi ation tabl e 153 ¥AY 20}
peer -gone detection software conponent 362. RIJIVM 356 and t hread nanager
conponent 364 interact with socket manager conponent 363 to transfer

i nf orWetpR¥3bet ween processi ng devices. 5 B. distribut¥BFYEEYi ng Syst em
Fig. 3 illustrates a sinplified block diagramof a clustered enterprise
JavaTM' distributed processing system 300. Processing devices are coupl ed
to comuni cation nedium 301 . Co ni cati on nedium 301 nay be a wired

and/ or wireless conmunication meditim1 G or conbination thereof. In an
enbodi nent, communication nmedium 301 is a |ocal -area-network (LAN). In an
al ternate enbodi nent, conmmuni cation dium 301.is a wor] d-area-network
(WAN) such a3CeRding i ARatnesraspget @GP REBNT I eLEOM YBRot her embodi ment,
comuni G AN EEHAT 3BheiifcbBll 8 deicandod WBhrrd dorvrd ety of different
types of processing devices may be coupled to comruni cati on medi um 301. In
an enbogiawddrs. a processi ng device nmay be a general purpose conputer 100 as
illustrated in Fig. 8 and described below. One of ordinary skill in the art
woul d under sf’\&ﬁ@“ﬁﬁﬁﬂoﬁr@ffh@' AFREQIHE B BB MY §RTVh BEscri bes 20 one

pagti culsgrrvi%élegsggirlcwﬁ:?eazghﬁqf device where nultiple other types of

processi ng erent software and hardware configurations

coul d be utilczeedihg BCGRIANESp &t & 8 prdthtBntn, tdie present
invention. In an alternate enbodi ment, a processing device nmay be a

pri nt er dididndtes] drapespingesystémpt@ppcisap@ Brst caangeignsouplasktd ul ar

t el ephone, pager, or equivalent thereof. Fig. 3c illustrates an enbodi nent
of the FrREONE FORBHIS on! 15 TitHi CHMBEER RS §8?'3W(9 3By ‘é‘tﬂg“ B8pled to
conmuni [ I, L V, ' t ommuni cati on

rodi um 305" 08 B RRY F4 B o0 F e BCHESS SR 16 ch may have

sitmi | ar senboadicendsteapadesaplibattcahandng nreegad dheé secdnruni cati on nedi um
301. Cient 304 is also coupled to comruni cati on nmedi um 3D5. In an

al t er natRsC¥EEHdi ment, client 304 may be coupl ed to comunication nedium 301

as illustrat elp Cb‘%?ﬁlt”%e}og?rﬂ‘g‘?‘g?%ﬁlﬁégfOﬁaqge %‘?ésérﬂ iﬁ'\,gaggrﬁl.sal t shoul d be

under st ood t hat ments,” server (1) both a client

and a sedi¥@ibut®d prddedirtd bpitbm ShAdriihy a fiisg précéddingealces an enbodi ment
in which three processing devices are shown wherein ot her enbodi nents of

t he presenpléchvert sanonidnaiosdesingldévite inpheyidpd ocessfifRy devices or 10
O o e 2% b N 430 S i B By 7 oL 202 Lo
o et SRR AERAK WL B s i arbod el
15 dri vedVBbind aTfinkaiss isoftviconet lagbr Bratding a seComéRel\383, Aand | nt er net
message may be transferred from the first processing device to the
second processing device when there is not a socket available
20 between the first JVM and the second JVM.
According to another aspect of the present invention, the first
processing device is running under an applet security model, behind a
firewall or is a client, and the second processing device is also a
client.
25 Other aspects and advantages of the present invention can be

seen upon review of the figures, the detailed description, and the

claims which follow.



Protocol software 352 ("TCPIIP"). Cient 304 also includes network software
304a for transferring infornmation to server 303 over communi cati on OrgdAYNR003
305. Network software 303a in server 303 is also used to transfer

i nfor netd eomdusn cl i ent 304 by way of 20 comuni cati on ne@cums’3@a4s6Accor di ng
to an enbodi nent of the present invention, each processing device in
clustered enterprise JavaTM architecture 300 includes a nessage-passi ng
kernel 355 that supports both multi-tier and peer-to-peer functionality. A
kernel is a software program used 253to provide fundanental services to

ot her software prograns on a processing device. In particular, server 302,
server 303, and client 304 have kernels 302b, 303b, and 304b, respectively.
| n parti @riefrDesaovintiohest fhox FiompedVNMs to i nteract, whether they are clients
or servers, ear_ch Q.5 MAY 2003 WO 00] 28431 PCT/ US99/ 24561 17 JVM
constructs an HIVIRABSIELERHE RECT AE SIaMRISer\sYSGEECHIE sent from the upper
Payer on one sgideqntifr iR a s the conmmuni cati on
medi um throug'thlgt Plle) l’g%%‘r—ggjwﬂéﬁgﬂgg |ve(r}eer§€%€(\)4$teh§p%zper | ayer an the

ot her side. | nFiganicdlisstbatesloghurenies arorssa@es; can be transferred using a
variety of different protocols, including, but not limted to, Transm ssion
Cont% ol Pr ot ocHBt KaribesieatepraopBebRr PaERo-pegr arSBHgE Ir8ocket s Layer
("SSL"), Hypertext, Transport_ Pr.ot " " i ng, and Internet

I nt er ORB Pr ot olt(::'gl' tz(b"'g‘ig%gt)est%ﬁﬂgf %ﬁgl,“aaﬁgg}l%n%fén%ﬁgg t hereof. The 10
RIVMs andarz@eieeturganagers create and nmaintain the sockets underlying these
protocol s and share them between all objects in the upper |ayers. A socket
is a |logical |bgat3acfustepresseamplified seftwaialbloe dieaiapreiceassi ng devices in
a distribut %d proceagi n sbystem The kernel maintains a pool of execute
threads and PRBER H&%EP SEETARYEWAE conponent 364 nul ti pl exes the

thregds bet weeﬁags%mhs{rs?e%iQgsrﬂgﬁiﬁé@%ﬁ%ar@msy& igPqhrafh bhggad is a
sequence of executing program code segnents or functions. For exanple,
server 30Renrztliiucesatd¥/ML Fapnd3atavaTM appl i cati on 302c. Server 302 al so

includes a RIVM representing the JVM2 of 20 servegr 303. If a nmessage is to
be sent from sé&idretC HPRUEE Sse T eBIBENTHB R IFHGe FENE@ATUERr ough RIVMR i n

nterpri se JavaRv RMEERESEE et B TEP oAl A s T Cugh an

i nter medi atghitRItMas:. This functionality is inportant if a client requests a
service froma back-end server through a front-end gateway. For exanple, a
mesd8ge from sé&igba Hostrates @m0 Btubmdchitectgeaiti cul ar, JVML nay be
forwarded to ci_i eg%tzl. 0.5 MAY ?E}%) ) UD128431 PCT/ US99/ 24561 18 304

aback- end ser v&r9-3RIUSIaIRABN B ABIFC A CRUTEAB®E: (£ ront - end gat eway) or
JVM2. Thi's fungtd ongald §¥:oh$rol WB%{)E%[;} i'(lJ[] 68144 @ lbaBBaFERFhgN concentration
or how many connections are establishe lS)et ween a server and various
clients. bndtimodher, nmessage forwarding may be used in circunstances where a
socket cannot he created between two JVMs. For exanple, a sender of a
nmessage i s runhi$yy &haareeateflow et ilugratineloathpalRngds not al | ow for
a s%)ket megﬁ%d%reat ed to the original server. A detailed description of
t he "appl et Security nodel is provided at

Fig. 7 is a control flow chart illustrating a failover method;
Fig. 8 illustrates hardware and software components of a
client/server in the clustered enterprise Java'™ architecture shown in
Figs. 3-5.
25 The invention will be better understood with reference to the
drawings and detailed description below. In the drawings, like

reference numerals indicate like components.



10 httpi!:ww. javasoft.com which is incorporated herein by refererncseMAY 2003
Anot her exanpl e i ncl udes when the receiver of the nessage is behind a
firewall. Also, as described bel ow nessage forwarding is applicable if the
sender WP e/BHilent and the receiver is a client and t husPAb¥8¥Bslaccept

i ncom ng sockets. i 5 For exanple, if a nessage is sent fromserver 302 to
client 304, the nessage woul d have to be routed through server 303. In
particul ar, a nessage handoff, as il lustrated by 302f, between RIVM3
(representing client 304) woul d be tdde to RIVM (representing server 303)
in server 3Q2. The nessage woul d be 20 transferred using sockets 302e
between RIVM2 in server 302 _and RIVML in r 303. The nessage woul d then
be handed off, as illustratR&l ' 03f, fromRIVML to RIVMB in
server 303. Eﬁ%ﬁ% I heR,. ets of RIVMB in
server 303' a(:'l-lggtRJ a?ﬁp\gg?éﬁf&%?’aﬁﬁg@ggﬁ%g{&%%y\%}eﬁfd be 25 passed, as
illustrated by Ah€lgashrdEhighprid®dhva™ SofdiiakPAiohiwicterd 304 to RIVML in
client 304. 0.5 MAY 2003 WO 00/ 28431 PCT/ US99/ 24561 19 D. Rerouting An
RIVM in client/M@r3@fllusyazgs 8 sopliied bodoriagisdadBermipditehs or

co icat] nediuns to other RIVNE .at an ime. For. exanple, if client
304 ct eat essoqgwafer1_5(\,(?’53'8&8{0‘?855% ggY'C\%d%,g_gé'W%rredSG 1'(%pﬁ'ggpabl e to start
usi ng the saeRelybRsh eALRHINTERS A mBYNA N M hRreBnB fIVRRicA03. Thi's
enbodiment is illustrated by a dashed line and box representing client 304.
I n an enbodlidmsaited dereripsiencdf & chnsbexd: emprpass dges byisRIMuedensur es
reliable, in-order nessage del i_veréeafter thg@(% currence of a network

reconf i gurRACERSINEGY ST Ex dRpFECT PelOM et BBF WAL T e BAfVRiPed to

communi catin,diRc LB ALhiIC N PALAImATENEI £ 8t en sgRdigim 30° s 111 ustrat ed
in Fig. 3. In an alternate enbodi nent, nessages nmay not be delivered in
ordero An fRavMepirid andBessivigigainfemeatian enda apetatnicasohhakdame, carri ed
through routing. First, an RIVMis responsible for detecti nq 15 when a
respect i veSéth nEnsithomet fegal afea pesedty Al 68STIHNGAYEWHod ¥ent , peer - gone
sel ection sof re component 362,  as illystrated in Fig. 3b, is responsible

nc’@ﬁ%ﬂa Y ‘Sa'l’?ﬂon‘?%%lt?roé%c‘:&](vﬁ/i“éehagﬂé{vaﬂgartbeat nessage to

for this func

ot her cli epbglpRENERSIIRNNRONRE RestITBF Fale) BaRVWRAERPEPENeM 8520
d. If the client/server does not recelive a

predetermned tine period.
heart beat sesspger softwhe pyedeier mtnedng aumt sendivg rrckagkedrcl i ent/ server
whi ch shoub% havaf' .sent the heart beaﬁ, i s detected. In, an_enbodi nent, a
fail b8 clidMCKs&AVRformatigeiina rartplarJRReRti oD ¢ URBBLL SOBVa® no nessages
have been ; § aj,k: i j F ermd ged anount of
time. In SWF lﬁég{\ epy gﬁbﬁ%i’%ﬁg&a é?éﬁfeoé%é%%%g?mﬁ [ gg’ﬁ%ésg ng ailed
server/ cl i entessesaoredor ghore Mpwessagewans |alerg at isoftwdeVs, in particul ar,
nmessage conpression software 360, abbreviate commonly transmtted data

val ues to FEHAROBERESsAgeVRS 384 iggher boaismemitedhi 4 kerngl 85aving3 WO

00/ z8431 P S99/ 24564 20 each  JVM.RIVM pai r,_nmai ntain i ng

abbr evi at i gr:/eﬁgiagtg sa.vanY"Téi?ir‘Rﬂc@z'n?].\g ®n Ieﬂd&erzfr‘i’t%b’r%/m%?‘on tabl e and
RIVMboi ncl ydesel3 8B ddichbed iR ideYaifbbiRy, [ i8Rised {3 fraRgferangagiiydsor war di ng

bet ween an
between processing devices in a clustered enterprise Java™

distributed processing system. Remote method invocation 357 and
enterprise Java™ bean 358 are upper software layers of kernel 355.
EJB 358 is a container for a variety of Java'™ applications.

25 Fig. 3b illustrates a detailed view of kernel 355 illustrated in
Fig. 3a. Kernel 355 includes a socket manager component 363,
thread manager 364 component, and RJVM 3566. RJVM 356 is a
data structure inciuding message routing software component 360,

message compression software compaonent 361 including



i nternedi ate server, the body of a nmessage is not deserialized on t MAY 2003
internedi ate server in route. E. Multi-tier/Peer-to-Peer Functionalil
Clustered enterprise JavaTM architecture 300 allows for nmulti- tier and

peer - t SV@BBI84Pr ogr ammi ng. Cl ustered enterprise JavaTM aPERUSEYI4IPe 300
supports an 10 explicit syntax for ciient/server progranm ng consi stent

with a multi :ier distributed processing architecture. As an exanple, the
foll OWI ng cli ent - si de code fragnent wites an informational nessage to a
server's log file: T3Client clnt Rew T30 i ent("t3:1lacne: 7001 "); 15
LogServices log = clnt.getT3Servi ces() log(); Iog. | nfo("Hello froma
client"); The first |ine establ i shes a session with the acne server using

the t3 pr %‘GFT'OFI‘_FatPi?V?\@ BoaMdPeal-PeaREsRF RN S8 '$VM constructs an RIVM
far the of u fl The
client-si éﬁﬁr epresen a[#?@g]ﬁo?@@ﬁ}ggggﬁﬁa@ﬁeﬁ%%@éﬁﬁfbO%J ect and the

ser ver - siideeraepivihesdeddtanacaganumpbeerdthB68gb triresfer RifdMnatibhe server-si de
supports a variety of services, including database access, renote file
access, v@ﬁtk‘éﬁfé'clé@):eé%‘éﬁt%e“%ﬁﬁi | oggi ng. The second |ine obtains a

LogServi ces object and the third 25 line wites the nessage. C ustered
enterprise JavaT"" conputer architecture 300 al so supports a server-neutral
synt@x consi stgnm,g‘rmtgdgﬂgéegsqmps%téjhstr| but ed processing architecture.
As an exanple, the fTolTow ng 0 5 MAY 2003 WO 001 28431 PCT/tJS99/ 24551 21
code fragment kgt anhesma‘sat&msfmmhfwd Blivck alvp @ram fof @ncltihteréNDI conpl i ant

nam ng service, on sgrver . and invokes one of |t%3rr?t hods, Hashtable env =
new Hasht &Bie&pyse é"h pﬂ'é@&’r\{féitpr%ﬂ‘@%ﬁe\’ﬂ@[“ 300 FioR&ssIn®o1 ") 5

env. put ( 3 G\ 301. C

"webl ogi (C:‘ngngég \?é%l%igu@lceldm tral nt ext a(r:ntecc)jru;/m) 'OContoeerucT%atéO?\ew

I ni ti al Conteelidirqedtr) m@(amal irkd=ar(dsamiaysctamnookopidacnediang. exanpl ") ;
result = e.exanple(37); 10 In an enbodi ment, JNDL1 nami ng contexts are
pack@ged QéCRMb“@ﬂi]Oébﬂsefﬁ@f HpRErRSAPOGiBIASY e CREYBYRICATANSNEENE above code

| Il ustrat ?Eﬂais l%gafare%%ﬁ?gﬁsﬁ_ﬁﬁ@p' A%n zngrrfétéselﬁ'?g%‘bi\iﬂtnes obtain an RM

stub for e init acne server. tlo not al ready

exi st, eagBrfrhGfceRas Mailim 801 R ¥MvbAE-drbe-rattheirk andarn sdenwder | yi ng TCP
socket for the t3 protocol is established. The caller side object - the RM

stub - anthe htevudtleANoirdeV\oB d¥eb .- larstiRMndthps esdedimestt e t hr ough t he

RIVMs. The fifth fine lo ks ther obj ect . .an Exanple, at the nane
acne. eng. SRIMPYRCaieN fRedi gﬁ”'?% saﬁéc\&fo‘l\ﬂhe Exanpl e met hods. In

an egbodi ment, Al ffiety of dlfferent types of processing devices may be
coupled to communication medium 301. In an embodiment, a
processing device may be a general purpose computer 100 as
illustrated in Fig. 8 and described below. One of ordinary skill in the
art would understand that Fig. 8 and the below description describes
20 one particular type of processing device where multiple other types
of processing devices with a different software and hardware
configurations could be utilized in accordance with an embodiment of
the present invention. In an alternate embodiment, a processing
device may be a printer, handheld computer, laptop computer,
25 scanner, cellular telephone, pager, or equivalent thereof.
Fig. 3c illustrates an embodiment of the present invention in
which servers 302 and 303 are coupled to communication medium

301. Server 303 is also coupled to communication medium 305



20 Exanple inpl is not on the sanme processing device as the nam ngosseMngqa

tn anot her enbodi nent, the Exanple inpf is on a client. Invocation of the
Exanpl e object |eads to the creation of the appropriate RIVMs if they do
not al readyosdsist. |!. Replica-Aware or Smart Stubs/EJB @gresbs461fn Fig.
3c, a processing device is able to provide a service to other processing
devices in architecture 300 by replicating RM andl or EJB objects. Thus,
architecture 300 is easily scal able and 0 5 MAY 2003 WO 001 28431 22

PCTI US99/ 24561 fault tolerant. An additional service may easily be added to
architecture 300 by adding replicated RM and/or EJB objects to an existing
processi ng device or newy added processi ng device. Mreover, because the
RM andl orwhiB mby dutve ganiabembedliineateds Slaskripadahnveadnokgeettare 300, a

si ngl e processing device,, multiple progessing devices, andlor a

conmuni cat?%ﬂ”‘r‘r‘é‘gqq}mwdf%? I3OaﬂndE§’FPF &%r‘f'ois 3@9&@#@%1‘9 tecture 300

i noper abl e I +f4€ cge&{a ' Hd MRt eSieR ! i ca-awar e
("RA") or %%Pﬁfngcﬁ} d%g%tdlmrﬁnarc i '?rggPuéj{e&EaggeAr cdﬁ?t g@%’u@éﬁgoﬁp‘%’ ncl udes
client 504maoud esupled k8 conmunicalonomedBanudd bas. ilser yersh\bB2e and 503 are
coupl ed to comuni cati on nmedi um 501, res&gcti vely. Persistent storage

devi c® 5codpEheshling aad hexdarkiagr 3scAt shaushBeyndssmassi €@tivdn nedi um 560 and
561, i , i L OE j i i 501, 560,
ond’ 561 g B Pl e T T DR e S e TE e descrt be

above. Si b} az)l ¥ cliéd. aBirBIMERAIFIBNS ill@dtk £ HOEmbpaAivent POXhigd server 503
may be both clients and servers as descri bed above. One of ordinary skill

in the art thuealpdoceskeng damiges e sheven vdreraire omictimbedinsentmdft i pl e ot her
servers and clients.nmay be .incl udedh%‘ﬂe%rtﬁhi tecture 5Q0 as illustrated 20

by el i psed® RIEENT 48 LI aegCiis aY BF AEYEEHDUPHERE ST the hardware
and QBftwa'b%wﬁﬁ)umibgﬁéﬁtrﬁémuﬂfse% :Ilﬁg{ﬁ?g@%ﬂgystﬁlq%\vﬁkﬁw and server 503 is

described bel ow and 111 ustrat stub 580 is a Smart stub
whi ch is abl e t 8efnand3@Ritraabiurt iadormaftiohhev sec sinceurpeatord eregdiamd swi t ch

bet ween t hem based on 25 a Load bal anci ng nmet hod 507 andl or faifover nethod
508. In an Xibidssiat 30#nd RASHIOUNE BB K| FOT @S 38 4%H1§ f8UNAaRdI er 506 t hat

sel ects an ropriate | angi / f aj er net hod
507. In an ngl ea(r)rga (Zéaérr%g@ﬁgcﬁgvn "?‘ gﬁ s%%n%%égﬁggggﬁaﬁ%cgﬁﬁﬁ O?n%{'%od andl or
singl e failgpey, 308d)e6hd S04 QGO EBchmUAicalicer matiRim sBftvddY 2003 WO

00l 28431 PCTI US99/ 2, 4561 23 enbodi nents, replica handl er 506 nmay include
mul ti8 e | chivebB5dndiragsmissioodSontrdl Brotegit spftavdrai 3odeandrbtthuss and
combinati ong i col software 352 ("TCP/IP"). Client 304 also includes network
software 304a for transferring information to server 303 over
communication medium 305. Network software 303a in server 303
is also used to transfer information to client 304 by way of
20 communication medium 305.
According to an embodiment of the present invention, each
processing device in clustered enterprise Java™ architecture 300
includes a message-passing kernel 355 that supports both mutti-tier
and peer-to-peer functionality. A kernel is a software program used
25 to provide fundamental services to other software programs on a
processing device.
In particular, server 302, server 303, and client 304 have
kernels 302b, 303b, and 304b, respectively. In particular, in order

for two JVMs to interact, whether they are clients or servers, each



MAY
thereof. In an enbodinent, a replica handler 506 inplenents the fol I%\?\n 2003

interface: 5 public interface ReplicaHandl er { Object |oadBal ance(bj ect
current Provi der) throws RefreshAbortedException; Object fail Over (bj ect

f ai | edPMOYDUEA3! Renpt e Exception e) throws 10 Renote Exc@piTEn??/243hedi atel y
be*ore invoking a nethod, RA stub 580 calls | oad bal ance nmet hod 507, which
takes the current server and returns a replacenent. For exanple, client 504
may be using server 502 for 15 retrigying data for database 509a or
personal storage device 509. Load bal’ance nethod 507 may switch to server
503 because server 502 is overloaded with service requests. Handl er 506 may
choose a gﬁ\;ver &gacement entirely on the c |l e er haps using

i nf or mat i oh’ MERRNSTGtS &p %‘b\éM tRRieSs t”P\%ﬁBF@F 806 aE@ﬁ@é@tseé‘érver 502
for 20 rety}oViHAG Ak ér ty’PcU ird g;thaa C%Wesgéﬁgm ergUfpdl er 506 may

sel ect a particul ar ser or ca g an equation because t he server
has enhancmosak!wbaMnaﬂnueaﬁabldweﬂmmImrangbrtbeqnamrmvrr/lealnldca handl er 506
need not actually switch providers on every invocation because replica
handl| er 50@e‘lV§r%‘¥§/@ e HEPRT HIVEr AN thfeoﬁ?ﬁrnﬂﬁﬁer Nofari@nect i ons that are

crea is.a _control i_a RVES t he | oad bal anci ng
soft re 5 ’%boﬁﬁﬁ%thaFE&sf’%e%FSE enga gfelrfne K& gttqulta” g?stood that Fig.
6a is a copffbn{ bMbEdIgrRMdih uehf%w.gmftér@tbom&ekmsgaﬁe@@ﬁtref 05 M
AY 2p@B WD 00/ 28d31 PCT~ US99/ 24561 24 functions or steps which are

conpl et ed Byotsodiiweareet ﬁrdma@l bar GiRdP Hg Seetuie GBKELs Layed t'&Sidt e

enbodi nents, additional fu tions, o0 ps ar ted. Further, in an
alternate EHBSH‘?%lﬁfansﬁaﬁd 18Chn{ *’Lﬁﬁ W&eﬁaﬁt I["ngl?'&?e”f‘%ﬁctl on or al! the
functions Loag f Leng0 ASindSich d circle 600.
A determ ngftleon I ??ngprrg }Slqn Wﬁe\eﬁgébgggggjw%nasot gq\b\ggeioﬁer—wﬁe calling

t hread est &MMhedd sanketf friamiatyrs EtHaraamrmammJﬂam tlsesueketsA client has an

affinity for the server that coordinates its current transaction and a
server has Y8ACAYNBINESE PertocoserRd sPerasheds Peivwsen all phiesse aBIthehed,

control is UB%EP%%FSC? Aogé&el%lagck.ogogal !85&?&\’“@5@%8%58'3 {e¥minal

between processing devices in a distributed processing system. The
kernel maintains a pool of execute threads and thread manager
15 software component 364 muitiplexes the threads between socket
reading and request execution. A thread is a sequence of executing
program code segments or functions.
For example, server 302 includes JVM1 and Java™ application
302c. Server 302 also includes a RUVM2 representing the JVM2 of
20 server 303. If a message is to be sent from server 302 to server
303, the message is sent through RJVM2 in server 302 to RJVM1 in

server 303.

C. Message Forwarding

Clustered enterprise Java™ network 300 is able to forward a
25 message through an intermediate server. This functionality is
important if a3 client requests a service from a back-end server
through a front-end gateway. For example, a message from server

302 (client 302) and, in particular, JVM1 may be forwarded to client



passed to logic bloc!< 004, A determnation is nmade in |ogic block 6§02

whet her the affinity server provides the service requested. Is so, én‘f‘@%lmﬁg
is passed to logic block 603. herw se, control is passed to |ogic block
604. THEOBIRA#der of the service on the affinity server REY¥%2 & hr ned to
the client in logic block 603. In logic block 604, a nam ng service is
contacted and an updated fist of the current service providers is obtained.
A get Next Provider nethod is called obtain a service provider in logic

bl ock 605. Various enbodi nents of the get NextProvider nethod are
illustrated in Figs. 6b-g and described in 20 detail below The service is

obt ai ned LQ,l.pg9ic block 60 ai i thad _5 i h ed if service
is not pr @Mggclf-ﬁnp&&r\éerb%%{fogdgf@iaﬂfoo@ Bgﬁgeﬁc%%n%(ﬁg?ﬁghb%? exits as

i 11 ust r at ggkeivay) QsH Py 0IOCHR BRI cABNEIMIOR BT r@fc haddrav@inget hod 508 s
illustrated in Fig. 7 and described in detail below 25 Figs. 6b-g

i |1 ustrat session coscembatiementsvoimanygebhibat ooy ddeestabliabedused in | ogic

bl ock 605 of Fig. 6a. As illustrated in Fig. 6b, the getNextProvider nethod
sel ects aP8BVERLE S54RI R4 VRACHS CYBRAEF r obi n manner. A get Next Provi der

met hgd 620 is ' cil - ' current

ser v?ce provi dgggﬁgg%egsasdéﬁygg@é %\/Oﬂeflg %gggel}gjg&oﬁﬁ]%ggi%%l 25

obt ai ned whdreg soddeaclanbd? befcripatatt Betwsen nerced¥M=edFonekegipte bl ock 623.
The next service provider is selected based upon the pointer in |ogic block
624 and t RSENERT $61/ eSSV BENING undenithe @RPIEY SRFIUEThIBRRel625 and

get Nexti'raowvider method, 62Q exits,as.illustr cir el 6. Fig. 6¢C
illustrat é@“gﬁ Ja?letser?%a?q'éw% roaisr?gh?tsf)? bg ﬂ&?%@?%%%?&@’{%{%ﬁ%m ch
obtains a seewies dMRWbdsh JYireeififti Blc@isemederiDpVIdR] at andonly. A
get Next Provi der nmethod 630 I1s entered as ~llustrated by circle 631. A list
of awrrenthtge’:wwe.[BYapoidaher svhich abinzionedraged iNdreisthatedrdnycd.ogi ¢ bl ock
632. The next service provider is selec ted ra}nTg‘t%rﬂﬁ as iJlustrated by
“logic bl ocdk"BEST SREMRIG BN ERFYWEENINEViCEN & LT BEUTHER IS ogi ¢ bl ock 634.

The get Next iy Ldst JIRSNEHLL5IR Jhepneyid o wasnbLidiet iallatiy @i rcl e 635,

Still another enbodi ment of "a getNextProvider nethod is 15 illustrated in
Fig. 6d whipphicablear nise desesvisce climvankenhdasecvapana ichent ead thfist he servi ce
provi ders. A getNextProvider nethod 640 is entered as illustrated by circle

641. A |i sdoasfneiuageant iseemingseekaifders is obtained in |ogic block 642.
ARy S e D MU R S
644. The nega s@feVhe8sage would have to be routed through server 303. in
particular, a message handoff, as illustrated by 302f, between
RJVM3 (representing client 304) would be made to RJIVM2
(representing server 303) in server 302. The message would be
20 transferred using sockets 302e between RJVM2 in server 302 and
RJVM1 in server 303. The message would then be handed off, as
illustrated by dashed line 303f, from RJVM1 to RIVM3I in server 303.
The message would then be passed between sockets of RJVM3 in
server 303 and RUVM2 in client 304. The message then would be
25 passed, as illustrated by the dashed line 304f, from RJVM2 in client

304 to RJVM1 in client 304.
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provider is then returned in logic block 645 and get Next Provi der net hod 648
exits as illustrated by circle 646. An alternate enbodi nent of a
get Next Provi der nethod is illustrated in Fig. 6e which obtains a service

provi deo doased upon the 25 type of data obtained from tHE/E¥ZREE provi der.
A get Next Provi der method 650 is entered as illustrated by circle 651. A
list of current service providers is obtained in logic block 652. The type
of data requested fromthe service providers is determned in |ogic block
653. The service provider is then §§Iected based on the data type in logic
0 5 MAY 2003 WD 00128431 PCT/ US99I 24561 26 bl ock 654. The service provider
is returned in |logic block 655 and get Next Provi der nethod 650 exits as
illustrated b&@ma Still another enbodi ment of a get Next Provider
method is illustgated in. Fig. ' ! j rovi der based
upon the 5 phﬁll %g}/@fi@c f%n(;ﬁseé?'grt %Vgéésigrt\glgggﬁ%}?g\?}l epsﬁ.cgﬁ\oget Next Pr ovi der
met hod 6BAtHsS oeRbAINGEhiSStidM InSdilAised Bihef IRPIMsbhilanAtikeSt FOf service
providers is obtained as illustrated by |ogic block 662. The physical

di st anceexamgdehif seni 384 mregtates directieoekat twesenivar I36F, sebtasck 663 and t he

servi ce provi der which has the cl osest physical distance to the requestin
10 \é: i en%q%\slfss lééf’lesaaritr'l‘sl‘%i“&e SPSE‘T@ ‘@ége?aydﬁ'hbmf’eﬂﬁ/la%?ﬂ%@rdﬂ?%vi der qius tlheg

returnedﬂiurbdgq'gisé:rvl@{' gégsgﬁﬁgﬁ}ﬁPBHﬁn&%ﬁ@%ﬂ%ﬁF&\ébw afH%tshth 1hRO exits as

sliustrated by circ a further enbodi nent of
get Next Praodi okex remtebeding clithtu80Odatiedan anficglimégt.athé sl etCts a service
provi der based on the 15 anmount of tine taken faor the service provider to

respond RN BYINSUDCERRAASSEY RIOOWE easuas FlieRiS PrdruBIeSARe%od 670 is
spone 1! . i . . : . '
5 Obt ai CRAVER REERYRE pBYREES BBl ardbnd BhoRlGBHIIEE FSELY BC PLOL MGer

t 0 feespontahenia, Fadlfehe BOaAr WA SEaBETihSredeicet sinngshitatib®ghddid® bl ock 673. The
service provider which responds in the shortest tinme period is selected in
| ogi ¢ bl c6k! 674eadleé coswnericatioa Pediind 05 8s tlhstrated in fied 3.0nl ogi ¢ bl ock
675 and cont{ol Afro%e Next Provi der net hod 670 ?exi LS as illustrated by
circle 578 iM% G ReBt ReSErdF TR APt 5T &8NNSR a way that a 25

retry i's varranh et RAGAML Uh &8l beahaidoVese mbhedn§08e whi ch takes the

v
fail ed server and an e~cception indicating \Aﬁat the failure was and returns
a new sercagriefianhradngh rafting. Firsg areRJYM Verespongitde dod deleejinBA st ub 58D
throws an exception. ., 0 5 MAY 2003 WO 00l 28431 PCTI US99/ 24561 27 Fig. 7 is
a cbntrol WPEB\E ERReCtiVe (clignt/aeivey Nesi YnRrerciRitlY fE 30&@Nshown in Fi gs.

5a-b. Fai . i e il cjJcle 700. A failed
provi der #'?g?#{rﬁgﬁﬁh%gteﬁggnéasref%ﬁ np?%@?@é% gﬂﬁﬂﬁeﬁgifﬁ% d|ss removed in |logic
bl ock 70%LilludcraeddNexkiBr gyl defespRinaide ifor this fencieh. éd ann order to obtain a

service provider. The new service provider is then returned in |ogic block
703 and femmbedinenietanod) biBsexds s hearibeaysnessead toyoikiercl e 704. Wil e Figs.
6-7 i1l usélfe%tg/s%w&giﬂﬁgg ?\ootl;th"ilarrn(\a slsia%%1 hhaas. d<=|:eer1r sgr(w)t(si’n a
20 predetermined time period. If the client/server does not receive a
heartbeat message in the predetermined count time, a failed
client/server which should have sent the heartbeat, is detected. In
an embodiment, a failed client/server is detected by connection
timeouts or if no messages have been sent by the failed client/server
25 in a predetermined amount of time. In still another embodiment, a
failed socket indicates a failed server/client.
Second, during message' serialization, RJVMS, in particular,
message compression software 360, abbreviate commonly

transmitted data values to reduce message size. To accomplish this,



al ternate enbodi nents include the follow ng functions or 10 conblnr?aw\ér%nsna

thereof inplenented in a round robin manner. First, a list of servers or
service providers of a service is naintained. Wienever tt~e list needs to
be usedy@pghsdie fist ~~as rct been recently updated, hampdirarssbffsscontacts a
nam ng service as descri bed bel ow and obtains an up-ta-date |ist of
providers. 15 Second, if handler 506 is about to select a provider fromthe
list and there is an existing RIVM I evel connection to the hosting server
over which no nessages have been reéeived during the |ast heartbeat period,
handl er 506 skips that provider. In an enbodi nent, a server may | ater
recover since death of peer is determ ned after 20 several such heartbeat
peri ods. dumrsJVMRJIVhBpaANEhAigtains Netchiasd abofedatioetablead Far obt ai ned.
Third) when a provider fails, handier 506 renoves the provider fromthe
list. Thiexameieds VA8 ipduden se@bbyeyiapeatiediaand ibt\SMitongiEasod- wor ki ng

service p i, ders..25.Four i f~a.: I IS [aYe N m a server
that host BRLREARRER N bebige Rl Mo SR den s NP Era At Eor BT i
faci |itat psetRedigtrtdrodr, @he MM €5 méfacfhil Reddésuraiiesdafn pegvices. 0 5
M AY 2003 WD 001 28431 PCT/ US99/ 24561 28 Fifth, if a service is being

i nvoked winthimedinte serupreinofowdet ransacti on and the server acting as
transacti on coordi nator hosts a provider of the service, then that provider
is used. This facilitates col ocation of providers within a transaction. 5

The failures thaty GRAPuASEE-RAUBLEE éﬁg,@%}i nvocati on may be classified as
bei ng either (Iﬁﬁ%ﬂ-_re#_a‘r‘e%}‘_w infrastructurerel ated. RA stub
580 will not r€lustern onermiscoavalMtdrehieweniredfOGallappl iocahulin- r el at ed
failure, since there can be no expectation that matters will inprove. In

t he event U§f 38A RefFraPLPULIUWENTBINGed failure, 10 RA stub 580 may or may
not be able to th erat| b1 - i denpot ent
operati on, suck@lggstgllér@c{ng%r{s%ﬁenga\? e a\?gbﬁgcg gar@?dl) gpéb?hsgbqﬂ~at abase, m ght
haveoconple&besit sAtf o ENeEt/BBVer pRég@intini P8 @ onsiskerdehith &khtgti-an
infrastructure failure only if either ( 1 ) the user has declared that the
servi ce neEhclisirigueed procdesmpotaabiteature.2)As B8 SETRIM ¢an Take wind ne t hat
processi n%l.of t he re(ﬂ%est never start.egé As_.an exa le of the latter, RA
stub 580 W'FIUPer 5P ragmeph \ritsp angRieHAF BRI Hed% ot @st ub 580 swit ches
to a servi F OV .whose host has failed. As another exanple, a RA stub
580 wil | rsgﬁéyﬂ/dqdﬁregets a negative acknow edgnent to a 20 transacti onal
operation. A RM3Cimicirr=reooedidCemti'tSpeetmle:70@10")t hat instructs the
conpigl er to geneyg¥iepviads 3G st BitRATINeRREESY JodM; addi tional flag can be

used to specify,}had tg | $€igBt~hods are idenpotent. in an enbodi nent,
RA stub 580 wi I?élljse(t heoffg%ﬁ cglﬂﬁ]?}l er described 25 above and illustrated

in Fig 5a. An ditional flag. be used t. ecify a different handler.

n_addi t1on) at HHESONRESERISNEE GosssSIRIL Yy 4B Bme Sedysti o a

clustered MBaMaPrat6EN! GERIVME G ddtedlrdelyO¥kist NEadirDUR LoRBY UREs OVerri dden.
an RJVM for the other and an underlying TCP socket is established.

20 The client-side representation of this session - the T3Client object -
and the server-side representation communicate through these
RJVMs. The server-side supports a variety of services, including
database access, remote file access, workspaces, events, and
logging. The second line obtains a LogServices object and the third

25 line writes the message.

Clustered enterprise Java™ computer architecture 300 also
supports a server-neutral syntax consistent with a peer-to-peer

distributed processing architecture. As an example, the following



0 5 MAY 2003 WD 001 28431 PCTNS99/ 24561 29 Fig. 5b illustrates anobBeMAY 2003
enbodi nent of the present invention in which an EJB object 551 is used

i nstead of a stub, as shown in Fig. 5a. |Il. Replicated JNDI -conpliant

nam n@vGersdle 5 As illustrated in Fig. 4, access to s@ViUuSayp456Vvi ders in
architecture 400 is obtained through a JNDI-conpliant nam ng service, which
is replicated across architecture 400 so there is no single point of
failure, Accordingly, if a processing device which offers a JNDI-conpliant
nam ng service fails, another pr ocessi ng 10 device having a replicated

nam ng service is available. To offer an instance of a service, a server

advertises a provider of the service_at a particular node in a replicated
nam ng tGosle. fragmant ehtaies aestub feaa@n BM \Rbjealddemthea8Qkb for the provi der

t Vi | st h j ' f th
0 O AN SR RR o ey D RRR AT BRGGTS S0, Of ! he
offers in an existing pool, thﬁ new (?f{!_er is made pending and a call back is
made t hr ough ia%ﬁ*r"ﬁi VHENBE B TR Y Se. After either type of offer is

retracted, tm]\ppuhtﬁt:om&dxh.Fudcb\VrmEfellauRb,e"ﬂsas/hahieedoever;yv\her e. Wen a client
| ooks up the service, the client obtaj b that contacts 20 the
servi ce pool GErbV'PBY(EQQF?XE‘H@'@ﬁ%@@?kgztﬁé%@gi ce providers. Fig. 4
illustrates a'wepbyrafhedwWeylidgcipeiMCeatdtFracadtiytgcture 400. In an

enbodi nent, servers 302 and 303 offer an e§<arrpl e service provider Pl and

P2, respecti vVePJteXi e radey Mpel ek eA% nani ng service tree 402 and 403,

respectively. EdiBplode: 20«ARPR) @119 185RGP( 8ciie. 8RFleRangREvi ce tree 402 and
403 has a service pool 402a and 403a, respectively, containing a reference

to Exanpl e setepille=pe-g¥panete(PYliand P2. dient 304 obtains a RA stub 304e by
0 5 MAY 2003 WD 001 28431 PCT/ US99/ 24561 30 doi ng a nam ng service | ookup at
t he acne. eng. exanpl e node. Stub 304e contacts an instance of a service pool
tol8btain a clireesmiddinent. NéPenemieg cootextasi drgbackegedi aseRptlovi ders. St ub
304e may

ﬁWi %cp bet weentt he instances 73{ a égr\qocve go(gl as needed for
| oad- bal 8RE® %;-%_”BH'&”?% I'BVELe 3&FERS: £ idMNY ﬁ_ M%&) “Tohtext of the naning
service afi@iaed h%@%ﬁﬁﬂl%acﬁ@?&bﬁﬁkﬂb?h\é"ﬁr@'ﬂ tbif lihéd bprdiRagh bal ance among
nam ng service providers and swtch i'n the event of a failure. Each
i nst ance RMI stub for the initial context on the acme server. f RIVMs do not
already exist, each side constructs an RJVM for the other and an
15 underlying TCP socket for the t3 protocol is established. The caller-
side object - the RMI stub - and the callee-side object - an RM! impl -
communicate through the RJVMs. The fifth line looks up another
RMI object, an Example, at the name acme.eng.example and the sixth
line invokes one of the Example methods. In an embodiment, the
20 Example impl is not on the same processing device as the naming
service. In another embodiment, the Example impl is on a client.
Invocation of the Example object leads to the creation of the

appropriate RJVMs if they do not already exist.

{I. Replica-Aware or Smart Stubs/EJB Qbjects

25 In Fig. 3¢, a processing aevice is able to provide a service to
other processing devices in architecture 300 by replicating RMI

and/or EJB objects. Thus, architecture 300 is easily scalable and



of the nam ng service tree contains a conplete |list of the current 0y MAY 2003
nam ng service providers. The stub obtains a fresh list fromthe instance

it is currently using. To bootstrap 'this prccess, the systemuses Domain
Nami ny S8 He ; "DNS") to rind a (potentially inconpl et _qurgp/lzéjsg list of

i nstances and obtains the conplete list fromone of them As an exanple, a
stub far the initial context of the 15 nam ng service can be obtained as
follows: Hashtable env = new Hashtabl e(); env. put(Context.PROVI DER_URL,
"t3://acmeC uster: 7001 "?; env.put nt ext. | NI TI AL_CONTEXT _FACTORY,

"webi ogi c. j ndi . WebLogi cl nitial ContextFactor"); 20 Context ctx = new

Initial - Sope..subset of th , i hi t ect h
been bodAdt BIECE IS It P HE Sei el RUNERE AhBeB05r < an appl toati on i s
still a@r@hf&@ct@?@@dOYbﬁ%dW@'?@;ﬁ&a@éd M| BAEMrdELE oBRICYEke abUt the

application will then have a single point of failure when the 25
appl i catexesting pmacessingnpesicemrobtaiynadded msocgssirg deblce. nul ti cast pr ot ocol

is desirgble. In an enbadi t, provyider, stubs are distributed and
replicat BrerPé’rﬁrnBe??‘ésé’saEﬁ gﬁ@r%’&ﬁ@ﬂ\éﬂg oNerE RAT PRIE8ICdpoi nt - t o- pai nt
Pr 3 00l il BAHLLLFESH00, 0 ShdiBrB008ing WD) 284, PCT/ US99124561 31

enbodi nent, there are three kind ssages® Heart beat Announcenent s,
and St atplogepsing Heatiddicairid/ar @ amrthunCcadg it ynadifior matifan dpet seen servers
and, by their absence, to identify failed servers. An Announcenent contains
a set ofNYF feACST arehitantrer BOGHgogerbIg @ \sigeidicanty deghviftbenents from each
server are sequentially nunbered. Each receiver processes an Announcenent
in order to idenbefijusisetessnneniitceawats ("FAchosSMmast sttcP88es in its

He b h nb f I A it.h :
Negat | veo REKRG I Batn ey can Rk 560 nei3be CTARRBRRCENAE 406 101 nel uded

I g §ubsegyRRtubAGMN bRy 5Bgat SeryEPs BOICESS S Ere £8GHedabVEr keeps a
list of the |ast severa) Announcenents that the server has sent. If a NAK
arrives tomnamidmiaounestient S0hatedastivetn derate! stbegeedardce sends a

St ateDun*g whi ch contains a conplete |ist of the servers services and the
sequence>hanBéoupied 1o samer 562 ARACRTR Eved® MU EPhEw derver j oi ns an

exi sting chi ur t W, Ser.v. NAKS e first . ge from each
ot her se?@grgﬁﬁghr?g%oseuﬁqﬁgmnl%t?fgk{'g[ﬁﬁrrps %%ﬁleg&tg'e%{’hnﬁmgg@%&ver does not

recei ve enddtait 5@t 56008ha B8 hefiays BeWeireafdrei/oawietskdt er m ned peri od of
tine, the server retracts all services offered b’é the server not generating
a 28 HeafFepvagnication pregjpmats genodiesd aRppei cAMiBAY, ik@d in the

model s phjredimellf SBRESAR, e o) 3nd S et SPardVPRs i Fect, or (9
stat ef ul cfentsBdrafsedersaRNECRB 0%V el NOHBRYT SREnAIIE S b state is to
be treated. In the statel ess 0 5 MAY 2003 WO 00/z8431 PC O US99/ z4561 32

art would understand that in alternate embodiments, multiple other

servers and clients may be included in architecture 500 as illustrated
20 by ellipses. Also, as stated above, in alternate embodiments, the
hardware and software configuration of client 504, server 502 and

server 503 is described below and illustrated in Fig. 8.

RA RMI stub 580 is a Smart stub which is able to find out
about all of the service providers and switch between them based on
25 a load balancing method 507 and/or failover method 508. In an
embodiment, an RA stub 580 includes a replica handler 506 that
selects an appropriate load balancing method 507 and/or failover
method 507. In an alternate embodiment, a single load balancing

method and/or single failover method is implemented. in alternate
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nodel, a Smart stub returned by a nam ng-service |ookup directly references
service providers. Exanple a = (Exanple) ctx.|ookup("acne. eng. exanple");
resultl - e.exanple(37); 5 result2 = e.exanple(38); In this exanple, the
two cavDeon®3exanpl e may be handl ed by different servi FETHYIMHSHs since
the Smart stub is able to switch between themin the interests of |oad
bal anci ng. Thus, the Exanpl e service object cannot internally store
i nformation on behal f of the 10 apgl ication. Typically the statel ess nodel
is used only if the provider is st fel ess. As an exanpl e, a pure stateless
provi der m ght conpute .cne mathematical function of its argunents and
return the result. Statel ess providers may store information on their own
behal f, emERdEReRtsy rerlicaumndigr pOEpHaYsinc muigRietedd |y, statel ess
provi der may. ess under.l yi ISl [ ; i and | oad
appl i cat ?%‘%ﬁcs:'t t@%?rﬁ?d;s ﬁ@%{ ﬁ@hpgén?%gﬁﬁeéﬁgw&ﬁ&cﬁgﬁg%g% e, I n order
for exanpleret® MEhHIdMbOGENEMNENEpELENHRIndAr S8limeRr@ssethet0 it as
argunments, exanple mght read the previous sumfroma database, add in its
current #oltpuvsgtintatfdaee t he new val ue out, and 20 then return it. This
statel ess service nodel pronotes scalability. fn the stateless factory
progr anm ng npdelic inteefaBadtdplistdbnditruf ned by the | ookup is a factory that

creates the desired servic rovi ger.s) . which e. not .t hensel ves Snart

st ubs, Exanpl eFact @P;ﬁﬁr‘oég%@?aﬁ%&@s%f 8P§/r)en§'§bl'rov'dﬂler} tArows

ctx. | ookup(" aketreghgbexadekeéptiorxanple a = gf . create(?; resultl =

e.exanpl e(37); resylt2 = ex l.e(38)., 0.5 MAY 2003 WD 00l 28431

PCT/ L) S99/ 24561 33 q;leqthﬁag%(gg(ﬁgy%ét ‘F%l@ler V'gﬁf'l s to exanpl e are guaranteed
to be handl ed by tRensX@ExXSSIWICE) B der. The service provider may
therefore safely store informati on on behalf of the application. The

st dt%l ess fac%@ﬂfﬁ?ﬁdé?p%%ul d be used when the caller needs to 5 engage in
a "conversatign" with the provider. For exanple, the caller and the

provi der m ght engage in a back-and-forth negotiation. Replica-aware stubs

are generally the sanme in the stateless and stateless factory nodels, the
only difference is whether the stubs refer to service providers or service

provi der fact ofimesdiatady Aefperevindekingag toeiposh JiA sip PEOI @allsrload will in its

effort t [eate ravifder, . since this operation Ls,ide tent. To further
i ncr easeqqqi%ncaev_meléggg Iq‘i\q y veSl?|c§nta?<ﬁaithc%urE%r}r\ﬁeprg,er gi%lrlgﬁugﬁlggn rode nust
contain %{:%BHéHt? £ &YarhDIBP cREPUBA 4T By SRS UbiRG <ar@&t 5QD f@Rd i nvocati on.
15 while (true) { try Exanple a = gf.createl); resultl = e.exanplel 37);

resibt2 —retriesagplacé 38) datibabe l9a br parsdng] Btewgei devied 509.

Load bailance method 507 may switch to server 503 because server

502 is overloaded with service requests. Handler 506 may choose a
server replacement entirely on the caller, perhaps using information
about server 502 load, or handler 506 may request server 502 for
20 retrieving a particular type of data. For example, handler 506 may
select a particular server for calculating an equation because the
server has enhanced calculation capability. In an embodiment,
replica handler 506 need not actually switch providers on every
invocation because replica handler 506 is trying to minimize the

25 number of connections that are created.

Fig. 6a is a control flow diagram illustrating the load balancing
software 507 illustrated in Figs. 5a-b. It should be understood that

Fig. 6a is a control flow diagram illustrating the logical sequence of



if ;lretryWarrantedle)) throw e; 25 This would, for exanple, handl0& MA¢ 2003
failure of a provider a that was successfully created by the factory. !n
this case, application code shoul d determ ne whet her non-i denpot ent

oper atwors/28430 5 MAY 2003 WO 001 28431 PCT/ US99/ 24561 34P@ikploeddéd. To
further increase availability, application code mght attenpt to undo such
operations and retry. !'n the stateful progranm ng nodel, a service provider
is a longlived, stateful object idgnti fied by sone uni que systemw de key.
5 Exanples of "entities" that m gh “pe accessed usi ng this nodel include
remote file systens and rows in a database table. A targeted provider may

be accessed many tinmes by nmany clients, unlike the other two nodels where
each pr otH&toNSor aErs yWdishiRje seenrietahby saftinars by lopdrkeRaing ovi der s can

be obt ai i t ] 0 ; v LS. siply the
nam ng-s@%&?%@ gr??r’reP}/gﬁé{r}%%&bﬂoo?{%ae&%%r%\@&&Egégﬁpﬁg%?éyoriénc Gdes ar gunent s
to the caeatemphaeal iRUrthdr iRbheferfa®eembleimbnd Nrlilvaietmaly toad

bal ancing er failover. Retries, if any, nust explicitly obtain the stub
agai n. Therferara pattiasarkiungsiooforbalhtike fun@iB)s.each of which maps to 15 one
of the three programm ng nodels. Statel ess session beans are created on
behal f of a paptddalarcicakbétwarblBOeegtra as molicatedrmatirsteab@0bet ween
calls. Statel ess session beans map to the statel ess nodel. Stateful session

beans ar & EFEAFBMRUAD Sethens mage an de@ici Riarkh S hps &8 veRtNSRtR€ai n i nt er nal
state be I L QD he,statel ess factory
rodel . ERTTS Dosad esPEnsod P BAARR: A80HTIRRuLE e TAT 3 B, 2

syst em wctlenkBys abndffihity Foamise BBA drahbheostdhefdslitsrodebnt All three types of
beans are created by a factory called an EJB hone. In an enbodi nent, both
EJB honedransdctine anshnsetves\hasramaéinitefereitepléndedn adiimgy MM . In an
architecture a 5 illustrated . in Figs. 3-5 tups for an EJB. hone are
Snalat st l?ﬁﬁéeb[@ﬁﬁ_s cpg}rogtsaqﬁsggstoslegg chﬁeso\%z ) éarghs&i:og{éaﬁg whi l e stubs
for stat¢fidkegas3boR NEADSRANIACH atHirRRRIISIAHBdBOh lodiB&ib&PR! | ca handler to
use for an EJB-based service can be specified in its deploynent descriptor.
0 5 MAY Zijp3 WNathéer 7#eA3tinPQTedi800beehb64s 3Be Ferdeeatguamed ndf sect RM - based
service, which is required if the gbject is to naintain state on behalf of

the cal | &CN%HdS RFPFIEER 1UHC ORfk RUST GXHITMEP®I SPHENLE NFSECEHE factory. A
t ted - i J i : . il
wit hout - ASHe BRERGET KhEtrbaacP BrhEReRgcblo MR B O Tt o the

repls cat edtunadng theesiend is todic bddck BO30N eésgicviibtk BE4baumsimthgectly into
each instance of the naming tree and no service pool will be created. This
provi des Servigegstcontactediang amepdaterblixeyt the cHECRtARMVILSer vi ce nane. I n an

nbodi t, this.i d, t t te fi t 10 M. |I-lard
and_ Sof  (ErayIHRsS i, RRERERH-s A-BefaterauEer mathid P BT to PBIRlRe® conponent s
of an exei&?b%’éypr%_@fdé?rir&m(:%o&l 6BRL Fariblit EPhESi®Rntd oftgs. 3-5. The

system of Fig. 8 includes™a general-purpose conputer 800 connected by one
or nore ocgpatexitfmtvidsr methadsre iHushats iooRigec bbem aB@HestdbadiAN 15 840 and
also to a,VWAN, here illustrated as_the,lntern(]et 88 Thr.ough LAN 840,
conflit er 4G Belowontiimeentice (5 ehtagekin 10@6%Ib%f§ Gerr@ilo¥gEn as a file
server 84 e i fLle.serv g e illustrated
in Fig. 3&18#1%8’9% '?ﬁggb %gé%é{ é%'gbcse %oﬁé)tugr%}”%%%ﬁ’c%é?%gn@%’(n?@gt e wth

ot her congnd édzd bBRKBINgOEBthaP56TkXieBs ﬁtuﬁmbd@g \¥gic! Bio¥kde Wb server
881. In an enbodi ment, Web server 881 is server 303 as illustrated in Fig.

3. As wilb08e Appradmidimed; of HaillavxenmeetiashSO0Bdmikunttaiedin & 7o | nternet 880

can be made,in varipus ways, e.g., directly via connection 829, or through
| ocal - ar e%”%@?ﬁﬁ&kecﬁmﬁew‘ B8JoWndem (not shown).

25 Figs. 6b-g illustrate various embodiments of a getNextProvider
method used in logic block 605 of Fig. 6a. As illustrated in Fig. 6b,
the getNextProvider method selects a service provider in a round
robin manner. A getNextProvider method 620 is entered as

illustrated by circle 621. A list of current service providers is



25 Conputer 800 is a personal or office conputer that can be, for XNyl 2803
a workstation, personal conputer, or other single-user or 0 5 MAY 2003 WO
001 28431 PCT/ US99/ 24561 36 nulti-user conputer system an exenplary

enbodi M 0uzsed a Sun SPARC- 20 wor kstation (Sun M crosysRERESIN34861,

Mountain View, CA). For purposes of exposition, computer 800 can be
conveniently divided into hardware conponents 801 and software conponents 5
802; however, persons of ordinary skill in the art will appreciate that
this division is conceptual and so at arbitrary, and that the line

bet ween hardware and software is not a hard and fast one. Further, it wll
be appreciated that the |ine between a host conputer, and its attached

peri pher al@Ptr®eAdp ledindiecka fd & adtPIRter 'édﬂc"teﬁ’g%)miea IBAPOICRIPSK, conponent s
that are c i der ri r ; ‘ Leered integral
parts of o?%%r q@gﬁ%ﬁ?%ﬁéﬁ@%ﬁﬁé?l@grx?géﬁg%{d&?géﬁﬁp?f\g%g@&bg&% l?\ncl ude a
keyboar d, jagiouisek 62adad theé pleay semidd providects @ftunzidcin 1ogtc be consi dered
either a peripheral device or part of the conputer jtself, and can further

i ncl ude a blockl625r and gpINaPedvider TBtho@i%2) piyite @adildra@di BY be a

peri pheral .. As ot her exanpl e, persistent storage 808 can include a CD ROM
(conpact dPiERey donly nenory) unit, which can be either peripheral or

built into the ,or’rgut_er. Har dwar e conponents 801 include a processor (CPU)
805, 20 nenory éGG,Cp'éf%Fa&F%ﬁt“ %‘f%ﬂé%eﬂg’&d”ﬂgﬂ °f B0 820, and net wor k
interface bCh: : Oz ryfes re wel l
' éé@%b&ﬂlﬁﬁggﬁw %nérﬁof}‘r‘éﬁn% serVite &o@fﬁ@f’df@é%cghge

under st ood ose In the art and, accordingly, nee expl ai ned
only brief bysehece prdriocessaiond5 &aethextFravidexanpthed 630iisr opr ocessor or a
25 col lection of m croprocessors confiqured far mul ti processing. Menory 806
can i ncl udénsad 28 AiYstRERD LY %‘F&Wﬁmr-a%HB%%%%@e% MC] RAML, vi rt ual

menot Y, or Ly | S 1 Sh ixA ~C i Lon. Persistent
Stor dge 0B TErBntE o LuSReRE b oI bIgn SR2 AR 3RS Cony i ok
or other  sBrbcdblevidd}s \AeQ Q0 284SImB/ a BT 44394 2456 i BIcHkSE 8Bt

read-wite data storage technologies, singly or in conmbination. It can
furt her i nehddenemseraiceirolidealis sttoraemdn fagih bésckcandbeTpe ovi ded by CD- ROM

or other large-capacity storage technology. (Note that file rver 841

provi des a@@i%‘?‘?’b% V'@?%‘F‘é@‘éo%%ggp‘zﬁinl?’f' 'tq?a'ﬁ'“BVBEEéQ@‘érc"%a h use.) User
10 (i nputl out put% har dware 820 typically includes a visual display nonitor
such as a CRT oPtifl|agotigrenbadispennof agesNeRERAMKEr M88PH08r d, and a nouse

or OLBer PIIAGY HPKIS Bd GRTPBLIAR ! YorGRY SNAdIE b oG gnll ) NLer. - an

I
optical scanner, 0 vi ces user i nput and out put. Network 110

har dwar e 82ba@obeWhdlesrvade priveddracea hiritNertPreoigautracthddbsa0dst he out si de
worl d. More specifically, networ!~ 1i'0 825 |l ets processor 805 communi cate
vi a connectardgreges illustiatsdney circle 641. A list of current service

providers is obtained in logic block 642. The load of each service

provider is obtained in logic block 643. The service provider with the
20 least load is then selected in logic block 644. The new service

provider is then returned in logic block 645 and getNextProvider

method 640 exits as illustrated by circle 646.

An alternate embodiment of a getNextProvider method is
illustrated in Fig. 6e which obtains a service provider based upon the
25 type of data obtained from the service provider. A getNextProvider
method 650 is entered as illustrated by circle 651. A list of current
service providers is obtained in logic block 652. The type of data
requested from the service providers is determined in logic block 653.

The service provider is then selected based on the data type in logic



processors and devices through LAN 840 and through the Internet 15 US%W‘Y 2003
Sof t war e conponents 802 include an operating system 85D and a set of tasks
under control of operating system 310, such as a JavaT"" application

progr &0 @3B4¥nd, inportantly, JVM software 354 and ker REIUS8%B2456her at i ng
system 310 al so all ows processor 805 to 20 control various devices such as
persi stent storage 808, user |1/0 820, and network interface 825. Processor
805 executes the software of oper&ti ng system 310, application 860, JVM 354
and kernel 355 in conjunction wt 6msrmry 806 and ot her conponents of
conput er system 800. In an enbodi ment, software 802 includes network 25

sof tware 302a, JVML, RIVM2 and RIVMB, as illustrated in_server 302 of Fig.
3c. In &eEnBEdi nEhe sen4saProvidepis @iuined iy i aPieBo6Es angdraT "

applicatj il lustr d.in Fig. 0 0 WO 00! 2843l

PCT/ USQ%Q%%%@‘%%& ec}‘r‘:‘g’doéégre&i‘tﬁaarsy‘ggﬁﬁﬁfeq Hytcfireclyér%} M1l appreciate that
the system of. Fig. is i.ntended t.o be.illustrative, nqt restrictive, and
that a wide \ﬁaﬂj‘ %‘??}%Sf © f”fpit@:“uf! QG%WEH?%&?E 8?%‘,“0368 i nformation

devi ces ifadtrRBdURGYg ! Bf NIHAEK sBlecdd al dbralddi SO R upSn HOWN in S5 Fig.

8. For exanple, connections through the Internet 880 generally involve

packet suitsoda! ngecdtion of ereredinat e proditers. cdnpetNenaP{ovddesihaamdd and conput er
800 is léﬁf'@% to access any number of \Wb servers, including but by no
nmeans | i eptered asuliestramy Bvairolent8ar vAiss®f Sedvicrmyoxideypi cal - Veb
client sessi,Qn. : NG [ i-ptd oRQf r rr enbodi nent s
of the p‘rgzcyé%{aep%ewtn?%#%o:ggég ‘ﬁ%ﬁ;‘?%‘fn@?d ?grg Q%ﬁ%ﬁr%g@%@gp illustration

and desceadi s@fvicd prdviddicie ddtbenmed ihaohr BRAUSES \aidothet &rligen the
invention to the precise forns disclosed. Obviously, many nodifications and

vari at i oPPwWier| whishapdrathenclasespphytirel distancesia Mhedequest®at he art. The

e di nent s .were, chosen, and .descri.hed.i n order to bhest. explain the

o et or S SRR Ehictih e BBS pFAt PRLARE Rt PLVEBNE Tiler by
enabl I ngr&bh@cﬁinsl!é'gld §I@ckr‘8$$‘%n@rﬁ1et tM@Q@Pr%tv@cﬂ'& Hé@hd)c!“\s%'@t' on for various
enmbodi nrents and with the various nodifications as are suited to the

parti cul axituise iporitaEnploat eidciel 366.s 20 i ntended that the scope of the

i nvention be defined by the following clains and their equival ents.
REPLACEVENT SBiER frtheVR¥n2O8ign a0 F0h28eiN e8P dvidddméhiadd iss cl ai med i s:

PCT/ US99124561 A distributed Ior ocessing system conprising: a comunication
medi um illustrated in Fig. 6g and selects a service provider based on the
15 amount of time taken for the service provider to respond to previous
requests. Control of getNextProvider method 670 is entered as
illustrated by circle 671. A list of current service providers is
obtained in logic block 672. The time period for each service
provider to respond to a particular message is determined in logic
20 block 673. The service provider which responds in the shortest time
period is selected in logic block 674. The new service provider is
then returned in logic block 675 and control from getNextPravider

method 670 exits as illustrated by circle 676.

If invocation of a service method fails in such a way that a
25 retry is warranted, RA 580 stub calls failover method 508, which
takes the failed server and an exception indicating what the failure
was and returns a new server for the retry. If a new server is

unavailable, RA stub 580 throws an exception.
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a first processing device, coupled to the comuni cati on nedium having a
first software programenulating a first processing device ("JVM")
including a first kernel software layer, having a first data structure
("RIVM2'O 088843k st ub including a replica-handier with af 4 BatRhci ng
sof tware conponent and a failover software conponent for selecting one of a
plurality of replicated objects; a second processing device, coupled to the
comuni cati on nmedi um having a secong; software program enul ating a second
processi ng device ("JVM2") including a second kernel software |ayer, having
a second data structure ("RIJVML "), wherein a nessage fromthe first
processi ng devi hS_tr rned ; } ice through
Phe first kernd S dysd St EHACT: $lart AR SR B ROF Tt
processi NgsKBMhGh m%.tmﬁbsefcézmie'wﬁémaes@sqgrea«%@aobst nasgaangyker nel
software layer in the second processing device; and, wherein the first
sof t war e peiogeafRl.n A feiletli prowviqardeesisinegisierf ewrrest praviders\afrt ual machi ne

"JIVM d the first data struct jn the first ' ice i
Fomote JavaeVITaUAI SIRALARE PSRIVRER A vingPLUA: O REOGo Ao SaH war e

program i nytdie cSReORdoRicP (65 1a6 HQ¥HAEe inFoidbaYarnd héWalerDRehi ne (" JVM')
and the second data structure 1 n the second processing device is a renote
Java vi rt uptovidehisnae "rRANMEH iandgishenek VahenBIeNbver mhehak 808 pr ocessi ng
device corresponds to the JVMin_the first processing device. 2. The

di st ri but e8¥|3# Ged¥ustrafed st eirt'sf /@#ai m 1, wherein the first kernel software
| ayer in the first processi gng devi ce includes a socket nanager software

conmponent . 3. TKéhil Bigsi Bul di:girade s @jmarss ah aferdicaimndlervh@fei n t he
first kern of tware l.ayer in the firs rocessing device includes a

t hread mangbgfr_‘ L8 URe W{@gﬁ%gp@H 9_“3? f#%‘gm%??r?%th&esd?rpr ocessi ng system of
claimpl, wWagh@liRatibes thEYBL MnpRedritE&tin B RARRSHIWIN 48N &R, | ncl udes a nessage
routing software conponent. 5. The distributed processing systemof claim
L, wherein the BAVMJ ol Beclivesl oPrgfifissingy eyt 6¢ o felides a message
conpressi on software conponent. 8 e distributed processing system of
claiml1, whesdietaintdie VIRAMM V4T threlistinestis toREPILACEMENT HSHEE a3 ScMAY 2003 WO

00J28431 PCT/ L' S99/ 24561 40 processi ng devi ce includes a peer-gone
det ecti on $¥ENVgCENBvpeatatt  handlghaOficrasis @ MapHiBe S§EYIRY aSyst em of cl ai m

1, wherein frLnst,Rra ' ice C ' | t he second
processi ng &5§§{1éé8?§§% a&%é?%%%?%g&-%oﬁ%?%ﬁ% ?Eoe%\%%rgijp consi sting of
TCP, SSL, HTTP tunneli apd > tunnelin 8. The .di stribyted processing
syst e‘% of claim ,CO\k‘Hei}g?Wc_Pﬁre%bg:@ta BPS&%S%W@ %I@\r/?‘ﬂgeri {{SF\Jﬁ'é% a nenory
for storingisa ap@viheAPR af 8LiRihg Avinr Al 8bhhB&ESH 1BRREBRStiAG SYyst em of
claim1, wherein the first processing device is a client and the second
processi ng stevercevérswhicheny enedsageprmaviedbewn seceved derihg thédasd int in
response to a client request. 10. The distributed processing system of

claim9, fdreaitieaidepedshagdles 5% skgsbAHBRPEEET ol RRATRPEFIRIIed to t he
second proc j .ce; thir 0 j Lce  .C ed to the
second com’faﬁ%ﬁg}c\}a}’tg:J irﬂ%ﬂﬁi@%{ De%%q’ﬁg\ﬁ rﬂé& qe{%agfﬁ%ﬂgs% t%\b\r/g'?]eedpérnggjr am emul ati ng
the tyird pieveesisdutd wextst(pehddE. ' Thusndad)bAahdingbrktdBasis At ware | ayer
having a third data structure ("RJVML "), and a fourth data structure
("RIVMR") . servefTleadds obtéipeded processing system of claim 10, wherein the
second processing device forwards a nessage fromthe first processing
device to the thThicd piwbersspryideviatie, hdzdiel B® & rehovduthedpanviderssi ng
system of claim 11, wherein the first kernel software layer in the first
processi ng 8T He lisie| Utieovaidsgpleysicaused bamreated agBHHISItatYSyy t he

nmessage an e third processing device includes a duplicate abbreviation
table for S%%@Wﬂm%sﬁﬁ@a%’é’.‘”%?- The distributed processing system of

cl ai 1, whereip the third processing device is coupled to the first
cormz%%cati on rrelg?‘t'.l'lﬁj’l" 'gﬁo‘;% Gl %'W}%?Qfég@?gggof‘% atsteé}’}%’f‘g‘ﬁg’@sf%at he third
processi ng i fhe i n -Qf r et ik first

P ocossi ng on 4 oBIRVIER? thyrt Hha Folflerta gl CThEYEE IR 2y

processi ng ldeatior.of lptovitlees thrsthaihod @t giesces semvicesyst em of claim 1,
wherein the first processing device is a peer of the second processing
device. 15. The distributed processing systemof claim1, wherein the first
processi ng device includes an Enterprise Java. Bean object. 16. The

di stributed processing systemof claim1, wherein the first processing
device includes a namng tree having a pool of RA stubs stored at a node of
the tree and the second processing device includes a duplicate of the

nam ng tree. REPLACEMENT SHEET WO 00l 28431 PCTI US99i 24561 0 5 MAY 2003 41
17. The distributed processing systemof claim1, wherein the first

o o, o o - o o ™ A



19. The distributed processing systemof claim,1$, wherein the appkiypat poop
programincl udes a statel ess session bean. 20. {The distributed processing
systeq of o &hAl M1, wherein the first processing devicepipgsyslessean
applicatiion programcoded in an stateless factory programnodel. 21. The
di stributed processing systemof claim 20, wherein the application program
I ncludes a stateful session bean. 22. The distributed processing system of
claim1l1, wherein the first procesgigng device includes an application
program coded in a stateful program nodel. 23. The distributed processing
system of claim 22, wherein the application programincludes an entity
sessi on bean rifd, ifANs@hideCistdthg TRBHERLE Wirin theGcdgens an i nformation
storage nedi um wherein is stored, conprising: a first set of digital
i nf or mattransatctiontarehtfeesernveg aating ssagen$actimracbordnatoeimsds dava vi rt ual
machine in a fi rs% processi ng device o a secgnd}_\lava virkual machine in a
mo

second frB¥Essidighaspree. esy tiat RrAXider g Usp tis a6ltatesGQual machi ne
i ncl udeqogaﬁ@.?%@gﬁod@gg Wﬂthﬁﬁ)fatt £ gRmponent havi ng a replica-handl er for
e seco

selecting t n ava virtual machine froma plurality of J2wa virtual

machi nes in .al f _processi Vi i of

rra%f actyre 3?@:?5&@615%“%% gf?%&t%%éj%sin%?zon% eof-zag\?@n\a/rirn %Pﬁéﬂ machi ne
further dipsdiigessadIRg TRBGr CONBSARSHON-&Pidewabe (CPIIARAictup$. The article
of manufacture of clarm 24, wherein the first renpte Java virtual machi ne

furt her retateddeRAstpe&8Qyuiile ndetetey iaonoperfatinaris herpmmgmf ar27. The article
of manuf act ur e of in the first set of .digital information

| ai m 24, wh
further ?%l%&‘@é“f&%ﬁb3‘3@%&&%&“@& £RArRe EBW@%U%@*‘%\Y socket manager
sof t war em%%PQm@nt;mg?@ve.T o3 LGk opénrmﬂ%ﬁ%fqr@-r@fatgb%m%ﬁh further

conprising: a second set of digital information for transferring the
mesgage RA stuboi@®maabt araynedi benable WDsA12848Y #he dRPEACEMENT SHEET 0 5
MAY 2pp3_PCT/ US99/ 24561 29. The article of manufacture of claim 24, further
conpri si RGMEINEER! GIRN-EMRSFteT gPerAtionnPEFRERS B ¢ BENEPAiEerring the
message {0 el j cat i redi t hj set ,of digital information,
i ncl udi ngg’ggrogormt 'emrrg-} %13%%%60%8?%§%C%@g§? i (':rfenof manuf act ure of

cl ai m 24grigddiright, CORRRLIS 538 will AP Aeke? &fn Pfradivdict@le famleg mati on for
transferring the nessage to a conmuni cation nmedium and a third set of

di gi tal enhoif redthieori 1) tied usémigesadeeateast phdtstelsargidseaethods Ate AAl . A . A& . As;
.A93r. ARA . A (& Ah% A . A . A AhFr. AY. AFhL. AF. A3. AL. . A9. A( f9 AA. ALr. A9 . A3
e. AB. AFe ! REPHEBTAON2) the| SYRIEem),GAN Aetepming tNapIokesSIRG Mstheas,

); 991 Ukl ol S e coleoal exahin] ot aheakal ook sial eptealie 2l oa] cal cal ¢
a] ca] ca] c”a) ca] caJca c&a cas caf%]gg cal] ca] ca] cal] ca ZQNéG| 6 z |wDN
retry if, as part of load balancing method, stub 580 switches to a
service provider whose host has failed. As another example, a RA

stub 580 will retry if it gets a negative acknowledgment to a

20 transactional operation.

A RMI compiler recognizes a special flag that instructs the
compiler to generate an RA stub for an object. An additional flag can
be used to specify that the service methods are idempotent. In an
embodiment, RA stub 580 will use the replica handler described

25 above and illustrated in Fig Ba. An additional flag may be used to
specify a different handler. In_addition, at the point a service is
deployed, i.e., bound into a clustered naming service as described

below, the handler may be overridden.
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pool 402a and 403a, respectively, containing a reference to Example

service provider P1 and P2. Client 304 obtains a RA stub 304e by
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10H"H"I'ns, 9! 109h k& the Wrdi cériek® ¥ Rhe naming service are replica-

aware or Smart stubs which initially load balance among naming
service providers and switch in the event of a failure. Each instance
of the naming service tree contains a complete list of the current

10 naming service providers. The stub obtains a fresh list from the
instance it is currently using. To bootstrap this process, the system
uses Domain Naming Service ("DNS") to find a (potentiaily
incomplete) initial list of instances and obtains the compiete list from
one of them. As an example, a stub far the initial context of the

15 naming service can be obtained as follows:

Hashtable env = new Hashtable();
env.put{Context.PROVIDER_URL, "t3://acmeCluster:7001");
env.put(Context.INITIAL_CONTEXT_FACTORY,
"weblogic.jndi.WebLogicinitialContextFactor");

20 Context ctx = new InitialContext{env);

Some subset of the servers in an architecture have been bound
into DNS under the name acmeCluster. Moreover, an application is
still able to specify the address of an individual server, but the
application will then have a single point of failure when the

25 application first attempts to obtain a stub.

A reliable multicast protocol is desirable. In an embodiment,
provider stubs are distributed and replicated naming trees are created

by an IP multicast or point-to-point protacol. In an [P multicast
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identify Iost Announcements Each server includes in its Heartbeats
the sequence number of the last Announcement it has sent.
Negative Acknowledgments {"NAKs") far a lost Announcement are
10 included in subsequent outgoing Heartbeats. To process NAKs, each
server keeps a list of the last several Announcements that the server
has sent. If a NAK arrives for an Announcement that has been
deleted, the server sends a StateDump, which contains a complete
list of the server’s services and the sequence number of its next
1% Announcement. When a new server joins an existing architecture,
the new server NAKs for the first message from each other server,
which results in StateDumps being sent. If a server does not receive
a Heartbeat from another server after a predetermined period of time,
the server retracts all services offered by the server not generating a

20 Heartbeat.

IV. Programming Models

Applications used in the architecture illustrated in Figs. 3-5 use
one of three basic programming models: (1) stateless or direct,
{2) stateless factory or indirect, or (3) stateful or targeted, depending

25 on the way the application state is to be treated. In the stateless
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In this example, the two calls to example may be handled by
different service providers since the Smart stub is able to switch
between them In the interests of load balancing. Thus, the Example
service object cannot internally store information on behalf of the

10 application. Typically the stateless model is used only if the provider
is stateless. As an example, a pure stateless provider might compute
scme mathematical function of its arguments and return the result.
Stateless providers may store information on their own behalf, such
as for accounting purposes. More importantly, stateless providers

15 may access an underlying persistent storage device and load
application state into memory on an as-needed basis. For example,
in order for example to return the running sum of all values passed to
it as arguments, example might read the previous sum from a
database, add in its current argument, write the new value out, and

20 then return it. This stateless service model pramotes scalability.

In the stateless factory programming model, the Smart stub
returned by the lookup is a factory that creates the desired service
providers, which are not themselves Smart stubs.

ExampleFactory gf = (ExampleFactory)

25 ctx.lookup("acme.eng.example”);

Example e = gf.create();

resultl = e.example(37);

result2 = e.example({38);



10 10610%& () MVMNPNNNDE_ @ 10 10(1109% & ()-10% & () - 0 5 MAY 2003
©10% & ()-y' 10% & () - F10% & ()-310% & () - NOVO OOOPdE_@ 10 10( &

10% & ' 0% & ()-10% & ()-10% & () - % & q
10% 2 4o i (): GLONCE (11068 () 0% 8 () S10% Acf s PARAFXRIE @

*10% &' ()- 9$100/‘ &' ()-Y"'s10% & () - XR RRRRRRRSxnbC 10 10( ' 109%g& ()- 10" 10°
10" 610% & ()-s510% & ()- ~3s!10% & ()- 110% & () - SSS9SHSSSIEMHC 10

10( @L0%& () - S10%g& ()- 310%& () 13

109%g& () - 10%g& () - SY10%g& () - SS+TbTpTTTAENLC 10

10(sZ10%& () - 10%g& () -y10%& () -1410%& () - 10%& ()-: 10%g& () - TU4Ut UUUUdEmM

bC 10 10(" 109%@é&i€ bxhmp@O&ke(dwo %QWQ%(éanﬂ&%@a?re(dualQB/ﬁ%d(r)o b&
109%g& () - USVbV] WAWIENDC ‘10 10(, Z109g& () -

+l 109%9& b}anﬁbe]:id%g&\e( ;améw@ﬁdc@)pr&ﬂz@@&' he s$100g RroYideMmamn X- X. X/ X<XxnbC
10 10( & F10% g
therefore safely store information on behalf of the application. The
stateless factory model should be used when the caller needs to
5 engage in a "conversation™ with the provider. For example, the caller
and the provider might engage in a back-and-forth negotiation,
Replica-aware stubs are generally the same in the stateless and

stateless factory models, the only difference is whether the stubs

refer to service providers or service provider factories.

10 A provider factory stub may failover at will in its effort to
create a provider, since this operation is idempotent. To further
increase the availability of an indirect service, application code must

contain an explicit retry loop around the service creation and

invocation.

15 while (true) {

try {
Example e = gf.createl);
resultl! = e.example{37);
result2 = e.example(38);
20 break;
} catch (Exception e) {
if {IretryWarrantedie))

throw e:

25 }

This would, for exampie, handle the failure of a provider e that
was successfully created by the factory. In this case, application

code should determine whether non-idempotent operations
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tte}mel r;]iglugjg remote file systems and rows in a database table. A targeted
provider may be accessed many times by many clients, unlike the
other two models where each provider is used once by one client.
Stubs for targeted providers can be obtained either by direct lookup,
10 where the key i1s simply the naming-service name, or through a
factory, where the kev includes arguments to the create operation.
In either case, the stub will nct do load balancing cr failover. Retries,

if any, must explicitly obtain the stub again.

There are three kinds of beans in EJB, each of which maps to
15 one of the three programming models. Stateless session beans are
created on behalf of a particular caller, but maintain no internal state
between calls. Stateless session beans map to the stateless model.
Stateful session beans are created on behalf of a particular caller and
maintain internal state between calls. Stateful session beans map to
20 the stateless factory model. Entity beans are singular, stateful
objects identified by a system-wide key. Entity beans map to the
stateful model. All three types of beans are created by a factory
called an EJB home. In an embodiment, both EJB homes and the
beans they create are referenced using RMI. In an architecture as
25 illustrated in Figs. 3-5, stubs for an EJB home are Smart stubs.
Stubs for stateless session beans are Smart stubs, while stubs for
stateful session beans and entity beans are not. The replica handler

to use for an EJB-based service can be specified in its deployment
descriptor.
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the object is to maintain state on behalf of the caller, the application
code must explicitly construct the factory. A targeted RMi-based
service can be created by running the RMi compiler without any

5 special flags and then binding the resulting service into the replicated
naming tree. A stub for the object will be bound directly into each
instance of the naming tree and no service pool will be created. This
provides a targeted service where the key is the naming-service

name. |n an embodiment, this is used to create remote file systems.

10 V. Hardware and Software Components

Fig. 8 shows hardware and software componrents of an
exemplary server and/or client as illustrated in Figs. 3-5. The system
of Fig. 8 includes a general-purpose computer 800 connected by one
or more communication mediums, such as connection 829, to a LAN

15 840 and also to a WAN, here illustrated as the internet 880.
Through LAN 840, computer 800 can communicate with other local
computers, such as a file server 841. [n an embodiment, file server
801 is server 303 as illustrated in Fig. 3. Through the internet 880,
computer 800 can communicate with other computers, both local

20 and remote, such as World Wide Web server 881. In an
embodiment, Web server 881 is server 303 as illustrated in Fig. 3.
As will be appreciated, the connection from computer 800 to internet
880 can be made in various ways, e.g., directly via connection 829,

or through local-area network 840, or by modem (not shown).

25 Computer 800 is a personal or office computer that can be, for

example, a workstation, personal computer, or other single-user or
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this division is conceptual and somewhat arbitrary, and that the line
between hardware and software is not a hard and fast one. Further,
it will be appreciated that the line between a host computer and its
attached peripherals is not a hard and fast one, and that in particular,

10 components that are considered peripherals of some computers are
considered integral parts of other computers. Thus, for example,
user 1/0 820 can include a keyboard, a mouse, and a display monitor,
each of which can be considered either a peripheral device or part of
the computer itself, and can further include a local printer, which is

15 typically considered to be a peripheral. As another example,
persistent storage 808 can include a CD-ROM (compact disc read-

only memory) unit, which can be either peripheral or built into the

computer.

Hardware components 801 inciude a processor (CPU) 805,

20 memory 806, persistent storage 808, user 1/0 820, and network
interface 825 which are coupled to bus 810. These components are
well understood by those of skill in the art and, accordingly, need be

explained only briefly here.

Processor 805 can be, for example, a microprocessor or a

25 collection of microprocessors configured for multiprocessing.

Memory 806 can include read-only memory (ROM), random-
access memory (RAM), virtual memory, or other memory
technologies, singly or in combination. Persistent storage 808 can

include, for example, a magnetic hard disk, a floppy disk, or other
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User /O (input/output) hardware 820 typically includes a visual
display monitor such as a CRT or flat-panel display, an alphanumeric
keyboard, and a mouse or other pointing device, and optionally can
further include a printer, an optical scanner, or other devices for user

10 input and output.

Network 1/0 hardware 825 provides an interface between
computer 80Q and the outside world. More specifically, network 1O
825 lets processor 805 communicate via connection 829 with other

processors and devices through LAN 840 and through the Internet
15 880.

Software components 802 include an operating system 850

and a set of tasks under control of operating system 310, such as a
Java™ application program 860 and, importantly, JVM software 354
and kernel 355. Operating system 310 also allows processor 805 to

20 control various devices such as persistent storage 808, user I/O 820,
and network interface 825. Processor 805 executes the software of
operating system 310, application 860, JVM 354 and kernel 355 in
conjunction with memory 806 and other components of computer
system 800. In an embodiment, software 802 includes network

25 software 302a, JVM1, RJVM2 and RJVM3, as illustrated in server
302 of Fig. 3¢. In an embodiment, Java™ application program 860 is

Java™ application 302c as illustrated in Fig. 3c.
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5 Fig. 8. For example, connections through the internet 880 generally
involve packet switching by intermediate router computers (not
shown}, and computer 800 is likely to access any number of Web
servers, including but by no means limited to computer 800 and Web

server 881, during a typical Web client session.

10 The foregoing descrniption of the preferred embodiments of the
present invention has been provided for the purposes of illustration
and description. It is notintended to be exhaustive or 10 limit the
invention to the precise forms disclosed. Obviously, many
modifications and variations will be apparent to practitioners skilled in

15 the art. The embodiments were chosen and described in order to
best explain the principles of the invention and its practical
applications, thereby enabling others skilled in the art to understand
the invention for various embodiments and with the various
modifications as are suited to the particular use contemplated. ltis

20 intended that the scope of the invention be defined by the following

claims and their equivalents.
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1. A distributed processing system, comprising!
a communication medium;

a first processing device, coupled to the communication medium, having a first
software program emulating a first processing device ("JVM1"} including a first kernel
software layer, having a first data structure ("RJVM2"), and a stub including a
replica-handler with a load balancing software component and a failover software
component for selecting one of a plurality of replicated objects;

a second processing device, coupled to the communication medium, having a
second software program emulating a second processing device ("JVM2") including a
second kernel software layer, having a second data structure ("RJVM1"), wherein a
message from the first processing device is transferred to the second processing device
through the first kernel layer and the first software program in the first processing device
to the second software prograrn and the second kernel software layer in the second
processing device; and,

wherein the first software program in the first processing device is a Java virtual
machine ("JVM") and the first data structure in the first processing device is a remote
Java virtual machine ("RJVM") and wherein,

the second software program in the second processing device is a Java virtual
machine ("JVM") and the second data structure in the second processing device is a

remote Java virtual machine ("RJVM") and wherein the RJVM in the second processing
device corresponds to the JVM in the first processing device.

2. The distributed processing system of claim 1, wherein the first kernel software
layer in the first processing device includes a socket manager software component.

3. The distributed processing system of claim 1, wherein the first kernel software
layer in the first processing device includes a thread manager software component.

4, The distributed processing system of claim 1, wherein the RJVM in the first
processing device includes a message routing software component.

5. The distributed processing system of claim 1, wherein the RJVM in the first
processing device includes a message compression software component.

6. The distributed processing system of claim 1, wherein the RJVM in the first
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10 Wr {agK10 The gistributed processing system of claim 1, wherein the first processing device

is a client and the second processing device is a server for providing a service to the
client in response to a client request.

10.  The distributed processing system of claim 9, further comprising:
a second cormmunication medium coupled to the second processing device; and
a third processing device, coupled to the second communication medium, having
1) a third software program emulating the third processing device ("JVM3"), and 2) a

third kernel software layer having a third data structure ("RJVM1"), and a fourth data
structure ("RJVM2").

11.  The distributed processing system of claim 10, wherein the second processing

device forwards a message from the first processing device to the third pracessing
device.

12.  The distributed processing system of claim 11, wherein the first kernel software
layer in the first processing device includes an abbreviation table for abbreviating the

message and the third processing device includes a duplicate abbreviation table for
reading the message.

13.  The distributed processing system of claim 11, wherein the third processing
device is coupled to the first communication medium, and wherein the message is
transferred to the third processing device through the first kernel software layer in the
first processing device to the third kernel software layer in the third processing device.

14.  The distributed processing system of claim 1, wherein the first processing device
is a peer of the second processing device.

15.  The distributed processing system of claim 1, wherein the first processing device
includes an Enterprise Java. Bean object.

16.  The distributed processing system of claim 1, wherein the first processing device
includes a naming tree having a pool of RA stubs stored at a node of the tree and the
second processing device includes a duplicate of the naming tree.
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20.  The distributed processing system of claim 1, wherein the first processing device
includes an application program coded in an stateless factory program model.

21.  The distributed processing system of claim 20, wherein the application program
includes a stateful session bean.

22. The distributed processing system of ¢laim 1, wherein the first processing device
includes an application program coded in a stateful program model.

23. The distributed processing system of claim 22, wherein the application program
includes an entity session bean.

24.  An article of manufacture, including an information storage medium wherein is
stored, comprising:

a first set of digital information for transferring a message from a first remote
Java virtual machine in a first processing device to a second Java virtual machine in a
second processing device, wherein the first remote Java. virtual machine includes a
message routing software component having a replica-handler for selecting the second

Java virtual machine from a plurality of Java virtual machines in a plurality of processing
devices.

25.  The article of manufacture of claim 24, wherein the first remote Java virtual
machine further includes a message compression software component.

26. The article of manufacture of claim 24, wherein the first remote Java virtual
machine further includes a peer-gone detection software component.

27.  The article of manufacture of claim 24, wherein the first set of digital information

further includes a thread manager software component and a socket manager software
component.

28.  The article of manufacture of claim 24, further comprising;

a second set of digital information for transferring the message to a
communication medium.
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29. The article of manufacture of claim 24, further comprising:

a second set of digital information for transferring the message to a
communication medium; and

a third set of digital information, including a remote method invocation.

30. The article of manufacture of claim 24, further comprising:

a second set of digital information for transferring the message to a
communication medium; and

a third set of digital information including an enterprise Java bean.



