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Method of and system for generating an Authorized Domain The invention
relates to a method of generating an Authorized Domain. The invention
further relates to a system for generating an Authorized Domain. Further, the
invention relates to a computer readable fedium having stored thereon
i()lﬁﬁé@ﬂﬁ%d%s%‘#ﬁﬁﬂ@eﬁ%@n%tﬂ{ RRRUBASARISHGMNS to execute the method
according to the invention. Adgitionally, the invention relates to an
Authorized Domain and an Authorized Domain that has been generated by
the method and/or the system according to the present invention. In recent
years, the amount of content protection systems is growing in a rapid pace.
Some of these systems only protect the content against illegal copying, while
others are also prohibiting the user to get access to the content. The first
category is CallgehGRsn PERIBSHPR HER) SYBLRASLRE SYARRIFAMSomain. The

traditionally been the main focus for consumer electronics (CE) devices, as
{RreriipR THreehie/atep io R MBS A8 EHEgsiedRpIBRTE ey en e
ilnestivntroeed toi citegbiaealdaissration withathegcosrenthpre destriisaome for

SRR AS0E FomenSaambing SYsem (88 BaRIGicaion SYaiEM
61 BUDROM diSds Bra OF (a' protection system Forl 9364 '
ésioiteridbstheTingestieo melatesttyaryNighaiathRotoen eaderafvieresdiRemain that
REOBEGRGEWREI hFYRESHRHOH UHE/ GAHRIS AT A IERAGHY RPIEASiFpaiIbRNal

access (CA) systems, while in the Internet world they are generally known as
Digital Rights Management (DRM) systems. A home network can be defined
as a set of devices that are interconnected using some kind of network

technology (e.g. Ethernet, IEEE 1394 _BlueToot 02.11? 802.11 g, etc.). .
Aiough el ARl G th Ao Stk iAo
thiceiSooe oh theghsistaimswnde protestthencentspergadnst ol egaladsipyiogd witiispthers are

SRYBRABRA iRReARIBI B EhRALRRSIRe duBgHigNs dlipsRaby the

other devices in the network. Such interoperability is provi ome

R &%%?R%@H%i%ﬂ@%r@?éﬂ?ﬁﬁ @éVSftWSM%“ﬁEMS?RiHB RIAdRSHRIY SPESYIRET
Eléctforits EE Y Gcekhes enin ogft affobutidm rirseciwmainsu (hs haichsaphfinding
as?lution b Hﬁ ser\(e thcf in erefts olf.t e content R\{Y]ners th twagt
Implemente 0es ot ne -directional_interaction with the content provider. Some
protection ot elrcopyrlg%s ANE AN consumers& at an
exaeslecteelths € ofteheScomtdhit)y TyriebakiSpritispiotisctomsysten o ONMEDREIM

ARBYORK BEPAPRA IR SSRFABISBER BOL diRRELEBIAYVElY freely as long as
it does not cross the border of the authorized domain. Typically, authorized
domains are The second category is known under several names. In the broadcast world,

systems of this category are generally known as conditional access (CA) systems, while in
the Internet world they are generally known as Digital Rights Management (DRM) systems.

A home network can be defined as a set of devices that are interconnected
using some kind of network technology (e.g. Ethernet, IEEE 1394, BlueTooth, 802.11b,
802.11g, etc.). Although network technology allows the different devices to communicate,
this is not enough to allow devices to interoperate. To be able to do this, devices need to be
able to discover and address the functions present in the other devices in the network. Such
interoperability is provided by home networking middleware. Examples of home networking
middleware are Jini, HAVi, UPnP, AVC.

The concept of Authorized Domains (ADs) aims at finding a solution to both
serve the interests of the content owners (that want protection of their copyrights) and the

content consumers (that want unrestricted use of the content). The basic principle is to have a
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centered around the home environment, also referred to as home networks.
Of course, other scenarios are also possible. A user could for example take
a portable device for audio and/or video with a limited amount of content with
him on a trip, and use it in his hotel room %0 access or download additional

EORHBNESHARDRRAVF RARSANANAEHL SRENPE I HRQU SRR Ay PRS- S VR as it

though the portable device is outside the home network, it is a part of the
dResWtaRRD s AeTdB oA e AHPREZRAF ORI R AMeIT Y BRRS Apsasare
syisikend thadral by hamocesd iantentaibbyfeesdae sdmdhe demaariks. lmftcbotsbyother
A aIheLs. 3R RUSD ARG RR R AN AR hnaror
Mideapeitha el anagidir obeailieet GEhtim qmaﬁag@mbuiﬂeuﬁ Imuts g doom to

Renandnibeg RergAERol R NethEsRRd el A 90 0 GRRIET GRed system at
Eubllcatlon pages 467-474, held at 12-16 September 2002, Various

PES0 SYRD &NquPtHAe |WH%&%Y%%@HE’@5§I& DRTRRIEMe  dhisfRatkOT daskeer's
extienizéaneiye m‘mrewagua@@lmnsemdumeuMQmmpubasmeﬁuﬂwauads access to

Dom Exa es 0 sfems are SmartRight (Thomson

a{ &la V'CE;F! ghngaﬁ)q] BI&HF?RI% Bif %Ws%??a A further example of a device
based AD is B0 agieehexiensteenatriotvstioateribepssiicbaibAnorios) du8esn, etc.,
(ettaragy Aogkedh 'F‘i%lk@?%5ﬁwl2¥rthq_%@m¢<aﬁ88‘ﬂﬁ§rﬂtp i (teRifAldBiE € ontent

based ADs, the domain is formed by a specific set of devices and content.
Mﬁﬂ?@ﬁ@%é’b/fw@@ﬂ%ﬂ&&ﬁ@é@so?ﬁ PHBREATTs Meoliehadeadedss e¥¥ etc.
HoafeonieptislidhirindpaedacT agre hslmet maﬂfsamrdt&ﬁmotign of the various

users of the emflc set of devi kofdewc
o o LIRS RS TR Ol ENEAREE QLS B8 omains o

v $xdemeed, smce users are restricted to a particular and limited set of

devices. In thigngye ﬁflb?é‘\ﬂéﬁ@ﬁlﬁ'i'&%%ﬁ?d@’é%%%é&% A%Hér D HfRRT

has obtained anytime and anywhere he chooses. For example, if a user is

(R gEamelsas ﬁbﬂ%&%ﬁ%ﬁ%@a%&%@m M¢fLme cKaBernd
mtwmwatmﬁslﬁtw derieeeasiest ai@eﬂnﬁfbamlmbn@bfg'mmﬂwpe part

of e particularand imited et of deyises farming he.domain. seceerising te.
USEPEE nother ypeo previous o SIS'pérson base thorizéd
BEpihicaints, where the domain is based on persons instead of devices as was

the case for geyigrhasge Hlasy ADEXAIIS A %ﬂ?n‘?eé%?}%@béﬁuﬁcgset of devices
described in intérnational patent application serial
and content. Only the specific set of devices of the domain is allowed to access, use, etc. the

content of that domain. There is not made any distinction of the various users of the specific
set of devices.

A drawback of device based AD systems is that they typically do not provide
the typical flexibility that a user wants or need, since users are restricted to a particular and
limited set of devices. In this way, a user is not allowed to exercise the rights that the user has
obtained anytime and anywhere he chooses. For example, if a user is visiting a friend’s house
he is not able to access his legally purchased content on the friend’s devices as these devices
would not typically be part of the particular and limited set of devices forming the domain
comprising the user’s content.

Another type of previous solutions is person based Authorized Domains,
where the domain is based on persons instead of devices as was the case for device based

ADs. An example of such a system is e.g. described in international patent application serial
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number IB2003/004538 (attorney docket PHNL021063) by the same
applicant, in which content is coupled to persons which then are grouped
into a domain. In a typical person based AD access to content bound to that
AD is allowed by only a specific and limitéd set of users, but e.g. using any

RomRliaRbIeYis:sBE [ERERASRSEIAHPNIZEA dag By e tuRieaBKIRERT RAMAEN

domain management compared to device based ADs. However, person

FAUER &/2QHAIRI AR RIS NE fem AFfRYREd M S WA ways convenient

or preferred Iy ars@isalfparshe hasedigimadoeyotdrdoatae boaydvariatorar tedowed by
r.content. As he.dae t erson id device fo t in it {s.nat

T A B B L Rt e

Reitherizetongininotynisal bk eenigd demalhl @amrgesrenl cpormaied o davimedipsee

Wgjtor. Therefore there is a need for a hybrid person and device based

authorized domain having the individual advantages of each system. Such a

hybrid persof QY ae PRIEOH B SYHRBFR LA ORISR BB HERAT NS 5W%hn
pRieyy appbcriioor pestalrod bybeerFLOM2E b vi{adiangyudeake i NbG3I0 92¢ks
by the same applicant. In that application an Authorized Daomain (AD).i .
B T M R D o i
torsestienpieatt Ibuowkbetbrefdeoicd davicesdngbedwma pplenadhoito shdanim could

I9apiifietest Be AavrES RIS G iaEARYgrouped together via a domain devices
certificate (DDC), while the persons preferably are separately grouped via a

€ p ¢ L :
domain userd CIEREIREIE)SAAMONAHMLIE HSEERT 8 tites RS H atfbetized
tiokehteaqi pptisomdivisaheamaditap srsaohaljormf Sustha RybAdRMOIeMd device
B’é)mda‘”trfér%%&%“ ba‘?n%%ePoi”os%‘QWE&rbaé‘a‘% wilkhe sxplained in.greatgy detai
m?ﬁe oliowing. ?—W)Wevé)r, IS Bl as Fne (ﬁsaav rﬂage ?Ha?w en content is
NRPSI2EH. TrimsteneeyodneksinP N LARSAG)Y bycarsaahepplicand dvitha), aprjichidon an

ARliv&iYeR BMANVRDSA YR wiidh BRhGHRECHY AR RRSRILER e an

content has to be attributed. In other words, at the moment of import, the
@gﬂ@lqd(}entlfler.

S2td R BRMSUINRADREMSRSY NG HIB Y SSranth B REFSATSIARERAENE
Thetelacesthensrdrerlggtoipea Biyppke inpieotatationcsrafibadIDORLRIIe

iﬁgé é"e*r‘s%[)ﬁ‘ls 8%8%%? .%?é‘%%ﬁ‘atri{t" pute 9@%”‘% 985%%{%' &Ee‘?aéfi}%’i ﬁé‘a‘?ézbﬂjg%%
obtainable” An additional pro IS"that no Simple and éffective domain
dareczantdst isdistibier indirdol atinkge toraparseth ddsshdmatiimebrsserdatizsohsgch
rpicaly el s %A@f‘%‘eiﬁ‘b’é@e@Hﬁﬂ?ﬁ{i&E qeyiRRTi PTG ARG REr detail
sessions, etc., which are either technically

in the following.

However, this AD has the disadvantage that when content is imported into the
domain (an action typically done on a device), e.g. from a delivery DRM and/or CA system,
it is not directly clear to which person the content has to be attributed. In other words, at the
moment of import, the system needs additional information of whom it must link the content
to. Therefore there is a need for a simple implementation where the information ‘to whom
belongs content imported in the domain’ is easily and/or directly obtainable.

An additional problem is that no simple and effective domain boundary is
available. In prior art systems/methods, domain boundaries are typically defined by a
maximum number of devices, a limited number of sessions, etc., which are either technically
difficult to implement or easy to implement but then do not provide the desired
characteristics of a domain boundary. An example of the first is e.g. letting all persons to a

household be in the domain wherever they are using any device they possess. Setting a limit
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difficult to implement or easy to implement but then do not provide the
desired characteristics of a domain boundary. An example of the first is e.g.
letting all persons to a household be in the domain wherever they are using
any device they possess. Setting a limit 4or the number of devices or

ﬁ?{ﬁﬁ@ﬁlﬁﬂﬁm damaingikesdisg r@iﬁ@%ﬁ‘ﬁ?ﬁ%ﬁé@%ﬁé'di%a@%’f@%@%aﬁ' 26 fPFoach
scale with the number of users using the Aut D). Therefore

orized Doma_lin‘(érP
foesd oSl A WhpI O S HRIE RHIRRR BRI G Pt thEr B HiRre
Boumgaror dtsisngle abjeab ef dbaabiy énpilemiatpiiowioletis ohetaocbamatiary .
corresponding system for providing/generating an Authorized Domain
structure based on both persons and devices that solves the
above-mentioned shortcomings of prior art. A further object is to provide this

in a simple, fieyhleapdsfigienvemion 1% iAPIERISHSMPISAHBEISI RS system
achieved by a method (and corresponding system) of generating an )

MMBM%’&P@%@WS@%I%WBHW&QWTSﬁﬁ“ﬂ%%ﬁ?ﬁddjﬂGHBQF%P%?H%%W'CES
deviedecand abousnbertiihnee dfiedcpeiagnstinddr istanthotiveddeadcrssrévide this

content iteﬁl o) f.aid dAlﬁhori%ed Domain are obtained. Additionally, it is
i d sfitple, Tlexible and eTcient way, . A
possible to enable automatic assignment of imported content being imported

on a device be¢onohirgto amenuuatherszes Exbiagd PABDINshoe (@ntbsorisspivring
WRIERRSTSARABIYER AHBAYZEE SIRYicesRelpRasita Skrther, a simple and

efficient way of mplementg%gomam_ boundaries is enabled, since the
domain boun@dREVaYag BETRSH BleE bW s BNES T B GivBIdl ckessAgs that
fonieotiase oQidpiesatoousid)erindhdsiivaytHiez e @taihunclstynbe cadaanally,

less rigid and scales better. Additionally. a simple and efficient way of :
R A0 AT TR R S R B P
aeldngérs ¢t thadethpized RrediD OMiA)ini s Hitovided givenlidswiioh, pecsesss géven

enableddoAicontgst ien of an authorized domain by a user operating a
device either by verifying that the owner of a content item and the user is

linked the saRYE!NEbMEMRY BIF\EHHARG RGO IHBRIGRRIUISE BRIMaR AL SR ehE

enub R ofitiae wetendiieduitialinkethjbihw gasaeciaaraioniy eredy bet@vesd and
flextibilitax for or?e cfr mor Llls?ﬁs whe agcessi content in an authori
ONient are ed Inthis. he

MmN 1§ obtamed Whik securlwagf fe’Cotent s SaiY Pﬁ%?n &ine .”Ph%i:a?‘éj scales
hetteier done in a simple, secure and reliable way. In one embodiment,
Additionally, a simple and efficient way of grouping devices and persons to an
AD is obtained. Further, a hybrid device and person based Authorized Domain is provided.
In this way, access is enabled to a content item of an authorized domain by a user operating a
device either by verifying that the owner of a content item and the user is linked the same
domain or by verifying that the owner of the device and the owner of the content item is
linked to the same domain. Thereby, enhanced flexibility for one or more users when
accessing content in an authorized domain is obtained while security of the content is still
maintained. This is further done in a simple, secure and reliable way.
In one embodiment,
- each device may be bound to only a single user, or
- each device may be bound to several users, where one user is indicated as a primary user for
that particular device.

In one embodiment, the method further comprises the step of:
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- each device may be bound to only a single user, or - each device may be
bound to several users, where one user is indicated as a primary user for
that particular device. In one embodiment, the method further comprises the
step of: - importing, on a given device, at least one content item into the

A%(?QH ddAamgREh aMae: Dyt 1836 Bamaifiddantiigidine AdamatsaibnRind ﬂ&n by
efault, the at least one imported content item to the single user that t

&QQH%U&@?Q W8 to or to the user (P1, P2, ..., PN1) indicated as prlmary
cisetofodticeily gm&mgj@yldefaon tbcmi|regstrweamlmase«bnmtempﬁetadmmmIi:te‘aer

Lﬂa?ﬂ]Othﬁ%HﬁSwE' ‘%9 fiond) ﬂqfé’r%?"gf’% hendip i agiarh Bl d‘ﬂ%“‘é’er for

Sused R Sre emb ment t e me réom rses - prov mg
Ratbiver deVIDerakin size limitation, where the limitation relates to a maximum

UHIHEH% fHelkeGasst oHéthﬁ;Eoﬁe'd!'BHn?&ﬁ RS (A BB SRR BB S @brmation,

devices per user, thereby making the total number of devices in the domain
H@ﬁ@ﬁﬂ%ﬁ?@l“l'fﬁé"ﬂlﬂ%ﬁéi’ 8F 4$&fs. In one embodiment, the method further
comprises - Using: anisei mmtmeaﬁahdde‘uiﬂ&m)mpt&r@nal Authorized

Doma manager anngr - USi n rsonal maQ Ie de\( ¢e as a.pe rsonal

rov g(‘?rbg orize omain SIZ thﬂ where I|m ation relates 10 a maximum
AUIthOiZ omain manager, and or -"using a mo hone as a persona
puntherigbds@®main manager, and/or - using a PDA (personal digital

assistant) asﬁjﬂﬁéﬁ%ﬁ%@bﬁh%%%gda%mmﬂ%bw GRGERDRLImEnt,

the step of binding at least one user to the domain identifier comprises: -
Hlﬁfﬁm‘ﬂéa'@f‘%éf??et%ﬁdﬁ‘@996?5QW%&“E‘?&WW?H@Bé*ﬂﬁ&W“?B%frﬂffféPfS

and a unlquanldﬁ@gmbmﬁ@usmr mlmﬁebymﬁnmmﬂn@tggthe user is bound to

he Authonzead ?P Clin one embodim the St(?B of b|nd|nr%at Ieaa} one
usm user tdentifica on evice as a persona Uthorlze orF
devi c%at eas one user comprises - obtaining or genera'{]ng % bev ice

me@ramgtsooahmmgdamqae pelesatifiop figroal zesdP emal mmanagpeaidéertifier
f%ﬁf@%n%VlE%%%'&é@é’}%r%%QﬁA%rﬁ&f E%memma LiBgat least one

device is/are bound to the user, - or in that the ste |nd|n at least one

dEYRGAE A S BabdiE égﬁlﬁ@ﬂgéé a personal Aufl)worlzed Domaln manager.

In one embodiment, the step of binding at least one user to the domain
identifier comprises:
- obtaining or generating a Domain Users List comprising the domain identifier and a unique
identifier for a user thereby defining that the user is bound to the Authorized Domain.

In one embodiment, the step of binding at least one device to at least one user
comprises
- obtaining or generating a Device Owner List comprising a unique identifier for a user and a
unique identifier for each device belonging to the user thereby defining that the at least one
device is/are bound to the user,
- or in that the step of binding at least one device to at least one user comprises
- obtaining or generating a Device Owner List for each device to be bound, the Device
Owner List comprising a unique identifier for a user and a unique identifier for a device
belonging to the user thereby defining that the device is bound to the user.

In one embodiment, the step of binding at least one content item to the
Authorized Domain comprises:
- binding a content item to a User Right, where said User Right is bound to a user bound to

the Authorized Domain.
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- obtaining or generating a Device Owner List for each device to be bound,
the Device Owner List comprising a unique identifier for a user and a unique
identifier for a device belonging to the user thereby defining that the device
is bound to the user. In one embodiment,&he step of binding at least one

content item {Q dheeMbBHRRERIQISEH RiGAMBARFRES MYRLRERERRIBRENG Wi

a User Right, where said User Right is bound to a user bound to the
HORoTIER B ERUAR A3 BBURMUART H5a DR E LORISHEES rights
data representiog: winlaitinghits taxisksiodreletionctoniireatteasé pokcomndéing
em.baynd F\‘}ehh&e\%éeﬁé?dﬁ%héﬁt%‘ﬁ eé‘@*?&‘%‘ 'J%%P‘r&%‘%iv SO the step
comprises the step of controlling acdes : Ey a given device Belng operate&
B9N2PPiRgi user, to a given content item, the step comprising: - checking

WERERGH AREeREQIV BT GRAICESHEMiteRKRRKED BNh@ TR e GiV&Tdevice is

device is linked to, belongs to the same Authorized Domain, and allowing
HBE%‘%E’f@P'l‘Pﬂ%}Qé‘?P GRBE AHBRSIEEHRP IRy SN MW R arreRs TRt 3hyen User
andte it mser s oiaane fiven-dehriekinthéf dhveegivenmadsient item is linked to a

user belonging to the same Authorized Domain as the given user, and
ail for. . . . . .
allowing access for the given user via the given device and/or other devices

teekignifahe gévenitedenhitneieHinbedimeasetielangina th il kane dwip aess
ehiRR Ol YN iRE, ARFaRsWIN BPIRE A B GR/BRIRG ARLHIE S BY R IBEhd/or

user, to a given content item being bound to the Authorized Domain and
ARG Y SHigaBeCORteMt IaBATifiRr, comprising: - checking if the Domain User
List of the Authorizeddogimeain temiptresiatbradirpiisecthddentiffenntrolling
comprised in, Device, Qunst el ramprcing an ideniler of e e ing pound
evice, Yht & 'SEE05d Lset 1ent |er}/ll &0 the given Content em, hefe y
theelinghirined Udemalyoanachawitigen givignechonieet ii¢nsified corttpeisiaghe

AUBRGH REDaASUSS LRELPAEMIRHRI ﬁeﬂfﬁﬂwﬁm@d@%o‘t@ﬁ‘?%ﬂ&er

access to the given content item by the given device operated by any user
keardier. Qoaukisg iR BOTA AW TISE SIS RABRTIRB PRSI Db IRMVER e YIS
endntesetdedudsrheanidictolickun R iSRS v aISEsn@antifiar BEtES ghveRibG e the user
E)%%rrl%f)t\é &%egQ\I?grﬁ%iet/tlgg i .Voeu%cy %etwessgr%gr,&%ﬁ?orized Domain as the user bound to the
content item, and
- allowing access to the given content item by the given device operated by any user
and/or
- checking if the Domain User List of the Authorized Domain, that the content item is bound
to, comprises a user identifier of the given user thereby checking if the given user is bound to
the same Authorized Domain as the content item, and
- allowing access to the given content item by any device including the given device operated
by the given user.

In one embodiment, the step of controlling access of a given content item
further comprises:
- checking that the User Right for the given content item specifies that the given user has the
right to access the given content item and only allowing access to the given content item in
the affirmative.
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the same Authorized Domain as the content item, and - allowing access to

the given content item by any device including the given device operated by
the given user. In one embodiment, the step of controlling access of a given
content item further comprises: - checkifg that the User Right for the given

content ?tem ﬁﬂﬁgfé%gaﬁhéhﬁ &jyr%fbbﬁ%ﬁh?é?ntﬂeerfé%é@ @f_ﬁ%%?é'@@n@ﬂﬁ?ﬂght is
content item and only allowing access to the given content item in the

el RiGRch GRNGRE IGRSBAiR A SEVRIS b SRR DA CRIEAE AN aAtygRspaent
tonteapidbysis deouyiion kactocomtgptiitgtheaidetocariiseitight, and that the

content right of a gjv tent item comprises a decryption key for
decrypting thlc('a)I a?v%én%ﬁﬁﬁtem. In one embodiment, - the Domain Users

Lise @UBiYweipleisiéhted) ds immiaaieniediancs DIHsgthiUsBeaisr e ertificate,
ahdlpr - the Device Owner List (DOC) is implemented as or included in a
Device Owner Certificate, and/or - the User Right is implemented as or

ifERHEY5h QYIS HRIGROS S HiflRAtEMRBY A5 AJBBHLE L BHISA{S WithEertficate,

prieggent invention are defined in the claims and described in detail in the

fallowing ~-The embodiments of the tem correspond.to the embodiments
R R o R e
the invention/sdyantagacss embodunepistel theauiedsiy meaition dradefinestdrdie claims

RG0! DS MCIIRAS P e RN RN B HRI BRI RIS SEIRGSY SR D REGSMEH Re

method according to the present invention. The invention also relates to an
ARG RSB AIRSATS) AR FYaL5BMe FEMAFARES 1) PSP FRIEASS by the

system accpFdjngetpthbeméeaentaiswm&lgmo Eh@ﬁ@lﬁé}dma@em phuhey
mvegt{ﬁn Wlll.b%a&%arl]rse%t from and elucidated with referegge to E{Itlgthe method

ﬁ}or ereon Ins I ausmq Oﬂ(f.l‘ ordmorerﬁ)rocessm units to exec
ustrative embodiments shown 1n the drawings, n Ich:. Figure

setsdingitalhg ieseriie\@igivid device and person based Authorized
Domain (AD)AeGRrEHng QIR IR ALL (61 AG R asake X BIURHG e ddaybrid

device and Person based Authorized Domain &AD) according to the present
gﬁ,r@mq%k’)y he method or by the system according to the present invention.

These and other aspects of the invention will be apparent from and elucidated
with reference to the illustrative embodiments shown in the drawings, in which:

Figure 1 schematically illustrate a hybrid device and person based Authorized
Domain (AD) according to prior art;

Figure 2a schematically illustrate a hybrid device and person based Authorized
Domain (AD) according to the present invention;

Figure 2b illustrate how each content item is linked to persons via a user right
according to one embodiment of the present invention;

Figure 3a schematically illustrate the coupling between users and devices
according to a first aspect of the present invention;

Figure 3b schematically illustrate the coupling between users and devices
according to a second aspect of the present invention;

Figure 4 schematically illustrate the elements of a Domain Users Certificate
(DUC);
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Figure 2b illustrate how each content item is linked to persons via a user right
according to one embodiment of the present invention; Figure 3a
schematically illustrate the coupling between users and devices according to
a first aspect of the present invention; Fi&ure 3b schematically illustrate the

COUD““Q_ bethﬁ%W@@ﬁ%@ﬁ%ﬁpﬁ%ﬁf%)%ﬁ SPGROR: %ﬁ@%@h@ﬁﬁ&@nt_ainer,
present invention; FIEUI’G 4 schematically illustrate the elements of a Domain

BISUET SR Rostacer HelrerB ARG s udnipia e pRRageate the

stegetumevefittosahbent indritaieedy; a content right (CR) and a user right

certificate (U cording to the, embodiment of the entin ion .
e B B R S RSB s o
eoisRrE a1 e vz estaeiiredheersits(frhing an authorized domain (AD).

Throughout “ﬁﬁrw&ﬁ'tﬁ@ﬂb%@f%mﬂ@%rﬁdﬁnM@%QQQﬁﬁii%{r or
atu

corresponding features. Some of the features indicated in the drawings are
fpiesarnding, Eﬂ%ﬁe%omeﬁfm?d‘r'@,t‘ﬁﬁﬁ'%@%‘?é%@é@ﬁ%’%ﬁ(ﬁ&%ﬁ%es,
fuphrasnsaftivasewacs alesao s b egirseftignf@dtesahrizraticet ysilofivate aodules

ng 'L%icgevice and person based Authorized Domain (AD) according to prior
art Buch a hybrid device and person based authorized domain is disclosed

in European patent application serial number 03102281.7 (attorney docket
PHNLO030926) by the same applicant. Shown are an authorized domain (100)
where a number of devices D1, D2, D3, ..., DM (where M is equal to or larger
than 1), a nuiBdF dsEAtiar¥ L ERtEDhYREd devigq angupresemastsl sytipgrged
oolasge(Abaacth@ivg 2onuimet. sudperagmsdusaiseRhd PBersbtBrassdRthdnraere

or larger than 1) is bou

1is equal t d to the AD. Plea that M. Ni
SR R R D el B B R AR e
dg@h@b@ﬁb&@%ﬁbhﬂ tb@ﬁametfiwﬂi@mta%omwemmm;mimé dtoratifLO0Q@here a
HdmancRLliss BemabIPMASIMIOERANEH HRBEkérl 132 daffberof

CN2) are connected to the users (PI, P2, P3, ..., PN1) via user rlahts (URC1,

CONERLIRD (bt shdwn); wdrdWiefeadh LRk SRIRITET R ib) 288 S iaeer of
patbopsasuser1right rerificeate apeeiying wdushdights gigivent)aeendes the AD.

Blieaalye A el SEOSY BEISORS AN of B RESMRAUNTIANE 49,
devices, persons, and content items have been bound to the domain (100) via a domain
identifier (Domain_ID) (101). The content items (C1, C2, C3, ..., CN) are connected to the
users (P1, P2, P3, ..., PNy) via user rights (URC1, ... URCN,) (not shown), where preferably
one content item is associated with one user right certificate specifying which rights a given
person (or alternatively a given group of persons and/or all persons bound to the domain
(100)) have in relation to the specific content item (or alternatively, several or all content
items in the domain (100)). In another embodiment of European patent application serial
number 03102281.7 (attorney docket PHNL030926), the content items (C1, C2, C3, ..., CNy)
are connected to the Domain Identifier (101) via one or more Domain Rights (DRC) (not
shown), e.g. implemented as a certificate.

For more information on an authorized domain architecture and
implementation options, the reader is referred to international patent application WO
03/047204 (attorney docket PHNL010880) by the same applicant or international patent
application WO 03/098931 (attorney docket PHNL020455) also by the same applicant. The

latter application more specifically describes an implementation in which content and devices
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(100)) have in relation to the specific content item (or alternatively, several or
all content items in the domain (100)). In another embodiment of European
patent application serial number 03102281.7 (attorney docket
PHNLO030926), the content items (ClI, C2, €3, ..., CN2) are connected to the

E)r@’&?ﬁiﬁlé@'%&'%ﬁt@@l&dﬂ%&ﬁb@l@ﬁﬁ‘&%ﬁt@ﬁ&ﬂﬁé&ﬁ'%Bﬁ(ﬂﬁﬁ@en@épﬁuﬁhﬁwn)

g implemented as a certificate. For more information on an authorized

AP terRf dataraey sacketAENERLAABR By tis-amaanpliaaat st ea o
intelmadraawd piatani cupgitation ddiGle O 8P k204 atthriney a:le@i(allped into a domain.

051005931 (ASIRLy A NG SN D) LA [y e DR e
Iat'ttéw'ﬁppu&maﬁdn@i@w@&ﬂmﬁ@r@éeg@bulwé\isaﬁqnmlm@w@dhom ihietifcates.

eQnisRtiRnt dRViraRis ARICAPIRHIRIMEAMBIRIACIIBASG Y IRIGHES NG, right
patent apfllcatlon serial number_1B2003/004538 (attorney docket

BIUNICAS 1565 bl i & Sh e bt B5He GaUADHEE L7 Al fSHHRSABAGHI FPNREHIN
@R)&Mtlsr@mmmmmmmmhm?mrmm@ imkocartemaswill be
or| d device refera aynd. to t 100 er
R e A A LA £ e SR o
Walmilyiﬂm@bmm@nﬁeqmmyméaumw@ plaptiot| ket mydimleoniedttdeans.

W%B}’am?ﬁﬁéma?a‘éﬁﬁ&[]%f QeHGREotiRED cBHi&%?E&%Ht%FHf'%ﬁRC

enables the use of a corresponding content right (CR) that preferably

8Bt EiriE AeHMOGTHbRIE! REg ko %f@éﬁéﬁﬁ@”tﬁbc%ﬂté‘i'ﬁ”é@%ﬁ'%e explained

in greater detohiaiceamigicien wetbrEﬂg‘elwaysseeuwdwmﬁﬁmﬁa@(mﬁ@haﬂvely,
ipielInked i one content iem, UL said g he lnkspuiln myltiple
content items.~An exemp ary pa%afeg S T T R et et
(contains a ctiniesrfpieeiiiy exapRIE shant i ERwied staolvepatedt étepldideddn. . .,

%@%Sfe&*%'dﬁté?@? Qe Bh gUte QubRmBIPrsItiBoalag mr@r@feral@% are

issued b % a domain aut orlag Afternatlvely compliant devices with domam

AisiHEYEARRRAEPRIBINGRS ddMNimanage these certificates. In the specific

example showrgmrﬁguf@ﬂmﬁwp@mt@mylm ﬂlom to bé:dﬁumeaqualadg(miw RC
erso t(ﬁ Ied to erson P ervi/here CN+2

gndlr nt r Y ﬁ\ﬂ G\PErSr, sers needsF @f of
5 |bu Aion p rso given CONMtENt itan i prefera
trelyaaiioovstenditsendbwpldd itothistngledirRat t(&rmla@otlynnafarca@menerrmg‘rdt)reated

AGHRAARLATNARMPSTARA HRE YRI HERR IRGHSI RGP ARE IR SR lust as

content item it would in this embodiment be present once for each user and

R 8 sAHERTANCBHIEHD R POARLRISH AR EHIYRIE PREABY SR ERRSGARRR Hinked
Aliaunaiivelresd just as

Persons P1, P2, ..., PN; and Domain devices D1, D2, ..., DM are then
grouped into forming the authorized domain (100).

The binding, i.e. grouping and coupling, of devices, persons and content is
done by the use of certificates. Preferably, a Domain Devices Certificate or Domain Devices
List (DDC), a Domain Users Certificate or Domain Users List (DUC), and a User Right
Certificate or User Right List (URC) are used. In the following reference is only made to
certificates, although it is to be understood that such structures may e.g. be implemented as
lists or the like instead.

The DDC lists the device(s), which are part of the domain (100), e.g. by
comprising for each device a unique identifier. The DUC lists the user(s), which are part of

the domain, e.g. by comprising a unique identifier or a (e.g. public) cryptographic key or a
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applicable, a given content item could be coupled to multiple persons, as a
CR can be linked to multiple URCs. Persons P1, P2, ..., PN1 and Domain
devices D1, D2, ..., DM are then grouped into forming the authorized
domain (100). The binding, i.e. grouping Hhd coupling, of devices, persons
ARG, aRMstdeeslanRPYThReIRE ﬁ’tfe?&ém é‘i?s? fbreierabhtes gndayires

Certificate or Domain Devices List (DDC), a Domain Users Certificate or
B8t a5R N RER) ﬁ“ﬂjﬂﬁﬁf‘%‘ﬂf‘é‘*‘[‘ﬁ&wﬁe BﬁPSEféFh?i‘c‘H{“‘eL{ﬁ%éV‘ﬁam)ﬂléi (and/or
(id&@b)ta‘fa/el)smdhulmtﬂe&immw(mgobeaenemmmlqmcmmmmnemmmﬁlts) for the

itis () I
e e TR E B R R
e CCDG3 T BbatcisnopR o @i estioedanpiqigbtidagin T has i
Ridtrolisinaif s oot pard Ak, damad iy ORERTRIRAE fying the

unique identifier or a (e.g. public) cryptographic key or a hash thereof for

HYRY [R&ePMESBIRE: PR SHNPRYEMEY B3 s iR iaHBtRd MMl aed pvhat
tﬁmnememhéﬁﬂdﬂ@s)/ambu@dmatmyvhlch rights the user (that the URC is

linked to) has (a ot have within 100 optionally
a cross domj{lﬁ ( rlg Ae 'gjallt&en ('E(En t&%er ﬁYnke@%ociheBBE%n

N@Gtﬁ@f@maﬁm@@éhm@t&m@glk}@h castifieatys. lists each content item
that is coupleg ﬂ%%gﬁf?nf‘é%%ééﬂg qORE Wgﬁtﬁéﬁ%egﬂ@'ﬂvﬂ%rt@é’&@s a certain

relation to each coupled content item. Alternatively, only a single UR

nLsg @ﬁ@@ﬁﬁﬂh@ﬂwéoﬁ'ﬁmg&"é‘?@r&? gearoyed wﬂm%%ﬁm@e&sm IGaig?)
bras the upleth toidtehenamnd ivtalplog i dpecisepdissh (@rgi/pvrsdmeapmhe\ee)

The DD nd DU% are a % iat d Wlth ah othelr bsy means of h ki
R S T T o P v R e Y 0% oy Hcking

ﬁpé@m@id@vﬁjeot@@ﬂ@“emw mpwgdeﬂm fogedyy wacBpin ppicahsf RDAtchat an

t(ﬁr@q@?%@ﬁﬁf?é‘r) dF RS echE: PERNEA QL fﬁ?e?&!??@'l)%cpa@t'%me“ﬁ)@? KHHCEEShe

at the certain piece of content is coupled to a specific person (e lgerson

PPtiRaE REC ﬁ%ﬂﬁﬂé?sdh?ﬁé@%m%ﬂt[ﬁﬁdfés Q‘?@‘%‘ﬁelﬂlc Halidameig!D =
mW@GId@XeC@@@r’@Yatﬁm&@KdmIﬂ)ah(ﬁfsf(owmuéﬁdldﬁﬂtﬁﬁﬂb RECtRst gRepdisific person

R e R B R b A B e
Dmtem:@gorfsw merwathe\mbdnamermmes (eaylsm'rhara MOt BednarsExbmrinthan
{ReB8tie \éf’gL)'eA(ﬁeﬂwagga?r%Q(ﬂ)WPmﬁayﬁﬁeéﬂ%?beﬁ{bda%ﬂ%ﬂ?ngﬁ&ﬁ BEa

the specific pérson
reference toa data object e.g. a domain certificate.

However, this AD has the disadvantage that when content is imported into the
domain (an action typically done on a device), e.g. from a delivery DRM and/or CA system,
it is not directly clear to which person the content has to be attributed. In other words, at the
moment of import, the system needs additional information of whom it must link the content
to.

Further, no simple and effective domain boundary is available. Domain
boundaries are typically defined by a maximum number of devices, a limited number of
sessions, etc., which are either technically difficult to implement or easy to implement but
then do not provide the desired characteristics of a domain boundary. An example of the last
is e.g. letting all persons to a household be in the domain wherever they are using any device

they possess. Such a domain boundary is not useful. Additionally, setting a limit for the



10

15

20

25

30

(e.g. URC1) specifies that the specific person has the right to access the
certain piece of content (e.g. if it is within the validity period of his license or
have not been used more than three times, etc.). Alternatively, the Domain
ID may instead of being a random numbétbe a reference to a data object

RSO CEsHlERIEHR MR RIMINIG AR PRuihe fisagyaniasn tiptodetoes

content is |rb|@orted into the domain (an action typically done on a device),

B SeAlvY W%Wﬁ?{a/ﬁ?r@,&h&é@?ﬂ”zqg ABHAiIERlY clear to which

person the ceigeretZaasHentze citsibltesatadiyeiddenits, aidthersmobasstt Afithorized
nal 0 n of w |

O A B B R SR AT bRl

mmend@wmaﬁ@%ﬁ@wmﬂgtm@ﬁwwwf&nﬂ@mmqomm@m e deNawdng.

PHRUECST NHINREAA 0rRERION e L3¢ thiVibah A GiEIP t e sl [idHEEE O

implement or easy to implement but then do not provide the desired
R HAEL S 35dBRIGH B SYLSRT BRTaRAHAIE OrRAISI3%0T€ne"g SRERIHEREN:
pamsdémd@|almse@alpbbenmcﬁnﬂddogeaanawmee@eﬁomey aeermisia thanynd eisen

%‘Bossﬁ%sovépcglﬁ%%%@\%% bt dar Wner e ug\%lrjlhAdgr 1ilcg.)url]éarl%}vnt?emlnn%e
num EVICES or seSS|ons |n he dom In gives

d’@am,qnbagwmq&ﬂb dgyiroidintieseeniyde ssiielaweistie whﬂfﬂberthﬁ ewaership of
H%'&E\A'BS iSeibier e ReMate ARk e ZoischRpatifalyd iy simiarahyiyid

device and person based Authorized Domain (AD) according to the present
RR&Htion. Shown is an Authorized Domain (AD) corresponding to the one
shown in Figghevinvistinexaapiigsssrakp(aDe L00) hehéed evwinger o [Radiei users

aut evi of the da dlr tI tot in identifier
LB o A PR R Gdeal, T Y5 eRthet
mr@@q@eomtfaﬁsgur@dclﬁldé\ﬁb@ rwmheedftmatgérwns(@hlaat geénerdlli¥Dés linked

REAIRONSTS ob Bx MARENAELANR RET SR f1gS-o'wnership over a single device)

that has ownership over the particular device. In the shown embodiment,

each device 18 Fﬂﬂéﬁ%ﬂ%ﬁf@@pﬁrﬁ@”ﬁéf’sﬁﬁuWﬁéréﬂ‘%%%%ﬁ@r&ﬁp of ¢hkis

devinsl iprasiyiyefietrd (4 ke wliedd, m@eémewamﬁoommwm FIQIR 2b)
one son. Shown is an Au or|z A

AR B nebl<ILRD (B2 Ry e e SR ol

Boerméin-1D) (101), as explained in 1 connectlon with Figure 1. Further, a

number of CORERHRIMS e drdsem %enﬂoﬁ:@%Ll'ﬁb'é%?gutmmgd'“b%%éesa(ﬁl D2,

explained in connection with Figure 1
D3, ..., DM) (where M is equal to or Iarger than 1) is bound to the users of the Authorized

Domain (AD) (100), where the binding reflects that a given user has ownership of the bound
device. Preferably, authorized devices are bound to the users (and thereby the AD (100) ) by
a Device Owner Certificate (DOC), list or other suitable structure. In one embodiment, a
DOC exists for each device (as described in connection with Figure 3a) defining which user
(or users) has ownership of the given device. Alternatively, a DOC exist for each person (as
described in connection with Figure 3b) defining which devices within the domain that user
has ownership over. In yet another alternative embodiment, device may indicate to whom it
belongs, e.g. by providing a DOC, list or other suitable structure.

In the specific example shown in Figure 2a, device D1 and D2 are coupled to
user P1, D3 is coupled to user P2, and D4 — DM are distributed among users(s) P3 — PNj.

As mentioned, the user right (URC1, ..., URCN)) is a single connection,

binding, coupling etc. between one user and a content right (which is required to decrypt a
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In the specific example shown in Figure 2a, content item C1, C2, ..., CN is
coupled (preferably via URC(s) as explained in greater detail in connection
with Figure 2b) to person P 1, CN+1 is coupled to person P2, and CN+2 -
CN2 are distributed among person(s) PY2.pN1. According to the present

BIVENSIObne MY MR RS e WD GRS\ R HESRIPdntldes iPGur sy REIRIM Rk as

olual to or larger than 1) is bound to the users of the Authorized Domain
5’)"’@00) where the binding reflects that a given user has ownership of the
boormehtdevice?, Rmferablyg)aumhtenz&etMmmfarammememeham& (Ancly

(109 b ificat .
e S R e R G O T PRyt
desnienkitem isdntbieton mmhamgemm@aysd@ﬁmgdmmu toseHsgorioRicteryifiaae
W@IWF& ebiRAIYRNERYIGS cRYIgAINR MR A nRKIEIJafe8aCh person (as

described in connection with Figure_3b) defining. which devices within the
GIEPREGHE £ (SBr W?é%hBWﬁé%erﬁrg oE)SPr?r?%/éFPﬁﬁB}ﬁ@ﬁ’B fRSFARIIG & iThBLRREN,
sleviorR mamﬂdm@rt@twmgta daettom mxcwgtebspm@m@mgoat@ﬂ@mlstrtersystem

othe estruct In th cific example shown in Figu a, device
e L g R
d%wmgt@ﬁreamgﬁmmes) !@gmelw1Igh&‘ssmictim@rdyttﬁmfggedlgh@qmm@lt

R eN2A 5 6 ReBlReCGANNE &l @R Al SRARIKYHE thad BRVRRNARSTURES t%nd

a content right (which is required to decrypt a piece of content). Therefore
ﬁ%‘\ﬁ!ﬂw%&?ﬁ/@%%ﬁ% QBRERTES K %ﬁ?%f%% Higit BdtHRISiIeHaIRsIARd to have
gedrtsnd (ke kpedfiCntenGIYR) boondemnt ifanasr aser pigiaabbhencrigite th(ghe tso

R A S e T N R e
re n esystem a conte IS IR s and Tater emBodiments
nmleedaﬁmmtsgtwmb/ et thghitcosiaificheecQURTYedeypticorent right (CR), as

e%ﬁE’é?‘Fb@ﬁ dBrfRBRE PR It Eiﬂéf\%ﬁro’[ W”Ee@% (ERirBObSRMRREE, list,

g Figure 5): contains cryptographic key(s) or other suitable protection

@E&*éﬁc%%@ Hkedpey W@@%Mﬁ%’é@éﬂ&hébﬁﬁﬁ}%'&%?ﬁ PEROSIRYERF is
ﬂmh«\wmﬁnergm%eRm@m@me@twgm@rtamt@eemadmenmuﬂsmﬁgm@wmmtle

OFESR KOIGUG, Ber SRECmen (Gamy) gf content Canent Ionis ShoWA e s
8h ytrans aive o compliant” devices. more JECUrE NS (R AFOREThE
(oateastritrsonvigyvbis oB hearansfdaesditaopean plizketdeic et fhaasanbingp drated

bR uized VsersiE dingiSitkiat are authorized to have access to the
specific content r|39ht b% means of their user rights). Content rights might also
- device (D1, D2, D3, ..., DM): a device that is used to play, operate, record, present, display,

modify, etc. a content item. Additionally, a (compliant) device can also preferably identify a
user by means of a personalized identification device (e.g. such as a smart-card, a mobile
phone, a biometric sensor, etc.) and collect certificates (e.g. from the smartcard, or from other
devices) that prove that the user is allowed to use a certain content right. This content right
could be obtained from the smart-card where it was stored (if it was stored there), or be
obtained (securely transferred) from another compliant device on a network.

- user/person (P1, P2, P3, ..., PN1): A user is identified by some biometric or preferably by a
personalized identification device (e.g. a smartcard, mobile phone, a mobile phone containing
a smartcard or other types of devices that uniquely identifies a user) that he/she is wearing,
carrying or has access to. A mobile phone comprising a smart card or another device having
storage means is preferred since it allows users to carry rights with them (for accessing

content on off-line devices). The identification device may itself be protected by a biometric
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be stored together with the content on for example an optical disk. However,
content rights must be stored securely since they contain the content

decryption key. - user right certificate (URC1, ... URCNZ2; not shown; see e.g.
Figure 2b): a certificate, list, data structu¥é or the like issued by the content

RMERREHA ARLRATIZRS:H ST SRYOHR BER NSRRI GRAABLUSRE £5Rdt use the

(belonging to a certain piece of content), User rights can in principle be
LA THORYACEy/SrkisH BARERISAG ! %ﬂg@ﬂrﬁﬁ%‘&ﬁ#&!ﬁ% R e ZE-

knesleRgprastitied deondivatid tyeafs or older, European market only,
etc.) describig N%t 3 é'ﬂq"é{?ﬁ j?ac‘?%? %8n"f‘eﬁf’ a'Bn?°B§ a’%%éts%”&/us&%'cﬁé%'of a

D2, D3, . evice that'is use ay, operate record presen
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@J}?ﬁ’pﬂéﬁf%@'ﬁdgﬁ@’tﬁx\ﬁcéﬁ?ﬁ@YnBAﬁ@ﬂr%tfH @eﬂ%éﬁﬁﬂ%@%%'ﬂ%@ﬂfé‘ﬁ%ﬁ&aﬂon

device (e.g. such as a smart-card, a mobile phone, a biometric sensor, etc.)
&Hﬁeéﬁﬁe&"éé‘ﬂﬁﬁl!a%@y(@@o%&ﬂﬁ“ﬂ‘i‘é%HHHEBF%F‘?B‘P%ESW{%&HE?”&&QhéBQ)”iFH‘at
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e ob arne a& SCUFEN y tFans erre(f) 6t another compliant deévice

mmém@ﬂan-mr(per@quwm tepnimees),. amiva) | potkeedrsiderstffacitisy here.
some b'ometﬁ%ﬁ%{vﬂ@iﬁé%m&ﬁ( @em@%fﬁﬁﬂﬂﬂl'%%rgﬁr@tdgﬁa‘{}%rlﬁ@@?ﬁré%n@rsh|p

smartcard, mo |IeFf)hone a mobile phone containing a smartcard or other
Bs9ateide o ¥ éfﬁﬁﬁqﬁ@rvr%rawf.ggsae%e%rrsqﬁ%m%ré L HIsAD, since

bargmlmgnwmacaes&mp%pﬂew leopiaanieeaRMIIIREIR S tieagoh@nt items are
Qer device having storage means is preferred since it allows users to

carry ngPr?s With them (for accessing content on off-line devices). The

identification lderelye enaprirselt pergeteute drimyoselsienitesr(via aupdiseitcanibar least

BHRCAARS ReRARAL BRGNS RITRK éﬁr%r'ﬁgfﬂé"lfb‘i%a‘?ﬂ"ﬂ% Fﬁ:&y%éﬁ%ﬁem?e of

identification device. A user may also be identified using

FEEHAIEE Y A BERS IVEROWAB R LBFoQBHét%QSPH‘@&W@H&?HHW&%B‘?W[&%thG
@me thadrindaraetieatcantentheanrafibates AoneEHEPosSBIE By Mheabmaihao cdmrnse

operatng e aguee. ehve. fo"og{ O COTeA yme, (hat devices;ueed in the,
%’m are complian Adsu SiCes Thidreans it aeVice |W

atihdhe boi lewreptine @Ipmam ahmeylesnferige watoreontHeigéd ipscutprib deviteas tbonnario the

HoREptegted digital interface) and that ownership of a device is not important

(public). Device compliance management, i.e. compliant device

identification 'fréfh‘éwﬁé(bﬁW%ﬁ*a?é\'?ﬁfe@ear\’éfr@%é&ﬁ%ﬁf&‘%Pe(ﬂé%%sﬂmﬂ ffemain as
arseoment ieeheniinglas degingykaness teekmicieieshnisid wilgwhewessidered

dﬂ?ﬁén@ﬁ{x‘?a user that is using a device that has been verified as belonging to the same
domain as the content item being accessed may access the specific content using that specific
device. Further all users may access the specific content item on that specific device.

This gives enhanced flexibility for one or more users when accessing content
in an AD while security of the content is still maintaining.

Further, during import of new content items it is now possible to automatically
assign the newly imported content to the person to whom the device used for import belongs
to, since the devices in the Authorized Domain (AD) now are coupled to persons. So now, it
IS not necessary to obtain and handle additional information relating to who imported content
must be linked to. In a preferred embodiment, it is possible to override or sidestep this

automatic assignment and still use additional information to assign the content to another
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By having the content items coupled to persons (e.g. via URCs) the
ownership of content is easily reflected. Additionally, it is easier to administer
a split of the AD, since by splitting the persons the appropriate content items
is also split, since the content items are fifiked to persons. Hereby, one or

PRAEHRARM Re Qﬁﬁh@hf@@r@oﬁ?‘awﬁ@@i)wﬁq %Q%W&nﬁﬂ@\%é%@\%ed&%&%&y be
|teméwa a person) are linked together in the domain preferably with the use
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dexitgitPi iRy comptigisesettarigriteparitems or zero devices bound to the
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same domain as the content item being accessed may access the Sp ecific
KoraedisiRgedhs WEAkELoMAdHitRRY P] CREHAH IR ?@%%R{ﬂya(ﬁé\ﬂ\é’éoﬂ’i%f’ﬁ‘élges
beetoveritied asupkldroingdp nefkaman Aonwneambmmomytgt&m &N is

ARTaSE MY ACTARRALR PRRELTS Sonlent yeing ot sRenli levioe, UG,
ngUSGIS may access e SpPecCIfic COFI em on speC| evice. [Fﬁx

givekeenhdgvieas lexibakion oueerr @fd@&m@rfwﬁ@n adiveis sengoe prtentthie
%A@uﬂﬁmlﬁrﬁ%%f 'Ebéxﬁéébﬁe?‘ag@?rﬂﬁéﬁeéy'ﬂrﬁléfﬁtﬁ{@ ek RLibe ofj&{afméfﬁﬂﬁét

of new content items it is now possible to automatically assign the newly
AP RORESE PR BYSRRETH H#58hom the device used for import belongs

to, since the deyigestinbthendertivizas Demaiof(Kngoneaig aotepligidde
gersons So no é'tth 6\2 ec ssady to obtf? nd handle a dmon
W

IMOMMANON Telating 16 Whaimported content must be inked to. n :f Srelerrd

ebalse divch enthatfid| poisigisldanapvpspdohents Bizjeaisodeniscdto ancitcragtignhodt
8o Ul atsead dBinaak BsrTRatioR @sﬁ@&%&@&ﬁﬁ%”#&ﬂ@?%&%al person

within the Authorized Domain (AD e embodiment where a given device
H%@'flﬁ?ké&?a‘ﬂﬁﬁlﬂﬂl%e}ﬁ@%@ﬁ 08 SEFALI IS UG IR S ghuier's and/or
coatangrns prersemaaynsy ed jlesignaéfd where the default automatic binding

of an imported con |tem 2 tq the user&Pl p2
PND) trt o T TS non sk conehialen BREQ IBE §ida (it ian

aswdding g e pokodiditoh dib/pasithipieeatehefficient way of implementlng
domain bou“ﬁ?é'&ﬁtéﬁt%ﬂ%‘?@l ceine denginbesnerasoiubsc@pEd

to users only (as now both devices
P3, ..., PNy) via user rights (URC1, ... URCN,) (not shown), where preferably one content

item is associated with one user right certificate specifying which rights a given person (or
alternatively a given group of persons and/or all persons bound to the domain) have in
relation to the specific content item (or alternatively, several or all content items in the
domain).

In the shown example, content C1, ..., CN are connected to user right URCL,

., URC N, respectively, which all are connected to user P1, content C N+1 is connected to

user right URC N+1 connected to user P2, while content C N+2, ..., C N2 is connected to
user rights URC N+2, ..., URC N2, which are distributed among users P4, ..., PNL1.

The user right (URC1, ... URCNy) is preferably a certificate, list, data
structure or the like issued by the content provider that authorizes a person to use a certain
content right (CR) (belonging to a certain piece of content). User rights (when implemented

as a certificate) can in principle be anywhere in the system. Preferably, a user right certificate
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and content are coupled to users). In effect, an Authorized Domain (AD) size
limitation is provided, where the limitation relates to a maximum number of
users instead of a maximum number of devices or a maximum number of
sessions. Further, a limit can be put on tH@ maximum number of devices per

HEE o IRBFRBYURAKING heigtalwiBRer akdRuises dthe Hopain SPRRBAR k)

on the number of users. It is also to be understood that instead of having one
ReESIPU MR AR IR T TRBLCHIRMH{DUC) and one list or certificate
comprising deigees3éi sehédatigal lqtibystratachinctupliod detneeotlvers and devices

%EEﬁgﬁbﬁéWS’”tPrst 8&?8#%6%313%' Sng‘ﬁv t%'}} “Ve J@?w'% BEV'CG rﬁ‘é%l LBt cates

comprlse In asin |ca er severa cer Icates

Copfptidi s onsbdinkedl GrsJavispigdibisioent] rmm)et@ BrapTie WRjSQB/e\S@raﬁ@me
GRPPINaliRS lRsEQfiMAkLByaRH dHE PeWed TTIaWRICDARISIEalRESY each

content item is linked to persons via a user right according to one
avinsrr dRYise e (Brda ﬁ%tﬁﬂ}%bhﬂlﬁr?“‘faﬂ@cgﬁt%mﬂféﬁ%‘ @/eremelg and reliable

@hyaharessonneaﬁmt@rﬁhﬁ) wseEyifed DR AndAR. So Whhh)deaaesm Bobsis used to
f g c% ntRlct:o t%%%%gh? b\ﬁvqﬁrp%geéa user %rr]ta?n%h'etreﬂger then it is
associate one user rlg certific e I which ri

pessible (@ﬁuscrmahaaﬂbeaﬁsagg|W@nrm@u@@pp@mm19$ahaloifamqm@@mmuﬁaeto

tRsigiRMRIaNdRME R I’Pﬂ@ﬂ@ﬁeP@b‘@%@é&ﬁﬁH o 69&‘%‘?&15 fﬁ%%(&héﬁt@é@&%ﬁbﬁt

several or all content items in the domain). In the shown exam&e content
C1,..,CN a8 %%E?QWE@&%WG&Q@I SPRENEErESFR AN ThISiBRrtgHlar
mmmcmmum@mh@omm@ (Bediis DpITRLEd D) ofiges gight ddiREe and a

N+1 conne Ied user P g ntent C. N+2 N2 |s onnected to
USE u?lb EJ eé’ > (%ﬁ ﬂ\FB??h%t dr&a s iy Cﬁ%ee o ong users P4, .
PN1. The uéerarlgefe(wﬂeembodImcmgﬂwpﬁe@mﬁlwéoc@mfv@atéewse, eigta

BEVEWES QLH G '6ﬁa'r$g9éé%% QVIéQQ 590%@&5 BEAMILRT N RIANRHZ 9P APRRET AP

use a certain content right CR belonging to a certain piece of content).

198BiifiRy W@Jt%%rpﬁﬁﬁl ﬁﬁé@ a%f%PE'é |%§t1é§fb%ﬁrﬁsﬁ{‘p?|ﬂ%ﬁﬂea6@3§ﬁ§?\lb‘ﬁé’?@
i@uﬁne LT Iaseﬁe)rablyer@rialsawlghql%ardémﬁt@r oahsgemm mla@rtnh@y‘s €29

[lF oyl er%’l(]%-'[8l’l ears era er EUFO ‘E!(nii PC |on 2/IC€ e,
ESCI’I gyaﬁowe accesst acer I gure asc ema&c%lla

nm@mg thheliteupbiong, laerm@@wpbgmmmpmm@@@maa@m@mmr a/nespagpeces
i RRP I MREUQRe S RAMRRTR MRRSYICEFNNELTELHicaleR. A mobile
phone comprising a smart card or another device having storage means allows users to carry
rights with them (for accessing content on off-line devices). In a networked environment, it is
not required that the user carries the rights with him. The identification device may itself be
protected by a biometric authentication mechanism, so that anyone other than the legitimate
owner cannot use the identification device. A user may also be identified using public key
technology or zero-knowledge protocols or a combination thereof.

The DOC is in one embodiment managed by a smartcard (e.g. acting as a
person/user identification device). In this way, the smartcard acts as an AD management
enabled device. In this case, the person private key is used to sign such certificates.
Alternatively, an AD compliant device with AD management capabilities could manage such
certificates, which however, would require further security measure.

Figure 3b schematically illustrate the coupling between users and devices

according to a second aspect of the present invention. Shown are a single Device Owner



10

15

20

25

30

(DOC1, DOC2) each linked (as indicated by the arrows) to the same
person/user, namely user PIl. Further, DOC1 is linked to authorized device
D1, while DOC2 is linked to authorized device D2 (as indicated by the
arrows). This reflects in a very simple andBreliable way that user PI has

ewRehip (@‘d@%%ﬁé@ Ya8meh Q&e§6}/“lﬂb‘3&?rg\‘ﬁ/¥)% R RF B iSek PEAHHHBAPOE C 1

content into t uthorized Domain user Pl or another user%
e
If

{R&Rkgddo ;?BQE?HF@%BZQG%W&?@&|§r”§§9©‘ﬁﬁ1ﬂrézﬁ?)./ ABHENR D RGP
theywe) (et séftastd ine \asgignedk tanaunsthide u&@rthfat&mmenaetslxa\pmslmthf@ievices

eaéﬁ%ihﬁ‘ ?E'é 'ﬁ%&g@%ﬁ 95‘[5‘8@ i%t?%r "%Rg et HRE bn h {uar

device inthis par icu ar em comprlses a nlque
Riebrifiene(DeampiEEHR DUE Irtapﬂfﬂ@h@gkﬂerh[bl@ﬁ&é_&ﬁhfaf eatitdevicemifiatibigue

ihentifgr SPBESuder RLEDRL {DPtRAY BT ﬂﬁ)ékﬁ?@e*&?d&@ﬂ&i@ngy}@ preferred

embodiment, the device identifier for a given device, e.g. Devl_ID, is an
(un- changeaﬁi'éeéﬁaité‘éeél/ Y Qsere Perailbrd o h’&ﬁ%@?%% V‘T‘H@:ﬂ%@oﬁ‘/ L pb

ideytiéasabinldoepinatoan 1D or serial number for a glven person aname, a

nash value f  PUPLG e LA ARSI SBASIRLoFY sl (e Ot AL A,

B e R
person. A use may e.g. e y Ssome plometric or pre er
ﬁéhé@hé"hzd?épm@mtlﬂwsu@ardém@(@L@)ecomnm@@arustm@bﬂgrpmméemlﬁﬂbbiIe

H*B??%%’fﬁ%slﬁg a S)VWB%@ HPENREYPESRE g@l\é\ﬁﬁﬁg %Qﬁé’&i\?&%mam i.e.

idenfifies a_user) that'he/she is wearing, carrying or has access to. A mobile
BHOAEUYBIHARRHIG 2B NE A UEA oT%%BPBE@?Eé%Wﬁ&%?SH&S& Aeangorized
allmwsmgwaﬂ@daﬁ,rtye mlllu&dmtia hemitfoDasasskig OeereDéraficatt(DEIC) is

evices)., Ina netw nV| on nt ot required that he user ¢ rr S
R R e e R Lo A T B
Bivinesdodaistie mm&t@wmeefmhﬂkﬁd tociserat aemlpserébedradoetotiie dergiamate
QUSRS Asesthe identification device. A user may also be identified

using public key technology or zero-knowledge protocols or a combination

thereof. The BRIHICEIRS BT E IR ELA SFRSETANTRGEHBY BYm S arfite Uit Brdgbe
afplerp@iRANySRAIIdaOIfi cativnigelic eprifidhis WaditithalBMeEaREILAGIRIaS iafo

AR Tianageriont . Snpblad eyics I ik Gase, (16 Rerson VA ke e
08ed osngn—such cer iCates. ernatlve ,an comp At device Wi
Pidfagement capabilities could manage such certificates, which however,

would requirg; 06T GG SMEATH R @h‘r‘%%ﬁﬁ'@ﬁmﬂ}}@%% %'(Hﬁ&rrﬂté‘omﬁner

coupling between users and devices according to a second aspect of

BIROBESTY A/ {fidh . 28HhBWRT e Cﬁﬁﬁléatﬁébﬁegbﬁmé@'”@@rﬂ’ﬁc%f@g%@@é% the
brdcepl (AscifinatRWRNPR @y QWShEWhR pessemusatditierBatharhl2éohtains

protected data/content (Encr_Cont) e.g. obtained from a Service Provider. The content
container further comprises a content identifier (Cont_ID) unique for the particular content
item embedded in the content container. In this way, the content identifier (Cont_ID) is used
to locate a given content item of the domain, e.g. by searching every content container
belonging to the specific domain for a matching Cont_ID.

Also shown is a content right (CR) (502) comprising a content identifier
(Cont_ID) and a content encryption key (Cont Encr K). The content identifier is used to
establish a link to the encrypted content item (in a content container) that the content
encryption key is for, i.e. the content that the key is needed to de-crypt and thereby enable

access to. In this particular embodiment, the encryption key is a symmetrical key, i.e. the
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is linked to both authorized device D1 and to authorized device D2 (as
indicated by the arrows). This reflects in a very simple and reliable way that
user P1 has ownership of devices DI and D2. In this embodiment, a DOC
exists for each user. Each DOC in this particular embodiment comprises a

sty idielo (el dndBpPRYZetR)pideadiElexine Gnet R LdHe sianbdiflay

of the user (Pers.1_ID) that the given device(s) belongs to. Alternatively,
as described both in connection with Figure 3a and 3b may be used in
combination.HuighetesHoschie madicalbyhil ustatsdhrighe Cwetife b AURDNEO0G). The

eSSl Bl Ths RANEIB HREIS L AIRRLE U SRR

|st|ng (0) unlque I ntlflers ne or more
aeienTigRONGthelenrsifig WRGETHR/URAcaneMIsesaingrsuvheriddentitiers in

Pereqmainht IEcaieRHHGMBHLHRE KR I RCEHERI Fs MR AV Of AN
éc’fled by the value of the Domalr%llﬁlz) A Domain Users Cert}ffeli%tre (DUC) is

I' 136 S PP EHal BHRfE TRER HYERAITERA BRI iRt ue of a
pobnprkeg sy usdevidagartliagransjoealaaifieesfarpeisied to users, as

described above e, |n nectlon wit etf| te .
according to 'f[_:)he(?h prgsen nvg?lrtTl] ”S tﬁj%%& %@%&Fat% {)ne ot the given
usﬂiléamhtétﬂmybwmpl&w%mhﬂmaﬁmmemf&t@uenAmdjutrm@nylfmqt@mts@tfuﬁm

RRMRRASIR tﬂé’t:@n@ﬁf’&@”ﬂa@eu”@%ﬁ'gﬁé firldpfestiGht 3SR B ghts data may e.g.

implementing the DOC and/or the D Figure 5 illustrates an exemplary
EB%‘PH&I?'B&{AGEME@J r@%ff'%{eééﬁﬂé'ﬁv"é&&éu}ﬁ%’ﬁs A SH%eﬁHFPé’ﬁ%’(éﬁ')kéh%PQ/ e
ﬁg@gaemm@ataaw Rghtaecaiiting porive: mnb@dlmmttn&rthlerepmﬁmwmﬂhan the

| e Sho [ content ontalner hich.co
B AR R e DR A A WA O i e
mlﬁommtﬂnweiteﬁwbrcfumhxemmﬂmm@graitffﬁﬁeehthr@tetﬂiafrwh(o@‘rthelmquue

faEitigeRyipkian ggntent item embedded in the content container. In this
way, the content identifier (Cont_ID) is used to locate %glven content item of

the domain, & %"Wt%%&%ﬁ@ RRF BRI Rt TP IR IBNYi g tbapsen user

&@ﬁﬂ&éﬁd@ﬂf@(ﬂl Ra)adeatihing Beptdiontitaeraipvednsdr e iIbrght dble
Eﬁ:” r9c rlsm acontent % I1:fler (Cant ID) and a content. encryptlon key
enti

S give a dIven, user on en
ﬁ%’i goriten |er% LSS ESABNA Tk TS the
encrypted co’ﬁltlemolt‘@m (@ardifierr(feontcimtéongn gnmnmmmmm thaidhgptienwants

KENCIRd0knb End e ST HENIRGL BLesKRY) ISrIRe G Eh Qs eieary ¥BLARY. “i*ﬁé%'@%on

enable accessto. In thlscF rtlcular embodiment, the encryption key is a
Krnifietioay REyPs abigjaed on the basis of a personalized identi catlon device (e.9. a

PDA, a smart card, mobile phone, a mobile phone containing a smartcard, a biometric sensor,
etc. or in another way). The content identifier may e.g. be obtained on the basis of a file
name, the selection of a file, from a header of the content container, etc.

It is checked if the content item and the user belong to the (same) Authorized
Domain. Checking whether a user belongs to a domain is done by checking if the person
identifier (Pers_ID) is comprised in a Domain Users Certificate (DUC) (shown in Figures 2a
and 4). If so, then it has been verified that the user is part of the domain and is allowed to
access content also being a part of the same domain.

Then it is checked whether the given content item also belongs to the same
domain, by checking if the content identifier of the content item is bound to a person bound
to the same domain, i.e. by checking whether there exist a URC bound to the domain that

comprises the same content identifier. If so, then the content item belongs to the same
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same key is used to both encrypt and decrypt data. Alternatively, other
secure schemes may be used. Further shown is a user right (UR)/User Right
Certificate (URC) (503). The URC comprises a content identifier (Cont_ID)
used for linking a specific content item (a*ﬁj content right) with a specific

bRGin'e %HBG%@'@?\@%PM @@%ﬁpﬁ{%mh@@é\}%'ﬁﬁ&ﬁé (R&I PalbiBAt erified)
indicates which person the specific content is bound to. The person/user

rerstread e 'opt Besrssotor Etek e AEET Fard ReDE30 abine PRy plso
biessiify alestadtad pedelis thaleaoitentzemoTtie deine takampspetisy iddsstifighef a

t t) that.def h
LR s B i (el e s s i

fres expoalic Boatdhsnesiy ledntalmyarnubee iodhrslamedntameine oailisivinds the user
hAkee @?ﬁEﬂP)DTH%&ﬁtQhﬁﬁsde&@d’s‘?@é’ ffrd ge?@%‘ﬁ&ﬁ BbyY HghS (8 dregsiristed

to viewers 18 years or older, European market only !}'EX/%? one- generat|on
EBW%‘IFE@%'V&W&RW%H@B‘ dinked P e ﬁ‘?é?{‘&'f?géot SeBE MRS the
n@htaude&@ﬁagm@dma say s albefing avkwt &l tusegs areisaiovaanktgiv idevice

HPQtP{g'rt tvhlg éflé:oﬁ en etmltI m (WhICh may be the same or different
ﬂwan therig e person identtied by Pers_ID). To illustrate the use of a

content contéiﬁ@ilxa thervsantvitiebt@Rcaesd @ thseromighititasntifibege SRIOY device.
ARG AR R ESROLING AP ACONRIGRENS é&”%\@’ﬁ?ﬂaﬁ?éﬁmeb&%%qm%

access to a given content item by a given user on a given device.

Efé%ﬁ?qasémm@ﬁ (@Bﬁﬁt)d*}%ﬁt% &\F@FFW“@H%H&%'%&EW%@HWE
m&sa@@tmqmmcmmﬂwnﬁ@m B9 }ef sdreegiuepinaetereontetained.in order
B R ALY SRR ER SRS RN S PRSI A PSSR e
I8€ ation device (e a smart car mo |Ie one, a mo |e
phémeacbefdinisena @ﬁwmwm%cwmtﬁm sleeqsthfr deemce oBda fanechess Wwesyip be an

Iﬁlﬁo‘?%&%&x‘i@@ﬂﬂﬂﬁ’ﬁ Maﬁ@d&ﬁa%&@%@@&ﬂeﬂ?%?ﬁ‘%’é’ir@ RAUSHMR |tﬁﬁ)ne by

selection of a file, from a header of the content container, etc. It is checked if

ARiAlIPaRR Rerh Ihafine UES BHaidhr Ry B EBMEs BOHASERAQ: 1B RARNt owner
ahﬁ@lsmgemh@ﬁhefemglswem@rsq&mrﬁ:@bunaémlsrﬂonmbyouomkgﬁgaﬁm owner is

erson ide t|f|er Pers ID) iS ﬁgm rlse rpgn Users Certlflcate gDU )
ant as co ina een that. 123 thig| {g[htto as3lors
s%own I gures i) and SO, BN RS SR R R AITEOER

pahtoftiak aautammsamse ﬁh&\iﬁeﬁlmsfadmsstcdnte‘mmls‘owe@(@d peethértaaser,
ﬁ%’ﬂﬁxé’r%ﬁﬁ!élﬂﬂ@ﬁﬂétﬁﬁk%@?&‘%‘?ﬁ WheINGTthR SV GORIGNLLRE! SRS to the

belongs to the same
same Authorized Domain (AD), and allowing access for the given user and/or other users via

the given device to the content item if so.

Then the device identifier (Dev_ID) of the given device being used to access
the content is obtained. The obtained device identifier (Dev_ID) is used to determine the user
that the device belongs to. This is done by determining which DOC (shown in Figure 2a, 3a
and 3b) comprises the device identifier and retrieving the user identifier (Pers_ID) enclosed
therein, i.e. this determines the device owner.

Then it has to be checked whether the content owner and the device owner are
part of the same domain. This is done by checking whether the DUC comprising the domain
identifier (Domain_ID) contains the user identifier (Pers_ID) of both the content owner and
the device owner. If this is the case, then the user (and all other users) may use the specific

device to access the specific content (and all other content of that domain).
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domain, by checking if the content identifier of the content item is bound to a
person bound to the same domain, i.e. by checking whether there exist a
URC bound to the domain that comprises the same content identifier. If so,
then the content item belongs to the sam& domain and the user (given that

the user and/gicagqriaviegialidivant BessRs an WeriatiearRi0se Bas the

right to access it. Further, the rights data (Rghts Dat) of the URC may also
QB@EWSW@E?H&%%&%@%‘Qr?@%‘?{tefﬁeﬁ ‘fﬁé’%@ﬁ%ﬁ?& -G Renn

paieﬂernghésstmchtlm&mme person identified with Pers_ID and/or rules,

rights, conditipns i . ample, it could specify that that every
user in the d§£%ﬁ£h%§s,%§§yvﬁ8ﬁ§§eﬁﬂwe the user linked via Pers_ID in

athsiturenbusexandsheufiesthye Heresent Bpy Heintsadpessid delangs ioranckerdhit
the &%ﬁa?%tﬁé\htt@ﬁéllﬁﬂg keehiPrR USE (RRIRRAIBIR: HifoRsMS i\ pIRYIERIsame

Domain (AD) as the given user, and allowing access for the given user via
fiRngioan e sRMeNdnd/or other devices to the content item if so. Usually, the
ugenwill ofttaneceaseas tdethmaoistmti|tennoamm@aapamhqdqmnmﬂﬁnﬂwwﬂc
coHt hPE e‘.ﬂeéjc%é‘@sa'é‘ iR orde d%a?r? 'DcFa'i‘obreap %”egné?ﬁ% B aHsSe%
183 Triend ace SSing t the con en en |t(?1 G % ecke tner th
dperyifichenricy piedtadrienidemshusing, tth@@@@setmf@mmmwmng ﬁslamrt@fyh@d

SAMAARMALRS %@Hnﬁﬁg HRBotRA G iR&!Iow the user to access the

content item, since he is not (or it can not be established that he is) part of
the same doﬂﬁﬂ%éé%@eé‘dﬂf@ﬁfﬂﬁwtL@hm@@é\?l@%%@?wpﬂ&%g@"% iigm

bdrien iswineizediblevice. ithendérngacosy ihgroaimaptibsl atsm@nttmgn@tbemg

ed. This is e. by obtai n the P ID of the U conte
AR e o et ey AR RSt oS AR PR SO
it ddberdninesdfoHaneessndhierehy dolloherepneantiéam oeedetQ@emwmasdcbmmer

%’P@&M’r‘é@ '%é@%lqﬁéﬁﬁ‘%@:’ﬁq)n‘&%l? %8%%&'&%@@6&@& G RhPARSIINS that it is

rights, such as authors, music labels, film studios, etc. In effect, it is checked

Ationssible G%éPaWh@'gWr‘@FPEeGFﬂ‘éﬁ?%% is linked to, and a user, the given

device is linkerispraiangritetted samgufeshgrtredranaikic e odt_ID of the

agﬁcv)\ﬂ? access for the given user and/or other users via the given device to
L eIt &R if so. Then the device identifier (Dev_ID) of the given device

belng used tdndbisegsy, the entintissrdhibinae teePheidbediagE hogioe ol dretifiere
GB!%‘AA Y ﬂﬁe%ﬁ@ﬁ?.@ﬁ%@?ﬁ%&@%&é@%ﬁ%éh? g@m&ﬁlpﬂen@ﬁ&dﬁbﬁlﬁckmg

done by determining which DOC (shown in Figure 2a, 3a and 3b) comprises

fﬁ@ﬁ@(lﬁé @&é‘ﬁﬁﬁ’@l‘%ﬁ’ﬁi”ﬂaﬁ?@\hﬁ'@ri%t%g&%ﬁ@nﬂﬁg}a(@’é:@ thes) ‘@ﬁd’l@@éed user
heyaiitesthB UpedFIEHTNRSS itbe dSvCalImicEs. Likewise, if a specific device has been

verified as belonging to the same domain as the content item being accessed, then all users
may access the specific content item using that specific device and there is no need to verify
the user.

Therefore, enhanced flexibility for one or more users when accessing content
in an AD is obtained while security of the content is still maintaining.

Figure 6 schematically illustrate an exemplary system comprising devices and
persons forming an authorized domain (AD). Shown is network (508) that enables
communication between a number of devices e.g. in a household. Devices in the example is a
television set (504), a digital video system (510), a music set (509) and a portable device
(507) that is in wireless communication with the network (508) via a wireless access point

(506). Further schematically shown is a user/person (505).
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Then it has to be checked whether the content owner and the device owner
are part of the same domain. This is done by checking whether the DUC
comprising the domain identifier (Domain ID) contains the user identifier
(Pers_ID) of both the content owner and 2the device owner. If this is the case,

then _the usel{and sk ﬁﬂ/%&@)éﬂ%%d’?ﬁ&@ﬁﬁﬁé%f@@ﬁﬁﬁ%ﬁ%?%
specific content (and all other content of that domain). These three steps o

Daeckim 'AadeiopieBedslRarPRaph () 8. ALl HEgdoI. hgynusic set (509)
ali¢ snativiedy dfecae irangibeshovdgr(Eldanihe oerdiegeoibepi@rm eig. also in
Eglrs%l*g) lg(g[ @agt to a certain extent. After it has been verified that - the current
ser an "user that the content item being accessed belongs to and/or that
the user that ththideweoerivelbaysetovany thacaessratavereotientéamue] dhryeortaie

Bevicef S‘O‘?%.Sﬁ'énﬁa BEYRLAES M&%@E%e 2dMENIRGLOTR ReH SR REME Y iR

is used to locate the content right (CR) of the specific content item being .
HREb L uD)ir BradFn D BN RS SR BS SR E I ACRORA B dPrBe R¥R HigN. it has
ceos\optthedenaryptpe onrBD3) belsnds totihersdhne eonden1oontaitherconmeine

the epcrypted. content i is also located using the content identifier.

DR RN Ele BRI OO SR e user
wvhiching acwaniced siarer ec@. foithe nodaine dedpsiag Dnndrich phiatamdiskansfer the
eRHiNG Bike ARTIR(NELY. The mmgmm @dﬁférhf?té’rﬁ%lé%ﬁﬁhéblsiﬁt%é%ﬁ the

content right before sending _it to the device for access, whereby only the
BBriRalR e e A P BV S HAY: 88 URRSTARS therts dUiPesIsBlsgighecked as

teeashieHiconndeido wiateigiuie & cante ntligmiod witie: Wisirsiedrsndizahiérisitaatmay

Eoggibége'g) “leak’ the unprotected content. This process is illustrated in Figure
eby%ﬁe arrows linking the Cent ID of the various structures. In this way, if a

specific user lthandizes BxasaplasyifieshaobaiohghngizedResaim L) fraaithets guision

CAYERAY IHREY B‘?ﬂzﬂ@i@@&?@@?%‘?ﬂu@i‘%@t &095 dMF AR RUARESE97) bound to

_checkin%j whether the device he is using also belongs to the same domain.
EE PR TR0 AITYRBET QEEPNHRI teiRe 43t AhamEHi O Ut HOURY (R friguss 2a via
gevnsrskikpwineudraszeeifia tevicenhas mreounetdied AsthelzegiDgntaith@oo)

same domain as the %onter}t.item be[in ?c&essed then all use[s may access
or O ng. Ir user. alSo wants 1o access

fiRe esf)'gcm%yc%en é]r?fq{]em usﬂﬁnt%\é%b cific d%@?ggagrtht ere’is no needto
Qaiifgn geatasidtem on the portable device (507).

For a user to obtain access to the content item according to the invention, it
has to be checked that the owner of the portable device (507) belongs to the same domain
(100) as the owner of the content since the person (505) does not.

This may be done by checking if the portable device (507) is bound to the
same domain as the content item as described in connection with Figure 5. After validation of
the device, then the content item may be accessed by the user on the portable device (507).

In the claims, any reference signs placed between parentheses shall not be
constructed as limiting the claim. The word "comprising" does not exclude the presence of
elements or steps other than those listed in a claim. The word "a" or "an" preceding an
element does not exclude the presence of a plurality of such elements.

The invention can be implemented by means of hardware comprising several
distinct elements, and by means of a suitably programmed computer. In the device claim
enumerating several means, several of these means can be embodied by one and the same

item of hardware. The mere fact that certain measures are recited in mutually different



Therefore, enhanced flexibility for one or more users when accessing content
in an AD is obtained while security of the content is still maintaining. Figure 6
schematically illustrate an exemplary system comprising devices and
persons forming an authorized domain (&D). Shown is network (508) that
BERHAEN SR HRISAUPhMBIKARR & IHDRELIET SRHERTRBuiBRMPHBENMNE to
Devices in the example is a television set (504), a digital video system (510),
40NA7E8%set (509) and a portable device (507) that is in wireless
communication with the network (508) via a wireless access point (506).
Further schematically shown is a user/person (505). In one exemplary
scenario, an Authorized Domain (100) has the user (505) bound to it in
addition to the television set (504), the digital video (510), the music set (509)
and a number of content items (not shown) (all bound according to Figure 2a
via persons/users). In this scenario, the user wants to access a given
content item on the portable device (507). He may be located the same
place as the devices or at another place (e.g. in a hotel room). For a user to
obtain access to the content item according to the invention, it has to be
checked that the person (505) belongs to the same domain (100) as the
content owner since the portable device (507) does not. This may be done
by uniquely identifying the user e.g. using a smart card reader, e.g. in the
portable device (507), which then may transfer the User ID to the network
(508). The content right and the content item is assumed to be on the
portable device (507) (otherwise it may be transmitted there). The user is
then checked as described in connection with Figure 5. After validation of the
user, then the content item may be accessed. In another exemplary
scenario, an Authorized Domain (100) has the television set (504), the digital
video (510), the music set (509) and the portable device (507) bound to itin
addition to a number of content items (not shown) (all bound according to
Figure 2a via persons/users). The user (505) is in this scenario not bound to
the Authorized Domain (100) as he e.g. may be a neighbor or friend visiting.
In this scenario, the user also wants to access a given content item on the
portable device (507). For a user to obtain access to the content item
according to the invention, it has to be checked that the owner of the
portable device (507) belongs to the same domain (100) as the owner of the
content since the person (505) does not. This may be done by checking if the
portable device (507) is bound to the
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same domain as the content item as described in connection with Figure 5.
After validation of the device, then the content item may be accessed by the
user on the portable device (507). In the claims, any reference signs placed
between parentheses shall not be constfdcted as limiting the claim. The
wekdvpemprising” does not exclude the presence of elements or steps other
than those listed in a claim. The word "a" or "an" preceding an element does
not exclude the presence of a plurality of such elements. The invention can
be implemented by means of hardware comprising several distinct elements,
and by means of a suitably programmed computer. In the device claim
enumerating several means, several of these means can be embodied by

ne and the same, it of hardware. The mere. fact.that certain measures . .
e reciod r R PR A e B A T e o Risng
tomtepsatfon of these measures cannot be used to advantage. CLAIMS: 1.

ApeihefQlaehe f&’éiﬁﬁiéﬂt%ﬂ{&ﬂ{iﬁ?R%@{Pi&éﬂ%ﬁg&ﬁé%ﬂ%%ﬁﬁ%

the steps of - selecting a domain identifier (Domain uniquely identifying
{A8%uthorized Domain (100), - binding at least one user (P1, P2, ..., PN1)

tQ)Iﬁlﬁr@)iﬂl@is@tiGﬁ?Wﬂiiﬁf(léﬁ?,m’ﬂﬁ.inE|@\)1)&B%e dzjﬁﬁiﬂ%d@hﬂ%@skamﬁym 220!
D2, .... DM) to at least o P1, P2 .. PN1 obtaining or generating
R GRS} oo S R AT R AR e e 1D M) DY
Plgesnilig2r genPratigl D NayifeCavoset P (D OQ) comPNELNamdraqueideiftentifier

(PEY L D2, PR OhsRELIEYICE E 3 2wl REIARRY

to the user 10thereby defining that the atleast one device is/are bound to the
(3ey_(P1L, Pev_|DHN1)PeY iHMB T ah&astefyics ting %t leddMo Relraeeiqe user
tPéreby KNIl AalepstoresUGR! dRAsdigare-bddAd eoimPitseaPabtainiNgP ),
enerating a Devi eg(apvline Listﬁpggc(z for each device (D1, D2, ..., DM%t ge
BEHERHE BeR RO P e B e el o uR et eRsre (b P2
1, Ry dD@prises, Pers_IDN1) for a user (P1, P2, ..., PN1) and a unique
ISRl 4P @.‘Q-&%&’ Yl Dum %%n%@ R BR SR %1,[’62,---.’. B to b
gﬁongﬁg t%%t e ds rtﬁe\’rqeby defelﬁﬁgt at tr)ue rdeavﬁ.:e is(i)o nd to'the use)r o Pe
foyngsshe Depicg)Owner List (DOC) comprising a unique identifier (Pers_ID1, Pers_ID2,
..., Pers_IDN,) for a user (P1, P2, ..., PN;) and a unique identifier (Dev_ID1, Dev_ID2, ...,
Dev_IDM) for a device (D1, D2, ..., DM) belonging to the user thereby defining that the
device is bound to the user (P1, P2, ..., PNj)
- thereby obtaining a number of devices (D1, D2, ..., DM) and a number of users (P1, P2, ...,
PN,) that is authorized to access a content item (C1, C2, ..., CN,) of said Authorized Domain

(100).

2. A method according to claim 1, characterized in that

- each device (D1, D2, ..., DM) may be bound to only a single user, or

- each device (D1, D2, ..., DM) may be bound to several users, where one user is indicated as
a primary user for that particular device (D1, D2, ..., DM).

3. A method according to claim 2, characterized in that the method further
comprises the step of:

- importing, on a given device (D1, D2, ..., DM), at least one content item (C1, C2, ..., CNy)
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- thereby obtaining a number of devices (D1, D2, ..., DM) and a number of
users (P1, P2, ..., PNi) that is authorized to access a content item (Cl, C2, ...,
CN2) of said Authorized Domain (100). 2. A method according to claim 1,
characterized in that - each device (D1, 33, .. , DM) may be bound to only a

MESIReUERhoPize COEMARYKE) (R the @Ma.mxrhehqwa%wﬁyﬁwl users,

where one user is indicated as a primary user for that particular device (Dl
p3rtomaggally Dinding b eelilb AR K8UaNh ' BPEHSHAAURIER TR ikt the-
melbathdly User (emmprlsesvmre tewmefgwemﬁammgmnmgwen Mewaet(ﬁ}ﬂmlbzto

) sto o & gh th
grlrjtsalxl{n(a |veE tﬁec omain ﬁdean é?“('f?gﬁqa I ev'geA{Jt% calIDM)
Binding, by default the at least one imported content item (C1, C2, ..., CN2)

t%m&rﬁti'tﬁéeaﬂt@é‘srt dRé iRgorted E’dﬂé’e)tth@ht'@él wen deyigs {Pahokér useRM) 2, ...,

bound fo or to  the user (P1, P2 PN1) indicated as ?rlmary user for the

5NeelRY R4 fonab miormasigr, when ’ERH&WQ%“@'B?'I%& BIRé Hi¥fforted content

item (C1, C2, ..., CN2) to another user (P1, P2, ..., PN1) using additional

jpformation, wherpepdefahs pding is e usss: & Amethod aacardina t
claim 1, characrperl daln hatthe hie Rer comprises - prOV|d|ng an
Mﬂ@ﬁﬁ@fed Domain (AD) size limitation, where the limitation relates to a

SHARES et BsdSam ABIEHOH RRARSAINhiR: HRIMnAbRTeRIEE S

in that the method further comprises using a user identification device as a
FERLBNE] ALRREFZESHDmain (AD) manager, and/or using a personal mobile

device as a personal Authorized Domain manager and/or using a mobile

ghone 25 2 pErsonal/AOTES DO Iensgek AYl HEMIAE Ry,

personal digital assis anf a person B0t ed omain manager Faha/or
go@risemethod according to claim 1, characterized in that the step of blndlng

%lﬂﬁ%ﬁk@ﬁﬁéﬁ%ﬁfcﬁ dn Fkrice a&AEHOWEA GG BN BB AL Wg@gm%@)andlor

comprises: O ta|n|n or generating a Domain Users List comprlsmg

H‘?@ﬂéﬁ\%{ﬁqqa'erﬁﬂﬁlﬁ d@ﬁt?ﬁt%ﬁﬁ 99')591'??& /a%rﬂﬁﬂé%‘j@@ﬁt?ﬁréfrﬁﬂég@r Eyayor
Bsing dP3bile, JRefis_ abRNE)stoabAuses (R4, Fdfain manager, and/or

using a PDA (personal digital assistant) as a personal Authorized Domain manager and/or.

6. A method according to claim 1, characterized in that the step of binding at

least one user (P1, P2, ..., PN;) to the domain identifier (Domain_ID) comprises:

obtaining or generating a Domain Users List (DUC) comprising the domain identifier

(Domain_ID) and a unique identifier (Pers_ID1, Pers_ID2, ..., Pers_IDN;) for a user (P1, P2,
., PN3) thereby defining that the user is bound to the Authorized Domain (100).

7. A method according to in that the step of binding at least one content item
(C1, C2, ..., CNy) to the Authorized Domain (AD) comprises:

binding a content item (C1, C2, ..., CN,) to a User Right (URC1, URC2, ... URCN), where
said User Right (URC1, URC2, ... URCNy) is bound to a user (P1, P2, ..., PN;) bound to the
Authorized Domain (100).

8. A method according to claim 7, characterized in that the User Right (URC1,
URC2, ... URCNy) comprises rights data (Rghts Dat) representing which rights exists in
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25 ..., PN1) thereby defining that the user is bound to the Authorized Domain
(100). 7. A method according to in that the step of binding at least one
content item (C1, C2, ..., CN2) to the Authorized Domain (AD) comprises:
binding a content item (C C2,...,CN2) té%h User Right (URC1, URC2, .
HREND m@war@mqetagﬁt@wmw@ URER,) boRGHR: ﬁs'@pruwhtt%ﬁm
user (Pl P2 PNi) bound to the Authorized Domam (100). 8. A method
dlngut%CHNiPm 7, characterized in that the User Right (URC1, URC2, ...
URCN2) comprises rights data (Rghts Dat) representing which rights exists in

e e A ST s SR R e
ehapiistsribesten e aonkrellinethrsdsiu iy givendsnisedeing orasatsddontraiveryuser, to

defpFetoe SRt GIVG @lf\@ge_b_ge@g Resatesd BYharBiKgN user, to a given content
item Ccl C?Z gNz the step 2cs)ompr|gﬁg@f{eck?néj:Whetherauser the

SRR R SB:en ) T Nelda e gl a usr, the
driceels dinkaihikod bﬁlb&lg@&tdhﬁe&éﬁi@%bﬂtﬂﬁddﬁmmqmt(ﬁa)d anelving access

Ilowi access f |ven user nd/or other uset S via th(% ge 1? device to
? rthe USEl ar sers V|a IVfGH-' evice t on ent i
eco item i so an ToF chec 8 egiven content e ( 1 CZ

anyis Ilnked to a user belonging to the same Authorlzed Domain (AD) as
U%%c@lﬁﬁnf%@ wANdGienyiehAgeesSfor, t'ﬁﬁxl%?ﬁrik%&”td’%@é?b&%dh@%'ﬁ% same

and/or other devices to the content item if so. 10. A method according to
AiRTZEEHARRHBANEY fis tREEHYRD HistEH ANAMART AGFRTSISE el Gt s via the

ghnriroliiceanaessitiy dcgiventsigrdcentgingenperated by a given user, to a
given content item (C1, C2, ..., CN2) being bound to the Authorized Domain

(100) and having a unique content identifier (Cont_ID), comprising: checking
¥the DomairAUsihadsiccondioy tsf QI?@TA;LHHM aeie) Deshiratha{ oD e thorpfisther

P@r“bﬁseg'fﬁé Y8B oIdRRHBANMT RSS! B RATEY ?Mﬂ% |vee%¥5 biStn user, to

(DOC) comprising an identifier (Dev Dev2_ID) of th evice, and

a @é&%ﬁ@"?ﬁé‘él’tﬁﬂ% ﬁ@lﬁe@%PevsC'Tbb beﬁ?ﬂk@ﬂ“@ t'i‘?éff‘(‘jlﬁéﬁh%ﬁfgrqu ((éQO)@Qd
ha,vﬁabla);rth@éaibyit@ha@k;mmért(r@msmp@bmgrtg;t@e glven device is bound to

R B BT A R B S A S e
festigeeDientRy (PerD ND) opematesddon ay@ewgeﬂwner Llst (DOC) comprlsmg an
identifier (Devl_ID, Dev2_ID) of the given device, and a second user identifier (Pers_ID),
linked to the given content item (C1, C2, ..., CNy), thereby checking if the user bound to the
given device is bound to the same Authorized Domain (100) as the user bound to the content
item, and

allowing access to the given content item (C1, C2, ..., CN,) by the given device (D1, D2, ...,
DM) operated by any user

and/or

checking if the Domain User List (DUC) of the Authorized Domain (100), that the content
item is bound to, comprises a user identifier (Pers_ID) of the given user (P1, P2, ..., PN;)
thereby checking if the given user is bound to the same Authorized Domain (100) as the
content item, and

allowing access to the given content item (C1, C2, ..., CN,) by any device including the

given device operated by the given user.
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and/or checking if the Domain User List (DUC) of the Authorized Domain
(100), that the content item is bound to, comprises a user identifier (Pers_ID)
of the given user (P1, P2, ..., PNi) thereby checking if the given user is
bound to the same Authorlzed Domain (12@0) as the content item, and

allowing accessienHretyRIGADIEHI diedRiktsl £rd10; cifaMekRYeaRY HRMIGEstep of

including the given device operated by the given user. It. A method
SUURRHIRG AEF ey bt BIMAMECH EM D, TR e8RS EBSIN that the step of
cmmkmgn@aamamokmlgweﬂcmtmﬁztemmmﬂm ﬁm:rrergsem chrechiigrihakcifies

rRj t UR N AL c I ifi
EEatkﬁ? 'gYFv”g‘r%u;@ 9%1) B?\%@%@ﬁe aLrlg 9}48 Blgé]sg e éﬁ\%ﬁ%%%‘tgr%
iten@feang2nly. al@wmpaﬁ@emtaﬂmvmgca@@étsgem fﬁé ¢iden-coManan fieem
Srdrnfatve:- CN2) in the affirmative. 12. A method according to claim 1,
characterized in that every content item is encrypted and that a content right
(CR) is bound to each content item and to a User Right (URC1, URC2, ...
tU;RCNZ) anchthetrbreacomiging tigdfltai(tﬁE{)ohﬁ@«g@mlddmtﬁnw&yrbcmmmisesm

decr or de ven content item. 3 A method g
e AR T e e T VG
ﬂéF@mnua@éd in@ROHmandUbat theeamitontght i) of the\De vitdeditaer Llst

s HHQ&WP%H%%P&@ g \Qﬁg&ﬁe{;}m@ﬁr Certificate, and/or
ser Right (URC1, URC2, . CN2) is implemented as or included in a

User Right Certificate. 14. A method accordlng to claim 1, characterized by
bding at leasheaocanienfinteoc({h,6Ceharactedva) in tkteast one user (P1,

PN1). 15, A for ner ting an.Ayt orlzed omaln AD
i puma ety e SRR 37 eEeS e et it
andéprely identifying the Authorized Domain (100), means for binding at least

BRAEGRE Bdndt:ist (B0 ilaHrHeraird e miligieNRBRLP buARACertificate,
and/or

the User Right (URC1, URC2, ..., URCNy) is implemented as or included in a User Right
Certificate.

14. A method according to claim 1, characterized by binding at least one content
item (C1, C2, ..., CNy) to at least one user (P1, P2, ..., PNy).

15. A system for generating an Authorized Domain (AD), the system comprising:
means for obtaining a domain identifier (Domain_ID) uniquely identifying the Authorized
Domain (100),

means for binding at least one user (P1, P2, ..., PN;) to the domain identifier (Domain_ID),
and

means for binding at least one device (D1, D2, ..., DM) to at least one user (P1, P2, ..., PNy)
by obtaining or generating a Device Owner List (DOC) comprising a unique identifier
(Pers_ID1, Pers_ID2, ..., Pers_IDN;,) for a user (P1, P2, ..., PN;) and a unique identifier
(Dev_ID1, Dev_ID2, ..., Dev_IDM) for each device (D1, D2, ..., DM) belonging to the user
thereby defining that the at least one device is/are bound to the user (P1, P2, ..., PNy),

or by
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means for binding at least one device (DI, D2, ..., DM) to at least one user
(P1, P2, ..., PN1) by obtaining or generating a Device Owner List (DOC)
comprising a unique identifier (Pers_ID 1, Pers_ID2, ..., Pers_IDN1) for a
user (P1, P2, ..., PN1) and a unique |den¥i§|er (Dev_ ID 1 Dev_ID2, .

Bt RV Eﬂern%ﬁh BERFwWRE List @Mbpﬁjp@ﬂﬁ‘géﬂ@@jisgz thﬁ@mﬁ to be

deflnln that the at least one device is/are bound to the user (P1, P

PR tﬂ’ﬁ"%t‘a\’ﬁrﬁb ldFtéQr%éﬁ?{Bp&'iﬂ@/?c@@%@?rl_lgﬁilﬁc’@@)%}r E5651D2,
devees (IWIN Dor.a LEMPIO R . horg, dineaDeidee iQawiker(Se(DOCDev_ID2, ...,

CADREIOSS PO T 0 B P S0 B2
Brvica DNIg ol 9 ¢havicer (BL,A32;....P®iM) belonging to the user thereby
BRiEHpshatiHae: AFMiRe &% RRktad 1“1§2U$.¢,f R4 dRd a- nurﬁé\éﬂ-bf‘é'&%@@’(m P2,

obtaining a number. of devices (D1, DM) and a number ersons
(p1Piy hat IPieH 0 &&?ﬁ%r‘?z%%ﬂ“fﬂ"a’é%ﬂ% %'Sd?\‘t'éf?ﬂr IE@%QW%{FH (100).

Authorized Domain (100). 16. A system accordlng to claim 15, characterized

that each dewce M) ma ound to.only a single user, or
g%éch device '(ADS]Y BE‘ CCO@\W S abn) dugﬂ a6 8evera tﬁé}ers where one user
rachdiedredRE R2primBiyusey ﬂ@rmtmdﬁammularsmelﬂ@ee(m D2, ..., DM). 17.

ey ﬁme"ﬁfpﬁgﬁqg IoNAIM bedriRs RRbINBR IR eYHE Uéépghﬁflcated as

comprises means for: importing, on a given device (D1, D2, ..., DM), at least
BHE@BWtéFﬁrlf@Hh&ﬁa@cé”ar d@’ﬁ?)@ﬁt@ﬂne ABM3rized Domain (AD) given
by the domain identifier (Domain ID) by automatically binding, by default, the
least one imported content item 2) to. the sin
o) TR SR B e R S T e
¢empAses meaN f9rindicated as primary user for the given device (D1, D2, .
Mg tuﬂq'gpayénmﬁ&@%émg MPBRA-ERA Bhd e et EN2) ten,)

another user ..., PN1) using additional information, wh en

ﬁmmﬁealgedlmlﬁgabV@ﬁ\aatem aulﬁaaron@ommmmmm&e‘@r(mp\admg J@N,) to
ferzedanan )5 TUTElRR whece fie KRIaianuPRII B or o e

m numberof users Stém acco ¢laim
obrirdtetized iRNbainthestegstephifoatheser for the given device (Dl D2 ..., DM), or

binding the at least one imported content item (C1, C2, ..., CNy) to another user (P1, P2, ...,

PN;) using additional information, when non-default binding is to be used.

18. A system according to claims 15, characterized in that the system further
comprises means for
providing an Authorized Domain (AD) size limitation, where the limitation relates to a

maximum number of users.

19. A system according to claim 15, characterized in that the system further
comprises means for:

using a user identification device as a personal Authorized Domain (AD) manager, and/or
using a personal mobile device as a personal Authorized Domain manager, and/or

using a mobile phone as a personal Authorized Domain manager, and/or

using a PDA (personal digital assistant) as a personal Authorized Domain manager.
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comprises means for: using a user identification device as a personal
Authorized Domain (AD) manager, and/or using a personal mobile device as
a personal Authorized Domain manager, and/or using a mobile phone as a
personal Authorized Domain manager, affl/or using a PDA (personal digital
assistant) as a personal Authorized Domain manager. 20. A system
according to clalm 15, characterized in that the means for binding at least

6ffe user (P1ABYSEEM W?Wtﬁé@ﬁﬂn%’?n%ﬁ%@?%b%‘& AT rEnsdapbuefitpg at
thatameugeiierare a.Demain theaienadst idekt@ipcapopragingDine atpedrto:

s R e S A
ﬂaemaumolmeammwmmd;eomrr(moaozapemssg@z’eme&ﬁrmumgx@cmmu@l, P2,

Chﬁ\ﬁﬁﬁ %ﬁ@%ﬁ%ﬁﬂéﬁﬁh&lﬁﬂlﬁ@ﬂ%]ﬁ% RIRAING B lRARbARG ERIHAM (186).(C1,
, CN2) to the Authorized Domain (AD) is adapted to: bind a content

|tem (Cl C2, ..., CN2) to a User Right (URC1, URC2, ... URCN2), where
gaid User Right;(éﬂﬁ(bﬁbc&iﬂiﬁ‘g&o cldiR G\ Z)ambotirg i mausmr fRand¥8r binding at

b h yt d 00). 22. t ing to. .
C gs%%) Oun a(r:t)ajé :r@edw{ﬁ?ﬂ#g stehr I%‘ wt ﬁ@% ﬁfgeé?) r?ﬁlé}%ﬁé?
bmpﬁge@mgm GialaC(Rgh@Nét)Or@M@gamwguﬂ%ﬁdh HBRE exidiRGhyaldtnh
tajthgsat i@gﬁf Omﬁﬂtz'tenb(t@Ng% bourfdh2d Qé%\"(!dlt@ﬁhe UsRI)Rig to the

URC1, U URCNZ2). 23. A system according to claim'1
qeizer R Ghe system further comprises the means for controlling
access, by a given deV|ce being operated by a given user, to a given content
m (C1, C2 he me ns Ied to: C
Bor e g SRR S I B R B TR e
glR@ﬂ devidRGbli)riestptisepaihitdate (ﬂﬁ@wﬁa@ ﬁapfhsﬁmz@d \DuphightaByisterid
AlamiRgAcEaERalPb DR ARENISRICANSI OlRAL Y SER Y D m@@yﬁﬁ@ﬁ\(@m

the content item if so, and/or check if the given Content item (C1, C
éﬁ@?ws lilE D a user belonging to the same Authorized Domain (AD) as
the given user, and allowing access for the given user via the given device

o g S RGeS A e e S Rer
aim 20, chdracterizé e dUseni KIhEr comprises means

cmmmnﬂgwaoms,fwwtymmgjm I@eiagiwedavm bg/l@ggxmtedsby,atglven user,
to a given content item (C1, C2, ..., CNy), where the means is adapted to:

check whether a user, the given content item (C1, C2, ..., CNy) is linked to, and a user, the
given device is linked to, belongs to the same Authorized Domain (AD), and allowing access
for the given user and/or other users via the given device to the content item if so,

and/or

check if the given content item (C1, C2, ..., CN,) is linked to a user belonging to the same
Authorized Domain (AD) as the given user, and allowing access for the given user via the

given device and/or other devices to the content item if so.

24, A system according to claim 20, characterized in that the system further
comprises means for controlling access, by a given device being operated by a given user, to
a given content item (C1, C2, ..., CNy) being bound to the Authorized Domain (100) and
having a unique content identifier (Cont_ID), where the means is adapted to:

check if the Domain User List (DUC) of the Authorized Domain (100) comprises both a first
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a given content item (C1, C2, ..., CN2) being bound to the Authorized Domain
(100) and having a unique content identifier (Cont_ID), where the means is
adapted to: check if the Domain User List (DUC) of the Authorized Domain
(100) comprises both a first user identifiét (Pers_ID), comprised in a Device

%‘éﬁ@édﬁflﬁ%ﬁ%@l@?%@ﬁ*@m@ﬂ\_'&'E)BW@VO@@KU@(MCC}%%ﬁ@eargIM&ﬂifier
device, and a second user identifier (Pers_ID), linked to the given content
HaRY iR, B2 TR ARRILSPUIERIAG FBCLSS IORREERE dRokrinked to
devideiscbaengd ttontielsame . AdNgy et BochedRi (g Dhasidtrenoseat toabiggiven
e.content i nd alloyw access to the gi tent ite C2, e
R A g DI O A SRR g e e,
ahéck if the Domain User List (DUC) of the Authorized Domain (100), that the

GANERIES the R}éﬁ‘édﬁ’t’eﬁpﬁéﬁ{iﬁ?ﬁ_éé,’??rdﬂ@)‘%@%é@ﬁ[&&@@ ?3? @yen
user (P1, P2, ..., PN1) thereby checking if the given user is bound to the
DIV Onetaisg s Tain (100) as the content item, and allow access to the

givigy content item (C1, C2, ..., CN2) by any device including the given
T L B R S DR O e
: g access of a given
ot ieenoiepfirehetistiagredfie: (Ereckhet g lyse uRIGREL(BRC 1, RIRAZEreby
ch&ﬂ@?ﬁ iR GIVER GAMNEH !F%%h%%ﬁ'ﬁ?ri%@bﬁ?ﬁaﬂi‘(@ﬁbﬁ*ﬁ?fh@’c’onféﬁt item,
..., PNI) has the right to access the given content item (C1, C2, ..., CN2)
E only allow access to the given content item (C1, C2, ..., CN2) in the
affsunaddess BahAgBysiesntasciaaingrooain ¢, chasagtesvied imckidih@uergiven
8g\r/1lt%nt it(r-:-&1 edso etrﬁgrg/i%%dugnd that a content right (CR) is bound to each
Contentem and 1o ser%sight (URC1, URC2, ... URCN2), and that the
content right (CR) of a given content item comprises a decryption key for

ggCrypting thg, givem GERBRITJURIAn\ o faiSIRMRACOAGCte Gl T i the

characterized in that the Domain Users List (DUC% is implemented as or

EMIEER AU DI R%ARCESS &f 2 @vATFEHHENt Uefn /s further adapted to:
check that the User Right (URC1, URC2, ... URCN) for the given content item specifies

that the given user (P1, P2, ..., PN;) has the right to access the given content item (C1, C2,
..., CN2) and only allow access to the given content item (C1, C2, ..., CNy) in the

affirmative.

26. A system according to claim 15, characterized in that every content item is
encrypted and that a content right (CR) is bound to each content item and to a User Right
(URC1, URC2, ... URCNy), and that the content right (CR) of a given content item

comprises a decryption key for decrypting the given content item.

217. A system according to claim 19, characterized in that

the Domain Users List (DUC) is implemented as or included in a Domain Users Certificate,
and/or

the Device Owner List (DOC) is implemented as or included in a Device Owner Certificate,
and/or

the User Right (URC1, URC2, ..., URCNy) is implemented as or included in a User Right
Certificate.
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the Device Owner List (DOC) is implemented as or included in a Device
Owner Certificate, and/or the User Right (URC1, URC2, ..., URCN2) is
implemented as or included in a User Right Certificate. 28. A computer
readable medium having stored thereon fi¥structions for causing one or more
processing units to execute the method according to any one of claims 1 - 14.
29. An Authorized Domain (AD) characterized in that the Authorized Domain
€&D) has bedh GaRMSEEERIRPIA B FALIMIENARE Stefitf h6TeRy BRI TLusing
bhe@r yptheraysten aisankreciteany methodfac@inisid b a2y odDofAuaims 1 — 14.
Authorized Domain (AD) structure comprising a domain identifier (Domain
ID) uniquely identifying the Authorized Domain (100), a representation of at
Réast one useknPutiPrzed DRRINAUNC ordate kst il thiidhrifiethpDza%h BIpNBY,

i i . un least
S‘;ﬁ?ﬁ“ﬁfﬁ%&i?%%?@?ﬁ%@?ﬁ?ﬁ&?&?ﬁ”ﬁ%&%@?%"mfe?%“i’:??ao%i& B

SHEMIMSUF heAe AR 0D EdIRE Bimer List (DOC) comprising a unique
identifier (Pers_ID1, Pers_ID2, ..., Pers_IDNi) for a user (P1, P2, ..., PN1)

d a unique jidentifier. v ID1 D2. ..., Dev _IDM) for each device (DI,
A 2 o e LBt RS B ) o o o
deviveaiisidartifieuiizproaing Ly enigalyPdentify Pl the duithotizedtRersedp (&00),

bindiecAbRAT R AR ViRE (P2 2, DMNIS sERRS BBRSSN (Edntfrigr -

PN1) comprises or comprising a Device Owner List (DOC) obtaining or
JRpRRidE a8 vice Owner List (DOC) for each device (DI, D2, ..., DM) to be
boepickeihaibevice Iuingic ldsti e @C) DomPIERMdbaudbigue iesntiiendd ¢ps, H,
1, Pers ID2, .... Pers, IDN1) for a u , P2, ..., PN1) and a unique

e RS s e Bk for & device (D1, D2, -, M)
belaniingrigetieeativen Pevish Duakinidgt (82 @ eutenisingsaboiud idettidierser
(Pérs HB1:-perS N therphy CiBRﬂgiGr% nsengar ﬁ&,d.eylﬁﬁ@(sma’afa%que i rd
a number of users (P1, PZ, ..., PN1) that is authorized to access a content
ey (B4, B_IDZE N2 s sHAVA fRh eI SRt Qd.00).DM) belonging to the user

thereby defining that the at least one device is/are bound to the user (P1, P2, ..., PNy),
or in that the step of binding at least one device (D1, D2, ..., DM) to at least one user (P1, P2,
..., PN1) comprises

or comprising a Device Owner List (DOC) obtaining or generating a Device Owner List
(DOC) for each device (D1, D2, ..., DM) to be bound, the Device Owner List (DOC)
comprising a unique identifier (Pers_ID1, Pers_ID2, ..., Pers_IDN;j) for a user (P1, P2, ...,
PN;) and a unique identifier (Dev_ID1, Dev_ID2, ..., Dev_IDM) for a device (D1, D2, ...,
DM) belonging to the user thereby defining that the device is bound to the user (P1, P2, ...,
PN,)

thereby defining a number of devices (D1, D2, ..., DM) and a number of users (P1, P2, ...,
PN;) that is authorized to access a content item (C1, C2, ..., CNy) of said Authorized Domain
(100).





